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ABSTRACT Currently, smart homes rely heavily on wireless sensor networks (WSNs), which typically
consist of wireless sensor nodes with limited resources and are scattered throughout the network. This
topology makes them vulnerable to packet sniffing, spoofing, and other malicious attacks, which can
result in the leakage of private data collected by devices. Additionally, managing the device key for
the entire system becomes difficult as more devices are added. Moreover, the centralization of current
cloud service management in smart home systems poses a serious single-point-of-failure problem, and
the private data of cloud outsourcing cannot receive strict privacy supervision, ultimately relying entirely
on the trust of enterprises. To address these issues, this paper proposes using a consortium blockchain
and InterPlanetary File System (IPFS) instead of the existing centralized structure. An improved pairing-
free certificateless aggregated signature(CLAS) scheme ensures the security of message authentication and
solves the device key management problem. Our scheme reduces the computational and communication
overheads at the device side by 50% and 25%, respectively, compared with existing schemes in WSNs. The
overall computational overhead is also reduced by 28.6%, making it more suitable for smart home scenarios.
Additionally, we use an auditing method based on Merkle root hash verification to ensure the reliability of

data storage in IPFS.

INDEX TERMS Smart home, message authentication, CLAS, consortium blockchain.

I. INTRODUCTION

The rapid development of the Internet of Things (IoT) has
brought traditional industries and manufacturing into an intel-
ligent stage. Various IoT technologies can be widely used
in digital healthcare, intelligent transportation, and smart
home [1]. Smart home, as one of the important appli-
cations of Internet of Things technology, uses computer
technology, network technology, cloud computing, intelli-
gent control, and other technologies to connect smart home
devices. Then, the whole system can be connected to the
Internet through the family smart gateway. Fig 1 shows the
complete architecture diagram of the smart home. Users
can control smart home devices remotely through mobile
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applications and other methods with Internet access. Users
can also upload data collected by smart meters, indoor
environmental sensors, and other devices to the data man-
agement platform. Through big data analysis, the indoor
environment can be intelligently adjusted. As a result, the
smart home can provide us with a safe, comfortable, and
intelligent living environment [2]. However, the wireless con-
nections between wireless sensors and data collection nodes
in smart homes are usually unreliable, and devices in the
smart home are less resistant to malicious attacks. Once
a node involving user privacy is caught, the user’s private
data can easily be leaked [3]. Therefore, guaranteeing data
authenticity and integrity is crucial. In order to improve the
security of private data in smart homes, we proposed a mes-
sage authentication scheme to secure smart home network
communication.
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FIGURE 1. Smart home architecture diagram.

Simultaneously, it should also note that the storage capac-
ity of smart home wireless sensors is weak, but the amount
of collected data is increasing rapidly [4]. For example,
home security surveillance is constantly collecting video
data, which will require large storage space. But many homes
cannot deploy high-cost network-attached storage (NAS).
So the traditional smart home solutions usually use the sup-
porting centralized cloud storage service provided by the
equipment provider. Users will create a high dependence on
the centralized cloud server [5], which will also cause a single
point of failure and data security issues. As a semi-honest
entity, the enterprise cloud server may delete cold data with
low user access to reduce the pressure of storage on the cloud
server [6], thus lowering costs and hiding the data corruption,
which would compromise the value or security of user data.
In order to solve the data storage problem, we decided to use
the consortium blockchain to replace the centralized cloud
server, and finally store the data on the IPFS system based on
distributed hash table technology [7]. However, there are still
challenges in applying blockchain to the smart home environ-
ment [8]. It is difficult for the device to manage its identity as a
node on the chain. For message authentication, miners need to
verify the device’s identity while guaranteeing its anonymity.
The traditional public key cryptography system can ensure
the security of the public key through certificates, but it is
difficult to use time-consuming certificate management for
smart homes. Cleverly, the certificateless cryptosystem can
perfectly complement the blockchain and be applied to the
smart home environment. The device and the KGC jointly
negotiate to generate a public-private key pair, which avoids
the key escrow problem in the identity-based public key cryp-
tosystem [9]. And blockchain can also help devices broadcast
public keys.
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Finally, we improved Li et al. [10]’s cloud data audit-
ing scheme and used it for our message authentication
scheme. The scheme implements lightweight auditing based
on Merkle tree root hash verification. However, in their
scheme, the cloud server can access on-chain data labels
when generating proofs, thereby deceiving auditors. Due
to the channel isolation mechanism of the Fabric consor-
tium block, we upload the data tags in a separate channel,
preventing IPFS nodes from stealing tags when generating
audit proofs. The consortium blockchain can also re-audit
the audit results according to the smart contract to further
improve data integrity in the cloud. By reading the related
literature, we find that there exists a large amount of research
on IoT data privacy protection in wireless medical sensor net-
works and vehicle networking, while the smart home domain
focuses more on the design of device identity authentication
schemes. Meanwhile, the single-point-of-failure problem of
devices in the smart home environment relying on third-party
centralized servers is always unsolved. Therefore, we design
a more suitable data privacy protection scheme for the smart
home environment, which not only solves the dependency
problem but also significantly reduces the computational
overhead on the device side.

Our contributions are as follows:

o A pairing-free certificateless aggregation signature-
based message authentication scheme without bilinear
pairs is designed to reduce the computational overhead
and communication overhead of smart home wireless
sensor devices.

o We replaced the centralized server in the traditional
smart home with blockchain and stored the data in IPFS
based on distributed hash table technology. It solved the
problem of users’ high dependence on it.

« We used a lightweight auditing method based on Merkle
tree root hash verification to guarantee the integrity of
user data in IPFS. In addition, smart contracts re-audit
audit results to prevent malicious auditors.

The paper organization is as follows. Section II presents
previous related work. Section I1I describes some background
knowledge used in this paper. Section IV presents the system
model, threat model and problem statement. Section V defines
our purposed scheme. Section VI presents the security analy-
sis and performance evaluation. Conclusions are discussed in
Section VII.

Il. RELATED WORK

In smart home networks, protecting the data integrity and
immutability of users’ private data during transmission is
the key issue. In recent years, a large number of researchers
have proposed various identity authentication protocols and
message authentication protocols to secure smart home
networks.

Shuai et al. [11] proposed an efficient anonymous authen-
tication scheme for smart homes based on elliptic curve
cryptography and proved that the scheme can effectively
resist replay attacks and clock synchronization problems.
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Mezrag et al. [12] proposed an identity-based authenti-
cation and key agreement scheme that combines elliptic
curve cryptography and identity-based public key cryptogra-
phy to establish secret session keys over insecure channels.
Pirayesh et al. [13] proposed a device authentication and
key negotiation scheme in smart home networks that com-
bines physical layer security techniques with hyperelliptic
curve cryptosystems and claims to resist man-in-the-middle
attacks, replay attacks, and desynchronization attacks. These
papers [11], [12], [13] all use public-key cryptosystems to
authenticate smart home user devices, but most smart home
devices are based on wireless sensor networks, and these
devices are resource-constrained, and the computational
overhead of asymmetric cryptosystems is too large; deploy-
ing symmetric key cryptosystems will be more lightweight
than asymmetric cryptosystems. Poh et al. [14] proposed
PrivHome, a smart home privacy protection scheme based
on symmetric cryptography, which contains a lightweight
entity and key exchange protocol and an efficient search-
able encryption protocol that can support authentication and
query of secure data data in smart home systems. How-
ever, symmetric encryption systems are still computationally
overloaded for resource-constrained sensors, so researchers
are continuously working on more lightweight authentication
protocols. Xiang et al. [15] proposed an efficient device
authentication scheme in smart home systems using the sit-
uational awareness features of smart home systems, which
can select a suitable authentication protocol based on the
security risk information assessed by the system. However,
Oh et al. [16] proved that the protocol of [15] has the risk of
session key leakage and cannot ensure secure mutual authen-
tication, based on [16] proposed a new secure lightweight
smart home authentication protocol and proved that the pro-
tocol can effectively resist various attacks such as session key
leakage, replay, and MITM. Banerjee et al. [17] proposed
an efficient, anonymous, and robust smart home authen-
tication scheme based on hash functions, heterogeneous
operations, and fuzzy extractors, and proves that the protocol
can effectively resist risks such as replay attacks, man-
in-the-middle attacks, and impersonation attacks. However,
AL-Turjman et al. [18] pointed out that the protocol of [17]
cannot provide identity protection, authentication traceabil-
ity, and interactive session key agreement. Kaur et al. [19]
proposed a two-factor smart home based anonymous authen-
tication protocol, however, Yu et al. [20] analyzed the scheme
of [19] and finds that there is also a risk of session key
leakage, and proposes a lightweight three-factor privacy-
preserving authentication scheme for smart homes based on
this. Nimmy et al. [21] also proposed a lightweight smart
home remote user authentication protocol based on optical
response nonuniformity, which is suitable for deployment
in heterogeneous and resource-constrained smart home net-
works. In addition to authentication schemes, Liu et al. [22]
proposed an SM9-based smart home message authentica-
tion scheme, Kar et al. [23] proposed an identity-based
message authentication scheme in wireless sensor networks,
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and Kar et al. [24] proposed a certificate-free aggregated
signature message authentication scheme in wireless sen-
sor networks to reduce the overhead of data transmission.
However, the bilinear pairing computation overhead in [22]
and [24] is difficult to adapt for smart home devices, and
the identity-based scheme in [23] inevitably suffers from key
management problems. Thus Zhou et al. [25] proposed a
certificate-free aggregated signature message authentication
scheme based on bilinear pairs in wireless medical sensor net-
works. Other researchers have focused on the secure storage
of private smart home data, and Ren et al. [26] proposed the
use of a blockchain-based multi-cloud storage mechanism to
securely store smart home data. For efficiency, the scheme
uses identity-based agent aggregation signatures. However,
the key hosting issues of the IBE scheme remain unre-
solved. And the scheme cannot achieve balanced data storage
among multiple cloud providers or guarantee the integrity
of data in the cloud. Li et al. [27] A smart contract-based
framework for secure access control of smart home data is
proposed. Li et al. [10] designed a new public audit solution
for cloud data using blockchain technology, which generates
lightweight tags for data before it is uploaded and stored
to the blockchain. These tags are used to construct Merkle
tree root hashes during auditing and generate proofs to verify
the integrity of the data in the servers in the cloud server.
However, we found that this scheme has the risk of tag leak-
age, and the cloud server generating the proof can generate
the correct proof by accessing the tags stored on the chain,
thus masking data loss. After analyzing various literature on
smart home privacy protection, we find that almost all current
work does not focus on the current over-centralized system
architecture of smart homes, so we propose a unified design
to secure smart home data and improve cloud data security
based on [10].

lll. BACKGROUND

A. ELLIPTIC CURVE DISCRETE LOGARITHM
PROBLEM(ECDLP)

Given a prime order finite field F,(g > 3), an elliptic curve
E over I is defined as E /I, where x and y are the solution
of the equation E : y> = x> +ax+b(mod q),a, b € F, and
4a® 4 27b* # 0( mod q ). The point P = (x, y) on elliptic
curve E/IF, together with an extra point O called the point at
finfinity from a group

G={kx,y):x,yelFy, E(x,y) =0} U{0}.

For the elliptic curve already given, existence of the given
P,Q € G, the elliptic curve discrete logarithm problem
(ECDLP) is to find an integer z € Z*, such that Q = zP.

B. MERKLE HASH TREE

Fig 2 shows a binary Merkle hash tree containing four leaf
nodes, the leaf nodes are usually data objects to be stored, the
internal nodes are the hashes connected to their leaf nodes,
and the root node of the tree is called the root hash. In the
field of information security, Merkle hash trees are often used
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FIGURE 2. A binary Merkle hash tree.

to store large amounts of data in untrusted memory using
small-capacity trusted memory. The data in the block is also
organized through a Merkle hash tree. Based on its overall
structure and characteristics, it is known that any change in
the underlying values will cause a large number of value
changes in the tree, so tampering of transactions can be easily
detected, and we also use its characteristics to verify the
integrity of remote data.

C. CONSORTIUM BLOCKCHAIN

Blockchain technology was first proposed in the Bitcoin
system and aimed to achieve a decentralized system with
consistently distributed data without relying on trusted third
parties. Blockchains are divided into three major cate-
gories according to the degree of decentralization: public
blockchain, consortium blockchain, and private blockchain.
Consortium blockchain, as semi-open blockchains, provides
a certain level of controlled access, which can only be
accessed by authorized nodes and is more suitable for real-life
application scenarios. Our solution is designed based on Fab-
ric Consortium Blockchain, using the channel in Fabric to
achieve the isolation between the two businesses of storage
and auditing, while Fabric Consortium Blockchain can also
deploy chain codes to implement application business logic.

D. IPFS

IPFS (InterPlanetary File System) is a distributed file man-
agement system that uses decentralized sharded encrypted
storage technology to split files into multiple segments that
are stored in various nodes on the network, with the files
generating unique hash values as addressing addresses. Since
IPFS is based on content addressing and there is a redundant
backup mechanism in the distributed system, it can effec-
tively resist a certain level of security attacks, and the system
can normally work, even if individual nodes have problems.

E. CERTIFICATELESS AGGREGATION SIGNATURE SCHEME
Generally, a CLAS scheme consists of the following eight
probability polynomial-time (PPT) algorithms.

1) MasterKeyGen: According to the system security
parameters «, the key generation center (KGC) gener-
ates the system parameters parameter that need to be
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disclosed and the system master private key msk that
needs to be kept by itself.

2) PseudoIDGen: Input the real identity MAC; of a smart
device SD;. This algorithm outputs a pseudo identity
ID; for SD;. Using pseudo identity can prevent the real
identity of the device from being leaked.

3) PartialKeyGen: KGC uses system parameters
params, system master private key msk, and the pseudo
identity ID; of a smart device SD; to generate a partial
private key B; of the device.

4) UserKeyGen: For the identity /D; of a Smart Device
SD;. This algorithm generates a public/secret key pair
(pki, sk;) for SD;.

5) SignGen: According to the pseudo identity /D;, user’s
private key sk;, partial private key §; of a smart device
SD; and the data m; to be signed, the user generates a
signature o; on the data.

6) SignVerify: For a single signature o; that has been
generated, this algorithm uses the user’s public key pk;
of ID; to verify that the signature is correct.

7) AggregateSign: Input the set of single signatures

{oi,i=1,...,n},and the setof data {m;,i =1, ..., n}
for n users, the algorithm generates an aggregate signa-
ture o.

8) AggregateVerify: Input the public keys {pk;,i =
1,...,n}of nusers {ID;,i = 1, ..., n} and the aggre-
gated signature o; of the data sets {m;,i = 1,...,n}
in the same state, this algorithm verifies that the aggre-
gated signature is correct.

IV. SYSTEM MODEL AND PROBLEM STATEMENT

A. SYSTEM MODEL

Our blockchain-based model for smart home data privacy
protection is shown in Fig 3 and contains two functional
modules, i.e., smart home privacy data security storage and
data integrity audit, in which the following entities exist.

1) Smart Devices: In our proposed scheme, smart home
devices are the main body of data collection, and they
are mostly sensor devices embedded in smart homes,
responsible for collecting data such as video surveil-
lance, indoor air quality, temperature, and humidity.

2) Family Smart Gateway: The Home Smart Gateway is
an edge network node, at least one of which exists
in every home, through which users can control and
manage all their devices. The Home Smart Gateway is
mainly responsible for collecting data from uploaded
sensor devices and assumes the aggregation and ver-
ification of certificateless signatures to reduce the
computational burden of the devices.

3) IPFS: InterPlanetary File System is a new hypermedia
text transfer protocol, IPFS network storage files, using
decentralized fragmented encrypted storage technol-
ogy, which splits the files into multiple pieces and
stores them on various nodes of the network, We use
it to replace the centralized trusted server as the out-
sourced storage for smart home data, solving the single
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FIGURE 3. System model architecture diagram.

point of failure problem of the traditional centralized
trusted server.

4) TPA: Third-party auditing, as a necessary entity in data
integrity auditing, is mainly responsible for auditing
challenges of data blocks in IPFS according to audit
requirements in our system, and uploading the obtained
audit results to smart contracts for secondary checking.

B. NOTATION

Throughout this article, some basic notations and their
descriptions are shown in Table 1.

C. THREAT MODEL

In the threat model, we consider the potential threats faced
by the message authentication scheme and the data auditing
scheme in their implementation, respectively.

In the message authentication scheme, we use a
pairing-free certificateless signature aggregate scheme to
implement, according to the security model described in
the literature [28] and [29], the signature should be able to
resist both types of adversaries in the certificateless signature
scheme.

Type I: Malicious device masquerader adversary 4y, as an
external adversary, can replace the public key of the device
at will, but cannot obtain the master key of the system or the
private key of the device part.
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Type II: Malicious but passive semi-trusted key generation
center 4y, as an internal adversary, has access to the system’s
master key and the user’s partial private key, but cannot
replace the device’s public key.

Also, the aggregated signature should be able to resist fully
selective key attacks, where an attacker cannot generate a
valid aggregated signature using an invalid individual signa-
ture aggregate, even if he has the private keys of all devices.

In the data auditing scheme, since we use the Merkle hash
tree root hash verification scheme under the provable data
possession model to achieve integrity auditing of lightweight
cloud data, we need to ensure that the original data labels for
constructing Merkle trees are not stolen by any verifier.

D. PROBLEM STATEMENT

Our design goal is to achieve data privacy protection for
smart home environments, which should satisfy the following
design objectives.

« Lightweight devices: For the network environment of
smart home devices with low computing power, the
computing involvement of the devices should be as
lightweight as possible.

« Anonymity: In the proposed scheme, the true identity
of the device is not available to other entities except the
device itself.
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TABLE 1. Basic notation.

Symbols Description

K Security parameter

q Prime

Zq Finite field

z; Z,/{0}

E Elliptic curve

G Cyclic group of order ¢

params System parameters

Ho,H1,H2,H3  Cryptographic hash functions

SD; Smart Devices sensor node

RID ; Real identity of SD;

ID; Pseudo identity of SD ;

(i, Bi) Private key of SD;

(A, Bi) Public key of SD;

FGW Family Smart Gateway

IPFS InterPlanetary File System

TPA Third-party auditor

CLAS Certificateless aggregation signature
KGC Key generation center

(Ag, AE) IPFS node public-private key pairs
(Fg,Tg) Public keys for FGW and TPA

Ar, Air Adversary I and Adversary II respectively
Cr,Cr Challenger I and Challenger II respectively
o Signature

(Ppub7 s) Public and private key pair of KGC

« Efficiency: A large amount of device privacy data needs
to be uploaded online in real-time, so efficient signature
verification is also very important.

o Accountability: All data storage records and audit
records are tamper-proof and traceable to accountability.

V. PROPOSED SCHEME

This section describes our Smart Home Data Privacy Protec-
tion Act solution combining blockchain and IPFS, which has
two phases: the data storage phase and the data audit phase.
The data storage phase uses the CLAS algorithm to generate
and aggregate signatures when storing data to address the lack
of scalability of the blockchain, and the use of CLAS can
overcome the certificate management problem of multiple
devices in the IoT environment. In the data auditing phase,
we divide the auditing task between smart contracts and
third-party auditing to solve the reliance on third-party trusted
auditing in traditional auditing schemes.

A. SETUP
Performed by KGC to complete system initialization.

1) Input the security parameter «, selects an elliptic curve
additive group G of large prime number g > 2 and a
generator P of the group G.
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2) Randomly select a value s € Zj as the system master
key, and sets Ppyp = sP.

3) Define four hash functions Hy, H1, H>, H3, where Hy :
G x {0, 1}* — Z;,Hl {0, 1}* x G x G — Zq*,
H, : {0, 1}* xGxGxG—>Z;‘,andH3 - {0, 1}* x
{O,l}*xGxGxG—>Z§‘.

4) Publish the system parameter and keep s in secret,
params = {G, q, P, Ppuwy, H, Hy, H>, H3}.

B. KeyGen
Performed by KGC and smart devices to generate
public-private key pairs for the device.

1) SD; randomly chooses value «; € Z; as it’s secret
value, calculates A; = «;P.

2) SD; uses its real identity RID; to generate a pseudo-
identity ID; = Ho (tiPpub, T;) DRID;, where T; denotes
the corresponding pseudo-identity validity time period,
and sends (ID;, A;, T;) to the KGC.

3) KGC selects a random value r; € Zq* and calculates
B; = r;P, h; = H\(ID;, A;, B;, Ppub), and B; = ri+s-h;
mod gq.

4) KGC sends B; as a partial public key and g; as a partial
private key to SD; over a secure channel.

5) SD; verifies the valid of the partial key by checking
whether

BiP = riP + hisP
= Bi + hiPpub

holds.

6) The secret key of the SD; with ID; is set as SK; =
(i, Bi), and the corresponding public key is set as
PK; = (A;, B)).

C. SignGen
Performed by smart devices to generate signatures for a given
data m;.
1) Collects the data m; and encrypts the data into cipher-
text e; using the public key PK;.
2) Randomly choose value v; € Z; , and calculate
V,' = Vl‘P .
3) Calculate x; = H>(ID;, V;, PK;, Ppub)» vi = H3(ID;, e;,
Vi, PK;, Ppup) and ¢; = x;v; + yi(e; + By).
4) Output a signature o; = (V;, ¢;) on the encrypted
data e;.

D. SignVerify
The FGW verifies a signature o; on the encrypted data e; with
ID;, PK; = (A, Bj).
1) Calculate /’l,‘ = H1 (ID,', R,‘, Ppub)v X = HQ(ID,', V,'
s PK;, Ppup) and y; = H3(ID;, e;, Vi, PK;, Ppub).
2) Verifies the verification equation:

@iP — x;V; = yi(A; + B; + hiPpup)

3) Accept the signature if the equation holds, otherwise
reject this signature.
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4) Correctness:

@iP = xjviP + yi(a;P + B;P)
= xiViP + yi(a;P + riP + sh;P)
= x;Vi + yi(Ai + Bi + hiPpub)

E. AggregateStore

Given ciphertext signature tuple {ID;, PK;, e;,0i}(1 <
i < n) on data m; and IPFS node public key Ag, FGW
generate certificateless aggregation signature o and upload
them to the IPFS.

1) Generate Ciphertext hash marks Flag; = SHA256(e;)
for each ciphertext e;.
2) Calculate x; = Hy(ID;, Vi, PK;, Ppup).

n n
T=> xVip =D ¢i®=¢As.
i=1 i=1
3) Output the aggregate signature

o Z(T’®7{V17V27-"’Vn})

4) Upload certificateless aggregation signature ¢ and
ciphertext set {eq, e2, ..., e,} to the IPFS.

F. AggregateVerify
Given an aggregate signature ¢ on e;, IPFS node performs
the following operations to verify it.
1) Calculate /’l,' = H1 (ID,', R[, Ppub) and Vi = HQ(ID,', e;
, Vi, PK;, Ppub)-
2) Verifies the verification equation:

n
® — 7 =X ) (i(Ai + Bi + hiPpub))
i=1
3) Accept the signature if the equation holds, otherwise
reject this signature and ciphertext.
4) Correctness:

n
D —1=¢0AF — inV,’
i=1
n
= )\E¢P — inVi
i=1

n n
= Ag Z%‘P - inVi
i=1 i=1

n
= Xg (Vi + yi(A; + Bi + hiPpub))

i=1
n

- inVi
i=1

n
= Az > (i(Ai + Bi + hiPpup))
i=1
5) Return the corresponding ciphertext e;
address A; to FGW.

storage
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FIGURE 4. Fabric network channel.

G. StoreTransGen

After the aggregated signature is verified, the FGW generates
data storage transactions 7X44, = {IDrgw, FE, 0, A;} and
tag storage transactions TXy,, = ({IDpcw, FE, Flag;} by
using its public key Fg. After that, FGW uses the private
key to generate transaction signatures 04qs, and oy,g, and then
the data storage transactions and tag storage transactions are
published to the logging channel and the auditing channel
respectively after the signature verification is passed. The
channel to isolate the storage and audit operations is shown
in Fig 4.

H. AuditTransGen

When the user needs to verify the integrity of the data in the
cloud, the TPA will obtain the hash value HASH; of the latest
block on the blockchain at the current time ¢ to construct
a pseudo-random number generator ¥~ = Rand(HASH;)
and randomly select the ciphertext message {i, e;};ey for
the challenge. Then TPA requests the identification Tag; =
SHA?256(e;) of the corresponding cipher block from the IPFS
node, and the IPFS node calculates Tag = > Tag; and
responds the TPA with the proof {{Tag;}, Tag, Sigx,Tag},
TPA verifies the proof and constructs a Merkle hash tree to
obtain Root;,s using Tag;, the process is shown in Fig 5.
Finally the TPA generates the data audit transaction TX;,,4;r =
{ID7pa, Tg, Rootjpss, {i}icr} and uses the private key to gen-
erate the transaction signature o,,4;; and publishes it to the
logging channel.

‘ ROOtipfS ‘

H, H, Hpy Hy
Tag; Tag,

FIGURE 5. Construct Root;,f;.

I. ReAudit
After the TPA submits a data audit transaction, the chain code
deployed on the audit channel will look up the corresponding
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TABLE 2. Description of curve parameters.

Curve Pairing Group P1,P Length of elements of the group
E :y? =x3 + x mod py ¢:G1 xGy —Gr Gi(P) pp =512bits |Gy1| =1024 bit
E:y?> =x3+ax+bmodp  Without Pairing G(P) p =160 bits |G| =320 bit

TABLE 3. Description and run time of operation.

Cryptographic operation Running time (ms)

Biliner pairing Tp, 4.16
Biliner pairing scalar multiplication Ty 1.56
Biliner pairing point addition T, 0.007
ECC scalar multiplication Tecsm 0.47
ECC point addition Tecpa 0.001
Map to G hash Ty, 3.66
Map to Z; hash Ti, 0.001

ciphertext tag Flag; in the audit channel based on the audit
data ID {i};cr in the data audit transaction and use the same
method as TPA to construct a Merkle Hash tree to obtain
Rootyc.

Rootjyfs = Rootpc

Finally, the final audit results are obtained by comparing the
consistency of the audit results from IPFS and the chain.

VI. SECURITY ANALYSIS
A. PROVABLE SECURITY

Provable security in Appendix A.

B. MESSAGE AUTHENTICATION & AVAILABILITY

We use the pairing-free certificateless aggregation signature
algorithm for message authentication, whose security com-
prises two components: the unforgeability of certificateless
signatures and the unforgeability of aggregated signatures.
In Section VI on provable security, we proved the unforge-
ability of the certificateless signature of our scheme under the
random prediction machine model, and that the trusted home
smart gateway node in our scheme handles the generation
and verification of the certificateless aggregation signa-
ture. Therefore, our message authentication is secure and
available.

C. LIGHTWEIGHT

The purpose of our scheme is to reduce the computing and
storage burden of low-power devices in the environment
of the Smart Home Internet of things. Therefore, we make
the family smart gateway as an edge node to assist device
computing in the stage of identity authentication and mes-
sage authentication. Because the family smart gateway and
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the device are in the same local LAN, we assume that the
communication between them is safe. In the process of mes-
sage authentication, the device only needs to do one hash
calculation and one scalar multiplication calculation on the
elliptic curve. The family smart gateway executes most of the
operations.

D. ANONYMITY

In the key generation phase, the true identity of the device
has been obfuscated by the hash function, i.e., ID; =
Ho («tiPpup, T;) @ RID;, and the signature aggregation makes
it difficult for an attacker to determine the identity of the user
by the connection between multiple transactions. Therefore,
other nodes and adversaries cannot determine the true identity
of a device by analyzing the messages sent by the same
device.

VIl. PERFORMANCE EVALUATION

In this section, we compare the -certificate-free aggre-
gated signature scheme proposed in this paper with the
certificate-free aggregated signatures currently applied in
various domains of IoT. The computational overhead and
communication overhead in our scheme are analyzed by
calculating the master operation time and signature size used
in different schemes to evaluate the performance of our pro-
posed signature scheme. It is worth mentioning that the main
goal of our scheme is to reduce the overall cost on the user’s
device side, including the time to verify a single signature
on the device, as well as the individual signature size. At the
same time, our scheme has good aggregation overhead in
a real environment with multiple devices. In evaluating the
bilinear pairing-based scheme for certificateless aggregation
signatures, the curves are chosen to be super-singular elliptic
curves E : y? = x> + x mod p on a finite field Fy, with g
of 512-bit prime numbers, capable of achieving the security
level of the 1024-bit RSA algorithm. To achieve the same
security level, the scheme without bilinear pairs chooses the
elliptic curve group G on the Koblitz elliptic curve E : y> =
x3 4+ ax 4+ b mod p over the finite field Z(’; with ¢ bit 160 bits
of prime, and the relevant curve parameters are given in the
Table 2. Based on the above choice of security parameters,
we use the C++ based MIRACL cryptographic library to
calculate the running time of different operations in the Visual
Studio 2022 environment. The relevant computing hardware
platform is a personal computer configured with an AMD
R5-4600U processor, 16GB of RAM, and Windows 11 64bit

VOLUME 11, 2023



B. Liu et al.: Consortium Blockchain Based Lightweight Message Authentication and Auditing in Smart Home

IEEE Access

TABLE 4. Computational cost comparison of different certificateless aggregation signature scheme.

Scheme Single Sign.Cost Single Verify.Cost Aggregate.Cost Aggregate Verify.Cost Pairing
Liu et al.[31] Mcan + 3Tie Al + 8Ty + 2y " T M= Do g 4 8T, 4 ST, No
ecsm
Kumar et al. [32] 2Topsm + Thee + Trg~ 3Top + Topom (n — 1) Toppa (n 4+ 1)Thg + nThz + 3Tty + Topsm Yes
+(}’l - 1)prpa
Thp Thiz + Thpsm
Sheneral. 331 Topwn + Toppa + T 2Tisg + 3Thy "l o+ e+ Tops 1Ty + Tz + (1 = )i + Topon Yes

Ga-yathri etal. [34] 2T eesm + 3Thiz 2The; + BT eesm + 2«(:1)14

Our Scheme Tecsm + 2T 3Tz + ATecsim + 2T ecpa

+(n — 1)prpa
2nTeesm + (21 — 2)Tepa

(n = 1)Tecpa + nTecom
"rl’lThtz

20T + (2}’[ + 1)Te(-wz + (2}1 + 1)Tecpu No
2nThrz + (2}’[ + 1)Te(-wz + (n + 1)Tu,’pa No

operating system. We indicate the runtime of the relevant
operations in the Table 3. We ignored the 10~3ms level of time
overhead in our performance evaluation because their impact
on the results is negligible. The comparison schemes are
Liu et al. [31], Kumar et al. [32], Shen et al. [33], and
Gayathri et al. [34]’s certificateless aggregation signature
scheme.

A. COMPUTATION COST

We can evaluate the computational overhead of the schemes
by calculating the running time of different operations in
four phases: 1) the message signature generation phase,
2) the message signature verification phase, 3) the signature
aggregation phase, and 4) the aggregated signature verifica-
tion phase. As the Table 4 shows the computational overhead
of each phase of the different schemes, we have chosen two
bilinear pairing-based schemes and two elliptic curve-based
schemes for comparison. We can see that the individual sig-
nature overhead of our scheme is lower than all the schemes
compared, since our goal is to reduce the computational
burden of smart home wireless sensor devices as much as
possible. In the signature phase, the device requires only
1 scalar multiplication operation on the elliptic curve and
1 hash operation mapping to Z;. In the signature verification
phase, 4 scalar multiplication operations on the elliptic curve
and 2 point addition operations on the elliptic curve and
3 hash operations mapping to Z; are required. For multiple
signatures of n devices, the aggregation phase requires (n— 1)
elliptic curve scalar multiplication operations and n elliptic
curve scalar multiplication operations and n hash operations
mapped to Zj. Finally, in the mapping phase of aggregated
signatures, (2n + 1) elliptic curve scalar multiplication oper-
ations and (n — 1) elliptic curve point addition operations and
2n hash operations mapped to Z; are required. The compari-
son plots of computational overhead for single signature and
verification and the comparison plots of aggregated signature
verification overhead are shown in Fig 6 and Fig 7. The evi-
dence shows that for the certificateless aggregation signature
scheme using no pairing, there is not much difference in
computational overhead for each phase. Our scheme has the
same overhead as Liu et al.’s scheme in the phase of single
signature verification, and is slightly lower in the aggregation
phase and the aggregated signature verification phase. The
computational overhead of a single signature is lower, which
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FIGURE 7. Aggregate sign/verify computation cost.

is more conducive to smart home environment where the
computing power of devices is low.

B. COMMUNICATION COST
In the signature scheme, the device sends the signature
to the aggregator, and then the aggregator aggregates the
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TABLE 5. Communication cost.

Scheme Single Signature Aggregate Signature(n message)

Shen et al. [33] |2G1| = 2048bir (n 4+ 1)|G1| = (n + 1)1024bit
Kumar et al. [32] [2G1| = 2048bit (n+1)|G1| = (n+ 1)1024bit
Liu et al. [31] 2|G| = 640bit 2|G| = 640bit

Gayathri ef al. [34]

Our scheme

G| +2|Z;| = 640bit
G| + || = 480bit

2|G| + |Z;7| = 800bit
(n+2)|G| = (n+ 2)320bit

signature and sends it to the server. We will compare the
size of individual signatures and the size of aggregated sig-
natures in different schemes, and evaluate the communication
overhead of the schemes by the signature size. The compari-
son of the communication overheads of different schemes is
shown in the Table 5. The evidence shows that our certificate-
less aggregation signature scheme reduces the computational
overhead of generating a single signature by the device.

According to the above experimental results, the computa-
tional and communication costs of our scheme for the single
signature of wireless sensor devices are lower than those of
existing schemes.

VIil. CONCLUSION

This paper proposed a lightweight smart home data privacy
protection scheme based on the Consortium Blockchain. The
solution includes two modules, message authentication and
data integrity audit, to overcome the excessive dependence of
users on third-party servers and solve the privacy protection
problem of smart home device data. Meanwhile, message
authentication used a pairing-free certificateless aggregate
signature scheme, which significantly reduced the computing
and communication overhead on the device side and ensured
data integrity through the Merkle hash tree audit scheme.
Moreover, the security analysis showed that the message
authentication protocol proposed in this scheme meets the
security requirements, and the audit results are automatically
uploaded to the chain by the smart contract, which is unforge-
able. Finally, the performance evaluation analysis showed
that the proposed scheme significantly reduces the computing
and communication overhead on the device side and is safe
and feasible in the smart home environment. As part of the
further research in this paper, we will expand the integrity ver-
ification scheme to support dynamic audits of that data while
ensuring lightweight authentication to improve the timeli-
ness of audit results. In addition, we will continue to study
more efficient message authentication schemes to further
reduce the communication overhead after device signature
aggregation.

APPENDIX A

PROVABLE SECURITY

A. LEMMA 1:(NON-FAKEABILITY OF ADVERSARY A;)
Under the random oracle machine model, if a Type [ adversary
Ay can successfully forge a signature in polynomial time with
a non-negligible advantage ¢, then there exists an algorithm
that can successfully solve the elliptic curve discrete
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logarithm problem in polynomial time with a non-negligible
advantage % . ﬁ . (1 — %) . #.

Proof: Suppose that Algorithm C; is an instance of solving
the ECDLP problem with input (P, P,ub = sP) and the final
goal is to find the value of s.

1) Initialization phase

C; executes the Setup algorithm, randomly selects s €
Z;‘I‘ as the system master key, calculates the correspond-
ing system public key Py, = sP, generates the system
parameters params = {G, q, P, Ppuv, H, Hy, H>, H3}
and sends them to adversary A;.

C; maintains the initially empty lists L, =
(D, o, Bi, Ai, Bi), Ly1 = (ID;, A, Bi, hy), and Lp to
record the queries to the user’s public key, the queries to
the oracle Hi, and the adversary identity information,
respectively.

Cr does not know A;’s challenge identity before the
challenge, so C; adaptively chooses a challenge identity
ID 4, during A;’s query and uses A; as a subroutine to
solve the ECDLP problem.

2) Queries phase

o Opg(Public Key Query) :When Cj receives A;’s
Public Key Query about ID;, it returns PK; =
(A;, B;) to adversary A4 if the corresponding tuple
(UD;, o, Bi, Ai, B;) exists in the list Ly ; otherwise
Cy randomly selects «;, h;, B € Z;, and computes:

A; = «a;P,B; = B;P — hiPpub-

Add tuples to the lists Ly, and Ly, , respectively,
and return PK; = (A;, B;) to adversary A;.

o Og,(Hy Query) :-When Cj receives Ar’s Hy Query
about ID;, it checks whether the corresponding
tuple (ID;, A;, B;, h;) exists in the list Ly,, and
returns h; to Aj if it exists; otherwise, C; executes
the Opk and then returns the corresponding %; to
adversary Aj.

o Ogy(Secreat Value Query) :When C; receives A;’s
Secreat Value Query about ID;, it checks whether
the corresponding tuple (ID;, a;, Bi, Ai, Bi) exists
in the list Ly, and returns o; to A; if it exists;
otherwise, C; executes the Opg and then returns
the corresponding «; to adversary .4;.

o Oppg(Partial Private Key Query) :When Cj
receives A;’s Partial Private Key Query about
ID;, if ID; = ID4,, then C; aborts the query; if
ID; # ID 4,, C; checks whether the corresponding
tuple (ID;, a;, Bi, A, B;) exists in the list Ly, and
return B; to A; if it exists; otherwise, C; executes
the Opg and then returns the corresponding §; to
adversary A;.

o Opgr(Replace Public Key Query) :When Cj
receives A;’s Replace Public Key Query about
PK® = (A7, B}), it checks the corresponding
tuple (ID;, a;, Bi, A;, B;) exists in the list Ly, then
replace A; with AY and B; with B} .
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o Osg(Signature Generation Query) :When Cj
receives a Signature Generation Query from A
about ID;, e; and PK;, it computes x;, y; and ¢; to
generate a signature, and then returns the signature
o; to Ay and records the identity of the adversary
in the list L;p.

3) Forgery phase

Ay outputs a valid forged signature o/ on message
¢/, ID; and PK/, and C; aborts the forgery phase if
ID! # ID 4, if ID; = ID 4,, ID/, is not in the adversary
identity list L;p and A; has not queried the signature
of ID} on ¢/, then A; generates a valid forged signature
o/ = (Vi, ¢}) of ID on ¢'. Then, according to the Fork-
ing Lemma [30], A; generates another valid forged
signature ;" = (V;, ¢;') with different hash value, then
we have the following equation:

(pl{P = xiVi + yi(Ai + Bi + h;Ppub)
@/ P = x;Vi + yi(Ai + B; + h Ppup)
According to the above equations we can calculate
o (¢} — o)
ik, — H)
Thus Cy is an example of an ECDLP problem that was
successfully solved using A;.The probability that C;

successfully obtains s is analyzed here. Next, we define
three events.

E1: There is no interruption during the query phase.
E2: There is no interruption during the forgery phase.
E3: A; successfully generates two valid forged sig-
natures.

Assume that the probability of ID; # ID 4, is &, so the
probability of ID; = ID 4, is 1 — &, then the probability
that A; is not suspended during the query phase and the
forgery phase are Pr [E1] > £9PPK and Pr [E2] = 1§,
respectively, where gppg is the query number of Oppg .
According to the forking lemma, the probability that
A successfully generates two valid forged signatures

is Pr[E3] = (1 - %) q%, where gy, is the query
1

number of Oy, .

Therefore, the probability of C; successfully solving the

ECDLP problem based on .4 is

1 1 1 €
Pr(EIANE2 AE3] > - q1--) —.
€ 4pPPK e qH,
Hence, C; can solve the ECDLP in polynomial time
with a non-negligible probability.

B. LEMMA 2:(NON-FAKEABILITY OF ADVERSARY Ay;)

Under the random oracle machine model, if a Type [
adversary Ay can successfully forge a signature in poly-
nomial time with a non-negligible advantage ¢, then there
exists an algorithm that can successfully solve the elliptic

curve discrete logarithm problem in polynomial time with a
non-negligible advantage % . qva . (1 — %) . q%.
3
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Proof: Suppose that Algorithm Cj; is an instance of solving
the ECDLP problem with input (P, P,ub = sP) and the final
goal is to find the value of s.

1) Initialization phase

Cjr executes the Setup algorithm, randomly selects s €
Zj]‘ as the system master key, calculates the correspond-
ing system public key Py, = sP, generates the system
parameters params = {G, q, P, Ppu,, H, H1, H>, H3}
and sends them to adversary Aj;.

Cy; maintains the initially empty lists Lz = (ID;, a;,
Bi, Ai, Bi), Lyz = (ID;, m;, Vi, PK;, Ppu, yi), and Ljp
to record the queries to the user’s public key, the queries
to the oracle H3, and the adversary identity information,
respectively.

Cy does not know Ajy’s challenge identity before
the challenge, so Cj; adaptively chooses a challenge
identity ID 4, during Aj’s query and uses Ay as a
subroutine to solve the ECDLP problem.

2) Queries phase

o Opg (Public Key Query) :When Cy; receives Aj’s
Public Key Query about ID;, it returns PK; =
(A;, B;) to adversary A4 if the corresponding tuple
(UD;, o, Bi, A, B;) exists in the list Ly ; otherwise,
if ID; # IDy,, Cy randomly selects x;,r; €
ZZ, calculates A; = x;P,B; = r/P and 8; =
ri +s - H(ID;, A;, B;), then the PK; = (A;, B;)
is returned to the adversary Ay after adding the
tuple (UD;, i, Bi, Ai, B;) to the list ka.if ID;, =
ID 4,,, C;; randomly selects r;, A; € Z(’;, calculates
B; = r;P, then the PK; = (A;, B;) is returned to
the adversary Ay after adding the tuple (ID;, L, |
,Aj, B;) to the list L.

e On,(Hy Query) :When Cp receives Ap’s
H3 Query about ID;, it checks whether the cor-
responding tuple (ID;, e;, V;, PK;, Ppub, yi) €Xists
in the list Ly,, and returns y; to Ay if it exists;
otherwise, Cy; randomly selects y; € ZZ and then
returns the corresponding y; to adversary Ay after
adding the y; to the list Ly;.

o Ogv(Secreat Value Query) :When Cj receives
Ajr’s Secreat Value Query about ID;, if ID; =
ID 4,,, Cyy aborts the query; otherwise, Cyy checks
whether the corresponding tuple (ID;, «;, Bi, A, Bi)
exists in the list L, if it exists then return «; to Ay,
if not then executes the Opg and return «; to Ayy.

o Osg(Signature Generation Query) :When Cjy
receives a Signature Generation Query from Aj
about ID;, e; and PK;, it computes x;, y; and ¢; to
generate a signature, and then returns the signature
o; to Ay and records the identity of the adversary
in the list Ljp.

3) Forgery phase

Ajr outputs a valid forged signature o/ on message
¢, ID; and PK/, and C aborts the forgery phase if
ID; # ID p,,;if ID; = ID y4,,, ID/ is not in the adversary
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identity list L;p and Ay has not queried the signature
of ID; on ¢, then Ay generates a valid forged signature
o/ = (Vi,¢}) of ID; on m’. Then, according to the
Forking Lemma, 4;; generates another valid forged
signature ;" = (V;, ¢;') with different hash value, then
we have the following equation:

@iP = x;Vi + yi(Ai + Bi + hiPpub)
@/ P = x;Vi + y{(Ai + B; + hiPpup)
According to the above equations we can calculate
o= 9 — ¢/ Xt
hi(yv; = ¥{) hi
Thus Cyy is an example of an ECDLP problem that was
successfully solved using .A;;.The probability that Cj;

successfully obtains s is analyzed here. First, we define
the following events.

)

E1: There is no interruption during the query phase.
E2: There is no interruption during the forgery phase.
E3: Ay successfully generates two valid forged sig-
natures.

Assume that the probability of ID; # ID 4,, is &, so the
probability of ID; = ID 4,, is 1 —£, then the probability
that A;; is not suspended during the query phase and the
forgery phase are Pr [E1] > £95V and Pr[E2] = 1 —&,
respectively, where ggsy is the query number of Ogy.
According to the forking lemma, the probability that
A successfully generates two valid forged signatures
is PriE3] = (1-1 o
number of O, .

Therefore, the probability of Cj; successfully solving
the ECDLP problem based on Ay is

1 (1 1) €
qsv e CIH3'

Hence, Cj; can solve the ECDLP in polynomial time
with a non-negligible probability.

, where gy, is the query

1
Pr[E1 NE2 AE3] > — -
e
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