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ABSTRACT Intelligence reconfigurable surfaces (IRS) have attracted attention due to their ability to
create an intelligent and controllable wireless propagation environment for supporting an efficient, and
secure design. Security and privacy protection are fundamental requirements based on the eavesdropping
attacks in wireless networks. Physical layer security (PLS) is an important technique that guarantees
information-theoretic security regardless of the computational capability of eavesdropping. In addition, the
non-orthogonal multiple access (NOMA) as a transmission technique supports higher spectral efficiency.
With the aim of increasing the secrecy rate (SR) and providing a performance analysis of IRS-based NOMA
physical layer security, we propose a practical scenario equipped with IRS-assisted NOMA, containing
obstacles that cause no existing direct link between the base station (BS), users, and an eavesdropper. Despite
the presence of obstacles between the IRS to the second user, the first user acts as an amplifier and forwarder
(AF) relay for device-to-device (D2D) communication. An eavesdropper tracks the transmitting signals in
two phases: IRS to the first user, and the first user to the second user. Therefore, the second user broadcast
a cooperative jamming signal which is known for the first user. To analyze the proposed system model,
we obtain a closed form for the ergodic secrecy rate that numerical results reveal that increasing the elements
of the IRS can enhance it. Finally, we compare the performance of the orthogonal multiple access (OMA)
and NOMA in the proposed system model, which that shows the NOMA can provide a 50% more ergodic
secrecy rate compared to the OMA.

INDEX TERMS Intelligent reflecting surface (IRS), non-orthogonal multiple access (NOMA), physical
layer security (PLS), cooperative jammer.

I. INTRODUCTION these problems, physical layer security (PLS) techniques

Due to the broadcast nature of wireless communications, the
signal sent by the transmitter to the main receiver will also
be received by surrounding users, including unauthorized
ones, which means that this signal can be eavesdropped on
by other users. Therefore, this communication is vulnerable.
It is especially challenging in the fifth-generation wireless
network (5G) with many connected devices, so establishing
security in such systems is of particular importance. To tackle
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have emerged as a promising solution for complementing or
even replacing cryptographic approaches [1].

In recent years, NOMA schemes have received significant
attention to meet the challenging requirements for 5G wire-
less communications, such as high spectral efficiency and
massive connectivity. Moreover, by using NOMA technol-
ogy, the source will transmit signals to different users with
different transmission power. That would lead to increasing
the system’s capacity. Since the non-orthogonal power range
is selected in this work, there is an interference between
users, causing multiple access interference problems.
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Therefore, NOMA employs successive interference cancel-
lation (SIC) technology to solve multiple access interference
on the receiver. When a receiver uses the SIC method, it can
obtain its signal by removing the others signals from the
received signal, which is based on the difference between the
power level of the different users’ signals [3], [4].

Another important technology that is proposed for the next
generation of cellular telecommunications is the intelligent
reflecting surfaces (IRS). IRS provides various features and
benefits have has received much attention for the fifth and
sixth-generation mobile networks such as controlling, trans-
mitting, and directing the signal to the desired directions,
cost-effectiveness, increasing the acceptable connection, and
increasing the security of the transmitted data, [5], [6], [7].
The design, construction, and physical implementation of
IRS can be in the form of a fuzzy array or an antenna array
that works as passive elements and can change the phase
of the received signal. Employing these elements can improve
the quality of the user’s signal and at the same time weaken
the quality of the signal that the eavesdropper receives. IRSs
can reflect or detect the signals that an adjustable phase
change has distorted. Signals reflected by the IRS to the
receiver increase the strength of the received signal and can
also cause the signal to propagate only in the direction of
the main receiver. Therefore, they significantly increase the
wireless network’s performance without deploying additional
active transmitters/relays.

In [8], the authors propose an IRS-aided NOMA network,
where a BS supports a cell-center user as well as a cell-edge
user with an eavesdropper which is close to the cell-edge
users. It is assumed there isn’t a direct link between BS and
cell-edge user. Hence, the IRS establishes the communication
link between BS and cell-edge user, for evaluating both the
secrecy outage probability (SOP) and the average secrecy
capacity (ASC). The authors in [9], propose an overview
of NOMA, the advantages of IRS, and promising realiza-
tions of PLS in IRS-NOMA networks. Additionally, they
illustrate two security scenarios in IRS-NOMA networks:
1) the artificial jamming-aided joint beamforming scheme
for the external eavesdropping, and 2) the joint precoding
and reflecting beamforming scheme for the internal untrusted
user. Deploying the IRS to enhance the physical layer security
in NOMA is proposed in [10]. In addition, the maximiza-
tion of the secrecy sum rate of IRS-assisted multiple-input
multiple-output (MIMO) NOMA has been covered in the
presence of an eavesdropper. The problem formulation has
a non-convex constraint, which is solved by rotating matri-
ces and applying the particle swarm algorithm for global
optimization.

One of the important notes about IRSs is that they allow the
signal to be fully formed and controlled, hence, this technique
can prevent the signal from being distorted by environmental
objects that are distributed throughout the network. Another
advantage of using an IRS is to prevent eavesdroppers from
accessing the transmitted signal.
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However, even with IRS, due to the high mobility of users
in the network and the presence of obstacles such as build-
ings, trees, and machines, it is possible that the received signal
is not recognizable for some users. To tackle this problem,
a common solution is adding new paths to protect the com-
munication channel. For example, in areas with very many
obstacles, the amplify and forward relay (AF) or legitimate
network users can be utilized to send weak signals to the
destination after amplification [11], [12]. The authors in [13],
propose the two-hop relaying PLS system combined with
an untrusted full-duplex relay. With the aim of preventing
the untrusted relay from decoding the source information,
it’s assumed the receiver generates artificial noise. Also, the
lower bound of the ergodic secrecy rate (ESR) is expressed.

In [14], the authors have evaluated the secrecy capacity
when the source is equipped with multiple antennas and it the
channel state information (CSI) of the user channel is known
at the jammer. In [15], the authors studied optimal power
allocation between data signals and artificial noise. They
obtained a relationship for confidential capacity in environ-
ments with fast fading. The authors in [16] showed that when
the eavesdroppers are not collaborating to extract messages,
the uniform distribution of power between the information
signal and artificial noise will have a near-optimal solution.
They also showed that when the number of eavesdroppers
increases, the jammer should injects artificial noise with high
power. The security of users’ data are important issues in
the next generation of mobile telecommunication, hence, the
utilization of IRS to create physical layer security has been
highly considered by researchers and has been studied and
evaluated in various fields. In [17], the authors study the secu-
rity performance of a SISO network that uses an IRS-assisted
UAV scheme derived where the outage probability, average
bit error rate (BER), and average capacity. To solve the prob-
lem of optimization and convexity in [18], the authors divided
the problem into two sub-problems and proposed an iterative
algorithm.

The study of maximizing secrecy rates in IRS-based
MIMO and multiple-input single-output (MISO) networks
has been studied in [19], [20], and [21], respectively. For
example, in [21] maximizing secrecy rates are performed
for both the known and unknown CSI. In [22], the authors
examined the security of the physical layer of massive MIMO
systems in the presence of eavesdroppers. In [23], the authors
have compared the network efficiency in the case of using IRS
with the mode of using DF relay mode and checked the num-
ber of IRS reflective elements in a single-input single-output
(SISO) network. The authors’ goal in [24] is to increase the
total ESR in large-scale MIMO systems, and it is assumed
that the eavesdroppers are equipped with multiple antennas
and are randomly distributed around the transmitter. It is also
assumed that all channels have Rician distribution. In this
paper [24], the authors designed the jamming signal in a
network that is equipped with a large number of antennas.
As well as, they studied two directional and uniform jammers
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and the secure message is transmitted to a legitimate destina-
tion by employing the beamforming technique. At the same
time, by using artificial noise in other directions, the secrecy
rate (SR) increase. The authors also evaluated the SOP by
defining the suspicious area (where eavesdroppers are likely
to be present). They also introduced the concept of Secrecy
Outage Region (SOR). The SOR area is the area where the
outage of confidentiality of information transmission occurs.

As mentioned above the advantages of using IRS-assisted
NOMA to improve the secrecy rate, our main contributions
to this paper are summarized as follows:

« We propose a system consisting of a multiple-antenna
BS and two single-antenna users with no direct link
between them due to existing obstacles. IRS-assisted
NOMA which is composed of N reflecting elements is
utilized to establish communication links between BS
and the first user. Since the second user hasn’t direct
links due to an obstacle with BS and IRS, the first user
plays the role of AF relay to transmit the second user’s
data, while ensuring the security of the second user’s
information, too.

« In addition, to improve the significant secrecy rate, the
second user broadcasts the jamming signal which is
known for the first user [12] and causes degrading the
eavesdropping rate.

« We obtain a closed-form for ergodic secrecy rate, to ana-
lyze the proposed system model. Also, we investigate
the performance of our proposed system model on some
different scenarios jointly: variation of the level of trans-
mitter SNR and the number of IRS elements, variation
of the level of transmitter SNR, and the eavesdropper’s
movement.

o We evaluate the performance of OMA compared to
NOMA in the proposed system model. We show that the
NOMA can provide a 50% more ergodic secrecy rate
compared to the OMA technique.

« Finally, in the numerical results, we demonstrate that
increasing the number of reflective elements of the IRS
can increase the ergodic secrecy rate, due to the proper-
ties of adjusting the beam elements.

The remainder of the paper is organized as follows.
In Section II, the system and signal models are presented.
In Section III, solutions of problems are investigated used
to improve the ESR presents the simulation results in
Section IV. Finally, the concluding remarks are expressed
in Section V.

Notation: scalars, vectors, and matrices are denoted by
lower case letters, bold face lower case letter, and bold face
upper case letters, respectively.

Il. SYSTEM MODEL

We consider a system consisting of a base station (BS or gNB)
with M antennas, an IRS with N reflective elements, two users
namely U; and U,, and an eavesdropper namely Ugye, all
users and eavesdropper are equipped with one antenna and
act as half-duplex, as shown in Fig. 1.

65958

gNB

3 B bstg;le

-~

=
= UEve
o Tiso

P1 hzl
Pz, e hlz D

U1 Uz

:

FIGURE 1. lllustration of the IRS-assisted NOMA communication system
without a line of sight (LoS) links between users and multiple antenna
BS, in the presence of an Eavesdropper.

In this scheme, U; and U; are near and far users, respec-
tively. Due to the obstacles between users and the BS, there
is no direct link between them. Hence, communication is
possible by employing the IRS-assisted NOMA.

In addition, as shown in Fig. 1, U, cannot communi-
cate with an IRS due to an obstacle. To tackle this issue,
we employ a new auxiliary path to keep communication.
In other words, Uj is used as an AF relay to transmit Uj’s
signals. In the following, we analyze the proposed system
model and calculate a closed form for ESR.

Ill. CLOSED-FORM SOLUTIONS

A. SIGNAL REPRESENTATION

According to the proposed system model, the transmission is
done in three phases. In phase 1, BS transmits the data signal x
with p; power transmission. Note x is combined x; and x,
where x| and x; are data signals for U; and U, respectively,
and E {|x;|*} = E {Ix2|*} = 1. E {.} denotes the expectation
operator. Introducing power splitting factor o € [0, 1], since
U, is further away from BS than U; and has worse channel
conditions than Uj. As a result, the transmit signal in BS is:

= (Vapsn + /(T = apyxa) (M

where f € CM*! is the beamforming vector which satisfies
|[f||2 = 1. The received signal in the IRS in the first phase is
expressed as follows:

1
y}R?g = Hgx, )

where Hy; € CN*M s the channel between BS and the
IRS, and C¥*M denotes the N x M complex-valued matrices
space. In the second phase, the IRS sends the received signal
to U;. To prevent eavesdropping, U simultaneously injects
a jamming signal x; with power P;. It is assumed that the
jamming signal is known at U; and can remove it [12].
In this phase, U; detects its signal after performing SIC.
Accordingly, the received signal in U; in the second phase
is expressed as follows:

W = (h <I>Hg,)x+ VPixjhoy +n?, 3)
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where hj; € CV*! hy; e CY¥! are the channel between
the IRS to Uj, and U to Ui, respectively. Also, & =
diag {,Blem, el ﬁne/‘p"} is the diagonal matrix, where B, €
[0,1] and ¢, € [0, 27) are the amplitude reflection coef-
ficient and the phase shift of the n-th element of the IRS.
n(lz) is complex Gaussian noise with zero mean and
variance aU The received signal at the eavesdropper in the

second phase is expressed as follows:
3§ = (R @H ) x + VPpghoe + ), )

where h;, € CN*1 1y, € C*1 are the channel between the
IRS to Ugye, and U; to the U, Eve.ng) is the complex Gaussian
noise with zero mean and variance aé at the Up,, in phase 2.

In the third phase, U; appears as AF relay with gain G.
It amplifies and transmits the received signal in the previous
phase to U;. Therefore, the received signal at U; in the third

phase is equal to:

3 2 3
Yo, = Ghiygy) +n5”, )

where i1y € C'*!is the channel between U; and U, and G =

P, . . .
= is gain of the relay, with relay
\/ o| (R ®H o )f |” +P; 121 |2 +og,
power P,. n( ) is the complex Gaussian noise with zero mean
and variance 012]2 at U, in the third phase of communication.
Also, the received signal at the Ugye in the third phase is:

) = Ghiyy + g, ©®)

where i1, € C*! is the channel between U; and the Ugye,
and ng) is the complex Gaussian noise with zero mean and
variance og at the Ugye in the third phase.

Considering (3), (4) the signal to noise ratio (SNR) at U;
and the signal to interference plus noise ratio (SINR) at Ugye
in the second phase are calculated, respectively, as:

,@ _ s | @H i) f|*

: 7

U1 012]1 ( )
2

@ _ P |(hl ®H i) f | ®

Pjlhoe|? + o}
Also, based on (5) and (6) SINR at U, and the Ugye in the
third phase is given by, respectively, as:

2
3 _ G*(1 — a)py I(hf{<I>Hg,~)f| |hi2|? ©
o T o H 2., 2 2, 2
G(aps | (k] ®H gi) f|” + 07 |hi2l* + 07,
2
o _  Gps|(hfi @H ) f|" Il
B GAP o P + 02 ) el + o

(10)

B. ERGODIC SECRECY RATE ANALYSIS

In this section, we obtain new closed-form expression for
the lower bound of ESR. Accordingly, the instantaneous sum
secrecy rate (SSR) is obtained as follows [12]:

2 +
Ry = 3[R = Rg1", (11
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which Ry, is the total legitimate rate and the Rg is the total
eavesdropping rate. Also, [x]T = max {0,x}. The total legit-
imate rate is the SSR in U; and U;, which is expressed as
follows:

Ry = log, (1 ¥ y[(,?) + log, (1 + y“)) .12
The total eavesdropping rate at Ugye is obtained as follows:
Rp = log, (1 ty )+log2(1 n (3>). (13)

According to (11)-(13), the SSR is rewrite as follows:
2
Ri=3 [1og2 (1 + y{f‘)) + log, (1 + y(3))

~ (tog: (14 72) +10g, (14 4Y))] . a9
The lower bound of Ry is calculated as follows

Rs = E (R}, (152)

fe= i [ {n (00?) )+ £ (1442))
- (E{n (142 2 fm ()]
(15b)
We define some notations such as p; = AP, P, = P =P,
‘7(2/12‘7(2/2:‘71%:0/’—2’ gl > Ve =

0 ||H of H and according to the law of large numbers (LLN)
Yij = PN wij; yij > 1; Vi, j, where w;; is variance of h;;. Also,
motivated by maximum ratio transmitter (MRT), we assume
¢ = ”Zﬁl ~N, Where Iy denote the Identity matrix. Hence,
the SNR at Uj in the second phase (IRS reflected signals
to U1) is simplified as:
2
@ _ @AP|(hjj®H ) f|
u, — 02

=odp ‘( s n’NHg’)f

2
A
" H,
g (uhiln g)f

= Ol)LNpL,'])/gi. (16)

2

o — ap lhitll® [Hef |

In addition, the SINR in the third phase with the assumption
of p; = AP, P, = P; = P is given by:

3 G* (1 —o;))LP|(hf11'<I>Hg,')f|2 |h1a|?
U, —

2
G? (aAP] (hoH ) f|" + o ) |hia|* + o2

(1 — ) AN witygiviz
AN pi1ygivi2 + vi2 + AN ity + v21 + 1
(1 —a) AN wivgivia
aAN pitveivi2 + vi2 + AN it vei + v21
Moreover, SINR at the Ug,e in the second phase is as follows:

12

7)

o _ AP|(hfleH,)f|’
: Plhoel” + o
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|| (h” hnl vH)f |

_ |h]n2
— )L:Ohelg ~ )Lyelg ) (18)
Nupigt (Ve + 1) Npiryoe

A 2
where he1g = || (R2RhiHy) f]”.
Furthermore, SINR at the Ugy. in the third phase is given
by:

0 G2AP |(h ®H o) f| |2
G2(P |hy1|* + 02) |hie|* + o
AN i1 YgiVie
Y21V1e + Vie + AN it vei + va1 + 1
AN i1 YeiVie

~ (19)
Y21¥V1e + Vie + AN (i1 vgi + v21

In the following, we obtain a lower bound for R;. By employ-
ing (15), we have:
(1+y@»(1+ym)
s = ——FE 1ln > 3
3In2 (1+y< )) (1+y<))
- | [(n(r478) 41 (142))
3In2 H(n trgg )ity
~(m(1+2) #1140

> 31% Efn (1) e {n (1+3)]
I I
.
| E{m (1 r?) )+ {n (14 77)]
Iz N
(20)

Next, to obtain the lower bound RS, we should calculate
L1, I, I3, and I4. By defining 11 to 14 we have relations,
Eq. (22) to (25).
JOEEENG B
h+h— (1 1)] 21
2 [ 1+5h 3+ 14 (2D
I = E {In (1 4+ aAN i1 v4i) } (22)
b > E[ In (1
1 — o) AN W1 Yei
N (1 — @) AN piygivia )] (23)
AN L1 Veiv12 + V12 + AN it vei + v21

Rywp) =

5 A

I SE[ln (1+ﬂ)] o
N Wi1Y2e

7 AN i1 Vei

Iy SE[ln (l+ MilVgiVle )]
Y21¥1e + Vie + AN witvgi + v21

(25)

In the following, we calculate 17 to I4:
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1) CALCULATION OF I,

L = E{ln|1+aANu; Vei
—_———

B X

o
= /0 In (1 + «AN i1 ¥gi) fr, () dx
aj

1
— e ML Ysi B (_

1
— alNﬂil?gi) '

a
H|arg (oc?LNu,])| <, Re (Vl ) > 0], (26)
gl

Ei(x) is the exponential integral function. Since yg; is a ran-
dom variable in the range (0, o) with the probability density
function f,,, (x) = (1/ fgi)e_@ and using the mathematical
expectation proposition E (X) = ffooo xfx (x)dx, we can get
the value of aj. According to Eq (4.337.2) from the book of
integrals [25] and using the following equation, the value of
ay is obtained [25].

2) CALCULATION OF I,

1—a) AN Wit Yoi
L—E 1n(1+ (1—a) AN pi1ygivia )]

AN pi1ygivi2 + vi2+AN wiryvgi + v21
_eln ( AN wi1veivi2 + vi2 + AN it vei + vai ) ]
AN pi1Vgiv12 + vi2 + AN i1 vei + v21

~ £l ( AN wiryeiviz + v21 )]
aAN pi1ygivi2 + v

= E{In (y21 + AN ui1veivi2) }
—E {ln ()/21 + aAN i Vgil/lz)}

=E [ln (]/21 (1 + lN,LL,‘l Vgi)’lz))]
Y21
—E [ln ()m (1 +aANun Vg”/‘z))} 27)
Y21

Finally (27) is simplified as:

I, =E [ln (1 + X,N,u,i] ygi)/IZ)}
Y21

JATeN)

—E [ln (1 + aAN g ygiylz)] (28)

Y21

L)

The detail of calculation I(1y, and Ir() are expressed in
Appendix A, which are equivalent to (29), and (30) respec-

tively, as:
2?21} W 71z
. Y gi?:
0o AN 11 ((e o -3 (ngz)))

1 +ANpiz
“e (@)
Y21

Ly = dz;

;

<m,Re(2) > Re(1) > 0] 29)
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by =

1z 5
o ((Fw,_y (25)))
/ dz;

0 1 +aANpiiz
()
Y21

Therefore, according to (29), and (30), we rewrite (28) as:

<m,Re(2) > Re(l) > 0] 30)

L = DLy — Db

a1z Y
o AN ((ezygmz W—l,—% ()7);2)17'22)))
o i
0

1+ ANpiiz
2L P12
oo OAN 11 ((e Veiri2 W_1,—% (ygmz))) 4
_ Z?
/0 14+ aANpujz

[l (52)
Y21

3) CALCULATION OF /5

Based on (24), and Appendix B, I3 is calculated as follows:

A
N i1y2e
?elg ?elg _ N it
AU RIES)

_ Velg N it ’
}729 A
Velg N il
— >0,
V2e A

<m,Re(2) > Re(1) > O] 31

>0 (32)

4) CALCULATION OF I4:
According to (25), and Appendix C, I4 is calculated as:

AN 141 Vei
L =E Hln (1 + Ki1VgiVle )}
V21V1e + Vie + AN i1 Vei + V21

= E{ln (1 +)~Nﬂilm)}
Y21

Iy

—E[m(l+lNu” ﬁi)} (33)
V21V1e

la)

Additionally, I4(1), and I4() are calculated in Appendix D
which are equivalent (34) and (35) respectively, as follows:

Yei Y} _qp (-1
_ ra (ln(?zl) ln(lN,‘Lil)).

laqy = Vei 1 ’
7 + AN it
?gi
- >0, >0 (34)
721 AN iy
Aeﬁf}éﬂ Ei (_ Vi )
0 \ 2V1er21 ZV1e¥21
Ly = —/ 1 dz;
° (c+ i)
1 5
S W L (35)
Ve Y21
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Hence, we rewrite (33) based on (34), and (35) as:

Iy = Iy — s

Yai Y} _qp (-1
i (ln ()721) In (lNun))

_ Y 1
Y21 ' ANui

)7gi jiE )7gi

8L poeV2l BT | — —="2—

00\ WleV21 ¢ ! ( V1eV21 )

+ dz;
0

Y 1 1 .
[@>O, > 0; >0,@>0]
(36)

IV. RESULT OF SIMULATION

In this section, the parameters of the simulation are illustrated
in Table 1. Also, we assume that altitude of each communi-
cation link has Rayleigh fading distribution.

TABLE 1. Simulation parameters.

Parameter description value
N 8,16,64,128
A 2=1,10,15,20
P Power transmission budget 1w
K 3

As shown in Fig. 2, IRS plates and BS because of prob-
lem assumptions and location of users (U;, Uz, Ugye), the
value o = 0.7 calculate to simulate results for the safe ratio
at 23 Ghz central frequency and two legal users’ channel
conditions.

Fig 3, shows ESR versus p for three different locations of
the Ugye, case 1) near to IRS (ie) location (—2, 2, 1.5), case 2)
close to the first user (1e) location (0, 0.6, 1.5), case 3) second
Ugve (2€) location (1.5, 0.6, 1.5) for three different states
Exa, Hig, and Asy which are defined respectively, as follows:
case 1) Exa: refers to the exact results obtained from inserting
relations (7) to (10) in relation (15). case 2) Hig: presents
the simulation results at high SNR, which is obtained by
inserting relations (16) to (19) in relation (15). case 3) Asy:
is the simulation results in the asymptotic state, that is, when
p — 00, and it is obtained by inserting the relations (16)
to (19) in the relation (15), in the asymptotic state. In this
figure, the number of BS antennas is 20, the number of IRS
arrays is 64, and the BS power is 10 Watts. The Ug,, close
to the IRS has the lowest secrecy rate compared to the other
two cases, because the Uf,, receives the message with high
power leading to a decrease in the ESR. Note that when the
first user sends a data to the second user, if the Ug,, is closer
to the first user, he receives U;’s information with more SNR
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O #NB=(602)
IRS =(3.3.4)
© ui=(0015

U2=(15,0,15)

©  Veve=(15,06,15)

FIGURE 2. Location of users (U;, U,, Ugye), BS and IRS.
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FIGURE 3. ESR versus transmit SNR (p), Ug is near to IRS, U; or U,.

i.e, it decreases secrecy rate. When Ug,,’s position is close
to the second user, the ESR is more than other situation. The
reason is that, in this situation the Ugye is farthest from the
data transmitter and near to jamming transmitter which leads
to increase ESR.

Fig. 4 illustrates the ESR versus p and analyze different
values of elements of IRS when the Ugye is close to the
second user, in the cases of exact (Exa) and high SNR (Hig).
By increasing IRS elements, the main beam of data signal can
be focused on the U; which increase secrecy rate. As seen,
the optimal and exact curves are perfectly matched which
highlines our calculated equations are correct.

Fig. 5 shows ESR increases by increasing the number of
BS antennas. The reason is that by increasing of number of
antennas at BS, the main beam of data signal can be focused
on IRS which increase secrecy rate. As seen in this figure,
in high number of BS antennas the curves are saturated,
because in this case increases of antennas it does not lead to
a further increase in the main beam of data signal. Moreover,
in high BS transmit power, the ESR changes very negligible.
Hence, employing of very high antenna and transmit power
at BS are not necessary in the proposed network.
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Fig 6 compared the performance of the OMA and NOMA
techniques in the proposed system model. As shown in
this figure, the NOMA technique provides 50% more ESR
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compared to the OMA technique. As seen, high num-
ber of antennas at BS saturates the ESR, because in this
case the Ugye can benefits from high number of antennas.
Consequently, in the proposed system model, 100 antenna
is economical, because more than its ESR does not
change.

V. CONCLUSION

In this paper, we analyzed a network consists a BS, two
users, an IRS and an eavesdropper in an environment full
of obstacles. In this network, due to the obstacles between
users and BS there is not direct link between them. Hence, the
communication is possible by employing the IRS. In addition,
second user cannot communicate with an IRS due to an
obstacle. To tackle this issue, we employed a new auxiliary
path to keep the communication. In other words, first user
is used as an amplify and forward relay to transmit second
user’s data. Moreover, to deceive eavesdropper, the second
user which is idle in the second phase transmits jamming
signal. To analyze the proposed system model, we obtained
a closed-form for ESR. The numerical results reveals that
increasing IRS elements can enhance the ESR, the reason
is that increasing of IRS elements can focus the main beam
of data signal on the first user which increase secrecy rate.
Finally, we compared the performance of the OMA and
NOMA techniques in the proposed system model. We showed
that the NOMA technique provides 50% more ESR compared
to the OMA technique.
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