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ABSTRACT This paper presents a compound electronic counter-countermeasure (ECCM) technique
for frequency-modulated continuous-wave (FMCW) radars to counter electronic countermeasure (ECM)
techniques such as coherent spoofing, non-coherent spoofing, and digital radio frequency memory (DRFM)
jamming. The proposed technique is based on phase coding in slow time and checking the initial phase
of the baseband return signal. A measurement setup was built and operated between 4.3-4.5 GHz for
experimental validation. An RF cable of length 12 m was used to emulate the target. The experimental
results were analyzed using MATLAB to demonstrate the effectiveness of the ECCM technique in different
jamming scenarios. The results indicate that the proposed ECCM technique using phase coding can provide
a satisfactory performance in different jamming scenarios. The proposed ECCM technique offers several
advantages over existing methods. First, the technique does not entail any frequency bin changes in slow
time period, thereby conferring processing benefits. Second, it poses challenges to jammer system in terms of
predicting the initial phase of the beat signal. The proposed technique is expected to provide better protection
against malicious attacks for FMCW radars.

INDEX TERMS Coherent spoofing, digital radio frequency memory (DRFM), electronic counter-counter

measure (ECCM), frequency-modulated continuous-wave (FMCW) radar, phase coding.

I. INTRODUCTION
At the present time, radar systems operate in challenging
environments, encountering obstacles such as noise, clutter,
and jamming while attempting to detect targets. Noise and
clutter represent inherent difficulties associated with radar
systems. In contrast, jammers are designed to deceive or dis-
rupt radar operations. As electronic warfare systems continue
to advance, the jamming environment has emerged as an area
of interest for researchers and nations engaged in electronic
warfare. Jamming, a subset of electronic countermeasures
(ECM), can be classified into two primary categories based
on the mode of attack: deceptive and noise jamming [1].
Noise jamming, one of the earliest techniques employed
against radar, involves transmitting high power noise sig-
nals to a target receiver to disrupt its functionality. This
approach does not necessitate extracting radar parameters
or obtaining information about hostile radar, and its imple-
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mentation is relatively straightforward. However, modern
radars are designed to take advantage of coherent process-
ing [2], which allows the suppression of noise signals due to
their non-coherence with radar transmit signals. To achieve
coherent jamming, repeat-back signals or digital radio fre-
quency memory (DRFM) [3], [4] techniques can be utilized.
This type of jammer can generate a coherent signal against
radars owing to its ability to transmit replicas of the victim
radars’ emitted signals. Consequently, they serve as suit-
able alternatives to deceptive jamming for radars employing
frequency modulated continuous wave (FMCW). Another
method for deceiving victim radar is to use frequency-domain
spoofing for FMCW radars [5], [6]. Rather than using a high-
speed analog-to-digital converter (ADC), digital-to-analog
converter (DAC), and extensive memory requirements to
store the signal, this can be accomplished by adding an
intermediate frequency (IF) signal to the victim radar system
signal through a low-cost mixer operation. However, in this
type of deceptive jamming, the jamming system must possess
knowledge of the victim radar’s parameters to transmit a

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.

62942

For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/

VOLUME 11, 2023


https://orcid.org/0000-0001-7493-8729
https://orcid.org/0000-0002-8316-4996

D. Eser et al.: Compound ECCM Technique for FMCW Radars

IEEE Access

false target signal within a predetermined range. This type
of jamming can be subdivided into coherent spoofing and
non-coherent spoofing [5].

FMCW radars are extensively used in industrial appli-
cations, especially in short-range measurements, owing to
their advantages such as low-cost, simple operation, accurate
range and velocity measurements. They have wide appli-
cations in vehicle collision avoidance systems [7], [8], [9].
Owing to their ability to detect range and velocity even
under harsh weather conditions, they are a widely studied
topic in research related to autonomous vehicles. Addi-
tionally, FMCW radar has various emerging application
areas such as human pose estimation, vital signal monitor-
ing, gait monitoring and indoor localization. The proposed
millimeter-wave (mmWave)-based assistive rehabilitation
system (MARS) [10] pioneered the use of mmWave radar
for indoor healthcare, specifically in rehabilitation move-
ments. Human pose estimation using mmWave, RGB camera,
and inertial sensors (mRI) [11] extended the approach to
multi-modal human pose estimation and established a bench-
mark for evaluation. Another study [12] combined mmWave
radar and camera sensors for multi-object tracking. In a
study by authors in [15], vital signal detection of a walking
human using FMCW radar was proposed. In [16], another
study focused on the estimation of heart rate and breathing
rate using mmWave radar. Authors in [17] provided a gait
dataset for researchers and proposed a method utilizing deep
learning for gait recognition. Furthermore, in [18], a low-cost
portable 24-GHz FMCW radar capable of simultaneously
recognizing the position and pose of a device-free human
in indoor corridor scenes was presented, employing deep
learning techniques.

With the increasing use of FMCW radars in both military
and civilian applications, immunity to jamming is becoming
increasingly important; The increasing utilization of FMCW
radars in military and civilian applications emphasizes the
growing significance of immunity to jamming. Owing to
their immunity to jamming, low probability of intercept (LPI)
radar waveform is often preferred. Radar or microwave sen-
sor systems can provide LPI feature using wide-band linear
frequency modulation (LFM) against noise jammers. A hos-
tile system may capture the operation frequency band to
increase the jamming-to-signal ratio (JSR) using reasonable
RF power. Using wide-band LFM signal, the detection abil-
ity of the hostile system may be significantly reduced by
the radar. The DRFM technique is an indispensable decep-
tive jamming strategy for wide-band radars. They do not
need to know all radar parameters to deceive the victim
radar as in the case of frequency-domain spoofing sys-
tem. To increase immunity against DRFM jammers, several
electronic counter-countermeasure (ECCM) techniques can
be applied. One of the well known techniques for DRFM
jammers is to change the chirp slope. By doing this, false
targets can be distinguished from real targets in slow time.
Another ECCM technique is frequency hopping. By changing
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operation frequencies in slow time, false targets can be
eliminated with the help of analog filtering for DRFM
jammers that attempt to show closer targets. However, the
frequency-domain spoofing system can still overcome this
ECCM technique because of its ability to add false target to
the current chirp signal.

There are several ECCM techniques in the literature based
on varying the slope of the chirp signal and frequency hop-
ping [5], [19], [20], [21], [22], [23], [24], [25]. The use of
the variable slope of the chirp signal provides different beat
signal frequencies in slow time for real targets. It assumes
that the jammer signal will not be able to adapt to the current
chirp signal for deception purpose. Even if the jammer is
able to send the current chirp signal to the victim radar
immediately, it can only use the previous chirp signal when
it tries to show false target which is closer to the radar than
real target [26]. Whereas this assumption holds for DRFM
systems, frequency-domain spoofing can still create false tar-
gets that appear closer to the radar. However, false targets can
be separated from real targets by changing radar parameters
in slow time. A hybrid-chirp FMCW radar was proposed
in [5] to distinguish false targets from real targets. Whereas
the true target beat frequency changes for different slope
chirp signals, the spoofing signal frequency is observed to
be constant in slow time. Random chirp modulation, which
is composed of a changing triangular wave with an up-down
or down-up sequence, was suggested as an another ECCM
technique in [20] and [21]. The idea behind this technique
is based on changing the beat frequency in slow time with-
out an attacker perceiving this variation in the current chirp
signal. However, an attacker using two different spoofing
systems can deceive this technique [21]. Another technique
to resist deception jamming is to apply frequency hopping.
BlueFMCW was proposed in [19] as frequency hopping
technique, which is applied by dividing the bandwidth into
equal sub-intervals. Although the slope remains constant in
this technique, random start frequencies were used as an anti-
jamming technique. Transmitting chirp signal with different
chirp parameters in slow time can be a resistive technique for
deception jamming. However, randomly varying parameters
in between consecutive slow time measurements such as fre-
quency bins may result in performance degradation in target
detection performance [23], [27] or require extra calibration
for all frequency bins [5]. It also mitigates obtaining infor-
mation from slow time signal processing, such as Doppler
information [28]. Another important approach of the ECCM
technique is to apply phase-coded FMCW (PC-FMCW) sig-
nal [29], [30], [31], [32], [33], [34], [35], [36], [37], [38], [39],
[40]. In addition, checking the initial phase of the oscillator
can also be an alternative ECCM technique for special types
of jammers such as DRFM jammers [41], [42].

This study aims to address the issue of applying a new
compound ECCM technique to different types of jam-
mers, including DRFM jammers, non-coherent frequency-
domain spoofing, and coherent frequency-domain spoofing.
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The proposed method utilizes the initial phase of an oscillator
and a phase coded frequency-modulated continuous wave
(PC-FMCW) signal in slow time. To the best of our knowl-
edge, no compound ECCM technique has been considered
in the literature to counteract different types of jammers.
The proposed technique comprises a slow time phase coded
signal, which is combined with checking the initial phase
of the beat signal. DRFM jammers can be detected by ana-
lyzing the changing initial phase of the voltage-controlled
oscillator (VCO) for every chirp sequence. Similar to the
conventional FMCW radar hardware, this technique does
not require any additional hardware component. Addition-
ally, using a PC-FMCW signal in slow time can be used as
an ECCM against non-coherent and coherent spoofing. The
effectiveness of the proposed method is validated through
measurements and simulations. Finally, the advantages and
disadvantages of the proposed compound ECCM technique
are discussed.

The rest of the paper is organized as follows. In Section II,
the theoretical background of the system model and jammer
systems for three different jamming scenarios are presented.
In Section III, the ECCM technique based on the slow time
phase coded signal combined by checking initial phase of
beat signal is explained. In Section IV, the proof of concept
is presented with measurements and simulations using pro-
totype circuits. Details of the hardware implementation for
the measurements are provided in Section IV. A discussion
section is also presented in Section IV to evaluate the perfor-
mance of the proposed ECCM algorithm’s. The last section
is the conclusion.

Il. THEORY OF OPERATION

A. BACKGROUND

A traditional FMCW radar transmits a linear chirp signal in
a predetermined bandwidth and receives a delayed replica of
the transmitted signal. The beat signal is constructed using
a mixing operation between the transmit and receive signals.
A frame, composed of beat signal data, is called fast time data.
Range evolution is accomplished using signal processing on
fast time whereas Doppler velocity is extracted from slow
time data which is a combination of fast time data. Fig. 1
shows a schematic of the FMCW radar circuit.

RF Output
@
Voltage Controlled Tx Antenna
Oscillator (VCO)
RF Input
Signal Lo
e | (s HE O
IF Amplifier Stage Rx Antenna

FIGURE 1. Schematic of FMCW radar circuit.
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The mathematical model of the transmitted ramp down
chirp signal can be written as in [43]

x7,(t) = Ap(t) x cos2m (finax(t — (n — DTechirp)
1
= Skt — (- DT ehinp)?) + bn) (1

where n represents slow time numbering starting from 1,
xr, (t) represents transmitter fast time data, A,(¢) represents
the amplitude modulation in the VCO output, and f4x i8S
starting frequency of chirp signal, and k is the slope of the
chirp signal represented as B/T¢pirp, B represents bandwidth
determined as fiuax — fmin> Tchirp 18 the chirp time which
is sampled time by ADC, T4 is the total time for one
ramp time which is equal to summation of Ty, and Tiering
and ¢, is the initial phase of chirp signal for different slow
time numbers. Fig. 2 shows frequency-time relation of the
transmitted chirp signal. It exhibits saw-tooth type frequency
modulation. Ting Tepresents the settling time for the steady
operation of the VCO.

The received signal is a delayed replica of the transmitted
signal. (t — (n — 1)Tcpirp) is denoted as f; for the sake of
completeness. Mathematical representation of received signal
can be written as

xR, (1) = 0 X Au(t) x cosCm (fpax(tx — T)

1
— Sk - %) + ¢n) 2)

where o is the amplitude coefficient of the received signal, T
represents the time delay of the transmitted signal, which is
2 x (R+vt)/c, R is the target range, v is the radial component
of the target’s velocity, and c is the speed of light. o is strongly
dependent on the radar cross section of the target.

By using demodulation and low pass filtering, the beat sig-
nal (also known as dechirp or deramp signal) can be extracted
as a low-frequency component to reduce the sampling rate
requirement. The mathematical model of beat signal can be
written as follows [35]

3, (1) = OS2 (fax — 1e(kT) + %kﬂ)) 3)

where x, (¢) is the beat signal, T represents the time delay
including the Doppler velocity. The term %kt2 is typically
neglected [35] in low velocity radar applications. Amplitude
modulation is also neglected for the sake of simplicity in (3).
Using (3), we can equivalently express the beat signal as

2v,pt

ERNC))
c
where x;,(f) is the beat signal, and 7o represents the time
delay without Doppler velocity which is 2 x R/c, f; represents
the Doppler velocity fi,q:2v, /c where v, is the radial velocity
and the beat frequency is fpeqr-

Range and velocity information are included in the beat
signal in fast time and slow time respectively [43]. Using
fast Fourier transform (FFT), the range-Doppler map can be
extracted as illustrated in Fig. 3. The N number FFT is taken
in the fast time to extract range information and the M number
FFT is taken in slow time to extract the Doppler velocity.

xb,,(t) = coSQ27t (fnaxTo0 + fatk — te(foear +k
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FIGURE 2. Illustration of frequency-time relation of transmitted signal.
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FIGURE 3. Range-Doppler map of FMCW radar.

B. DRFM JAMMER

DRFM jammers can transmit a replica of the received victim
radar signal to provide coherent jamming [44]. It can modify
some radar parameters such as range, velocity, and radar cross
section (RCS) to decept victim radar. However, to create a
false target that is closer than real target, the DRFM jammer
should follow one chirp behind the radar in slow time [45].

In this study, only closer false targets were investigated. The
DRFM model is illustrated in Fig. 4.

Local Oscillator
O

ADC H Memory H DAC

RF Input RF Output

FIGURE 4. Basic DRFM model.
Assuming a perfect DRFM jammer, that can generate false

targets with false Doppler velocity, the mathematical model
for DRFM jammers can be represented as

xXpy,_, (1) = Cy(t) X cosQT fnax (t — T1)
1
- Sk = )% + Pp_1) )

where xp;, ,(t) represents the DRFM jammer signal that
follows the victim radar by one chirp behind in slow time,
71 represents the false target delay, and C,(¢) represents the
amplitude of the jamming signal. Since it will be multiplied
by the current LO signal, the initial phase of the beat signal
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will vary in slow time although the target Doppler velocity is
ZerO0.

C. NON-COHERENT FREQUENCY-DOMAIN SPOOFING
The most important property of frequency-domain spoofing
is the generation of a false target without a time delay with
nanosecond precision [5], [6]. To realize frequency-domain
spoofing, radar signal can be used as the local oscillator (LO)
input for the mixer. Automatic gain control (AGC) circuit
may require adjusting the LO power in the input of the
mixer to maintain a constant insertion loss of mixer, and the
mixer’s working bandwidth should include the victim radar
operation bandwidth. Using a single-sideband (SSB) mixer
is also required to configure the output as the upper sideband
(USB) or lower sideband (LSB). Thus, the jamming effective-
ness can be increased using ECCM techniques. A frequency
shift can be added to the IF port of the mixer with a wave-
form generator using DAC or direct digital synthesis (DDS).
Fig. 5 shows a schematic of non-coherent frequency-domain
spoofing.

Waveform
Generator
Rx Antenna @ Tx Antenna
IF I IF Q
Vi Lo RF
Gain Block

FIGURE 5. Basic non-coherent frequency-domain spoofing circuit
schematic.

In this study, spoofing was separated into two parts: coher-
ent and non-coherent. To provide coherency, the spoofing
system should know the radar parameters that increase the
complexity and cost of the system. The mathematical expres-
sion for non-coherent frequency-domain spoofing can be
expressed as

XNCF, (1) = Dy(t) X o527 (fnax(t — T) — fvcrt)
1
- Skt = )% + Gjamm,) (©6)

where xycr,(t) is the non-coherent spoofing signal, fycr
represents the false target frequency shift, D,(¢) represents
amplitude modulation of the jamming signal, and @;amm, is
the initial phase of the jamming signal.

D. COHERENT FREQUENCY-DOMAIN SPOOFING

Contrary to non-coherent spoofing, radar parameters espe-
cially chirp time should be known in coherent jamming.
The initial phase of the spoofing signal should be consistent
for each chirp interval. To provide coherency and extract
the victim radar parameters, electronic support measurement
unit is required. Circuits required to generate spoofing signal
will be the same as coherent jamming circuits except for
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FIGURE 6. Coherent and non-coherent beat signal coming from spoofing
unit along with Frequency-Time representation of victim radar signal.

the electronic support unit. The second step is to adjust the
frequency of the signal inversely proportional to the chirp
time in waveform generator or to maintain initial phase of
the spoofing signal constant in slow time. As a result of this
process, coherent and non-coherent spoofing can be achieved
as illustrated in Fig. 6. Whereas coherent spoofing signals
maintain coherency with the radar’s transmitted signal, non-
coherent spoofing signals lack this property, as depicted in
the Fig. 6.

1IlIl. PROPOSED ECCM

In the preceding section, three distinct jamming scenarios
were presented. To mitigate the effects of these jamming
and/or spoofing techniques, a compound ECCM method
based on the phase variation of the transmitted signal in
slow time was proposed. This paper takes into account the
assumption that the chirp time is in a coherent process interval
(CPI). There are several advantages of using phase variation
as an ECCM method. First, because most FMCW algorithms
detect range of the target in the frequency spectrum, phase
change has little effect on the detection algorithm. Second,
changing the frequency bin in slow time may require recal-
ibration for coupling, noise level, and other factors. Phase
variation is also immune to the disadvantages of frequency
bin changes. Finally, the jammer system could not predict the
initial phase of the beat signal. As a result, applying ECM
to an ECCM technique based on phase variation in slow
time would be difficult for malicious attacks. Considering
all of these benefits, this paper proposes a compound ECCM
method based on phase variation in slow time.

A. SLOW TIME PHASE CODED SIGNAL
The slow time phase coded method can be accomplished
with a circuit as shown in Fig. 7. In this method, phase
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variation can be applied before antenna. In this manner,
the phase change in the RF signal is transferred to the
beat signal in slow time. Radar can adjust randomly or a
pre-determined sequence of phase change of the RF signal for
each chirp. In this study, only 180° phase variations which is
bi-phase modulation were considered. Bi-phase coding (0 and
180-degree phase shift) was chosen over other phase coding
techniques due to its enhanced immunity against noise or
Doppler shifts, along with simpler implementation in terms
of circuit design. With this decision, it is anticipated that
the demonstration of the phase coding technique will be
facilitated in a simple and efficient manner. In this way, coher-
ent and non-coherent spoofing can be determined by radar.
Assuming that a spoofing system will not be able to adapt
itself to the phase change at the current chirp signal, the radar
will be able to identify false targets. However, this method
is not sufficient to determine the DRFM jamming signal
because the initial phase of the VCO changes for each chirp.
Assuming that DRFM jammers are designed to retransmit
the previous signal of the target radar to show closer targets,
the phase variation between the initial phase of the previous
chirp signal and the current one becomes significant. Radar
will not be able to identify phase changes effectively because
of uncertainty in the starting point of VCO. In other words,
the phase change for the DRFM jamming signal will be
probabilistic depending on the random initial phase behavior
of the VCO in slow time.

Phase Tx Antenna
Voltage Variation
Controlled @——-——4
Oscillator (VCO)
RF Output

LO RF Input

Signal

—<]_IF

IF Amplifier Stage

Processing [~{_ADC
Unit

Rx Antenna

FIGURE 7. Modification for slow time phase coded signal method.

The target beat signals under modification for slow time
phase coded method are given in equations (7a), (7b) and (7c)
for zero Doppler velocity and different slow time numbers.
The beat signals in consecutive slow time numbers are repre-
sented as

Xp, (1) = cosQ2T (finax, To — Hbear)) (7a)
Xb, (t) = cos(2m (fmaxz 00— ({—1x Tramp)fbeat)) (7b)
Xbs @) = COS(2ﬂ(ﬁnax3 T—(—2x Tramp)fbeat) +m) (70)

where xp, (1), xp,(¢) and xp,(¢) represent the different slow
time numbering of the beat signal. It can be observed that
the beat signal in the third number of slow time has a phase
difference of 180° with beat signals in the first and second
number of slow time. The amplitude modulation of the beat
signal is ignored in this equation for simplicity. Table 1 shows
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TABLE 1. Phase representation in slow time for real and false targets for zero doppler velocities.

Slow Time Target Coherent Signal | Non-Coherent | DRFM Jammer
Numbers Signal
1 27 (fmax, 70 — tfbeat) 2ntfer + ¢o 2ntfNer + ¢1 2mtfpy1 + ¢4
2 27 (fmaxy 70 — tfheat) 2rtfor + ¢o 2rtfNeF + P2 27tfng2 + ¢5
3 27 (fmaxg 70 — tfheat) + 7 2rtfcr + ¢o 2mtfNer + ¢3 2mifpas + g6

the phase of the target and spoofing signals in slow time for a
zero Doppler velocity. If the Doppler velocity is considered,
the initial phase will change for each chirp. However, con-
sidering that the change in Doppler velocity in ramp time is
sufficiently small, the initial phase change as a result of the
Doppler velocity can be compensated.

B. CHECKING INITIAL PHASE OF BEAT SIGNAL

The aforementioned probabilistic change in the initial phase
of the VCO can provide a countermeasure against deceptive
jamming. Assuming that the DRFM jammer signal follows
one chirp behind the radar signal, the initial phase of the false
target generated by DRFM changes for each chirp time as
a random process. To explain this phenomenon, the mixing
operation of the chirp signal and the previous chirp signal is
investigated. The equation for the beat signal as a resulting
from DRFM jamming is given as

Xbp; (1) = €OSQ2T (finaxT1 — fpsti) + én) ®)

where x;,,, (1) DRFM jamming beat signal, fp; represents the
beat frequency of jamming signal, ¢, represents the random
phase difference as a resulting from the probabilistic change
in the VCO. The frequency of the beat signal coming from the
DRFM jammer is also a probabilistic parameter because the
starting behavior of the VCO will be different for different
slow times. Because the DRFM jammer will not be able to
predict the VCO initial phase and starting frequency, it will
not be easy to use the DRFM jammer for this configuration.
As a result, the initial phase of the beat signal remains con-
stant for real targets with zero Doppler velocity.

IV. MEASUREMENTS AND SIMULATIONS

The proof of concept was implemented using both sim-
ulations and measurements. In our study, simulations and
measurements were conducted in separate scenarios. We per-
formed two distinct measurements, and the results were saved
to a text file. Firstly, we measured the beat signal by trans-
mitting it through a 12-meter RF cable, which accurately
represents a realistic target. Secondly, we obtained a data set
from directly sampled VCO signals, which were then used
to create DRFM false targets within the MATLAB simula-
tion environment. Spoofing signals were generated directly
within the simulation environment. The measured data from
realistic targets were utilized in simulations involving various
scenarios, including DRFM false targets, coherent spoofing,
and non-coherent spoofing.
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A. MEASUREMENTS

The measurement process was partitioned into two parts, each
facilitated by a different measurement setup. In the first part,
the schematic shown in Fig. 8(a) is implemented using proto-
type circuits. The VCO was realized using the HMC391 chip
from Analog Devices, and to drive the VCO, a driver circuit
was designed using the OPA2180 Opamp from Texas Instru-
ment. The VCO tune signal was generated using a 33600A
series 120 MHz arbitrary waveform generator (AWG) from
Agilent Technologies. At the same time, the AWG is used
to provide control signal input to the RF switch, which is
HMC349 from Analog Devices. The RF switch was used to
choose different paths with nearly 180° phase differences in
the center frequency of the RF signal to apply a phase shift
for different slow times. Cables with different lengths (4 in
and 5 in) were used to provide two different RF paths, with
the long cable path denoted as the first path and the short
cable path denoted as the second path. To combine these two
paths, 3 dB power dividers were used. The experimental setup
including the RF switch, which is HMC349 from Analog
Devices and 3 dB power divider is shown in Fig. 8(b). Using
vector network analyzer and cables of different length, a 180°
phase difference was provided, as shown in the measurement
in Fig. 8(c). VCO was driven between 5 V and 10 V, provid-
ing a signal in 4.3 - 4.5 GHz frequencies with an operational
bandwidth of approximately 200 MHz. Whereas 200 s was
the total time to complete one cycle of the ramp, 128 us was
used as the operational chirp time, and the remaining time
was used as settling time required for VCO settling. This
study did not consider the predistortion of a VCO, which
led to the observation of the spectrum spreading effect in
both measurements and simulations owing to the non-linear
behavior of the VCO. However, this effect did not impede the
complete proof of concept of the phase coded algorithm. The
RF output was connected to the mixer RF port via a 12-meter
cable, with a propagation velocity of 0.85, resulting in an
approximately 47 nanosecond time delay, which corresponds
to a target distance of 7.06-meter. Our choice of a 12-meter
RF cable was due to two considerations: firstly, to prevent
spectrum spreading caused by nonlinear behavior of the VCO
from affecting our measurements, thereby aiding in the clear
demonstration of phase-coded signals; secondly, to align with
the typical operational range of short-range radars. The VCO
was connected to a 3 dB power divider to sample the local
oscillator (LO) signal, and an HMC311 amplifier from Ana-
log Devices was used to drive the mixer. The mixer used in

62947



IEEE Access

D. Eser et al.: Compound ECCM Technique for FMCW Radars

Voltage
Controlled
Oscillator (VCO

Power

AWG —

Driver Circuit Divider <55

Oscilloscope

(b)

S$21 Unwrap Phase

100

——RF Path 1

50 - - -RF Path 2
X4.4

0 Y -26.6

Phase (Degree)
n
o

A00F T~
-150 AT a4
200 u____t-zm.a
-250 e
4 4.1 4.2 4.3 4.4 4.5 4.6
Frequency (GHz)
(c)
FIGURE 8. M ement of phase difference in between RF path 1 and 2

(a) Circuit schematic for proposed phase coded signal algorithm
(b) lllustration of experiment setup (c) Unwrapped phase measurement
of two different RF paths corresponds to 4 and 5 inch RF cables.

this measurement was HMC219B from Analog Devices, and
the intermediate frequency (IF) signal was directly connected
to an MSOS054A high-definition oscilloscope. The sample
rate of the oscilloscope was adjusted to 10 MSPS for this
measurement, and the IF signal was recorded for 20 ms. The
VCO drive, beat, and RF switch control signals are shown in
Fig. 9 for a duration of 1 ms.

The second part of the experiment was conducted in order
to generate a down-converted DRFM jammer signal for pro-
cessing in simulations. To achieve this, the transmitter portion
of the schematic in Fig. 8(a) was directly connected to an
MSOSO054A high-definition oscilloscope to sample the RF
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FIGURE 9. Oscilloscope measurement of beat signal coming from
12-meter RF cable, VCO tune signal in between 5 V and 10 V and RF
switch control signal.

output signal. Whereas the common approach for sampling
involves down-conversion of the signal to reduce the sam-
pling rate and memory requirements, direct sampling was
preferred in this study to more accurately simulate malicious
DRFM attacks in the simulation environment and account
for the starting behavior of the VCO. The oscilloscope’s
sampling rate was set to its highest level of 20 gigasamples
per second, and the time window was set between -0.6 ms
and 0.6 ms, resulting in a total sampled time of 1.2 ms
and 24 mega points. The measurement results are shown in
Fig. 10(a). The time-domain measurement, FFT results, and
experimental setup are shown in Fig. 10(a), Fig. 10(b), and
Fig. 10(c), respectively. The VCO bandwidth ranged from
4.3 GHz to 4.5 GHz, which is nearly 200 MHz. Measure-
ments were performed in the same configuration for five
ramp time, and the chosen paths for these measurements are
shown in Fig. 9 as the first path (4 inch cable), first path
(4 inch cable), second path (5 inch cable), first path (4 inch
cable), etc.

The beat signal for the 12-meter RF cable in the time
domain, measured range, and initial phase change are shown
in Figures 11(a), 11(b) and 11(c) respectively. The specific
arrangement of separating the sampling time and chirp time
in our study is driven by the need to account for the settling
time requirements of the VCO as shown in Fig. 11(a). Abrupt
changes in the VCO tune signal can lead to instability and
frequency spreading of the beat signal. To ensure a stable and
accurate VCO frequency output, we allocated a settling time
within the chirp period. Our chosen 200 ps chirp time with a
128 ws sampling time allows for a realistic and clear demon-
stration of the beat signal, with 72 us allocated for VCO
settling. A threshold level of -15 dBm was selected to observe
the effects of background noise on the phase-coded signal,
with an SNR of 8 dB considered as low SNR. The X-axis
represents range values, while the Y-axis represents the initial
phase of frequency bins. The initial phase corresponds to the
7.23-meter range is shown in the Fig. 11(c). The FFT phase
has been shown only for the neighboring frequency bins of the
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FIGURE 10. Direct sampling of RF signal coming from transmitter part of
circuit shown in Fig. 8(a) (a) Oscilloscope measurement of RF output FIGURE 11. Beat signal representation corresponding to 12 m RF cable
signal (b) Spectrum of RF output signal for 128 microsecond frame both in time and frequency domain (a) Time domain representation of
and 20 GSPS sampling rate (c) lllustration of experiment setup for RF beat signal for different slow time numbers, n;, n, and ns. (b) Range
direct sampling. spectrum of beat signal for range detection with threshold settled higher

than 10 dB of noise floor (c) Initial phase of frequency bins corresponding
. to detected range cell and neighbors of detected range cell for different
detected range cells to make the graph more comprehensible. slow times.

The other frequency bins are filled with zeros.

B. SIMULATIONS The beat signal was then exported to a text file from the
The beat signal was measured using a 12 m RF cable, and oscilloscope for use in simulations. Malicious attacks were
the corresponding range was determined to be 7.23-meter. simulated in MATLAB, and the range detection algorithm
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was tested in a simulation environment. White Gaussian noise
was added to the beat signal, to ensure equal signal-to-noise
ratios (SNR) for all jamming scenarios. Initially, a non-
coherent spoofing signal was generated in MATLAB with a
sampling rate of 10 MSPS and sent to the detection algorithm
in combination with the measured beat signal. The frequency
of the spoofing signal was adjusted to 39 kHz, which cor-
responds to a distance of 3.42-meter. To better observe the
spoofing and beat signals in the figure, the time interval
outside the chirp time is filled with zeros. The non-coherent
spoofing signal and beat signal in the time domain, the mea-
sured range, and the initial phase change in the frequency
domain for different slow times are shown in Fig. 12(a),
Fig. 12(b), and Fig. 12(c), respectively.

Second, a coherent spoofing signal was generated in
the simulation environment with the same sampling rate
of 10 MSPS in MATLAB and was then combined with the
measured beat signal in the detection algorithm. The spoofing
signal frequency was adjusted to 39 kHz, corresponding to a
distance of 3.42-meter, as in the case of non-coherent spoof-
ing. To simplify the illustration, the time interval outside the
chirp time was filled with zero to observe only the spoofing
and beat signals in Fig. 13(a). The coherent spoofing and beat
signals in the time domain, measured range, and initial phase
change in the frequency domain for different slow times are
shown in Fig. 13(a), Fig. 13(b), and Fig. 13(c), respectively.

Third, a DRFM jamming signal is simulated in this study.
The DRFM jamming signal was created by assuming that it
follows one chirp behind the LO signal, and the IF signal
was constructed by multiplying the LO signal with one chirp
behind the RF signal. The RF signal is obtained via direct
sampling of the RF output, as explained in the measurement
section. To simulate the DRFM jamming signal, the current
LO signal was multiplied by the RF signal, one chirp behind
in the simulation domain. The aim of this simulation was to
realize VCO drift and observe its effect of VCO drift on the
jamming signal. Because of the VCO drift, both the frequency
and initial phase of the jamming signal exhibit a significant
change in slow time. Because the jamming signal follows the
RF signal with n — 1 in slow time, the coherency of the jam-
ming signal is limited or completely lost. Even if there was no
drift in the initial VCO frequency, the initial phase of the VCO
would differ in the slow time intervals. The jamming signal
was created in the simulation domain with a 22.6 ns delay,
which corresponds to a 3.42-meter range. In other words,
the LO signal was multiplied with one chirp behind the RF
signal with a 22.6 ns delay. The IF signal was downsampled
to create an equal-sized frame with the beat signal measured
by the oscilloscope. Low-pass filtering was applied to the
IF signal to eliminate high-frequency components from the
multiplication operation. In the measurement, filtering was
implemented for the beat signal coming from the 12-meter
RF cable using the oscilloscope built-in filtering, which has
a 20 MHz cut-off frequency. The DRFM jamming signal was
added to the beat signal and sent to the detection algorithm.
Six different consecutive slow time simulations were
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FIGURE 12. Beat signals representation corresponding to 12 m RF cable
and non-coherent frequency domain spoofing both in time and frequency
domain (a) Time domain representation of beat signals corresponding to
12 m RF cable and non-coherent spoofing signal for different slow time
numbers, nq, n, and nz. (b) Range spectrum of beat signal for range
detection with threshold settled higher than 10 dB of noise floor (c) Initial
phase of frequency bins corresponding to detected range cell and
neighbors of detected range cell for different slow times.

performed to clearly observe the effect of VCO drift. Because
of the VCO drift, the jamming signal was not observed at
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the desired or created frequency for every simulations. The
DRFM jamming signal and beat signal coming from the
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FIGURE 14. Beat signal representation corresponding to 12 m RF cable
and DRFM jamming both in time and frequency domain (a) Time domain
representation of signals corresponding to 12 m RF cable and DRFM
jamming for different slow time numbers, n,, n3, n4, ns and ng. (b) Range
spectrum of beat signal for range detection with threshold settled higher
than 10 dB of noise floor (c) Initial phase of frequency bins corresponding
to detected range cell and neighbors of detected range cell for different
slow times.

12-meter RF cable in the time domain, measured range, and
initial phase change in the frequency domain for different
slow times are shown in Fig. 14(a), Fig. 14(b), and Fig. 14(c).
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TABLE 2. Measured ranges for different malicious attacks with/out ECCM.

Percentage of Percentage of Percentage of
detected range cell detected range cell detected range cell
Frequency out of 30 measurements out of 30 measurements out of 30 measurements
Bin Range (m) under coherent spoofing under non-coherent spoofing under DRFM jamming
Numbers (Target @ 3.42 Meter) (Target @ 3.42 Meter) (Target @ 3.42 Meter)
with 12 meter RF cable with 12 meter RF cable with 12 meter RF cable
(Target @ 7.06 meter) (Target @ 7.06 meter) (Target @ 7.06 meter)
without ECCM with ECCM without ECCM with ECCM without ECCM with ECCM
4 2.66 0 0 0 0 20 0
5 3.42 700 0 700 0 3.3 0
6 4.18 0 0 0 0 3.3 0
7 4.94 0 0 0 0 3.3 0
9 6.46 3.3 0 3.3 0 0 0
10 7.23 96.7 90 96.7 90 100 90
12 8.75 0 0 0 0 10 0
7 12.55 0 0 0 0 6.6 0
Fast Time Processing proposed detection algorithm is a threshold comparison of the
INPUT Threshold Peak autocorrelation function.
ADC FFT S
N Comparison Search
Number [ C. DISCUSSIONS
Point . . .
o ' This study aims to demonstrate the effectiveness of the
s proposed ECCM technique through both measurements and
ny - Slow Time simulations. Thirty simulations were conducted, covering
| Numbers . . .
n ) DRFM jamming, non-coherent spoofing, and coherent spoof-
~" Three Phase Points . . .
. ing scenarios separately. The range detection outcomes from
;Xhlj_solute Match Mapping in between — these simulations were tabulated in Table 2. Throughout all
eshold L Normalization || . . .
| Comparison ] Filtering ¢ 1&1 T wrtn, | simulations, the false target consistently appeared at 3.42-
| & Detection | | Vi 1111 | | (Expeeted [L1-1) meter, while the true target remained at 7.06-meter. The table

Slow Time Processing

Abﬁolute Autocorrelation Function of Coded Phase

Normalized Amplitude

2 1 0 1 2
Sample

FIGURE 15. Detection algorithm for phase coded signal.

The proposed technique for detecting phase coded signals
consists of both fast and slow time processing. A block
diagram of the detection algorithm is shown in Fig. 15. Fast
time processing is based on the FFT, threshold comparison,
and peak search functions, which are applied to an N-point
frame. For these simulations, the threshold value was set
to 10 dB higher than the noise floor, which was equal to -
15 dBm. In other words, if the SNR of the frequency bins was
higher than 10 dB above the noise floor, it was considered
the measured range. The transmission code used for three
consecutive slow time numbers was [1 1 -1], and was used
to decode the incoming signal. Normalization was performed
with respect to the initial phase of the first slow time. The
normalized slow time initial phase information is mapped
to 1 and -1 during the decoding process. Match filtering
with [-1 1 1] was applied to the decoded signal to generate
an absolute autocorrelation function. The final step of the
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provides information on the frequency bin numbers and their
corresponding range cells. Moreover, the table presents the
results in terms of the percentage of detected ranges, consid-
ering various ECM techniques, both with and without ECCM
implemented. The fast-time processing approach was used
as the detection algorithm without ECCM. The simulations
showed a 90% probability of detecting the true target range
with ECCM under ECM. However, a miss detection occurred
due to the detection of one of the measurements as 6.43-meter
instead of 7.23-meter when using ECCM. This was attributed
to the disturbance of the initial phase of different frequency
bins, affecting the coding and consequently resulting in incor-
rect range detection for three slow time numbers. Further
improvements in the detection algorithm are necessary to
address this issue.

The simulation of the DRFM jammer scenario consider
the assumption that the hostile system shows a closer target.
This assumption was made to exploit the initial phase differ-
ence between the previous and current chirps. The success
of the ECCM algorithm in detecting false targets that are
displayed farther than the real target depends on the phase
noise of the hostile system. However, the incoming signal
from DRFM jammers can still deceive the radar. Other ECCM
techniques, such as frequency hopping or slope variation, also
have vulnerabilities to DRFM jammers attempting to show
a false target farther than the real target. The use of phase
coded ECCM techniques may be advantageous because of
their dependence on the phase noise characteristics of the
DRFM system.

VOLUME 11, 2023



D. Eser et al.: Compound ECCM Technique for FMCW Radars

IEEE Access

To provide phase coding, this study employed a simple
coding scheme [1 1 -1], which is a well-known Barker code
scheme. The length of the code was chosen as three to
decrease the Doppler velocity effect. Shortening the code
length decreases the effect of the Doppler velocity. However,
to increase the robustness against noise, a longer code such as
an 11 chip Barker sequence may be used. Nevertheless, using
a longer code may result in computational difficulties and the
loss of slow time information, such as Doppler velocity.

V. CONCLUSION

In this study, a compound electronic counter-counter mea-
sure (ECCM) technique for FMCW radars was developed to
mitigate different jamming scenarios, including coherent and
non-coherent spoofing, and DRFM jamming. The proposed
technique is based on phase coding in slow time and checking
the initial phase of the baseband return signal. Experimental
validation was conducted using a measurement setup oper-
ating at 4.3-4.5 GHz and a 12-meter RF cable to emulate
a real target. Results from simulated jamming scenarios in
MATLAB showed the effectiveness of the phase-coded
algorithm as an ECCM technique.

Future research should consider incorporating Doppler
velocity and conducting outdoor experiments to validate the
proposed technique. Moreover, it is important to investigate
the mitigation effect of the phase-coded technique on DRFM
jammers that aim to show larger range targets. Addition-
ally, improvements can be made to consider the dependency
of the DRFM scenario phase noise on the phase-coded
algorithm. Overall, the results of this study suggest that the
proposed compound ECCM technique based on phase coding
in slow time can provide satisfactory performance in various
jamming scenarios, making it a promising area for further
investigation in the field of FMCW radar.
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