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ABSTRACT We consider a basic system to securely and remotely control many IoT devices. Specifically,
we require that: 1) a system manager broadcasts information to IoT devices, e.g., wireless environment,
only the designated devices can identify operations sent from the manager; 2) each IoT device can detect
(malicious) manipulation of the broadcast information and hence prevents maliciously generated operations
from being executed. In this paper, we introduce anonymous broadcast authentication (ABA) as a core
cryptographic primitive of the basic remote-control system. Specifically, we formally define the syntax and
security notions for ABA so that it achieves the above requirements. We then show provably-secure ABA
constructions and their implementations to provide their practical performance. Our promising results show
that the ABA constructions can remotely control devices over a typical wireless network within a second.

INDEX TERMS Anonymous broadcast authentication, applied cryptography, message authentication codes,

provable security, remote control system.

I. INTRODUCTION

Internet-of-Things (IoT) are now an indispensable part of our
daily lives, and we are surrounded by many kinds of IoT
devices such as smart speakers and sensors. According to
Cisco’s report [ 1], tens of billions of IoT devices are expected
to be deployed over the next few years. Besides, recently edge
Al devices, whereby the devices managed by a user contain
machine learning models, appeared, and hence more various
advanced IoT devices would be introduced shortly [2]. Along
with the rapid development of IoT technologies, we have to
focus our efforts on cybersecurity. However, unfortunately,
most [oT devices do not seem to do enough to protect the data
stored inside for some reason, such as the development cost
and constrained resources. This poor security state indeed has
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a profound effect on the real world; let us give an example.
Mirai, a notorious IoT malware, infected many IoT devices,
turning them into botnets. The botnets infected nearly 65,000
IoT devices in its first 20 hours [3]. The widespread outbreak
of Mirai made a considerable impact on the world.

One may think IoT devices can implement and deploy
security functions for each specific security threat. Indeed,
it does not lead to a comprehensive solution since most IoT
devices’ resources are constrained [4]. An adversary may also
find out new types of attacks to circumvent existing solu-
tions [5]. There, hence, seem to be no versatile solutions [6],
and then we need to discuss a solution dealing with various
threats and realizing IoT devices’ security.

A. OUR GOALS AND CONTRIBUTIONS
In this paper, we aim to present a promising solution for
IoT devices’ security from the cryptographic lens. We focus
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on arbitrarily controlling devices infected with malware and
develop a framework to control IoT devices remotely towards
deployment in existing [oT systems. We emphasize that we
prevent malicious behaviors of infected IoT devices, not pre-
vent infections themselves. One of our solution’s gaols is to
bring malicious IoT devices halt so it reduces damages by
various attacks such as DDoS attacks.

Specifically, we consider a basic system where a central
entity (e.g., a system manager) wants to remotely and simul-
taneously control many target entities (i.e., IoT devices).
Note that due to numerous IoT devices, we here consider
one-to-many communications, not individual communication
between the central entity and each IoT device. In the system,
a system manager broadcasts command,' called an abort
instruction for the sake of convenience, to all IoT devices
so that only designated devices can execute the command.
Suppose that many devices (though not all) are infected. The
system manager can then designate infected devices to bring
them to a halt, while non-designated devices (which receive
the same instruction) do not stop. Consequently, even when
vulnerable devices are attacked, their resultant damage can be
reduced by controlling them. We believe that this simplified
model of the remote control system captures characteristics
of the IoT era and massive machine-type communications
(mMTC) in the context of (Beyond) 5G. In Section II,
We describe the simple model for the above remote control
system and the above essential requirements more concretely.

We then introduce anonymous broadcast authentication
(ABA) as a core cryptographic primitive that fulfills the
requirements for our remote control system. ABA allows
the system manager to choose an arbitrary subset of IoT
devices and create authenticated commands so that only
the designated targets’ verification algorithms accept them.
We formalize the syntax and security notions, unforgeabil-
ity and anonymity, for ABA in Section III. In Section IV,
we show two concrete ABA constructions and prove that the
proposed constructions are secure in the sense of unforge-
ability and anonymity. Our ABA schemes can be constructed
from only message authentication codes (MACs) and pseu-
dorandom functions (PRFs), thus providing efficient running
time. In Section V, we discuss further improvements of our
ABA schemes. Finally, we evaluate the performance of the
ABA schemes through implementation and experiments in
Section VI. Our experimental results show that all the pro-
cesses can be executed in one second under a typical wireless
network setting. We have released source code of the ABA
schemes for reproducibility of the experimental results.

B. RELATED WORK

To the best of our knowledge, there are no cryptographic
solutions to how many IoT devices are controlled efficiently
and securely. Though several ‘broadcast authentication”

IWe use the term “broadcast” rather than “multicast” since we consider
cryptographic broadcast as in the context of broadcast encryption [7], [8] in
this paper.
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protocols [9], [10], [11], [12], [13] have been proposed, they
have different features from ABA: they do not have any func-
tionality to designate a subset of receivers. The cryptographic
protocols closely related to ABA are broadcast encryption [7],
[8], which enables a sender to encrypt a plaintext and desig-
nate any subset of receivers so that only designated receivers
can decrypt the encrypted plaintext. Anonymous broadcast
encryption [14], [15], [16], [17] further guarantees that no
useful information on the designated receivers is leaked.
Thus, ABA can be regarded as anonymous broadcast encryp-
tion in the authentication setting, although we specifically
focus on ABA that suits the [oT setting.

To realize the IoT security, researchers have devoted effort
from the firmware level [18], [19] to the application [20], [21]
instead of the use of cryptography. Whereas the conventional
approach is based on the data flow [22], [23], [24], the use of
cryptography is discussed in the past years [25], [26], [27].
ABA is a framework to realize 10T security by leveraging
cryptography.

A typical approach for IoT security in recent years is the
use of machine learning [28], [29], [30], [31] or trusted execu-
tion environments [32], [33]. The approaches described above
assume a central server that contributes to the IoT security
instead of resource-constrained IoT devices. In contrast, ABA
enables [oT devices themselves to contributes to [oT security
despite a pretty computational cost. There is blockchain as
a cryptographic tool where IoT devices contribute to IoT
security, and many blockchain-based applications [34], [35],
[36], [37] have been proposed in recent years. They provide
decentralized systems but require computational costs such as
Proof of Work, whereas compared to them, ABA can provide
higher throughput for centralized systems.

C. REFINEMENTS

A conference version of this paper appeared at [38], and this
paper is its full version. This paper includes several improve-
ments and new results that did not appear in the conference
version. We list them as follows.

o We simplify the first construction shown in [38] without
degrading its security level. Specifically, We remove a
random permutation and one of two PRFs from the first
construction in [38], and only require a MAC and PRF
for the construction.

« We formally provide security proofs of our proposed
constructions (and details of their building blocks),
while the conference version only provides sketches.

o We discuss how the constructions can be improved in
terms of efficiency. Specifically, we briefly describe how
to improve each scheme beyond the syntax of ABA.

o Although unforgeability and anonymity, which we
mainly focus on, seem to be sufficient for many
applications, we discuss how our constructions can
achieve stronger security levels. Specifically, we con-
sider stronger anonymity and the confidentiality of
commands and show how to achieve them; those notions
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might be important in some situations, though they are
theoretical improvements rather than practical ones.

« We discuss how we efficiently avoid replay attacks
against our constructions. In contrast to the above strong
notions, the efficient countermeasure against replay
attacks is quite important in practice. Indeed, our imple-
mentation, which will be explained below, includes this
countermeasure.

o We provide implementations and experimental eval-
vations of our constructions to show their perfor-
mance. We have also released our source code via
GitHub, although we did not implement and eval-
uate it in the conference version [38]. We confirm
that our ABA constructions are practical over typi-
cal network settings through the implementations and
evaluations.

D. NOTATION

For all natural number n € N, {1, ..., n} is denoted by [n].
For a finite set X', we denote by |X'| the cardinality of X.
For finite sets X', J, let X A\ )V be the symmetric difference
XAY = (X \Y)U @\ X). For any finite set X' and
any natural number ¢ € N, let Zfe ={ycX||lYy <t}
be a family of subsets of X such that its cardinality is at
most £ (i.e., a part of a power set of X). Concatenation is
denoted by ||. For any algorithm A, out <— A(in) means that
A takes in as input and outputs out. If we write A(in; r), r
indicates an internal randomness that is chosen uniformly at
random. Throughout the paper, we denote by « a security
parameter and consider probabilistic polynomial-time algo-
rithms (PPTAs). We say a function negl(-) is negligible if for
any polynomial poly(-), there exists some constant kg € N
such that negl(x) < 1/poly(k) for all k¥ > k.

Il. SYSTEM MODEL

This section describes a basic model for the remote control
system we consider throughout this paper. The system aim
to have only designated devices securely execute commands
requested by the system manager. Specifically, we consider
the following basic system.

(1) The system manager decides a command and the cor-
responding devices that execute it.

(2) The system manager sends the command to all devices
via a broadcast channel.

(3) Each device executes the command if it is designated,
or does not otherwise.

As described above, we assume broadcast channels
and that each device receives commands without errors.
We would like to emphasize that each command is broad-
casted and is common for all devices. Moreover, we do
not consider upstream communication (i.e., from devices to
the manager). The system manager can designate devices
with some identifiers associated with them. We assume that
those identifiers are public information. Note that we do
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not consider internal attacks by the system manager since
we focus on bringing malicious IoT devices, which are
resource-constrained devices that are more vulnerable than
computers, halt.

We give essential requirements, which should be resolved
by mechanism design, for the system below.

Requirement 1: to accurately control which devices
execute commands. We require the following correctness
of the system.

« The devices designated by the manager surely execute a
command.
o The non-designated devices never execute a command.

Requirement 2: to have resilience against falsification
of commands. Roughly speaking, each device should
confirm the validity of transmitted commands, i.e., whether
the commands are (maliciously) modified. We consider
the strongest attack in this context; the adversary tries to
maliciously modifies commands transmitted over broadcast
channels so that at least one non-designated device exe-
cutes the modified commands. Note that the adversary may
obtain information about a certain number of IoT devices,
which might have their secret information, by infecting
them with malware, (physically) stealing them, etc. There-
fore, we require that even if the adversary (maliciously)
modifies commands transmitted over broadcast channels,
one cannot have non-designated devices execute the (mod-
ified) commands; the devices can detect the modifications
and halt executing the commands. Note that we do not
consider attacks whose aim is to make commands unde-
livered such as jamming, and the falsification of verifi-
cation mechanisms in IoT devices through their firmware
updates.

Requirement 3: to hide which devices are designated.
The information on which devices are designated should not
be leaked from broadcast information and operations. In gen-
eral, cybersecurity-related information, such as vulnerable
devices, should be treated as sensitive information [39]. More
specifically, if an adversary observes that an abort instruction
is sent to some device, they can know that the device is
vulnerable through the instruction. Namely, naively sending a
command that includes the information on designated devices
may attract further attacks. Therefore, we require that it
should be hidden.

Requirement 4: to have efficient procedures and com-
pact commands. As described above, commands are
broadcasted to all devices. Therefore, taking into account
practical situations such as the bandwidth of broadcast
channels the manager would use, the size of commands
should be small enough. Furthermore, we assume IoT
devices, and hence, their resources might be poor. Thus,
the process executed by the devices should be efficient
enough. Ideally, the system should be efficient so that
even microcomputers such as ARM Cortex-M3 can execute
commands.
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IIl. ANONYMOUS BROADCAST AUTHENTICATION

In this section, we put forward anonymous broadcast authen-
tication (ABA), which is a core cryptographic primitive for
the remote control system described in the previous section.
We will describe how to realize the system from ABA after
the syntax definition of ABA. The requirement 1 follows from
verification correctness below, and the requirements 2 and
3 follow from security notions of ABA. We also aim to satisfy
the requirement 4 with our constructions in Section I'V.

A. SYNTAX

We introduce ABA T1 = (Setup, Join, Auth, Vrfy) as fol-
lows. Suppose that there are a system manager and a lot of
IoT devices. At the beginning of the protocol, a manager
runs Setup to get an authentication key ak. Each device is
activated by executing Join, which generates a verification
key VKiq for the device’s identifier id and embeds it inside.
Let D be an identifier set of activated devices. We assume
the maximum number of devices that join the protocol is
predetermined, and we describe it as N. The manager can
run Auth with ak to generate an authenticated command
cmdg for a command m with a privileged set S C D so
that only id € S can check the validity of cmds. Note that
S should satisfy |S| < £, where £ is also predetermined
value at the beginning of the protocol. Each device desig-
nated by the manager (i.e., each device in S) runs Vrfy with
vkiq to check the validity of cmdg. If the device received
cmdg as it is, Vrfy outputs m, which should be the same
as what the manager sent. Otherwise, it outputs _L, which
indicates “‘rejection.” Non-designated devices (i.e., devices
whose identifiers are included in D \ S) definitely output L
regardless of whether or not cmdg is (maliciously) modified.
Formally, the algorithms of ABA are defined below.

1) Setup(1¥,N,¢) — ak: a probabilistic algorithm for
setup. It takes a security parameter 1, the maximum
number of devices N € N, the maximum number of
devices ¢ designated at once as input, and outputs an
authentication key ak.

2) Join(ak, id) — vkiq: a verification-key generation
algorithm. It takes ak and an identifier id € 7 as input,
and outputs a verification key Vkig for id, where 7 is
a set of all possible identifiers. We assume that D is
simultaneously updated (i.e., D := D U {id}).

3) Auth(ak, m, §) — cmdgs: an algorithm for generating
authenticated commands. It takes ak, a command m €
M, and a privileged set S C D as input, and outputs
cmdgs € 7, where M and 7 are sets of commands and
authenticated commands, respectively.

4) Vrfy(vkig, cmds) — m / L: a deterministic algorithm
for verification. It takes VKig and cmds as input, and
outputs m if it accepts cmds. Otherwise (i.e., it outputs
1), it rejects it.

Verification Correctness. For all k, N € N, all £ such
that 1 < £ < N, all ak < Setup(1¥, N, ¢), all D C 7, all
m € M, all § C D such that |S| < ¢, the following holds
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FIGURE 1. The overview of the remote control system from ABA.

with overwhelming probability:

Vrfy(Join(ak, id), Auth(ak, m, §)) - m
Vrfy(Join(ak, id), Auth(ak, m, S)) — L

ifid € S,
ifid ¢ S.

Remark 1 (On the Syntax): One may think that the verifi-
cation algorithm should be Vrfy(vk;, m,cmdg) — T / L,
instead of Nrfy(vk;,cmds) — m / L, as in traditional
MAC/signatures. The reason why we adopt the above syn-
tax is that we would like to emphasize that only designated
devices obtain and execute the command M. Moreover, this
syntax, which is similar to authenticated encryption [40],
allows us to consider “confidentiality” of cmdg since Vrfy
does not explicitly take m as input (see Section V-B for
details).

B. REMOTE CONTROL SYSTEM FROM ABA

Fig. 1 illustrates how we realize our remote control system
with ABA. Each IoT device with its identity id has its own
verification key vkig embedded in, e.g., a manufacturing pro-
cess. According to which devices the system manager wants
to allow to execute a command m, the manager designates
a subset S of all devices, and runs Auth with m and S.
The manager broadcasts the resultant authenticated command
cmdg to all devices. Each device check the validity of cmdg,
and executes the command m only if Vrfy outputs m (it means
the device is in §). On the other hand, Vrfy outputs L if the
device is not in S, which means the device is not designated.
The non-designated device then does nothing. Therefore, the
system manager successfully designates devices so that only
the designated ones execute commands due to the correctness
of ABA; it means the requirement 1 described in Section II is
satisfied. Moreover, the requirements 2 and 3 are satisfied by
unforgeability and anonymity, which are security notions of
ABA formally introduced in the next sections. Specifically,
due to unforgeabiility, it is difficult for any adversary to forge
the authenticated command cmdg so that non-designated
devices execute the command m. Anonymity guarantees
that cmdg leaks no useful information on S. Note that the
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requirement 4 is about efficiency, and so we will discuss it in
Section IV, which shows our ABA constructions.

C. UNFORGEABILITY

Unforgeability is a fundamental security requirement
for ABA. Unforgeability against chosen message attacks
(UF-CMA), which is a fundamental security requirement for
ABA, guarantees that even if an adversary A with polynomi-
ally many corrupted devices attempts to modify authenticated
commands, it is difficult for A to derive another authenticated
command such that at least one honest (i.e., uncorrupted) and
non-designated device accepts M. Specifically, we consider
the following experiment EXp%MAA(K, N, £) between a chal-
lenger C and any PPTA A.

ExpSMe(e, N, £)| C runs Setup(1¥, N, ¢) to get ak.
Let W, Mjg, and My be empty sets, and flag be a flag
initialized as zero. V¥ indicates sets of identifiers of corrupted
devices during the experiment, and M3 and My are sets of
commands used for authentication queries and verification
queries, respectively. A may adaptively issue the following
queries to C.

Key-Generation Query. Upon a query id € Z from A, C
adds id to D and generates VKjg < Join(ak, id). Note that A
obtains nothing, and that A is allowed to make this query at
most N times.

Corruption Query. Upon a query id € D from A, C adds
id to W, and returns vk;q to A.

Authentication Query. Upon a query (m, §) € M x 22
from A, if m has not used for any verification queries (i.e.,
m ¢ M,), C returns cmdg < Auth(ak, m, S) to A, and
adds m to Mj. Otherwise, it returns L.

Verification Query. Upon aquery (m, S,cmdg) € M x
ZZ x T from A, C runs Vrfy(vkig, cmds), adds m to My,
and returns its output to A. If there exists at least one device’s
index id € S such that the following conditions hold, C sets
flag := 1.

1) The output of Vrfy is the same as m. Namely,

Vrfy(vkiq, cmds) = m holds.
2) The device is not corrupted. Namely, id ¢ Y holds.
3) A has not created any authentication queries for m, i.e.,
m ¢ Maj.
A is restricted to issue this query only once.
At some point (right after the verification query without loss
of generality), A terminates the experiment, and C sets flag

as the output of EXD%MAA(K, N, £). A’s advantage is defined

by AdVEMA (e, N, €) := PrExpSME (e, N, €) = 1].

Deﬁniiion 1 (Unforgeability): Let T1 be an ABA scheme.
We sa')\;l IT is UF-CMA secure if for any PPTA A, it holds that
Adv%AA(K, N, £) < negl(x) for all sufficiently-large k € N,
allN € N, and all £ (< N).

Remark 2 (On the Restriction of the Number of Verifica-
tion Queries): We can also consider unforgeability against
chosen message and verification attacks (UF-CMVA), which
allows the unlimited numbers of verification queries. It can
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be viewed as an analogy of a similar notion in traditional
MAC [41], though we do not deal with it in this paper:

D. ANONYMITY
Anonymity is also a fundamental security notion in ABA.
Specifically, we consider two kinds of anonymity notions,
called ANO-CMA and ANO-eq-CMA security. Roughly
speaking, ABA is anonymous if an adversary who corrupts
some IoT devices and observes an authenticated command
obtains no information on which devices are designated.
UF-CMA-secure ABA is said to be ANO-CMA secure if
an authenticated command cmds does not tell any infor-
mation on the corresponding privileged set S except for
corrupted devices. ANO-eq-CMA security is a relaxed ver-
sion of ANO-CMA security; if the number of devices in S is
leaked (but their identifiers themselves are still hidden), ABA
is said to is ANO-eq-CMA secure.

Formally, we define them based on anonymous broad-
cast encryption [14], [16] and privacy-preserving MAC [42].
Specifically, for ANO-CMA-security, we consider an exper-
iment Expll'-\[NE (k, N, £) between a challenger C and any
PPTAA.

Expf & (k, N, )| Cruns Setup(1¥, N, €) to get ak. Let
, Mg be empty sets, Cir be a counter initialized as zero. W
and Mg are the same as in unforgeability. A may adaptively
issue the following queries to C.

Key-Generation Query and Corru'&)tion Query. Same
as the unforgeability experiment Expg’ AA(K, N, ).

Authentication Query. Upon a query (m, §) € M x 22@
from A, C returns cmdg < Auth(ak, m, S) to A, and adds
m to Ma.

Challenge Query. Upon a query (m, Sp, S1) € M x
(224)2 from A, C randomly chooses b € {0, 1} and returns
cmdg, < Auth(ak, m, Sp) to A. A is allowed to make this
query only once under the following restriction.

i) SoASHNW = 0.

(i1) A has not created any authentication queries for m, i.e.,

m ¢ Ma.

The former restriction is necessary to avoid trivial attacks:
if there exists at least one id* € ((So AS1) N W), A can
distinguish Sp and &7 with probability one depending on
the output of Vrfy(vkig-, cmdg, ). The latter restriction is the
same as the one in the unforegeability experiment. Therefore,
after the challenge query, A is not allowed to make any

authentication query for m.

At some point, A outputs . If ¥’ = b, C then sets 1 as
the output of Expf_‘l'?‘,? (k, N, £). Otherwise, C then sets 0. C
terminates the experiment.

We can also define ANO-eq-security with an experiment
ExpANO-ed( . N ¢), which is the same as ExpANO(c, N, ¢

Pra t. N, 6, PR N, £)
except for the following additional condition of the restriction
during the challenge query: (iii) |Sp| = |S1]-

Definition 2 (Anonymity): Let T1 be a UF-CMA-secure
ABA. We say TI is X-CMA secure (X € { ANO, ANO-eq})
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if for any PPTA A, it holds that IAdV)ISLA(K, N, ) —1/2] <
negl(x) for all sufficiently-large xk € N, all N € N, and all
€ (< N), where AdvV{ o(k, N, £) := | PH{EXP} Ak, N, £) =
11— 1/2].

From theoretical perspective rather than practical one,
we can consider stronger notions called strong anonymity,
while there is only one kind of anonymity definitions in the
context of anonymous broadcast encryption. This difference
depends on algorithms we consider; both deterministic and
probabilistic authentication algorithms are employed in this
work, whereas in general, only probabilistic encryption algo-
rithms are considered in the encryption setting.

We remove the condition (ii) of the restriction for authen-
tication queries in the above experiment EXpﬁNE (x,N, )
to define SANO security. Analogously, we can also define
SANO-eq security. It is clear that SANO security is stronger
than ANO security. The same holds for SANO-eq security.

Definition 3 (Strong Anonymity): Let T1 be a UF-CMA-
secure ABA. We say TI1 is X-CMA secure (X €
{sANO, sANO-eq}) if for any PPTA A, it holds
|AdV)1—(I’A(K, N, £) — 1/2| < negl(x) for all sufficiently-large
k €N, allN € N,andall £ (< N), where AdV)ISLA(K, N,?0) =
| Pr[EXpR Ak, N, €) = 1] = 1/2].

Remark 3 (Achievability of Strong Anonymity): SANO
security tells us that it can only be achieved by probabilistic
ABA schemes, where probabilistic ABA means that Auth
is probabilistic (i.e., if we rule out deterministic Auth
algorithm). Indeed, we can show an attack against any
deterministic ABA scheme with SANO or sSANO-eq security
as follows: A makes an authentication query (m, Sy) to get
cmds, and then makes a challenge query (m, Sp, S1) to
gets cmdg,. If cmds, = cmdg,, then A outputs b’ := 0;
otherwise A outputs b’ := 1. We can see that the stronger
definition can be viewed as a combination of the anonymity
definition in anonymous broadcast encryption [14], [16]
and confidentiality called IND-CMA security in probabilistic
MAC:s [43] (also see Section V-B for the latter).

IV. CONSTRUCTIONS

We propose two concrete constructions of ABA schemes.
Taking into account the requirement 4, we aim to show con-
structions that meets the following properties.

o Lightweight: Due to the framework of our remote
control system, we keep the information size and com-
putational costs for each IoT device as small as possible.
Specifically, we only use MACs and PRFs, which are
well-known symmetric-key primitives, for small verifi-
cation keys and efficient Vrfy algorithms.

o Applicability: Our constructions are fully black-box
and simple combinations of well-known cryptographic
primitives (i.e., MACs and PRFs) with rigorous security
proofs. Therefore, one can easily implement our ABA
schemes and employ not only HMAC and AES but also
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future lightweight MACs and PRFs for the underlying
ones.

Before going into the constructions, we would like to dis-
cuss achievable lower bounds on efficiency in ABA schemes.
Kiayias and Samari [16] showed that lower bounds on cipher-
text sizes in ANO-secure and ANO-eg-secure anonymous
broadcast encryption schemes are Q(n - x)-bits and Q(|S| -
k)-bits, respectively, where n is the number of all users.
Therefore, we expect that ANO-secure and ANO-eg-secure
ABA schemes have similar lower bounds on the size of
authenticated commands, and leave deriving lower bounds
as our future works. Indeed, our constructions below achieve
O(n-k)-bits and O(|S|-k)-bits for ANO-secure and ANO-eq-
secure ABA schemes, respectively.

A. BUILDING BLOCKS

1) MESSAGE AUTHENTICATION CODE (MAC)

MAC Il = (MAC.Gen, MAC.Auth, MAC.Vrfy) is
defined as follows.

1) MAC.Gen(1¥) — K: a probabilistic algorithm for
setup. It takes a security parameter 1° as input, and
outputs a secret key K.

2) MAC.Auth(K, m) — t: an algorithm for generating
authentication tags. It takes K and a message m € M
as input, and outputs an authentication tag 7.

3) MAC.Vriy(K,m,t) — T / L: a deterministic
algorithm for verification. It takes K, m, and t as input,
and outputs T, which indicates ‘“‘acceptance”, or L,
which indicate “rejection.”

[Thac meets the following correctness: for all k € N,
all K <« MAC.Gen(1¥) and all m € M, it holds
MAC.Vrfy(K, MAC.Auth(K, m)) — m with overwhelming
probability.

MAC provides the following unforgeability. Specifically,

we consider the following experiment EXle-J[Em’ Alic) between
a challenger C and any PPTA A.

Epo';aC’A(K) C runs MAC.Gen(1¥) to gets K. Let M be

an empty set, which is a set of message used for authentication
queries defined below. A is allowed to make an authentication
query m € M and send C it. Receiving the query m, C
returns T < MAC.Auth(K, m)to A, and adds m to M. At the
end of the experiment, A makes a verification guery (m’, )
and sends C it. C sets 1 as the output of EXpHm ali) if the
output is MAC.Vrfy(K, m’, t/) — T and m’ ¢ M holds; sets
0 otherwise. Let Advyy  A(k) := Pr{EXpR" (k) = 1] be
A’s advantage.

Definition 4 (Unforgeability for MAC): Let Tlynae be a
MAC. We say Ty, is UF-CMA-secure if for any PPTA A,
it holds that AdvIL_JI'r:na(:xA(K) < negl(x) for all sufficiently-large
k €N,

We next describe confidentiality of MAC as an additional
security requirement. Specifically, we consider the following
experiment Expgi’m, alk) between a challenger C and any
PPTA A.
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Exp;fmc’ AlK) C randomly chooses b € {0, 1}, and runs

MAC.Gen(T¥) to get K. Let M and M be empty sets. A
may make an authentication query (Mg, m;) € M? and sends
Cit. Creturns T < MAC.Auth(K, m;) to A, and adds mg and
m; to Mo and M, respectively. At some point, A outputs
b'. If the following conditions hold, C sets 1 as the output of
EXpEZac,A(K):

o All elements of M are distinct.

o All elements of M are distinct.

e b = bholds.

Otherwise, C sets 0 as the output of the experiment. The
first two conditions are necessary to avoid trivial attacks. For
example, if A is allowed to issue two queries (m, m’) and
(m, m”), A can easily distinguish b.

Definition 5 (Confidentiality for MAC [42]): Let I yac be
UF-CMA-secure MAC. We say T, satisfies confidentiality,
or is Privacy-Preserving MAC (PP-MAC) if for any PPTA
A, it holds that Adv;iac,,_\(/c) < negl(x) for all sufficiently-
large k € N, where AdVEZaC,A(K) = |Pr[EXp1E[':1&C,A(/<) =
11— 1/2].

2) PSEUDORANDOM FUNCTION (PRF)
PRF I+ = (PRF.Gen, PRF.Eval) is defined below.

1) PRF.Gen(1¥) — k: a probabilistic algorithm for
setup. It takes a security parameter 1, and outputs a
secret key K.

2) PRF.Eval(k,x) — y: a deterministic algorithm for
evaluation. It takes K and a value x € anﬁ. as input,

and outputs y € Ry ;-

ITpt satisfies the following pseudorandomness. Specifically,
we consider the following experiment EXp?{?:, alk) between

a challenger C and any PPTA A.

Expr " AK)

runs PRF.Gen(1%) to get k. Let X’ be an empty set. A is
allowed to repeatedly make an evaluation query x € Dry
and sends C it. If b = 0, C returns y <— PRF.Eval(k, x*) to
A. Otherwise, C randomly chooses y from Ry, and returns
it to A. Finally, A outputs &'. If ¥’ = b, C sets 1 as the output
of EXp;':r'; A(k); otherwise, C sets 0. A’s advantage is defined
by AdVE':';A(K) = | Pr[ExpEiEA(K) =1]-1/2].
Definition 6 (Pseudorandom Functions): We say Tyt is a
pseudorandom function (PRF) if for any PPTA A, it holds that
Adv;'?r';A(K) < negl(x) for all sufficiently-large x € N.

C chooses a random bit b € {0, 1}, and

B. UF-CMA-SECURE AND ANO-SECURE CONSTRUCTION
We construct an ABA scheme [T = (Setup, Join, Auth, Vrfy)
from any MAC ITp,c and any PRF IT¢, where:

e ITnac = (MAC.Gen, MAC.Auth, MAC.Vrfy);

I, = (PRF.Gen, PRF.Eval) such that PRF.Eval :

Dn,; — R,y where kK <— PRF.Gen(1%);
Setup(1¥, N,N) — ak| Run k <« PRF.Gen(1¥) and
output ak :=k.
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Join(ak, id) — vkiq | Runrig < PRF.Eval(k, id). Com-
pute Kig < .Gen(1%; rig) and output vKijq := Kig.

’Auth(ak, m, §) - cmdg ‘ Let n := |D| be the number
of devices currently involved in the protocol, and suppose that

VKid, , - . ., VKig, are generated by Join. For all j € [n], run
Join(ak, id)) to get Kig;, and then compute the following:

7j < MAC.Auth(Kig,. 1|m), ifid; € S,
7j < MAC.Auth(Kig,. 0lm),  ifid; ¢ S.

Output cmdg := (M, id; ||ty .. ., id, | 7).

’ Vrfy(vkiq, cmds) — m/_L | Parse vVKig and cmdgs as Kig
and (M, id{][zy, ..., id,[[t,), respectively. Find j such that
id = id;. Run MAC.Vrfy(Kig, 1|lm, 7;) and return m if the
output is T; return L otherwise.

Theorem 1: If Ny is a PP-MAC and Tyt is a PRE the
construction of T described above is UF-CMA-secure and
ANO-CMA-secure.

Proof: First, we show the proposed construction is
UF-CMA-secure. Namely, we show that if there exists a
PPTA A that breaks the UF-CMA security, then there exists
a PPTA B that breaks the security of the PRF or a PPTA F
that breaks the unforgeability of the MAC. For any PPTA A,
we consider the following game sequences.

o Gp: This is exactly the same as EXp%MAA(K, N, N).Inthe
following, we arbitrarily fix x and N = poly(«) for some
polynomial poly(-).

o Gi: This is the same as Gg except that all outputs of ITp
are directly and uniformly chosen from the range R,
of TTyt. Moreover, the challenger C randomly guesses
an index i* € [N] at the beginning of the game.

o Gy: This is the same as G except that C requires the
following condition for flag = 1 in addition to 1) — 3):

4) idl'* = min S holds.

Fori € {0, 1,2}, letS; be an event that flag = 1 occurs in
Gi. We show that Adv"a (. N, N) < | Pr{So] — Pr[S]| +
Pr{S|] < 2AdVR () + N - AV F(k).

Lemma I: |Pr{So] — Pr[S]] < 2Adv§§';5(/<).

Proof: ~ We construct a simulator B that wins
EXp;‘;’;B(K) by using A that breaks Gy or G;. B sim-
ulates Gg or G| depending on a bit b chosen by the
challenger C of EXpH?r';B(K). Specifically, when receiving
the key-generation query id from A, B makes evaluation
queries id to obtain riq, respectively, and uses them to generate
VKig = Kig. If b = 0, then rig is the outputs of ITyy;
otherwise, they are uniformly chosen from Rp,,. Namely,
B simulates Gy if » = 0 or G; otherwise. Finally, B
outputs b’ = 0 if A submits (m, S, cmdg) that satisfies the
conditions for flag := 1; ¥ = 1 otherwise. Hence, we have
2. Advl'?[':r';B(/c) =|Ptft) =0 | b=0]—Pr[p/ =0 | b=
1] = | Pr[Sp] — Pr[S;]]. Note that although the index i* is
guessed in Gy, it does not affect A’s view. O

Lemma 2: Pr[S1] =N - Pr[Ss].

Proof: For i € [N], let id; be an i-th key-generation
query. Let G be an event that for an verification query
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(m, S, cmdg), id;» satisfies id;x = min S and the conditions
for flag = 1 hold (see the description of Gy). The difference
between G and G is that A only wins when C’s guess is
correct in Gy. Therefore, we have

Pr[S,] = Pr[S; A G] + Pr[S; A —G]
= Pr[S; A G] + Pr[—G] Pt[S, | —=G] (1)
= Pr[S]1Pr[G | S1] (2)

1
=N Pr{S;], 3

where (1) follows from Pr[Sy; A G] = Pr[S; AG], (2) follows
from Pr[S; | =G] = 0, and (3) follows from Pr[G | S;] =
1/N. O

Lemma 3: Pr{S;] = Advp (k).

Proof: ~ We construct a simulator F that wins
EXpH';lac (k) by using A that breaks G. B randomly guesses
i* e [N ]1 and implicitly sets Vkid,«. = ]Cid,»u where /Cidi, isa
MAC key generated by the challenger C of EXpH'r:n'w g(x).
Fori € [N1\ {i*}, B runs Join to create vkig, for an i-th key-
generation query id;. When receiving an authentication query
(m, S) from A, B computes cmds as follows: for any id; €
D\{id; }, B generates ; as in the Auth algorithm. Ifid;» € S,
B makes an authentication query 1||m to get t;; otherwise,
B makes an authentication query 0||m to get t;». Note that if
id+ ¢ D (i.e., before issuing the *-th key-generation query),
B just generates cmdg as in the Auth algorithm. Suppose that
G occurs when receiving a verification query (m, S, cmds)
from A. It means that (1||m, t;») is a message/authenticator
pair that breaks the unforgeability of the MAC. Therefore,
we have Pr{S;] = Adviy (k). O

We next show the proﬁdsed construction is ANO-CMA-

secure. Namely, we show that if there exists a PPTA A that
breaks the ANO-CMA security, then there exists a PPTA B
that breaks the security of the PRF or a PPTA F that breaks
the confidentiality of the MAC. For any PPTA A, we consider
the following game sequences.

o Go: This is exactly the same as EXpﬁNE(K, N, N).Inthe
following, we arbitrarily fix « and N = poly(x) for some
polynomial poly(-).

o Gj: This is the same as Gg except that all outputs of Myt
are directly and uniformly chosen from the range R
of Hprf.

e Go; i € [Q]: Let Q be an upper bound of
key-generation queries A can make during the game.
This game is the same as Gy ;_; except that a chal-
lenge query (m, Sp, S1), an authenticator t; of the i-th
identifier id; (i.e., an identifier generated by an i-th key-
generation query) is generated as follows: C generates
7; < MAC.Auth(Kig,, 0lm) if id; € (So A S1) \ W.
Note that Gy o := Gj.

Fori € {0, 1}, let S; be an event that ¥ = b occurs in

G;. Similarly, let S ; be an event that 5’ = b occurs in Gy ;
for i € [Q]. We show that AdVR\'Q (k, N, N) < |Pr[So] —

Pr[31]|+z,-Q=1 | Pr(Sz,i—1] = Pr{Sz,i]1 + | Pr[Sz,0] — 1/2] <
2AdVET () +20 - AdVEL | F(6).

prf
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We have [Pr(Sol —Pr(Si]| = 2Advyit g(c) as in

Lemma 1. Moreover, it obviously holds that [Pr[S; o] — % =
0 since all authenticators for all identifiers in D \ W (which
includes (Sp A S1)\ W) are generated for a message 0||m and
A cannot distinguish Sp and S| more than probability 1/2.
Therefore, the rest of the proof follows from the following

lemma.
Lemma 4: |Pr[Sy,—1] — Pr{S2]| < 2Adv (k) for

i € [0l
Proof: ~ We construct a simulator F that wins
Exp;zacf(/c) by using A that breaks Gy ;—1 or Gp;. F
simulates Gy ;— or Gy ; depending on a bit b chosen by
the challenger C of EXply (k). Specifically, F implicitly
sets a MAC key generated by C as Kig, at the beginning
of the game, where id; is an i-th key-generation query, and
chooses a random bit d € {0, 1}. Now, suppose that id; is not
queried as corruption queries. Then, F can respond to any
key-generation queries and corruption queries. F can also
respond to any authentication query (m,S) as follows: If
id; € S, F makes an authentication query (1]|m, 1|m) to get
7;; otherwise, F makes an authentication query (0||m, 0||m).
For other identifiers id € D\ {id; }, F makes an authenticator
as in the Auth algorithm. For a challenge query (M, Sp, S1), F
computes cmd, as follows. If id; € (So A S1)\ W, F makes
an authentication query (O||m, 1||m)to get 7;. If b = 0, then ;
is generated as 7; <— MAC.Auth(Kg,, 0|m), which simulates
Gy i; otherwise, 7; < MAC.Auth(Kiq,, 1]im), which simu-
lates Go ;. F then generates 7; <« MAC.Auth(Kidj, 1]jm)
forevery id € Sy \{id; } and 7; <~ MAC.Auth(Kig;, 0[Im) for
every id € D\ Sy, and returns cmdg, to A. Note that if id ¢
(So A SH\W, F just computes 7; <— MAC.Auth(Kig,, 0|m).
After A submits d’, F outputs ¥ = 0ifd = d; b =
1 otherwise. Therefore, we have 2 - Adv';[';ac’,:(/c) = |Pr[b =
0|b=0]—Pr[p) =0|b=1]| =|Pr[Sy; A =Cor;] —
Pr[S;,i—1 A =Cor;]| = | Pr[Sy,;] — Pr[Sy,i—1]|, where Cor;
is an event that id; is corrupted and the last equality follows
from that Pr[Sz,i A Cor;] = PI‘[SZ,,‘_l A Cor;]. O
It completes the proof of Theorem 1. ]

C. UF-CMA-SECURE AND ANO-eq-SECURE
CONSTRUCTION
We next show an ANO-eg-secure ABA scheme from the
same primitives by slightly modifying the above Auth
algorithm. In addition to a MAC I1,c and PRF ITy,f, we use
another PRF ﬁprf = (PRF.Gen, PRF.Eval) such that
PRF.Eval : D = — Ry . where k < PRF.Gen(1),
and random permutation o, where Dﬁprf Rnprf. The
second construction requires the underlying MAC to be only
UF-CMA-secure, whereas the MAC in the first construction
should meet both UF-CMA security and confidentiality.

’ Setup(1¥, N, N) — ak ‘ It is the same as that in the first

construction.
Run rig < PRF.Eval(k, 0]jid)

Join(ak, id) — vkig
and ygq <« Eval(k, 1]jid). Compute Kjqy <«

MAC.Gen(1%; rig) and output vkig := (Kig, yid)-
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Auth(ak, m, §) - cmdg ., ide 1
Compute k <« PRF.Gen(1¥) and a random permutation
o : [IS|] — [IS]]. For all j € [k], run Join(ak, id;) to get
(Kidj, Yid;), and then compute the following:

Suppose S = {idy, ..

(1) 5 < PRF.Eval(k, yig). (2) 77 < MAC.Auth(Kig,, m).

Outputcmdg := (m, k, Yide I Tor(id
Vrfy(vkiq, cmds) — m/J_‘

o)) 0 Yido ) ”Tida(k))'
Parse Vkig and cmdgs

as (Kig, vig) and (m, K, y; 71, ... nsillTs), respectively.
Compute ¥4 < PRF.Eval(k, yig) and find j such that y; =
Yig- Run MAC.Vrfy(Kig, m, 7;) and return m if the output is
T; return L otherwise.
Theorem 2: If Tlac is UF-CMA secure, Tl is a PRF, and
o is a random permutation, the construction of Il described
above is UF-CMA-secure and ANO-eq-CMA-secure.
Proof: Since we can prove this theorem as in the
proof of Theorem 1, we omit the proof and only describe
the difference from the proof of Theorem 1. In the second
construction, the order of MAC authenticators in each cmdg
is randomized by the random permutation o. The reason
why we need this randomization is that even if the order
is deterministic, an adversary A can easily determine &’ in
Expﬁ'\ll,_\O 9k, N, £) as follows. Suppose that three identifiers
id;, id», ids, where the order of them is id; < idy < id3
(in some order), and that the order of MAC authenticators
in each cmdg are deterministically defined by the order
of identifiers. A corrupts id, and gets VKiq,, and then sub-
mits a challenge query (m, {idy, id; }, {ida, id3 }). Areceives
cmds, = (m, Kk, ylz, y'lIt"). If MAC.Vrfy(vkig,, m, 7) —
T, A determines b = 1; if MAC.Vrfy(vkig,, m,7’) — T,
A determines » = 0. A wins the game with probability
one. Hence, we need the random permutation o in the con-
struction. Moreover, we do not require PP-MACs since each
MAuth takes m as input, not O||m or 1||m. O

D. DISCUSSIONS

1) ABA SCHEMES FROM ONE-WAY FUNCTIONS

It is known that (PP-)MACs are strictly weaker than
PRFs [42]. Hence, we can also obtain ABA schemes by
replacing ITyae with Iy in our constructions. Since PRFs
and (PP-)MACs can be constructed from one-way func-
tions [44], [45], the constructions can be viewed as ABA
schemes from one-way functions. Furthermore, if we change
Setup so that it runs MAC.Gen N times and outputs N MAC
keys as ak, the constructions turn to an ABA scheme from
only (PP-)MACs.

2) RELATION TO CHAFFING-AND-WINNOWING

In our second construction, each device with an identifier id
can find yiq| tig, which is a pair of a random string and MAC
tag associated with the device, from cmdg only if the device
is designated (i.e., id € S). This can be seen that it stems from
the same idea as Chaffing-and-Winnowing [46], [47], [48],
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which realizes an encryption scheme from authentication
schemes. In Chaffing-and-Winnowing, a sender sends a lot
of plaintexts with a MAC tag for a plaintext that the sender
wants to send, and only a receiver can find the correct one by
verifying the tag.

V. EXTENSIONS
We give discussions on how we can improve efficiency and
security of our proposed constructions.

A. EXTENSIONS IN TERMS OF EFFICIENCY
We discuss how we can further improve the efficiency of our
constructions.

In the first construction, authenticated commands cmdg
contains all identifiers, which are used to make each identifier
efficiently find the corresponding authenticator in Vrfy. if we
allow the manager to maintain a counter Ctr o, (initialized as
zero) in ak, they can be removed from cmdg. Specifically,
Join increments Ctrygin and outputs VKig := (Ctryein, Kig).
Auth outputs cmdg := (M, 7y, ..., 1,). Vrfy chooses i-
th authenticator 7; and runs MAC.Vrfy(Kig, 1]|m, 7;), where
vkig = (i, Kig)- .

In the second construction, ITps is used so that each
identifier id; efficiently finds their authenticator 7;, and ITp¢
does not contribute any security aspects of the construc-
tions. Specifically, each id; runs MAC.Vrfy only once thanks
to Mpys. The reason why we adopt Il in the construc-
tions is that we want to keep the construction simple (i.e,,
we use only two cryptographic primitives, MACs and PRFs).
We here discuss a variant of the construction by replacing
ﬁprf with a cryptographic hash function H such as SHA-
256. Specifically, in the Auth algorithm, (1) is replaced
with the following: (1°) y; <« H(ml|yig,). Auth finally out-
puts CmdS = (m, Vidg(l)) ”TO'(ida(]))’ ) Vldg(|5|))”Tidg(|5|)))-
Vrfy computes ¥,y <« H(M|lyig), instead of yiq <«
PRF.Eval(k, yiq). This modification removes a PRF key k
from cmdg, and improves computational costs by choosing
a faster hash function.

B. EXTENSIONS IN TERMS OF SECURITY LEVELS
We discuss how we construct ABA schemes that achieve a
stronger and/or additional security notions.

1) TO ACHIEVE STRONG ANONYMITY

In the both constructions, if the underlying PP-MAC has a
probabilistic MAC.Auth algorithm [43], the resultant ABA
schemes meet SANO security and SANO-eq security, respec-
tively. We here consider IND-CMA, which is a stronger
notion than Def/ 5, for probabilistic MACs, which equips a
probabilistic MAC.Auth.

IND-MAC
EXpl'Imac,A («)

runs MAC.Gen(1F) to get K. Let M be an arbitrary fixed
message, say 0. A may make an authentication query m €
M and sends C it. If » = 0, C returns an authenticator

C randomly chooses b € {0, 1}, and
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7 < MAC.Auth(K, m) for m; otherwise, C returns 7 <
MAC.Auth(K, m) for m. At some point, A outputs »'. If
b' = b, C sets 1 as the output of EXpIND MAC(K) otherwise,
C sets 0.

Definition 7 (IND-CMA for MAC [43]): A MAC Ty,
said to be IND-CMA-secure if for any PPTA A, it holds that
AdlenllD MAC(K) < negl(k) for all sufficiently-large k € N,
where Aolv'l'j“D MeC (k) == | PHEXpCMC (k) = 11— 172).

It is obvious that as long as MAC. Auth is deterministic,
A can determine b’ such that b’ = b by issueing queries on
two distinct message m, m’ and checking whether or not the
corresponding authenticators are equivalent.

We obtain the following corollaries, which can be proved
in a similar way to Theorems 1 and 2.

Corollary 1: If My, is UF-CMA-secure and IND-CMA-
secure and Tyf is a PRE, the construction of Il in Section IV-
C is UF-CMA-secure and SANO-CMA-secure.

Corollary 2: If Ty, is UF-CMA-secure and IND-CMA-
secure, Iyt is a PRE, and o is a random permutation, the
construction of Tl in Section IV-B is UF-CMA-secure and
sANO-eq-CMA-secure.

2) TO ACHIEVE CONFIDENTIALITY OF COMMANDS

We here consider confidentiality of commands, which guar-
antees that cmdgs leaks no information on the corresponding
message M. We consider an experiment ExpIND CMA(K, N, ¥)
between a challenger C and an adversary A as follows.
Expp A MA, N, 0)
and runs Setup(1¥, N, ¢) to get ak. A may make an authen-
tication query (Mg, m;,S) € M? x 225 and sends C
it. C returns cmds, <« Auth(ak, m;, S) to A. At some
point, A outputs »’. If b = b, C sets 1 as the output of
EXpIND CMA(K, N, £); otherwise, C sets 0 as the output of the
experiment.

Definition 8 (Confidentiality of Commands): 11 said to be
IND-CMA-secure, or meets confidentiality if for any PPTA
A, it holds that AdvIND MA( N,¢) < negl(k) for all
sufficiently-large k € N all N € N, and all £ (< N),
where AdVYA Ak, N, 0) == | Pr{Expf A MAG, N, ) =
11—1/2].

We can easily modify our constructions so that they meet
IND-CMA security by replacing the underlying MAC ITyac
with any authenticated encryption scheme that meets IND-
CPA and INT-PTXT security.?

C randomly chooses b € {0, 1},

C. COUNTERMEASURES AGAINST REPLAY ATTACKS AND
ITS IMPLEMENTATION

Our constructions surely meet UF-CMA security (Def. 1),
while the definition does not allow an adversary A to use
message previously queried as an authentication query for
a verification query (see the third restriction of verification

2We omit the details of authenticated encryption. See [40] for the defini-
tions of IND-CPA and INT-PTXT.
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queries). It means that UF-CMA security does not provide
security against replay attacks, i.e., an adversary that uses the
same message for multiple queries. We emphasize that this
restriction is not so strange since one can see the same restric-
tion in the unforgeability definition of MACs. In practice,
one can indeed realize the restricted situation by combining a
message with a timestamp. Namely, the replay attacks can be
avoided by computing cmds < Auth(ak, t|m, §), where t
is a timestamp. However, in general, digital signatures, which
are well-known public-key primitives, are used to synchronize
timestamps. Therefore, We here discuss how to avoid the
replay attacks with only symmetric-key primitives. We allow
the manager and each device id to maintain their own counters
ctr and ctrig, respectively, to detect replay attacks. Let us
explain the details through the first construction as an exam-
ple. Setup and Join are the same as those in the construction.
Every time the manager runs Auth, the manager increments
ctr and broadcasts (ctr,cmds := (m,id{||zy, ..., id,]t)),
where for each j € [n], 7; is computed as follows:

ifidj ES,

5 < MAC.Auth(Kiq, 1Imiictr),
ifid; ¢ S.

7 < MAC.Auth(Kig,. 0| mlctr),

As described above, each device id maintains its own counter
ctrig. When receiving (ctr,cmds), each device checks
whether ctr > ctrig holds. If not, the device sets the output of
Vrfy to L. Otherwise, the device runs Vrfy. If MAC.Vrfy(Kig,
Ilmjlctr, 7j) — T, it returns M; otherwise, it returns L.
Finally, id updates ctrig := ctr if cmdg is valid (i.e., Vrfy
outputs m).

The above modification is secure against the replay attacks.
Intuitively, each ctr, which is incremented each time Auth is
executed, is associated with its corresponding authenticated
command cmds by MAC.Auth. Therefore, the adversary A
cannot forge any pair (ctr, cmdgs) due to unforgeability of the
underlying MAC. Moreover, each device checks if ctr > Ctrig
holds. It ensures that a pair (ctr, cmdg) is a fresh one, not a
reused one. Note that Ctriq is updated if and only if MAC.Vrfy
outputs T, i.e., the counter Ctr that the device received is valid.

In fact, implementations of our ABA schemes in the next
section employ this countermeasure (without synchronizing
timestamps).

VI. EXPERIMENTS

In this section, we describe experimental evaluations of the
proposed schemes. First, we describe our implementation of
the proposed schemes. Next, we show experimental results on
a laptop PC and then discuss their consideration. Primarily,
we also estimate the performance, including communication
between a laptop PC and a Raspberry Pi, of the entire pro-
cess over a typical network on the consideration. On the
system model in Section II, the laptop PC corresponds to
an operation, and the Raspberry Pi corresponds to an IoT
device since the device has become popular and widely used
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FIGURE 2. The computational time for the Auth algorithm of
UF-CMA-secure and ANO-secure construction: The box-and-whisker plot
represents the maximum and minimum values and the quartiles for each
size of privileged size.
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FIGURE 3. The computational time for the Vrfy algorithm of the
UF-CMA-secure and ANO-secure construction: The setting is common
with Fig. 2.

by most users. The estimation thus gives us insight into
remote-controlling devices in the real world.

A. IMPLEMENTATIONS

We implemented the proposed schemes in Section IV-C in
the C language with the OpenSSL library version 1.1.1.
Specifically, PRF and MAC were implemented via HMAC.
In the ANO-eq-secure ABA scheme, the random permu-
tation o was implemented the Fisher-Yates algorithm [49],
where random numbers were generated as AES ciphertexts.
We note that the Fisher-Yates algorithm is a classic algorithm
for random permutation, and the random number generation
described above provides the distribution whose statistical
distance is close to the uniform distribution [50]. The counter
ctr to prevent replay attacks in Section V-C was also imple-
mented. Our source code is available via GitHub as described
in Code Availability for reproducibility and as a reference for
subsequent works.

B. EXPERIMENTAL SETTING
We evaluate the feasibility of our ABA schemes for the
remote control system described in Section II. To this end,
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FIGURE 4. The computational time for the Auth algorithm of the

UF-CMA-secure and ANO-eq-secure construction: The setting is common
with Fig. 2.
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FIGURE 5. The computational time for the Vrfy algorithm of the
UF-CMA-secure and ANO-eq-secure construction: The setting is common
with Fig. 2.

the computational performance is measured on a laptop PC.
As a part of consideration, we also measure the computa-
tional performance on Raspberry Pi3 as an IoT device in
order to measture the performance on IoT environments. The
environment of the laptop PC is Ubuntu 18.04.5 LTS on
the Windows Subsystem for Linux over Windows 10 and is
with Intel Core 17-8565U and 16 gigabytes memory. On the
other hand, Raspberry Pi3 is with Raspbian GNU/Linux
10 (buster). The entire performance is then estimated by
including the communication over a typical wireless network
setting.

The above performance was measured by executing all
the algorithms on the laptop PC memory and the Vify
algorithms on Raspberry Pi3, where an authentication key
and all verification keys are generated for every execution.
Each algorithm is executed five times for performance sta-
bility. The byte length of commands to be authenticated is
32 bytes.

C. RESULT

We demonstrate the experimental results in this section.
We first show the results of all the algorithms on the lap-
top PC and then show those of the Vrfy algorithm on the
Raspberry Pi3.
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1) DEPLOYMENT TO LAPTOP PC

The results on the UF-CMA-secure and ANO-secure con-
struction for the size of privileged sets are shown in Fig. 2 and
Fig. 3, and those on the UF-CMA-secure and ANO-eq-secure
construction are shown in Fig. 4 and Fig. 5, respectively.
Here, most computations of the proposed schemes are
based on HMAC in our implementation as described in
Section VI-A, and the results were measured on the lap-
top PC. Also, a verification key is generated on about
30 microseconds per user on the Join algorithm for the both
schemes.

According to Fig. 2, the generation of authenticated com-
mands by the Auth algorithm of the UF-CMA-secure and
ANO-secure construction is about 0.015 seconds on average.
The verification of these commands is common according to
Fig. 3 because the exact computation is executed on the Vify
algorithm by verification of HMAC.

On the other hand, as shown in Fig. 4, the generation
of authenticated commands on the UF-CMA-secure and
ANO-eg-secure construction increased significantly. Most
parts of the computational time on the figure is caused by
random permutation as described in detail later. Although the
size of authenticated commands on the UF-CMA-secure and
ANO-eg-secure construction is independent of the size of
privileged sets, it also caused the trade-off between the com-
putational time and the communication overhead. In other
words, the communication overhead of the UF-CMA-secure
and ANO-eg-secure construction is drastically smaller than
the UF-CMA-secure and ANO-eg-secure construction, and
the computational time is much heavier.

Meanwhile, the verification time of the authenticated
commands on the UF-CMA-secure and ANO-eg-secure con-
struction is almost identical to the UF-CMA-secure and
ANO-secure construction, i.e., average is about 0.016 sec-
onds. We consider that the difference between Fig. 3 and
Fig. 5 depends on the valuation of PRF, which is implemented
with HMAC. Namely, the UF-CMA-secure and ANO-eg-
secure construction needs two HMACs per user while the
UF-CMA-secure and ANO-secure construction needs a sin-
gle HMAC per user.

2) DEPLOYMENT TO loT DEVICE
We discuss the performance of the proposed schemes on a
Raspberry Pi as an IoT device. In particular, on Raspberry
Pi3 with Raspbian GNU/Linux 10 (buster), we measured the
Vrfy algorithm of only UF-CMA-secure and ANO-secure
construction for the size of privileged sets as 1000. We believe
that, although the current implementation is based on HMAC,
cheaper devices such as microcontrollers will be available by
introducing a more lightweight authentication scheme [51]
instead of HMAC. We also expect that similar performance
can be obtained on the UF-CMA-secure and ANO-eg-secure
construction as well because the same level performance was
obtained as described in Section VI-C.

The results are shown in Fig. 6. According to the figure, the
Raspberry Pi can verify the given authenticated commands
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for 1000 devices on average 0.03 seconds. The performance
is then estimated as 0.03 milliseconds per IoT device. For
instance, authenticated commands for 100 thousand devices
will be verified in three seconds.

D. CONSIDERATION

Based on the experimental results described in the previous
section, we discuss the performance of the proposed schemes
in detail. In particular, we first discuss the pre-processing to
reduce the computational time. We further evaluate the entire
performance by estimating the communication overhead over
a typical wireless network environment.

1) PRE-PROCESSING FOR IMPROVING COMPUTATIONAL
TIME

We discuss how the performance of the UF-CMA-secure
and ANO-eg-secure construction is improved by the
pre-processing. To this end, we analyze the computa-
tional time of the Auth algorithm and show the detail
in Table 1.

Most parts of the computational time then depended on
the random permutation. Only 0.016 seconds of the computa-
tional time for |S| = 1000 in Fig. 4, i.e., only about 0.006%,
was for generating HMAC of authenticated commands, and
the remaining time was for the random permutation. The
random permutation was implemented by the Fisher-Yates
algorithm [49] with unique random numbers via AES cipher-
texts. These random numbers often collided when the size
of privileged sets is large, and the resulting computational
time became quite long due to repeating the random number
generation.

We consider that the random permutation can be
pre-processed independently of the generation of authen-
ticated commands. More specifically, generating random
numbers for the random permutation in advance leads to
only computing HMACs for authenticated commands. The
performance of the Auth algorithm would then be improved
to the same level as the UF-CMA-secure and ANO-secure
construction.
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TABLE 1. Detail of computational time for the Auth algorithm of the
UF-CMA-secure and ANO-eq-secure construction.

[ Process | Time [sec] |

Total 266.172
HMAC 0.016
Random 266.156

We denote the entire computational time by Total, the generation of HMAC
for authenticated commands by HMAC, and the random permutation by
Random.

2) ENTIRE PERFORMANCE

We discuss the entire performance of the proposed schemes.
As a reference value for an acceptable execution time,
we consider one second as an upper bound by following
the existing cryptographic protocol [52]. When the same
setting as our experiments is utilized, the communication
overhead of the UF-CMA-secure and ANO-secure construc-
tion is 512 bits per user in addition to 256 bits for a command.
Likewise, the communication overhead of the UF-CMA-
secure and ANO-eQ-secure construction is 512 bits per user
and 512 bits for a command and a PRF key, respectively.
In the following estimation, the pre-processing described in
Section VI-D1 is introduced in the implementation of the
UF-CMA-secure and ANO-eqg-secure construction. In other
words, the computational time of the Auth algorithm becomes
almost the same as the UF-CMA-secure and ANO-secure
construction. The Auth algorithm is executed on a laptop PC,
whereas the Vrfy algorithm is executed on a Raspberry Pi,
where the performance of both machines is common with
those in our experiments.

Based on the above setting, we first discuss the entire
performance of the UF-CMA-secure and ANO-secure con-
struction. If we use LoRa with its maximum transmission
speed of 250 kbit/sec, the communication time from the
laptop PC to the Raspberry Pi is less than 0.82 seconds until
the number of devices is 400. The computational time on
that scale is about 0.04 seconds for the laptop PC and the
Raspberry Pi in total. Thus, the entire process is finished in
about 0.86 seconds.

Next, we discuss the entire performance of the UF-CMA-
secure and ANO-eg-secure construction. The communica-
tion overhead of the construction is quite limited because
it is independent of the number of the whole number of
devices. For instance, on the use of LoRa with |S| = 50,
the communication time from the laptop PC to the Raspberry
Pi is about 0.82 seconds for 400 devices. The computational
time on that scale is about 0.02 seconds for the laptop PC
and the Raspberry Pi in total. The entire process on the above
setting is then finished within one second.

We conclude that the proposed schemes provide acceptable
executions in a practical setting. A more significant num-
ber of devices would be available for both constructions by
deploying over a higher bandwidth network.

VIi. CONCLUSION
In this paper, we considered a basic system for securely
remote-controlling ~ IoT  devices, and  discussed
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its requirements. We then put forward an anonymous broad-
cast authentication (ABA) scheme as its core cryptographic
primitive. We formalized a model and security notions of
ABA and showed two provably-secure constructions. The
proposed schemes consist of only symmetric-key crypto-
graphic primitives. Throughput is thus expected to be fast
since our ABA schemes can be implemented with only
symmetric-key cryptographic primitives, say, HMAC or
AES. We also implemented the ABA constructions and eval-
uated their performance. Under a typical wireless network
setting between a laptop PC and a Raspberry Pi as an IoT
device, we confirm that the entire process of ABA could be
finished within one second.

Future work would be to design a real-world application of
ABA (and hence the extension of the remote control system
discussed in the paper), including more resource-constrained
IoT devices.

CODE AVAILABILITY

Our source code is available via GitHub (https://github.com/
naotoyanai/anonymous_broadcast_authentication) for repro-
ducibility and as a reference for subsequent works.
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