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ABSTRACT The signal-in-space (SIS) anomaly of BeiDou navigation satellite system (BDS) is an important
factor affecting its high accuracy SIS quality assessment. Detecting and eliminating SIS anomaly is not only
an important method to build SIS fault model of BDS, but also helps to guarantee the integrity of BDS
navigation and positioning. Based on the problem that the traditional empirical threshold method cannot
accurately identify the start and end times of anomalies in anomaly detection, which leads to anomaly
detection leakage, a combined detection method based on autoregressive distributed lag model and empirical
threshold is proposed in this paper. Before the calculation, the spurious anomalies of SIS are removed by data
cleaning. The high-precision SIS ranging error (SISRE) is recovered by Space State Representation (SSR)
correction number, and then projected to the user’s line of sight direction, and the anomaly detection threshold
is determined by using the combined threshold of empirical threshold and autoregressive distributed lag
(ARDL) model. The feasibility and effectiveness of the method were analyzed by using the data collected
in 2021. The test results show that compared with the traditional threshold method, the proposed method
can more accurately detect the start and end points of SIS anomalies caused by clock anomalies, thereby
improving the detection accuracy. In addition, the anomaly detection method proposed in this paper is used
to count the anomalies throughout the year, and the results show that the highest frequency of anomalies
is found in geostationary orbit (GEO) and inclined geosynchronous orbit (IGSO), and these anomalies are
mainly caused by satellite clocks.

INDEX TERMS BeiDou navigation satellite system (BDS), signal-in-space (SIS), signal-in-space anomaly,
clock anomaly.

I. INTRODUCTION
The broadcast ephemeris is essential for real-time navigation
and positioning, as it allows satellites to be affected by SIS
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performance - such as clock stability, predictability of orbital
maneuvers, and control terminal performance, including orbit
and clock resolution performance, distribution of monitoring
stations, and injection capabilities [ 7]. However, satellite orbit
and clock data broadcasted by the navigation ephemeris are
sometimes biased. The deviation between the broadcasted
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orbits and clocks and their true values is uniformly referred
to as SIS error, which is referred to in this paper as broad-
cast ephemeris SIS error. However, the broadcast ephemeris
SIS error is so large that it does not meet the needs of
users. In order to meet the navigation and positioning needs
of the majority of real-time users, the International GNSS
Service (IGS) officially launched the real-time pilot project
(RTPP) in June 2007 and officially provided real-time pre-
cision products in April 2013. The server side provides a
number of corrections based on state space representation
(SSR), such as satellite clock difference correction, satellite
orbit correction, satellite signal deviation, etc. The state space
of satellite navigation and positioning is composed of these
errors together, providing high precision SIS corrections [2].
In general, assuming that the broadcast ephemeris, real-time
orbit, and real time clock error corrections are reliable, the
broadcast ephemeris SISRE is in the meter to submeter range,
and the high precision SISRE corrected by the corrections can
be improved to the centimeter to submeter rang [3]. However,
SIS exceptions can occasionally occur, either due to abnor-
mal operation of the onboard device or incorrect ephemeris
uploaded by Constellation service providers (CSP) [4].

The SIS URE is projected by the SISRE in the direc-
tion of the users’ line of sight and represents the effect of
satellite orbit and clock errors on the user’s observations,
which is also an effective component affecting the position-
ing accuracy [5]. In order to characterize SIS URE, user
range accuracy (URA) provides a conservative estimate of
SIS URE without anomalous effects, so it is necessary to dis-
tinguish between normal SIS URE and anomalous SIS URE.
For the above two types of SIS URE, there are two main
research methods for post-analysis and real-time estimation.
The post-analysis method uses the satellite orbits and clock
products provided by the ex-post precision ephemeris as a
baseline to calculate the broadcast ephemeris SIS URE. Real-
time SIS URE estimation is based on ground-based stations,
using pseudo-range observations, to estimate the SIS URE on
the satellite terminal [6].

Scientists around the world have been exploring the SIS
anomaly for a long time. Heng et al. studied GPS SIS anoma-
lies from 2000 to 2010 by comparing broadcast ephemeris
and precision ephemeris and showed that about 10% of the
anomalies resulted in a worst-case SIS URE greater than
10 times the upper bound (UB) of the URA, and about 1% of
the anomalies resulted in a worst-case SIS URE greater than
100 times the URA UB [7]. Wu et al. conducted a preliminary
analysis of SIS anomalies in BDS using precision ephemeris
data from 2013 to 2015, but did not fully consider subtracting
constellation anomalies caused by satellite clock anomalies
from the clock data and did not systematically analyze the
types and effects of the anomalies [8]. Walter et al. analyzed
historical data of GLONASS from 2009 to 2016 and found
that the satellite failure rate decreased to below 10™* over the
eight-year period studied, but the constellation failure rate did
not meet the corresponding commitment [9]. To address the
issue of real-time detection, Tu et al. developed a method for
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computing instantaneous URE (IURE) and derived an empir-
ical threshold through statistical analysis of IURE prior to
detecting SIS anomalies. This approach successfully resolves
the limitations of the conventional method of comparing
broadcast and post-processed precise ephemeris. The results
indicated that SIS anomalies caused by clock jumps were
predominant and could exceed tens of thousands of meters
in magnitude, but the proposed method accurately identified
their starting and ending times. Nonetheless, it is noteworthy
that while the ending time remained precise, the starting
time was slightly delayed compared to the actual occur-
rence time [10]. An improved SIS anomaly detection method
based on accurate ephemeris was proposed by Tu et al. [10]
and the results showed that the method can greatly reduce
the occurrence of constellation faults caused by satellite
clock errors compared to the traditional empirical threshold
method [11]. C Ouyang. et al. conducted anomaly detec-
tion of SIS from 2013 to 2018 using both broadcast and
precise ephemeris, with the aim of studying the long-term
abnormal behavior of space signals. The results indicated that
URAI was incapable of reflecting any anomalies in satellites.
And a total of 20,241 abnormal messages were detected.
In these abnormal navigation messages, 18,432 were recog-
nized as orbit anomalies, which is much more frequent than
the 2011 clock anomalies [12]. With the aim of assessing the
abnormal conditions of the Galileo constellation, L. Fan. et al.
conducted anomaly detection on all healthy Galileo satellites
from 2017 to 2018 using precise ephemeris, and obtained
detection thresholds by statistical analysis of SIS errors. The
findings revealed that the SIS anomalies in Galileo satellites
were primarily caused by satellite clock errors, with magni-
tudes occasionally reaching several tens or even hundreds of
meters [13].

The orbit and clock errors of satellites have strong time
dependence, and their orbit and clock errors are affected
by the previous moment errors, which are accompanied by
regular changes when the satellite has space signal anoma-
lies [14]. The relatively weak anomalous correlation error
is ignored in the calculation of SISRE generated by broad-
cast ephemeris due to its poor accuracy. However, the errors
affected by correlations cannot be ignored when calculating
high-precision SISREs due to their high accuracy [14]. The
above studies of spatial signal anomalies have not estimated
the influence of time-dependent errors on the anomalies,
which are called trending anomalies in this paper. To accu-
rately identify SIS trending anomalies, an anomaly detection
method based on the combination of the ARDL model and the
empirical threshold is proposed in this paper. Data cleaning
is first performed on the data source, thereby eliminating
spatial signal pseudo-anomalies caused by receiver accep-
tance errors or data logging errors. The method is then used
to determine the double anomaly detection threshold. The
feasibility and effectiveness of the method are verified using
ephemeris and real-time orbital clock correction data from
2021. The accumulated time of one-year anomalies of the
satellite SIS of BDS was obtained. The results of this study
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can provide valid a priori information for SIS system fault
classification assessment and BDS availability and continuity
performance assessment.

Il. DATA SOURCES AND PREPROCESSING STRATEGIES
The determination of the number of independent samples is
critical for error overbound. Inferring properties of the under-
lying error distribution from a given error dataset is always
challenging. The data needs to be cleaned by us, in order to
exclude the false anomalies of SISRE.

A. DATA SOURCE

The performance of BDS-2 and BDS-3 is evaluated for a
period of 1 year from January 2021 to January 2022. IGS
MGEX provides daily integrated broadcast ephemeris by
merging observations from GNSS tracking stations, a product
called BRDM, which shows satisfactory continuity during
the analysis period and is therefore used as the main broad-
cast ephemeris data source in this study. Therefore, the
RINEX V3 format broadcast ephemeris file generated by the
MGEX analysis center was used in this study. The precision
ephemeris contains accurate satellite orbit information and
clock difference information and is of the same order of
magnitude as the real satellite orbit parameters with an error
of only a few centimeters, so it is considered that the precision
ephemeris can replace the real satellite orbit elements in the
calculation of SISRE. The precision ephemeris is generated
by the IGS MGEX analysis center and is available from
the public database. The CLK93 mount point of CNES (the
name of the mount point was renamed to SSRAOOCNEO on
January 6, 2021) is selected for real-time orbit and clock data
and is used to receive the SSR data stream in real time through
the BNC software.

B. PREPROCESSING STRATEGY

Since 135,000 navigation messages are corrupted by data
recording errors every year, 11 false anomalies of the spa-
tial signal correspond to one true anomaly [16]. Therefore,
removing data logging errors from the raw data is an impor-
tant pre-processing step before calculating SISRE.

In addition to the BDS-2 constellation, the real-time data
stream CLKO93 uploaded by CNES started to support the
BDS-3 constellation in February 2020, and precision correc-
tions for 18 BDS-3 MEO, 3 BDS-2 MEO, 7 BDS-2 IGSO
and 5 BDS-2 GEO satellites can be provided by this data
stream. Therefore, the data pre-processing section includes
only the satellites supported by the CLK93/SSRAOOCNEO
data stream.

Other data from the same time period that meet any of the
above conditions will be excluded from this paper due to any
type of error or missing data that would make it impossible
to evaluate in this time period.

1. Not receiving real-time orbit and clock correction
information.

2. The precision ephemeris/clock is missing or set to
invalid values, such as 999, 999.9999” or “NAN”.
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3. The broadcast ephemeris is not within the 4 h period.

4. The integrity status mark is not zero.

5. The navigation message is unhealthy, i.e. the health
status mark is “1”.

lll. METHODOLOGY

The orbit and clock errors of a satellite exhibit strong tem-
poral correlations and are affected by errors from previous
time steps. Regular changes often accompany spatial sig-
nal anomalies in satellites [4]. When calculating the SISRE
produced by broadcast ephemeris, the relatively weak error
correlation caused by anomalies is often ignored due to poor
accuracy. However, when calculating high-precision SISRE,
the errors influenced by correlation cannot be ignored due to
their higher accuracy. None of the studies on spatial signal
anomalies mentioned above have considered the impact of
time-correlated errors on anomalies, which this paper refers
to as trend anomalies. To more accurately identify SIS trend
anomalies, this paper proposes a combined anomaly detection
method based on the ARDL model and empirical thresholds,
which can accurately identify the start time of trend faults and
reduce the missed detection rate.

Coordinate system

Broadcast : .
N Precise ephemeris
ephemeris
’ Data pre-processing ‘ ’ Lagrange Interpolation ‘
Broadcast Orbit and . . :
’ clock(ECEF) ‘ ’ Precise Orbit(ECI) ‘ ’ Precise clock ‘

’ PCO correction ‘ ’ TGD correction ‘

transformation

SSR correction Orbit error(R,A,C) and Clock SSR correction model
data(COM) error

Calculating SISREorb, clock eror
and SISRE

Fault definition

Anomaly
detection

Fault statistics

FIGURE 1. Anomaly detection program of the BeiDou navigation satellite
system.

A. HIGH PRECISION ORBIT AND CLOCK RECOVERY FOR
BDS
The satellite orbital position provided by the precision
ephemeris is based on the center of mass (COM) of the satel-
lite, while the broadcast ephemeris is based on the antenna
phase center (APC) of the satellite. However, since the BDS
broadcast track refers to the antenna reference point near the
center of mass, the antenna offset correction is used [17].
Currently, the BDS real-time product from CNES
(CLK93/SSRAOOCNEQ) has a sampling interval of 5 s.
Therefore, theoretically, each satellite will receive 17,280
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corrections per day. The real-time orbit correction message
contains radial, along-track, and cross-track correction
parameters, and the real-time user selects the corresponding
satellite orbit parameters based on the data age in the SSR
message [17]. The SSR orbit message gives the radial, along-
track, and cross-track coordinate correction components in
the satellite fixed coordinate system. The orbital correction
number of the satellite at moment can be calculated by the
following equation [19].

8O0radial ) Qradial
30 = 50along + 8Qalong (t —19) (D
8O¢ross 3O0cross

where 80 and 50 are the three directional correction compo-
nents and velocity components at the reference moment f#o,
which can be obtained in the SSR correction 1259 message
type. The satellite correction position is calculated according
to the following equation [20], [21].

€cross ] 30 (2)

The SSR clock correction information contains the cor-
rection parameter §C used to correct the broadcast satellite
clock. The polynomial representation describes the clock
difference over a certain time period. The satellite clock
difference correction information at time ¢ can be calculated
by the following equation.

Xorbit = Xbroadcast — [eradial €along

8C=Co+ Cy(t —t9) + Ca (1 — 19)? (3)

where 7 is the reference time obtained from the SSR orbit
correction message; C; is the polynomial coefficient from the
SSR clock correction message. The precision satellite clock
difference can be recovered by using the clock difference
information calculated from the SSR message to correct the
broadcast ephemeris satellite clock difference.

sC
Lsatellite = tbroadcast — 7 (4)

where, throadcast 18 the satellite time by the broadcast clock
parameter, identified by the IODC of the corresponding SSR
orbit correction information; #ysize 1S the satellite time cor-
rected by the SSR clock correction information; §C is the
clock correction obtained from the SSR clock correction
information; c is the speed of light.

B. CALCULATION METHOD OF HIGH PRECISION SISRE

To generate high-precision orbit and clock residuals, the
restored orbit and clock from Section III-A were compared
with a posteriori precise ephemeris. The high-precision orbit
and clock residuals were then utilized to further compute
SISRE. SISRE is a source of error in the spatial segment
during satellite signal transmission, which describes the
statistical uncertainty in the spatial segment error caused
by ephemeris errors [22]. SISRE, as one of the main
error sources of pseudorange measurement, directly affects
positioning accuracy and integrity. Therefore, the correct
calculation of high-precision SISRE is a prerequisite for
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anomaly detection and exclusion. In order to obtain the orbit
and clock errors between broadcast ephemeris and precision
ephemeris, one needs to convert their coordinates. The three
components of the phase center deviation of the satellite
antenna are in the star-fixed coordinate system, and the
broadcasted orbit correction number is in the satellite orbit
coordinate system, so the conversion between the star-fixed
coordinate system, Earth-centered Earth-fixed, and geometric
inertial coordinate systems is needed to correct the antenna
phase center to the satellite mass center position, and finally
the orbit-only SISRE and the SISRE [23].

For the calculation method of global average SISRE of
BDS, the SISRE calculation models of the three orbits are dif-
ferent due to the different observation geometries of different
orbits of BDS, and the calculation models are as follows [24].

1
SISREiGso geo = \/(0.99R -T2+ m (A2 + Cz) 5)

1
SISREmE0 = \/ (0.98R — T)? + 5 (A24+C?)  (6)

where R represents the radial error, A represents the along-
track error, and C represents the cross-track. R, A, and C
are the three directions of the orbital error, respectively. T
represents the clock error.

For the orbit-only SISRE, the pure orbital RMS SISRE is
obtained by eliminating the clock error.

1
SISREomMED = \/ (0.98R)? + 5 (A2+C2) (1)

R — 2 1 2 2
SISRE01b1GS0/0rbGEO (0.99R)” + 77 (A% 4+ C2)
3

The International Terrestrial Reference Frame (ITRF)
frame is used by the precision orbit products provided by IGS
MGEX. The broadcast orbits of different systems are charac-
terized under different coordinate systems, among which the
satellite positions calculated by the broadcast ephemeris of
the BDS system belong to CGCS2000. However, their differ-
ences of only a few centimeters to the scale are considered to
be consistent [25], so their difference values can be ignored
in this study. The BDS broadcast clock is referenced to a
single-frequency B3I signal. However, the BDS precise clock
released by MGEX is calculated by using the dual-frequency
(B1I and B2I) ionospheric-free observations and is referenced
to GPS Time (GPST). Therefore, even if the time bias of
14 seconds is eliminated, the time group delay (TGD) should
be considered before the SSR DCB correction is introduced.
Its TGD correction model is as follows [26].

| £y TR |
t@dbrge = ﬁ*tgdﬁ - ﬁ*tgdlz ©)
Bl ~ 'B2 Bl ~ 'B2

where tgd!, tgdi2 denote the time group delay corrections
for PRN; in the B1I and B2I frequencies broadcast in the

navigation ephemeris, respectively. tgd}erc denotes the TGD
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correction between the real clock difference of PRN; and the
posterior precision clock difference.

dt = (ti —tgd Ti) (10)

where dt' is the difference between the dual-band TGD cor-
rected real-time clock t' and the ex-post precision clock T'.

C. AUTOREGRESSIVE DISTRIBUTION LAG MODEL

The previous section primarily discussed the computational
model of SISRE. This chapter will further delve into the
anomaly detection of SISRE. SIS anomalies are mainly
caused by incorrect navigation data, orbital maneuvers,
abnormal orbital perturbations, clock jumps, clock drift and
other anomalous events [27]. Figure 2 shows the flow of
a traditional threshold fault detection by simulating a slide
fault. At the beginning of this fault, the SISRE value is below
the threshold, but there is a clear trend of anomalies. The
portion of the fault below the threshold is not detected by the
conventional threshold method.

Tessage Tt identifier
Normal result i 4

30 + Abnommal result
[ [-———Threshold
Health fiag

0 200 400 600 800 1000
Epoch

FIGURE 2. Graphical illustration of the empirical threshold method of
fault detection defects.

ARDL model is a time series analysis method. In this
paper, the ARDL model of SISRE calculated values under
nominal conditions is built to obtain quantitative predictions
using historical data of navigation and real-time orbital clock
difference corrections. The measured forecasts are correlated
with the previous moments in the sample space, and the
measured forecasts are less affected by the fault when the
fading fault occurs, and the resulting residuals are larger,
thus enabling effective detection of fading SISRE faults. The
ARDL model is built to extend the failure duration and thus
increase the probability of failure, which is a tradeoff for
potentially reducing the URA. The time error series of SISRE
can be represented by the ARDL model as [28]:

m P s
yi=a+ Zi:l Y-+ Zj:] Zi:o BiiXjt—i + e
(11)

where y; is the predictive value of SISRE for time t, ¢; is
the coefficient term, m is the order of the autoregression,
W is the residual error after fitting the ARDL model, s is
the order of the distribution lag, and p is the order of the
exogenous variables. The autoregressive coefficients ¢; and
Bji of the above equation are uniquely determined by the serial
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autocovariance function through the Yule-Walker equation as
follows.

V1 Yo Y1 R | aj
V2 — Y1 VO Vp—2 a ( 1 2)
¥p Yo—1  VYp-2 .- Yo ap

where yp is E(y;4pYr), p —1 is the number of perturbation
sources that affect SISRE, a; is the coefficient term to be
solved, ;¢ Gaussian white noise variance o?is:

U2=Vo—(¢1V1+1/f2)/2+-~-+wpyp) (13)

The parameters of the ARDL model are estimated using the
above method to obtain the model of each order. However, the
order of the model needs to be determined in advance, and for
the choice of the autoregressive order m and the lag order
can be chosen according to the information criterion.

BIC = —21In (L) +In (n) %k (14)

where L is the maximum likelihood estimate under the model,
n is the number of data, and k is the number of variables
in the model. In model fitting, adding parameters makes
the likelihood probability increase, but introduces additional
variables, so the information criterion model adds a penalty
term for the number of model parameters to the objective
equation as the second term. When n > 8, In(n) *x k > 2k,
i.e., the model penalizes the model parameters more at large
data volumes, leading to its preference for simple models with
fewer parameters.

In the application of space signal anomaly detection,
an ARDL model is first fitted by determining the model
parameters using historical data. Then, the ARDL model is
used to predict the current value of the space signal, which is
compared to the actual value. If the prediction error exceeds
a certain multiple of the standard deviation of the predic-
tion error, an anomaly is detected. The specific steps are as
follows:

1. Fit an ARDL model using historical data and determine
the parameters m, p, and s of the model using the method
mentioned above.

2. Use the fitted ARDL model to predict the current value
of the space signal Y.

3. Calculate the prediction error e, = y; — ¥, Where y; is
the actual SISRE value.

4. Calculate the standard deviation of the prediction error

oy = ,/ﬁ Z{il etz, where N is the number of historical
data.

5. If any one of the following conditions a and b is satisfied,
it is judged as anomaly.

a. The comparison of the before and after ephemeris is
performed. If the current prediction error of 10 consecutive
ephemeris exceeds 3 times the standard deviation of the
prediction error, the prediction value is taken as the threshold
value until the prediction value of 10 consecutive ephemeris
is less than 3 times the standard deviation of the prediction
error.
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b. The actual high-precision orbit and clock error exceeds
the empirical threshold value, which is usually 4.42 x URA,
where URA is the integrity parameter of the broadcast
ephemeris.

The choice of the multiple to detect space signal anomalies
depends on the specific application scenario and require-
ments. In general, a multiple of 2 or 3 times the standard
deviation of the prediction error can be used to detect anoma-
lies when the prediction error exceeds the multiple. This
multiple can be adjusted experimentally or based on expe-
rience to achieve better results. It should be noted that setting
the multiple too small will result in a high false alarm rate,
while setting it too large will result in a high miss detec-
tion rate. A balance needs to be struck between false alarm
and miss detection rates. For example, in the application of
autonomous driving, a lower multiple may be considered to
ensure safety at the expense of false alarms.

IV. STATISTICS AND ANALYSIS

In order to validate the performance of the combined
approach based on the ARDL model and empirical threshold
anomaly detection, we first analyzed the data completeness
rate to exclude false anomalies caused by invalid data and
spatial signals. To demonstrate the superiority of the proposed
method, we compared the impact of traditional empirical
thresholds and the combined approach on SISRE anomaly
detection, where the traditional empirical threshold is set at
4.42 x URA. Additionally, to demonstrate the effectiveness
of the combined anomaly detection method based on the
autoregressive distributed lag model and empirical threshold,
we conducted a statistical analysis of all SIS anomaly events
identified in 2021.

A. DATA AVAILABILITY ANALYSIS
Long-term stable data is obtained by filtering outliers accord-
ing to the pre-processing strategy. Figures 3 and 4 show the
availability information for the BDS-3/BDS-2 satellite prod-
uct data. When real-time satellite product data is available for
this time period, which is filled with specific colors of dif-
ferent constellations. There are a total of 289,086 ephemeris,
real-time product portfolio data points, and a total of 28,503
anomalies have been filtered out, representing about 9.86%.
As can be seen from the figure, the missing data can be
divided into two types: one in which almost all BDS-3/BDS-2
satellites are missing data in the same time period. Most of
this is due to operational problems of NTRIP Caster, trans-
mission network, unstable real-time data streams broadcasted
by ground tracking stations, stability of BNC software, and
unavailability of all satellite products in this time period may
be caused by other potential factors. The other is missing
data occurring from BDS-3/BDS-2 satellites in different time
periods, which is mostly due to filtering out the broadcast
conditions not met of the precision ephemeris.

Figure 5 shows the availability statistics of the BDS-2 and
BDS-3 satellite products required for the study. The results
show that the products of the GEO satellites have a higher
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I 5DS-2 GEO BDS-21GSO [N BDS-2 MEO |

Jan 2022

Jan 2021 Apr Jul Oct
FIGURE 3. BDS-2 constellation product availability history.

C37
€36
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€33
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c27
€26
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€24
Cc23
€22
c21
€20
C19 [

Jan 2021 Apr Jul Oct
FIGURE 4. BDS-3 constellation product availability history.

Jan 2022

N 50s-2 GEO [ ]BDS-21GSO [N BDS-2 MEC [T BDS-3 MEO

100 T T T T T T
Mean: 85.07%: 93.39
95 — -

Percentages(%)

PRN
FIGURE 5. BDS-2 and BDS-3 product availability statistics.

frequency of missing data compared to the MEO and IGSO
satellites. Several BDS-3 MEO satellites have more products
with missing data compared to the BDS-2 MEO satellites.
As shown in Table 1, the GEO satellite availability rate
was below 90% in the period. This can be attributed to the
fact that GEO satellites typically have the largest number
of satellite maneuvers for proper maintenance of satellites
in their designed positions despite a strong 1:1 resonance
between satellite revolution period and earth rotation. Among
the MEO satellites, C37 has the highest availability rate of
94.7%. C35 has the lowest availability rate of 79.1%, which
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TABLE 1. Satellite availability rate.

Satellite colr Co2 Co3 Co4 Cos5 Coe Co7 Co8 Co9 cCio C13
availability(%) | 89.6 87.3 80.4 824 857 90.1 893 874 90.7 916 854
Satellite Cle Ci1 Ci2 Ci4 C19 C20 C21 C22 (C23 C24 C25
availability(%) | 91.4 921 942 938 929 924 858 884 904 936 93.1
Satellite C26 C27 C28 (C29 (C30 (C32 C33 (C34 (C35 C36 C37
availability(%) | 86.2 945 921 88.6 945 921 874 917 791 911 947
is caused by a large number of data interruptions during 301 e T ) T
{ransmission. T T nprovament ashaid
25 I 1
B. ANALYSIS OF ANOMALY DECTION BASED ON ARDL I
MODEL o | ]
In the previous section, the integrity of the data was analyzed. g }
After removing invalid data, this chapter analyzes the supe- »15; A 1
riority of the combination method over traditional threshold
methods. In order to demonstrate the application of the ARDL 10 : 3
model in SIS anomaly detection, the detection results of two i
SISRE normal and abnormal are compared in this paper. °l NN . |
As shown in Figures 5 and 6, the black dashed line in the 289 2891 2892 2893 2894 289.5 2896 2897 2898 2899
DOY

figure indicates the threshold value for anomaly detection
using the empirical threshold method of 10 m, the red line
indicates the threshold value of anomaly detection using the
combined method based on the ARDL model and empirical
threshold, and the blue dots indicate the trend of SISRE.
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FIGURE 6. Performance of two detection methods in normal SIS.

Figure 6 shows the normal results of SISRE for the BJIFS
gauging station at DOY 270 C25 of annual cumulative days
in 2021. As can be seen from Figure 4, both fault detection
methods did not reach the threshold under the no-fault condi-
tion, and the detection results were comparable, with no false
alarm cases.

Figure 7 shows the anomaly results of the SISRE at the
BJFS station for the annual cumulative day 289 days C30 in
2021. The detection results for the whole day are not shown
in the figure due to the lack of real-time orbit and clock differ-
ence correction data for the part of the day. Many studies have
shown that when spatial signals experience anomalies, they
are often accompanied by regular changes. The clock error
typically exhibits a linear slope, while the orbit error typically
exhibits a sinusoidal variation. There is a potential for failure
to occur before the trend error reaches the threshold [29].
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FIGURE 7. Difference of two detection methods in SIS anomaly.

The two consecutive anomalies in a short period of time are
mainly due to the increase of forecast clock errors, which
cause the SISRE to accumulate and exceed the threshold
value after a period of time. The empirical threshold method
detected the anomalies that exceeded the threshold part, but
did not detect the anomalies that did not exceed the threshold
part of the trend, leading to an increase in the false alarm rate
of the satellite. The combination method based on autoregres-
sive distributed lag model and empirical threshold performs
well in both anomaly results in the figure, and accurately
identifies the anomaly onset when an anomaly trend occurs,
this method increases the satellite failure probability, but is
necessary for life safety applications.

C. ANOMALY STATISTICS

Figure 8 shows all SIS anomalous events identified in
2021 based on the ARDL model combined with the empirical
threshold anomaly detection method. The green line rep-
resents the normal SIS performance, the red star symbols
represent the SIS anomalies caused by clock anomalies, and
the blue triangle symbols represent the SIS anomalies due
to orbital anomalies. The results show that there are sig-
nificantly more SIS anomalies caused by clock anomalies
than those caused by orbits. The reason for this is that since
the orbital anomalies are specific to sinusoidally trending
anomalies, it is not effective in detecting the anomalies trig-
gered by them using the autoregressive distributed lag model,
thus not detecting all the anomalies that do not reach the
empirical threshold. In addition, most BDS satellites have
SIS anomalies, and GEO and IGSO have a higher proba-
bility of SIS anomalies than MEO satellites, but because
there are more BDS MEO satellites, the overall reflection
is that MEO anomalies occur the most often. The range of
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FIGURE 9. Total accumulation of anomalies for BDS satellites in 2021.

SIS anomalies for BDS varies from a few meters to several
hundred kilometers. Concurrent SIS anomalies of single and
multiple satellites in different ranges also occurred during the
system operation.

The total accumulation of satellite anomalies for
the 2021 BDS is shown in Figure 9. The results demonstrate
that the cumulative anomaly duration of satellite C23 exceeds
35 h, which is mainly caused by clock errors. satellites CO1,
C02, C06, and C11 have the same anomaly duration and are
anomalous for the same period. During the analysis period,
there are some satellites with no anomalies detected, which
may also be due to the satellite anomalies not reaching
the empirical threshold and not trending. Satellites with

VOLUME 11, 2023

longer anomaly durations were often accompanied by orbital
anomalies (except for C23, where only clock anomalies
occurred). The highest frequency of clock anomalies and
fewer orbital anomalies among the anomalous events may
also be attributed to the better detection capability of the
method for clock anomalies.

V. CONCLUSION

Signal-in-space anomalies are one of the main sources of
risk for users in PNT services. However, the traditional SIS
anomaly monitoring method cannot be applied to BDS due
to the high frequency of spatial signal anomalies triggered
by clock anomalies in BDS. The traditional empirical thresh-
old method is difficult to identify the start and end times
of trending faults, which further increases the false alarm
rate of satellites. In this study, a high-precision spatial sig-
nal anomaly detection method based on the combination of
ARDL model and empirical threshold is proposed to detect
BDS high-precision spatial signal anomaly. The following are
the specific research results.

1) To exclude spurious SIS anomalies, the data quality of
BDS-2 and BDS-3 during the evaluation period was analyzed.
The results show that BDS-2 MEO has a high missing data
rate of 14.93% relative to other orbit types. Except for C35,
the data availability of BDS-3 MEO satellites exceeded 85%
with an average value of 92.68%. The average real-time data
availability of BDS-2 MEO and BDS-2 IGSO satellites are
93.39% and 89.42%, respectively.

2) Due to the fact that many occurrences of anomalous
signals in the BeiDou satellite system are due to clock
anomalies, the traditional SIS anomaly monitoring meth-
ods have poor performance when applied to monitoring
the BeiDou system. Based on this problem, we propose a
high-precision space signal anomaly detection method for
detecting BDS high-precision space signal anomalies, which
combines autoregressive distribution lag models with empiri-
cal threshold values. Compared with the traditional empirical
threshold method, our method can accurately identify the
start and end times of anomalies. By using data from the
past year and applying our proposed method, we have iden-
tified a total of 271 single-satellite SIS anomaly events and
2 multi-satellite concurrent SIS anomaly events. The detected
anomalies are mainly caused by clock errors, orbit errors,
and their combined defects. Among the identified anomalies,
clock errors account for approximately 73.43%, orbit errors
account for approximately 20.66%, and the combination of
the two accounts for approximately 5.91%.
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