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ABSTRACT Self-recovery capability is challenging in developing fragile watermarking alongside authen-
tication and tamper localization. In certain situations, authentication and tamper localization alone may
not be sufficient. Information about the original condition of the damaged area is essential, particularly in
forensic image analysis applications. This study proposes a nested block-based self-embedding method for
fragile image watermarking. The data embedded in the cover image includes authentication and watermark
bits based on the advanced least significant bit (LSB) method. The watermark bits are generated from
the cover images, while the authentication bit is obtained through the SHA-512 operation. Authentication
bit embedding is performed using a 2 × 2 block-based Morton pattern. Meanwhile, the watermark bit
is embedded twice in different locations within 4 × 2 and 2 × 4 blocks, alternating with the Morton
pattern inside the 4 × 4 block using the Zigzag pattern. This approach better preserves the watermark
information when tampering occurs over a large area. However, embedding the watermark twice requires
more space, necessitating a resize operation before embedding. During the recovery stage, the resized
watermark is enhanced using the Feature Super-resolution CNN (FSRCNN) technique. The proposedmethod
demonstrates good imperceptibility quality, with a PSNR value exceeding 40dB and an SSIM exceeding
0.98. Moreover, the proposed method effectively detects and localizes tampering, achieving a True Positive
Rate (TPR) of over 95% and a False Positive Rate (FPR) of less than 1% for a watermarked image with
50% tampering. Additionally, the proposed method exhibits outstanding recovery capabilities, resulting in a
PSNR of more than 36dB for images with 50% tampering.

INDEX TERMS Fragile image watermarking, image authentication, double self-embedding, super-
resolution recovery, nested block-based embedding.

I. INTRODUCTION
Authentication, tamper detection, and localization in digital
images are essential. This can prove the image’s authenticity
and even detect hoaxes due to the manipulation of digital
images. Particularly due to the increasing number of digi-
tal image transactions, many of which require this level of
protection. Watermarking is a technique for securing text,
audio, video, and specifically images in this study. This is
similar to steganography, but watermarking focuses more on
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copyright protection or authentication, tamper localization,
and recovery purposes. Several watermarking methods are
based on their purpose, such as robust and fragile [1], [2],
[3], [4], [5]. Robust watermarking is commonly used for
copyright protection. While the fragile watermarking method
is designed to be able to perform digital image authenti-
cation, tamper detection, and even image recovery [1], [4],
[5], [6]. Fragile watermarking requires a watermark that is
very sensitive to image modification [7] and can be gen-
erated from several random values. One of the commonly
used fragile watermarking techniques is the hash algorithm,
which uses a random value as the basis for calculating
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the hash value, which is then used as a watermark in the
image.

Studies have proposed fragile image watermarking algo-
rithms, such as [8], [9], [10], and [11], [12], [13], [14], [15].
Which invisibly embed methods that can detect and localize
tampering while providing good authentication. However,
in some situations, the authentication and detection of mod-
ified areas may be insufficient. In certain forensic image
analysis applications, it is necessary to have information
about the original condition of the damaged area. Several
watermarking algorithms have adopted the self-embedding
method to address this challenge [7], [16], [17], [18], [19],
[20], [21].

The information embedded in self-embedding watermark-
ing is generally in the form of basic information or main
features of the cover image so that, if the image is tampered
with or manipulated, this information can be extracted to
restore the cover image [7], [22]. But to be able to perform a
good recovery requires sufficient information. However, the
information must be limited to minimize the payload because
the larger the payload, the greater the distortion effect [5],
[22]. The main challenge in self-embedding watermarking is
minimizing reference information but being able to generate
watermarks with maximum quality.

The block-wise method has been widely applied in fragile
image watermarking because it can increase the chance of
recovering the manipulated area [16]. The block size used can
vary, such as 2 × 2 [23], 2 × 4, 4 × 2 [16], 4 × 4 [6], [19],
[24], and 32 × 32 [25]. It must be wise to choose the block
size because it affects the performance results. Large block
sizes can hide more recovery information, so it has better
recovery capabilities in case of tampering. However, the large
block size is less accurate in determining the tampered image
area [8], [22].

The size of the tampering area also greatly affects the
recovery ability. The larger the tampering area, the more dif-
ficult it is to recover the image properly. This study proposes
a double self-embedding method that utilizes a block-wise
nested technique and a combination of two embedding pat-
terns to overcome this challenge. This method differentiates
from dual watermarking, serving a more multi-purpose func-
tion [26], [27], [28]. Based on the problems in the background
described above, the motivation for this study was to design
a fragile watermarking method that has robust self-recovery
and is capable of authentication with a high level of accuracy.
Therefore this research focuses on double self-embedding to
increase self-recovery and tampering localization capabilities
by embedding the same two watermarks at different locations
so that if tampering occurs at one location, then another
location that contains a watermark without tampering can
be selected for use as a recovery. But embedding a double
watermark can affect the payload so that the watermark is
resized to half of its original size. The resizing process cer-
tainly reduces the information’s quality, so before it is used
for recovery, watermark enhancement is carried out using

the super-resolution convolutional neural network (SRCNN)
method [29]. In addition, nested block techniques and mixed
embedding patterns are proposed. It can be concluded that
this research made several contributions, namely:
1. We apply double self-embedding on fragile watermarking

to improve recovery ability on a wider tamper area.
2. We use FSRCNN-based image enhancement to watermark

quality.
3. Propose a nested block embedding method combining

two scanning patterns, where smaller blocks are used
as authentication blocks to improve tamper localization
accuracy.

4. Propose a method of tamper recovery, authentication, and
localization without auxiliary information.
The remainder of this paper is organized into several sec-

tions. Section II, the study literature and hypotheses for elab-
orating ideas are presented. Section III presents a step-by-step
explanation of the proposed method. Section IV describes the
results and analysis of the method, and Section V contains
conclusions.

II. PRELIMINARIES
A. LEAST SIGNIFICANT BIT (LSB)
LSB is a popular method in fragile image watermarking. This
method replaces the last bit or LSB of the original image
pixels with the bits from the watermark. In the fragile image
watermarking method, if there is even a slight change in
the original image, the watermark will be lost or damaged,
so this method is suitable for applications that require a high
level of security [6], [7], [21]. Literally, the LSB method uses
only one bit, but in its implementation, more than one bit
can be used. The more LSB bits used for embedding will
increase the payload but result in greater distortion [12]. In
research [6], 2LSB embedding or the equivalent of 2bits per
pixel (BPP) consists of 1.75 BPP for watermark recovery
information and 0.25 BPP for authentication. This method
focuses more on recovering information and minimizes bit
authentication information. This makes the authentication
process less accurate. However, because it is implemented in
RGB images, a combination of OR and hierarchical authen-
tication operations are performed to improve accuracy.

Research [7] also used embedding on 2LSB and added
auxiliary information to assist the embedding and extraction
processes. This method is designed to be able to perform
recovery and authentication. This method can recover around
10% of attacks in testing the content removal attack. Mean-
while, the average tamper detection rate is more than 99%
of the average for all attacks. Other research [21] also uses
the Pixel P Air-Wise method combined with Huffman code
and absolute moment block truncation coding with 2LSB
for information embedding. The advantage of this method is
that it can produce a watermarked image with high imper-
ceptible quality, around 46.8dB. In addition, this method is
also designed to perform tamper detection and recovery. In
the tests carried out, a maximum tamper attack of around
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3.44% was carried out and could recover with a quality of
31.8dB on baboon images. But the tamper detection per-
formance of this method only has an average accuracy of
about 86%.

B. BLOCK WISE METHOD
Block-wise is one of the popular methods in the fragile water-
marking method. This method divides the digital image into
smaller blocks for embedding the watermark. The advantages
of this method are robustness against attacks and localization
precision. The block-wise method can detect pixel changes
in each image block independently, making it more robust
against attacks such as pixel changes, deletions, or pixel
insertions intended to damage the image. Each image block
is calculated to have an authentication value separately so
that if a change occurs in a particular block, it can be easily
identified which block has changed.

Several previous methods have also proposed block-wise
based methods such as [8], [16], and [30]. Research [8]
suggested a 2 × 2 block division for the watermark gener-
ation and embedding processes. This method is designed to
perform tamper localization on various general and complex
attacks but cannot perform recovery. With the block-wise 2×

2 technique, this method has high tamper detection accuracy
compared to larger blocks such as 4 × 4, 8 × 8 and 16 × 16.
Research [30], a 2 × 4 block was used with an embedded

payload of 1.5 BPP. The method is designed not only to
perform tamper localization but also to perform recovery.
Basically, the recovery results of this method are not very
excellent, but with the addition of a smoothing process, this
method can recover from a wide range of attacks. Research
[16] proposes a 2 × 4 block size using similar block sizes,
but this research also compares it to a 4 × 2 block to choose
a more optimal imperceptibility. In addition, this method can
perform image recovery with up to 50% tampering.

C. SUPER-RESOLUTION CONVOLUTIONAL NEURAL
NETWORKS (SRCNN)
CNN in image enhancement makes it possible to improve
image quality by producing higher-quality and easier-
to-interpret images. Image enhancement based on super-
resolution (SR) is a form of CNN (SRCNN) to increase
low to high-resolution images with better quality. CNN is
used to learn helpful feature representation of image data by
extracting important features from low-resolution images and
learning how to build high-quality images based on these fea-
tures. CNN used in super-resolution consists of several layers
that can deepen the model’s understanding of low-resolution
images and strengthen important features.

One of the popular CNN models in super-resolution is
Feature SRCNN (FSRCNN) [29]. The FSRCNN method
redesigns SRCNN by adding a deconvolution layer (see
Fig. 1). Thus, the quality can be better than the bicubic
or SRCNN methods. The CNN method can be applied in

the self-recovery process in fragile watermarking. Previous
studies, such as [20] and [31], also implemented CNN in the
recovery process. This is an opportunity to be developed and
applied in self-recovery fragile watermarking.

Section II is divided into three sub-sections, namely
II-A, II-B, and II-C, which have explained the important
methods in each sub-section by reviewing the state-of-the-art
(SOTA). These three things are important and interrelated to
build a hypothesis. It can be concluded that LSB is a popular
method and has proven suitable for fragile watermarking.
Still, in this case, it is necessary to be wise in determining the
payload and the number of LSB bits used because it affects
the quality of imperceptibility. While the implementation
of the block-wise method based on LSB also needs to be
considered because this determines the authentication capa-
bilities and security of the watermark bits, with block-wise
size variations, of course, it can make embedding not skewed
towards certain capabilities but can also excel at more than
one capability, namely accuracy and embed space. Finally,
it was explained that the super-resolution method improves
the visual quality of images when enlarged in size, this is very
useful for the self-recovery process and has been tested in
several related SOTAs. Based on these literatures, a method
is proposed that combines these methods, in more detail in
Section III.

III. PROPOSED METHOD
This study proposes the LSB method with 2 BPP payloads
embedded in the last 2 LSB. In addition, it uses a nested
block-wise technique with a combination of two embedding
patterns. Meanwhile, to improve the recovery process, it is
combined with FSRCNN to improve its quality. A more
detailed explanation of the proposed method is presented in
several subsections below.

A. AUTHENTICATION AND WATERMARK BIT GENERATION
The input needed at this stage is the cover image and the
sender’s secret key. The secret key can be a text password or a
digital signature file. The output at this stage is the watermark
bits (wb) and the authentication bit (aub). The watermark
will be an image generated using the bicubic method from
the cover image. This watermark image will later be used
as one of the inputs for recovery. Bicubic is an interpo-
lation technique that produces smoother and higher-quality
images when reducing the image size. The Bicubic works
by calculating the pixel values of blocks around the inter-
polated pixels. Bicubic calculates a third-order polynomial
that passes 16 neighboring pixels from the interpolated pixels
because this study uses a 4× 4 kernel [32], [33]. This method
was chosen because it has relatively lighter and simpler com-
putations. In more detail, the resizing steps with the bicubic
algorithm are as follows
1. Determine the size of the resized image. In this case, it is

a quarter of the size of the original image because it will
be embedded twice in the cover image.
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FIGURE 1. FSRCNN structure [29].

2. Calculate the values of 1x and 1y using Eq. (1).

1x = (w− 1)/(w′
− 1)

1y = (h− 1)/(h′
− 1) (1)

where w and h are the width and height of the original
image, andw′ and h′ are the width and height of the resized
image.

3. For each pixel (x ′, y′) in the resized image, calculate the
pixel coordinates that match the original image using
Eq. (2).

x = x ′
× 1x

y = y′ × 1y (2)

4. Determine the 4 × 4 pixel kernel around the pixels (x, y)
in the original image.

5. Calculate the third-order polynomial coefficients for
each pixel in the kernel using the bicubic interpolation
technique.

6. Calculate the pixel intensity at position (x ′, y′) in the
resized image using Eq. (3).

f
(
x ′, y′

)
=

3∑
i=0

3∑
j=0

ai,jxijyji (3)

where f
(
x′, y′

)
is the pixel intensity at the position

(
x′, y′

)
on the resized image, ai,j is the third-order polynomial
coefficient calculated by bicubic interpolation technique,
xi = max(0, 1 − |x ′

− i|), and yi = max(0, 1 − |y′ − j|),
x ′ and y′ are pixel coordinates in the resized image, i and
j are pixel indexes in the 4 × 4 pixel kernel around (x ′, y′)
in the original image.

7. Repeat steps 3-6 for each pixel to resize the image.
8. Perform scrambling on the resized image using Arnold

transform. Use Eq. (4) to perform Arnold transform.[
x ′

y′

]
=

[
1 a
b ab+ 1

] [
x
y

]
mod M (4)

where Arnold transform is performed for several itera-
tions, resized image dimension is M × M , a, and b are
integers as parameters.

9. Get the watermark image w, and convert into binary form
to watermark bit (wb).
Meanwhile, the aub is generated from the private key

inputted by the sender, and the SHA-512 hash operation is

performed. Because the length of the hash output wants to be
extended as needed with the following steps:
1. Set aub from the hash data using an SHA-512 algorithm.
2. Convert the hash data to a character array and store it in

cAuth.
3. Initialize an empty string variable tempAuth.
4. Loop through the cAuth data by pairs of 2 bytes, and for

each pair:
a. Hash the pair using the same algorithm used in step 1.
b. Convert the resulting hash to a character array.
c. Append the character array to the tempAuth variable.

5. Initialize another empty string variable fAuth.
6. Loop through the tempAuth data by chunks of 7 bytes, and

for each chunk:
a. Hash the chunk using the same algorithm used in step 1.
b. Convert the resulting hash to a character array.
c. Append the character array to the fAuth variable,

as long as the fAuth variable length is less than the
number of pixel/8.

7. Convert the first number of pixel/8 characters of the fAuth
variable to binary format.

8. Reshape the binary data (aub) into a row vector with the
length of the same number of pixels.

B. NESTED BLOCKS EMBEDDING
At the embedding stage, the cover image, wb, and aub are
required for input. The embedding is carried out using the
LSB method with a combination of two patterns, namely
zigzag and Morton, based on nested blocks. The purpose of
this stage is to get a safe pattern on 2LSB to store aub and
double wb, so that later it can be more accurate in tamper
localization and improve self-recovery processes. As an illus-
tration, you can see Fig. 2.

In detail, the embedding stage illustrated in Fig. 2 is
described as follows:
1. Delete the two LSBs in the cover image (I ). In this process,

the last two LSBswill be zero. For example, the following:
Original Pixel Value Binary Value
149 1 0 0 1 0 1 0 1
After deleting two LSB Binary Value
148 1 0 0 1 0 1 0 0

2. Divide the cover image into four parts of the same size,
see Fig. 2.
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3. Take the first part, then do a 4× 4 zigzag scanning pattern.
4. Divide the 4 × 4 block into two parts with a size 2 × 4 for

odd sequences and 4 × 2 for even arrangements. Embed
the wb on the second LSB according to the Morton pattern
order in Fig. 2

5. Based on step 4, attach the aub to the LSB with a block
size 2 × 2 according to the Morton pattern order in Fig. 2.

6. Repeat steps 3 to 5 until all blocks in the first part are
pinned. Each part of the cover image will be embedded
with half of the watermark image for the record.

7. Repeat steps 3 to 6 for the second, fourth, and third parts,
and then the two watermark images will be completely
embedded in the cover image.

8. Watermarked image (I ′) is obtained.
For the record, because there are double wb, half of the wb

embedded in part 1 is embedded in part 4, and thewb in part 2
is half embedded in part 3.

C. WATERMARK EXTRACTION AND TAMPER
LOCALIZATION
Extraction in the proposed method can be done blindly. The
required inputs are the cover image and secret key. While the
resulting output is a watermark image for recovery, tamper
localization (if not authentic). In detail, the extraction stages
are presented as follows:
1. Read the watermarked image, and divide it into four large

parts like the embedding step.
2. Input the secret key, then perform a hash operation to

generate aub.
3. Extract aub (aub′) and wb, respectively on the LSB and

LSB of the two watermarked images according to the
embedding pattern on each part.

4. Compare the corresponding aub and aub′ in each 2 ×

2 block. If one of the bits is not the same, mark it with
a block value of 1, and for a block that is exactly the same,
mark it with a value of 0.

5. On the other hand, since there are double wb, compare the
wb of each part. Choose authentic wb based on authentic
2× 2 blocks. If the twowb’s are not authentic based on the
block, perform hierarchical authentication of the wb bits
based on the appropriate aub bits, and arrange them based
on the bits that are close to authentic. As an illustration,
to get authentic pixels wb see Fig. 3.

6. Repeat steps 3, 4, and 5 until all blocks are inspected and
a tamper localization (mt) matrix is formed, and wb′ is
obtained as extracted watermark bit.

7. If all the pixels of the mt matrix are 0, then the water-
marked image can be declared authentic.

8. Group every eight wb′ as the extracted watermark image
(w′) pixel value, then reshape it into a matrix with the size
of a quarter of the cover image part.

D. SUPER-RESOLUTION RECOVERY
This stage aims to improve self-recovery results. Super-
resolution was required because of the reduced watermark,
which needed to be restored to a better quality. The input

necessary at this stage is a tampered watermarked image, mt ,
and w’, while the output is a recovered image (ri). In more
detail, the steps at this stage are:
1. Perform an inverse Arnold transform operation on the

extracted watermark using Eq. (5), where the parameters
and the number of iterations used must be the same.[

x
y

]
=

[
1 a
b ab+ 1

]−1 [
x ′

y′

]
mod M (5)

2. Enlarge ×4 on w′ using FSRCNN so the size of w′

becomes the same as the cover image.
3. Find tampered areas on the watermarked image based on

mt guidance. The tampered area is marked with a value of
1 in the mt matrix.

4. Replace the tampered pixel value with the appropriate
pixel w′ value

5. After all tampered pixels are replaced with a recovered
watermark image, get a recovered cover image.

IV. RESULTS AND ANALYSIS
Several standard images from SIPI [32] were used to test
the proposed fragile watermarking method at this stage. As
for the super-resolution process with FSRCNN, we added
the Bossbase [34] dataset for the learning process, but in
this case, this is not discussed in detail because FSRCNN
is just being implemented. First, the watermarked image is
measured by the peak signal-to-noise ratio (PSNR) and struc-
tural similarity index (SSIM). These two assessment tools
are used to determine the quality of the proposed method’s
imperceptibility. PSNR is calculated using Eq. (6), while
SSIM uses Eq. (7). Both of these measurement tools are
measurement tools that require a reference so that the original
cover image is compared with the watermarked image. The
greater the PSNR value indicates, the smaller the ratio of
embedded noise that distorts the image. The SSIMvalue close
to 1 is the better SSIM value, and conversely, close to 0. The
better SSIM indicates that the image structure is identical to
the original image.

PSNR = 20log10

 max√
1
WH

∑W
x=1

∑H
y=1

(
Cxy − Sxy

)2
 (6)

SSIM =

(
2µCµS + (p1D)2

) (
2σCS + (p2D)2

)(
µ2
C + µ2

S + (p1D)2
) (

σ 2
C + σ 2

S + (p2D)2
)

(7)

whereC is the cover image, S is the watermarked image,W is
the width of the image, H is the height of the image, µ is of
luminance intensity, σ is the standard deviation of contrast,
p1 and p2 are stabilizing parameters with values 0.01 and
0.03, respectively, D is the dynamic range of pixel value.
Based on the PSNR results presented in Table 1, it can be

recognized that the imperceptibility quality is not the best.
However, the entire image is over 40dB, which means that the
imperceptibility quality is excellent [5]. In addition, the SSIM
value presented in Table 1 also produces excellent values,
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FIGURE 2. Proposed nested blocks embedding patterns.

FIGURE 3. Watermark bits extraction and checking technique to select authentic bits.

TABLE 1. PSNR and SSIM results and comparison of watermarked image.

with overall results above 0.98. The SSIM value is very close
to 1 and is classified as excellent. Besides the imperceptibility
quality with PSNR and SSIM, in Fig. 5, the results of the

watermarked image, original cover image, watermarked, and
histogram are presented. The histogram indicates impercep-
tibility, where the histogram between the cover image and
the watermarked image is increasingly identical, indicating
that the embedding effect does not significantly affect the
histogram quality. As shown in Fig. 5, the histogram between
the cover and watermarked images is visually similar to the
number of overlapping bins histograms.

Tamper detection ability and localization are more impor-
tant in fragile image watermarking. The evaluation metrics
commonly used in the tamper detection of fragile water-
marking are the True Positive Rate (TPR) and the False
Positive Rate (FPR). TPR is the ratio between the number
of watermarks that are detected as true (true positive) com-
pared to the number of watermarks that should be detected
as true (true positive) in a tampered image. In other words,
TPR measures how well the fragile watermarking tamper
detection system detects changes in an image marked with
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FIGURE 4. Self-recovery scheme.

a watermark. Meanwhile, FPR is the ratio between the num-
ber of incorrectly detected as modified (false positives) and
the number of watermarks that should not be detected as
modified (true negatives). High TPR results indicate that
the system can detect most changes in images marked with
watermarks, while low FPR results mean that the system can
minimize errors in identifying images that have not changed
tampered images. Fig. 6, 7, 8, and 9 present samples from the
tampering test performed, while Table 2 presents the results
of TPR and FPR measurements. Fig. 6, 7, 8, and 9 show
samples of tampering from various attacks such as content
removal, object removal, collage, and crop. The percentage
of tampering varies from less than 1% to 50%. But visually,
it appears that the recovery results are excellent. This is due
to the double self-embedding watermark performance. The
localization of the small tamper area results in Fig. 6 and 7 can
reach ≈100% for TPR and ≈0% for FPR. In Fig. 8 and 9, the
TPR is 97.89% and 95.56%, and the respective FPR values
are 0.01% and 0.78%.

The results presented in Table 2 show that the resulting
TPR and FPR values are outstanding. The proposed method
can perform tamper localization with very high accuracy. The
TPR value can be more than 95%, and the FPR is less than
1%, see Table 3. The recovery capability is also relatively
stable, with tampering reaching 50%. The recovery quality
can be more than 36 dB. The difference in recovery quality

TABLE 2. Average TPR, FPR, and Recovery results after tampering.

TABLE 3. Comparison of tamper detection and localization with previous
method.

at 5% to 50% tampering is only 3.87dB, see Table 4. With
a tampering rate of 50%, the proposed method is superior
in recovery quality [16], [17]. This is caused by a combina-
tion of embedding double watermarks and super-resolution
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FIGURE 5. Results of Watermarking Scheme {(a, d, g, j) Original cover image, (b, e, h, k) Watermarked image, (c, f, I, l) Histogram of both}.

techniques. As additional evidence, an ablation study was
carried out especially to find out how significant the effect

is with and without super-resolution for the recovery stage.
The proposed method without super-resolution is replaced
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FIGURE 6. Sample of content removal attack ≈ 0.47% {(a) watermarked image, (b) tampered image, (c) tampered area, (d) restored image}.

FIGURE 7. Sample of collage attack ≈ 1.69% {(a) watermarked image, (b) tampered image, (c) tampered area, (d) restored image}.

FIGURE 8. Sample of object removal attack ≈ 30.17% {(a) watermarked image, (b) tampered image, (c) tampered area, (d) restored image}.

FIGURE 9. Sample of crop attack 50% {(a) watermarked image, (b) tampered image, (c) tampered area, (d) restored image}.

by the standard bicubic method. The test results are pre-
sented in Table 5, showing that super-resolution significantly

affects the self-recovery stage with a PSNR difference of
around 5dB.
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TABLE 4. Comparison of recovery quality with previous method.

TABLE 5. Average recovery quality results after tampering with and
without super-resolution.

V. CONCLUSION
This study proposes a fragile watermarking method with a
double self-embedding technique to perform authentication,
tamper localization, and recovery. The consequence of a dou-
ble watermark is magnifying and can affect the quality of
imperceptibility. Because of this, the watermark needs to be
reduced. However, a smaller size results in a reduced water-
mark quality and can affect the quality of the recovery. Then
use image enhancement on the watermark using FSRCNN. In
this way, the proposed method can maintain recovery quality
even in a relatively large tamper area. Two watermarks can
be checked, and one can choose which is more authentic.
To improve the security of embedding watermarks, a nested
block-wise embedding technique is used with a combination
of zigzag and Morton and Arnold transform patterns on the
watermark before embedding. The test results prove that
the proposed method can work well for the authentication,
tamper detection, and recovery processes. Payload is proven
to be able to produce an excellent performance. In future
research, this method can be combined with the autoencoder
method to generate watermarks.
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