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ABSTRACT This paper is concerned with the joint state and input estimation problem for linear discrete
time-varying systems over peer-to-peer sensor networks, in which deception attacks are taken into account.
By resorting to singular value decomposition, a local estimator structure is proposed to jointly estimate
the system states and unknown inputs. Then, a distributed state estimator is constructed by fusing local
estimates and covariance matrices. In addition, a sufficient condition is provided to ensure the uniformly
bounded estimation error (in mean square) in each node. Finally, a numerical example is provided to show

the effectiveness of the proposed estimation algorithm.

INDEX TERMS Distributed estimation, sensor networks, unknown inputs, deception attacks.

I. INTRODUCTION

For several decades, the problems of distributed state esti-
mation/filtering have received great research attention due
primarily to the widespread application of various sensors.
In general, the distributed state estimation (DSE) over a sen-
sor network refers to estimate the states of a dynamical system
by utilizing measurements acquired by all sensors. Up to
now, many elaborated DSE strategies have been reported,
including distributed Kalman filtering [1], [2], distributed
Hy, filtering [3], [4], distributed set-membership estima-
tion [5], [6], distributed moving-horizon estimation [7], [8]
and so on.

In the context of DSE, significant developments have been
made by designing distributed estimation algorithms under
minimal requirements, such as consensus-on-measurement
estimator [9], [10], [11], consensus-on-information (CI)
estimator [12], [13] and information weighted consensus esti-
mator [14]. The interested reader is referred to the above-cited
papers and references therein for the related developments.
In particular, the CI estimator performs a consensus on the
information matrices and the information vectors such that
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the estimation algorithm is convergent even if only one con-
sensus step per iteration is performed [12].

In many practical systems, the statistical properties of some
external disturbances are generally unknown and cannot be
approximated to Gaussian distributions. In this case, such
disturbances, which can be regarded as exogenous inputs, are
likely to result in unreliable estimates when Kalman filter
and its extended versions are enforced. As for the state esti-
mation with unknown inputs, an optimal minimum-variance
unbiased (MVU) filter has been originally developed in [15],
only taking into account the unknown inputs appearing in the
state equation. In [16], a simultaneous state-input estimation
scheme has been proposed to design the MVU estimator
for linear systems with direct feedthrough. In [18], the sin-
gular value decomposition technique has been exploited to
construct the MVU estimator with a milder requirement on
the direct feedthrough matrix than that in [16]. Based on
the results in [16] and [18], an optimal three-step recursive
filter has been proposed for time-varying systems with direct
feedthrough [19].

On the other hand, the security problems are inevitable
for a sensor network duet to its complex application envi-
ronment [20], [21]. To withstand and mitigate the impacts of
certain types of attacks on system performance, an efficient
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remedy is to formulate distributed secure state estimation
schemes. In this case, the distributed secure state estimators
are designed by modeling attack signals as disturbances with
known bounds [22], [23] or well-defined statistical proper-
ties [24]. Nevertheless, it is intractable to obtain a priori
knowledge on the attack signal, in the presence of intel-
ligent attackers which inject false data into measurement
channels without following specific statistics [25]. In this
sense, a computational efficient recursive state estimator
has been developed in [26] to deal with the distributed
secure estimation problem with unknown deception attacks,
using innovation analysis and the projection technique in
Krein space. In [27], a state-input secure estimator has been
designed for the unknown attacks appearing simultaneously
in controller-actuator channel and sensor-controller channel.
To the best of authors’ knowledge, there have been very
few results in the literature on the distributed state and input
estimation under deception attacks, which constitutes one of
the motivations of our current investigation.

Motivated by the above discussions, in this paper, we con-
sider the joint state and input estimation subject to deception
attacks. Following [16] and [19], a joint estimator structure
is developed to simultaneously estimate the system states
and unknown inputs by using singular value decomposition.
Then, the DSE algorithm is designed by combining local
estimates and covariance matrices from neighbors in a convex
manner. The main contributions of this paper are summarized
as follows:

1) Based on singular value decomposition, a novel dis-
tributed state estimator is developed against unknown
inputs and deception attacks.

2) A sufficient condition is provided by showing that the
estimation error in each node is uniformly bounded in
mean square.

Notations: R denotes the set of real numbers. Given a
matrix P € R™*" pT PT, and rank(P) represent its transpose,
Moore—Penrose pseudoinverse and rank, respectively. Given
a square matrix P € R, P~! and tr(P) are its inverse and
trace, respectively. Let || - || denote the induced matrix 2-norm
or the Euclidean vector norm. Given a vector x € R” and a
positive definite matrix Q € R"™", |x|lq = vxT Qx is the
Q-norm of x. [x1;...; x,] stands for the vertical concatena-
tion of vectors xi, ..., X,, and for a random variable a, [E{a}
stands for its expectation. Finally, I and O represent the iden-
tity matrix and the zero matrix with appropriate dimensions.

Il. PROBLEM FORMULATION

The sensor network considered in this paper is described by
an undirected graph G = (N, &, ), where V' = {1, ..., N}
isa vertex set, £ C N x N isanedge setand IT = [miilnxn 18
a weight matrix. The elements 7r;; are nonnegative and satisfy
that w;; > 0if (i,j) € £ and m;; = O otherwise. The edge
(i, ) € &€ from node j to node i means that node i can receive
the information from node j. For each node i € N, denote
its in-neighbor set as N; £ {j : (i,j) € &}. Let D(G) define
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the diameter of graph G (i.e., the maximum distance between
any two vertices in V). In the sequel, it is always assumed
that the network does not contain self-loop (i.e., i ¢ N;) and
the graph G is connected throughout the paper.

Consider a class of linear discrete time-varying systems
described by

; ; . 1
Vi =Cixi +v, €N, W

[ Xk1 = Akxy + Grdy + .,
where x;; € R is the system state to be estimated, d; € R"™
is the unknown input term, yj'( € R™i is the measurement
output of node i, wx € R™ and v, € R™i are uncorrelated
zero-mean Gaussian noises with covariances Q; > 0 and
Rf( > 0, respectively, Ay, Gy and C,i are real-valued time-
varying matrices with appropriate dimensions. Then, let us
take into account the situation in which an adversary is capa-
ble to corrupt the measurements transmitted from the sensor
to the estimator. In this sense, the attacked measurement
yi' € R™i can be described by

' =y, +Hak, ieN, 2)
where a; € R™ is the unknown deception attack signal
and H ,é is a real-valued time-varying matrix with appropriate
dimension. In this work, we assume that both d and a; are
uniformly bounded for any £ > 0 and no information is
available for them.

Remark 1: In this paper, the attacker is assumed to be
capable of injecting deception attacks into all nodes in the
whole sensor network. For the sake of simplicity, the injected
deception attack in each node i € N is dependent on the
unknown signal @ in (2), and such an attack model can
be found in [26]. In addition, the results in this paper can
be easily extended to the case in which measurements of
different sensors are corrupted by different attack signals,
by replacing a with a};.

By integrating the unknown input term di and the decep-
tion attack signal a; into a new vector u; (i.e., up :=
[dy; ar] € R"T"a), the attacked system is described by

X1 = Axxx + Grug + wg,

" . _ . 3
o' = Cpxx + Hyug + vy, 3

ieN,

where G = [Gy 0] € R™>" H} = [0 H{] € R™*™, and
n, = ng+ng,. Without loss of generality, it is assumed that the
condition ny, > n, holds forany i € N, which means that the
number of channels for yZ’i is equal to or larger than that of
channels for uy.

lil. DISTRIBUTED STATE AND INPUT ESTIMATION UNDER
DECEPTION ATTACKS

A. MEASUREMENT EQUATION TRANSFORMATION
Inspired by [18], [19], we transform the measurement equa-
tion in (3) into a new form, which can be divided into two
components: one with an unknown input term and the other
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without unknown input. To this end, define p; x := rank(H})
and apply singular value decomposition to H,

_ . . E 0 Ei 0 i,T
Hli:Uli|:0 Oi| _[UlkU2k][0 0][ zTi|*

2k
c Rnylx(n\, Ptk) Vl —

where U1 , € Rk Uh
R™u*Pik V2’ x R”"x(”“_f"k) both Uk and Vk are unltary
matrices, E,i € RPikXPik jg a diagonal matrix of full rank.
Further, let us define two orthogonal components of iy as

i _ yiT i _ yiT
Upp = Vl,kuk’ U = szkuk.

Following the fact that V,iV,i’T = [, we obtain u; =
Vll,kull,k + Vzl,k”lz,k- Then, system (3) is rewritten as

xk+l = Agxy + Gl kul P G2 kM2 ¢ T Ok,

“
vl =Cixi +Hi jul  +vp, P€N,

i i _ Vi 0 — v —
where G k= GkV1 e Gz,k = Gsz,k and'HLk = ITI;{VU'< =
UlykE;(. Using a nonsingular matrix T; = [T} ;;T,,],

a,i -
we decouple the measurement y,” into two components
7) ; € RPikand 25, , € RMiTPik e,

1 1
D,k 2.k 2,kyk
Uy RLUS k(

LT i i T
Ii = [I,,,.,k — U R U3 (U RUS )™ IM Uy }
0 I(nyi*pi.k) U

Then, the transformed z"l  and zé i are

g = Cp e + Zpu g+ Vg ®)
2 = Co Xk + V3 g (6)
i _Ticici =T i =
where €y = T, Cp, Gy = T, G = UZka’ Vi =

i i i i T
1.k Vk and Vyp =To v = Uyy v

B. JOINT STATE AND INPUT ESTIMATION UNDER
DECEPTION ATTACKS

In this subsection, a recursive estimator structure is presented
to deal with the joint state and input estimation in node i € N

f”i,k = Mfk(zlik_ci,kfli)

%,k—l = Mzk(zzk Cékfcllcm 1)

)%Iilk 1= Ak 15y + Gyl gy N
& = xk|k 1+G2k 1”2k 1

& = '+ KO — CIE,

where 12’1 , and ﬁé,k_  are the estimates of u’l  and ul2 1>
respectively, x *’ and fc}(" are the propagated and updated
estimates of xk, respectively, )Ac,’{ is the fused estimate of
Xr (see (21) in the fusion step below), M{’k € RPikXPik
M i€ ROw=Pi )Xy, =pik) and K’
gain matrices to be designed.

R™>™M; gre estimator
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In addition, to facilitate the subsequent estimator design,

we define )?,’:i :—Txk — xk ,xk = Xy ; xk ,xk = X; — )TAc,’(,
. ~ %[ ~I, z z 2 '~l
= E{ gy P = E{x; 1 P’ = E{x;x;" 1,
ul‘k = ul’k u]’k and ”2,k = uz’k ”2,k' In the sequel,

we obtain that from (7)

iy g = M (CLaF + Ziadh g +vi ), ®)
ity oy = My 1 (CopAr1B_y + Cy Gl oy gy
+ C 4 Gh gty g + Ch k-1 + ). (9)
To ensure the unbiasedness of 12’1 ¢ and 12’2 k_1- it is required
that

Mli,kzlic =1, Mﬁ,kcé,kéé,k—l =1 (10)

T A
Next, defining U = g

ioni ~i
ext, - C]’kxk and Dk
l ol
Cz,kxk|k—1’ we have

s i i
Ty = Ll g e g
i i i i i
D =Co Gty gy + €k
i i i i i ~i
\ivnere € = Cl’kxk + ik and e = 2,k(Ak—1xk—1 +
’Lk_lﬁ’l’k_l + wi_1) + Ué,k‘ Based on the unbiasedness of

state estimates, we have E{e’l’k} = 0 and ]E{e’z,k} = 0, and

the corresponding covariances are
i
S,k _E{elk }_Cl kPkC Ry
=i > —
Sk = E{e2,ke2,k} = C2,kPk|k71C R

where lk =
]E{VZkVZk}_

E{v] vlk} =
l
Rl 2k = Uszl é,k’

i —
Rle k> 2,k T

Pk|k L =A P AL+ 04
Ak 1= Ak-1 — G] k—lMl k— 1C1 k—1>
Qi1 =1+ Gl,k—lMl,k—lRl,k—lMll.lz—lGg’,jl;—l
Furthermore, by applying the well known generalized least

squares estimate [17], the gain matrices M| , and M} , in (7)
are determined by

. T o

Mi = [Zi(E ) ‘Ei] SE T =T an
-1

M2k_g2k 1G2k 1€ (qu) , (12)

where G5, =[Gy Cy3(8507'C} Gy, 17! In
(12), it is intractable to calculate the exphclt expression of

;{7 | because the cross correlations between different sensors
are unknown in this paper. Hence, the gain matrix M, , is

substituted with M} , given by

—1
M, =Gy 1G2k € ("‘Zk) ; (13)
where
L i =i —1
gz -1 = [sz 1 (uz 0 CékGlZ,kfl] ;
TS T |
C‘zk = lk"‘;cU2k’ g = Ci P, k—1Ce + Ry

Pk|k | =A_ P 1A 1+Qk 1
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Then, the recursive estimator structure in (7) is rearranged as

A g i
Uk = M1 k(Zlk Clk 0)

”'z,k—l = Mzk(ZZk _C2kxk|k 1)

Y1 = Ak 1 1+G1k 1”1,k71 (14)
) _

e = 1+G2k71u.2,k'71

)'ell{,l — A*I+Kk(yk Cllc)%;ckl)7

and the condition in (10) is converted into M i kE,i = I and
Mékcgkégk ; = 1. From (14), we have &t} , = —M{ ;€| ;
and u u2 ] =~
To sum up, the propagated and updated estimation errors
are given by
X = AeiFoy + Gl il g+ Gh ity o
= (I = Gy M5, kC2 DAL F + o)
- sz 1M2 kV2 k> (15)
= (I — K{COX — KLU}  Shul ;. — K{vi., (16)
where d’lic—l = wp_| — Gil k—lM{ k—l”i —1- According to
(11), we have
G\ (M Ti, =[Gy 01([0 H[ ]
x [ = RUS 1 (Uy i RiU3 )~ Uy 1 = 0,
which implies that @ wk = wk,Ak = Ay and Qk = Q. Without
loss of generallty, we assume K U { « = 0 such that the local

estimate xk is unbiased. Then, the propagated and updated
error covariances are derived by

= - _lz,k—lMﬁ,kcé k)P;dk = Glzzc 1Mﬁ,k
x Ch )+ Gh M5 RY My GsY o (1T)
= (I — K,CHP(I — K{CDT + KiRLK}"
+ (I = K{CDGh M5 Uy RiK T
+ KIRLUS My G5 (1 — KLCDT. (18)
C. DISTRIBUTED STATE ESTIMATION -
First, let us define P;" as an upper bound on P}’ forany i € .

Then, the fused estimate and covariance are computed in a
distributed manner:

P _1
P = [m,i(l_’}c‘l)_l + z ni,j(PQ])_l} (19

JeN;
W, = m i PL(P)7 j e Ny Uil (20)
d=wr > wla 1)
jeN;

where W,ﬁ’J ,J € N; U {i} is the fusion weight matrix.

To present the convergence property of the proposed
DSE algorithm, the following consistency definition is intro-
duced [12].

Definition 1: For a random vector x, let X be an unbiased
estimate of x and P be an estimate of the corresponding error
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covariance. Then, the pair (x, P) is consistent if
E{(x —%)(x -5} < P. (22)

Now the consistency of the pair ()Ac,’{, I_’f{) is shown by check-
ing whether the condition P} < P; holds.

Theorem 1: Considering the estimator structure in (14)
and the fusion scheme in (19)-(21), the pair (fc,l(, P},) is con-
sistent, provided by

Py = A 1P (AL + Ok, (23)

v = =Gy M C Py (I — Gy | My
x Ch )" + G’z,kf1Mﬁ,le2,kM§,zG;,7l;—17 24
= (I — KLCDHP{ (U — K[CH" + KIRL K"
+ (I = KOG 1Mﬁ',kU£',£R§<KI?T
+ KR US My G5l (0 —KlChT.  (25)
Proof of Theorem 1: From (19)-(21), the fused estima-
tion error is given by

}~Cll< Zxk Pk|:7r”(P’ l)_ B! + Z nlJ(P”) lx”]
JjeN;

= P mi (PO "5+ D mi (P lx”]
- jeN;

Further, the fused error covariance is obtained that

PL—PE [m,,@z’) EAEDY mﬂ“;;j)‘ii”}

JeN;
. oaTy
|:7'[l z(Pl 1)—1 11 z ni’j(pia])—lillc,J} ]P;(
JjeN;
1-. o o B
= EPL[ Z Z ”i,j”i,f[(PZJ)*I]E{)}]’(’J)}]/;/I}(PZJ)A
jeN teN

I (pi, ) 1E{~M 0.t T}(PZ - 1]]1_)1
PA| 3w B 7
jeN
Since E{)”c,’;’jfc;;’j’T} < f’?{f for any j € NV, we have

P < p;;[ 3 n,-,,-(ﬂ,;fw]p;; _ P
jeN
This completes the proof. ]

D. ESTIMATOR GAIN DESIGN
Now we are in a position to provide the filter gain Ky ! by
minimizing the trace of Pk We rearrange (25) as

Py =Pl +KEKT —KispT —Sik[T, (26

where

i i i Vil i, T\ =i i Vil i,T
k= (I - CkGZ,k—IMZ,kUZ,k)"‘k([ - Ck 2,k—1M2,kU2,k )

o
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i pri T A i i T pi
Sk = Pk G = G My Uy Ry
and 2 ¢ is defined in (13) It can be seen that 2 % is singular
since I — Ck Gk_lM U2 ¢ 18 rank deficient, and the optimal
filter gain K,é is in general not unique. In this case, the gain
K ,i 18 rewritten as a new form [17]

K = KT,

Rh"‘X"‘z is an arbitrary matrix ensur-
is nonsingular and #;; = rank(/ —

where 1",; €
ing that I E}( Zk
CiGr 1M} U2k) o
Lemma I: Under the condition K; U; , = 0, the optimal
filter gain K ,ﬁ is derived by
K =Sieid —vieh) =siqd —elwhel, (27
such that the trace of 13;;’[ is minimized for any i € N, where
e, =ri i Eirihy='ri,
A 4 i
v = Uf,k(ULk@ka,k) U
Proof of Lemma 1: To minimize the trace of I_ij subject
to the constraint K; U; , = 0, a Lagrange multiplier A} €

R™*Pik g exploited. In view of (26) and K,i = I?,iF,i, the
Lagrangian is constructed as

(P}, + KL E T KT — Kirisy”
— SiryTKET - 2kiTiUL AT

Then, take the partial derivative of it with respect to K ,ﬁ and
let the derivative be zero

Fii i i T i i T iy T i T
Kirigiry" —siry" - ajupir” =o.

Further, the following linear equation is obtained that

[rzgzr;;f rkak][ } [r S,iT]
i i, 1, .
Uri T 0 Ay 0
Multiplying left- and right-hand sides of above equation
by the inverse of the coefficient matrix, the gain K is
derived. _ IR u
Lemma 2: Given T}, = [0 I, 1U; T (81)72, the gain K]
in (27) reduces to
Ki = S{E[1 - Ul (U Ui 07 U B 28)
and the corresponding bound on error covariance is
Py =P —kis;", (29)

where U! k is an orthogonal matrix obtained by using the sin-

and & % 1s defined in (26). ‘
Proof of Lemma 2: Based on the given I'}, we have

rigry’
_ Fri T mi—1 i Cri g TN i
=014, )0 (E)) 2(In,, — C;Go k1M Uy )E
j =i Eiv—d =i T
X (In,, — CiGox 1MUY )T (B2 UL [0 In,, |
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. . .=
=0 Ihi’k]U,i’T(Inyi — (BN GGy
_1 T\ 7 T
[(55{) ety 1] )U,i[OIh,.k]
T I( —hix) 0
= [01n,]U; (Im Uk|: "o o]0k

X Uli [0 Ihi.k]T
= Iny-

Then, substituting the above equation into @}c and rear-
ranging, the following holds

. i1 00/|-; i1
) = (E}) zvk[o ,}U;i’(nk) :

miy—1 10 Siy—1

= (B~ = C{Gax 1 M{US ). (30)
Following ’ =i ®}( = @’ and lIJ @’ lIJ’ = \IJ,i, we have
Py =P —kispT —sia —wiepTeysp"
+ SieLU — viehE I — viep e s;”
=Py —Kis;T + ([ - O + O, v 6}
+ elziel —elvie Eie! — 0!z elviel
+ OLvi6] E e w65
=P —kis;T.
This completes the proof. ]

The DSE algorithm with unknown inputs and deception
attacks is given in Algorithm 1.

IV. STABILITY ANALYSIS

Now, let us take into account the stability of the proposed
distributed estimator. Define the collectively fused estimation
error as x; = [)?kl; )?,iv ] and construct the quadratic
function as V() = > ;o IX] ||(2P,. -

Before proceeding further, we heed to introduce the fol-
lowing preliminary assumptions.

Assumption 1: The system matrix Ay is invertible.

Assumption 2: The pair (Ax, C2 ) is observable, where
Cok £1Ch i CYLL

Assumption 3: The noise sequences w; and v,’; are
bounded in mean square for any k > O and i € N.

Lemma 3: Under Assumptions 1-3, let f’;; be calculated
via Algorithm 1 with the initial condition P6 > (. Then, there
exist positive real numbers 14 and p such that 0 < BI < P;( <
pl forany i € N.

Proof of Lemma 3: In view of Theorem 1, it is obtained
that P}, > P > 0, and thus a uniform lower bound pl on P,
can be readily obtained.

In the sequel, the existence of an upper bound on 1_’2
remains to be proved. From (19), we can write

P~ = mii P 4+ D P
JeN;
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Algorithm 1 Distributed Simultaneous State-Input Estima-
tion

1: Initialize: For any i € N, %} = %, P}, = Py and i‘i,o =
(Z0)~' (@ o — €1 op):
2: fork=1toKdo
> Estimation of u’2k 1
Pk|k I—Ak IPk lA l‘i‘Qk 15
2k _CZkPklk 1Cii+R2k’
g2k 1—[G2k 1C2k(“2k) 1C21<G2k A7l
2k—gzk 1sz 1 Zk(“Zk) £
xklk | =Ak-1% 1+G1k 1l s

A S

Cys 1—M2k(12k Czk flk—1)3
> Time and measurement update
9: xk _xk|k 1+GZI< 1”2k 1’
10: = - Gle 1M2kC2k)Pk|k 1(1 2k 1

XMZkCZk) _+G2k 1M2kR2k ZkGZk 15
11: Sk_P*’C _sz 1MikU2k
12: Ckchlk Gl + R
-
)7 I - CiG; 2.k~ 1MikUl’ );
T & iT &i

14: H_sk LI — U;k(U{_ku;( OTIULEL:
15 & _fc,j"+K (yZ’ — G5
16: P P*’ KS ;
> Distributed fusmn estlmation

-1
17: I_)i = I:JTi i(]_)l’l)_l + Zje/\/ ﬂij(l_)“)_l] ;
18: Wk _JT,]P(P’) ,jENU{l}
19: Wlé l)%;(l + Z]e/\/,- Wk’]

> Estlmatlon of ”1 K
200 M, =(Ep7h
2 iy =My (Ey —
22: end for

ioniy.
1)

Following the facts that P};i < PZi and I_’}; is bounded by
a uniform lower bound, there exist positive real numbers
!, u' > 0 such that

5 1
Py <Pk|k 1_TG2k 1g2k ](g2k - g2k 1G2k 1
T _
<Pl — Pk|k—1Ci,k(cz,kPmk—iCz,k + 1Ry )™
x Gy Pyp_y- (3D

Taking the inverse on (31) and applying the matrix inversion
lemma yields

P = Pl +WH LR )TICS
From (23), the following holds
Piqk—l = A1 (P + AL QA )AL

Since Qk is bounded, there exists a positive real number '
such thatA,{_éle_lA,{_fl < n'P}_,. Then, we have Pic\k—l <
(1+nAk—1P)_ 1AI{—1 . As aconsequence, applying the above
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inequalities yields

PO~ > > mAl (P )T IAL

jeN
+e > O Ry )T, (32)
jeN
where ¢ = min{H—/, —} for any j € A and k > 0. For

sufficiently large k, by recurswely applying inequality (32) L
times, we have

1o L 5 =141
PO~ =" > AT BT A

JeEN
k
k—t,—T
+ > AT,
t=k—L+1
k—t+1 —1 -
X (ZH * CJZ(RIM) Ci,z)Ak 1,e
jeN

where Ax_1 3 = Ak—1Ak—2 - - Asif s <k —lorAy_1 =1
otherwise, and l'[’[” il denotes the (i, j)th element of the matrix
[1™. When L > D(G)+n,, there exists a positive real number
@ such that

P> Z Al 1@(2@

- 1
)Ak 1,0
l=k—L+1 jeN

It is seen that under Assumption 2, the right-hand side of the
above inequality is positive definite. As a result, there exists
a uniform upper bound pI such that P} < pI for sufficiently
large k. ]

We now derive an upper bound on ||)~c,i 41 || B for any
i € N. To begin with, recalling (19) and (21) we can write

Z”w( k+1) ]xl/c{',-l

jeN Py

= Z 7le||xllc+1 H(P” Dl
jeN

= 2 mlAE ol o
jeN

||xk+1 ”(PI —

where the inequality follows the Lemma 2 in [12], and AJ,; as
well as k, are

j A ~ RV J
= - Kk+1Ck+1)(I - Gz kM2 k+1C2 k+1)Ak’

i =0 —Kpy, +1)[(1 G2kM2k+l 2k+l)wk
~ J
— Gy M), k+1"] er] = KL Vi

Following the facts that PZJH = A PLAT + E{K,’;K{;’L} >

r;Aj P’ A] with n > 1 and (Aj )TA is idempotent, we have

kil o < 5 LS |6+ & A IR CE)
jEN

where IZ‘]]< is the least-squares solution of A]kf("/ = /c,i, and such
a solution can be obtained by solving rank deficient linear
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FIGURE 1. The values of unknown input dy and deception attack ay,.

least-squares problems [28], [29]. Under Assumption 3, it is
an easy matter to obtain that the quantities /?,’{, j € N are
bounded in mean square since wy and v,’c are bounded in mean
square. Hence, there exists a positive real number p, such that
E{[I&,°} < p? forany k > O andj € \.

Theorem 2: Let Assumptions 1-3 hold, then the fused esti-
mation error fc,’( in each node i € N is uniformly bounded in
mean square, in that

. N7
lim sup E{||& 12} < _Nooe

k— o0 (\/_ 1)2 G4

with n > 1.

Proof of Theorem 2: From (33), the function V(Xx+1) is
bounded by

V(&k+1) < ;ZZ”!]”XI + i ”(P’) I

ze/\/jeN
2
= 13 sk +
zeN
In the sequel, by defining kx = [/2,&; o E,I{V], we have

V(Xr+1) < %V(fck +k%). Applying the linearity of expectation
and the triangular inequality yields

1 1
ﬂﬁﬂaﬁsj?mwm»+§#mwmy

Since 0 < %ﬁ < 1, the above inequality implies that

\/—,OK
T (M- Dyp DN/
In view of Lemma 3, the following holds
EW@HE&#}]@WI
p ieN
which implies that E{||%] |} < pE{V(%x)}. [ |

lim sup v E{V(xx)} <

k—o00
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FIGURE 2. Actual and estimated values of system states.

V. NUMERICAL EXAMPLE

In this section, a numerical example is exploited to ver-
ify the proposed distributed estimation algorithm subject to
unknown inputs and deception attacks. Let us consider a
linear time-varying system described as follows [30]:

arlk a1k aidk 0.1
Xp+1 = | @21k a2k a3k |xk + | 0.2 | di + ax,
a3lk 32,k 433k 0.1

where

a1k = expl—h + sin(kh) — sin(kh — h)],

apk =0, apr=0,

azy x = 2sinh(0.5h) exp[—1.5k + sin(kh) — sin(kh — h)],

ax x = expl—2h + sin(kh) — sin(kh — h)],

h=0.1,

aynk =0,

az3 x = expl—h + sin(kh) — sin(kh — h)],
Or=10"*%x[100;010;001].

a3 =0,
azx =0,

A sensor network with 4 nodes is used to measure the system
state vector, and the corresponding measurement equation of

each sensor is
Yo' = Cixi + Hlag + v, i=1,23.4,

where
1 _ 1 0 2 2 000
G = |:0 sin(kh) O |’ Ci = 010)
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000 0 00
H! =[0.1;0.11, H} =[0.1;0.2], H} =[0.2;0.1],
H} =[02;02], R =RI=R}=R{=10"*x[10;01].

C,?:|:O 0 1i|’ Cf:[cos(kh) 1.5 Oi|’

The weightis T = [$ 10411 LoollLiloll]
The unknown input signal di; and deception attacks a; have
the forms plotted in Figure 1 (the black solid ones). The
initial state and covariance are set to xop = [0;0; 0] and
Py = diag{0.01, 0.01, 0.01}, respectively.

The estimated values of unknown inputs and deception
attacks are plotted in Figure 1, and actual and estimated states
of sensor nodes i = 1, 2, 3, 4 are shown in Figure 2. It can be
seen that the estimated values can track the actual unknown
inputs, deception attacks and states well, which indicates
that the proposed distributed estimation algorithm possesses
satisfactory performance in state estimation.

In particular, it can be observed that nodes 2 and 3 own
insufficient capabilities to ensure the local observability of
system states, while the collective observability is guaran-
teed by the whole sensor network. In the case, the proposed
distributed estimation algorithm remains to be effective to
estimate the system states.

VI. CONCLUSION

In this work, we have addressed the distributed state estima-
tion problem for linear discrete time-varying systems in the
presence of unknown inputs and deception attacks. By uti-
lizing singular value decomposition, a joint estimator has
been designed to simultaneously estimate the system states
and unknown inputs. A distributed estimation algorithm
has been constructed by combing the local information
in a convex manner. Moreover, the stability analysis of
the distributed estimator has been carried out by showing
that the fused estimation error in each node is uniformly
bounded.

In the present distributed estimation framework, the num-
ber of channels for measurements in each node is equal to or
larger than that of channels for the sum of unknown inputs and
deception attacks. Nevertheless, it is intractable to ensure this
condition when the number of channels for measurements is
too small. As such, the consideration of relaxing this con-
dition is of important theoretical and practical significance,
which forms an interesting direction for our future work.
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