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ABSTRACT Unmanned-aerial-vehicle (UAV)-enabled intelligent transportation system (ITS) is an
advanced technology that can provide various services including autonomous driving, real-time creation
of high-definition maps, and car sharing. In particular, a UAV-enabled ITS can be realized through the
combination of traditional vehicular ad hoc networks (VANETs) and UAVs that can act as flying roadside
units (RSUs) at the outskirts and monitor road conditions from predefined locations to spot car accidents
and any law violations. Notably, to realize these services, real-time communication between UAVs and
RSUs must be guaranteed. However, UAVs have limited computing powers, and if extensive computation is
required during communication, the provision of real-time ITS servicesmay be hindered. Furthermore, UAVs
and RSUs communicate via public channels that are prone to various attacks, such as replay, impersonation,
trace, and session key disclosure attacks. Thus, in this article, a secure and lightweight authentication scheme
is proposed for UAVs and RSUs using the blockchain technology. The proposed scheme is analyzed using
informal and formal methods including Burrows–Abadi–Nikoogadam (BAN) logic, automated validation of
internet security protocols and applications (AVISPA) simulation tool, and real–or–random (RoR) model,
and its performance is compared with that of related schemes. The results reveal that the proposed scheme
is more efficient and secure as compared to the other competing schemes.

INDEX TERMS Blockchain, wireless communication, unmanned aerial vehicle, lightweight authentication,
physically unclonable function, security.

I. INTRODUCTION
Intelligent transportation system (ITS) [1] is a technology that
scientifically automates the operation of the transportation
system to improve efficiency and safety. Through ITS, var-
ious services such as autonomous driving, real-time creation
of high-definition maps, and car sharing can be realized.

The associate editor coordinating the review of this manuscript and

approving it for publication was Jiankang Zhang .

These services are provided through various interactions such
as V2I (Vehicle-to-Infrastructure), V2V (Vehicle-to-Vehicle),
and V2P (Vehicle-to-Person), and the ultimate goal is to real-
ize complete full automation driving [3]. So far, conditional
automation has been partly implemented, and the realization
of high automation and full automation is expected in the near
future.

However, there are still some difficulties in realizing a high
level of autonomous driving. For the first reason, vehicles
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generally have a limited field of view [4], [5], and the raw
data available from vehicles have low qualities which are
unsuitable for high-level autonomous drivings. For the sec-
ond reason, Equipping RSU in all suburban and rural areas is
expensive and inefficient, ITS services is available to vehicles
driving in non-RSU-equipped rural areas. Unmanned aerial
vehicles (UAVs)(i.e., drones) can be a solution for these
problems [6], [7]. For example, UAVs can be deployed on
congested roads with limited vehicle visibility to monitor
road conditions. Furthermore, UAVs can be deployed in rural
areas and can act as gateways between vehicles and RSUs to
provide real-time ITS services. UAV-enabled ITS has a lot of
potential and is developed actively.

However, UAVs and RSUs communicate via wire-
less channels that are prone to replay, man-in-the-middle
(MITM), impersonation, node capture, and other attacks [8],
[9], [10]. In the events of such attacks, misinformation can be
transmitted to the vehicles, resulting in traffic paralysis and
car accidents. Thus, to ensure secure communications against
such attacks, a mutual authentication protocol between UAVs
and RSUs must be designed. However, the characteristics of
the environment should be carefully considered when design-
ing a suitable protocol. The primary concerns in this regard
can be summarized as follows:
• UAVs are mobile, and these devices frequently authenti-
cate with different RSUs. UAVs have limited computing
powers [11], [12]. Hence, if extensive computations are
required by UAVs during the authentication phase, the
UAVs become overloaded, and providing real-time ITS
services may be difficult.

• RSUs use the data stored in their database to authen-
ticate a UAV. However, if the data stored in an RSU
are modified without permission [13], [14], an adversary
can impersonate a UAV and can attempt to authenticate
with the RSU to transmit incorrect traffic information to
vehicles driving in the area.

• UAVs generally present security vulnerabilities against
physical capture attacks. In this regard, if an adversary
hijacks a UAV and performs a side-channel attack, the
stored values of the UAV can be acquired. Several previ-
ous studies have claimed that although an adversary can
authenticate and communicate with other entities using
the hijacked UAV, it does not affect the entire network
communication [15], [16]. However, the potential threat
to the network resulting from compromised UAVs can-
not be ignored.

To resolve the above issues, we consider using a physically
unclonable function (PUF) [17] and the blockchain [18].
A PUF can generate unique and non-replicable secrets based
on devicemanufacturing variations and is resistant to physical
capture attacks. Generally, PUF challenge/response values
are stored on a centralized server. It means that there is a
risk of database attack, and the stored PUF values can be
changed without permission. It can be resolved by storing
PUF values on the blockchain. The blockchain is a shared
database with immutable characteristics that can help RSUs

authenticate UAVs. We propose a lightweight and secure
authentication scheme between UAVs and RSUs using these
two technologies. The key contributions of this study can be
summarized as follows:
• A lightweight and secure authentication protocol is
designed using the blockchain and a PUF for UAV-based
ITSs. The proposed scheme is deemed resistant to phys-
ical capture attacks because the PUF is incorporated in
the UAV. Furthermore, the hashed pseudo-identity of the
UAV is stored through the blockchain, and RSUs can
authenticate the UAV by retrieving the corresponding
transaction. The proposed scheme does not require pub-
lic key computations in UAVs.

• We propose a UAV revocation phase because UAVs
are physically susceptible to be captured and damaged.
When a UAV is revoked, the UAV is no longer consid-
ered valid for RSUs, and it cannot successfully authen-
ticate with the RSUs.

• The security of the proposed scheme is analyzed
using informal and formal analyses such as the
real-or-random (RoR) model [19], Burrows–Abadi–
Nikoogadam (BAN) logic [20], and automated vali-
dation of internet security protocols and applications
(AVISPA) [21] simulation tool. Further, the computation
and communication costs and security features are com-
pared with those of existing schemes, and the obtained
results reveal that the proposed scheme is superior to
other schemes.

A. PAPER STRUCTURE
In Section II, recent studies that support the background of the
current study are discussed. In Section III, the preliminaries
used in the proposed scheme are introduced. In Sections IV
and V, the proposed model and scheme are described. In Sec-
tion VI, the analysis of the proposed scheme using formal and
informal methods and a comparison of the proposed scheme
with existing schemes are presented. Finally, Section VII
provides the conclusions.

II. RELATED RESEARCH
The concept of UAV-enabled ITSs have recently emerged.
In 2017, Menouar et al. [22] first presented a UAV-enabled
ITS for smart cities. The authors considered the construction
of an efficient and secure transportation system to be impor-
tant in smart cities, and they proposed the use of drones in
ITSs to provide services more efficiently. They focused on
the deployment of drones for realizing an efficient transporta-
tion system. After that, researches on UAV deployment and
scheduling have been actively researched in UAV-enabled
ITS. Zeng et al. [23] proposed a UAV-enabled multicast-
ing system for minimizing connection time and increasing
efficiency of utilizing UAVs. Ghazzai et al. [24] proposed
a scheduling frame work for UAV-based ITS. They focused
on leveraging the UAV fleet efficiently because UAVs have
limited battery capacity and should be recharge frequently.
Outay et al. [25] presented recent advances and challenges in
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TABLE 1. Summary of the related schemes in UAV-enavled ITS environments.

applications of UAV in ITS. They discussed countermeasures
and their implications for overcoming the challenges asso-
ciated with the widespread deployment of UAVs in vehicu-
lar networks. As the concept of UAV-enabled ITS has been
materialized and is about to be realized, researches on secure
authentication protocols in UAV-enabled ITS environments
have been proposed.

In 2019, Raza et al. [26] proposed a UAV-assisted vehicular
ad hoc network (VANET) communication architecture for
smart cities. They pointed out that VANETs typically suffer
from network scalability, persistent connectivity, and routing
overheads. They suggested the use of UAVs to improve the
communication in VANETs to provide efficient and timely
services. However, they did not present a specific communi-
cation protocol necessary for UAV-assisted VANETs.

Gope et al. [27] proposed a privacy-preserving authenti-
cated key agreement scheme for internet-of-drone environ-
ments. The authors were chiefly concerned with the privacy
issues of UAVs, including the location, identity, and session
key. Their scheme used two PUFs during authentication to
enhance security and update it in each session. However,
in their scheme, a single USP performed authentications for
all drones and could suffer from centralization.

Zhang et al. [28] proposed a key agreement protocol
between drones and VANETs. They considered that drones
could be deployed in rural and mountainous areas to address
the communication problems of VANETs. They primarily
handled the authentication between drones and vehicles. The
authors of [28] proposed a mutual authentication scheme in a
UAV-enabled ITS. However, their scheme used a public key
cryptosystem such as an elliptic curve cryptosystem (ECC),
which incurred high computational costs for drones and could
not handle the authentication between a drone and an RSU.

Khan et al. [29] presented a privacy-preserving authenti-
cation scheme for a UAV-enabled ITS. They asserted that
heterogeneous data sharing between UAVs and VANETs can
cause security issues, and they deployed a backbone UAV to

resolve these issues. In their scheme, a backbone UAV and a
member UAV authenticated each other using an ECC, which,
however, incurred a high computational cost.

Cheng et al. [30] proposed a dynamic membership authen-
tication method. However, in their scheme, RSUs and UAVs
authenticated each other through a trust authority (TA),
and they suffered from a centralization issue. Furthermore,
UAVs transmitted authentication request messages to the TA
encrypted with a public-key cryptosystem, which is typically
unsuitable for resource-limited UAVs.

M. El-Zawawy et al. [31] proposed a drone-assisted V2V
communication considering various active attacks, and for-
mally analyze their scheme using BAN logic and AVISPA
simulation tool. Their scheme is efficient compared to the
previous schemes. However, their scheme suffers from high
computational costs because of using ECC cryptosystem.

Based on the above literature review of UAV-enabled ITSs,
we noted that only limited studies have been conducted to
solve the associated issues, including high computational
loads, centralized data storage, risk of database forgery,
and drone physical capture attacks. To remedy this, in this
paper, a blockchain and PUF-based authentication scheme is
proposed for UAV-enabled ITSs.

III. PRELIMINARIES
In this section, several preliminaries of the proposed scheme
are introduced, and our justifications for adopting these tech-
niques are described.

A. PHYSICALLY UNCLONABLE FUNCTION (PUF)
The concept underlying the use of a PUF is based on the
following: Even if multiple integrated circuits (ICs) undergo
the same manufacturing process, the produced ICs may be
different owing to manufacturing variabilities [17]. Accord-
ingly, each IC is unique, and one cannot generate two identi-
cal PUFs even if the complete design is known. Generally,
PUFs can leverage this uniqueness to derive confidential
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information. For example, when a user inputs a challenge c
into a PUF, it outputs a response r corresponding to c. If dif-
ferent challenges are entered into the PUF, it always yields
different responses. However, even when equivalent chal-
lenges are entered, the PUF can produce different responses
in a noisy environment; thus, PUFs must be used in an ideal
or noise-resistant environment. Fortunately, Pandey et al.
addressed this issue using SRAM [32]. In this study, the PUF
technology was utilized to provide resistance against UAV
physical capture attacks. Each UAV transmits PUF values
when registering on the network. The UAV can then authen-
ticate with a RSU using the PUF values.

B. ADVERSARY MODEL
Further, the security of the proposed scheme under the
Dolev–Yao (DY) [33] and the Canetti–Krawczyk (CK) mod-
els [34] was analyzed. Since its introduction in 1983, the DY
model has been used extensively to analyze authentication
schemes [8], [35], [36]. The basic assumptions of an adver-
sary in the DY model are as follows:
• A has complete control of the messages transmitted via
public channels. A can eavesdrop these messages and
even modify or delete these messages.

• A can physically select a UAV, following which A can
extract the stored values of the UAV using a power
analysis attack [37], [38], [39].

• A can attempt various attacks using the values obtained
from the previous two assumptions. These include
impersonation, MITM, replay, and session key disclo-
sure attacks.

Recently, attack techniques have become increasingly
clever and sneaky, thus necessitating improvements in the
assumptions of adversaries. Accordingly, the CK model,
which has additional capabilities, is proposed based on the
DY model.
• A can obtain long-term or short-term keys of the net-
work and attempt to obtain the session key. Here,
the long-term keys include the secret keys of entities
participating in the network, and the short-term keys
include the session random numbers generated during
the authentication process [9], [36], [40].

In the informal analysis section, an analysis of the proposed
scheme using the two aforementioned adversary models will
be presented.

C. BLOCKCHAIN
The blockchain technology was firstly conceptualized to real-
ize decentralized currencies. Particularly, early blockchains
such as Bitcoin and Ethereum are completely decentral-
ized, and every node can participate in the consensus. One
of the most representative characteristics of the blockchain
is its immutability. Based on this, when a transaction is
uploaded after consensus, it is virtually impossible to modify
the content of this transaction. This can be advantageous
for the applications of the blockchain technology to other
industries. However, as stated, early blockchains are entirely

decentralized, and every node can participate in the con-
sensus, such as PoW or PoS. This inevitably causes delays
in the transaction-upload process. To address this issue, the
concept of a consortium blockchain, namely a hyperledger,
has been proposed [41]. In the consortium blockchain, autho-
rized nodes participate in the consensus process; moreover,
the integrity and immutability of the blockchain technol-
ogy can be exploited, and delays caused during the consen-
sus process can be minimized. In particular, the consortium
blockchain can provide advantages in data sharing owing to
its data integrity and transparency. In the proposed scheme,
the blockchain is adopted to store the information required for
authentication, such as PUF challenges/responses and pseudo
identities of UAVs.

IV. SYSTEM MODEL
The system model of the proposed scheme is depicted in
Fig. 1. The proposed model consists of the following five
entities: a TA, RSU, UAV, and vehicle. A detailed description
of each model is provided below.

• Trusted authority: The TA initializes a network and
publishes public parameters. However, all the entities
must be registered to the TA for further communications.
After the TA registers a UAV, it uploads a transaction
containing the hashed value of the pseudo identity infor-
mation of the UAV to authenticate the UAV on the
blockchain.

• Roadside unit: The RSU has adequate computing
power to manage vehicles within its managing area. The
RSU receives traffic information from UAVs and can
provide ITS services to vehicles. Furthermore, RSUs are
members of the blockchain, and these units are responsi-
ble for writing andmaintaining ledgers. Typically, RSUs
can authenticate UAVs using the information stored on
the blockchain. After authentication, the RSU updates
the pseudo identity of the UAV and uploads a new trans-
action regarding the updated identity of the UAV. Sub-
sequently, the blockchain is updated after the practical
Byzantine fault tolerance consensus algorithm between
the RSUs, and other RSUs can authenticate the UAV
through the transaction. RSUs are generally considered
trustworthy during communication; however, an adver-
sary can attempt to compromise the database or steal
stored data.

• Unmanned aerial vehicle: UAVs equipped with PUFs
aid the RSUs in providing ITS services to vehicles.
Typically, after a UAV registers to a TA, the PUF chal-
lenges/responses and the hashed pseudo identity of the
UAV are uploaded to the blockchain. As stated, UAVs
can be deployed in congested areas or rural areas tomon-
itor traffic conditions and transmit the information to a
nearby RSU. Then, the RSU can process the received
data and send the processed data to the UAV, and the
UAV can provide ITS services to vehicles driving in the
surrounding area.

VOLUME 11, 2023 60243



S. Son et al.: Design of Secure and Lightweight Authentication Scheme

FIGURE 1. Proposed system model.

• Vehicle: Vehicles transmit road information to the RSU
while driving and receive services for autonomous driv-
ing. In rural areas, vehicles can transmit traffic data to
a deployed UAV to avail ITS services.

V. PROPOSED SCHEME
The proposed lightweight and secure authentication
scheme for UAV-enabled ITSs is demonstrated using a
blockchain-based PUF. The proposed scheme includes the
initialization, registration, and authentication phases. In the
initialization phase, the TA generates and publishes the neces-
sary parameters for the network. In the registration phase, the
TA registers the network entities, including RSUs and UAVs,
and deploys secret parameters. Furthermore, the TA uploads
the PUF challenges/responses and hashes the pseudo-identity
of the UAV on the blockchain. During the authentication
phase, the RSU authenticates the UAV. Here, the UAV sends
an authentication request to the RSU, following which the
RSU tests the validity of the message through the transaction
uploaded on the blockchain and PUF using a smart contract.
If the message is deemed valid, the RSU regards the UAV as
valid and generates a session key for further communication.
The notations involved in the proposed scheme are listed in
Table 1, and a detailed description of each phase is given
below.

A. INITIALIZATION
The TA generates an identity IDTA and a secret key of the
network sTA, and it sets an elliptic curve Ep with order q and a
one-way hash function with a 256 bit output h(.). The TA then
selects a generator P of Ep and computes k = h(IDTA||sTA),
which are then used for the shared key between the RSUs in
the network. The TA publishes (IDTA,Ep,P, h(.)) and stores
(sTA, k).

TABLE 2. Notations and their meanings.

B. REGISTRATION
1) RSU REGISTRATION
To register RSUj, the TA chooses a unique identity IDj
and generates a random number sj. Then, the TA transmits
(IDj, sj, k) to RSUj via a secure channel. Then, RSUj com-
putes the public key Pj = sj.P and stores (sj, k) in a secure
database.

2) UAV REGISTRATION
UAVi generates an identity IDi and a set of PUF chal-
lenges/responses {Ck

i ,R
k
i } (k = 1, . . . , n). Subsequently,

UAVi sends (IDi, {Ck
i ,R

k
i }) to the TA. The TA then tests

whether IDi has already been registered. If not, the TA
generates random numbers ni and ri and computes Ki =
h(IDi||sTA), RIDi = h(IDi||ri), and PIDi = h(RIDi||k). Sub-
sequently, the TA uploads (h(RIDi||PIDi||ni||h(PIDi))||ni||
SigTA(h(RIDi||PIDi ||ni))) to the blockchain and generates
a smart contract containing PUF information related to Ki.
The TA transmits (RIDi, ni,PIDi,Ki) to UAVi via a secure
channel, and UAVi stores (RIDi,PIDi, ni,Ki) in memory.
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FIGURE 2. Proposed authentication phase between UAVi and RSUj .

C. AUTHENTICATION
Notably, when UAVi is deployed in a specific area, it should
first authenticate with a nearby RSUj. Here, UAVi gener-
ates timestamp T1 and computes Ai = Ki ⊕ h(PIDi||T1)
and Li1 = h(IDj||Ki||ni||T1), and RSUj verifies the valid-
ity of T1, computes PIDi = h(RIDi||k), and retrieves
(h(RIDi||PIDi||ni||h(PIDi))||ni||SigTA(h(RIDi||PIDi ||ni)))
from the blockchain. Subsequently, RSUj computes Ki =

Ai ⊕ h(PIDi||T1) and checks Li1
?
= h(IDj||Ki||ni||T1).

Then, RSUj retrieves the smart contract using Ki, selects
Ci, and generates rnewi , nnewi , and T2. Next, RSUj com-
putes RIDnewi = h(RIDi||rnewi ), PIDnewi = h(RIDnewi ||k),
Aj = (RIDnewi ||PID

new
i ) ⊕ h(IDj||RIDi||PIDi||T2), Bj =

(nnewi ||Ci) ⊕ h(T2||RIDnewi ||PID
new
i ), and Lj = h(RIDnewi ||

PIDnewi ||Ci||n
new
i ||T2). RSUj transmits (Aj, Bj,Lj,T2) toUAVi

via a public channel. UAVi receives the message and com-
putes (RIDnewi ||PID

new
i ) = Aj ⊕ h(IDj||RIDi||PIDi||T2),

(nnewi ||Ci) = Bj ⊕ h(T2||RIDnewi ||PID
new
i ), and L ′j =

h(RIDnewi ||PID
new
i ||Ci||n

new
i ||T2). Subsequently,UAVi checks

whether L ′j
?
= Lj, and if it is equal, UAVi updates

(RIDi, ni,PIDi) to (RIDnewi , nnewi ,PIDnewi ) in memory. UAVi
generates a timestamp T3 and a PUF response Ri from Ci,
and it computes Bi = Ri ⊕ h(PIDi||PIDnewi ||ni||n

new
i ||T2),

SKij = h(Ri||PIDi||PIDnewi ||ni||n
new
i ||T3), and Li2 =

h(Ci||SKij||T3). Following this, UAVi sends (Bi,Li2,T3) to
RSUj. After receiving the message, RSUj tests the validity
of T3, computes Ri = Bi ⊕ h(PIDi||PIDnewi ||ni||n

new
i ||T2),

and checks the validity of Ci and Ri using the smart contract
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uploaded on the blockchain. The verification algorithm for
the PUF values is presented in Algorithm 1. If it is valid,
RSUj computes SKij = h(Ri||PIDi||PIDnewi ||ni||n

new
i ||T3)

and checks whether Li2
?
= h(Ci||SKij||T3). Subsequently,

RSUj successfully authenticates UAVi. RSUj deletes Ri
and uploads (h(RIDnewi ||PID

new
i ||n

new
i ||h(PID

new
i ))||nnewi ||

SigTA(h(RIDnewi ||PID
new
i ||n

new
i ))) to the blockchain. Fig. 2

presents the proposed authentication phase.

D. UAV REVOCATION
If a UAV is identified to behave maliciously, it cannot com-
municate with other entities in the network. When such mis-
behavior of UAVi is detected, RSUj uploads a transaction to
revoke h(PIDi) and render the smart contract on Ki invalid.
Subsequently, other RSUs consider the pseudo-identity of the
UAVi to be invalid, and UAVi cannot authenticate with the
RSUs in the network.

VI. SECURITY ANALYSIS
The proposed scheme was further analyzed by using both
informal and formal methods. In particular, the proposed
scheme was demonstrated to be secure against various
attacks based on an informal analysis, and the correct-
ness of the scheme was verified using the ‘‘Burrows–
Abadi–Needham logic (also known as the BAN logic)’’
analysis [20].

A. INFORMAL ANALYSIS
The proposed protocol was demonstrated to be secure against
a variety of attacks.

1) REPLAY AND MITM ATTACKS
Based on the assumptions described in Section III-C,
an attacker A acquires messages transmitted through a public
channel. Following this, A can use the messages to attempt
replay and MITM attacks. However, each message contains
a timestamp T1,T2, and T3, and the network entities test
the validity of the timestamp when they receive a message.
Therefore, the proposed scheme is resistant to replays and
MITM attacks.

2) UAV PHYSICAL CAPTURE AND IMPERSONATION ATTACKS
When A physically selects UAVi, it can extract the stored
values (PIDi,RIDi, ni,Ki) of UAVi using a power analy-
sis attack. Following this, A can transmit an authentication
request message to RSUj and receive a response message
containing the PUF challengeCi. However,A cannot generate
a corresponding response Ri because the PUF is resistant
to power analysis attacks. Therefore, the proposed scheme
is secure against UAV physical capture and impersonation
attacks.

3) SESSION KEY DISCLOSURE ATTACK
A can determine the session key using the messages transmit-
ted through a public channel and the obtained values. Because
the hash function is collision resistant, A must guess PIDi,

Algorithm 1 PUF Response Verification
Input: (Ki,Ci,R′i)
Output: True or false;
1: Compute h(R′i) using R

′
i

2: Retrieve Ri using Ci
3: if there is not Ci in memory then
4: return False;
5: else
6: if h(R′i)

?
= h(Ri) then

7: return True;
8: end if
9: end if

PIDnewi , ni, nnewi , and Ri to determine SKij. Here, the bits of
each value are 256, and the total number of bits is 1024.
However, correctly guessing 1024 bits is probabilistically
impossible. Therefore, the proposed scheme is resistant to
session-key disclosure attacks.

4) DISTRIBUTED DENIAL-OF-SERVICE (DDoS) ATTACK
A can generate numerous authentication request messages
and transmit them to RSUj to paralyze a network. However,
RIDi is updated in each session, and A cannot determine
RIDnewi before UAVi generates a new authentication-request
message. Furthermore, even if A obtains RIDnewi , A cannot
acquire PIDnewi , and generating a message hash value Li1
is impossible. Therefore, the message generated by A must
be rejected, and the proposed scheme is resistant to DDoS
attacks.

5) PERFECT FORWARD SECRECY
The long-term keys of the proposed scheme may constitute
sTA, sj, k , and the transactions and smart contracts uploaded
to the blockchain. However, A cannot determine SKij solely
using the long-term keys without Ri. Ri should be obtained
using a PUF device equipped withUAVi becauseRSUj deletes
Ri in each session. Therefore, the proposed scheme guaran-
tees perfect forward secrecy.

6) KNOWN SESSION-SPECIFIC TEMPORARY
INFORMATION (KSSTI) ATTACK
IfA obtains the random numbers including ni and ri generated
during a session, A can determine RIDnewi = h(RIDi||rnewi ).
However, A cannot calculate any other values, such as PIDi
and Ri, that are necessary to obtain SKij. Consequently, the
proposed scheme is secure against KSSTI attacks.

7) ANONYMITY AND UNTRACEABILITY
UAVi authenticates RSUj using pseudo identity RIDi. There-
fore, the anonymity ofUAVi is guaranteed. Furthermore, RIDi
is changed in each session. Thus, A cannot determine the rel-
evance of the messages sent by the same UAVi from different
sessions, and A cannot trace UAVi using messages received
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TABLE 3. BAN logic notations.

from a public channel. Therefore, the proposed scheme pro-
vides anonymity and untraceabiity.

8) STOLEN VERIFIER ATTACK
A can block the verification table of the proposed scheme and
attempt various attacks, such as impersonation and session
key disclosure attacks. However, in the authentication phase,
A cannot be disguised as UAVi because A cannot generate a
legitimate PUF response Ri. Furthermore, A cannot imper-
sonate RSUj without knowing k and sj. Similarly, A cannot
obtain SKij; therefore, the proposed scheme is secure against
a stolen verifier attack.

9) DECENTRALIZATION
Even if a database of RSUj is compromised and part of the
stored data is modified or deleted, it can be easily restored
because the proposed scheme adopts the blockchain technol-
ogy. Therefore, it can be asserted that the proposed model
can provide decentralized storage and is more secure than the
traditional centralized storage models.

B. BAN LOGIC ANALYSIS
In this section, the BAN logic of the proposed protocol is
described. In particular, the BAN logic is a formal analysis
method that can be used to verify the correctness of an
authentication protocol. Table 3 lists the relevant notations
and their corresponding meanings, and given below are the
basic rules used for the BAN logic analysis.

1. Message meaning rule (MMR):

p1
∣∣∣ ≡ p1

K
↔ p2, p1 ◁ (s1)K

p1| ≡ p2| ∼ s1

2. Nonce verification rule (NVR):

p1| ≡ #(s1), p1| ≡ p2
∣∣∣ ∼ s1

p1| ≡ p2| ≡ s1

3. Jurisdiction rule (JR):

p1| ≡ p2| H⇒ s1, p1| ≡ p2| ≡ s1

p1
∣∣∣ ≡ s1

4. Belief rule (BR):

p1
∣∣∣ ≡ (s1, s2)

p1
∣∣∣ ≡ s1

5. Freshness rule (FR):

p1
∣∣∣ ≡ #(s1)

p1
∣∣∣ ≡ #(s1, s2)

1) GOALS
The objectives for proving the correctness of the proposed
protocol are defined as follows:

Goal 1: UAVi| ≡ UAVi
SK
←−−→ RSUj

Goal 2: UAVi| ≡ RSUj| ≡ UAVi
SK
←−−→ RSUj

Goal 3: RSUj| ≡ UAVi
SK
←−−→ RSUj

Goal 4: RSUj| ≡ UAVi| ≡ UAVi
SK
←−−→ RSUj

2) ASSUMPTIONS
The BAN logic assumptions of the proposed protocol are as
follows.
A1: UAVi| ≡ #(T2)
A2: RSUj| ≡ #(T1,T3)

A3: UAVi| ≡ RSUj ⇒ (UAVi
SK
←−−→ RSUj)

A4: RSUj| ≡ UAVi ⇒ (UAVi
SK
←−−→ RSUj)

A5: UAVi| ≡ UAVi
(PIDi)
←−−→ RSUj

A6: RSUj| ≡ UAVi
(PIDi)
←−−→ RSUj

3) IDEALIZATIONS
The messages transmitted during the proposed authentication
phase and the idealized form of each message are as follows:

• Message 1: UAVi sends {IDj,RIDi,Ai,Li1,T1} to
RSUj, and the idealized form of the message is
Msg1: UAVi→ RSUj : {ni,T1}PIDi

• Message 2: RSUj sends {Aj,Bj,Lj,T2} to UAVi, and
the idealized form of the message is

Msg2 :
RSUj→ UAVi : {PIDnewi , nnewi ,Ci,T2}PIDi

• Message 3: UAVi sends {Bi,Li2,T3}to RSUj, and the
idealized form of the message is

Msg3 : UAVi→ RSUj : {Ri,T3}PIDi

4) BAN LOGIC ANALYSIS
Based on the assumptions and idealized forms, a BAN logic
analysis is performed as follows:

Step 1: RSUj receivesMsg1.
S1: RSUj ◁ {ni,T1}PIDi

Step 2: S2 can be derived by applying A6 to the MMR.
S2: RSUj| ≡ UAVi| ∼ {ni,T1}

Step 3: S3 can be derived by applying A2 to the FR.
S3: RSUj| ≡ #{ni,T1}

Step 4: S4 can be derived by applying S2 and S3 to the
NVR.
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S4: RSUj| ≡ UAVi| ≡ (ni,T1)
Step 5: S5 can be derived by applying S4 to the BR.

S5: RSUj| ≡ UAVi| ≡ (ni)
Step 6: UAVi receivesMsg2.

S6: UAVi ◁ {PIDnewi , nnewi ,Ci,T2}PIDi
Step 7: S7 can be derived by applying S6 to the MMR.

S7: UAVi| ≡ RSUj| ∼ {PIDnewi , nnewi ,Ci,T2}
Step 8: S8 can be derived by applying S7 to the FR.

S8: UAVi| ≡ #{PIDnewi , nnewi ,Ci,T2}
Step 9: S9 can be derived by applying S7 and S8 to the

NVR.
S9: UAVi| ≡ RSUj| ≡ {PIDnewi , nnewi ,Ci,T2}

Step 10: S10 can be derived by applying BR using S11.
S10 : UAVi| ≡ RSUj| ≡ {PIDnewi , nnewi ,Ci}

Step 11: UAVi can believe that RSUj and can obtain the
session key SK = h(Ri||PIDi||PIDnewi ||ni||n

new
i ||T3)

as UAVi sends Ri and T3 to RSUj.

S11 : UAVi| ≡ RSUi| ≡ (UAVi
SK
←−−→ RSUj)(Goal

2)
Step 12: S12 can be derived by applying S11 to the JR.

S12 : UAVi| ≡ (UAVi
SK
←−−→ RSUj) (Goal 1)

Step 13: RSUj receives Msg3. As in Steps 1-5, S13 can be
derived.
S13 : RSUj| ≡ UAVi| ≡ (Ri,T3)

Step 14: RSUj can believe that UAVi obtains the session
key SK = h(Ri||PIDi||PIDnewi ||ni||n

new
i ||T3).

S14 : RSUj| ≡ UAVi| ≡ (UAVi
SK
←−−→ RSUj)(Goal

4)
Step 15: S15 can be derived by applying S14 to the JR.

S15 : RSUj| ≡ (UAVi
SK
←−−→ RSUj) (Goal 3)

C. REAL-OR-RANDOM (RoR) MODEL
The RoR model [19] is a formal analysis method adopted to
prove the session-key security of an authentication protocol.
In this process, even if A performs various queries (i.e.,
attacks), the probability of obtaining a session key is less
than ϵ. Table 4 lists the queries executed in the RoR model.
Theorem 1: Let qH denote the number of Hash queries

performed by A, |Hash| denote the range space of the hash
function, and AdvA denote the probability of A distinguishing
the session key and a randomnumber. Based on the foregoing,
the following inequality holds:

AdvA ≤
q2H
|Hash|

+
qs
|PUF |

. (1)

Proof: If AdvA is sufficiently large, it implies that A can
distinguish between the session key and a random number to
some extent. We presented that AdvA is negligible by proving
the validity of Equation (1). We assumed that A can conduct
four games, Gi (i = 1, 2, 3, 4), and in each game, A executes
queries, and at the end of each game, A executes the Test
query. Following this, AdvGiA for the game is determined.
G1 : First, Adv

G1
A is defined when A has no information

regarding the session key and does not execute any query.

TABLE 4. Queries performed in the ROR model.

This can be related to the definition of semantic security.

AdvA = |2Adv
G1
A − 1|, (2)

G2 : A can execute the Execute query during this
attack. A can obtain messages including (RIDi,Ai,Li1,T1),
(Aj,Bj,Cj,T2), and (Bi,Li2,T3) transmitted via a pub-
lic channel. The session key is determined by SKij =
h(PIDi||PIDnewi ||ni||n

new
i ||T3), which is masked by a hash

function; therefore, A has no advantage over G1.

AdvG1
A = AdvG2

A (3)

G3 : A can attempt a Hash query to obtain the session
key. However, A cannot access any information regarding the
session key using the messages obtained from G2. Therefore,
AdvG3 is equivalent to finding a collision in the hash function,
which can be estimated using the birthday paradox [42].

|AdvG3
A − Adv

G2
A | ≤

q2H
|Hash|

. (4)

G4 : In this game, A can perform Send andCorrupt queries to
correctly guess the session key. Subsequently, A can extract
the values stored in UAVi. Then, A can obtain PIDi, PIDnewi ,
ni, and nnewi . However, A must determine Ri to obtain the
session key. Here, A must guess Ri and receive a message
from RSUj. Let qs be the number of Send queries executed
by A, and let |PUF | be the size of the PUF response value.
The advantage function can then be derived as follows:

|AdvG4
A − Adv

G3
A | ≤

qs
|PUF |

. (5)

After all the games are performed, A must correctly guess c.

AdvG4
A =

1
2

(6)
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FIGURE 3. Role of UAV .

The following equation can be derived using Equations
(2),(3), and (6):

1
2
AdvA = |Adv

G2
A −

1
2
|

= |AdvG4
A − Adv

G2
A | (7)

Finally, the following equation can be derived and proven.

AdvA = 2|AdvG4
A − Adv

G2
A |

≤ 2|AdvG4
A − Adv

G3
A | + 2|AdvG3

A − Adv
G2
A |

≤
q2H
|Hash|

+
qs
|PUF |

(8)

As the advantage function ofA is negligibly small, the session
key of the proposed scheme satisfies semantic security.

D. AVISPA SIMULATION
The proposed scheme was simulated using AVISPA, which
is widely accepted as a tool to verify the security of an
authentication protocol [21]. In the AVISPA tool, an authen-
tication protocol is implemented using a high-level proto-
col specification language (HLPSL) [43], and the results
can be derived based on the following four models: ‘‘on-
the-fly model checker (OFMC) [44],’’ ‘‘tree automata based
on automatic approximations for analysis of security pro-
tocols,C’’ ‘‘constraint logic-based attack searcher(CL-AtSe)
[45],’’ and ‘‘SAT-based model checker (SATMC).’’ Gen-
erally, the OFMC and CL-AtSe are used for simulations
because these two models support exclusive OR operations.
If the simulation result is ‘‘SAFE,C’’ we can state that
the protocol is secure against replay attacks and MITM
attacks. Fig. 3 shows the role of UAV . The code includes

FIGURE 4. Simulation results.

communication messages sent and received by UAV dur-
ing the UAV registration and authentication process. The
simulation results are depicted in Fig. 4, and the proposed
protocol is deemed safe. Therefore, it can be concluded that
the proposed protocol is resistant against replay and MITM
attacks.

VII. PERFORMANCE ANALYSIS
The proposed scheme was compared with existing schemes
[27], [29], [30] in terms of the computational cost, communi-
cation cost, and security features to demonstrate the improved
efficiency and security of the proposed scheme. The other
related papers do not address authentication between an UAV
and a RSU.

A. COMPUTATIONAL COSTS ANALYSIS
For this analysis, the time required for each operation was
recorded using the MIRACL library [46]. Different com-
puting powers of the UAVs and RSUs were considered and
experimented with in separate environments. First, an exper-
iment was performed on a desktop with an i7-4790 intel
CPU and 16 GB RAM and a Linux Ubuntu 20.04-desktop-
amd64 operating system to reflect the high computing power
of the RSUs. In addition, the same experiment was performed
on a Raspberry PI 3B with ARM Cortex-A53 and 1 GB
RAM to reflect the low computing power of UAVs. The
executed operations and results are summarized in Table
5. The PUF response generated by a fuzzy extractor was
set for noise resilience, and the time cost was assumed
to be the same as that for the ECC scalar multiplication
operation.

Based on the results summarized in Table 5, the total com-
putational cost of each scheme was recorded. In the scheme
proposed by Gope et al. [27], the UAV conducted four fuzzy
extractor operations and four hash operations, whereas the
RSU conducted three hash operations. In the scheme pro-
posed by Khan et al. [29], the UAV performed four ECC point
multiplications, two ECC additions, and four hash operations,
whereas the RSU conducted four ECC point multiplications,
one ECC point addition, and four hash operations. In the
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FIGURE 5. Computational cost with an increase in the number of UAVs and authentications.

TABLE 5. Time consumption for each operation.

TABLE 6. Computational cost comparison.

scheme proposed by Cheng et al. [30], the UAV performed
two ECC multiplications, one ECC addition, and one hash
operation, whereas the RSU conducted four ECC multiplica-
tions, two ECC additions, and four hash operations. In the
proposed scheme, the UAV performed one fuzzy extractor
operation and six hash operations, and the RSU conducted
four ECC multiplications, two ECC additions, and 11 hash
operations. Table 6 summarizes the total computational cost
for each scheme.

As can be inferred, the proposed scheme incurs a higher
computational cost than the scheme proposed by [27] on the
RSU side owing to signature generation and verification for
uploading transactions on the blockchain. However, the pro-
posed scheme incurs a much lower computational cost than
existing schemes on the UAV side. Fig. 5 illustrates the total
computational cost with an increase in the number of UAVs
and authentications. As indicated in Fig. 5, the proposed
scheme is more efficient compared to the other schemes.
Notably, in actual environments, the differences in comput-
ing power between RSUs and UAVs may be larger than
those between a desktop and Raspberry PI; consequently, the
results could be much improved. Comprehensively, it can
be stated that the proposed scheme has better efficiency

in terms of the computational cost compared to existing
schemes.

B. COMMUNICATION COSTS ANALYSIS
Further, the communication costs incurred during the authen-
tication phase were also compared. For this, we assumed
that the ECC point, hash output, fuzzy challenge/response,
identity, random nonce, and timestamp were 320, 256,
256, 128, 256, and 32 bits, respectively. In the scheme
proposed in [27], the UAV sends (PIDiu,Nu, IDmec) to
the USP, receives (PID∗,Ns,Ci,ResServ), and transmits
(Rx

∗

i+1,R
y∗

i+1,ResUav,EL) to the USP. These messages contain
five hash outputs, one PUF challenge, two PUF responses,
two random numbers, and one identity, with a total cost
of 2678 bits. In the scheme detailed in [29], the UAV trans-
mits (tmuav, rmuav, IDmuav,Cmuav,H ) to the RSU, which then
sends (trsu, rrsu, IDrsu,Crsu,H ′) to the UAV. Each message
has 1256 bits as it includes a timestamp, random nonce,
identity, ECC point, and hash output. In the scheme detailed
in [30], the UAV sends (IDU , IDT ,MUT ,AMUT ) and receives
(IDT , IDU ,VU , STU ,TU ). The first message includes three
identities, three hash outputs, and a timestamp with a total
cost of 1184 bits. The secondmessage includes two identities:
a random nonce, hash output, and timestamp, and the total
cost is 800 bits. In the proposed scheme, the first mes-
sage is (RIDi,Ai,Li1,T1), and it includes three hash outputs
and a timestamp, and the total cost is 800 bits. The second
message is Aj,Bj,Ci,T2, and it includes three hash outputs,
a random nonce, PUF challenge, and timestamp, and the
total cost is 1312 bits. The last message is Bi,Li2,T3, which
includes two hash outputs and a timestamp, and the total cost
is 544 bits. Table 7 summarizes the total communication cost
of each scheme.

Although the proposed scheme incurs a higher communi-
cation cost compared to the other schemes, it incurs a much
lower communication cost on the UAV side. Furthermore, the
proposed protocol provides superior security compared to the
other schemes, as indicated in Table 8.
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TABLE 7. Communication cost comparison.

TABLE 8. Comparison of security features.

C. SECURITY FEATURES ANALYSIS
Further, the security features of the proposed method were
compared with those of the related protocols [27], [29],
[30]. The following attacks were considered: a) ‘‘resistance
to replay and MITM attacks,’’ b) ‘‘resistance to a session
key disclosure attack,’’ c) ‘‘resistance to an impersonation
attack,’’ d) ‘‘resistance to a UAV physical capture attack,’’
e) ‘‘resistance to a DDoS attack,’’ f) ‘‘preservation of per-
fect forward secrecy,’’ g) ‘‘resistance to a KSSTI attack,’’
h) ‘‘preservation of anonymity and untraceability,’’ i) ‘‘resis-
tance to a stolen verifier attack’’, and j) ‘‘support decentral-
ization.’’ The comparison results are summarized in Table 8.
It is evident that the proposed scheme demonstrates superior
security compared to the other related schemes in similar
environments [27], [29], [30].

VIII. CONCLUSION AND FUTURE WORK
A secure and lightweight authentication scheme for
UAV-enabled ITSs is proposed using the blockchain and a
PUF. In the proposed scheme, the hash pseudo-identity and
PUF challenge/response of the UAV are uploaded to the
blockchain after registration, and an RSU can authenticate
a drone by retrieving the blockchain. Furthermore, after
authentication, the RSU updates the pseudo identity of the
UAV and uploads a new transaction to the blockchain. Sub-
sequently, other RSUs can recursively authenticate the UAV.
The proposed scheme has resistance to various attacks such as
trace and ephemeral key-leakage attacks, and provide perfect
forward secrecy and decentralization. Further, the proposed
scheme is formally analyzed using the BAN logic to prove
the correctness of the scheme, AVISPA simulation tool to
demonstrate that the proposed scheme has resistance to replay
and MITM attacks, and RoR model to prove the session
key security of the scheme. Finally, the performance of the
proposed scheme is compared with that of related schemes
in terms of the computational cost, communication cost, and
security features. The results reveal that the proposed scheme
demonstrates superior performance compared to the related

schemes. In future studies, we aim to design a scheme by
considering the computational efficiency of RSUs as well as
UAVs.
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