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ABSTRACT The Internet of Drones (IoD) has blown up the interest of academia and industry due to their
deployment in military and civil fields. In the IoD environment, drones collect and transmit real-time data
to the users through an insecure wireless medium. A secure and efficient authentication protocol is required
to ensure that only authorized drones communicate and send data to authentic users. For this purpose,
Zhang et al. introduced an authentication protocol for the IoD environment and asserted that it could hold out
against many known attacks. However, after cautious scrutiny, this paper manifests that many shortcomings
still exist in their protocol design. This article introduces an enhanced, lightweight, and secure protocol for
the IoD environment to mitigate the drawbacks of Zhang et al.’s protocol. The performance comparison
depicts that the proposed scheme provides enhanced security with minimal computation cost. This rise
in communication cost is legitimate as the proposed protocol renders better protection than the preceding
protocols. The formal automated analysis is carried out via ProVerif to prove that the proposed scheme

withstands numerous attacks.

INDEX TERMS Key agreement, authentication, security, Internet of Drones, proverif.

I. INTRODUCTION

The curiosity of the industry and academia about Unmanned
Aerial Vehicles (UAVs) and intelligent aviation technologies
is increasing daily owing to several applications of UAVs
in daily life, including surveillance, rescue, agriculture,
delivery, and so on. Unmanned Ariel Vehicles (UAVs) play
a crucial role in updating airspace navigation services with
the help of the internet of drones (IOD), using the artificial
intelligence, which is multilevel network control archi-
tecture (MVCA). [1]. Unmanned Aerial Vehicles (UAVs)
have various uses, just as rescue systems, target tracking
and detection, observation of the environment, healthcare
systems, data gathering, goods dispersal, disaster handling,
smart city traffic monitoring system, and security surveillance
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system [2]. Hence, the controller can collect real-time data
using drones while staying remote [3].

Drones are a novel configuration of moving IoT objects,
enabling them to be used widely as sensing devices in
IoT environments [4]. Moreover, the basic architecture is
presented in Figure 1. The combination of the IoT domain
and smart drones is named the Internet of Drones (IoD). IoD
is MVCA explicitly formulated to manage the airspace by
placing drone technology and systematizing the drone coor-
dination [2]. A drone is a vital part of the IoD environment.
Drones use various sensor combinations to collect informa-
tion from the desired area. Multi-drones can be used to gather
information in a distributed way, reducing battery consump-
tion and the cost required to deploy the infrastructure [5].

IoD is a novel pattern in wireless communication that
uses IoT technologies and artificial intelligence to achieve
its different vital tasks. With some recent advancements,
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the security and privacy of drone is still the critical
requirement. IoD networks have limited resources as drones
have fewer power resources, storage, and computational
power. Therefore, a lightweight and secure authentication
and key agreement protocol ensure a safe and efficient
mechanism for communicating the IoD network. Due to
limited computational power, drones can process only
simple operations, not complex ones. Hence, the operations
performed on the drone side should be designed to consume
significantly less computational power and battery. With
all these limitations, the most crucial factor is to achieve
authentication between the user and drones before exchang-
ing the gathered information simultaneously by satisfying the
confidentiality requirements.

This paper is arranged as heed: The adversarial model
adopted is explained in Section I-A, Section III shortly
investigates the existing literature. A brief revisit of the
scheme of Zhang et al. is provided in Section IV followed by
its weakness analysis in Section V. Our protocol is outlined
in Section VI and its security analysis is done in Section VII.
The comparative analysis is conducted in Section VIII. lastly,
the article wind up in Section IX.

A. ADVERSARIAL MODEL
Common adversarial model [6], [7], [8], [9] has been
considered in this article with 4 as an active adversary having
following capabilities:
1) A vehemently possesses control over the communica-
tion channel, which is public/open in nature [10], [11].
2) A can re-transmit and modify the old message and is
also able to send a fake/forged message.
3) A can also extract the data/parameters stored in a
smartcard using power analysis techniques [12], [13].
4) A may be an outsider or could be a privileged insider
user of the system, and .4 may try to break the
security in addition to the privacy of the user, and
system [14], [15].
5) Private-key of the RC cannot be compromised.

Il. MOTIVATIONS AND CONTRIBUTIONS
The main contributions of this work are briefly presented in
this section:

1) To safeguard user-drone communication, we proposed
an authentication scheme based on a symmetric key.

2) Utilizing the automated security software ProVerif, the
security of the introduced scheme was examined.

3) Based on the analysis, the proposed system could
survive known threats and provide an outstanding
balance between security and effectiveness.

4) Because drones are resource-constrained and have
limited processing capacity, the computation cost of the
introduced protocol is lower than that of the protocols
over the drone.

5) The suggested protocol avoids timestamp-based two-
way authentication protocols’ clock synchronization
problem.
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6) The suggested protocol is superior in terms of secu-
rity and performance analysis compared to existing
protocols.

lll. RELATED WORK

Authentication by key agreement (AKA) protocols allow
entities to authenticate mutually and share a session key to
the insecure channel. In this section, numerous AKA-related
protocols are reviewed. Ferrag et al. [16] presented a detailed
review of previously published surveys and authentication
protocols related to the Internet of Things (IoT). They have
also discussed various formal security verification techniques
for the IoT. Ferrag et al. also discussed several threat
models associated with IoT. Yaacoub et al. [17] surveyed
and presented a comprehensive review of the different
aspects of drones related to their security and limitations.
They have shown a details overview of drone architecture,
communication types, and their classification. In addition,
they have also discussed the drone uses and their applications
and security vulnerabilities and threats faced by the drones.
The current limitations and recommendations for future
research directions are also discussed. Challa et al. [18]
introduced a protocol based on ECC authentication to secure
Wireless Healthcare Sensor Network (WHSN). In their
protocol, the communication between Trusted Authority (TA)
and the User (U) is secured by employing ECC. In contrast,
the Hash function and bitwise XOR operation are used
on low-powered sensors. However, Ali et al. [19] identified
that Chall et al’s protocol is prone to numerous attacks,
essentially reply attacks, denial-of-service (DoS) attacks,
forgery attacks, lacks mutual authentication, and suffers from
design faults. To protect cloud-based Industrial IoT (IIoT),
Das et al. [20] proposed a biometric authentication scheme.
They claimed that the proposed protocol renders anonymity
and untraceability and is secure for well-known attacks.
However, Hussain and Chaudhry [21] found Das et al.’s
protocol vulnerable to stolen verifiers, smart device theft, and
traceability attacks.

Wazid et al. [22] also introduced a lightweight authentica-
tion and key agreement protocol for IoD based on hash func-
tions and bitwise XOR operations. In their protocol, users can
access real-time data directly from drones after authentication
rather than from the server. In their protocol, the drones are
divided into various flying zones. Ali et al. [23] also devised
an authentication scheme for IoD. The method [23] uses
the same concept of temporal credentials, first presented
in [24]. Chaudhry et al. [25] argued that the scheme [24]
presented by Srinivas et al. also lacks mutual authentication
to the problem of user traceability. Moreover, they [25] also
nullified the arguments of Wazid et al. [22] regarding the
invincibility of their proposed scheme and showed that the
system of Wazid et al. has insecurities against a stolen verifier,
session key exposure, user, drone and server forgery attacks.

Recently, in 2022, an authentication scheme using
pre-stored authentication parameters and symmetric hash
functions was proposed by Yuetal [26]. Owing to the
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FIGURE 1. Typical architecture of drone.

usage of only lightweight parameters, the scheme of
Yu et al. provides efficiency; however, the method can
only accommodate one mobile user and needs to be more
scalable. In the same year, Tanveer et al. also proposed an
IoD authentication scheme. Tanveer et al. [27] used Elliptic
Curve Cryptography (ECC), AEAD, and symmetric hash
and related lightweight operations in their design. Citing
Pu et al., the scheme of Tanveer et al. does not provide
drone anonymity. Moreover, the Usage of ECC has an eftfi-
ciency disadvantage over symmetric key operations. In their
authentication scheme, Chaudhry et al. [28] also generated
ECC-based certificates for providing user access to drones.
Subsequently, Das et al. [29] proved that the certificates
generated in the scheme of Chaudhry et al. are insecure, and
the scheme is not practical. Zhang et al. [30] also proved that
the session key in the scheme presented by Hussain et al. [31]
could be easily exposed to an attacker. Another ECC-based
scheme was proposed by Nikooghadam et al. [32]; however,
as per the criticism explained in [26], the scheme [32] is
insecure against replay and impersonation attack in addition
to several other flaws.

Zhang et al. [33] also presented a lightweight AKA
protocol of IoD, and they only employed a one-way hash
function and bitwise XOR operation. In the proposed proto-
col, they asserted that it provides mutual authentication and
can withstand various known attacks. However, in this article,
we have proved that Zhang et al.’s protocol is prone to secret
parameters leakage, privileged insider, user impersonation,
control server impersonation, drone impersonation, parallel
session-key, reply attack, lacks mutual authentication, and
local user authentication. This paper introduces an enhanced
protocol to overcome the drawbacks mentioned above.

IV. A BRIEF REVIEW OF THE SCHEME OF ZHANG et al
A brief review of the scheme of Zhang et al. [33] is presented
in this section. Table 1 depicts various symbols used
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TABLE 1. Notations Guide.

Symbols
U,, PID;, PWD;, BIO;

7t user, its personal identity, password and biometric
MD; " users mobile device
CS,IDcs, MSK, k Control server, its identity, 1024 bits private master-key,

and 160 bits mask-key

n 160 bits public parameter selected by CS
DR;,IDpr, 4" drone and its identity

Ps; Pis Pj The pseudonym of C'S, U;, and DR;

R, mt" random number of 160 bits

Current timestamps of C'S, U;, and DR
Fuzzy biometric generator and reproduction functions
Maximum allowable transmission delay and present time

il J Checks if 7 equals to j

h(.) Cryptographic one way hash function

@, || Bitwise XOR and concatenation operators
AL, Ua An adversary, intruder and privileged insider

in the preceding sections of this paper. The scheme of
Zhang et al. consists of four phases, namely i) setup
phase, ii) user registration phase, iii) drone registration, and
iv) authentication phase. All these phases are briefed as
follows:

A. SETUP PHASE

The control-serve CS phase picks a 160 bits random key MSK
and marks it as its own private master key. The CS then picks
a mask key (k) of size 160 bits and a public key n with
size 160 bits. CS selects a hash function # and makes the
parameters {&, n, ps} public where p; = h(IDpg;||k), while
{MSK , k} are kept private.

B. USER REGISTRATION PHASE
U, initiates this step and subsequent steps are communicated
among U; and CS over a secure channel:

1) In this phase, user (U;) picks his/her personal identity
PID; and password PWD;, and transmits it to CS.

2) On receiving PID; and PWD; from U;, in reply
CS sends {aj, pi, pj} where p; = h(UDj||k), a; =
h(PID;||MSK). CS also stores {PID;, «;, p;} in list L.

3) U; receives {aj, p;, pj} and computes o =
h(PID||PWD;) & «i, p;* = h(PID;||[PWD;) & p;.
Finally, U; saves the parameters {a!", p", p;} securely.
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C. DRONE REGISTRATION PHASE

The drone DR; initiates this step and subsequent steps are
communicated among DR; and CS over a secure channel:
Following are the steps performed to register the drone with
the system:

1) DR; picks an identity /Dpg; and transmits it to CS.

2) On receiving IDpg; from DR;, the CS computes
pj = h(Dpg|lk), j = h(IDpg;||MSK). CS stores
{IDpg;, aj, pj} in list Ly, and transmits {e;, p;} to DR;
via private channel.

3) DR stores {aj, p;} in its memory.

D. AUTHENTICATION PHASE
The following steps are performed among U;, CS, and DR; to
complete the authentication phase:

1) U; provides his/her PID; and PWD;, and mobile device
MD; calculates p; = h(PID;||PWD;) @ p!",a; =
h(PID;||PWD;) @ «}". Then MD; picks an arbitrary
number Rug, € Z; and present timestamp T;.
Finally, MD; transmits the authentication message
MSG, = (EXP1, EXPy, EXP3, EXP4) to CS via
insecure channel where:

EXP1 = h(ps||T;) ® pi

EXPy = h(pil| psllai) @ Rand,
EXP3 = h(pill pslletil|Rand, ) © pj
EXP4 = h(pillpjl1pslleil [Rand, )

2) Upon receiving the authentication message MSG|; =
(EXPy, EXP;y, EXP3, EXP4) from Uj;, CS first checks
the condition |T7C — T; < 8T|. If true, CS retrieves «;
and computes:

p} = h(ps||T;) ® EXPy
R g, = h(pillpsllees) ® EXP,

p; = h(pillpslleil|Rand, ) ® EXP3

EXP) = h(p{||p|1pslletil|Ryg,)

3) CS checks EXPEl 2 EXPy4. If true, CS retrieves o from

Ly corresponding to ,olf . Next CS computes:

EXPs = h(pj|lo)) ® R,

] andy
EXPs = h(o!||ps ||| IR, .g.) @ P}
EXP7 = (/| 110511 IR g, )

Finally, CS transmits the message MSG, =
(EXPs, EXPg, EXP7) via insecure channel.

4) Upon receiving the MSG; from CS, DR; computes:
Ranl = EXPs @ h(pj||oj)

p;’ = EXPe @ h(pjll psllejlIRG,,)

EXP. = h(o”ll0: Ny andy
7= (p; ||pj||PS||0‘/||Rand1)

DR; checks the condition EXP/7 2 EXP;. If false, the

session terminates; else, the next step is executed.

5) DR; picks an arbitrary number Ru4, € 2, and
computes:

EXPg = h(pjl 0] |IR g,
EXPy = h(Ranl | |Rand2)
SKji = h(p{'||pjl| ps| | EXP9)

EXP10 = h(p}'||9j1195| 1R, || Rands | EXPo)
Finally, DR; transmits the message MSG3 =

(EXPg, EXP1o) to U; via insecure channel.

) @D Randz
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6) Upon receiving the MSG3 from DR;, U; computes:
Rﬁm,,g% = EXPg & h(pjl| pil|Rand, )

EXPg = h(Rand1 ||R/and2)

EXP/M) = h(pinijsHRandl||R:md2)

SKij = h(pillpjll ps| EXPg)

Finally, U; checks whether EXP’10 2 EXPg, if true
then SK;;(= SKj;) is accepted.

V. WEAKNESSES OF THE SCHEME OF ZHANG et al

This section explores the weaknesses of the scheme of
Zhang et al. [33]. The analysis conducted in this section
shows some critical insecurities of the scheme of Zhang et al.
against some serious threats, as explained in the following
subsections:

A. PRIVILEGED INSIDER ATTACK

As depicted in Subsections IV-C and I'V-B, various parame-
ters related to U; and DR; are stored in the CS database. Any
dishonest individual having enough privilege can access these
parameters and can launch various attacks based on stored
parameters.

B. LEAKAGE OF SECRET PARAMETERS
In Zhang et al.’s scheme, once U; is authenticated, it transmits
a message containing MSG| = (EXP1, EXP,, EXP3, EXPy)
to CS via the insecure channel. An A can intercept this
request and can access these parameters. Subsequently, A
initiates an attack as follows:

1) First A will intercept the message:

MSG, = (EXPy, EXP;, EXP3, EXPy) (1)

2) The parameter py is publicly available, T; is transmit-
ting openly, and A being a privileged insider can access
«a; corresponding to p;. A will compute:

XA = h(ps||Th) )
YA = h(pill psllei) ©)
Z A = h(pillpslleil|Rana;) 4)

3) EXPi, EXP;, EXP3, and EXP, are:

EXPy = h(ps||T:) ® pi (%)
EXPy = h(pil|ps|loti) © Rana, (6)
EXP3 = h(pillpsl|otil|IRand,) © pj @)
EXP4 = h(pil|pjl|pslleil| Rand,) 3)

4) By employing Equations 2, 3, and 4, A can compute:

pi = X4 D EXP )
Ranay = V4 ® EXP> (10)
pj = ZA® EXP; (11)

Hence, the secret parameters {0;, Ranq, , pj} have been
compromised.
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C. U; IMPERSONATION ATTACK
In order to impersonate on behalf of a legitimate user, the A
adopts the procedure explained as follows:

1) To forge a legal message MSGi, A requires the
knowledge of {py, pi, pj, a;}. As a privileged user,
A can access the parameters {p;, o;} from server as
described in Section V-A, whereas, ps; is a public
parameter, p; has been compromised as described in
Section V-B.

2) Next A will pick an arbitrary number R nd, € AR

A
present timestamp 77 and will compute:

EXP{ = h(p|IT) @ pi (12)
EXP3' = h(pil| pslle) & RW,I (13)
EXP{' = h(pinpsnainRandl) ©p (14
EXP{ = h(pill ojllpslletil IR g,) (15)

Finally, A will transmit the message containing
MSG{* = (EXP{, EXP{\, EXP{!, EXP{, TA) to CS
via open channel.

3) The CS on reception of MSGA, checks the validity of
|TC — TiA < 8T|. The validity holds as TiA is freshly
generated. The CS now computes:

pi = h(ps||ITY) @ EXP{ (16)
Ry = h(pillpslle) @ EXP3! (17)
o} = h(pillpslleil Ry ) ® EXPSt (18)
EXP{ = h(p{110}l1 sl il [R,) (19)

CS will finally check the condition EXPA = EXP.
This condition will be verified successfully as all the
parameters used by the A are genuine, as described
above. Hence, A has been successful in impersonating
a legal user U;.

D. CONTROL SERVER IMPERSONATION ATTACK
As a privileged insider A has all the necessary parameters as
described in Sections V-A, V-B, and V-C to impersonate as a

CS. The A adopts following procedure:
1) A will compute:

EXP' = h(pjliey) ® Ry, (20)
EXP{ = h(ijpSHa'HRand]) ® p; 1)
EXPst = h(pil1pjllpsllerj IIRandl) (22)
where Rand1 is an arbitrary number chosen by the
A. Finally, A will transmit the message containing
MSGs' = (EXP', EXP{, EXPZ') to DR; via insecure

channel
2) Upon receiving the MS G;‘ from CS, DR; will compute:

Rand1 = EXPs. A & h(pjlle) (23)
p; = EXPs A @ h(pjl|psllal |Rand1) (24
EXP} = h(o]'|10jl1psllj| R oy,) (25)
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3) DR; will finally check the condition EXP” 2 EXP;“.
This condition will be verified successfully as all the
parameters are genuinely and directly accessed by the
A from CS.

Therefore, the scheme is prone to control server
impersonation attacks.

E. DRONE IMPERSONATION ATTACK
A privileged insider can also impersonate a DR; towards Uj;.
Subsequent are the steps performed by the A to impersonate
as a DR;:
1) Flrstly, A will choose an arbitrary number Ran &
whereas A can extract Ry,g, from MSG as described
in Section V-B and will compute:

EXPt = h(oj110}||Rand,) ® R2%y, (26)
EXPg' = h(Rana, || Rpg,) 27)
SK = h(o!/|1 pjl|ps| | EXPS') (28)

EXP{ = h(p] 11051105l |[Rand || Rjmg, |\EXPSY)  (29)

Finally, A will transmit the message containing
MSGA (EXPA EXPA) to U; via insecure channel.
2) Upon receiving the message MSG3 , U; will compute:

Rand2 = EXP{ & h(p;| pil|Randy ) (30)
EXPy = h(Rana, IIRa,,dZ) (1)
EXP\o = h(pil| pj|| 05! | Rand, ||\ Ryya, |EXP) — (32)

Finally, U; will check the condition EXP’10 2 EXP{‘}).
The A will pass this test as well because all the
parameters are extracted from transmitted messages
and from CS. Hence, the scheme is prone to drone
impersonation attacks.

F. LACK OF MUTUAL AUTHENTICATION

As described in Sections V-C, V-D, and V-E that an A can
impersonate as a user, control server, and drone; hence, the
scheme doesn’t render mutual authentication.

G. PARALLEL SESSION-KEY ATTACK

Consider a privileged insider .4 who has successfully inter-

cepted the authentication messages {MSG1, MSG2, MSG3}

and has the knowledge of parameters {Runq,, 0i, Ps, 0j} as

described in Section V-B.

1) In order to launch the parallel session-key attack A

needs the knowledge of R,,q,, which can be acquired
by adopting the subsequent procedure:

Randz = h(pj”piHRumIl) @ EXPg (33)
EXP3t = h(Rand, ||Randy) (34)

2) A will compute the session-key by computing:
SKji = h(pil pil 05| EXP5") (35)

Consequently, A can severally and independently
compute the session-key SKj(= SKj;) making the
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scheme of Zhang et al. prone to the parallel session
attack.

H. REPLY AND DENIAL-OF-SERVICE (DoS) ATTACK

In Zhang et al’s scheme after the authentication of
U;, CS transmits a message containing the MSG, =
(EXPs, EXPg, EXP7) to DR;. Upon receiving the message
from CS, DR; extracts the parameter Ry, from the message

and checks the condition EXP’, 2 EXP7. Now if A captures
the message as it is transmitting over the insecure channel
and re-transmits it to DR;, then there is no way to verify
the freshness of the message. DR; will simply examine the

condition EXP, = EXP;, which will be true as A is
only transmitting the captured message and DR; will do the
computation and send response to U;. Hence the scheme
suffers from the reply and DoS attacks.

I. INEFFICIENT AUTHENTICATION PHASE

In Zhang et al.’s scheme, the U; enters his/her identity and
password and sends the authentication message to CS. CS
received this message and performed the authentication. Now,
if a U; enters an invalid identity and password, MD; will still
compile message MSG; and will transmit it to CS without
first checking the authenticity of the U;.

As the number of users increases so, more requests to
authenticate the user will be sent to CS. This results in bad
resource utilization, as the user can be first authenticated at
the local/user side, and then a message should be transferred
to CS.

Vi. PROPOSED PROTOCOL

The proposed protocol comprises five phases: 1) setup phase,
ii) user registration phase, iii) drone registration phase,
iv) authentication and key agreement phase, and v) Password
update phase. Each of these phases is explained in the
following subsections:

A. SETUP PHASE

In this phase, the (CS) selects a 1024 bits random number
MSK and marks it as its own master key. CS chooses A(.),
which is a one-way hash function and publicizes {A(.)},
whereas, keeps {MSK} private.

B. USER REGISTRATION PHASE

To enter the system and to utilize its resources over the private
channel, the user U; is required to register with the CS first.
Moreover, the proposed user registration phase is explained
in Figure 2. Subsequent are the steps performed by the U; to
register with the CS:

1) To initiate registration, the U; picks his/her personal
identity PID; and password PWD;, computes HID; =
h(PID;), and transmits it to the CS over a secure
channel.

2) Upon receiving message from Uj, in reply CS sends
{pi} where p; = h(HID;||MSK).

VOLUME 11, 2023

U; Cs
Picks PID; and PW D;
HID; = h(PID;)
MSG1 = (HID;)
(U;—CS)

Pick T'I D; and compute:
pi = h(HID;||MSK)
Xy = Eg(msk)[HID;]
Save the tuple {T'ID;, X}, } in DB.
MSG2 = (p;,TID;)
(U;i+-CS)
Select Rond, € 2
Computer
TEMP = h(PID;||PWD;)
pit =TEMP @ p;
R4 =TEMP ® Ropa,
Authi = h(PIDlHPWDzHRmzdl)
TID" =TEMP®TID,
Save {pf", Rana,> Autn,, TID'}

FIGURE 2. Proposed user registration phase.

DR, CS
Picks IDDRJ-
MSG1 = (IDDRJ)

Check if IDp R; already exist?
Computes p; = h(IDpr;||MSK)
Store I Dpg; into database.
MSG2 = <pj>
%
(DR;+CS)
Save {IDDRJ- s pj}

FIGURE 3. Proposed drone registration phase.

3) U; receives {p;}, selects an arbitrary number R4, €
Zx, and computes TEMP = h(PID;||PWD;), p/* =
TEMP & /’i’RZ;zdl = TEMP ® Runq,, and Ay, =
h(PID;||PWD;||Runa, ). Finally, U; saves the parameters

{p}", Ry, » Auri;} securely.

C. DRONE REGISTRATION PHASE
Drone registration phase is illustrated in Figure 3 and is
explained in following steps:

1) DR; picks an identity IDpg; and broadcast it to CS over
the private channel.

2) Upon receiving the request of registration from DR;,
CS first checks if IDDRJ. already exists in the database,
if true CS rejects the registration request and DR; has
to select unique identity. Else, CS computes p; =
h(IDDRj||MSK). CS transmits {p;} to DR; via private
channel.

3) DR; stores {IDpg;, pj} in its memory.

D. AUTHENTICATION AND KEY ESTABLISHMENT PHASE
The U; initiates this step to establish a session key with DR;
with the help of CS. The steps in this phase as depicted in
Figure 4 are explained as follows:
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1) U; provides his/her PID; and PWD;, and mobile device
MD; calculates TEMP' = h(PID;||PWD;), p; =
TEMP' & p",Rua, = TEMP @® R, A, =

and, uth;
I(PIDi||PWD;||Rand,). If Aup, = Al is terminate
session terminates, else continues.

2) MD; selects an arbitrary number R,n0, € 2, and
present timestamp 7;. Finally, MD; transmits the
authentication message MSG| = (EXP, EXP>, EXP3,
HID;, T;) to CS via insecure channel where:

HID; = h(PID;)

EXP1 = h(pillTi||Rand,)
EXP> = p; ® Rand,
EXP3 = IDpg; @ pi

3) Upon receiving the authentication message MSG| =
(EXPy, EXP,, EXP3, HID;, T;) from U;, CS first
checks |TC — T; < 8T|. If true, CS computes IDDRj =
i@ EXP3 and checks the existence of IDpg; inthe CS’s
database. If it exists, the process continues as follows:
p; = h(HID;||MSK)

Randg, = ,Oi/ @ EXP)

4) CS checks EXP, 2 h(pT;||Rand, ). If false, session
terminates else CS picks present timestamp 7., and
computes:

P} = h(IDpg,||IMSK)

EXPy = p/ ® Rand,

EXPs = h(P]{HTc‘v”Randz)

EXP6 = h(Randznpl{) > p;

Finally, CS transmits the message MSG, =
(EXPy4, EXPs, EXPg, T,s) via insecure channel.

5) Upon receiving the MSG, from CS, DR; checks |[TC —
Ty < 8T)|. If true, DR; computes Rynq, = EXPy @ pj

and checks the condition EXPs 2 h(pil|Tcs | |Rands, )-
If false, the session terminates; else, the next step is
executed.

6) DR; picks an arbitrary number Ry,4; € 2, present
timestamp TDRj, and computes:

SKji = h(Rand | |Rands || (EXPg & p}))

EXP; = h(SK;il| Tok, ||(EXPs & p;))

EXPg = (EXP6 © pj) ® Rands

Finally, DR; transmits the message MSG3 =
(EXP7, EXPg, TDRj) to U; via insecure channel.

7) Upon receiving the MSG3 from DR;, U; first checks the
condition |TC — TDRj < 8T|. If true U; computes:
TEMP" = h(RandZHIOi)

Rund, = EXPg & TEMP”
SKij = h(Rand, ||Rana; | ITEMP")
EXP’, 2 h(SKij||Tpg;| |TEMP")

8) Finally, U; checks whether EXP’7 2 EXP7, if true then
session-key SK;j(= SKj;) is saved and will be used to
communicate securely.

E. PASSWORD UPDATE PHASE
The following procedure is adopted by the U; for its urge to
update existing password:
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1) First U; will need to get authenticated successfully by
adopting the procedure as described in the “Login and
authentication phase”.

2) Next U; will provide new password PWD/!", and MD;
will computes TEMP' = h(PID;||PWD/*"), TEMP =
h(PID,~||PWDf”d), ,o;”/ = p" @ TEMP ® TEMP',
R", = TEMP @ R, @ TEMP', and A},
h(PID;||PWD}"||Rand, ).

3) Finally, MD; saves the parameters { ,0{”/, R?,; dps
A} by replacing {o]", R ;. . Aum;} securely.

VII. SECURITY ANALYSIS

Automated formal security analysis and informal security
analysis of the introduced protocol have been presented in
this section.

A. AUTOMATED ANALYSIS USING ProVerif

The simulation-based results of the proposed protocol are
presented in this section. The results are conducted using
the Proverif tool. Its declaration and events are explained
in Figure 5 (a), 5 (b), 5 (c), 5 (d), and 5 (e), respectively.
ProVerif is primarily designed to check the robustness of
authentication protocol in the existence of active attacks [34].
To simulate the protocol, three events have been defined,
including (i) user, (ii) CS, and (iii) drone. Though, the starting
events and ending events related to user I4;, Control Server CS
and drone DR; is described as follows:

begin_Ui(bitstring) and end_Ui(bitstring),

begin_CS(bitstring) and end_CS(bitstring)

begin_DRj(bitstring) and end_DRj(bitstring)

Simulation results as presented in Figure 5 (f) illustrate
that all the processes initiated and halted successfully. At the
same time, the result shown in Figure depicts that the attacker
query is not capable of computing and getting the session
key as computed by the processes during the authentication
procedure.

B. INFORMAL ANALYSIS

In this section, various well-known attacks, how adversaries
can launch them, and what measures are taken to protect the
scheme against them are discussed as adversaries can exploit
the protocol by using the information transferred over a public
channel, shared in the previous sessions, or information
stored over the server and on the user’s device.

1) REPLAY ATTACK

In the introduced protocol, timestamps {7;, Tcs, TDRJ,} and
random numbers {Rgnq1, Rand2} are employed to ensure that
introduced protocol is fresh and secure from replay attack.
In case a message is replayed, the timestamp will not pass
the freshness test, or the random number may become
inconsistent. Hence, the introduced protocol is resilient
against replay attacks.
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User (U;) Control

Server (C'S) Drone (DR;)

Enter PID; and PW D,

Compute

TEMP' = h(PID;||PWD;)

pi =TEMP @ p™

Rapa, = TEMP & R,

Ay, = h(PID;||PW Dy|| Rana, )

A, £ 4y,

Select R4, € Z,; and T;

TID; = TEMP &TID™

EXP = h(PiHTiHRandz)

EXP = p; ® Rand,

EXP; =1Dpg; ® pi
MSG=(EXP1,EXPy,EXP3, TID;,T;)

(U;—CS)

ITC T, < 6T

Check if T'ID; exists in the DB?
and fetch corresponding X,

Compute:

HID; = Dy (msk) [X4]
p; = h(HID;||MSK)
IDpg, = p; & EX Py

Check if IDpp;

exists in the DB?

Randg = p; @ EXP2

EXpP = h(p;HTiHRandz)

Select T.; and T 1D

Replace T'ID; with T1D;**" compute:
p; = h(IDpp,||MSK)

EXPy = p; D Randg

EXPs = h(p_;‘HTCSHI,%andz)/

EXPs = h(Rana,|p;) ® Py

EX Py = TID}*" @ h(HID;||p;||T:)
MSGy;=(EXP;,EXPs,EXPs,EXP; Tcg)

(CS—DRy)

|TC — T,y < 0T
Rand; = EXP4 52 Pj

EXP; = h(p;||Tes| | Ranas)

Pick Rand; € Z;, and Tpp,

SKj; = h(Rand, || Rands | [(EX Ps © pj))

EX Py = hSK;i||[Tpr; ||(EXPs © p;))

EXPy = (EXPG D pj) D Rand3
MSGs=(EX Py,EX Ps,EX Py, Tpr,)

|TC —Tpg, <T|

TEMP" = h(Rana,||pi)

Rand, = EXPy ® TEMP"

SKij ,= h(Rundz | ‘Ra,nda ‘ |TE]MP::)
EXPy = h(SK||Tpr, ||[TEMP")
EXP; Z EX Py, if true save SK;j
Compute:

TID!*" = EXP; ® h(h(PID;)||pi||T;)
TIDrw™ — TIDr ¢ TEM P’
Replace 71 DI with T1Dpe”"

(U;«DR;)

SK,,(=5K,1)

(U; & DR;

both save the same session-key)

FIGURE 4. Proposed authentication and key agreement phase.

2) KEY FRESHNESS

Although the session key is constructed by some distinct
identities, random numbers, and timestamps, If 4 gets the
session key secrets {Ryqnq1, Rrana3, EXPg} through session

VOLUME 11, 2023

key guessing attack, still A can’t get session key without
knowledge of long term parameter p;. Hence, the key
freshness is ensured by generating a session-specific novel
key.
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(¥ ————————- Channels
free ChSec:channel [private].
Sm and CSx)

free ChPub:channel. (xpublic channel between Ui,
Constants and Variables
PWDi:bitstring[private].free PIDi:bitstring [private].
IDdrj:bitstring.
MSK:bitstring[private].free SKij:bitstring
free TIDUi :bitstring. free IDCS :bitstring.
free pj:bitstring. free IDDRJ :bitstring.

(x Queries *)

query id:bitstring; inj-event (end_Ui (IDUi)) ==>
inj-event (start_Ui (IDUi)) .

query id:bitstring; inj-event (end_CS(IDCS)) ==>
inj-event (start_CS(IDCS)) .

query id:bitstring; inj-event (end_DRj(IDDRJ))
inj-event (start_DRJ (IDDRJ)) .

query attacker (SKij).

(xsecure channel between Ui,
Sm and CSx)

free
free free pi:bitstring.

free [private].

==>

(x=====xEventsx=====x
start_Ui (bitstring) .
end_Ui (bitstring) .
start_CS (bitstring).
end_CS (bitstring) .
start_DRj (bitstring) .
end_DRj (bitstring) .

event
event
event
event

( onstructo )

fun h(bitstring) :bitstring.

fun Inverse(bitstring):bitstring.

fun Concat (bitstring,bitstring) :bitstring.

fun XOR(bitstring,bitstring) :bitstring.

fun Mul (bitstring,bitstring) :bitstring.

( quation )

equation forall a:bitstring; Inverse(Inverse(a))=a.
equation forall a:bitstring, b:bitstring;XOR(XOR(a,b),b)=a.

(a) Channels, Constants & Variables, and Queries

(b) Events, Constructors, and Equations

( Ui )

let pUi=

event start_Ui (IDUi);

let TEMP'=h(Concat (PIDi,PWDi)) in

let xpi=XOR(TEMP’,pi) in new Rrandl:bitstring;

let Rrand=XOR(TEMP’,Rrandl) in

let Authl=h(Concat (PIDi, (PWDi,Rrandl))) in

new Ti:bitstring; let HIDi=h(PIDi) in

new Rrand2:bitstring;

let EXPl=h(Concat (pi, (Ti,Rrand2))) in

let EXP2=XOR(pi, Rrand2) in let EXP3=XOR(IDdrj,pi) in

out (ChPub, (EXP1,EXP2,EXP3,HIDi, Ti));
in(ChPub, (EXP7:bitstring, EXP8:bitstring, Tdrj:bitstring));
let TEMP'’=h(Concat (Rrand2,pi)) in

( *)

let pCS=

event start_CS(IDCS);

in (ChPub, (EXP1l:bitstring, EXP2:bitstring, EXP3:bitstring,
HIDi:bitstring, Ti:bitstring));

let xIDdrj=XOR(pi,EXP3) in

let pi’=h(Concat (HIDi,MSK)) in

let Rrand2=XOR(pi,EXP3) in

if EXPl=h(Concat (pi, (Ti,Rrand2))) then
new Tcs:bitstring;

let p’j=h(Concat (IDdrj,MSK)) in

let EXP4=XOR(p’j,Rrand2) in

let EXP5=h(Concat (p’Jj, (Tcs,Rrand2))) in
let EXP6=XOR((Concat (Rrand2,pi)),p’J) in

new Tdrj:bitstring;

new Rrand3:bitstring;

let xSKij=h(Concat (Rrand2, (EXP6,pj))) in

let EXP7=h(Concat (SKij, (Tdrj, (XOR(EXP6,p3j))))) in
let EXP8=XOR (Rrand3, (XOR(EXP6,pj))) in

out (ChPub, (EXP7,EXP8,Tdrj));
event end_DRj (IDDRJ)
else

0.

process (( !pDRjJ) |

(!'pCs) | (!pUi))

let Rrand3=XOR(EXP8,TEMP’’) in out (ChPub, (EXP4,EXP5,EXP6, Tcs))
let xSKij=h(Concat (Rrand2, (Rrand3,TEMP’’))) in event end_CS (IDCS)
if EXP7=h(Concat (SKij, (Tdrj,TEMP’'’))) then else
event end_Ui (IDUi) else 0. 0.
(c) User Event (d) Control Center Event
(* DRjJ *) RESULT inj-event (end_DRJ(IDDRj[])) ==> inj-event (start_DRjJ
let pDRJj= (IDDRJ[])) is true.
event start_DRJ(IDDRJ); -- Query not attacker(SKij[]) in process 1
in(ChPub, (EXP4:bitstring, EXP5:bitstring, EXP6:bitstring, Tcs: | Translating the process into Horn clauses...
bitstring)); Completing...
let Rrand2=XOR(EXP4,pj) in Starting query not attacker (SKij[])
if EXP5=h(Concat (pj, (Tcs,Rrand2))) then RESULT not attacker (SKij[]) is true

Verification summary:

Query inj-event (end_Ui (IDUi[]))==>inj-event (start_Ui (IDUi[]
)) is true.

Query inj-event (end_CS(IDCS[]))==>inj-event (start_CS(IDCS[]
)) is true.

Query inj-event (end_DRj (IDDRj[]))==>inj-event (start_DRj(
IDDRJ([])) is true.

Query not attacker(SKij[]) is true.

(e) Drone Event

FIGURE 5. ProVerif code.

3) USER ANONYMITY AND UNTRACEABILITY

Suppose an adversary A monitors and intrudes during the
exchange of login and authentication messages. Not at
all the intruded values {EXP, EXP,, EXP3, HID;, T;, EXPy4,
EXPs, EXPs, Tcs, EXP7, EXPg, Tpr;} does not include any
un-encrypted values helpful in recognizing the user U;
or Drone DR;. Hence the introduced protocol employs
anonymity. Additionally, all the values are made-up of
random nonces, which remain unique during the various
sessions. Hence the introduced protocol is resilient against
untraceability and anonymity.

4) SMART CARD STOLEN ATTACK

Let A being an active attacker, steal the smart card of an
authorized user, or the card be misplaced and found by .A.
As an active attacker, A can obtain any sensitive information
from the smart card. An attacker can took all the details
related to {p!", R}, > Ay }. In order to obtain any sensitive
parameters, A needs to know the values of PID; and PWD as
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(f) Proverif Results

these values are kept as a secret to A, which clearly implies
that stolen smart card attack is not possible on the proposed
scheme.

5) IMPERSONATION ATTACK

For completing a successful impersonation attack, the A
needs to generate a valid and legitimate request mes-
sage. The A ties to forge a valid request MSG;
(EXP1, EXP,, EXP3, HID;, T;). However, an attacker can
not produce a legitimate request because it requires the
knowledge of {P;, Rand,}. Hence, the introduced protocol
can be resilient against impersonation attacks.

6) MAN IN THE MIDDLE (MIM) ATTACK

To launch the MIM attack, A tries to detain and alter
the login request from U; to CS. However, the request
message can only be forged or altered with the information of
secret testimonials. Hence, the introduced protocol is resilient
against the above-mentioned attack.
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7) PERFECT FORWARD SECRECY

The session key shared among the three participating entities
is generated using random nonces added by both the U; and
CS. Therefore, if the MSK -private key or any of the session
keys, the A cannot benefit from computing future or past
session keys. Hence, the introduced protocol incorporates
perfect forward secrecy.

8) DOS ATTACK

Our approach depends heavily on secret secrets to success-
fully complete internal authentication, and in order to do
so, U; must determine if the particular condition A, =
Ayumi 1s satisfied. If the requirement manages to hold, local
authentication will be accomplished. U; transmits the AKE
query to CS following authentication. If not, U; stops the
AKE process from running and restricts itself from making
several AKE queries to CS and DR;. As a result, our system
is immune to DoS attacks.

9) DE-SYNCHRONIZATION ATTACK

A may build a de-synchronization malicious activity by
releasing the intercepted communication unless the network
participants are managing pseudonyms while the AKE
procedure is running. Both U; and CS maintain updated 7ID;
in memory to protect themselves from the de-synchronization
exploit. U; may switch to using old TID; old for the AKE
procedure if A stops it by discarding the authentication
messages. As a result, de-synchronization attacks cannot
affect our proposed AKE scheme.

10) SECURE MUTUAL AUTHENTICATION

Fully secured mutual authentication is achieved by all entities
in our proposed scheme. CS checks to see if EXP; 2
h(plf||T,-||Ra,,d2) after accepting the login response message
“M1 = (EXP\, EXP,, EXP3, TID;, T;)” from U;. DR; deter-
mines either EXPs = h(pj||Tcs||Rand,) after receiving the
authentication demand messages (EXP1, EXPs5, EXP¢, EXP7,
Tcs) from CS. DR; verifies CS's identity if it is legitimate.
When U; receives the EXP7, EXPg, EXPy, TDR]. authentica-
tion verification communications from DRj, it checks to see

0
if either EXPé = EXPg. When the criterion is met, secures
mutual authentication across U;, CS, and DR; is achieved.

Viil. COMPARATIVE ANALYSIS

The introduced protocol is compared with existing
benchmarks such as Wazid et al. [22], Singh et al. [35],
Zhang et al. [33], Yuetal. [26], Tanveer etal. [27], and
Nikooghadam et al. [32] in this section.

A. FUNCTIONALITY COMPARISON

In this subsection, we compare the functionality fea-
ture provision of the proposed protocol with the pro-
tocols presented by Wazid et al. [22], Singh et al. [35],
Zhang et al. [33], Yu et al. [26], Tanveer et al. [27], and
Nikooghadam et al. [32]. TheTable 2 depicts the comparisons,
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TABLE 2. Comparison of functionality features.

FNR [22] [35] [33]
SSA

ANO
MUA
KSA

SKA
MOA
DCA
REP

MIA

IMA

UNT

SDA

SCA

Note:- FNR: Functional Requirements; SPA: Server spoofing at-
tack; ANM: Anonymity; MUA: Mutual authentication; KSA: Known
session-key attack; SKA: Session key agreement; MOA: Modifica-
tion attack; DCA: Drone Capture attack; REP: Replay attack; MIA:
Man-in-the-middle attack; IMA: Impersonation attack; UNT: Un-
traceability; SDA: Stolen smart device attack; SCA: Scalability/In-
Correctnessv”: Secure or provides; X :Insecure against or does not
provide

,_
B!
(=)

!

—
—
—

=

CACNCNAUX X X X AN A X
N X X X AX XX AX X
LA AX X X X X X X X NX
PN N N N N NN NENEN
PN N N N N N N N NN NN
LRAX AX AN ARNN B
N N N N N NN NN

TABLE 3. Experimental Results.

1Operation/ Device— User Control Server ~ Drone
Ty Bilinear-Pairing 17.36  4.038 12.52
Teem: ECC Point-Multiplication  5.116  0.926 4.107
Teca: ECC Point-Addition 0.013  0.006 0.018
T},: One-way Hash 0.009  0.004 0.006
T'sym: Symmetric Encryption 0.017  0.008 0.013

where v verifies that mentioned protocol provides the
functionality or resists the attack. Whereas x confirms
that the mentioned protocol lacks the required feature,
and — implies that the feature is not applicable or cannot
be determined. The Table 2 provides concrete evidence
that the proposed protocol provides all required features.
In contrast, other protocols have weaknesses against one or
more features.

B. COMPUTATION ANALYSIS

Detailed comparisons concerning the computation cost of
different protocols are presented in this section. Furthermore,
as per the experimental setup mentioned in [31], performed
using MIRACL library over three corresponding devices:
Xiaomi-Redme Note-8 equipped with OctaCore Max-
2.01GHz processor, 4-GB RAM Andriod V-9 and MIUI
V-11.0.7. The smartphone simulates a user/mobile device.
To Control-center (CS), we experimented HP-EliteBook
8460P-Intel(R), Core(TM)-i7-2620M,2.7GHz Processor,
4-GB RAM, and Ubuntu 16.0 LTS OS; whereas we use
Pi3-B+ with 1.4GHz processor (Cortex-A53(ARMvS)) and
1-GB RAM to simulate a drone. The running times of the
used computation operations are depicted in Table 3.

The Table 4 depicts that the introduced scheme has less
computation cost than the schemes presented in [22], [26],
[271, [32], [33], and [35]. The cryptographic operations
performed in the proposed are reduced, and an efficient
scheme has been introduced as shown in the Table 4.
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TABLE 4. Running time comparisons.

Protocol ~ User Control Server Drone Total Cost (ms)
[22] 16Ty, + 1T, 9T}, Ty, 5.33

[35] ATeem - 5Teem 40.9

[33] 107}, 7Ty Ty 0.16

[26] 1Ty + 12T, 9T}, 1T + 8T 9.415

[27] 3Teem + 4Tsym + T4 1Tecm + 3Taym + 4T, 2Tecm + 2Tsym + 7T5, 25233

[32] 2Tecm + 6T}, 8T}, 2T ecm + 5T, 18.562

Our Ty, 6T, + 1Tsym 3Ty, 0.11

m[22] [35] m[33] m([26] m[27] m[32] mPROPOSED

40.9

25.233

TIME IN MS

20 18.562

9.415

533

5
0 o

[22) [35] 33] [26] [27] 32] PROPOSED
SCHEMES

FIGURE 6. Comparison based on computation cost.

m[22] [35] m[33] m[26] m[27] m[32] HPROPOSED

2500
2336

2080
2000 1856
1696
1500 1472
moo I
0

[22] [35] [33] [26] [271 32] PROPOSED
SCHEMES

# OF BITS

@
8
3

FIGURE 7. Comparison of communication cost.

Therefore, it could be concluded that our scheme provides
all security requirements, and compared to the rest of the
schemes [22], [33], [35], our method is best suited in practical
drone scenarios due to its’ security provisions and lightweight
properties.

C. COMMUNICATION ANALYSIS

The Table 5 depicts the communication overhead of the
proposed scheme and related schemes. To comprehend the
comparisons, the subsequent assumption as per the sizes of
several parameters are considered as follows: random number
and symmetric encryption blocks are regarded as 128 bits of
length, and the identities, time stamps, and ECC parameters
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TABLE 5. Communication cost comparison.

Protocol Message Exchanged ~ Bits Exchanged
Wazid et al. [22] 3 1696
Singh et al. [35] 2 1664
Zhang et al. [33] 3 1472
Yu et al. [26] 4 2048
Tanveer et al. [27] 3 2080
Nikooghadam et al. [32] 3 2336
Our 3 1856

are fixed at the size of 160 bits. Due to the duality of the points
(Py, Py), the size of an ECC point is 160 4 160 = 320 bits.

The communication cost of the various protocols is shown
in the Table 5 and also in Figure 7.

As per the assumed values, the communication cost of the
authentication phase of the proposed scheme is 1856 bits.

The Table 5 shows that the proposed scheme introduced
some extra communication cost in comparison to the related
schemes [22], [33], [35], Yuet al. [26], Tanveer et al. [27],
and Nikooghadam et al. [32]. Nevertheless, the proposed
scheme has better security and offers the least communication
cost.

IX. CONCLUSION

The privacy and security issues related to IoD are expand-
ing as their adaption surges. To subdue the privacy and
security issues related to drones, Zhang et al. introduced
an authentication protocol for drones. We have reviewed
and cryptanalyzed Zhang et al.’s protocol and found many
vulnerabilities. Further, we have initiated the protocol to
overcome the vulnerabilities found in Zhang et al.’s protocol
while preserving its benefits simultaneously. The security
and comparative analysis of the introduced protocol has been
performed to show that the introduced protocol is secure and
provides better security features with low communication and
computation overheads.
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