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ABSTRACT Hybrid free-space optical (FSO) and millimeter wave (mmWave) systems have been proposed
as an efficient solution to improve spectral efficiency and maintain link reliability. The comparable supported
data rate and the complementary characteristics in different weather conditions of both links, i.e., FSO and
mmWave) have attracted research efforts towards analyzing the different performance aspects of hybrid
FSO-mmWave systems. Following this direction, in this article, the physical-layer security analysis of the
dual-hop hybrid FSO-mmWave systems is addressed. In the considered system, both FSO and mmWave links
are simultaneously used to carry data at each hop, while an eavesdropper is assumed to present to wiretap
either one or both links. The analysis includes building a mathematical framework to derive different secrecy
metrics, such as the average secrecy capacity, secrecy outage probability and effective secrecy throughput
metrics, in mathematical expressions. Obtained analytical results are verified using Monte Carlo simulations
where exact matching are achieved. Moreover, the presented results include investigation of the impact of
the different operational parameters on the overall secrecy performance.

INDEX TERMS Physical layer security, cooperative systems, relaying schemes, free space optical, millime-

ter wave band, hybrid FSO-mmWave, secrecy analysis.

I. INTRODUCTION

Recently, research efforts are being directed to exploit hgigh
frequency bands to meet 5G requirements represented by
unexpected volumes of data exchange along with scare radio
frequency (RF) resources. Compared to 4G, required data
volumes are estimated to be at least a thousand fold greater
[11, [2], [3], [4]. Compared to the congested RF, Free-space
optical (FSO) communication has been widely nominated
as a candidate for future wireless systems due to its low
energy expenditure, immunity to interference, and accept-
able level of security [5]. However, FSO technology still
suffers from some challenges which include sensitivity to
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line-of-sight (LOS) alignments and poor performance under
different weather conditions such as thermal expansion,
wind load, and foggy weather [6], [7]. On the other hand,
recent studies on millimeter waves (mmWave) bands have
demonstrated that multi-gigabit data rates can be attained
along with different impact of the weather conditions on
mmWave [8]. Specifically, the impact of thermal expansion,
wind and fog on mmWave band is considered trivial, while
it is highly affected by oxygen absorption and rain. Also,
compared to FSO, energy consumption and attack vulnera-
bility in mmWave are considered serious challenges. To this
end, the above reported complementary properties of both
FSO and mmWave have motivated recent research works
toward hybrid links of FSO and mmWave to strike a balance
between data rate, security and reliability [9], [10], [11],
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[12], [13]. Notice that the achievable data rates of both tech-
nologies are comparable, which in turn, paves the way for the
FSOmmWave parallel utilization aiming at transmit diversity
improvement, spectral efficiency enhancement and/or secu-
rity level boosting [14], [15], [16]. In another perspective,
relaying schemes are widely used as an energy efficient tech-
nique, to increase the coverage area and system reliability
as well as the system capacity [17], [18], [19]. Therefore,
considering high demands/requirements of 5G and beyond
era, relay-based methods have been extensively employed
utilizing hybrid combinations of both FSO and mmWave in
which the signal is first transmitted from the source over
either FSO or mmWave link, and forwarded by a relay node
using different link (either FSO or mmWave) towards the des-
tination node. Such a relying system has shown a promising
performance compared to traditional relaying schemes [13].

A. RELATED WORKS

As mentioned earlier, literature works in hybrid FSO/RF
based relaying systems have recently shown an increasing
interest. For instance, different performance aspects of hybrid
and/or dual-hop systems are deeply analyzed in [20], [21],
[22], [23], [24], [25], [26], and [27] taking into account differ-
ent system operation parameters such as fixed- and variable-
gain amplift-and-forward (AF) relaying schemes based on
multiple scenarios and assumptions. The authors in [28], [29],
[30], and [31] address the relay selection of a set of AF relays
for mixed FSO/RF systems based on outdated channel state
information. It is based on the assumption that RF link is
subject to Rayleigh fading while the FSO link is impacted
by Gamma-Gamma atmospheric turbulence. Further, gener-
alized performance analyses of mixed FSO-RF systems is
in detail examined in [32], [33], [34], and [35] considering
multi-hop transmissions, in which the effect of co-channel
interference at both relay and destination, threshold-based
selective switching schemes, higher order moments, fad-
ing, and moment generating function are considered. In the
works [36], [37], [38], multiuser dual-hop relaying systems
over mixed RF and FSO links are investigated with oppor-
tunistic user scheduling, where links between the users and
the relay are operating on RF band, while the link between
the relay and the destination is operating on an FSO link.
Alternatively, secrecy analysis of a mixed RF-FSO dual-hop
system in the presence of a single eavesdropper is conducted
in [39], [40], [41], [42], [43], and [44]. It is assumed that
the eavesdropper is wire-taping the RF link only, and both
fixed- and variable-gain relaying are considered. Their stud-
ies result in analytical expression for the average secrecy
capacity (ASC) and the secrecy outage probability (SOP).
In a different scenario, ASC and SOP of a mixed single-
input multiple-output simultaneous wireless information and
power transfer based RF and FSO system are addressed
in [45] and [46]. The eavesdropper is assumed to be an energy
harvesting RF receiver. The study yields in analytical for-
mulas of both ASC and SOP considering different detection
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methods and the impact of pointing errors in FSO. In [47], the
performance of secrecy capacity of a satellite-to-terrestrial
multi-hop system is assessed, where RF is adopted for the
satellite link while the terrestrial link is operated by FSO.
Accurate mathematical expressions for both the ASC and
SOP are derived considering AF and decode-and-forward
(DF) relaying techniques while the eavesdropper can wiretap
to satellite link only. The secrecy outage probability of a
hybrid RF-FSO scheme is investigated assuming imperfect
channel estimation process in [48], [49], and [50], where a
multi-antenna eavesdropper is considered for a SIMO system.
Also in [51], a multi-antenna eavesdropper is assumed to be
present in a MIMO based relaying system. The secrecy anal-
ysis is conducted considering different selection mechanisms
of the transmit antennas.

B. MOTIVATION AND CONTRIBUTIONS

Early discussed works [21], [22], [23], [24], [25], [26], [27],
(28], [291, [301, [311, [32], [33], [34], [35], [36], [37], [38],
(391, [401, [411], [42], [43], [44], [45], [46], [47], [48], [49],
[50], [51], [52] have addressed the performance aspects of
mixed, dual-hop, and/or relaying schemes for FSO and RF
systems considering different scenarios and assumptions.
In all considered scenarios, either RF or FSO is employed
alone in one of the hops. However, as mentioned earlier,
the performance of dual-hop mixed relaying systems are
dramatically degraded in some weather conditions. There-
fore, employing parallel combinations in which simultane-
ous transmissions over both FSO and RF links in the same
hop has been proposed as an efficient solution to maintain
the reliability of relaying systems in different weather con-
ditions. Moreover, traditional RF-only back-haul links are
not sufficient for the recent requirements including extreme
reliability, low latency, and high capacity, which enables the
need for hybrid systems. Consequently, one hop hybrid FSO-
RF systems are investigated in [53], [54], [55], [56], [57],
and [58] considering various configurations. Afterwards, the
authors in [59], [60], [61], [62], and [63] examine relay-based
hybrid FSO and RF systems for connecting macro-cell base
station with small-cell base station through multiple parallel
buffer-aided relay nodes, optimal fixed and adaptive link
allocation policies to share the transmission time, and link
selection in each hop. In [64], the outage probability of the
hybrid FSO-mmWave system is investigated, while the PLS
analysis of direct link (single hop) hybrid FSO-mmWave
systems is investigated considering uncorrelated links in [65]
and correlated links in [66].

Motivated by the above, in this paper, we consider
hybrid FSO-mmWave dual-hop systems, where both FSO
and mmWave are simultaneously utilized in each hop, for
further analysis and investigation. In particular, we examine
the secrecy capacity of the two well-known AF relaying
schemes, namely, fixed-gain (FG) and variable-gain (VG) AF
relaying schemes. Recall that FG and VG imply that power
amplification at the AF relay is conducted based on partial or
perfect channel information, respectively.
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It is worth highlighting that despite the fact that the uti-
lization of hybrid FSO-RF systems is a promising remedy
for future back-haul links, physical layer security analysis
of dual-hop hybrid FSO-RF systems has not yet been inves-
tigated to the best of our knowledge. Therefore, for the
first time, the secrecy performance of a hybrid FSO-RF sys-
tem is investigated considering two well-known AF relaying
schemes, namely, variable- and fixed-gain schemes. Three
different types of eavesdroppers are considered, namely, RF-,
FSO- and Hybrid-Eve, with a relevant secrecy performance
comparison. Also, more practical conditions are assumed
represented by Gamma-Gamma atmospheric turbulence and
Nakagami-m fading for FSO and RF links, respectively.
Our results include analyzing different performance metrics,
which results in novel analytical expressions for the secrecy
capacity, secrecy outage probability and effective through-
out for fixed-gain and variable-gain AF relaying methods.
Moreover, in order to validate the analytical accuracy of the
proposed derivations, Monte-Carlo simulations are presented
along with related theoretical results considering several fun-
damental physical layer parameters. The contributions of this
paper can be summarized as follows:

o Investigating the secrecy performance of dual-hop
hybrid FSO-mmWave systems by evaluating the secrecy
capacity.

o Deriving mathematical expressions for the secrecy
capacity considering two different AF relaying schemes,
variable- and fixed-gain relaying.

« Considering three different types of potential eavesdrop-
pers that can wiretap either FSO link, mmWave link or
both links.

« Analysing the performance by a set of simulation and
analytical results while considering the different weather
conditions, eavesdropper types and relaying schemes.

C. PAPER ORGANIZATION

The organization of the rest of the paper is as follows:
Section II describes the system and channel models for
hybrid FSO-mmWave communications. SNR models of
fixed- and variable-gain AF relaying schemes are presented
in Section III. The secrecy analysis of dual-hop hybrid FSO-
mmWave system is presented in Section IV for AF relaying
schemes. The results are given in Section V along with rele-
vant discussions. Finally, Section VI concludes the paper.

Il. SYSTEM MODEL

We consider a dual-hop hybrid FSO-mmWave system, where
the classic Wyner’s wiretap channels take place [67]. The
legitimate transmitter, Alice, wants to send a confidential
information to the legitimate receiver, Bob, by the aid of a
relay node. An eavesdropper, Eve, is assumed present and is
trying to wiretap on the legitimate communication by sniffing
the received signals at the Bob’s side, as illustrated in Fig. 1.
In each hop, i.e., the first-hop (from Alice to relay) and the
second-hop (from relay to Bob), two parallel links, namely,
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an FSO link and an RF link are activated for data transmis-
sion. Accordingly, for the data transmission over the RF link,
it is assumed that Alice and Bob are equipped by a single
transmit antenna and a single receive antenna, respectively,
while the relay node is equipped by a single transmit antenna
and a single receive antenna. For the FSO link, Alice utilizes
a single laser, while Bob utilizes a single photodetector. The
relay node is equipped by a single photodetector and a single
laser for reception and transmission ove the FSO link. At the
relay node, two well-known AF relaying schemes are consid-
ered in both hops,namely, FG and VG AF relaying methods.
In FG AF relying, the power amplification is determined
based on partial channel information, while in VG AF, the full
channel state info is adopted to determine the power amplifi-
cation level. Data flow at Alice is split into symbols, each of
log, (M) bits, where M denotes the modulation order. As both
links are activated, each symbol, after being modulated, will
be transmitted over each link. As RF is operated over the
mmWave band, it is assumed that both links provide identical
bandwidth.

In this work, Eve is considered to be one of three types
according to its ability and resources. The first type is RF-Eve
which is able to wiretap the RF link only, while the second
is FSO-Eve that wiretaps the FSO link only. Differently,
Hybrid-Eve is able to wiretap both links using a single receive
antenna and a single photodetector.

It is worthy to note that through this study, the subscript
x € {1,2, b, e} denotes either hop number or receiving side,
i.e.,x = 1 for the first-hop, x = 2 is for the second-hop,x = b
for legitimate receiver Bob, and x = e for the eavesdropper
Eve.

A. FREE-SPACE OPTICAL (FSO) SUBSYSTEM

1) CHANNEL CHARACTERISTIC

Among the different models to describe the irradiance of
the received optical signal ini FSO link, the well-known
Gamma-Gamma turbulence model has been widely adopted
in the literature. This is mainly due to its doubly stochas-
tic scintillation model. Specifically, the received intensity is
modeled as the product of two independent Gamma random
variables (RVs) which represent the irradiance fluctuations
caused by large- and small-scale atmospheric-turbulence [5],
[68], [69]. In our study, the RV [ is adopted to represent
the instantaneous irradiance which follows a Gamma-Gamma
distribution. The related probability density function (PDF) is
given as [68, (57)]

_ 2(ap)@th)/2

. oty ;
fi() = M@ ) 72 Ko—g(2/apBi), ey

where i > 1, K,(-) represents the modified Bessel function
of the second kind of the vt order, and ['(-) depicts the
Gamma function. The parameters o and S represent the
small-scale and large-scale coefficients, respectively, which
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FIGURE 1. System model of a dual hop hybrid FSO-mmWave communications between the legitimate transmitter
Alice and receiver Bob in the presence of different type eavesdroppers: (a)FSO-Eve, (b) RF-Eve, and (c)-Hybrid-Eve.

can be obtained as [68, (58)-(59)]

- —1
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where {2 = 1.23C,%A7/6d“/6 is the Rytov variance, and ¢ =
V AA2/4d . Here, A = 27 /A, is the optical wave number, A,
is the wavelength (optical carrier), d is the link distance, A is
the diameter of the lens aperture at the receiver photodetector,
and C,%, defined by the Hufnagel-Valley (HV5/7) model [69],
denotes the weather-altitude depended refractive index.

2) SIGNAL-TO-NOISE RATIO MODEL
The instantaneous electrical signal-to-noise ratio (SNR) at the
output of FSO receiving photodetector, yy o, is expressed as

Voo = Vxol?, 4)
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where I, represents the normalized irradiance turbulence, and
V.o 18 the average electrical SNR of the FSO link, given as

LR, oL:»\>
7&0 _ (nt X,0 x,o) i (5)

Ox

n denotes the optical-to-electrical conversion efficiency, I;
stands for the radiant emittance of the laser from Alice, Ry ,
depicts the fraction of captured light intensity (R, , € [0, 1)),
and L, , denotes the path loss affected the optical intensity
given as

_ A2
0T A(Yrdy)?

where 1 represents the beam divergence of the laser, ¢,
denotes the attenuation extinction coefficient, and d, rep-
resents the distance between Alice and the receiving side.
Accordingly, the PDF of the electrical SNR can be obtained
by transformation of the RV [ in (1) to yeild:

exp [ - (Podx]» (6)

(ax+Bx)
8 e e
Jro(Vx,0) = B VX0

F(le)1_‘(,3/\6)7)&0‘1
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20f @xbBx -
XG’ — ys 'x —Px x —Px ’ (7)
O,Z(va XOOlzﬁ,a.zﬁ)

accordingly, the cumulative density function (CDF) of SNR

can be obtained as
1
oy, Br, 0 )"

®)

ay By

_ 1 2.1
Pl = 1 or a1 (\/T Ve

B. MILLIMETER WAVE (mmWave) SUBSYSTEM
1) CHANNEL CHARACTERISTIC
Unlike the traditional RF in the lower bands, the channel
statistics of the mmWave band has not been widely inves-
tigated. Most of the literature in mmWave band focuses on
the large-scale propagation effects [70], [71], [72], while the
smal-scale fading in mmWave band is shown to be mathe-
matically intractable according to the 5G standard prepared
by 3GPP organization [73]. However, Nakagami-m fading
model is widely used in the literature to express the chan-
nel fading in mmWave [74]. Therefore, the RV H, denoting
the instantaneous channel coefficent in the mmWave band,
is assumed to follow Nakagami-m distribution whose PDF is
given as

2m™

_ A om—1 —mi?
Ju(h) = F(m)h e, €))

where m denotes the fading order/severity.

2) SIGNAL-TO-NOISE RATIO
The instantaneous electrical SNR at the output of mmWave
receiving antenna, yy s, is expressed as

Vag = VosHy (10)

where H, depicts the instantaneous channel gain, and 7, / is
the average electrical SNR of the RF link, given as

Vaf = 3 Y

where P; denotes the transmit power from Alice, Ry s € [0, 1)
stands for the fraction of received power, and L, s represents
the path loss between Alice and the receiving side, which is
given as [74]

. GTGleZ
T rd) X (po,d)(grdy)’

where G7 and G, in turn, are the gains of transmitting and
receiving antennas, A denotes the RF carrier wavelength, and
@0, and ¢y stands for the attenuation coefficients caused by
the oxygen absorption and rainy weather condition, respec-
tively. It is well-known, based on (9), the instantaneous SNR
over Nakagami-m fading channel distributed according to a
Gamma distribution expressed as [75, (2.21)]

(12)

m;nx J/mxfl exp | — my
L (m)yys ™ Vs

Sy Vey) = ij':| . (13)
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accordingly, the CDF of SNR can be obtained as

r. (m Da¥xd ) (14)
Vx,f

Fyf(Vx,f) = T Omy)

where I'L(-, -) represent the lower incomplete Gamma func-
tion, and alternatively, the CDF of SNR can be re-expressed
as [76, Eq. 8.352.1]

(my — 1)!
['(my)

k
my—1 (l”x y.
m Ver x,f)
Loy G

xf k=0

1 m
] LA (15)
F(mx) ’ yX,f My, 0
where the second line in (15) represents a the lower incom-

plete gamma function in terms of the Meijer G function
according to [77, 7.11.3].

Fyf (Vx,f) =

C. MIXED SIGNAL-TO-NOISE RATIO OF EACH HOP

Both relay node and legitimate receiver Bob apply the
maximum ratio combining (MRC) diversity method on the
received signals over FSO and RF links. Therefore, the over-
all electrical SNR in each hop is in fact the sum of the instan-
taneous electrical SNRs of both links, and it is expressed as

Yx = Yx,o + Vxf» (16)

where y, , and yy s denote the instantaneous electrical SNR
of the FSO and RF links, respectively. Accordingly, the CDF
of the overall SNR in each hop can be obtained by applying a
simple change of variable as follows. By letting A = yx , +
¥x.f» the CDF of A can be calculated as

oo S—Yxf
FA(d) = / / fyo(yx,o)fyf(yxzf) : de,ode,f,
—00J 00

=/0 Fy, (6 = v Wy (Vef) - dyny, (17)
by substituting (8) and (13), the integral in (17) is re-written
as

Ny o0 m
ny me—1 — 5= Vxf
Fa®®) = _ / el
L)l (B0 Ty Jo

o1 B ——| 1
XG”(\/XVX S_VX‘f’(Xx,,Bx,O)'dVXJ’
X,0
(18)

by applying a change of variable u = § — y, , the integral
can be re-written as

Fa(3)
_mm 77”}8
= e *
T(e)T (BT ()77
o0 m
— 1,7 G2l _le,Bx ! ’
X/O @ —w"e Gm( _x,oﬁax,ﬁxvo .
(19)
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where the polynomial term can be re-expressed by the use of
binomial theorem

m—1
((S _ u)m—l — Z (mg_ l)sm—f—l(_u)f’ (20)

£=0
accordingly, the integral can be re-written as
—mi™ —2x g

Falr= r(ax>r(ﬂx>r<mx)7,’:f;e v

% Z ( )( 1ytsm—t-1

X/Oo ¥4 ny G axﬂx \/ﬁ
0 13 \/yx,o

and by using [77, (2.24.3-1)], the resultant integral is solved
as

Fx(8)

1
ay, B, 0) du,

2

m
—my " et

= —n e Yxf
F(a) T (BIT (mye)Y ¢
o —(+1)

my—1 my— 1 ot 20(X+ﬂxfl my
x> (=Dt ——

=0 E 27T )/x,f

3 202 1
-0, 11

x GY? (——Vx’f P y

Eva ay  axtl X i +1 ’ (22)
Vx,016mx 5 ’ot2+ ’ﬁg’ﬁ+ O )

further, by using a change of variable, (22) can be re-written
as

my—1
Fa®) = Cotx) 3. Cins™ 1 ', (23
=0
where
1 my
Colx) = —

T(e)T(Bx) Do)y s

—(¢+1)
—1 Zax‘HSx_l
aw=(""")en (-2
14 2w Vf

i 222
o
ngzg ( Y f o Bs

V.o 16my
Accordingly, the PDF of the overall SNR in each hop is
calculated as
d

1

)2
O‘_X‘)‘H‘lﬂ_ﬁ ()l)'
2 2 2”2

(24)

8) = —Fa(8
fa(®) 75 A(8),
d my—1
- —t—1 "7,
== (co<x> > Cipntle )
=0
my—1 e
= Co(x) Z Ci1(x)(my — € — 2)8™ ¢3¢ s
=0
I g2, 7 (25)
Vx,f
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Ill. RELAYING SCHEMES
A. VARIABLE-GAIN RELAYING

In the variable-gain relaying scheme, the relay part exploits
the channel state information and the received SNR at desti-
nation can be approximated as [78, (5)]
)/VG _ Y12

* ity +1
Such an approximation is accurate in medium and high SNR
regimes and has been widely adopted in the literature [79],
[80], [81]. Accordingly, the CDF of the SNR at destination is
expressed as

FYS(yy) = Prob. (min (y1, y2 < 1))
= Fy(¥s) + F(vs) = Fy (v9)F s (). 27)

then, by substituting (22) into (27), the CDF of the SNR at
destination for VG relaying is expressed as

~ min (y1, y2). (26)

m]—l omy v
F)XG(VS) = Co(1) Z Cl(l)ysmlizile iy s
£=0
my—1
+ Co(2) Z Cl(z)ymz —t-1," sz
=0
my—1 my—1
—Co(HCo(2) D Ci(1) D Ci(2)
£=0 £=0
202 _(*L”fffz)n
xySmlerZ* £— e \VLf 72f ) (28)

B. FIXED-GAIN RELAYING
In the fixed-gain relaying scheme, the received SNR at desti-
nation is expressed as [78, (6)]

FG Yiy2
= ; (29)
g +g
where G denotes the gain of relaying scheme. Accordingly,
the CDF of the SNR at destination is expressed as

Yiy2
FFG = Prob. ( < ) ,
ve (Vs) tg =V

= / Fy, ((1 + g) Vs)fyz()’2) -dy>. (30)
0 V2

by substituting (23) and (25), the integral in (30) is re-written
as

Fy(ys)
. mp—1 mp—£1—1
:/ v @(Uch(l)(m g”)
0 (=0 V2
my Gys my—1
X e ylf 72 C0(2) Z C](Z)(mZ _EZ _2)
£,=0
_m m ity —o2
X)/2m2 lH— 36 szyz_ﬁnyzmz 12) 2e VZJ'y2~dJ/2,

€1V
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by using binomial theorem, the polynomial term can be re-
expressed as

g ) my—~£1—1
(o)
V2

_ m'i':_] my; — £
N k

k=0

_1 _
)y;"l—“—lgkyz k32

then, the integral in (31) can be re-written as

Fyl ()
m—1 my—1
=G Y GG Y. )
£,=0 =0

my—£1—1 m ) 1
1 =4 — —o—
<3 (M e
~—k-3,, —nOn 2y,
|:(m2 lh— 2)/ mz 2= Y12 Yaf -dy>

_mGys _ my
nm ymz Uy —k— 26 Y172 V2f

’ 'dl/z}, (33)
7/2,/'

thereafter, by using [82, (2.5.37-2)], the resultant integrals
can be solved as in (34), shown at the bottom of the page.
Further, by using [83, (11)] and [77, (8.2.2-15)], (34) can be
also expressed as in (35), shown at the bottom of the page.
Additionally, the parameters Bi, B», B3, Bz and B3, which
are used in (34) and (35), are given in Appendix with (105)
and (1006).

IV. SECRECY PERFORMANCE ANALYSIS

In this section, the physical layer security analysis are pre-
sented for the variable-gain and fixed-gain dual-hop relaying
schemes using average secrecy capacity, secrecy outage prob-
ability, and effective secrecy throughput metrics.

A. AVERAGE SECRECY CAPACITY

Since the wireless communication channels have time-
varying nature, secrecy capacity is obtained by averaging the
end-to-end instantaneous secrecy capacity that is expressed
as [84, (15)]

o 1

where the term 1/(1 +y;,) can be expressed in terms of Meijer-
G function [77, (8.4.2-5)], and (36) can be re-written as

* 11 0
Cs = o G]’l Vbo Fye(Vb)[l_

1) FSO EAVESDROPPER FOR VARIABLE-GAIN
For the FSO-type eavesdropper, the CDF of SNR Fy, (y.) is
given in (8). Therefore, by substituting (8) and (28) into (37),
the ASC is obtained as (54), shown at the bottom of page 9,
in terms of IIVS, I;/ S, IVG and IVG which are derived in the
following.

The derivation of integral IVG is made as follows

1 o 1
VG 2,1 ePe  —
Il,o - /0 ¢ ’3( Vv Vb U, lge, 0) ' d)/b,

Fy, (o)) - dyp.  (37)

L+ P\ oo
(33)
then, the resultant integral is solved by using [77, 2.24.2-4]
2ae+ﬁe—2 202 0, 1’
IIVS = Gg; aiﬁ Qe e+l 123 Bet1
5 T I, Sye’o O, Ze’ e2 , 2e, e O
(39)
Since the integrals I;/ S, IVG and IVG follow the same

form with different parameters thelr derlvatlons can be made

as
0
0

o
VG ai ,—a 1,1
IU,() :A )/b e 2VbGl’l ()/b

my—1 my—1

my—L£1—1

FyS(y) = Co(1) D~ Ci(HCo(2) D~ C1(2) > B

£1=0 =0
2my+my =201 —Lp—k=5 _ mj gm m .
- Vs 1m2
X |:32Vs e "f G 2 ——— V5| my—ly—k—2  my—tly—k—2
YifVar 2 ) 2
2my+my =281 —bp—k=3 _ m g .
el B e Rt LU mimy
— B3y e "l Go ———Vs|my—tly—k—1 my—lr—k—1 i| (34)
YigVay 2 ’ 2
my—1 my—1 my—€;—1

FYS(y) = Co(1) D CiHGo) D €12 D B

£1=0 £r=0

mj
X |:BzGO =V
Vl,f

2.0 Gmimy
2my+my—20—t—k—5 |G| =——=—¥s
2 YigYar

mj
- B3G()1 7 —
Lf
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2.0 Gmimy
g 20—t —k3 Gl =——=»
2

my—r—k—2 mp—_lr—k—2
2 ’ 2

mz—lz—k—_l, ;2—52—/(—1)]‘ (35)
2 > 2
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1
2! aefe dy. (40
X 1 3( riye’ox/%ae,ﬂe’o Vb ( )

where the power and exponential terms can be expressed
in terms of Meijer-G function by using [83, (11)] and

[77,8.2.2-15]
0) R

“‘) , (42)

aj

—a 1,0
e = GO,I (aZVb

, 0 11
VbalGi% (Vb O) = G1,1 (Vh
therefore, the integral in (40) is written as
o

VG 1,1 ap 1,0 -

Iu,o =/0 Gl,l (Vb al) GO,] (112)/19 0)
1 @eBe 1

x G —_— ./ -dyp, 43

3( /Te’o yb ae’ ﬂe’ 0) Vb ( )

and the resultant integral can be solved in terms of
extended generalized bivariate Meijer-G (EGBMG) function

by using [85, (20)]
a e fe
0" V7o )

(44)

0

1

e, PBe,

where v € {2, 3, 4}, and the parameters a; and ap are given
in Appendix with (96).

2) RF EAVESDROPPER FOR VARIABLE-GAIN
For the RF-type eavesdropper, the CDF of SNR F,,(y.)
is given in (15). Therefore, by substituting (15) and (28)
into (37), the ASC is obtained as (55), shown at the bottom
of the next page, in terms of 7 1\’?, ) ?, 7 VG and IX}?, which
are derived in the following.

The derivation of integral 7 Y? is made as follows

o0 0 | 1
Ilvf’—/o Gl:i(VbO)Glz(yf o) am @9

then, the resultant integral is solved by using [76, 7.811-1]

622 1] o1
5} = (% 0,me,0)" (46)

Since the integrals 7. ng IVfG and ZV}} have the same form

with different parameters, their derivations can be made as
* a4 O\ i1f vor| 1
78 e NGl Gl 25 ~dyp,
vl /0 Y L\ "lo) 12\ 7, me, 0 )4

(47
where the power and exponential terms can be expressed in
terms of Meijer-G function by using [77, 8.2.2-15]

0 a
et (np) et (nfs). e

aj
e 2 = G(l):(l) (azyb 6) , (49)

58216

therefore, the integral in (47) is written as

00
1,0 - a
Il\,/](f; —/0 GO,I (aZVb 0) G (Vb 1)

if v | 1
x Gy (m . O) dyp,  (50)
and the resultant integral can be solved in terms of EGBMG
function by using [85, (20)]
1
a, — ), (D
Ve,f

VG L0, f ar+1
o5 = G012 (al +1
where v € {2, 3, 4}, and the parameters a; and ap are given
in Appendix with (96).

1

0|m,0

3) HYBRID EAVESDROPPER FOR VARIABLE-GAIN
For the hybrid-type eavesdropper, the CDF of SNR Fy, (y.)
is given in (23). Therefore, by substituting (23) and (28)
into (37), the ASC is obtained as (56), shown at the bottom
of the next page, in terms of Il\’f, I2V 6 Iys 5, and ZXS, which
are derived in the following.

Since the integrals I}/g I;/ }Cl’ IVh and th are in the same
form with different parameters, their derivations can be made

as
* 1,1
ap — ,
Ivh —/0 Ve azGl,l(Vb
then, the resultant integral is solved by using [76, 7.813-1]
—aj— 1 |—a(,0
11,2 ap,
=4 Gy (— 0 ) (53)

ap
where v € {1, 2, 3, 4}, and the parameters a; and a, are given
in Appendix with (97).

) 5

4) FSO EAVESDROPPER FOR FIXED-GAIN
For the FSO-type eavesdropper considering FG relay scheme,
the CDF of SNR F,,(y.) is given in (8). Therefore, by sub-
stituting (8) and (34) into (37), the ASC is obtained as (66),
shown at the bottom of page 10, in terms of IFCO’ IFG and
I; g, which are derived in the following.

The derivation of integral Ifco; is the same as Ilvg and is
derived in (39).

Since the integrals and are in the same form with
different parameters, thelr denvatlons can be made as follows

o0
FG _ a1 —brys 1,1 0Y 2.0 —
Iu,() _/0 Ys € Gl,l (y&‘ 0) GO,Z ( 2Vs a aZ)
1
x G%:; (aeﬂE\/ Vs Qe ﬂe 0) : de (57)

then, by using the series expansion of exponential function
and the equality in [77, 8.2.2-15], the integral is re-expressed

as
1,1 n—+ap
) i ()/s n+a1)

FG ( bl) 2,0
Iu,o GO 2 2%
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1
X G%:; (leﬁxx/z o ,Bx O) ' d)/s, (58)

and the resultant integral can be solved in terms of EGBMG
function by using [85, (20)]

b
_ i (=b1)"
n=0 n
ettt (o b )
’’’’’ n+ai+1|az, a2 | o, Be, 0 \/ﬁ

(59)

where v € {2, 3}, and the parameters aj, a», b1, by are given
in Appendix with (98).

5) RF EAVESDROPPER FOR FIXED-GAIN
For the RF-type eavesdropper considering FG relay scheme,
the CDF of SNR F,, (y.) is given in (15). Therefore, by sub-
stituting (15) and (34) into (37), the ASC is obtained as (67),
shown at the bottom of the next page, in terms of If ?‘, I; ?
and I3F, ?, which are derived in the following.

The derivation of integral I]F? is the same as IIV? and is
derived in (46).

Since the integrals I; (;’ and Ig ? are in the same form with
different parameters, their derivations can be made as follows

o
- 1,1 0\ 2.0 - =
IS? — /O yie bl)/sGLl (Vs O) GO,2 (bz)/s a, az)

Lif Vs 1
x Gy, (7 ;
€,

. O) dys (60)

as

o0
FG __ (—bl)l
IU,f - Z n!
n=0

" 20
/ G():z (b2Vs
0

_7_)G
az, a

n+a

n+a

st (] )y 61)
1,2 Ver Mg, 0 Vs

and the resultant integral can be solved in terms of EGBMG
function by using [85, (20)]

’ (Vs

1,1
1,1

e¢]

6~ (—b1)"
IU,f_Z nl
n=0
1,122,021 ntai+1|—, — 1 1
XG1y10,21,3(n+a1+1 a, a» Olg,ﬂe,o b27 Vef )

(62)

where v € {2, 3}, and the parameters ay, az, b1, by are given
in Appendix with (98).

6) HYBRID EAVESDROPPER FOR FIXED-GAIN
For the hybrid-type eavesdropper, the CDF of SNR Fy, (y.)
is given in (23). Therefore, by substituting (23) and (34)
into (37), the ASC is obtained as (68), shown at the bottom
of the next page, in terms of IECh}, Z; (h} and Ig i’, which are
derived in the following.

The derivation of integral If(h} is the same as IIVE and is
derived in (53).

Since the integrals I; (;: and Ig (Z are in the same form with
different parameters, their derivations can be made as

® - 0\ 2.0 - =
IFG:/ Het Gy Gy3(bawe| ) -dw.
then, by using the series expansion of exponential function v o Yo ¢ L1\ "jo ) Y02\ 7270 a, az ve
and the equality in [77, 8.2.2-15], the integral is re-expressed (63)
1 mp—1 my—1
CISONG _ SERN) [IKS — Co(1) D° CiNIYS = Co2) D CLTYS + Co(1)Co(2)
e ¢ £=0 £=0
mp—1 my—1
x > ] c1(2>I4V,S}, (54)
=0 =0
REVG 1 = o=
cgVe = m[ﬁ;ﬁ —Co(1) D CiHTYF = Co@) D, CIATYF + Co(HCo(2)
¢ £=0 =0
mp—1 my—1
x > am > cl(z)ILX,G}, (55)
=0 =0
me—1 mp—1
Cg PV = Cole) D Cile) [IKE — Co(1) D~ CiNIY — Co(2)
L.=0 £=0
my—1 mp—1 my—1
x > QLS+ Co(HCo2) D Ci() D cl(z)zzﬂ. (56)
=0 =0 =0
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by using [83, (11)] and [77, (8.2.2-15)], the integral can be

re-expressed as
FG _ i [ 0
Foo =i / (bm’ )G“( 0)
0
’ )dyb, (64)

2,0
x Gy, | b
0’2(2yba ap

and the resultant integral can be solved in terms of EGBMG
function by using [85, (20)]

FG —ai ~1,1:1,02,0 1
Iy7 =0b G1,1.0,1.0,2(1

)

ap |az,az

by, bz) , (65)

where v € {2, 3}, and the parameters aj, a», by, by are given
in Appendix with (99).

B. SECRECY OUTAGE PROBABILITY

The metric secrecy outage probability (SOP) is widely used
to characterize the secure communication between legitimate
pairs, which is described the probability that the instanta-
neous secrecy capacity falls below a target secrecy rate R,
defined as [44, (10)]

Pso = Prob.(Cs(vp, o) < R),
= Prob.(y» < 2R(re + D - 1),

= A FVb(zR(Ve +1)— 1) ye(J/e) ~dye, (69)

where R > 0. It is worthy to note that in some cases,
an exact closed-form expression of SOP is not available due
to the shifting operation in some special functions. However,
instead, a lower bound of SOP can be derived as follows
[44, (11)]

Pso = Prob.( v < ZR(ye
> Pso, = Prob( vp <2 Ve)

= /0 Fyy 2Ry )ty (ve) - dye. (70)

+1-1),

1) FSO EAVESDROPPER FOR VARIABLE-GAIN

For the FSO-type eavesdropper, the PDF of SNR f,, (y.) is
given in (7). Therefore, by substituting (7) and (28) into (69),
the SOP is obtained as (77), shown at the bottom of the next
page, in terms of 7,"%, 7,"% and T,

1,0’

Since the integrals 7, VG A VG and TVG are in the same
form with different parameters the1r derlvatlons can be made
as

00
TVG _ ar—1 _—axye
v,0 0 ye e

of B — =
XGOZ( == \/z aegﬁe ae;ﬂe).dye’ (71)

VYeo

then, the resultant integral is solved by using [77, 2.24.1-1]

Ue—LBe , 4
TVG _ 2% Pea,
v,0 — 2
T
202
o G ( a;B; 1 —ay )
14\ g = |ee=Be @e—Betl ce—Pe ac—Petl |
8612)/@,0 €4 e, e 4e , €4 e’ e 4e

(72)

where v € {1, 2, 3}, and the parameters a; and a, are given
in Appendix with (100).

2) RF EAVESDROPPER FOR VARIABLE-GAIN
For the RF-type eavesdropper, the PDF of SNR f, (y.)
is given in (13). Therefore, by substituting (13) and (28)
into (69), the SOP is obtained as (78), shown at the bottom
of the next page, in terms of TVG ’TVG and ’TVG

Since the integrals 7, VG ’TVG and TVG are in the same
form with different parameters thelr derlvatlons can be made
as

o0
then, the resultant integral is solved by using [76, 3.351-3]
Tf =aqa 'a;aﬁ], (74)

where v € {1, 2, 3}, and the parameters a; and a, are given
in Appendix with (101).

3) HYBRID EAVESDROPPER FOR VARIABLE-GAIN

For the hybrid-type eavesdropper, the PDF of SNR f,, (y.)
is given in (25). Therefore, by substituting (25) and (28)
into (69), the SOP is obtained as (79), shown at the bottom
of the next page, in terms of TIVUG , TVG TVG TVG T3 VG
and T6VDG

m2—1 ml—(Zl—l

m|—1
(r50rs ;(Iﬁf —C) Y Mm@ Y. a@ Y. BI[BZIEE —BﬂaFfiD (66)
Tl (B = b =0
1 mp—1 my—1 m—bi—1
CRFFG _ - )(IFG Co(1) Z G2 D i) > BI[BZISJG" IaquD (67)
e £,=0 =0 k=0

my—1 my—£1—1

me—1 mi—1
B _ o) 3 ¢ (zf},g — ) > ama? > ae > B [32152 - 3315,%}) (68)

Le=0 £1=0

=0 k=0
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Similar to the RF eavesdropper case for VG case, Tl OG,
TZVOG , ’ZgVOG , 'Z;VOG , TVG and 7, VG are in the same form with

different parameters thelr derlvatlons can be made as

(0.¢]
Toy = /0 yie™ e - dy., (75)
then, the resultant integral is solved by using [76, 3.351-3]
Tf = al‘aza' ], (76)

where v € {1, 2, 3,4, 5, 6}, and the parameters a; and a; are
given in Appendix with (102).

4) FSO EAVESDROPPER FOR FIXED-GAIN

For the FSO-type eavesdropper considering FG relay scheme,
the PDF of SNR f,, (y.) is given in (7). Accordingly, by sub-
stituting (7) and (35) into (70), the lower bound of SOP
is obtained as (86), shown at the bottom of the next page,

in terms of ’TIFS, and TFG.

Since the integrals 7, FG and TFG are in the same form with
different parameters, thelr derwatlons can be made as

TFG_/ G0 m 2R vel = Y620 gmlmzzRy - =
- e — — e
oo TN\ vy lar ) TP vpvay a2 @

o
X G(z):g(\/;; VVela,— /Se Ue— ﬁe)'d)/e, (80)
e,0

and the resultant integral can be solved in terms of EGBMG
function by using [85, (20)]

FG _ V1S £1.02.020
v,0 m12R 0,1:0,2:0,2

He— /SL Ae— ﬁe

az, az

X(alj—l

where v € {1, 2}, and the parameters a; and a, are given in
Appendix with (103).

gmy aeﬁeylf
Vay mi2R\/fy

(81)

5) RF EAVESDROPPER FOR FIXED-GAIN

For the RF-type eavesdropper considering FG relay scheme,
the PDF of SNR f,,(y.) is given in (13). Therefore, by sub-
stituting (13) and (35) into (70), the lower bound of SOP
is obtained as (87), shown at the bottom of the next page,

in terms of ’TIF;} , and TFG

Since the integrals TlFfG and 7.} fG are in the same form with
different parameters, their derivations can be made as

[e9) R
Lof ™2 —
T,7 = / Goi\ = e,
0 Yis 1
R
2,0 gm1m22 -, —
x Go,z( ve az,az)

YigYof
e — 1) ~dYe, (82)

m
S G(l)’(l) __eye
Vef
and the resultant integral can be solved in terms of EGBMG
function by using [85, (20)]

FG
1,5

_ Vs
m12R

(a ﬂ)(aeJrﬁe) my—1 my—€—1 my—1 my—L—1
PESONG _ ePe i [co(n z Ci(1) Z AT +Co2) D) D ATYP
F(ae)r(ﬂc)ye 0 =0 k=0
my—1 my—1 my+mp—20—2
— Co(DCo(2) D Ca(1) Z aQ > A373Yf]. (77)
£=0 k=0
mp—1 mp—~£—1 my—1 my—~L—1
Pig' = ( _me [Co(l) Z Ci(1) Z AT+ D a@ D ALF
= =0
my— 1 my—1 my+mpy—20—2
— Co(HCo2) D Cih) D i@ > AsTJfG}, (78)
=0 =0 k=0
me—1 mp—1 my—£—1 m
PIS-IgB,VG = Cy(e) Z C](e)|:C()(1) Z () Z Aq ((me - — 2)’T1VhG _ e TzY;?)
=0 =0 k=0 Ves
my—1 my—~L0—1 m
+ Q@ > a0 > Ao — -7V - Z2TE)
=0 k=0 Vef
mp—1 my—1 my+mp—20—2 m
— QMG Y M Y a0 > (e - e - - TJ,?)} (79)
£=0 =0 k=0 e.f
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< Gl0:2.0:1.0 a+1| — — | —, — |Gmy PV 1y
0.1:0.2:0.1 _ az,az me—l Yoy MR o)

(83)

where v € {1, 2}, and the parameters a; and a, are given in
Appendix with (103).

6) HYBRID EAVESDROPPER FOR FIXED-GAIN

For the hybrid-type eavesdropper considering FG relay
scheme, the PDF of SNR f,, (y.) is given in (25). Therefore,
by substituting (25) and (35) into (70), the lower bound of
SOP is obtained as (88), shown at the bottom of the page,
in terms of Tl P Tzva , TVG and T VG

Since TthG , ’TZVhG , TVG and TVC’ are in the same form with

different parameters, thelr derlvatlons can be made as

o] 2 —
THYB / G(l)? _m_e )’e G(l) (1) o Ye
0 T\ Yeys 193 Yig 4
Gmm2R |- —
xc“’(—y r | Are B

YifYar
and the resultant integral can be solved in terms of EGBMG
function by using [85, (20)]

FG
Ty

Yy
m12R

1,0:1,02,0 f a1 +1
X Go,1.o,1.0,2( _

’

meYiy  Gmo
mi2R Ve Vo )

(85)

as | az, az

where v € {1, 2, 3, 4}, and the parameters a;, a; and a3 are
given in Appendix with (104).

C. EFFECTIVE SECRECY THROUGHPUT

The effective secrecy throughput, denoted by Tggr, is a metric
used to evaluate the throughput of a system based on the
secrecy outage probability. It is given as [51]

1) VARIABLE-GAIN RELAYING

For the VG AF relaying scheme, the effective throughput
is calculated by using SOP metric for FSO, RF and hybrid
eavesdroppers, respectively, given as

ngO,VG(R) — R x (1 FSO VG(2R ))’ (90)
RFVG(R) (1 RFVG(ZR _ 1)) o1)
T;YB VG(R) — R x (1 _ PHYB VG(Z'R )), (92)
FSO,VG RF,VG

where PSO » Pgo and P?g BVG denote the SOP,
as given in (77), (78) and (79), respectively.

2) FIXED-GAIN RELAYING

For FG AF relaying scheme, the effective throughput is
expressed using the lower bound of SOP metric for FSO, RF
and hybrid eavesdroppers, respectively, given as

TE;O,FG(R) — R x (1 _ FSO FG(ZR ))’ 93)

T;‘{B FG(R) =R x (1 —~ ngf PR — 1)), (95)
where Pg(s)o FG PSRS’LFG and P?gf’m denote the lower bound

of SOP, as given in (86), (87) and (88), respectively.

V. RESULTS AND DISCUSSION

This section is dedicated for detailed characterization of the
secrecy performance of the considered dual-hop relaying
hybrid FSO-mmWave systems in the presense of the con-
sidered three type of the eavesdroppers. Specifically, the
accuracy of the analytical formulas derived in Section IV
are validated through Monte Carlo simulations. Both ana-
lytical and simulation results depict the physical layer secu-
rity performance in terms of the average secrecy capacity,
secrecy outage probability and effective secrecy throughput.
The results provided in this section include various scenarios
with several fundamental physical layer parameters such as
average SNRs, link distances, fraction of received power,
weather conditions, and relaying schemes. The simulation

Tegs =R x (1 — PSO(R)). (89) parameters of the system and channel models are given in
(@ Be )(Dle+ﬂe> mp—1 my—1 myp—{1—1
= (UD TV MCTCD'D Bl[BszE’ —Bﬂ’fﬂ» (86)
F(ae)r(ﬁe)ye,o £6=0 £r=0 k=0
mme m —(me—1) mp—1 my—1 mp—L1—1 - .
P ¢ = —_m(_—) Co(1) Z C1(1)Co(2) Z aQ Y Bl[Ble‘j? —337239}, (87)
F(me)yg,f J/e,f = =0 k=0
me—1 mp—1 my—1 my—€1—1 m —(me—t—1)
PIYBIC _ o) 3 oo > i@ > a S Bl( ¢ )
=0 6=0 £=0 k=0 Vef
my \ et _ _ _
|:(me —£—- 2)( ) (Bﬂf,? - 33735?) - BT,y + Bg']f,?:|. (88)
Vef
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TABLE 1. Physical layer parameters of FSO and mmWave systems.

FSO System
Parameters Symbols Values
Wavelength Ao 1550 mm
Optical Power I; 40 mW
Aperture’s Diameter A 0.2m
Beam Divergence [ 10 mrad
Photosensitivity & 0.5 A/W
mmWave System
Parameters Symbols Values
Wavelength Af ¢/60 nm
Electrical Power Py 10 mW
Transmitter Antenna Gain G 44 dBi
Receiver Antenna Gain GRr 44 dBi
Oxygen Absorption ©0, 15.1dB/km
Fc is the speed of light.
TABLE 2. Parameters for different weather conditions.
Weather-Dependent Parameters
Weather Conditions Vo (AB/km) | Prain (dB/km) C’,QL
Clean Air 0.43 0 5 x 10-1%
Haze 4.2 0 1.7x 10" 14
Moderate Rain (12.5 mm/h) 5.8 5.6 5x 10-1°

Table 1 and Table 2 [73], [74], [86]. It worth highlighting here
that, in the explored results for different scenarios and config-
urations, the average electrical SNR of each link is assumed to
be equal, which is controlled by setting the electrical transmit
power at the mmWave link to a specific value, and calculating
the corresponding optical transmit power and noise power
values. Also, the computation of EGBMG function included
in the analytical results has been performed with the code
generated in [87].

Fig. 2 depicts the secrecy capacity analysis versus the
average SNR of the first hop (or the second hop) of the con-
sidered dual-hop hybrid FSO-RF relaying system considering
different types of eavesdroppers. The secrecy performance
of both FG and VG AF relaying schemes is conducted in
clean weather conditions, where the distances d; and d» are
set to 1km and 1.25km, respectively. Also, the gain G is
set to 0.5 for FG relaying scheme, and the average SNR at
Eve is adjusted as ¥, = 5dB. As the turbulence parameters
are distance dependant, the pairs of turbulence parameters
are different between the two hops. Specifically, they are
estimated as (¢; = 5.0096, 81 = 4.7489) and (o =
42937, B, = 4.0462), where the Nakagami-m parameter
is set to m; = my = 1. As shown, the FG scheme performs
better than the VG, since FG scheme exploits the full channel
state information. Additionally, it can be observed that the
hybrid-type eavesdropper can severely impact the secrecy
capacity for both FG and VG relaying schemes, with respect
to both FSO- and RF-Eves. For instance, considering a fixed
SNRs of 8 dB, the achievable average secrecy capacities are
approximately 2.5, 1.8, 1 bits for VG scheme in the presence
of FSO-, RF- and hybrid eavesdroppers, respectively, where
these values are 4.4, 4, 3.7 bits for FG relaying scheme.

Since a hybrid eavesdropper has the most severe impact
on the secrecy performance among other types, the secrecy
capacity of the dual-hop hybrid system is investigated as a
function of the link distances in the presence of a hybrid
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FIGURE 2. Average secrecy capacity as a function of the average SNR for
different types of eavesdroppers. (Clean weather, G = 0.5, d; = 1km,

dz = de = I.25km ml =m2 = 1, oy = 5.0], ﬂ] =4.74, o) =0oe = 4.29,
B2 = Be = 4.04, R'l,o = Rl,f =0.8, RZ,O = RZ,f =0.7,Re,0 = Re,f =0.2,
Ve = 5dB).
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FIGURE 3. Average secrecy capacity as a function of the distance of
first-hop in the presence of a hybrid-type Eve for different weather
conditions. (G =0.5,dy =de =1km,m; =m; =1, 0y = xe =6.91,
By =PBe=6.59,Ry o =Ry f=Ryo=Ryf=075Reo=Res=02,
71 =72=15dB, 7, =3dB).

Eve. Fig. 3 and Fig. 4 explore impact of different weather
conditions on the security performance for both FG and VG
relaying schemes at the fixed SNRs of | = ¥, = 15dB,
and y, = 3 dB. The link distance d is set to 1 km in Fig. 3,
while d; is set to 1 km in Fig. 4. It can be observed that the
weather conditions have a significant impact on the system’s
secrecy capacity for both FG and VG relaying techniques.
Specifically, When the weather conditions vary from clean to
moderate rain, the transmission reliability decreases signif-
icantly. For instance, in Fig. 3, considering a link distance
of di = 1km, the expected secrecy capacity values are
approximately 2.5, 4.2 and 5.9 bits for moderate rain, hazy
and clean weather conditions, respectively. These numbers
are, in turn, approximately 4, 5.9 and 7.4 bits for FG relaying
scheme. Furthermore, one can easily observe the saturated
behavior of the capacity curves in Fig. 3, which is because
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FIGURE 4. Average secrecy capacity as a function of the distance of
second-hop in the presence of a hybrid-type Eve for different weather
conditions. (G = 0.5, dy = 1km,de =d,, m; =my =1, ¢; =6.91,

By =6.59, Rl,o = Rl,f = Rz,o = Rz,f =0.75,Re,0 = Re,f =0.2,
Y1=72= 15dB, y, = 3dB).

of the limited average SNR in the second-hop. On the other
hand, limiting the average SNR in the first-hop results in a
non-monotonic capacity performance.

In Fig. 5, the secrecy outage probability of the considered
system is plotted versus the average SNR of the second hop at
a fixed SNR of the first hope (1 =11 dB), while Fig. 6 con-
siders the secrecy outage probability versus the average SNR
of the first hop at a fixed SNR of the second hop (2 =11 dB).
In both figures, the impact of different types of eavesdroppers
on the secrecy outage probability is explored for both FG and
VG relaying schemes considering di = dy =1.5km, a fixed
SNR of y, = 3dB at Eve, and the outage threshold is set
to R = 2bits. As clearly shown, different Eve types have
different impacts on the system’s secrecy outage probability
for both relaying schemes. For instance, in Fig. 5, considering
a fixed average SNR of 7, = 11dB, the expected outage
probabilities are 5 x 1075,4 x 10~% and 2 x 1073 for FSO-,
RF- and hybrid type eavesdroppers, respectively, with FG
scheme. These number are, in turn, approximately 9 x 1072,
3 x 107" and 7 x 107! for VG relaying scheme. Moreover,
another important observation can be made from Figs. 5
and 6, where the impact of the average SNR in the first-hop
for FG AF relaying scheme is clearly shown. The average
SNR of the first hop can significantly enhance the secrecy
outage probability of the FG relaying scheme. It is mainly due
to the fact that amplification directly depends on the received
SNR at the relay node, which allows the SNR of first-hop
to have an important role on the SOP for FG scheme. For
instance, fixing the SNR in the first-hop leads to flooring
the SOP curve, which yields in a saturation in the reliability,
and therefore, the outage performance cannot be improved
beyond a specific level. On the other hand, varying the SNR
in the first-hop and fixing the SNR in the second-hop does not
lead to the same result for FG but for VG AF relaying scheme.
This is mainly due to the fact that VG scheme always adopts
the lowest SNR in the two hops.
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FIGURE 5. Secrecy outage probability as a function of average SNR at
second-hop for different types of eavesdroppers. (Hazy weather, G = 0.5,
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FIGURE 6. Secrecy outage probability as a function of average SNR at

first-hop for different types of eavesdroppers. (Hazy weather, G = 0.5,
R =2bits,dy =dy =de =1.5km,m; =m, =1, a7 = a3 = xe = 3.02,
Bi =B =Pe=2.T1,Ry o =Ry f =Ry o =Ry s =0.65

Re,o =Ref =0.15,y5 =11 dB, ¥ = 3dB).

The secrecy outage performance of the dual-hop hybrid
system as a function of the outage threshold is illustrated
in the presence of different types of eavesdroppers for FG
and VF AF relaying schemes. The weather conditions are
considered as clean, and the distances in each link assumed as
dy = d» = d, = 2km, while the average fixed SNRs is set to
y1 =7, = 10dB, and ¥, = 3 dB. Accordingly, the optical
channel parameters are calculated as o1 = ap = o, = 3.31,
and 81 = B = B. = 2.58, where the Nakagami-m parame-
ters are set to m; = my = 1. As expected, increasing the out-
age threshold decreases the secrecy performance, however,
the average throughput also increases as a tradeoff.

A final result regarding the effective secrecy throughput
metric is illustrated in Fig. 8, which is plotted versus the
outage threshold R for the considered system in the pres-
ence of different types of eavesdroppers. The distances d;
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FIGURE 7. Secrecy outage probability as a function of threshold value for
different types of eavesdroppers. (Clean weather, G = 0.5,
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FIGURE 8. Effective secrecy throughput as a function of threshold value
for different types of eavesdroppers. (Moderate-rainy weather, G = 0.5,
ml =ITI2 = 1,(1] =0 = e =2.98,ﬂ| =ﬁ2 =ﬂe =2.52,

Rl,o = R‘l,f = Rz,o = Rz,f =0.75,Re,0 = Re,f =0.25, d] = dz =1.75km,
Y1=72=12 dB, de = 1.75km, Ye= 5dB).

and d, are assumed identical and equal to 1.75km, while
the Nakagami-m parameters are set to m; = my = 1 in both
hops. Additionally, the turbulence parameters are calculated
asa| = o = o, = 2.9846, and B = B = B, = 2.5254.
From the figure, the expected convex curves of the effective
secrecy throughput Tgs for the different types of Eve and
both FG and VG relaying schemes. At low values of R, the
dominant impact is related to threshold it self R which results
in increasing the Tgs. However, after exceeding a specific
value of R, the secrecy outage probability becomes dominant,
which negatively affects Tgg resulting in the convex shape
shown in Fig. 8.

VI. CONCLUSION
This article addresses the secrecy performance of dual-hop
hybrid FSO-mmWave systems where both FSO and mmWave

VOLUME 11, 2023

links are simultaneously used at each hop. A set of dif-
ferent types of eavesdroppers are considered based on the
eavesdropper’s ability and resources. The analysis conducted
in this work have led to obtaining mathematical expres-
sions of different secrecy metrics such as secrecy capacity,
secrecy outage probability and effective secrecy throughput.
In all analysis, the Gamma-Gamma model has been used
to describe the weather turbulence for the FSO link, and
Nakagami-m to model the small-scale fading in mmWave
link. Moreover, two different AF relaying scheme have been
taken into account, namely fixed and variable gain relaying.
Obtained results have revealed that hybrid-type eavesdropper
can severely impact the secrecy performance as compared
other types, i.e., FSO- and RF-Eves. According to the per-
formance results extracted, dual-hop hybrid FSO-mmWave
system should be nominated as good candidate to design
back-haul systems with improved reliability and spectral effi-
ciency. For Future work, the asymptotic secrecy analysis of
the dual-hop hybrid FSO-mmWave system will be investi-
gated along with considering more practical scenarios such as
the pointing errors in FSO link and misalignment in mmWave
link and their impact on the overall secrecy performance.

APPENDIX
DEFINITION OF THE PARAMETERS
The parameters a; and a, that are used in (44) and (51)

= —f0—1
[al m ’ forIZS, and Z)§

ay=mi/Vy, 2f
—my—— 1

ar = - ’ forI;]S, andI3VJ9,

a=my/Vay, ’ :

- —2-2,
[‘“ e for ZYS, and Z)S.  (96)

a=mi/yy+m/yoy,

The parameters a; and a that are used in (53)

al = me —_Ee— 1, for Z_]VE’
a=me/V,.y, ‘
ar=my+me—4~L—4L, —2, for VG
_ _ 2.h°
ar=m/Vip+me/Vey,
ar=my+me—4L—4L, —2, for VG
— — 3,h>
ay=ma/Vyp+me/Vey,

= - 20— ¢, — 3,
ial my + my + me e for ng' ©7)

ay=m/yVip+m/Voy+me/Vey,
The parameters aj, az, by and b, that are used in (59)
and (62)
a; = Cmy+my—21—£€r—k—5)/2,
ay =(my—4Lr —k —2)/2,
by =mi/Vy,
by = Gmimy [V Vg

for Igi’ and Igf,
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a1=C2mi+mp—201—r—k—3)/2,
ay=(my — 4l —k—1)/2,

by =mi /Yy,

by = Gmimy [V Vo

for IgG and IE?

,0

(98)
The parameters ay, ap, b1 and b, that are used in (65)
a1=Qmi+my+2m,—201—Lr—L—k—=T)/2,
= —ly—k—2)/2,
az = (my _ 2 )_/ for Ig(;:
by = (m1/Vy )+ (me/Ve ), ’
by = Gmima [V fV s
(a1 =Q2m+my+2m,—26; —ly—L—k—5)/2,
= —lb—k—-1)/2
ay = (my _62 )_/ ’ for Igi’
b =(m/V1p)+ me/V,p), ’
[ by = Gmima [V V2o s
99)
The parameters a; and a that are used in (72)
_ e + fBe
a; = m —RE+ ) -1, for TlvoG
a=m Q2% = 1D/yy,
_ e + fBe
al—mz—R€+ ) -1, for 7.2\/0(;
ay =mQ2™ = 1)/7,4.
ae + Be
= —2¢ -2
ay =mj +mp + I " for T3VoG
ay=mi/Yy+m/Vyy,
(100)
The parameters a; and a; that are used in (74)
= —£ -2,
ar=m +Rme - _ for Tl\}G,
ay=m Q% =D/Viy+me/Vey, ’
= —£-2
ay =mp +Rme - B for 72\}0’
ay=my2% = 1)/Voy+me/Vey, '
ay; =m +_m2 + me —_25 —;, B for ,73\}0
ay=(mi/Vyp+m/Vyp)2" +me/V,yz, ’
(101)

The parameters a; and a; that are used in (76)

- _ 204,
ajg mp +Rme - B fOr 7’1\,/}16,
a=m Q% =D/Viy+me/Vey,

= —2¢ -3,
ai mi +Rme - B for /]:L\,/hG7
a=mQ% =D/Viy+me/Vey,

- —20—4,
aj mp +Rme - B fOr /2'2\,/}1G7
a =my2% = D)/Voy+me/Vey,

= —2¢ -3,
@ = +Rme "~ . for TSV;,G ,
ay=mQ2" = 1)/7y5+me/V,y,
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ay =my +my +me — 2035, f TVG
- R _ or T3,
ay=(mi /vy +m/vy)2" +me/V,yz,
- 24
ar=rm +_m2 + e R . for TﬁVhG
ay=mi /vy +m/vyp)2" +me/V,yz,
(102)

The parameters a; and a; that are used in (81) and (83)
=2 —201 =¥y —k—5)/2
ay = 2my +my 1— 42 )/2, for TlFoG’
ay = (my —€r —k —2)/2, ’

[m = Qmy 4+ my — 261 — Ly —k —3)/2,

for ’TZFOG
ar = (my — 4l —k—1)/2, '

The parameters a; and a; that are used in (85)
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ar = (my — €y —k —2)/2, for 77,
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a3 =m, — € —2,
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(104)

The parameters Bj, B>, and B3 that are used in (34), (35),
(66), (67), (68), (86), (87), and (33)

my—€y—k—1

my— € —1 Ggmiy ’
o (0 ()
k My s
By = (my — £y = 2)ymay | p/GmiV oy,
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(105)

The parameters Ez and §3 that are used in (35) (86), (87),
and (88)
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The parameters A1, Az, and A3 that are used in (77), (78),
and (79)
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