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ABSTRACT Agriculture plays a vital role in the economic life cycle of an agrarian country and considers
the backbone of the economy. It supplies not just raw food materials, but also a vast number of job
opportunities. Therefore, modern technology is required in agriculture to increase productivity. Wireless
Sensor Networks (WSN) could be used to monitor climatic parameters in an agriculture field, such as the
acidity level of soil, soil moisture, humidity, light, and so on. Climate variables have a significant impact
on crop growth, quality, and productivity. These factors contribute to increased agricultural productivity
in terms of both quantity and quality. WSN, on the other hand, has security risks such as impersonation,
alteration, interference, and interception all of which have negative effects on crop production and other
agricultural activities. The primary issues for agricultural WSN are hence privacy preservation and security
enhancement. In this paper, we proposed a privacy-preserving and efficient key agreement framework for
smart agriculture monitoring systems by using elliptic curve cryptography and hash function. The proposed
framework is secure against various security assaults and provides secure communication in smart agriculture
monitoring systems. We demonstrate the accuracy of the proposed protocol for mutual authentication and
key exchange using BAN logic, and we also simulate the security correctness of the encrypted proposed
framework using the well-known security verification Scyther tool. Using the ROR model, we formalize the
security of the proposed system. Further, we provide a comparison based on security features, computation,
and communication overheads comparison between the proposed protocol and similar protocols in the same
context. Hence, when compared to other similar protocols in the same environment, the proposed protocol
provides superior security and efficiency than other existing protocols. For the practical implementation of
smart agriculture monitoring systems, the proposed protocol is better than comparable protocols.

INDEX TERMS Agriculture sensors, Elliptic curve cryptography, Gateway, Scyther tool, Wireless sensor
networks, Random oracle model, BAN logic.

I. INTRODUCTION

The Internet of Things (IoT) with a wireless sensor network
is a standardized mechanism for electronic computers to view
and interact with the physical environment through wireless
sensor communication. It refers to intelligent WSN gadgets
based on IoT that can share and exchange data without the
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need for human intervention. The devices in this design
become more efficient by getting a unique IP address from
the internet by utilizing the actuators and sensors, allowing
anyone to operate existing technology. The WSN in IoT is
a combination of hardware and software technologies. Since
its beginnings, it has wide range of applications and is widely
utilized in many ranges of fields. Simply said, it works by
receiving signals from a variety of sensors through an appli-
cation that has already been synchronized with the sensors

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.

VOLUME 11, 2023

For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/ 56875


https://orcid.org/0000-0001-7525-8864
https://orcid.org/0000-0003-1435-6780
https://orcid.org/0000-0001-9092-4052

IEEE Access

S. Itoo et al.: Secure and Privacy-Preserving Lightweight Authentication and Key Exchange Algorithm

over the internet. IoT involved in WSN has emerged as a
game-changing technology with the potential to radically
disrupt the existing world. WSN is a technology that consists
of a network of connected devices that send and receive
data from the environment without physical interaction. After
that, the data is analyzed to produce valuable information
about the system’s existing state. This data can be utilized
to create real-time information with the help of software [1].
The components used in such applications can be intangi-
ble or tangible, and they must be able to work without the
need for human interaction [2], [3]. Preciseness farming is
a field of study in which the IoT-based WSN is used to
detect various variables using wireless sensor gadgets such
as radiation detectors, air humidity measures, light intensity,
electrochemical capacitors, air supply, temperature monitor-
ing, and smart cameras, agricultural weather stations, and
many more sensors. The information is unprocessed and must
be processed before it can be used. Before being turned
into useful information, the received sensor data is filtered
and optimized. This data is processed to provide an overall
overview of the current position of the agrarian field and
is sent into a decision-making system that determines the
optimum course of action to improve or maintain the field
condition [2], [4]. The usage of WSN for harvest monitoring
has a number of benefits, which are stated as: crop produc-
tivity is constantly monitored, constant surveillance of the
agricultural field, reduces the amount of staff required, cost
savings in the agriculture sector, and also enables professional
agricultural assistance in real-time.

A. SECURITY REQUIREMENTS

Users’ privacy must be strictly protected in WSN systems.
An authentication mechanism for a WSN environment should
meet the following security standards, depending on the
situation.

« Session key security and mutual authentication: In order
to negotiate a session key that is only known to the
authorized entity, the user and the sensor node should
authenticate with one another after implementing the
authentication method.

o Perfect Forward Secrecy: The session keys are routinely
changed to protect the confidentiality of messages sent
between the user, gateway, and sensor node. Consider
the possibility that the long-term keys have been com-
promised for some reason; in this case, the authentica-
tion protocol must still ensure the privacy of the session
keys that were used for earlier communications.

o Resistance to Multiple Attacks: The authentication
mechanism should be resilient to the numerous typi-
cal attacks that happen in the WSN environment, such
as replay attacks, impersonation attacks, man-in-the-
middle attacks, attacks involving the theft of smart cards,
etc.

« Untraceability and anonymity: User privacy is crucial in
the context of WSNs. The authentication process should
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FIGURE 1. Network model of loT-enabled intelligent precision agriculture
using WSN.

shield users’ real identities from being identified and
tracked through the messages they send.

o Protective biometrics: Users shouldn’t be concerned
about the security of their biometric information
when using WSN services. Since users are identified
using biometric information, the authentication strategy
should provide biometric protection.

B. SYSTEM ARCHITECTURE

The Industrial Internet of Things (IIoT) is characterized as
a fully integrated, interactive production system that adapts
instantaneously to changing demands and conditions in the
industry. It is a new phase of the industrial revolution that
fully exploits the integration of information and communi-
cation technologies to provide a more comprehensive, inter-
connected, and integrated system. One of the fundamental
network infrastructures of IIoT is the WSN. WSN is made
up of several physically distributed sensor nodes that monitor
and communicate system updates to other users. The basic
architecture of the WSN in agriculture IoT is depicted in
Figure 1, which is implemented in the proposed design. The
communication parties in the WSN in agriculture IoT archi-
tecture are the User (U), Gateway (GW), and Sensor Nodes
(SN). The capabilities and responsibilities of the communi-
cation parties are briefly described below:

o Gateway: In architecture, it serves as a third party. The
U and SN, as well as the other communication partners,
use their unique public and private key pairs to register
with the GW. The GW assists the U and the SN in mutual
authentication.

« Sensor Nodes: According to the architecture, there are
entities that collect field data. They can come in a variety
of shapes and sizes, depending on how they are used
and how they work in IIoT. Sensors are used to detect
and collect essential data regarding the agricultural field,
such as light, humidity, soil pH value, and so on, and then
send them to GW.

o User: The user is the most important entity for whom
the system is set up. Who will have access to the GW
anytime he or she requires agricultural field data for
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monitoring and cultivation? In order to get access of
data users must register themselves with the GW. During
registration, U generates public and private key pairs,
which he or she uses to establish a session key with the
SN for future data sharing.

The usage of WSN for harvest monitoring has a number of
benefits, which are stated as: crop productivity is constantly
monitored, constant surveillance of the agricultural field,
reduces the amount of staff required, cost savings in the
agriculture sector, and also enables professional agricultural
assistance in real-time.

C. RELATED WORKS

In this section, we summarise recent research work in WSN
on reliable mutual authentication frameworks. Because the
SN has limited memory and processing power, a secure
key agreement framework that is both lightweight and reli-
able is required. In 2009, Das [5] proposed a remote user
key management framework in WSN, stating that the tech-
nique is secure from several security problems. Meanwhile,
He et al. [6] asserted that Das suggested the framework was
unsafe for impersonation and insider attacks, as well as
inefficient password updating. In 2010 Khan et al. [7] con-
firmed that the Das framework has design flaws. To address
this problem, the authors proposed a protocol that is more
secure, dependable, and efficient than earlier solutions. Later,
in 2012, Vaidya et al [8] cryptanalysis of the He et al. [6]
framework and prove that it is vulnerable to impersonation
attack on SN. Thus, Vaidya et al. suggested an efficient key
agreement approach for WSN. Hsieh et al [9], on the other
hand, cryptanalysis the technique suggested by Vaidya et al.
and proved it is vulnerable to security flaws such as password
guessing attacks. Later, Turkanovic et al. [10] designed an
authentication framework for WSN. The approach allowed
for dynamic node addition, password modification, pass-
word protection, and mutual authentication between mem-
bers, as well as the ability to survive various forms of security
flaws. Chang [11] later demonstrated that the Turkanovics
framework has design flaws, especially SN impersonation.
WSN has been used in a variety of practical domains in
recent years, including IoT [12], coal mines [13], health-
care [14], automotive tracking [15], and cloud computing
environments [16]. He et al. [17] designed a key agreement
framework for distant users in wireless healthcare sensor net-
works. He et al. approach improved the quality of healthcare
at the hospital, making it important in today’s healthcare
climate. It can withstand many security concerns and is effi-
cient in terms of computing overheads. Later, Li et al. [18]
cryptanalysis of the He et al. framework proved that it has
many design flaws such as DoS attack and inappropriate
SK agreement. Further, Li et al. [18] designed an enhanced
authentication framework that kept anonymity while also
overcoming security flaws. In 2017, Liu et al. [19] proposed
an enhanced framework for electronic WSN, which capture
patients’ physiological data continually in a healthcare center.
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TABLE 1. Existing protocols drawbacks.

Protocol

Drawbacks |

Das M.L. [5] Vulnerable to impersonation and insider at-
tacks, and inefficient password updating

He et al. [6] Unsafe for impersonation and insider attacks

Vaidya et al. [8] Vulnerable to impersonation attack on SN

Hsieh et al. [9] Vulnerable to security flaws such as pass-

word guessing attacks
Design flaws, especially SN impersonation

Turkanovic et al. [10]

Heetal. [17] Design flaws such as DoS attack and inap-
propriate SK agreement

Alietal. [21] Vulnerable to sensor node impersonation and
failure to maintain perfect forward secrecy

Naresh et al. [24] Lower key exchange overhead

Soni et al. [25] Fails to maintain mutual authentication key
agreement framework

Xu et al. [26] Fails to maintain perfect forward secrecy

Moghadam et al. [28] Design flaws, such as impersonation attack,
DoS attack

higher computating and communication
overheads

Higher computing overheads and security
flaws

Rangwani et al. [30]

Vinoth et al. [31]

Challa et al. [20], observed that the Liu et al. framework has
various design flaws and developed an efficient ECC-based
authentication framework for WSN. In 2018, Ali et al. [21]
suggested a unique mutual authentication framework for
WSN in agriculture monitoring that enabled safe remote user
communication. Ali et al. [21] used a 3-factor key agreement
approach that included a fuzzy extractor with generative
and reproductive functionalities. Ali et al. used a random
oracle model to formally assess their method and confirm
that it is resistant to various security attacks. In contrast,
according to our knowledge, Ali et al. approach are vul-
nerable to sensor node impersonation as well as failure to
maintain perfect forward secrecy. In WSN security and pri-
vacy, various mutual authentication frameworks have been
recently proposed. After uncovering the design flaws in
Jung et al. [22] framework, in 2019 Shin and Kwon [23]
designed a lightweight key agreement framework for WSN.
In addition, Naresh et al. [24] also designed a new com-
pound elliptic curve-based shared key negotiation proto-
col for WSN that has a lower key exchange overhead.
Soni et al. [25] cryptanalysis the Challa et al. [20] framework
and proved that it has security flaws and they proposed an
enhanced mutual authentication key agreement framework.
In 2020 xu et al. [26] cryptanalysis this approach and proved
that their approach fails to maintain perfect forward secrecy.
Gonzilez et al. [27] have established a provably safe, versa-
tile, and competent authentication key agreement approach
for WSN. Furthermore, Moghadam et al. [28] suggested that
the Alotaibi et al. [29] authentication framework for WSN
has various security flaws and suggested an EC-based
key agreement framework for WSN. Rangwani et al. [30]
recently suggested an efficient and privacy-preserving key
agreement for the industry sensor network. In the same con-
text, Vinoth et al. [31] designed an authentication framework
for an industrial sensor network. However, they all have
higher computating overheads and security flaws, which is
a source of concern for agriculture sensor networks. So, they
are challenging to deploy in agriculture sensor network nodes
with limited resources.
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D. MOTIVATION AND CONTRIBUTION

Different entities including IoT-enabled smart equipment,
U, and GW as controller devices communicate across pub-
lic channels in an IoT-enabled intelligent smart agricul-
ture system. This allows an adversary to eavesdrop, delete,
edit, or inject malicious content into them. The adversary
can also breach the WSN system by using various security
attacks. In an IoT-enabled smart precision agriculture context,
the authentication key establishment framework is a robust
cyber security mechanism that enables an external user to
safely retrieve factual data remotely from distributed smart
equipment. These characteristics motivated us to design a
three-factor key agreement framework that is both efficient
and secure, with low communication and computation over-
heads. We made the following contributions to this work,
which are listed below:

e InanloT-enabled intelligent precision agriculture WSN,
we proposed a robust authenticated and key exchange
framework for a smart agriculture communication sys-
tem based on ECC. In addition, we use biometrics
and the widely established fuzzy extractor for using
bio-metric methods to avoid DoS attacks.

e We performed a formal security analysis using the
widely established ROR model and also utilize BAN
Logic to prove the correctness of mutual authentication.
Furthermore, the security of the proposed framework
is tested informally, demonstrating that it maintains
numerous security features in an loT-enabled smart agri-
cultural system.

e The suggested framework is also robust against some
well-known adversary models Delvo-Yao and Canetti-
Krawczyk.

o We determine the security efficiency of our framework
by using the Scyther simulation tool. To demonstrate
that the suggested framework is robust against so many
vulnerabilities and exploits within the bounds.

e The comparative performance analysis is carried out
with a related framework in the literature and shows that
the proposed scheme generates competitive communica-
tion and computation overheads with improved security
in the same communication network.

E. ADVERSARIAL MODEL

Higher security standards are required for the agriculture
WSN network due to the high level of risk involved. There-
fore, it is imperative to consider every conceivable angle
from which the system’s security may be compromised. The
Dolev-Yao threat model [32] is used in this article to analyse
the mutual authentication and SK management mechanisms.
The following assumptions are taken into consideration in
this threat model, which is based on a real-life event:

« An attacker can use the public channel to communicate
because the communication parties (SN and U) are not
reliable. Since the GW is regarded as a reliable source
of information, it is impossible to capture it.
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TABLE 2. Symbol and their meaning.

Symbol Meaning Symbol  Meaning

ECC Elliptic curve cryptography SKy Session key of U/
Eq(u,v)  Elliptic curve over finite prime field | SKgsxr  Session key of SN

q Prime number An adversary

g Group generator h(.) Hash function

Dy, Decryption using secret key K¢ At; Maximum transmission delay
IDy User identity I Concatenation operation
PWu User password @ Bitwise XOR operation
Zy Multiplicative Group of orderq — 1 | U Agriculture user

By Biometrics of U — Public channel

Wiy, Encryption using secret key K4 = Secure channel

Bu Public reproduction data ay Reproduce biometric key
Csn Registration Counter of SN’ Cuy Registration Counter of U
51,82 Random prime number € Z;‘ aw Gateway

G Elliptic curve group SN Senor node

« An attacker can violate any type of security by inter-
cepting, altering, or delaying the message sent across the
system.

« An adversary might use a power analysis attack to phys-
ically capture SN and get access to the credentials that
are stored on it. When a smart device is stolen or lost,
the attacker uses power analysis to get access to the
passwords that are stored on the device.

« Even a legitimate entity with malicious intent to deceive
the system could be the attacker (privileged insider).

« Additionally, the most recent adversary model, Canetti
and Krawczyk’s adversary model is used [33]. Accord-
ing to this model, the attacker keeps all of its current
abilities and may also steal session-specific temporary
credentials or any other transitional data, which would
reveal the SK established between the communicating
devices.

F. PAPER ORGANIZATION

The rest of this work is arranged as follows. Section II,
covers the most important mathematical preliminaries.
In Section I11I, we discuss the proposed scheme. In section IV,
We used the Scyther tool, BAN Logic, and ROR model to
undertake the security verification. In section V, we did a
performance analysis of the suggested framework. Finally,
we come to a conclusion and future directions.

Il. PRELIMINARIES

We discuss the useful mathematical concept and some usable
notation in this section, which can be used to describe and
analyze the proposed framework.

A. NOTATIONS
We explain the meaning of each useful notation or symbol
used in this paper in Table 2.

B. ELLIPTIC CURVE CRYPTOGRAPHY (ECC)
Let E4(u, v) be an EC over the prime field Fy, therefore the
equation of EC over F is defined
¥ :x3+ux+vm0dqwhereu,v e,
and
4 +27v* mod q # 0

where u and v are the curves parameters [34], [35].
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ECC is a public key encryption algorithm based on G(IFy)
consists of (x, y) and oo points on E,(u, v).

1) ADDITION ON ECC

If R ans S are two points in G(IF;) and R # —S§, then R +
S = N € G(F,) and N is also a point in elliptic curve. The
algebraic calculation is defined as:

Let R = (xr,yr), S = (x5, y5) then N = (xy, yn)
where x, = (A2 — Xy — Xg) mod q
and y, = Mx, — x5) — yr) mod q
_ [(yr—ys)/(xr—xs)modq ifR=S
3(x2 4 ¢)/2y, mod q if R#S

2) SCALER MULTIPLICATION

Every point on Ey(c, d) is non-singular, so the scaler multi-
plication based on the addition rule defines as n.Q in G(IF)
as:

0+0+0+...... + 0 =n.0Q wherencl,;, Qe G

C. ELLIPTIC CURVE DISCRETE LOGARITHM PROBLEM
(ECDLP)

If R and S are known for a large prime q in polynomial time,
it is computationally impossible to determine n for any two
points R and S on the elliptic curveE,(c, d) and for some
positive number n such that S = n.R. n is the discrete
logarithm scalar,andn. R = R+ R+ ...... + R(n — times)
is the ECC point or scalar multiplication [36].

D. BIOMETRIC FUZZY EXTRACTOR

A fuzzy extractor is defined as a pair of functions, one
of which generates uniform random bits from pre-specified
input values and the other of which retrieves a string from
an input value that is reasonably near to the original input
value while adhering to pre-specified guidelines. The fuzzy
extractor is represented mathematically as (P, Q, R) where
R is the biometric input of information in the metric space
with a finite dimension and £ is the bit length of the output
strings. The fuzzy extractor also includes the two approaches
which are Gen(.) and Rep(.) [37].

e Gen(.) : The Gen(.) is a probabilistic technique that
accepts biometric input data B; € R as inputs and
outputs hidden key data %; € {0, 1}/ and a public repro-
duction variable t; for the biometric data input B; € R.
In this case, Gen(B;) = {N;, 7).

e Rep(.) : A probabilistic method that uses the biomet-
ric data B; € R, S and the attribute t; to reproduce
the biometric key R i.e Rep(t;, B)) = MN;, such that
d(Bi, B) < Q.

lll. THE PROPOSED PROTOCOL

The proposed protocol is based on a bio-metric approach.
The three phases of the proposed protocol are explained as
follows:
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A. INITIALIZATION PHASE

In the suggested protocol, GW chooses a random integer on
the elliptic curve E4(c, d) mod g and g € G, then uses A(.)
as hash function. Additionally, the biometric is carried out
using the fuzzy extractor approach [38]. During the login,
the Gen(.) and Rep(.) algorithms are run. Additionally, the
user computes PK),,, = xz4g using a random value generated
as the private key, xyy € Z,; . Furthermore, user publish the
attributes {a¢(.), Bu(\), Xy, &, h(.), E4(c, d)}.

B. REGISTRATION PHASE

The suggested scheme comprises two registration phases:
the first is user ({/) registration, and the second is (SN
registration.

1) USER REGISTRATION PHASE

U must register his/her identification with the Gateway (GWWV)
in order to receive the data. Using a secure connection, the
GW assists the U in registering his/her public and private
keys. The procedure are given as follows:

o Step 1: The U; assists GW for registration. I{; inputs
IDy, PWy and By Then chooses xy € Z7. Calculates
(o, Bu) = Gen(By), Hi = h(PWyllew) & xy and
sends {ZDy;, Hi} to GW.

o Step 2: The GW calculates Ry = h(ZDy4||Cy4lly) where
yis GW secret key and Cy registration counter number
of U provided by GW. GW computes Ry = R| & H;
stores {ZDyy, Cy4, Ry} in his/her data base for further
communication then sends {Ry, C4} toU.

o Step 3: The U calculates B = R & oy
and B, = WIDy||PWyllB1). Finally U stores
{Bu» R2, B1, B2, Cy} in his data base.

2) SENSOR NODE REGISTRATION PHASE

To gain access to the gateway and share information with
users, the SN needs to register with it. Sensor nodes must be
in user-key agreement. The procedure are as follows:

o Step 1: The SN input his/her ZDgs and sends it to
gw.

o Step 2: GW calculates R3 = h(ZDgsn ||y||Csnr), where
Cs,\ is registration counter number of SA provided by
GW. GW stores {R3, Cs s} in data base. The GV sends
{R3, Cspr} to SN through secure channel.

o Step 3: SN generates r € Z;. Computes PKsnr = 1.8
and store {R3, Csr} in his data base for future commu-
nication system.

C. LOGIN, AUTHENTICATION AND KEY-AGREEMENT
PHASE

In the authentication phase, &/ communicates with SN and
GW over public channel as shown in Table 3. A detailed
illustration of login and authentication is discussed below:
As illustrated in Table 3, I/ communicating with SN and
GW over a public channel during the authentication phase.
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TABLE 3. Login, authentication and key agreement phase.

u gw

SN

Login with IDZ’}, PWZ{ and B,

And gets of; = Rep(By;, 5&)

Computes Bf = Rz @ afy

Computes B* = h(ZDy[[PWyIBT)
Verifies B Bg if yes then:

Generates s1 € Z

Computes A1 = slAg

Computes Ky = h(PKsn|[IDsn) @ t1
Computes V1 = h((Ky||Cu|t1)

Encrypts W1 = Wi, (Cy, A1, V1)
Computes Vo = h(R2||ZDy||Cu)

Sends M1 = {W1,Va,t1}

Verifies Vi Zy,
Computes V3

p)
= h(R3||ZDsn|t3)
Sends My = {W1, V3, t1,t2}

Verifies t2 — t1 < At, aborts if not fresh
Computes V' = h(R2||ZDy||Cy)

Verifies t4 — t3 < At
Computes V3 h(R3||IDsn|t3)

Verifies V3 = V3

Computes Kg = h(PKsn || IDsy) @ t1
Decrypts (Cy, V1, A1) = D g (W1)
Computes V = h(KsNHCMHtl)

Verifies V¥ = Vl if yes

Generates s2 € Z*

Computes Ay = sz.g

Computes SKsnr = h(V{*||ZDsn || Cu|| A1 szl|ts)
Computes Vi = h(A1||A2||Cu||Csarllts)
Computes K5, = h(Cy||A1]|V}*)

Encrypts Wa = Wicg\ (IDsn; A2, Csn, ts, Vi)
Computes Vs = (V3" @ R3)

Sends M3 = {Wa, Vs, t5}

D
Verifies tg — t5 < At
Computes VZ* = V3 @ R3
Verifies Vi < Vs if yes
Computes Vs = (V5 @ R2)
Sends My = {Wa, Vg, t7}
Verifies tg — t7 < At LR R R R
Computes V6 = (V2 ® R2)
Verifies V" e Vg if yes
Computes Ky, = h(Cy|| A1 HVI)
Decrypts (A2, t5,ZDspn, Va) = Wa)
Computes V4* = h(AIHAQHCMHCSNHt )
Verifies V¥ = Vi
Computes SKy; = h(IDsnr||Cuylls1.A2||Vi||ts)
Hence SKyy = SKsn = SK
The complete description of login, authentication and key encrypts Wo = Wk, (A2, Csn. 15, IDsn, Va) and

agreement is discussed below:

o Step 1: The !/ login with ZD;,, PV}, and biometric By,
The U getaj, = Rep(By,, B;;). Computes B] = Ry Doy,
and By = h(ID}, | PW},|IBY). User verifies By = By
if yes then generates s1 € Z(; computes A; = s1.g,
Ky = WMPKsnIIDsn) @ 11 and Vi = h(Ky || Cyyll11)-
Then, U encrypts Wi = Ekg,,(Cy, A1, V1). The user
again computes Vo = h(R2||ZDy4||Cyy). Finally, sends
My = {Wy, Vo, t1} to GIWV.

o Step 2: The GW verifies the time span f, — ¢ <
At aborts if not fresh otherwise computes V) =

h(Ry | TDyl|Cyy). GW verifies V3 = V; if yes, then
computes V3 = h(R3||ZDssllt3). Finally, sends M, =
{W1, V3, t1, 13} to sensor node.

o Step 3: The SN verifies t4 — t3 < At if yes then
computes V3 = h(R3||ZDgyrlit3). The SN verifies
V} = V3 if yes then computes Ks = h(PKs | IDsA) @
t1 and decrypts (Cy,A1, V1) = Dggy(Wy) if it
is valid then computes VI = (Ksn|Cylif1). The
SN again verifies V} Z Vy if yes then gener-
ates s € Zj and computes session key SKsn =
hIDsnCyllVillArsz2lits). SN computes Vi
hA|A2[|Cy | Csarlits) and K, = h(Cy||A1[|V]), then
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computes Vs = (V3 & R3) The SN sends back M3 =
(W5, Vs, Ts} to QW via public channel.
o Step 4: The GW verifies tg — t5 < At if valid then
= V3 @ R3, again verifies V5* = V3 if
V3 @ R». Finally GW send

computes Vg
yes then computes Vg =
My = {Wy,t7}toU.

o Step 5: The U verifies t§ — t7 < At If valid then
computes Vg = (V2 @ Rz). Again verifies V¢ 2
Ve, if yes then computes Kz;, = h(CyllA1||V1). The
U decrypts (A2, 15, IDspr, Va) = Dk, (W) and then
computes V; = h(A1[|A2]|Cyl|Cssllts). Finally U ver-
ifies Vy 2 V4 if valid then computes his session key

SKyy = h(@Dsn 1 ZDylls1-A2]| V1 ||ts. Hence matches
his session key SK = SKy; = SKsn

D. UPDATING OF PASSWORD AND BIOMETRIC PHASE

For password and bio-metric updating, U have to do the
following analysis that is given below:

o Step 1: The U inputs IDj,, B}, and PWj, and gets
o, = Rep(B},, Bj;) then the user computes Bf =
Ry © B}, and B5 = h(ZDy,|IPWy,|IB}). User verifies
B} = B3, holds or not if not then terminates other-
wise U selects his /her new password and bio-metric
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as (B){", PW}{"). Then U computes (8", aff") =
Gen(By{") and encrypts H'"" = h(PW[{" ;™) @ xy
and sends M| = Dy, H"} to GWV.

o Step 2: The GW verifies {ZD;;, C4} in his data base
then computes R3*" = Ry @ H{“" and sends M} =
{R5?", Cy} to U.

o Step 3: When U/ receives M), = (R}, Cy} then
computes B[ R @ o and B =
hIDy IPW " IRT®). Then U replace his old pass-
word PWp, and bio-metric B;; with new password
PWZ"jW and B){" and stores {B/", Ra, B{*", By} in
his/her data base.

IV. SECURITY ANALYSIS

In this section, we examine the security of the proposed pro-
tocol. We have conducted both official and informal security
studies to show that the proposed protocol is completely
secure.

A. INFORMAL SECURITY ANALYSIS

We performed an informal security assessment of the sug-
gested protocol and demonstrated that it is secure against a
number of security flaws. Additionally, the suggested proto-
col guarantees the user, gateway, and sensor node’s privacy
and safe authentication.

1) PRIVATE KEY SECURITY

During the key generation phase, the user selects x;; € Z7,
chooses it as a secret key, and calculates PK),,, = x74.g. The
entire system can be broken if A can calculate a private key
using public information. Because users compute the private
key using the master key, g (elliptic curve number), A will
have a difficult time calculating it. Because the master secret
key was used, the attacker will fail, and the crypto-equation
PKup = x14.8 is too difficult to crack due to ECDLP.

2) IMPERSONATION ATTACK
The adversary may pose as a legitimate user in order to get
information or advantages. The information provided in the
secret key establishment phase of the proposed protocols
must be used by the adversary to confirm that the user is
legitimate before proceeding.

o User impersonation attack: In order to obtain informa-
tion or gain an advantage, the attacker can take on the
role of a U. In order to do so, the adversary must demon-
strate that he or she is a legal U by utilising the data in
the proposed protocol. The U sends M| = {Wy, V>, 11}
to the Gateway via a public channel. The A computation
of Wi is extremely complex due to the use of secret
key encryption. Furthermore, the adversary is unable to
locate the secret key due to the ECDLP. As a result,
we conclude that the attacker is unable to impersonate
an authorised user.

o Gateway impersonation attack: The A attack, like the
U impersonation attack, attempts to impersonate an
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authentic user. During the authentication phase, GWN
sends M, = {Wj, V3,11, 1} to the sensor node and
My = {W, t7} to U via a public channel. Where W} and
W, are both encrypted with the gateway’s private key,
which is not possible due to ECDLP. The computation
of M3 and M4 is clearly infeasible due to the parameters,
Ky and Ky the secret key of U and SN. Hence, the A
fails to behave as the GVV while communicating with /.
As a result, we conclude that the attacker is unable to
impersonate an authorised user.

o Sensor node impersonation attack: During the authen-
tication phase, the SN receives My = {Wy, V3,11, 1}
from GW and decrypts W using its own secret key Ky,
to validate the received messages. It is difficult for the .4
to deliver false information to the GV through the use of
amalicious SA. Because A does not have access to SA/
private key K, . Additionally, the A fails to compute SK,
which is critical. As a result, in the proposed protocol, A
cannot impersonate SN

3) MUTUAL AUTHENTICATION

In the suggested authentication protocol, we primarily con-
sidered three entities: U, GW, and SN. Several com-
munications are involved in computing SK. Both the U/
and SN nodes computed a mutual key during the secret
key creation phase, but they had to authenticate each
other before accepting the session key. In this way, U,
GW, and SN authenticated each other before proceed-
ing to the next step in the authentication phase. Hence,
the suggested protocol does have the property of mutual
authentication.

4) SESSION KEY DISCLOSURE ATTACK

In the proposed protocol, the ¢/ and SN have computed
a secret key. Following that, this key will be used in the
authentication phase. If A knows the secret key K74 or Kg,,
he or she will be unable to determine the session key SKy; =
WZIDsn I ZDyylls1.A2]1 V1 ||t5). Tt is noticeable that these keys
are difficult to compute without the sl and s2,. The secret
parameters s1 and s2, are used on both sides of the ¢/ and the
SN which are generated at random. The adversary needs ran-
dom information to calculate it, which is impossible to obtain
in mean polynomial time. Furthermore, the proposed protocol
utilises SKyy = h(ZDsn | ZDyylls1-A21|V1]ts) as a secure
communication session key. It is obvious that the adversary
will not be able to obtain K(ZDsn | ZDyyl|s1-A21| V1 |t5) is
captured from the protocol description. It’s not impossible to
obtain all of the information from SK despite the fact that
invertible hash functions don’t exist. Accordingly, the pro-
posed protocol provides strong defence against SK disclosure
attacks, [39].

5) EAVESDROPPING ATTACK
The eavesdropping technique enables the attacker to eaves-
drop in on any communications made through an unprotected
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channel. Consequently, the attacker is able to intercept mes-
sages. The suggested approach, however, uses a new ran-
dom integer for each round of authentication and secures
all parameters with a hash function. As a result, neither
the identity of {/ nor any parameters are obtained by the
attacker. Additionally, A is unable to calculate SK;; =
WIDgsn I ZDyylIs1.A211 V1 ||ts). Because of this, A is unable
to acquire SKyy = W(ZDsn | ZDyylls1-A21| V1 ]its).

6) KEY FRESHNESS

In order to avoid future connectivity from being distorted
even if the old keys are compromised, a term called “key
freshness’ is used. Therefore, choose a random number and
a time stamp as your principal values whenever you use
the freshness of keys in cryptography. The time-stamp and
random number used in the suggested protocol were always
fresh. Consequently, we keep the key agreements fresh in the
suggested framework.

7) PERFECT FORWARD SECRECY

In the unlikely event that A is aware of the private
secret key, the A will be unable to access the SK;y =
WZIDsn I ZDylls1.A21| V1 ||t5). Because SK74 is missing from
the prior key. The attacker cannot obtain s;.A» even if the
parameters Vj,and V; are compromised because both the U/
and SN selected fresh random number. Which is hard to
calculate in mean polynomial time.

8) REPLAY ATTACK

The malicious adversary tries to send a message to launch a
counterattack. However, the sent messages contain require-
ments for message verification, including a new timestamp
tiy1—t; < At,arandom number, and a secured hash function.
This prevents the malicious adversary from launching a reply
attack. Hence, the suggested scheme can therefore withstand
the reply attack.

9) DENIAL OF SERVICE (DoS) ATTACK

In the suggested scheme we restrict users to a maximum
of three logins to U. If U does not submit his credentials
after three tries. For an extended length of time, the login
and authentication for the given user/device will be disabled.
Hence, the proposed scheme effectively protects against DoS
attacks.

10) OFF-LINE USER IDENTITY PREDICTING ATTACK

In the authentication phase, A tries to guess the user’s identity
IDy, by exploiting messages sent over the open channel. A
fails, because, after guessing the users identity ZD;,, cannot
be generated the users password PW;,; and biometric By, that
cannot be counterfeited. Hence, the suggested framework is
resistant to these attacks.

11) USER AND SENSOR NODE TRACEABILITY ATTACK
In order to determine whether two authentication request
messages from distinct sessions are similar, an attacker keeps
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an eye on them. If both messages are similar and same origin,
suggest that the & or SN for both queries is the same.
The A cannot detect the &/ or SN in our suggested frame-
work yet after stealing the authentication messages M; =
(W1, Vo, 11} and M3 = {W>, Vs, t5} since these messages
include encrypted parameters Wy, V,, Wo, V5 with a secret
key, one-way hash function, and current timestamp t1, t5
that are chosen a fresh timestamp after every new session,
for computing new messages M| and M3. Therefore, it is
impossible to trace the identity of the I/ or SN. Hence,
the suggested framework is secured against the 4 or SN’
untraceable attack [40].

12) INSIDER ATTACK

The message sent by the user and the sensor is still encrypted
with private keys. The private key is always kept secret and is
only known to authenticated users. The information is hidden
by the secret keys, making it impossible for the other entity to
access it. Only the user or sensor node with his/her secret key
can decrypt the message. As a result, the attacker is unable to
leverage his/her identity to gain the password or other user
credentials needed to connect to other services. Thus, the
proposed protocol is resistant to insider attacks.

13) MAN IN THE MIDDLE ATTACK

An attacker may try to use the previous login messages on
the server side. A replays My = {Wy, Vi, 11} where W =
Ex,,(Cy, A1, V1) is encrypted by secret key Kz of user and
V1 = h((Ky/||Cyllt1) is masked by hash function. Similarly
the message M3z = {W>, V5, Ts} where W, is encrypted by
private key of SA/ and Vs are masked by hash function. Both
the U and SN verify the timestamp. Since we employ new
random variables and an anonymous identity, the attacker is,
therefore, unable to calculate with original entities. Hence,
our suggested protocol can resist this assault.

14) ANONYMITY ATTACKS

In agricultural WSN, privacy preservation is a crucial con-
cern. Anonymity attacks aim to uncover the identities of
participants in the system, which can lead to the compro-
mise of sensitive information and unauthorized access. The
proposed protocol, which utilizes elliptic curve cryptography
and hash function, ensures privacy preservation by providing
anonymity to the participating entities. It conceals the iden-
tities of the communicating parties, making it difficult for
attackers to trace or identify them.

15) DESYNCHRONIZATION ATTACKS

Wireless Sensor Networks (WSNs) typically involve numer-
ous sensor nodes that need to synchronize their actions for
efficient communication and coordination. Desynchroniza-
tion attacks exploit vulnerabilities in the synchronization pro-
cess, leading to disruption or manipulation of network opera-
tions. The proposed protocol includes mechanisms to defend
against desynchronization attacks by employing efficient key
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agreement techniques. By ensuring proper synchronization
and coordination among the nodes, the protocol prevents
malicious actors from disrupting the system’s functionality.

16) SESSION KEY SECURITY

Session keys are crucial in securing communications within
a network. Attacks targeting session keys can compro-
mise the confidentiality and integrity of data exchanged
between nodes. The proposed protocol focuses on providing
a privacy-preserving and efficient key agreement framework.
By utilizing elliptic curve cryptography and hash functions,
it ensures the security and integrity of session keys exchanged
between participating entities. This defense mechanism pro-
tects against attacks attempting to compromise the confiden-
tiality and integrity of the session keys.

17) EPHEMERAL SECURITY LEAKAGE ATTACKS

Ephemeral keys are temporary keys used during key
exchange protocols to establish secure communication chan-
nels. Ephemeral security leakage attacks aim to extract or
derive information from ephemeral keys, which can lead
to the compromise of sensitive data. The proposed proto-
col employs efficient key exchange techniques using elliptic
curve cryptography, ensuring the security and confidentiality
of ephemeral keys. It defends against ephemeral security
leakage attacks by preventing unauthorized access or extrac-
tion of information from these temporary keys.

B. FORMAL SECURITY ANALYSIS

The Random Oracle Model (ROR) is used to conduct a formal
security examination (ROR). The ROR is frequently used
to systematically check the security of different authenti-
cation techniques. It was created by Abdalla et al. [41] and
described as a probabilistic polynomial-time turning machine
(PPT) where an opponent and challenger engage in gameplay
mechanics.

e Participants: Let Ou , (’) SN, and(’) 3 be thet;, 2, and
t3 occurrences of U, S./\/ and aw that are referred to as
oracles, respectively.

o the Accepted States: Any instance of O" that sets to the
accepted phase after obtaining the most recent message
from the protocol will be in an acceptable state. Session
identification occurs when all of the conveyed messages
during the discussion are coordinated in sequence for the
current instance.

o Partnering: If all three of the following conditions are
met at the same time, O and O are said to be part-
nered: (1) Occurrences O and O are in an acceptable
condition; (2) Both occurrences O’ and O are mutu-
ally authenticated and assigned the same session ID. (3)
The instances O™ and O are mutually exclusive.

o Freshness: O" and O are regarded fresh if the
user-sensor node established session key is currently
revealed to A using reveal query.
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o Adversary: Since the ROR model utilizes the well-known
Dolav Yao model, the attacker has complete control
over all communications. Thus, A can eavesdrop, alter,
capture, falsify, replace, and even erase messages sent
between the U and SN using the queries mentioned
below.

— Execute (O and O%): To resemble a passive
eavesdropping attack by an adversary. To retrieve
any communications exchanged between the two
conversing parties, A uses this query.

— Reveal (O"): A can retrieve the SK negotiated
between O'! and other participant by launching this
query.

— Send (O", and message): To simulate an active
attack, 4 sends a msg, say Msg, to a participant
O and waits for a response from O"!.

— Test (O"): This query investigates the semantic
security of the established SK between I/ and SN/
using the ROR models interchangeably. To begin,
a coin is tossed and the outcome is kept a secret.
When the A executes this query and generates a
new SK, the O'! returns the newly created SK if
the C = 1 and a random value if the C = 0. The
outcome will be ignored if this is not the case.

o Semantic Security: In semantic security, the A must be
able to tell the original SK from the random number.
If desired, .A may send a variety of Test queries to any
of them, such as Q"' Ui, ©O2SNj and O'3GWNk. The
Test query output needs to be adaptable in terms of
any bit ¢’. The adversary wins the game and is said to
have achieved Succ if A thinks that ¢’ is comparable to
the random bit e. The benefit of A is that it can break
semantic security and establish the SK between the U
and SN in our protocol RMA-SAC in a polynomial
time ¢ is denoted by Advgya—sac(t) and defined by
Advpya—sac(t) = |2prob(succ) — 1| where Prob(.)
denotes probability. RMA-SAC is now safe under the
ROR model, if the value of Advrya—sac(t) < €, where
€ > 0.

Theorem 1: We suppose that the A executes in polyno-
mial time t against the suggested protocol (RMA-SAC).
To undermine the semantically security of RMA-SAC, the A
advantageous function Advgya—sac(¢) in polynomial time t
is defined as:

Q; Oy
|hash| 2-114] Ld|
where,Q), = total number of hash query, Q; = total number
of send queries, |hash| = range space of h(.), / = number of
bits in biometric string of the user, |d| = size of password and
Advgcphp(t) = advantage of A to break ECDLP.

Proof: In the formal proof, there are five games in order,
say G;, where i = 0,1,2,3,4. The adversary chance of winning
the game G; is represented by succ, and the advantage of
winning the game is defined as Advg, = Prob[succg,;]. All
of the games are shown below.

Advrpma—sac(t) < + 2Adv ECDHP(f )
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Go:

G

G3:

In this game, adversary .4 introduces the first real attack
on the proposed protocol RMA-SAC in the ROR model.
The semantic security of the session key of the proposed
scheme is achieved by guessing e number of bits before
beginning the game Gy.

Advrma—sac(t) = [2Advg, — 1| (1

: In this game, the eavesdropping attack of adversary .4

is replicated. At the start of the game Gj, adversary
A Execute (O and O) query, and once the game is
finished, adversary A executes the Test(O'!) query to
determine whether the returned result is the established
fresh session key SK or an arbitrary value. The session
key SK is computed by both communicating parties as
SKyy = h(ZDsn 1 ZDyylls1-A2||V1]ts) in our protocol.
Adversary A requires s;.A2 and V| temporal secrets and
permanent secrets, to achieve session key SK. Therefore,
the adversary A chance of winning this game G; by
eavesdropping are not successful. It indicates that the
games Go and G are the same. Therefore, it follows:

Adv(;0 = Adle (2)

Send(O" and M;) and hash of a random oracle are
implemented in Game G;. Adversary .4 launches active
attacks in order to obtain all of the communications
exchanged during communication that are M| =
(W1, Vo, 11}, My = (W1, V3,11, ) M3 = (W2, Vs, 15}
and My = {Wy, t7}. Adversary A can generate as many
hash oracles as he likes to search for collisions in the
outputs of hash. Every message delivered makes use
of random numbers as well as other secure credentials
like symmetric key encryption. Therefore, adversary
A needs all of these credentials in order to alter the
messages. However, each of them is safeguarded by the
collision-resistant one-way hash function. The messages
additionally contain current time stamps ?1, f2, 3, 4 and
an elliptic curve encryption. There are no collisions
in the hash oracle as a result of all of the messages
becoming inconsistent. With the birthday paradox has
been established, we can draw the following conclusion.

i
2| hash)|

This game G, simulates the corrupt device (Ozt/lll) or

|AdV(;2 — AdVG1 | <

3

corrupt-device (Oigl Nl) inquiry, in which the attacker
can remove all of the data for the user or sensor nodes.
Utilizing the thesaurus attack, the adversary can guess
the users’ password PWp, and identity ZDy, which is
computationally infeasible as unrecognized secret cre-
dentials such as biometric B/, when using the Send(O"
and Msg) query. Moreover, the cost of obtaining a bio-
metric is approximately 1/2!. Both G3 and G are equiv-
alent if the password-guessing approach is not used. The
final result is as follows:

|Advg, — Advg, “)

<O
= 2]
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G4: The final game is modelled for active attack by adver-
sary in order to determine the actual session key
SKyy = WIDsn I ZDylls2.A2]V1]|ts5) created between
the user and sensor node. To obtain session key,
they needs to compute s».A> and V;. This is diffi-
cult due to the ECDHP problem, which is compu-
tationally infeasible. Therefore, the following is the
result:

|Advg, — Advg,| < AdvECPHE (1) (5)

Finally, all of the games are completed, leaving the
adversary with only the task of guessing the proper bit
of ¢, resulting in the following outcome.

1
Adve, = > (©6)

From equation (1) and (2) we get,
1 1 1
EAdVRMA—SAC(t) = |Advg, — 5' = |Advg, — El @)
From equation (6) and (7) we get,
1
EAdVRMA—SAC(f ) = |Advg, — Advg,| 3

By triangular law of inequality, we get

|Ad\/G1 —AdVG4| < |Adle —Advc2|

+ |Advg, — Advg,| )
|Advg, — Advg,| + |Advg, — Advg,| < (10)
|Advg, — Advg,| + |Advg, — Advg,| (11)
+ |Advg, — Advg,| + |Advg, — Advg,| (12)
|Advg, — Advg,| < m%%sm + % + AdVECPHE (1)

(13)
From equations (8) and (11), we get
%AdVRMA—SAC(t) < 2|hQa]21sh| + % + AdvECPPP (1)
(14)
Multiplying equation (14) by 2 on both sides, we get
Advrma—sac(t) < 0; % + 2AdvEPHE (1)
lhash| ~ 21=1|d| A

15)

C. BAN LOGIC

Using BAN logic, we performed a security analysis to
determine that the suggested algorithms have secure mutual
authentication. BAN logic notations are shown in table 4.
The BAN logic analysis rules, goals, idealized form, and
assumptions are also specified. We show that the suggested
protocol ensures secure mutual authentication between

U, GW, and SN.
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TABLE 4. BAN logic notation.

Notation Description

PP1,PP2 Principals

SM1,S8Mz Statements

SK Session key

PP1|= SMy PP believes SM1

PP1|~ SM; PP1 once said SM1

PPy = SM; PP has got jurisdiction of SM1
PP1 < SM;y PP+ receives SMq

#SM1 SM; fresh

#{SMi}k SM; is encrypted with key K

< SM1 >S8Ms | SMy is combined with SMo
PP1 <£> Xo PP1 and PP2 have shared key K

1) BAN LOGIC RULES
The following are the main logical postulates of the BAN
logic:

o Message Meaning Rule (MMR):

PPy |= PPy < PPy PPy < {SMik
PPi|l= PP2|~SM
Freshness Rule (FR):
PP | =#SMy)
PP | =#SEMqi, SM>)
Nonce Verification Rule (NVR):
PPy | = #SMy), PPi|= PP2|~SM,
PP1l= PPy =SM;
Belief Rule (BR):
PP =( M, SM»)
PP = SM;
Jurisdiction Rule (JR):
PPi|= PPl = SM|,S5M; | = PPyl =SM,;
PP =SM;

2) BAN LOGIC GOALS

G U =u K sn

Gy SN =u 5 sn

Gy Ul =SN|=u 5 sy
Gi:SNl=Ul=u & u

3) IDEALIZED FORMS

Message-1: U — GW : M| = (W1, V2, 1}k,
Message-2 : GW — SN : My = (W1, V3, 3}k,
Message-3 : SN — GW : M3 = (W2, Vs, t5}ks
Message-4 : GW — U : My = (W2, Ve, t7)} ks

4) ASSUMPTIONS

AUl = U & gw)

A GW| = #(11)
Az SN = W &4 s
Ay: SN| = #(13)

As: GW| = (SN X gw)
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Ag: G| = #(t5)

AUl = GW X 1)

As: U| = #(t7)

Ag:U| = SN = U 25 SN
A SN =U = U <5 SN)

5) PROOF USING BAN LOGIC
The proof then proceeds as below:
o Step-1: From message-1, we get:

S1:GW (W, Va, t)ky,
Step-2: From S; and A with MMR, we get.
S2:GWI=U| ~ (Wi, Va, )iy,
Step-3: From $, and Apwith the FR, we obtain
S3 : GW| = #(Wy, Va, 1)k,
Step-4: From S and S3 with the NVR, we get
Sy GWI=U| = (W1, Va, t)ky,
Step-5: From S4 with BR, we get
S5 : GWI=U| = Wy, Va, t)ky,
Step-6: According to message-2, we could get:
Se : SN (W1, V3, 13)k,
Step-7: From Sg and A3 with the MMR, we get.
S7: SN| = GW| ~ (W1, V3, 13)ky,
Step-8: From §7 and A4 with FR, we get
Sg : SN| = #(W1, V3, 13)k,
Step-9: From S7 and Sg with NVR, we get
So : SN'| = GW| = (W1, V3, 3)k,
Step-10: According to message-3, we could get:
S10 : GW (W2, Vs, 15)k g
Step-11: From S19 and A5 with MMR, we obtain
Si1: GW| = SN| ~ (Wa, Vs, 15)k g -
Step-12: From S1; and Ag with the FR, we get
S12 : GW| = #(Wa, Vs, 15)ks
Step-13: From S11 and S12 with NVR, we get
S13: GW| = SN| = (W2, Vs, 15)k s
Step-14: According to message-4, we could get:
S14 1 GW < (Wa, Ve, t1)ks
Step-15: From S14 and A7 with MMR, we get.
S15 Ul = GW| ~ (Wa, Ve, 1)k sy
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o Step-16: From S5 and Ag with FR, we get
S16 : Ul =# W2, Ve, t1)ksp
o Step-17:From S5 and S;¢ with NVR, we get
S17: Ul =GW| = W2, Ve, Dksp
o Step-18: From S17 with BR, we get

Sig Ul =GWI =U <5 GW (G —3)
o Step-19: From S;g and Ag with JR, we get
S Ul=U g (G-1)
o Step-20: From the S5, So, S13 and S17 we could get
S GWI=U =U <5 GW (G —4)
o Step-21: From Sj9 and A1p with JR, we get

S oWl =U 5 oW (G -2)

Referring to goals G-1 to G-4, we show that the suggested
scheme ensure the robust mutual authentication between

U, GW and SN.

D. SCYTHER TOOL ANALYSIS

Scyther is a tool designed for the formal security evaluation of
frameworks based on the assumption of unbreakable cryptog-
raphy [42]. It can determine the protocol’s security require-
ments as well as its flaws. Scythers systems are capable of
performing multi-protocol analysis.

In Figure 2, we show that the authentication process
between U/, GV and SN is secure, with no attacks occurring
within the bounds of the proposed protocol. According to
the findings, the U, GW and SN devices all met the Ni-
Agree, Weakagree, Alive, Ni-Synch, commit, and secret key
requirements.

o Non-injective synchronisation (Ni-synch): Ni-agree
ensures that messages are sent according to protocol
specifications. That is, once the protocol has been com-
pleted by the initiator and responder, all messages are
received in the exact and similar order specified in the
framework. This authentication form outperforms Ni-
agree, Alive, and Weak-agree in terms of strength.

« Non-injective agreement: When a sender completes a
protocol run, presumably with the receiver, the receiver
has completed a protocol run with the sender in the past,
and they have agreed on all datasets.

« Aliveness (Alive): According to our argument, the pro-
tocol guarantees that a sender will always be alive when
communicating with a recipient whom has already exe-
cuted the protocol.

o Weak agreement (weak-agree): Weak agreement is when
there is little or no agreement. When the initiator com-
pletes a run of the protocol with the responder, we claim
that the protocol ensures the initiator’s weak agreement
with another agent responder.
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Done.

FIGURE 2. Scyther test results.

The non-injective synchronization (Ni-Synch) attribute
requires the runs noted by the model procedure to implement
the appropriate events of sending and receiving parameters in
the exact ordering and with identical ranges. The Ni-Agree
claims that users consent to the values of transmitted vari-
ables, and analytical data validates the accurateness of U/.
Therefore, ¢/ meets Ni-Synch and Ni-Agree properties of
GW. In a similar manner, the SN fulfills the GV Ni-Synch
and Ni-Agree properties. The private keys between the U/
and G have been proven to be secret. Also confirmed to
be secret between the GW and SA. In the communication
process, random numbers are also kept private and have no
vulnerabilities within the bounds.

V. PERFORMANCE ANALYSIS

This section compares the performance of the proposed
scheme to existing schemes [12], [19], [20], [21], [25], [28],
[30], [31], [43]. The primary goal of the performance eval-
uation is to demonstrate that our scheme is more capable
in terms of extra features with lower overheads than other
existing schemes.

A. SECURITY ATTRIBUTES

In this section, we use our simulation metrics to compare the
functionality and security characteristics of our authenticated
key agreement scheme to those of other schemes, [12], [19],
[20], [21], [25], [28], [30], [31], [43]. The usefulness and
security of several methods are compared in Table 5. The
majority of the schemes do not support password changes,
despite being susceptible to a number of security risks.
The dynamic connection among the sensors in our system,
however, allows users to update their biometrics and pass-
words.
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TABLE 5. Security attributes comparison of the proposed framework with
related frameworks.

Features [12] [19] [20] [21] [25] [28] [30] [31] [43] Proposed
PKS X v v v v v v v v v
MA v v x v v v v v v v
SKDA v v X v X X v v X v
RA v v v v X v v v X v
DA X X v v X v X X X v
OIPA x x v v v X X v v v
EDA v v X v X X X v X v
KF v v v v v v v v v v
PFC v v v x X X v v v v
USTA v X v v v X v v v v
TA v X v X X v X v v v
INA v x v x v x v v x v
ROR v x v v X X v x X v
STV X X X X X v X v X v
BLY X X X v v X v X v v

Note : PKS =Private key security, M.A = Mutual authentication, SKD.A
= Session key disclosure attack, £D.A = Eavesdropping attack, ICF =Key
Freshness, PFC = Perfect forward secrecy, R.A = Replay attack, DA =
DoS attack, OZP.A = Off-line user identity predicting attack, UST A =
User and sensor node traceability attack, Z.A = Impersonation attack, ZN/ A
= Insider attack, ROR = ROR model, STV = Scyther Tool verification,
BLY = BAN Logic verification.

TABLE 6. Computation cost of different operators.

Operation Description Computation cost (ms)
tmod Modular exponentiation operation 3.8500
top Bilinear pairing operation 05.811
teem ECC scalar point multiplication 02.226
tas—enc/dec ~ Symmetric encryption /decryption 0.0046
tre Fuzzy extraction operation 02.226
th One-way hash function (SHA-1 256) 0.0023
ts_enc/dec Public key encryption/decryption 3.8500
teca ECC-based point addition 0.0288

B. COMPUTATION COSTS

Table 6 displays the comparative time execution of required
parameters for the execution of the scheme in terms of com-
puting overhead, with the suggested schemes’ total duration
in milliseconds as the unit of comparison in milliseconds.
Only the frequently performed login and mutual authentica-
tion phases are used to estimate computing costs. The test is
run on a Core-i5 Quad-core 2.20 GHz processor with 4 GB
RAM running on windows-10 64-bit operating system [31],
[43], [44].

As shown in Table 7, Rangwani et al. [30] used 17¢;, 7teem
and 10z,., in his protocol that will costs 15.9091ms, Vinoth
et al. [31] used 12t4, 2tpp, 4ta—enc/decs 2tecm and ltpeq in
his protocol that will costs 19.9700ms, Wu et al. [12] used
17t;, and 6f;_cpc/dec in his protocol that will costs 23.1391ms,
Wang et al. [43] used 7t;,04, tf. and 251, in his protocol that
will costs 29.2335ms, Ali et al. [21] used 25, and 8¢5 enc/dec
in his protocol that will costs 30.8575ms, Liu et al. [19] used
Tty, 2tecm and 4ty in his protocol that will costs 27.7121ms,
Challa et al. [20] used 12f, and 14, in his protocol that
will costs 31.1916ms, Soni et al. [25] used 31#,, 6f.e, and
1, in his protocol that will costs 15.6533ms, Moghadam et
al. [28] used 131, 3ts—enc/dec and Stecp, in his protocol that
will costs 22.7099ms. In the proposed protocol we used only
15t, 2teems 2ta—encydec and 1tz in his protocol that will costs
6.7217ms. Therefore, the computation cost in our proposed
protocol is comparatively low as compared to the existing
protocol in the same environment as shown in Figure 3.
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TABLE 7. Computation cost comparison.

Protocols  Operations Computation cost (milliseconds)

2 75, + 66y —cne/dee ~ 231301
[19] Tty + 2teem + 4ty ~27.7121
[20] 12ty + 14tecm ~31.1916
[21] 25t + 8ts_ene/dec ~ 30.8575
[25] 31tp, + 6teem + ltse ~ 15.6533
[28] 13t + 3tscne/dec + Steem ~ 227099
[30] 17ty + Tteem + 10teca ~ 15.9091
[31] 12t), + 2ty + Atgs_enc/dec + 2teem + Lmod ~19.9700
[43] Ttmod + tye + 25t ~29.2335
Proposed 15ty + 2teem + 2tas—enc/dec + e ~6.7217
4500 4288
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FIGURE 4. Communication cost comparison.

C. COMMUNICATION COSTS

Based on the total lengths of messages sent and received in
bits, Table 8 displays the estimated communication expenses
for every authority, including gateways, sensor nodes, and
remote users. Only the typically completed login and mutual
authentication phases are taken into consideration for com-
munication cost estimations. For user, gateway, and sensor
node identification, we utilised 64 bits, while for passwords
and timestamps, we used 32 bits. This allowed us to deter-
mine the communication cost. According to [44], the sizes
of symmetric-key encryption and cryptographic hashing are
160 and 128 bits, respectively. Throughout the proposed
protocol’s login and authentication phase, the user, gateway,
and sensor node only use 1152 bits of communication cost
to send and receive messages. The proposed protocol con-
sumes less communication cost as compared to the other
existing protocols in the same environment as shown in
Figure 4.
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TABLE 8. Communication cost comparison.

Protocols  Messages ~ Communication cost (in bits)
[12] 4 3680
[19] 4 2816
[20] 3 1428
[21] 5 4288
[25] 4 2464
[28] 4 3264
[30] 4 2624
[31] 4 2336
[43] 4 3968
Proposed 4 1152

D. LIMITATIONS AND CHALLENGES
The proposed privacy-preserving and efficient key agreement
framework for smart agriculture monitoring systems has the
following limitations and challenges:

Limited Coverage: While wireless sensor networks have
the potential to provide valuable data on a range of climatic
parameters in an agricultural field, the coverage area of these
networks is limited. This means that it may not be possible to
monitor every part of a large agricultural area, which could
limit the effectiveness of the proposed protocol.

Reliability: Wireless sensor networks can be prone to
interference and other technical issues that could affect the
reliability of the data being collected. This could impact the
accuracy of the proposed protocol and its ability to pro-
vide secure communication in smart agriculture monitoring
systems.

Cost: Implementing a wireless sensor network for agri-
cultural monitoring can be costly, especially for small-scale
farmers. This could limit the widespread adoption of the
proposed protocol and other similar technologies in the agri-
cultural sector.

Privacy Preservation: The proposed protocol aims to
ensure privacy preservation in smart agriculture monitoring
systems, but it may not be foolproof. There may still be some
risks of data breaches or unauthorized access to sensitive
data, which could have negative consequences for farmers
and other stakeholders in the agriculture industry.

Security Enhancement: While the proposed protocol pro-
vides security enhancements, it may not be enough to address
all the security risks associated with wireless sensor networks
in agriculture. As new threats emerge, it may be necessary to
continually update and improve the protocol to ensure that it
remains effective.

Scalability: As the number of agricultural monitoring sys-
tems grows, the proposed protocol may need to be adapted to
handle larger volumes of data. This could require significant
changes to the protocol and the underlying technology, which
could be a challenge for researchers and developers in the
field.

E. STRENGTHS AND ADVANTAGES

The proposed privacy-preserving and efficient key agreement
framework for smart agriculture monitoring systems has sev-
eral strengths and advantages, including:
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Improved Agricultural Productivity: The proposed proto-
col leverages wireless sensor networks to monitor climatic
parameters in agriculture fields, such as soil moisture, the
acidity level of soil, humidity, and light. This helps to improve
crop growth, quality, and productivity, which ultimately leads
to an increase in agricultural productivity in terms of both
quantity and quality.

Enhanced Security: The proposed framework addresses
the security risks associated with wireless sensor networks,
such as impersonation, alteration, interference, and an inter-
ception. By using elliptic curve cryptography and hash func-
tions, the proposed protocol ensures secure communication
in smart agriculture monitoring systems.

Privacy Preservation: Privacy preservation is crucial in
smart agriculture monitoring systems to prevent sensi-
tive information from being disclosed to unauthorized par-
ties. The proposed protocol incorporates privacy-preserving
mechanisms, which ensure that confidential information is
protected.

Efficient Key Agreement: The proposed protocol uses a key
agreement framework that facilitates mutual authentication
and key exchange using BAN logic. This ensures that com-
munication between devices is secure and efficient.

Formal Security Verification: The proposed protocol’s
security correctness is verified using the well-known security
verification Scyther tool. Additionally, the security of the pro-
posed system is formalized using the ROR model, providing
a comprehensive assessment of the protocol’s security.

Superiority over Comparable Protocols: The proposed
protocol is compared with similar protocols in the same
environment based on security features, computation, and
communication overheads. The comparison reveals that the
proposed protocol provides superior security and efficiency
than other existing protocols.

In summary, the proposed privacy-preserving and effi-
cient key agreement framework for smart agriculture moni-
toring systems provides improved agricultural productivity,
enhanced security, privacy preservation, efficient key agree-
ment, formal security verification, and superiority over com-
parable protocols

VI. CONCLUSION AND FUTURE DIRECTIONS

Agriculture is key to any country’s economic development.
Therefore, presently IoT based WSN technology used in agri-
culture can be employed to boost productivity, quality, and
growth. However, presently technology has made security
and privacy key concerns. For this purpose, we designed a
robust mutual authentication and key exchanged framework
for an IoT-enabled intelligent precision smart agriculture
monitoring system by using wireless sensor networks. The
proposed framework makes use of ECC, biometrics, and a
commonly utilized fuzzy extractor. The Hamming distance
was utilized to examine the fuzzy extractor technique for
user biometric verification to avoid erroneous acceptance and
rejection mistakes. We performed a formal security eval-
uation of the suggested framework for secure session key
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agreement using the well-known ROR model, and mutual
authentication is preserved using BAN Logic. The suggested
framework allows legitimate users to update or change their
biometrics and password. Moreover, the suggested frame-
work is proved to be secure against relevant passive and
active threats within the bounds using the well-known Scyther
simulation tool. Through informal security analysis and func-
tional requirements, the comparison has been done to show
the strength of the proposed key agreement and authenti-
cation protocol to other existing protocols. The suggested
architecture is also shown to be more effective in terms of
computational and communication overheads.

Future directions for this research include exploring the
potential of incorporating machine learning and artificial
intelligence techniques to further enhance the accuracy and
efficiency of the proposed protocol. Additionally, further
testing and validation of the protocol in real-world scenarios
could be conducted to provide additional evidence of its
effectiveness. Overall, the proposed protocol offers signifi-
cant potential to improve the security and efficiency of smart
agriculture monitoring systems, which can ultimately lead to
increased agricultural productivity and economic growth.
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