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ABSTRACT In V2X (vehicle-to-everything) communication, there is a two-way communication among
the vehicle(s) and other Internet of Things (IoT)-enabled smart devices around it that may change how
we need to drive. Due to the advancement of Information and Communications Technology (ICT) and the
rapid development of IoT in transportation, traditional applications are converted to intelligent applications.
In V2X communications, the collected information from the IoT smart devices and other sources passes
through low-latency, high-bandwidth, high-reliability links. With the future adoption of the 5th generation
mobile network (5G) and beyond networks, V2X continues to produce a huge volume of data. However,
collecting and storing data securely in blockchain-based storage are extremely needed for immutability and
transparency. In this survey article, the convergence of IoT, V2X and blockchain technologies, and various
security challenges and their countermeasures are discussed. Next, we discuss various V2X applications
and their respective services. Moreover, [oT-V2X architecture and its enabling technologies are discussed in
this article. In addition, we also provide a comprehensive analysis of various security mechanisms. Finally,
we provide some important challenges and issues of Blockchain for Intelligent Transportation System
(BITS).

INDEX TERMS Vehicle-to-everything (V2X), Internet of Things (IoT), blockchain, attacks, security.

I. INTRODUCTION

Of late, the Internet of Things (IoT) has emerged to provide
a wide range of services in complex domains such as cli-
matic monitoring, transportation, industrial services, health-
care monitoring, and smart city applications. The IoT can
be formed as a global network of interconnected devices
uniquely identified and addressable based on standard pro-
tocols. On the other hand, the IoT comprises a network of
physical devices that can communicate and compute sensory
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data. With the rapid development of IoT in transportation,
conventional applications are being transformed into intel-
ligent applications. The Intelligent Transportation System
(ITS) is predicted to evolve due to significant advancements
in IoT technologies that connect vehicles to remote servers
via gateways. Most automobile manufacturers now manu-
facture networking, communication, sensing visualization,
and data processing technologies to enrich user experience
and safety to promote autonomous vehicles [1]. Connected
vehicles have evolved into a viable idea that offers sig-
nificant solutions. In ITS all vehicles must be equipped
with internet capabilities that allow connecting to adjacent
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access points. After smartphones, linked vehicles surpassed
smartphones as the third most popular and rapidly growing
type of connected device. Furthermore, the term “vehicles-
to-everything” refers to connected devices and communi-
cation technology (V2X), and the network architecture is
shown in Fig. 1. The primary objective of IoT-V2X is to
bring advanced solutions to enable traffic management and
road safety. It provides many applications and services to
increase traffic efficiency, road safety, and user experience.
Besides, collision warning and autonomous driving imply
autonomous vehicles generate massive amounts of data that is
exchanged through vehicle sensors using high-bandwidth and
high-reliability networks. Every vehicle has a sensor unit that
transmits data to other vehicles and infrastructure like traffic
lights, parking spots, and pedestrians. The primary goal of
V2X technology is to increase road safety, energy efficiency,
and traffic efficiency [2]. On-road car traffic has increased
dramatically in major cities during the last decade. As a result,
traffic and road accidents are rising in cities and highways,
posing serious socio-economic issues [3].

According to data published by the “National Highway
Traffic Safety Administration (NHTSA)” [4], approximately
40 thousand people die annually from traffic accidents.
Advances in ITS could significantly reduce various concerns,
including highway collisions, city traffic, and so on. The
NHTSA believes using V2X technology would reduce traffic
accidents across the country [5]. According to recent research
by Hallegatte [6], a decrease of one million crashes might
result in a 26 billion USD annual cost savings. Further-
more, V2X assists intelligent services by enabling physical
cellular and wireless networks to establish seamless con-
nectivity between vehicles and roadside units. The 4G, 5G
and 6G make a significant resolution in broadly developing
the V2X applications. V2X provides promising character-
istics, like low latency, high bandwidth, extensive support,
and wide range capacity to improve connectivity amongst
vehicles and access points. The V2X delivers beneficial ser-
vices for the enhancement of ITS with these technological
advancements. However, connectivity and transmission via
public channels create several adversarial Advr opportunities.
As a result, major socioeconomic concerns arise, and the
Advr can acquire access to automobiles to misappropriate the
resources. Thus, intelligent systems demand novel authen-
tication mechanisms to safeguard vehicles and sensitive
information.

Authors in [7] devised a robust authentication scheme
to enable secure communication and proper mutual authen-
tication. The authors then presented an advanced, reliable
authentication strategy to safeguard vehicle sensor networks
in [8], proving that their scheme withstands potential attacks.
Besides, Tanetal. [9] suggested an upgraded strategy to
safeguard against chosen-identity and no-message attacks
(CID-CMA) using a different approach.

The future generation of cellular networks improves mes-
sage delivery performance. Although numerous advanced
authentication systems are based on complex pairing,
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identity-based schemes have been proposed. Cui et al. [10]
devised a secure authentication mechanism to withstand var-
ious potential attacks and mitigate computational overheads
for 5G-enabled networks.

A. RECENT WORKS

Data communication performance is drastically improved
over the generation, including 5G and 6G. Identity based
and group key based authentication schemes [11], [12],
[13], [14] were proposed to address various issues in vehi-
cle networks. Unfortunately, these schemes cannot meet
the desired requirements of current vehicular systems. The
authors in [10] presented a solution to this problem and
designed a lightweight message authentication technique for
5G-enabled vehicle networks.

V2X architectures, communication, and other relevant
applications and services have been the subject of numer-
ous recent research papers. Besides, numerous other security
issues in V2X environments need to be addressed in mes-
sage communication, data storage and availability. Recent
research on V2X communication technologies relating to
short-range and cellular communication technologies was
presented in [15]. Moreover, communication channels and
protocols for vehicular networks were used in various aspects,
such as device authentication, roadside units, and vehicle
authentication were discussed in [16].

Traffic-related data, such as that pertaining to current
traffic conditions and road construction, is gathered and
shared through ‘“‘vehicular ad hoc networks (VANETSs)”.
Moving from a centralized to a decentralized strategy has
been popular recently. The authors in [17] conducted a thor-
ough literature review of blockchain-based VANET systems,
emphasizing the use of various blockchain technologies in
various situations, as well as the corresponding difficulties
and research prospects. The V2X communication platforms
are made possible by contemporary vehicular wireless tech-
nology, which enables information to be sent between cars
at any time, from any location to any network. Despite the
advantages, V2X apps face significant security and privacy
challenges, which is a reasonable concern given that intru-
sions in automotive communication networks and applica-
tions are prevalent.

The authors in [18] presented a detailed description of
the V2X ecosystem. Additionally, they examine key security
and privacy issues, ongoing standardization efforts, and exist-
ing defense mechanisms for the V2X domain. Additionally,
the authors in [19] presented a thorough analysis of V2X
applications, services, and other associated ITS requirements,
with less emphasis on security. The primary application
of V2X technologies is now supported by major automo-
tive, telecommunications, and transportation companies: only
short-range communications. Dedicated short-range com-
munications (DSRC) and Cellular-V2X, which are based
on “3rd Generation Partnership Project (3GPP) long-term
evolution (LTE)/5G NR” and IEEE 802.11p, respectively.

54477



IEEE Access

P. Muralidhara Rao et al.: Blockchain Integration for loT-Enabled V2X Communications

TABLE 1. Existing related works.

[ Reference Research Objective Problem Discussed Limitations

[21] Presented existing security so-  Threat analysis, security and privacy for V2X commu-  Application scenarios and services

lutions for V2X nication technologies were not discussed

[22] Mobile edge computing state-  Discussed various methods that improve performance  Lack in covering performance met-

of-the-art advancements for ve-  of IoT-V2X, including reliability, loss of network con-  rics, security and privacy concerns
hicular networks nectivity, massive data handling, offloading, network
availability and coverage
[23] Survey on blockchain-based  Applications of blockchain for vehicular technologies,  Security and evaluation were not
VANET systems various research challenges were addressed considered.
[24] Security of 5G-V2X Security reflex function is addressed to elevate the  Discussed more network specifica-
usage of 5G over V2X, various current research chal-  tions, not considered applications
lenges were presented and services
[25] Edge-based intelligent ~ Addressing security problems in Intelligent Internet  Lack proper analysis for evaluating
networks for Internet of of Vehicles (IloV), networking, offloading, intelligent  offloading services, and blockchain
Vehicles (IoV) mobility-aware caching was not discussed

[26] Applications of blockchain or  Security and safety, security requirements, blockchain ~ Not much details about perfor-
hash chain in IoT-V2X com-  applications mance metrics, security evaluation,
munication technologies and future directions

[27] Blockchain for V2X: applica-  Provided an overview of V2X and Blockchain. Ex-  Did not explore much about security

tions and architectures plored potential applications of V2X and architectures  and privacy concerns. IoT security
is not considered as V2X requires
it as a default condition

[28] Blockchain for vehicular IoT Explained fundamentals of Blockchain for a vehicular ~ Did not deal with application per-
environment. Reviewed several existing research ef-  spectives, and security and privacy
forts of Blockchain. Discussed research problems and  challenges were not also focused
technical issues

Although DSRC has deployments, C-V2X is anticipated to
see more extensive trials and transfers in 2021.

Later, the authors in [20] examined the necessity for inte-
grating IoT-based technologies into contemporary ITS solu-
tions and provided insight and a study of the two primary V2X
technologies, DSRC and C-V2X, as well as their basic char-
acteristics, drawbacks, and limits. In addition, they discussed
security concerns and difficulties with IoT-based V2X solu-
tions. In Table 1, we then discussed the research objective;
the problem discussed and the limitations of various existing
relevant schemes.

B. MOTIVATION AND CONTRIBUTIONS

Data comes from sensors, through fog devices, and onto a
centralized cloud server in traditional Internet of Things (IoT)
ecosystems. One point of failure, a bottleneck in data flows,
privacy concerns owing to third-party administration of cloud
servers, and challenges in frequently updating firmware for
millions of smart devices from a security and maintenance
standpoint are just a few of the problems that come up.
Blockchain solutions protect against single points of failure,
trusted third parties, and other problems. This has motivated
experts to investigate how IoT can use blockchain technology.
In the context of intelligent transportation, and other appli-
cations, recent state-of-the-art advancements in blockchain
for 10T, cloud IoT, and fog IoT are analyzed in this article.
Therefore, we have structured this article to highlight the
necessity of security and privacy.

This survey’s purpose is to provide researchers with a
comprehensive overview of V2X Blockchain Integration, key
technologies and methods while also assisting them in under-
standing how recent works are addressed. There exist numer-
ous research works and related survey articles. However,
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there are still various aspects that need to be addressed in such
a way as to meet the requirements of advanced V2X technolo-
gies. We then present a comprehensive survey that focuses
on multi-dimensional requirements of IoT-V2X-Blockchain
technologies with the following contributions:

o The focus of this survey work is on the most recent
trends and developments in the V2X era, as well as orig-
inal contributions from the research community. It also
covers technical information on key 5G advancements.

o This work describes the development of V2X technolo-
gies. Additionally, several aspects of the development of
V2X technologies are examined.

o This study presents a descriptive taxonomy and dis-
cusses the growing applications, research groups, and
research areas in the V2X blockchain integration.

« This survey analyses the advantages, applications, major
technologies, and important aspects of the current sensor
networks with the emergence of requirements in the
mobile networks era.

« Issues and concerns related to security are then explored.

« Finally, this survey concludes with some recommenda-
tions for the future open challenges.

The current survey concentrates on implementation concerns,
challenges, and essential themes. In contrast, this survey
includes the most recent breakthroughs by researchers and
state-of-the-art methodologies. With the core technologies
boosting the development and manufacture of 5G goods,
several recent relevant articles are highlighted.

C. OUTLINE
This survey article is organized as follows. We dis-
cuss the state of art mechanisms for the V2X-Intelligent
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Transport System (ITS) in Section II. IoT-V2X architectures
and enabling technologies were discussed in Section III.
Later on, we systematically studied security and privacy by
considering various security issues, challenges, countermea-
sures, performance analysis, and future vision in Section I'V.
In Section V, we highlight important challenges and issues
of blockchain for ITS. Lastly, Section VI concludes the
article.

II. V2X-INTELLIGENT TRANSPORT SYSTEM:
STATE-OF-THE-ART

A. INTELLIGENT TRANSPORT SYSTEM

The world has evolved from the IoT to the IoE, bringing sig-
nificant communication technology advancements. Besides,
IoT improvements have equipped smart devices to promote
advanced solutions throughout the last decade. They largely
employed vehicle monitoring and tracking services, which
are increasingly demanding. A vehicle driver can use WSN
to get the information that necessitates safe driving situations
such as vehicle speed, accidents, emergencies, and traffic
congestion. As a result, because information can be transmit-
ted over a public channel, a driver or traffic controller may
be subject to various attacks. As a result, vehicle communi-
cations are also increasingly vulnerable. According to recent
studies [28], more than three billion people spend at least
two to three hours on the road; transportation is becoming
increasingly important. Traffic congestion, accidents, rising
mortality, and other issues have plagued traditional trans-
portation networks. As a result, Transport systems arise to
provide data-driven services to vehicular systems to solve
problems with traditional transportation systems. Currently,
data is shared among vehicles, drivers, and RSUs can in turn
helps to enhance information to develop new ITS capabilities
and services [29]. Advanced transport management systems,
traveler information systems, vehicle control systems, com-
mercial vehicle management, and public and urban trans-
port management system are six major components of data-
driven ITS.

B. CONVERGENCE OF IoT, V2X AND BLOCKCHAIN
TECHNOLOGIES

In the past two decades, the number of vehicles rapidly
increased, increasing road traffic. The huge production of
vehicles is also one of the reasons for increasing traffic on
roads due to various social problems such as road accidents,
air pollution, economic loss, loss of fuel, traffic jams, and
time. Road accident is a major problem, and due to this,
1.5 million people die annually. The 2019-20 year accident
report shows that 15 million people died in India, and 50 mil-
lion were injured. Every country needs road safety policies
to reduce the aforementioned issues. The national security
agencies conceal sensitive information and security policies
merge with ITS to promote large-scale services. The ITS aims
to improve road traffic by eliminating difficulties. It alerts
users to traffic jams, accident areas, slow and rapid speed
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zones, and real-time running information. It cuts travel time
and improves safety and comfort. ITS promises to improve
road safety and save time, cost, and pollution. ITS faces
various security issues while communicating device vehicle
and vehicle to vehicle. Blockchain technology is one of the
emerging technologies, and it will address the security prob-
lems in the ITS network.

C. TARGETED FIELD

In this section, the transportation of vehicles on roads consists
of various factors such as communication among vehicles,
roadside unit (RSU), data centers connected via the internet
and wireless communication. At this point, attackers may
choose to tamper with or modify the data in communication
among various vehicles or devices. Therefore, we need a
secure Intelligent transport system (ITS) to provide secure
communication.

Anusha et al. [30] devised a novel blockchain-enabled
certificate-based authentication scheme for vehicle acci-
dent detection and notification in ITS (BCAS-VADN). The
proposed mechanism addressed various potential attacks,
but still, they need to include other adversaries, like
non-repudiation and need to evaluate by considering data
sets. Kumar et al. [31] presented a secure framework based
on privacy preservation to address security and privacy
challenges in cooperative intelligent transportation systems
(C-ITS). Two modules, blockchain and deep learning were
used in this technique. One was proposed and analyzed using
the ToN-IoT and CICIDS-2017 network datasets and security
and privacy concerns. The scalability and utility of the pro-
posed one must be considered. Compared to recent strategies,
addressing the numerous potential attacks is necessary. The
authors in [32] presented SmartCoin, a novel vehicle incen-
tive system based on a consortium blockchain. The proposed
method intends to increase social welfare and transportation,
reduce traffic congestion and road accidents, and develop a
transportation network free of fraudulent information. Vari-
ous mechanisms have been proposed for developing an effec-
tive ITS for secure and fast communication among various
entities in transport.

Jabbar et al. [33] designed a Blockchain-based frame-
work secure V2X communication and payment system. Their
framework employs Ethereum to facilitate seamless and
secure payment services at parking within the V2X environ-
ments. Their framework was experimentally tested to assess
its computational costs, communication expenses and the
real-time aspect.

New requirements, such as secure, smooth, and robust
information exchange among cars in vehicular networks, are
emerging with the rise of connected vehicles and an expo-
nential expansion in online cab booking services. In this
context, networked and autonomous vehicles a new con-
cept are replacing the fundamental idea of vehicular net-
works. Because autonomous vehicles can rapidly access
current information, they provide a better user experience
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and aid in reducing traffic. However, unscrupulous users in
the automotive Internet may misdirect all communications,
and hackers may hijack smart gadgets to carry out a mali-
cious ruse. As a solution, Rathee et al. [34] designed a secure
blockchain-based protocol for connected and autonomous
vehicles.

Oham et al. [35] designed a framework for securing small
vehicles based on blockchain (B-FERL). B-FERL uses per-
missioned blockchain technology to control access to infor-
mation for certain companies inside the ecosystem of linked
vehicles. It also uses a challenge-response data exchange
between vehicles and roadside devices to detect instances of
in-vehicle network compromise. Only vehicles with a verifi-
able record on the blockchain can exchange messages in the
vehicular network to enable authentic and legitimate commu-
nication. Quantitative analyses in a simulated environment
demonstrate that B-FERL ensures an appropriate response
time and needed storage space compatible with real-world
conditions.

D. V2X-BLOCKCHAIN APPLICATION PERSPECTIVE

In this section, we discuss the transport applications
developed using blockchain technology. We focus on
blockchain-based ITS in particular. Jabbar et al. [36] con-
ducted a systematic review on blockchain for ITS. The
authors classified various research directions regarding secu-
rity, communication, energy, transportation, payments and
optimization. Then, Lei et al. [37] proposed a novel key
management scheme using blockchain technology. The pro-
posed scheme optimizes the efficiency and key transfer cost.
However, the work does not consider security and privacy
issues. The users require to decide the trade-off between
security and privacy. In 2017, Johar et al. [38] proposed a
blockchain-based novel pseudonym management scheme for
ITS. Their mechanism shows better results regarding exe-
cution time, memory, and processing time. In this work,
the authors did not include the potential attacks of RSU
(Road side unit) in ITS. Various possibilities are presented
for attackers for RSU. Blockchain technology is required to
enhance the proposed mechanism.

E. REAL-TIME ISSUES AND CHALLENGES

1) PRESERVING DATA SECURITY ACROSS NODES IN loT

IoT devices produce a large amount of data shared with other
network nodes and embedded software. Blockchain provides
a secure method for data distribution, which enhances data
security and preserves the nodes’ anonymity. The data is
stored using cryptographic hashes in a tamper-proof block
linked to the previous block. The adoption of blockchain
in IoT presents challenges, like higher processing power of
nodes, heterogeneous and diverse devices, and the absence
of governing regulations and skills for blockchain develop-
ment [39]. The solution for the various concerns requires
collaboration and coordination between each entity of the
IoT system. The data stored in a centralized cloud makes it
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vulnerable to attacks and single-point failures. The use of
decentralized storage on the blockchain can mitigate this.
Various properties of blockchain can be adopted for wireless
sensor networks (WSN), which are limited in their power
consumption capacity. The data produced by IoT devices can
be considered transactions and is associated with a unique
identity composed of device number and location. Each node
receives information from the network, combine it with its
data and redistributes it amongst other nodes, which is similar
to a full node ledger of blockchain [40].

F. PRIVACY IN ELECTRONIC RECORD STORAGE AND
SHARING

Security and accuracy are seen as essential requirements
for electronic record storage. Data-sharing between vari-
ous health organizations is often required for analytics pur-
poses. A user’s privacy must be preserved in such cases.
The usage of a hybrid system involving private and con-
sortium blockchain is proposed by Zhang et al. [41], which
is an efficient way to address data security concerns. The
private blockchain holds the data within the organization,
while the consortium blockchain contains the keywords and is
accessible to all organizations in the coalition. Access to such
a database is based on cryptographic signatures. Attribute-
based encryption (ABE) provides greater access security
where the smart contract can facilitate transactions based
on data and design the authorization structure. A combina-
tion of two attribute-based encryption algorithms: key-policy
ABE (KP-ABE) used for access control for service providers
and ciphertext policy ABE (CP-ABE) for individuals after
patients consent is proposed by Pournaghi et al. [42]. Pri-
vate blockchain provides an efficient mechanism to improve
the right to revoke instant access in case of attribute-based
encryption. Further, geospatial blockchain, which stores
crypto-spatial coordinates along with the data, was proposed
by Boulos et al. [43] for improving data accuracy where the
traditional blockchain lacks such property.

1) DATA IMMUTABILITY AND AUTHORIZATION

Data privacy in elections is essential to instill trust in vot-
ers for an authentic election. The preconditions for an elec-
tion are preserving data anonymity and preventing tamper-
ing with records. Lee et al. [44] proposed a model compris-
ing a trusted third party and authentication organization for
maintaining user privacy. The user interacts with the trusted
third party, which verifies its identity from the authentication
organization that maintains a record of all authorized voters.
The trusted third party verifies the hash with the authen-
tication organization without revealing the voter’s identity.
After verification, voters can cast votes in the form of a
transaction. Time stamping prevents multiple transactions.
Smart Contracts are irreversible applications that work on
decentralized applications, like blockchain. Deploying smart
contracts for voting ensures that the stored data is immutable
and can be used for authorization. Hjalmarsson et al. [42]
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FIGURE 1. V2X network architecture.

presented a model utilizing the power of smart contracts.
Smart contracts govern the interaction between voters and
monitoring entities at various levels. The system offers work
traceability, ensuring that forging data is impossible. Table 2
describes various security challenges addressed and depicts
countermeasures.

G. V2X: COMMUNICATION STANDARDS AND PROTOCOLS
Short range wireless communication and cellular technolo-
gies major contributors of V2X systems. The wireless com-
munication technologies were developed specifically for data
transmission between vehicles, users, RSUs, and pedestri-
ans. Wireless communication technologies works based on
IEEE 802.11 p extension generated from a Wi-Fi version
(IEEE 802-11). C-V2X or LTE-V2X employs the same SIM
technology as your smartphone. These communication tech-
nologies were largely utilized for V2X applications including
vehicle remote monitoring, tracking, and traffic management.
as wireless connectivity is seamless, the driver can access
vehicle information, and connected with V2X applications to
receive notifications about vehicle speed, accidents warning,
emergencies, and limited distances. The same level of ser-
vices can be deliver through pedestrian mobile applications,
car onboard devices, and roadside infrastructure RSUs. How-
ever, because of its traditional short-range communication
and reliability, efficiency, and latency in mass traffic scenar-
ios, DSRC is becoming a difficult issue for the improvement
of the V2X communication system. Table 3 depicts vari-
ous communication standards for short-range and long-range
mediums along with properties.
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Because of the limitations of DSRC, cellular communica-
tion technologies have become an important aspect of V2X
communication. It improves performance while offering a
diverse set of connections, allowing for enhanced coverage,
capacity, and productivity. Furthermore, it can improve effi-
ciency by allowing intermediate stations to relay data to
all nodes. As a result, the strain can be reduced, and the
communication system’s latency can be improved. Different
cellular communications standards are available depending
on the pricing and deployment needs. 2G, 3G, 4G (LTE,
LTE-A), and 5G are the four types. Assistance with traffic and
information on traffic The basic goal of a traffic management
program is to transfer information about road conditions
collected by vehicles or roadside units to other vehicles, such
as speed management, cooperative navigation, and improved
routing.

H. V2X APPLICATIONS

As shown in Fig. 2, this section presents several V2X
applications in ITS and vehicular communication tech-
nologies. These include entertainment, traffic management,
autonomous driving, and road safety. For instance, traf-
fic management includes, among other things, speed man-
agement, route data, and traffic data. Road safety issues
such as dangerous crashes, intersection warnings, and oth-
ers are covered. There are also automated speed control,
automatic tracking, electronic stability control, and other
elements for autonomous driving. Finally, audio, video,
data visualization, automatic traffic optimization, enter-
tainment, and comfort-related services are all included in
infotainment.
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TABLE 2. Security challenges and countermeasures.

| Reference Problem addressed Techniques proposed Limitations
[46] Security of data in IoT Mitigation of single-point failure in the cloud using Lack of interoperability between de-
decentralized storage. Cryptographic hashes along with  vices and restricted power capacity
the immutability property of Blockchain to eliminate  of nodes. Absence of standards and
IP spoofing. legal regulations for the usage of

Blockchain.

[44] Reliable system for data  Developed a lightweight sensor chain-like system  Unlike a wired network, the mobile
exchange based on Blockchain for wireless sensor networks nodes in an IoT have a restricted-

(WSNs) energy budget.

[47] Securing IoT  Peer-to-Peer, tamper-resistant mechanisms were con-  The scalability of Blockchain is not
infrastructure using  sidered. The existing entities of the Internet au-  being tested for the application.
distributed ledger tonomous system number (ASN) and DNS domain

owners are considered peers.

[48] Enhancing the security of  Onboard unit in vehicle transmits messages to security ~ Lacks privacy of data transmission be-
vehicular communication  managers (SM) periodically. Transmit messages in the  tween SMs
system form of transactions and unlike the traditional system,

there is no need for a certification agency (CA).

[49] Providing security and pri-  The level of trust in the enhanced PGP, as proposed, = High computational overheads
vacy using Blockchain in  relates to the number of bitcoins the entity can be
an existing application. trusted with.

TABLE 3. Comparison of other cellular technologies with 6G.

| Properties | LTE | LTE-A | 5G | 6G |
Range 30 km 30 km ~ 500 m 320 m outdoor
Frequency Band 700-2600 MHz 450 MHz-4.99 GHz | 57.05-64GHz | 94 GHz-3 THz
Channel Width 1,4,3,5,10,15,20 MHz | Up to 100MHz 2.16 GHz 410 MHz to 7.125 GHz
Latency 10 ms — 1 ms 1000 times faster
Mobility Support | Very high Very high Ultra high Extreme high
Bandwidth 50 Mbps 1 Gbps 20 Gbps 1 Tbps
Operational cost Low Low Very low Very low

1) CONTROLLING TRAFFIC

By allowing traffic assistance and raising traffic awareness,
it can be done. A traffic management program’s main objec-
tive is to disseminate information on the state of the road,
as well as speed management, cooperative navigation, and
enhanced routing, to other cars.

2) ROAD (HIGHWAY) SAFETY

These apps are made to provide drivers with accurate
information about various scenarios that aren’t always
obvious, such as potential risks. There are two types of
traffic management apps: ‘‘time-critical applications” and
“less time-critical applications.” Hard safety was defined
by time-critical applications, which were in charge of
facilitating preventive actions to avoid crashes and haz-
ards. In the future, less time-critical applications will be
soft safety applications. Soft safety apps are not required
to decide right away and inform the driver of their
findings.

3) AUTONOMOUS DRIVING
These programmes enable the user to control the driv-
ing accessories or drive the automobile with our driver.
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These apps help drivers stay well-rested while travel-
ling long distances. Additionally, it helps with resource
optimization, electronic usage automation, and other
processes.

4) INFOTAINMENT

These applications are specifically developed to enable Inter-
net access so travelers can continue working without inter-
ruption. Web-based applications, audio-video streaming, and
navigation services are available to passengers. For exam-
ple, these apps can help you identify nearby medical estab-
lishments, eateries, and nearby petrol stations. Furthermore,
these applications aid in the reduction of communication
restrictions such as packet latency or packet loss. V2X com-
munication contexts mostly influence these. Cellular tech-
nologies provide several benefits to low/short-range commu-
nication technologies in achieving low latency and a high
packet delivery ratio.

IIl. 1oT-V2X ARCHITECTURE AND ENABLING
TECHNOLOGIES

Machine-to-machine (M2M) and Machine-to-human (M2H)
connections are two types of IoT connections that differ from
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FIGURE 2. V2X applications and services.

standard Internet connections. M2M methods offer a variety
of applications for locating, identifying, tracking, control-
ling, monitoring and transmitting data across heterogeneous
devices. However, the correlation between physical gadgets
has grown tremendously, and this has prevailed. Various
authentication systems have been proposed, specifically to
improve security efficiencies in the V-IoT. Furthermore, the
V-I0T requires a lot of storage and computational power in
the physical world to analyze a lot of real-time data. As a
result, intermediate steps must be required, and indefinite
storage is in high demand. Fig. 3 depicts the generic IoT-V2X
software architecture. Vehicle to Infrastructure (V2I) is the
data interchange between a car and equipment erected beside
roads, commonly referred to as an RSU. V2I is commonly
utilized to notify drivers about traffic conditions and emer-
gency situations. Data is exchanged through vehicle sensors
using high-bandwidth and high-reliability networks in the
V2X system. Every automobile has a sensor that transmits
data to other cars as well as infrastructures like traffic lights,
parking spots, and pedestrians. V2V is a communication
technique that helps to avoid collisions. It makes use of
VANETS, which are wireless networks that allow vehicles
to communicate and share information about their driving
habits.

The I0T-V2X is made up of a number of components,
including interface drivers that allow processing devices
and hardware to communicate. The Graphical User Inter-
face (GUDA is employed to enhance the control abstrac-
tion of the application and display pertinent data on the
display device. The operations and functionalities of the
V2X communication system are defined by API, the lowest
level of programming. API is mostly utilized for operat-
ing system software integration. Radio module configura-
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tion and key settings are set via RF IC registers. Using
graphical data representation enables digital processing and
its outcomes in devices and signals. To set up communi-
cation between the CPU unit and the hardware, use Data
Stream options. To quickly check and boot known set-
tings, use framework state load/save. A signal clock setup
is also used to set the clock signals. (Field Programmable
Gate Array) FPGA code configuration is used to load
firmware codes. Finally, Initialization creates the necessary
parameters and resets the framework to its initial state.
Hardware controls are used as a group for framework
controls.

A. 5G NETWORKS

4G could not properly meet new difficulties such as increased
capacity, higher data rate, massive device connectivity,
lower latency, cheaper cost, and consistent QoE provision-
ing because of the exponential increase in user demand.
Cellular network enhancements are required to satisfy these
needs, prompting network operators to seek solutions for
introducing 5G mobile networks. Furthermore, 5G infras-
tructures offer specialized network solutions for the auto-
motive, agriculture, and energy industries. Dedicated Short
Range Communication (DSRC) is a wireless communication
system allowing automobile and infrastructure communica-
tion. DSRC allows for secure, high-speed communication
without a cellular network. The DSRC technology was cre-
ated with vehicular communications in mind. It is a widely
standardized short/medium-range technology that operates in
the 5.9 GHz frequency. The 3GPP-developed radio access
technology (RAT) for 5G contains two frequency ranges:
FR1, which runs below 6 GHz, and FR2, which operates
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above 24 GHz and into the extremely high-frequency range
above 50 GHz. The new air interface for 5G has been called
5G NR by 3GPP (New Radio).

5G development has moved forward, because it makes it
easier for mobile devices to connect to the Internet of Things
(IoT) and work together, especially for large-scale wireless
sensor networks (WSNs). 5G cellular technology aimed to
have high peak data speeds, low latency, reliability, and net-
work capabilities [48]. With the development of 5G networks,
individuals can connect and share information between termi-
nals and mostly everyday objects. Statistics reported in [49]
indicated that by the end of 2020, more than 50 billion
sensor devices will be connected to the Internet around the
world.

The 5G-V2X vehicles that will be available starting in
2025 employ different chips, frequencies, and software than
the LTE-V2X vehicles of today. It seems sensible that the
challenging start-up phase entirely slows down many inven-
tions. For instance, automotive inventor, Tesla, has abstained
entirely from V2X communication [50]. From the user’s point
of view, 5G can do many new things, such as having a
high bandwidth of 10 Gbps, low latency of one millisecond,
a channel width of 2.16 GHz, support for ultra-high mobility,
and low operational costs. Because of these changes, the
Quality of Service (QoS) and Quality of Experience (QoE)
are much better. Table 3 compares the characteristics of 5G
cellular networks in detail to those of LTE and LTE-A.

B. 6G NETWORKS
Future 6G wireless has attracted tangential research atten-
tion. As more individuals accept this change to an indefi-
nite workplace, 5G will become more commercially viable.
Increased Internet usage, as a result, highlights the need for
improved connectivity to handle the increasing demand for
uncompromising network specifications. This is necessary to
enable new technologies like the Industrial Internet of Things
and extended networked autonomous cars. Besides, data rates
in the range of terabits per second and a latency of under
1 ms are expected with 6G. With 107 connections per km?,
it is anticipated that it will power the Internet of Everything.
With a higher frequency range than the mm-wave spectrum
(30-300 GHz) used in 5G, 6G will use 300 GHz to 10 THz
spectrum to accomplish this. Because the sub-6GHz area
is already overcrowded, it is vital to investigate a higher
frequency spectrum. The Terahertz spectrum not only allows
for more spectrum but it also results in higher data speeds
that are desirable for 6G networks. However, transmission
distance is constrained by substantial path loss when using
a higher frequency spectrum.

6G enables decentralized, cooperative environmental sens-
ing applications made possible by blockchain technology.
These abilities can be used for things like smart cities,
transportation, and protecting the environment for the green
economy. It is expected that 6G internet will be available
for sale in 2030. The technology makes the most of the
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distributed radio access network (RAN) and the terahertz
(THz) spectrum so that capacity, latency, and spectrum shar-
ing can all be improved. The technologies that will drive 6G
are the Terahertz (THz) band, artificial intelligence, optical
wireless communication (OWC), 3D networking, unmanned
aerial vehicles (UAV), and wireless power transfer [51]. It is
expected that 6G technology will have faster speeds, less
latency, and more bandwidth than 5G [52]. This will increase
productivity and open up new automation, Al, and IoT
opportunities by instantly sending massive amounts of data
across decentralized networks. Khan et al. 2021 show how
blockchain and 6G will affect future communication systems.
The authors of this work divide these application require-
ments into two main groups [53]. In the first group, Require-
ment Group I (RG-I), authors include performance-related
requirements like data rates, latency, reliability, and massive
connectivity. In the second group, Requirement Group II
(RG-II), authors include security-related requirements like
data integrity, non-repudiation, and auditing. With blockchain
and 6G, networks would be less centralized, and resources
would be shared more. This would help reach the goals of
RG-I. The RG-II requirements of 6G applications can also be
easily met by choosing the right type of blockchain and con-
sensus method. This study shows that combining blockchain
and 6G is an elegant way to make communication in the future
safe and everywhere.

Khan et al. [53] evaluate current developments made to
allow 6G systems. The authors establish a taxonomy based
on the most important enabling technologies, use cases, new
machine learning techniques, communication technologies,
networking technologies, and computer technologies. More-
over, the authors identify and solve unanswered research
concerns, including adaptive transceivers based on artificial
intelligence, intelligent wireless energy harvesting, decen-
tralized and secure commercial models, intelligent cell-less
architecture, and distributed security [54]. The authors sug-
gest various ways to overcome these problems, such as
deep Q-learning and federated learning-based transceivers,
blockchain-based secure business models, homo-morphic
encryption, and authentication techniques based on dis-
tributed ledgers.

Aggarwal et al. [55] conducted a study on security issues
with blockchain and 6G technology. Mainly, UAVs are com-
monly utilized in dangerous areas. Hence, these devices need
a secure network. In this article, we explore 6G technology’s
architecture, requirements, and use cases.

C. BLOCKCHAIN TECHNOLOGY

Blockchain is a data storage technique that renders sys-
tem manipulation, theft, and fraud nearly impossible.
A blockchain is a network of connected computer systems
that contains multiple copies of a digital log of transac-
tions. From easy-to-track operations to tamper-proof trans-
action records to lower transaction fees, blockchain solutions
benefit the automobile industry payments in various ways.
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FIGURE 3. A generic loT-V2X software structure [56].

TABLE 4. Security goals and properties.

Security goal

Properties

Adpversarial acts Counteractions

Secure authentication,

Mutual authentication -
utual au 1eat Anonymous remote authentication

FN, RA, NC, DDoS, MiTM -Encryption standards

-Location hiding

Privacy preservation,

Secure session key management,
Location privacy,

Perfect secrecy

Confidentiality

-Digital signature
-One-way hashing
-Nonce

TA, TRA, MiTM, ED

Data protection,

Integrity Information reliability

-Access control
-Identity based
authentication

MiTM, EN, MNI

Availability Timely resource access

DoS, DDoS, DoSI .
-Group signatures

Trace track activity,
Anonymity

Accountability

TRA, TA, MNA, SNI, MNI -Multi-factor

Note: FN: Fake node, RA: Replay attack, NC: Node capture, DDoS: Distributed Denial-of-Service (DoS), DoSl: Denial-of-Sleep, MiTM: Man-in-the-Middle
attack, TA: Tampered attack, ED: Eavesdropping, SNI: Sensor node injection attack, TRA: Tampered routing attack, MNA: Mass node authentication,

MNI: Mass node injection.

However, while designing any blockchain-based solution,
three issues in particular demand special consideration.
Blockchain technology ensures complete transparency and
expedites the transfer of car ownership. A smart contract is
another feature of blockchain that allows the seller and buyer
to enforce a goods transaction without needing a mediator.
The decentralized ledger of blockchain could allow driver-
less cars to access vital traffic data instantly and more
precisely. The use of smart contracts, made possible by
blockchain technology, may simplify paying for tolls, repairs,
and vehicle insurance. Because the real-time autonomous
decisions must be made in a split second, 5G’s low latency
characteristic enables cars to receive information at fast rates
and react quickly to avoid obstacles. Autonomous vehicles
using the 5G technology must be widely accessible to be
put into use. Tesla’s semi-autonomous driving capabilities
are presently available. However, they only use the net-
work as a secondary mode of communication [57]. Using
encryption, specialized data structures, peer-to-peer (P2P)
networks, game-theoretical incentives, and fault-tolerant con-
sensus algorithms, a blockchain is a form of a distributed state
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machine that enables users to agree on changes to the state of
a global database. Users can create complicated applications
that leverage the shared database by using smart contracts,
which let them set the rules for database updates through
software programs.

There are various possible uses for the blockchain tech-
nology in the V2X industry. Various automobile industry
stakeholders include car manufacturers, insurance compa-
nies, and governmental organizations. Stakeholders can agree
on a blockchain technology protocol in which they all take
part in maintaining the common ledger, each checking its
contents and keeping records to ensure it is not being abused.
The open nature of blockchains enables a broad range of users
to use the system on an even playing field without anyone
being disadvantageous. Blockchains also provide precise data
auditing, which is crucial for many V2X applications, partic-
ularly accident investigations [26].

D. CLOUD COMPUTING
Cloud computing is developing into the automotive Internet
of Things market, enabling autonomous car technology to be
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developed. Cars will be able to interact with one another via
the cloud to avoid accidents and update traffic information
and maps. A self-driving car (also known as an autonomous
car or a driverless car) is a vehicle that travels between
destinations without the assistance of a human driver using
a mix of sensors, cameras, radar, and artificial intelligence
(AI). A typical high-tech cloud-based system for autonomous
vehicles combines traditional cloud computing with access to
and use of self-driving vehicles through the cloud’s standard
parts. One of the options is Vehicular Cloud Computing
(VCC). VCC is a novel hybrid technology that significantly
impacts traffic management and road safety by making fast
decisions using vehicular resources like computers, storage,
and the internet [58].

E. FOG AND EDGE COMPUTING

Edge computing is a processing that is carried out at or close
to the source of the data, as opposed to relying on the cloud
at one of 10 data centers to perform all the work. This doesn’t
mean the cloud will disappear. It serves as a warning that the
cloud is getting closer. Autonomous vehicle connectivity to
the edge can improve security and productivity, lower acci-
dent rates, and ease traffic congestion. These vehicles have
a variety of sensors, which produce a large amount of data
that needs to be processed quickly. The VFC (vehicular fog
computing) uses the idle resources of vehicle-loaded com-
puter systems to provide computing services at the network’s
edge. VFC-related task scheduling and resource allocation
have recently received a lot of attention. Edge computing is
better suited for applications that require quick and consistent
responses. That group includes autonomous vehicles. In fact,
applying processing at the edge can reduce the quantity of
data that needs to be transferred, resulting in even faster
reaction times.

IV. V2X: SECURITY AND PRIVACY

As the demand for ITS and related services grows, so does
the need for an attack plane. The IoT and V2X have become
vulnerable as a result of technological improvements. Fur-
thermore, the insecure wireless communication channel has
been used to connect cars, controlling systems, RSUs, and
other associated facilities. As a result, an attacker could do
harmful actions throughout the connection formation and
communication phases. As a result, this section discusses
numerous security issues, requirements, and potential V2X
attacks. Table 4 depicts various security goals, properties and
possible counteractions presented here. The short forms used
in adversarial acts can be referred to in Section I'V.

A. SECURITY CONCERNS
The following are the important security concerns.

o Adaptive Scalability: A vast volume of data is generated
and transmitted in the V-IoT context for further pro-
cessing. However, because of the dynamic node addi-
tion, the increasing device consumption puts the present
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system at risk. As a result, there is a desire for secure
node authentication procedures that simplify the sensing
device addition phase while maintaining security.
Energy: Many IoT devices are resource constrained,
particularly those with limited battery capacity. When no
activity is detected, these devices can automatically save
energy by turning on the power-saving mode. However,
the majority of the gadgets are utilized for continuous
monitoring. As a result of this restriction, imposing
high-level security on these IoT systems is extremely
challenging.

Dynamic Network Topology: The mobility of V2X
makes the dynamic nature of vehicular commutation
technologies and their topologies hard. It is difficult to
offer comprehensive security solutions that can survive
multiple threats. Vehicles typically travel from one area
to another at great speeds, making it difficult to offer
adequate protection.

Heterogeneity: We realized that we utilize a variety of
gadgets for our convenience, such as IoT sensors, RFID
systems, cell phones, and so on. The computing, com-
munication, and storage capacities of these devices may
vary. As aresult of these [IoT devices, designing a secure
authentication becomes difficult.

Defending against Attacks: Vehicle communication net-
works are designed to support various applications and
services. The vehicle must be connected to the Internet
to provide all essential services. Furthermore, the car
must broadcast fundamental private information, such
as the vehicle’s identity and other associated data. As a
result, authorizing the vehicle requires high security, and
it should not be exposed to potential assaults.

Future Technology Adoption: It must be compatible
with emerging technologies that use the existing system.
It enables future technology security, which is becoming
an increasingly important challenge. The existing sys-
tem requirements determine how security and privacy
are integrated.

Latency: Due to the widespread usage of DSRC and
cellular communication technologies, latency may cause
challenges in V2X commutation. Furthermore, each
vehicle may communicate additional data. As a result,
processing the data before sending it to the destination
is a significant load. As a result, latency concerns may
diminish the efficiency of V2X systems.

User Trust and Privacy: To maintain vehicle safety
against numerous risks, user trust and privacy have
recently become more worrying. The participants do not
want any adversarial model to be able to attack their cars.
As aresult, several safeguards have been made to ensure
that the user’s activities are trusted and private. PKI is
one of the most well-known security technologies for
ensuring user privacy. It ensures that the user’s private
activities resist various assault models.

Data Priority: Data received from hundreds of nodes
should be prioritized by the V2X communication
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network. Prioritization, buffering, and queuing tech-
niques should be used in data processing to ensure a reli-
able and efficient data transmission link. Data received
from security-critical sectors must be treated with the
utmost care to avoid network collateral harm. As aresult,
data priority must be treated with extreme caution to
avoid network collateral harm.

B. SECURITY REQUIREMENTS
In the following, we discuss various security requirements.

o Maintaining Message Confidentiality: It is one of
WSN’s most important security services. It relates to
ensuring that information is not shared with anybody
else and that only authenticated users can access the
data. The use of public-key cryptography to ensure
the integrity of sensitive data is a well-known norm.
However, this strategy requires more resources in
terms of computing and transmission costs. Further-
more, because WSNSs have limited resources, this strat-
egy cannot withstand known attacks. As a result, for
WSN, multiple security protocols based on crypto-
graphic approaches using symmetric-key cryptography
have been developed. It ensures that unauthorized users
do not have access to sensitive information [59].

o Mutual Authentication: It allows IoT devices to rec-
ognize the integrity of other IoT devices and estab-
lish secure communication. However, there are a few
basic requirements for the authentication mechanism,
including the lightweight scheme. Because many IoT
devices have limited computation, processing, stor-
age, and battery power, they are resource-intensive.
It should use a multi-factor authentication technique
rather than a single authentication scheme. As a result,
the schema should be useful because it supports multi-
factor authentication, which places additional strain on
IoT devices. To improve security, the authentication
schema involves integrating encryption techniques, such
as “RSA-based public key cryptosystem” [60], ““Secure
Hash Agorithm (SHA)” [61], “Advanced Encryption
Standard (AES)” [62], and “Elliptic Curve Cryptog-
raphy (ECC)” [63]. In recent years, “‘access control,
authentication and key management” are widely-used
two main security mechanisms in providing security in
IoT-enabled environments [64], [65], [66], [67], [68],
(691, [701, [711, [721, [73], [74], [75], [761, [77], [78],
[79], [80].

o Integrity: It ensures that data is generated and that data
received during transmission and storage is unaltered.

o Access Control: It ensures that IoT devices cannot access
information that they are not authorized to see. It is
the backbone technology that ensures information secu-
rity and can withstand various security threats. The
basic purpose of access control is to efficiently monitor
resource access and prevent unwanted information flow.
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Data can be exchanged continually and shared between
people and devices in IoT environments.

o Availability: It ensures that IoT services are available
when needed, even when there are resource limits such
as power outages or DoS assaults.

e Data Accuracy: It guarantees that the data sent by the
sensors is as fresh as possible. The freshness feature
ensures that every message received is current. It neces-
sitates using recent data sets and ensures that no attacker
will respond with an old message.

o Non-repudiation: Its goal is to ensure that communica-
tion parties’ data transfer cannot be rejected while trans-
mitting a previously transmitted message. This might be
considered when the communication parties have agreed
to the contract.

o Device Security Resistance: Because all of the devices
are linked, an attacker can physically capture one if it
is compromised. As a result, they can get their hands on
the device’s private credentials. Furthermore, an attacker
collects secret session keys sent between the user and
IoT devices. As a result, the compromised node should
not affect the network’s security. As a result, some
security methods must be implemented to protect non-
compromised devices. To withstand device security,
robust authentication and key agreement processes must
be designed.

C. POTENTIAL ATTACKS

A compromise of an Internet of Things (IoT) system is known
as an IoT attack. Devices, networks, data, and users are all
examples of this. A cyber attack can use an IoT attack to steal
information. They can take control of an automated or IoT
system and shut it down. Fig. 4 depicts possible attacks in
[IoT-V2X environments and the following potential attacks.
We have thoroughly reviewed possible attacks in IoT envi-
ronments at various application domains [81].

D. COUNTERMEASURES
Over the past ten years, several security techniques for pro-
tecting vehicle networks have been developed. The most
secure methods were also developed especially for authen-
ticating the vehicle and its driver. The autos communicate
with other vehicles, nearby units, and control systems using
an insecure wireless channel. As a result, cars using the V2X
communication system are susceptible to numerous attacks,
such as replay, masquerade, side-channel, and impersonation
attacks. To protect the V2X communication system, strong
and secure remote authentication is needed. Several security
measures have been implemented in recent years, including
identity-based, password-based, two-factor, three-factor, and
multi-factor authentication. Table 5 depicts security chal-
lenges.

The authors developed an effective key distribution sys-
tem for data fusion in heterogeneous networks in [95].
Their schemes define the multi-trust layer data fusion trust
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FIGURE 4. Attacks classification for V2X environment [81].

TABLE 5. Blockchain security challenges and countermeasures.

[ Requirements Challenges

Vulnerabilities

Countermeasures

Prevent data loss Attacks on a centralized cloud; Manipulation

of data; Prevent future manipulation

Single point failure; Insider attack; IP spoofing;
Forward tampering

[40], [44], [48]

Access control Authenticity validation; Denial of Service
(DoS); Delay in revocation of the right to

access; Pseudo anonymity

Impersonation  attack/phishing;  Jamming;
Unauthorized access; Identification by linking
transaction details

[43], [44], [45], [49]

Data transmission Data transfer in the network; Secure data shar-

ing

Replay attacks; Man-in-the-Middle (MiTM) at-
tack

[40], [42], [48]

architecture. For V2X communication, Wang et al. [96] pre-
sented physical layer authentication based on an adaptive
Kalman filter. The Sage-Husa adaptive Kalman filter,
which can dynamically modify statistical properties, is used
in their mechanism. For safe V2X communications,
Rigazzi et al. [97] developed an improved certificate revo-
cation list distribution. Their mechanism was designed to
implement the architecture of a certificate authority’s certifi-
cate revocation list. By activating tailored filters that create a
significant overhead reduction with a preset rate of false pos-
itives, certificate revocation list (CRL) compression can be
achieved. A safe resource allocation technique for V2X was
proposed by Ahmed et al. [98]. Ulybyshev et al. [99] devel-
oped a secure communication technique for autonomous
V2X systems as a result. Their system ensures role-based
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and attribute-based access control, as well as encrypted data
search. Cheng et al. [100] suggested a privacy-preserving
Blockchain-based remote attestation security paradigm for
V2X. As a result, various alternative security techniques
have become typical in V2X contexts. Table 6 shows various
countermeasures to withstand various potential attacks in
V2X environments.

E. PERFORMANCE EVALUATION

In this section, we have performed a comprehensive anal-
ysis of various mechanisms by considering the various
parameters such as computational cost, communication cost
and execution time based on the “MIRACL Cryptographic
SDK: Multiprecision Integer and Rational Arithmetic Cryp-
tographic Library” [101]. The following parameters have
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TABLE 6. Countermeasures to withstand potential attacks in V2X environments.

[ Attacks [ M [84] [10] [85] [86] [87] [88] [89] [90] [91] |
NC v v X v X X X X X X
DosSl v v X X v v X Ve v v
DoS v v v X X X v Ve v v
DDoS X X X X X X X X X X
MNI X X X v v v v X v v
FDI v v v v X X X Ve v v
FN v v X X X X v Ve v v
RA v X v v v X v v X X
MiTM X X v X X v v Ve X X
SCA v v v X v v X v X X
SA v X v v X v X Ve v v
BFA v v v X v v v X X X
MNA v v v v X v X Ve v v
TA v v X v v v v Ve v v
JA v v v Ve X X v Ve v v
UIA v v v v v X X X X X
ED v v v X X X v v v v
TRA v X X X X v v v v v

Note: NC: Node capture, DoSI: Denial-of-Sleep, DoS: Denial-of-Service, DDoS: Distributed Denial-of-Service, MNI: Mass node injection, FDI: False data
injection, FN: Fake node, RA: Replay attack, MiTM: Man-in-the-Middle attack, SCA: Side-channel attack, SA: Sybil attack, BFA: Brute-force attack,
MNA: Mass node authentication, TA: Tampered attack, JA: Jamming attack, UIA: User impersonation attack, ED: Eavesdropping, TRA: Tampered routing

attack.

TABLE 7. Performance evaluation of various security schemes.

\ Reference Scheme Total Computation Cost Communication Cost Execution Time ]

[10] Lightweight authentication T+ 2Tpa + 2T 672 bits 0.976 ms
[91] Smart lightsﬁiiegrﬁte F;zirvﬁ\l;reservati"“ 19Ty + 12T 1352 bits 1.182 ms
[92] Three-factor authentication 3Ty + 21Ty 1856 bits 1.283 ms
[93] Bdge-assisted lightweight 6Tpar + 10T 4 + ATx 2496 bits 13.68 ms
[94] Cost-efficient privacy preserving ATgar + 2Ty 1440 bits 262 ms

[95] Lightw‘?ogrh; ddgeg’_f;:g‘i‘:;ticaﬁ"“ 32Ty 2400 bits 10.24 ms
[96] L1ghtwe1gh;u;z}rllg/r?gz;};rgzervmg V2I Taps + 2TH _ 1.93 ms

Note: T'gps ¢ “time for performing a scale multiplication in an ellptic curve™; Tr 4 : “time for performing a point addition in an ellptic curve”; T : “time
for performing a cryptographic hash operation”; T'x : “time for performing an XOR operation”; Ty gg : “time for performing a symmetric encryption

operation using Advanced Encryption Standard (AES)” [64].

been considered to calculate computation cost in the existing
schemes that were depicted in Table 7. In addition, we have
considered propagation delay, block processing time and stor-
age cost from the blockchain perspective.

1) Computation cost: The computational time is the
overall time it takes the simulator to run the framework
from beginning to end. A millisecond is a time inter-
val that is measured in milliseconds. BCAS-VADN
technique optimizes the computation cost. it achieves
226 milliseconds and 227 milliseconds respectively.
The proposed scheme performed better than exist-
ing techniques [30]. Smart coin-based scheme per-
formed better than existing for reducing the computa-
tion cost [32].

2) Communication cost: The storage space required for
storing communicating factors including hash code,
ciphertext, as well as other parameters is referred to as
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3)

4)

communication cost. For the BCAS-VADN approach,
it takes 1856 bits for 2 messages and for 3 messages
2400 bits [30]. By using Smart coin it reduces the
communication cost [32]. we observed from existing
papers need to optimize the communication cost for
ITS.

Security features and functionality comparison:
Security and privacy and their functionality-based
issues are addressed in with traditional mechanisms.
after adding the blockchain technology effectively it
addressed and solved by considering various potential
attacks. we have done a comparative study from the
existing mechanism not satisfied in all directions. secu-
rity and privacy of data in networks is still an open
research problem.

Propagation delay: The time it takes for a message to
travel from sender to receiver is known as propagation
delay. When the number of vehicles on the road rises,
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i.e., when traffic becomes congested, the propagation
delay increases because packets take longer to reach
their destination in a congested network. We observed
that required reducing the propagation delay.

5) Block processing time: The block processing time
refers to the time it takes miner nodes to process a
block, including mining and verification. SmartCoin
does not use high-performance cryptographic com-
putation like PoW. It also doesn’t follow the PBFT
consensus algorithm’s significant message overhead.
The Smart-Coin, on the other hand, uses a time-saving
round-robin system to choose the next block inviter.
Furthermore, as compared to state-of-the-art proce-
dures, block construction and verification take very
little time. As a result, when compared with exist-
ing approaches, SmartCoin’s block processing time is
extremely low [32].

6) Storage cost: The cost of storing values such as the
encryption key, hash, and other parameters is referred
to as the storage cost. Bytes are the measurement
unit for storage costs. For Smart coin storage cost is
100 bytes [32]. In this research, we observed that still,
storage cost reduction is an open research problem.

V. FUTURE VISION

Blockchain is an emerging technology that has been widely
used in various applications and domains. The performance
of Blockchain technology is anticipated to be a topic of inter-
est in research. This section mainly focused on the challenges
and issues of Blockchain for ITS.

1) Improving the performance of BITS: The
Blockchain-based ITS consists of various requirements
such as Throughput, Network bandwidth and transac-
tion Latency. Due to the poor scalability, the network
connectivity failures problem will arise like single
point failures. and Security and privacy issues are open
research problems for Blockchain-based ITS.

2) Machine Learning with BITS: Machine learning has
been known to be an efficient method for supporting
future BITS. As a foundation for artificial intelligence,
machine learning has been applied in various fields,
including speech recognition, medical diagnosis, and
computer vision. It has also transformed BITS services
by allowing them to learn from training data, draw
data-driven conclusions, give decision assistance, and
forecast network performance improvements. Using
various Machine Learning algorithms for BITS will
give better results regarding abnormal activity detec-
tion and performance.

3) Big data with BITS: Big data analysis has become a
critical data analytical tool for maximizing the value
of the information in huge amounts of Blockchain
ITS data due to rapid advancement in BITS appli-
cations. In terms of diversity, velocity, and volume
of Blockchain data, Blockchain-based Internet of
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Vehicles (BIoV) is predicted to rise exponentially in
the future [102], [103]. Big data analysis facilitates
the adoption of BIoV systems by enabling a number
of solutions, including analytics, data cleansing, and
storage. This is one of the future research areas for
Blockchain-based transport applications.

4) BITS in 5G: The 5G technology adopted for BITS
enhances performance in all aspects. The mobile indus-
try is working on creating and deploying the 5G
network, which is expected to transform businesses
and societies. Massive data connections, high sys-
tem throughput, low operational expenses, energy con-
servation, low network latency, and high data rate
are all major benefits of the innovation. Moreover,
new technology architectures employed in 5G wireless
networks, such as cloud computing, device-to-device
(D2D) communications, network slicing, network
function virtualization (NFV), and software-defined
networking (SDN), have presented new security issues.
From the above observations, BITS consists of various
future challenges for researchers.

VI. CONCLUDING REMARKS

With the integration of 5G, 6G and Blockchain technologies,
the V2X systems provide significant intelligent services that
can help minimize accidents, provide extended quality of
service, and quick access to connected vehicles. However,
the advancements in the scale of connectivity of 5G and 6G
networks may open doors to attack surfaces and increase
multiple adversarial opportunities. This study aimed to con-
duct a thorough, systematic literature analysis focusing on
V2X to analyze the crucial elements of safe and secure IoT
environments. This study thoroughly analyzed various V2X
communication standards, applications, and underlying tech-
nologies to address various security issues, challenges, and
countermeasures. Firstly, the state-of-the-art functionalities
for the IoT-V2X were specifically discussed to visualize an
ITS. Next, we discussed IoT-V2X architecture with under-
lying technologies including Blockchain. We then examined
important security aspects to achieve high-security efficien-
cies, such as requirements, concerns, primitives, system mod-
els, and attacks. A few important assessments were performed
to determine security performances and counteractants to
support the well-functioning of IoT-V2X. Lastly, we provided
a future vision for enhancing the research works in line with
the integration of IoT-V2X-Blockchain.

Our outcome’s substantial impact on the research field
emphasizes the importance of integrating IoT and Blockchain
to assure seamless, secure and tamperproof data collec-
tion, processing and storage. As we focus on V2X tech-
nologies, we must analyze secure authentication and access
control mechanisms to employ safety. For instance, IoT
allows Internet-connected devices to transmit data to private
blockchain networks to produce tamper-proof shared transac-
tion records. Each transaction can be independently validated
to prevent disputes and foster confidence among all users of
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a permissioned network. Increasing privacy agreements and
securing device communication channels are benefits of com-
bining blockchain and IoT. Human-to-human and human-to-
device communications are made possible by this technology.
As aresult, Blockchain technology develops an open database
that demonstrates who has access and who is transacting.
Later on, Blockchain technology may be utilized for trans-
ferring user data between platforms and systems quickly
and securely. There is still research going on to minimize
the computational complexities by targeting performance at
its best. However, there are pitfalls in handling multi-level
integration of IoT and other underlying technologies. Our
future studies target to analyze deeper into the development
of sustainable environments.
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