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ABSTRACT The Cloud-native model, established to enhance the Twelve-Factor patterns, is an approach to
developing and deploying applications according to DevOps concepts, Continuous Integration/Continuous
Delivery, containers, and microservices. The notion of observability can help us cope with the complexity
of such applications. We present a Systematic Mapping Study (SMS) in the observability of Cloud-native
applications. We have chosen 56 studies published between 2018 and 2022. The selected studies were
thoroughly analyzed, compared, and classified according to the chosen comparative criteria. The presented
SMS assesses engineering approaches, maturity, and efficiency of observability by deliberating around
four research questions: 1) What provides the motivations for equipping Cloud-native applications with
observability capabilities? 2) Which research areas are addressed in the related literature? 3) How are
observability approaches implemented? 4) What are the future trends in the Cloud-native applications
observability research?

INDEX TERMS Cloud-native, microservice architecture, observability, monitoring, logging, tracing, sys-

tematic mapping study.

I. INTRODUCTION

The architectural style known as Cloud-native [1], [2], [3] has
been established to augment the Twelve Factor [4] patterns
of designing modern applications. Opposed to on-premise
applications are new applications built in a Cloud-native
manner fully exploiting the Cloud Computing (CC) model.
Cloud-native is an approach to developing and deploying
applications according to DevOps concepts [5], [6], Contin-
uous Integration/Continuous Delivery (CI/CD) [7], [8], [9],
containers [10], [11], and microservices [12], [13]. Cloud-
native is a philosophy of programming. Adopting it requires
a lot of effort and imposes new engineering challenges that
organizations face.

The associate editor coordinating the review of this manuscript and

approving it for publication was Massimo Cafaro

Cloud-native Computing Foundation (CNCF) [14] in its
trail map [15] among optional steps lists Observability &
analysis. Observability is a concept that originated in Control
Theory [16]. According to this theory, a system is observ-
able if the current state can be determined in finite time
using only the outputs. Measurement of overall microservice
performance imposes the application’s Quality of Service
(QoS) metrics. The system has to properly externalize its
state through instrumentation techniques to attain negotiated
Service Level Agreement (SLA) parameters.

Observability is often defined as consisting of (i) met-
rics (collected while monitoring activities), (ii) logging, and
(iii) tracing. Observability is an indispensable feature of every
Cloud-native execution environment [17]. Its importance in
the software lifecycle allows us to call all its activities observ-
ability engineering. Observability engineering focuses on
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FIGURE 1. Interest in components of cloud-native.

understanding multi-layered and complex architectures. The
principal aim of observability is to make the Cloud-native
system more understandable in numerous planes. The ben-
efits of observability features underline gained capabilities
allowing one to identify behavior deviations, perform root
cause analysis, forecast failures, alert on events, optimize
performance, proactively improve customer experience, etc.

Although recent publications indicate that Cloud-native
observability is a significant topic [18], [19], there is a
compelling demand for a systematic study that assesses
the engineering approaches of observability, its maturity,
efficiency, tools and also shows future research directions.
The contribution of this work is the Systematic Mapping
Study (SMS) [20] in the area of Cloud-native Application
(CNApp) observability. SMS addresses all the research ques-
tions asked. As a result, it provides a map that is an overview
of the state-of-the-art. Observability is an optional step of
Cloud-native environments. Probably due to this option, this
research area feels the scarcity of high-quality primary stud-
ies, especially papers related to logging and tracing. [21]
recommended the SMS for areas with poor coverage. This
fact also justifies our research.

In the first place, we have made a Systematic Literature
Review (SLR). It helps prepare SMS by performing a more
in-depth analysis of the literature. The SLR also considers
the quality of the studies. Unlike usual, our SMS method-
ology includes the analysis of the full text of the selected
studies. It is not based only on abstracts. Our SMS analyzes
56 primary studies from the last five years. The studies were
selected based on the queries from the four defined research
questions. Finally, we formed three categories related to
Concepts, Management, and Supporters, with 12 entries.
We gathered our data in summary tables and provided a set
of plots representing the category entries.

The structure of this paper is as follows. Section Il on a few
topics discusses key design patterns. It also presents related
work. Section III describes the details of our methodology,
including the selection process, categories, and the mapping
of primary studies. The results with all the summary tables
and graphs are discussed in Section IV, while the conclusions
and possible future directions summarize Section V.

Il. DOMAINS OF THE OBSERVABILITY

The term observability has been known for decades [16].
However, in the context of other technologies, this word
has disappeared, or other substitutes are used. Fig. 1 shows
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FIGURE 2. Trends of cloud-native observability and its domains.

Google trends for Cloud-native terminologies, which have
distinguished CNCF on its landscape map. It has to be
stressed that the Google search engine is not a good source of
research findings, rather its hits are industry-directed. How-
ever, the results give a basic understanding of the researched
field. The Google search engine results confirm the highest
interest in the Cloud-native obligatory steps. Little attention
is paid to the optional steps. However, in the case of the term
observability, the absolute values are the lowest. The reason is
the popularity of the word observability. Instead, its domains
are often used, such as monitoring, logging, or tracing. The
particular hits returned by the search engine are the following:

To restrict the context, we have decorated each word with
the Cloud-native adjective. However, in the case of tracing,
it is more often described as distributed than Cloud-native.
Fig. 2 confirms that the word observability is less used than
its domains. This word has maximally only about 20.000 hits.
The most popular among businesses is monitoring. We can
deduce that logging and tracing are underinvested domains.
Therefore, it is probably worth further work. A similar situ-
ation is noticed in the scientific field, as resulting from our
SMS.

Fig. 3 shows a high-level architecture of a modern observ-
ability ecosystem. Telemetry Data is collected from the
underlying Cloud-native Applications and their Execution
Environment. The definition of the Execution Environment
is introduced in [17]. In short, it contains microservices,
an orchestration system, containers, and a computing infras-
tructure. Data collected from standard logs, automatic instru-
mentation, and metric sampling are usually insufficient for
understanding a complex CNApp with its execution environ-
ment. It is valuable to continuously add instrumentation to
the application to collect more rich telemetry data. Telemetry
data should be structured and time-stamped events containing
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metrics or log entries, along with trace information. Data Col-
lector(s) is a layer that receives telemetry data from its sources
and delivers them to various destinations. For example Open-
Telemetry [22] divides this layer into Receivers (consuming
data), Processors (transforming data), and Exporters (export-
ing data to backends). Data Backends provide long-term
storage for telemetry data and advanced queries, used by the
Analysis/Visualization tools.

Cloud-native applications gain the advantage if their exe-
cution environment supports observability features. Some
benefits of the observability ecosystem are as follows:

« Increased visibility allows for seeing more details on
what, where, how, and when things happen in the
system. For example, what services are running, how
they perform, where the application components are
deployed when specific events occur, or notice unknown
unknowns [23].

o Improved alerting and earlier issue detection — it allows
early detection of issues even before they arise. Hence,
it is possible to detect problems not only in the applica-
tion performance but also in the architecture and design
of the system.

« Improved development workflow and DevOps processes
— it can drive the development process because of more
valuable insights into the system behavior. As Cloud-
native applications can rely on many cloud services,
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it is not always obvious to make some design decisions
without observing the running system. Therefore, the
insights from these observations can influence re-design
or change in the architecture.

o Improved scalability — while designing the system,
it is possible to ensure that all subsystems, particularly
observability subsystems, are designed with scalability
in mind, which allows adapting to the growing data
demands when the system grows.

« Enabling automation — observability data can automate
scaling, self-healing, and, in general, the autonomous
control of the whole application.

o Valuable data for mining — collecting data about the
holistic view of the system allows for more advanced
analysis using statistics and machine learning, which in
turn can provide additional information on the behavior
of a CNApp and its execution environment.

« Ultimately, the observability of the application leads to a
better user experience, customer satisfaction, and other
business goals of the application under observation.

Including the observability ecosystem to support the above
features is not always straightforward. Architectural design-
ers should be aware of some challenges:

o Diverse and separate data sources — observability
requires gathering data that are hard to integrate and cor-
relate due to the differences in origin, type, and concern
from which they come. These are challenges to the data
model and its analysis, which needs building a complete
picture of these separate and fragmented views.

« Big data challenges — combining telemetry data from
a multitude of services in a distributed system leads
to challenges related to, e.g., volume, velocity, variety,
etc. These problems are typical for large data process-
ing systems. Hence, running an observability subsystem
will require solving data engineering and data science
problems, as in large-scale analytic applications.

« Instrumentation, connectors, and overall configuration
— these technical challenges need accounting for when
planning and implementing observability solutions.
They have costs in development, maintenance, and oper-
ations efforts.

o Performance overheads and interference — any active
measurements on the running system always influence
the performance of the observed system. Hence, it is
significant not only to provide appropriate technology
which is as non-invasive as possible but also to tune the
observability parameters, e.g., the sampling frequency
or the level of accuracy.

Typically, observability is focused on the performance
of systems and can be defined as the ability to accurately
capture, analyze, and present (collectively) information on
the performance of a computer system [24]. The parallel
computer systems of the 1990s were becoming so complex
that measurement and monitoring were challenging due to
the lack of appropriate methods and tools. We can notice
that complex systems, e.g., physical or biological systems,
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pose challenges to observability. The ideas of observability
and controllability known from Control Theory have become
particularly relevant in the context of other technologies, such
as, e.g., Autonomous Computing (AC) [25]. Today, as the
complexity of computer systems, in particular Cloud Com-
puting technologies, increases, and while many details of the
computing infrastructure are hidden from the cloud provider,
the observability of CNApps is an increasingly important and
challenging topic.

A. RELATED WORK

There are many examples of SMSs and SLRs in the domains
of Cloud Computing, microservices, and in CNApps in par-
ticular. One of the examples is the overview of Cloud-native
applications after ten years of Cloud Computing [3]. It eval-
uates 49 papers on CNApps from a software engineering
perspective. It discusses the areas of focus and trends that deal
with CNApp engineering, and finally, it defines the Cloud-
native. However, the term observability is not mentioned in
the discussion, and neither logging, monitoring, nor tracing
domains. A similar systematic study of CNApp design and
engineering presents [26]. Although it analyzes 110 papers,
it does not include any discussion of observability.

The paper [27] presents a systematic study of microservice
architecture. The study selected 88 of the 2754 initial sets of
papers and, finally, after manual check, included 42 articles in
the survey. The authors examine how various architecture pat-
terns depend on diverse migration, orchestration, storage, and
deployment settings. One of the often mentioned advantages
of the microservice architecture, as reported in the survey,
was that a microservice architecture helps visualize the health
status of all services in the system. Therefore, it allows for
rapidly locating and responding to any problem.

An example of SMS applied to serverless computing [28]
acknowledges testing and observability as one of the main
categories included in the analysis, confirming that observ-
ability is an important topic. But in that work, only five
papers were identified as belonging to this class. In addition,
a related systematic study of microservice architecture [29]
shows that monitoring (e.g., logging, profiling) has increased
interest in the research community, but no detailed discussion
of observability is provided.

There are also many papers focusing on cloud monitoring,
e.g., [30] and [31], which provide an overview of prob-
lems, approaches, and tools for cloud monitoring. Some also
propose taxonomies and discuss open questions, as in [32]
and [33]. However, these papers do not cover all aspects of
observability and do not focus on CNApps.

The conclusion from the related work, which motivates our
research is there are no SMS that address the observability
and its domains.

lll. RESEARCH METHODOLOGY
Our methodology is based on the systematic mapping pro-
cedure [20] and the preparation of systematic reviews of the
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FIGURE 4. The procedure of observability SMS.

literature [21]. Both are in the software engineering field.
We have adjusted the proposed concepts to our research area
(Fig. 4). We propose to combine the approaches SLR and
SMS. Our research resulted in the synthesis of evidence and
provided this secondary study.

The following subsections form the successive outcomes
of the proposed observability SMS that we have depicted in
Fig. 4.

A. RESEARCH OBJECTIVES

The set of Research Questions (RQs) (Table 2) is an initial
outcome of the observability SMS process. The further activ-
ities and their outcomes distinguished in the SMS procedure
relate to the defined RQs. RQs cover diverse areas of the
investigated field.

The generality of the defined RQs gives a realistic level of
coverage for the Cloud-native observability domain. Further-
more, the focus of the research is not too narrow and is free
from bias.

B. SEARCH STRATEGY

The search strategy (Fig. 5) helps to select studies for inclu-
sion in the SMS. The activities are based mainly on the [20]
guidelines and respond to the defined RQs. Identifying pri-
mary studies includes a combination of automated (over a set
of databases and indexing services) and manual (over the cita-
tions) searching. We used both techniques. The findings of
automated search answered RQ2, RQ3, and RQ4. To answer
RQ1 we manually searched through the citations.

The search strategy also involves a suitably prepared query.
The query consisted of search strings built in terms of
the Population, Intervention, Comparision, Outcome (PICO)
approach [21]. Their structure is depicted in Fig. 5 that
is in the rightmost table. The particular search strings are
composed while answering our research questions (listed in
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TABLE 2. Research questions.

Concern Research question (RQ) Supplemental questions
RQ1 What provides the motivations for
Motivation equipping CNApps with observability capa- « Are the distinguished fields mature enough?
bilities?
Structure RQ2 Which research areas are addressed? » What is the established meaning of the observability term?

» How many articles cover the different areas, and how has this popularity
changed over time?

Methods and  RQ3 How are observation approaches im-

« What tools and techniques are used most frequently?

techniques plemented?
Directions gg:is ;X}glt\laams :)}];eses:gﬁ;?liggzgrcﬂgure « What challenges are distinguished for adopting observability?
PP y ’ » What novel features do CNApps gain while equipping the execution
environment with observability?
Source Method Query

Databases &
Indexing Services

|EEE Xplore Population

ACM Digital Library
Science Direct (Elsevier)
SpringerLink

| Automated -
I

PICO principle

Research domain
and research scope

Search string

(Cloud-native or “Cloud native”) and (observability or monitoring or logging
or tracing)

RQ Search string
RQ1 motivation OR aim OR goal OR scope

\?V%?Jpol#sScience RQ2 structure OR architecture OR extension OR perspective OR
BacRward Intervention Concern integration OR delivery OR deployment
RQ3 method OR technique OR approach OR finding OR novel OR use
F m case OR case study OR software
RQ4 direction OR trend OR future OR influence
Comparison N/A
RQ
Manual RQ1 Key Research Topics
Searching Outcome Outigr::e?: e paz Classification Framework
RQ3 in Observability
RQ4 Systematic Map in Observability
All
papers
FIGURE 5. Search strategy.
TABLE 3. Sources of research studies. studies is 147 and, without duplicates, 138. The next step of
_ the SMS observability procedure is to choose primary studies.
— 3] > . . .
5 £ E é’ 5 This step presents the following subsection.
O 5y =3 .0 = —
£3Z m 5 22 Z & 8.2
23 B 25 38 & 8 23 C. STUDY SELECTION
21 14 20 34 28 1 We selected the primary studies on the observability of

Table 2). The Explanation column regards elements formu-
lated in that table. The Population part, mainly reflecting
the research domain of this study, is the same for all RQs.
The Intervention part includes all elements of the Concern
column of Table 2 and its synonyms. The constructed search
question does not touch on the principle Comparison of the
PICO approach. Agreeably, we establish that the Outcome
part will constitute the results of the proposed methodology.
Restricting the search string to that part of the table does not
result in findings confirming that our research is unique.

The number of all primary studies found in the distin-
guished sources is presented in Table 3.

We also checked the sources as DBLP, Google Scholar,
Semantic Scholar, or CiteSeerX, but they returned results as
already in the previous searches. Therefore we did not list
them as the primary sources. The total number of all primary
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CNApp based on the inclusion and exclusion criteria listed
below in a tabular form. Purposefully, we ranked them in
the order shown. The order indicates the direction of the
selection procedure. If the study meets the given criterion, this
procedure stops, which results in the exclusion or inclusion
of the study in the result of this step (Fig. 4). Additionally,
in Table 4, we ended all criteria with the number of papers that
fulfilled it. Finally, we have selected peer-reviewed studies on
Cloud-native application observability published in the last
five years. Table 5 presents selected studies.

In addition to the title, the table contains some basic param-
eters regarding the study. The associated reference number
serves as a reference for citation purposes in the remainder of
this manuscript.

D. CLASSIFICATION SCHEME
First, we used the authors’ keywords associated with par-
ticular studies to develop a classification scheme. The
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TABLE 4. Summary of selection criteria.

Exclusion criteria:
1) Not in English (8 papers).
2) Inappropriate publication title, for example, the paper was published in
Animal journal (16 papers).
3) Too short study < 6 pages (13 papers).
4) The main focus is not on observability. This term is only mentioned in the
introduction or the abstract (36 papers).

5) The study presents the same theme as the already selected study (9 papers).

N

Inclusion criteria:
6) Only research in the form of papers, books or chapters, and technical
reports (56 papers).

keywording procedure is described in [20]. However, if the
authors did not connect keywords with the study, we added
some based on its Abstract. Second, a group of independent
reviewers classified each study according to multiple criteria
included in the designed entry form.! The goal of the form
was to systematize the review and group the papers into
respective categories. Note that the initial form evolved dur-
ing subsequent reviews according to the reviewers’ feedback.
Third, the number of reviewers reduced the risk of entering
routine and laconic responses. The results of the analyzes
give a high-level view of the contribution to Cloud-native
applications observability research.

The keywording process helped us distinguish representa-
tive categories:

Contribution — This category covers the type of
study and the method that helped achieve the type.
We also distinguished some properties that helped
to match the study with its contribution. The cate-
gorization of study types is proposed in [89]. On its
basis, we propose the entries in the Contribution
category. They are presented in Table 6.

Most of the selected studies are considered evalu-
ation and validation research papers. The knowl-
edge introduced in these papers is interesting, and
the methodology used is justified. Their abstracts
encourage the reader to read on. The remaining cat-
egories are specific to observability and correspond
to the research questions defined in Table 2.
Concepts — This category concentrates on Cloud-
native and observability foundations. First, the
studies distinguish various communities interested
in equipping the solutions with an observabil-
ity paradigm. Then they point to the research
domain they deliberate on. Each study refers to the
Cloud-native background compliant with the pro-
posed observability ecosystem (Fig. 3). We propose
the entries in the Concepts category in Table 7.
Management — The entries in the Management cate-
gory we divided according to the components of the
Application Lifecycle Management (ALM) [90].
Note that a single study does not address all aspects

IThe form is available at https://tinylink.net/KXVJO
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of ALM. ALM is an umbrella term that covers
different aspects of application delivery, from plan-
ning, developing, testing, deploying, and finally
maintaining. The ALM process (and hence our
category) consists of several phases presented in
Table 8.

Supporters — This is the last category and regards
the technology, tools, and platforms used in
the given observability domain. In this category,
we propose the entries presented in Table 9.

The distinguished categories can be classified according to
two different perspectives:

o General — covering the research contribution type, the

methodology, and some properties as, e.g., background.

« Observability-related — covering the observability con-

cepts and, particularly, the technology stack, the man-
agement techniques through the CNApps lifecycle, and
last but not least, the proposed supporters, i.e., tools,
platforms, and technologies.

In summary, in this subsection, we distinguished four
categories that describe the selected studies. They estab-
lish two different perspectives on the classification of the
studies. The general perspective regards all studies and classi-
fies them generally. The observability-related categories with
their entries aim to answer research questions. To recall, RQs
cover diverse areas of the investigated field and give a realistic
level of coverage for the Cloud-native observability domain.
This Is illustrated in the following graph (Fig. 6). The four
RQs map to the feedback on observability-related concerns
in the following way:

« About RQ1 queries the category Concepts,

« about RQ2 queries the categories Concepts and Manage-

ment,

« about RQ3 queries the categories Management and Sup-

porters,

o RQ4 is a core of the mapping. Feedback in all categories

answers this research question.

E. SYSTEMATIC MAP

Table 10 presents some final content of the analysis of
primary studies related to observability of CNApps. This
table and the rest form responses, constitute the input
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TABLE 5. Selected studies.

&
% '*&i@@&
) \\o‘\i@?@o @\i:@o\@‘
& oga & 00 TR
TR E RS
Ref Title | Domain| Type | Year
S1 A Black-Box Monitoring Approach to Measure Microservices Runtime Performance [34]. X X 2020
S2 A layered framework for root cause diagnosis of microservices [35]. X X X X 2021
S3 A Microservices Platform for Monitoring and Analysis of IoT Traffic Data in Smart Cities [36]. X X 2019
S4 A Multitenant Container Platform with OKD, Harbor Registry and ELK [37]. X X X 2019
S5 A protocol-independent container network observability analysis system based on eBPF [38]. X X 2020
S6 A Scalable Monitoring Framework for Network Slicing in 5G and Beyond Mobile Networks [39]. X X 2021
S7 A Survey of Software Log Instrumentation [40]. X X 2021
S8 A Survey on Observability of Distributed Edge & Container-Based Microservices [41]. X X X|X 2022
S9 A Tracing Based Model to Identify Bottlenecks in Physically Distributed Applications [42]. X X 2022
S10 Adaptive processing rate based container provisioning for meshed Microservices in Kubernetes Clouds [43]. X X 2022
S11 Al-based Autonomic & Scalable Security Management Architecture for Secure Network Slicing in B5G [44]. X X 2022
S12 Ananke: A framework for Cloud-Native Applications smart orchestration [45]. X X 2020
Anomalous distributed traffic: Detecting cyber security attacks amongst microservices using graph convolutional net-
S13 works [46]. X| x 2022
S14 Automated Analysis of Distributed Tracing: Challenges and Research Directions [47]. X| X 2021
S15 Autonomic Management Framework for Cloud-Native Applications [17]. X X 2020
S16 Benchmarking for Observability: The Case of Diagnosing Storage Failures [48]. X X| X 2021
S17 Deploying the observability of the SigSaude system using service mesh [49]. X X X X 2020
S18 Design, monitoring, and testing of microservices systems: The practitioners’ perspective [50]. X X 2021
S19 Detecting anomalies in microservices with execution trace comparison [51]. X| X 2021
S20 DevOps for IoT Systems: Fast and Continuous Monitoring Feedback of System Availability [52]. X X 2020
S21 Distributed monitoring system for microservices-based IoT middleware system [53]. X X X X 2018
S22 Does migrating a monolithic system to microservices decrease the technical debt? [54] X X 2020
S23 Efficient resourceful mobile cloud architecture (MNRARSA) for resource demanding applications [55]. X X 2020
S24 Enjoy your observability: an industrial survey of microservice tracing and analysis [56]. X X 2021
S25 Graph-Based Trace Analysis for Microservice Architecture Understanding and Problem Diagnosis [57]. X X 2020
S26 Improving observability in Event Sourcing systems [58]. X| X 2021
S27 JCallGraph: Tracing microservices in very large scale container cloud platforms [59]. X X X 2019
S28 Kmon: An In-kernel Transparent Monitoring System for Microservice Systems with eBPF [60]. X X X 2022
S29 Kubernetes Security and Observability: A Holistic Approach to Securing Containers and Cloud Native Applications [61]. X X X x| 2021
S30 Latent Error Prediction and Fault Localization for Microservice Applications by Learning from System Trace Logs [62]. X X 2019
S31 Localizing and Explaining Faults in Microservices Using Distributed Tracing [63]. X X 2022
S32 LongTale: Toward Automatic Performance Anomaly Explanation in Microservices [64]. X X X 2022
S33 Metrics selection for load monitoring of service-oriented system [65]. X X 2021
S34 MicroRank: End-to-End Latency Issue Localization with Extended Spectrum Analysis in Microservice Environments [66]. X X 2021
S35 Microservices in IoT Security: Current Solutions, Research Challenges, and Future Directions [67]. X 2021
S36 Monitoring Network Flows in Containerized Environments [68]. X X 2022
S37 Monitoring solution for cloud-native DevSecOps [69]. X 2021
S38 Observability, Microservices for the Enterprise [70]. X X X X 2018
S39 Observability, Cloud Native Architecture and Design [71]. X X X X 2021
S40 Offline Trace Generation for Microservice Observability [72]. X X 2021
S41 On Observability and Monitoring of Distributed Systems — An Industry Interview Study [73]. X X X X X 2019
S42 Performance characterization of containerization for HPC workloads on InfiniBand clusters: an empirical study [74]. X X 2021
S43 Predicting cloud-native application failures based on monitoring data of cloud infrastructure [75]. X 2021
S44 Prometheus and AIOps for the orchestration of Cloud-native applications in Ananke [76]. X X 2021
S45 Refining microservices placement employing workload profiling over multiple kubernetes clusters [77]. X X 2020
S46 Rusty: Runtime Interference-Aware Predictive Monitoring for Modern Multi-Tenant Systems [78]. X X 2020
S47 Secure end-to-end processing of smart metering data [79]. X X 2019
S48 Service Candidate Identification from Monolithic Systems Based on Execution Traces [80]. X| x 2019
S49 Service Mesh Based Distributed Tracing System [81]. X X 2021
S50 SLATE: Monitoring Distributed Kubernetes Clusters [82]. X X 2020
S51 SRv6-PM: A Cloud-Native Architecture for Performance Monitoring of SRv6 Networks [83]. X X 2021
S52 T-Rank:A Lightweight Spectrum based Fault Localization Approach for Microservice Systems [84]. X X 2021
S53 The Kaiju Project: Enabling Event-Driven Observability [85] X X X X 2020
S54 Using Service Dependency Graph to Analyze and Test Microservices [86]. X X 2018
S55 ViperProbe: Rethinking Microservice Observability with eBPF [87]. X X 2020
S56 X-MAN: A Non-Intrusive Power Manager for Energy-Adaptive Cloud-Native Network Functions [88]. X 2021

of the researched SMS. The SMS is an interpretation
of all responses in the form. Every response is calcu-
lated. The frequencies obtained in the distinguished cate-
gories allow us to identify gaps and possibilities for future
research.
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Sum 38 13 28 24 28 5 1

IV. DISCUSSION OF RESULTS

The analysis of the annual CNCF report leads to a list of
technologies that are considered stable and mature. Those
technologies form the basis for most observability-related
tools. In this section, we analyze the selected primary studies
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TABLE 6. Contribution category.

Type of the study
Evaluat- This type of study sounds like an investigation. The study practi-
ion cally assesses the identified observability problem or the observ-
research ability implementation technique.
. The study proposes a new solution for observability. The solution
Solution . o . ? L
is based on observability concepts or is an extension of existing
proposal ) o I
observability techniques.
Validat- .. . .
ion The study is in the experimental phase. It proposes a novel solution
for observability that has not yet been implemented in practice.
research
P}I:ili(;io_ The study proposes a new way to look at observability concepts, a
P new conceptual framework, taxonomy, etc.
paper
The study presents a subjective point of view on an observability
Opinion topic. The statements are isolated from related work and other
paper research methodologies. It states whether an approach is good or
bad.
The study presents personal experiences from, e.g., a project and
Experien-  the learned lessons. The presented point of view comes from
ce paper people who have used the approach (tools) in practice and report
the experience.
Method to achieve the type
It is an in-depth study that analyzes things to find patterns and
Case . . . . . .
study causes of a particular behavior. A case study is used in finished
’ products.
Example It presents a single situation and is used to explain the approach.
Simulat- It differs from the case study, as it analyzes ideas and concepts in
ion approaches that are still not production-ready.
Experim- . . . .
- The study depicts two variables that test a given hypothesis.
Proof The study has a solid theoretical background with mathematical

definitions, theorems, etc.

It presents the personal experiences from using the technique and
Report covers the configuration details that help to achieve the same

context. It is relevant for practitioners.

gﬁpllcat- It is a computer software.

Frame- It is a building block of observability paradigm covering the
work concepts and rules. It is independent of any implementation details.
Property of the study that helps to assign the contribution type and method
Novelty a significant improvement

Back- discussion of related work are sufficient

ground

Technical  the research is used in production

E;(};;:_ the presented research is surprising and provokes discussion

TABLE 7. Concepts category.

The computing field apart from Cloud-native addressed in the
Comm- study. It can be distributed computing, peer-to-peer computing,
unity cloud computing, edge computing, fog computing, internet of
things (IoT), or autonomic computing.
Subject They can be computing or non-computing. The examples are big
areas data, virtualization, HPC, medicine, physics, education, etc.
The domain (monitoring, logging, tracing) of the observability
elaborated in the study.
The entry comprises the technology stack that builds the observ-
ability ecosystem. The distinguished building blocks are shown
in Fig. 3. Starting from the top these are Analysis/Visualization,
Data backends, Data Collector, Telemetry data (which are already
Eco- included in Domain entry), and CNApps with their Execution En-
system vironment. Lastly, there is the Instrumentation of CNApps-related
blocks. The selected studies especially concentrate on the Exe-
cution Environment, covering the Microservices, Oerchestrator,
Image and Infrastructure categories. All of them have following
entries: construction, communication, management, execution.

Domain

with the CNCF defined taxonomy in mind. Note that the first
CNCEF project graduation (Prometheus) took place in 2018,
a date that directly corresponds to the range of our SMS.

A. GENERAL FINDINGS

Cloud-native observability has not been extensively
researched yet (Section II). In our SMS, only three
papers [S21], [S38], [S54] have been published in 2018.
However, Fig. 7 shows that the trend is increasing each
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TABLE 8. Management category.

include a range of factors such as end-user needs, compliance, and
governance requirements. The entry is divided into two groups:

o Functional — these are major concerns that have an impact on
the final features of concepts of similar classes:

-- Architecture, e.g., topology, construction, middleware

Require- -- Execution, e.g., provisioning, scheduling

ments -- Management, e.g., SLA management (resource availabil-
ity), policy-driven, end-to-end performance, root cause
analysis

o Nonfunctional — distributed, heterogenous, (self-)adaptable,
autonomic, interoperability, self-service, integration, profiling

DiElepp- according to DevOps

ment

Tests compliance, governance, efficiency, usability, security, perfor-
mance, and other benchmarks.

Dlgailey- athough Cloud—native requires that th.is step is completely autom-

- at'lz'ed, thls does not hz?ve to be de§cnbed in the study. Hence we
distinguished: automatic, not mentioned.

z:l]a:enten- faults correction, adaptation, migration.

TABLE 9. Supporters category.

Property of the study that helps term used the supporters
Free a boolean indicating whether all supporters are freely avail-
able.
informs which communities use these supporters. It can take
Used by the following values: CNCF, Business, Other Research, and
Own Usage.
Containeriz-
ation and or-  in Cloud-native these are mandatory features. These parame-
chestration ters indicate the deployment environment.
techniques
Names the names of elaborated components.
30

20

) |II
m

2018 2019 2020 2021 2022

FIGURE 7. Distribution among years.

year. The first mentioned study [S38] is a chapter from the
book Cloud Native Architecture and Design. It discusses
observability and scarcely its domains. In our opinion, it does
not propose, as the title of the book suggests, architecture
and design concepts. Rather, it concentrates on the imple-
mentation and demonstrates useful tools such as Prometheus
for metrics, Spring Cloud Sleuth, Zipkin, and Jaeger for
tracing, Fluentd for logging, and Grafana for visualization.
However, these tools have already been recommended by
CNCEF. More significant studies are expected to be published
in the coming years. Fig. 8 presents the distribution of the
studies in the observability domains while pointing to the
most cited studies.

Extending the Cloud-native system of the observability
capabilities requires deep reengineering of the system [S2],
[S8]. The management of CNApp must address the entire
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TABLE 10. Selected form responses.

Ecosystem entries Management category
p-services | Infrastructure Requirements Maintenance
=
=l g = = .g = 5} = = -§
SR EEEBEEEEE 2(3|E|5
S EEHE R EEER: . : SAHEE
Ref| & 5| 25 5| HEIEIE Other ((non)+functional) Dev Ops Other (Testing) 2|8 ‘% £| Other
HEHEHEEEEEEE HEEE
OlEI=|T [ 8|=|" <] |= S
@] &) o
SI x x x X X X X x low overhead, accuracy energy efficiency cost of data collection
S2 X X fault injection
S3 X X X X|X X X X|x X x devops, reliability kuberpetes operators_deploy- time constraints X state persistence
ment in cloud
S4 X By X X security policies CI/CD policies integration X
S5 X X X XX X X chaos engineering X anomalies detection
S6 X X X X[X X X X|X X X privacy, multi-tenancy devops integration resource utilization X x slice management
S7 x x X X X x Seeurity apd 9“*‘1?‘?' of observ- ci/cd pipeline code coverage X X
ability, maintainability
S8 X X
- . . . . monitoring quality of the
SO x x x x X tracing is available CI/CD pipeline for tracing root cause analysis X X trace data
S10 x x X X|[x X X X observability effectiveness evaluation of algorithms X X policies violations
SIl x x x X X X |X X X security CI/CD pipeline X |x software evolution
S12 x x x X X X X QUetyy o mwitlioitg diiz, performance analysis optimal resource allocation X [X X SvEilinEl] Gonisiey
tolerance system
S13 X penetration testing
S14 X X X x anomalies detection in traces trace data quality analysis X [X trampg S.t e e
specification
SI5x x x X X X|X X X availability X X
S16 X X X tracing tools
S17 x x X X X X|Xx X x centralized observability CI/CD pipeline X X metrics management
S18 x x x X X X X x different design patterns CI/CD pipeline survey study X survey study
S19 X X fault injection X
S20 x X X X X emeriTelly @siEation el iEsiling CUCDA Plpelme, qalilyy @i €= IoT system used in production |x [x monitoring on demand
loop servability
S21 X X X X X|[X trace sampling X
S22 x Xl BX S P X X deployment of architecture X X
S23 x x X X X[X X X virtualization X X
$24 vl L 5 |5 | | ety af merisms trgce and log dependency anal- X . Lra'ce and root cause anal-
ysis ysis system
S25 X X X
S26 x X X X
S27 X X X x overhead minimization devops integration stress test sampling X invocation context
S28  x x X X N resources overhead X
S29 X X X X X X X analyzing logs X
S30 X X X X x error prediction data collection X X
S31 X X X x devops integration detecting faults fault injection X X
S32x x x X X X X X X observability quality X X long-run monitoring
S33 X X X|Xx X load tests load management
. . devops integration, chaos engineering and fault lo- holistic monitoring, root
S34 X X X|X X X Xx|x x x overhead, e2e tracing efficiency q L X X X .
microbenchmark calization cause analysis
S35 X x x x ethical consideration integrating microservices X
S36 X X X x low overhead network monitoring
S37 x X X X X X X security CI/CD security pipeline continuus testing X system monitoring
S38 x x x X X X observability stack containerization of apps
- [T anomalies detection for differ-
S39 X X X X usability and visibility ent stakeholders X
S40 x x x X x x|x x x adherence to standards focus on abstractions X benchmarking
S41 X X X X s;?g;tl;y’ governance and exten- recovery and fault detection X root cause analysis
S42 X X [X
43 X < x x|x x x scalability and resiliency model training and optimaliza- 1at.enc'y deterioration and faults <lx x
tion injection
S44 X X X virtualization X
S45 X X X[X X X X X resources management devops integration networking test X x devops in IoT
S46 X X PCM metrics performance prediction interference scenarios X
S47 x x x X X X X computation privacy redundancy, replication
S48 x x X x reliability extensibility of system X X
S49 X X X X x service level error detection devops integration fault injection X \{lsuallsgtlon and verifica-
tion tracing
S50 X X B X X X authentication devops integration storage X X devops in maintenance
S51 X X X X|X X Xx real time processing CI/CD pipeline X X network heterogeneity
S52 X X X X X [x x x low overhead, accuracy CI/CD pipeline fault injections X root cause analysis
S53 x X X X X usability cluster management X X logs aggregation
S54 % x X 5 | st cmveme, d_etection of cyclic dependen-
cies
o . . . offline and online metrics
S55x x x X X X |[x X x configurability deployment patterns dynamic metric selection X analysis
S56 x x x X X X|X X X no instrumentation, reliability devops integrations latency, throughput X energy managemnet
Sum 24 3536 37 12 20 28 20 47 28 46 181722 12
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[S30][S25]
[S48][S54]
[S23][S22]
[S18][S35]
Monitoring
48%
[S7][S24]
Logging /

16%

FIGURE 8. Distribution between observability domains.

TABLE 11. Distribution between popular publication forums.

Name Count Studies
Journal of Systems and Software 3 (5221 {2%2}
o« IEEE Transactions on Network and 3 [S6] [S51]
‘é Service Management [S56]
E Journal of Grid Computing 2 [S14] [S15]
IEEE Access 2 [S45] [S8]
Journal of Cloud Computing 2 [S23] [S47]
European Software Engineering
Conference and the Symposium on
the Foundations of Software 2 L] (152551
Engineering (ESEC/FSE)
§ IEEE International Symposium on
S Network Computing and 1 [S2]
& Applications (NCA)
5 IEEE/ACM International
© Symposium on Cluster, Cloud and 1 [S52]
Internet Computing (CCGrid)
International Conference on
Service-Oriented Computing 1 [S41]
(ICSOC)
International World Wide Web 1 (S34]
Conference (WWW)

CNApp execution environment. The observations must be
performed across all levels in the Cloud-native application
stack [S15]. Paper [S18] proposes to observe the changes
in the code while the system migrates from a legacy and
monolithic system to an ecosystem of microservices. This
analysis helps to understand the technical debt. Such a holistic
view aims to gain a deep understanding of how to design
microservices systems, monitor, and test them [S18].

Among the detailed parameters of the studies, its publica-
tion title allows one to determine the most popular journals
and conferences that researchers find appealing to present
their work. Regardless of the quality of the publication forum,
the study counts are small. However, it should be noted that
the following study is the most cited and has 113 citations
[S30] -

X. Zhou, X. Peng, T. Xie, J. Sun, C. Ji, D. Liu, Q. Xiang,
C. He (2019). Latent Error Prediction and Fault Local-
ization for Microservice Applications by Learning from
System Trace Logs. In Proceedings of the 2019 27th
ACM Joint Meeting on European Software Engineering
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FIGURE 9. Distribution between type of contribution and research
method.

Conference and Symposium on the Foundations of Soft-
ware Engineering.

1) RESEARCH CONTRIBUTION AND THE METHODOLOGY
Fig. 9 shows the distribution of primary studies by their type
of contribution (shown in the inner ring) and the research
method (shown in the outer ring). The two largest groups
of contribution types are solution proposals (25) and eval-
uation research studies (17). Both groups are diverse in
terms of the adopted methods. There are then six valida-
tion research papers that exclusively rely on the experiment
method [S6], [S10], [S13], [S19], [S23], [S25]. Showing
an experiment is the most frequently used research method
(21 papers), followed by the framework (9), case study (8),
report (6), example (5), and simulation (2). Within the report
methodology, several studies have used user surveys for var-
ious purposes. These are experience papers [S18], [S24], or
opinions [S41].

B. OBSERVABILITY-RELATED FINDINGS
During the keywording process of the observability SMS
procedure (Fig. 4), we created a cloud of keywords. Fig. 10
shows the results. In this step, we can already draw the
following conclusions. Cloud-native is most often described
as composed of microservices (e.g. [S2], [S45], [S52],
[S55]) running as Docker containers that manage the Kuber-
netes orchestrator (e.g. [S4], [S10], [S29], [S45]). The
second-top keyword is monitoring (e.g. [S1], [S3], [S44],
[S18]). From the observability ecosystem, this is the most
widely researched telemetry but is also tracing (e.g. [S27],
[S34], [S54]). Following the figure, the collected data help
in anomaly detection [S13], [S32], fault localization [S30],
root cause analysis [S34].

There are many directions of development (e.g., machine
learning [S5], 5G networks [S6], etc.) worth looking.
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FIGURE 10. The cloud of keywords.

TABLE 12. Distribution between main research focus.

Computing field Count Studies
Cloud Computing 48
Distributed Computing 48
Internet 1 [S3] [S8] [S9] [S20] [S21] [S35] [S41]
of Things [S44] [S45] [S47] [S49]
. [S6] [S8] [S9] [S11] [S20] [S31] [S36]
Edge Computing 11 [S50] [S51] [S56]
. . [S7][S10] [S12] [S15] [S23] [S28] [S30]
Autonomic Computing 9 [S36] [S53]
Fog Computing 3 [S3] [S20] [S56]
Peer-to-Peer Computing 3 [S23] [S34] [S36]

However, the efforts taken have a common goal, namely
improving the performance [S1], [S42], [S51] in various
directions (e.g., network [S36], middleware [S21], ker-
nel [S28], etc.) of a CNApp.

1) THE FOUNDATIONS

The first observability-related category is the Concepts that
concentrate on the basics of the Cloud-native with emphasiz-
ing observability. Cloud-native computing assumes the use of
cloud infrastructure which is central to the majority (48 out of
56) of the reviewed studies. The rest do not directly mention
Cloud Computing (CC), but, e.g. [S13] must operate in its
context.

The selected research also addresses Computing fields
such as the Internet of Things, Edge Computing, or Fog
Computing. However, all of them come from the needs of CC

The tight integration of enterprise systems with a
Cloud-native approach that is undoubtedly attractive from
the financial perspective cannot complicate resource manage-
ment and utilization. This requirement is particularly critical
if the management cost increases significantly. It explains
the appearance of Autonomous Computing in Table 12.
AC provides self-management of resources by ensuring their
capabilities, such as self-configuration, self-optimization,
self-healing, and self-protection [91]. They emerge as a result
of observing the whole execution environment.

The selected studies touch upon diverse subject areas,
among which we can find: Mobile systems (19), Big data
(11), Security (8), Machine Learning / Artificial Intelli-
gence (ML/AI) (7), Networking (6), Telecommunication (6),
Visualization (6), High-Performance Computing (HPC) (2).
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We found a few papers focusing on scientific computing,
e.g., HPC systems [S42]. However, we can conclude that in
HPC/scientific computing monitoring in the traditional sense
is still employed.

a: THE ECOSYSTEM
The core of the observability ecosystem (Fig. 3) makes up its
telemetry data. They are the subject of research in all primary
studies. Apart from the data, the studies also focus on the Exe-
cution Environment (bottom part of the ecosystem figure).
Our form surveys some of its components. The responses
group into four concerns: construction, communication, man-
agement, and execution. Table 10 contains the responses of
(1) the microservices and (ii) the entries of the computing
infrastructure. At the end of the table, we also present some
statistics. These concerns among orchestration systems and
containers are as follows: construction — 14, communication
— 13, management — 19, and execution — 22. The results
are less than those achieved for microservices. It is because
microservices run as containers managed by orchestrators.
In some cases, the observability ecosystem (Fig. 3) or
its elements are themselves the subject of research. In
[S37], this is motivated by a lack of a solution for inte-
grated monitoring of infrastructure and applications. The
novel monitoring systems propose [S6] for 5G networks,
[S21] for microservice-based IoT middleware, or [S28] for
microservice systems in general. Subsection IV-B3 includes
an in-depth analysis in this regard.

2) MANAGEMENT TECHNIQUES

The management concerns address a wide range of topics,
as described in Section III-D. For example, some studies
address the observability as an aspect of application devel-
opment (e.g., [S28]). In contrast, others focus entirely on
observing a given application or system in a specific use case
(e.g., [S45)).

Table 13 and partially Table 10 summarize our find-
ings in the context of the functional requirements of the
selected studies. We organized them into the following three
groups: (i) Architecture, (ii) Execution, and (iii) Require-
ments. The architecture group focuses on the topology and
construction of the observability layer and its dependencies,
especially on issues related to microservices architecture and
patterns such as Application Programming Interface (API)
composition. In addition, middleware often addresses pat-
terns used in application processing (e.g., Saga or Command
and Query Responsibility Segregation (CQRS)). Studies also
often address the observability of the network, its efficiency,
and overhead.

The Execution group, on the other hand, is dominated by
the provisioning concern (compare the number of studies
in that group, which list Table 13). It is mainly due to the
complexity of the execution environment. Hence, as part of
the observability process, also because of the need to analyze
all environmental traces. The scheduling concern addresses
the issues related to scaling and optimizing execution
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TABLE 13. Distribution between functional requirements.

Req Concern Terms Count Studies
. . . . [S1][S6] [S8] [S12] [S15] [S17] [S18][S20] [S23] [S24] [S28]
topology architecture design, microservices 30 [S29] [S30] [S31] [S34] [S35] [S40] [S41] [S44] [S50] [S51] [S52]
dependencies, scalability [S53] [S55]
° e system components, service mesh, software 29 [S3] [S4] [S5]1 [S7][S9] [S10] [S11] [S15] [S18] [S23] [S28] [S32]
3 stack selection [S40] [S43] [S48] [S49] [S50] [S52] [S54] [S55] [S56]
ot [S4] [S5]1[S6] [S10] [S16] [S18] [S21] [S22] [S26] [S31] [S33]
= iddlews iddleware API 22
g mmodeware micdleware [S34] [S35] [S38] [S40] [S44] [S47] [S51] [S52] [S53] [S56]
< . processing network flows in system, data
networking Slinelopology 10 [S3] [S36] [S6] [S42] [S18] [S51] [S56]
efficiency resource overhead, bottleneck 3 [S9] [S18] [S12]
rovisionin run-time tracing, system overhead, slice 0 [S3] [S4] [S5] [S6] [S10] [S11] [S15] [S17] [S23] [S28] [S30] [S32]
g P & isolation, creating, faults injection [S34] [S35] [S36] [S38] [S40] [S41] [S43] [S47] [S51] [S52]
=}
B . scalability, autoscaling, queuing,
§ scheduling optimizing, load balancing 16 [S6] [S10] [S44] [S47] [S15] [S17][S55] [S28] [S29] [S30]
F teamwork team organization and communication 2 [S37]
anomalies detection and analyses, failure
Lo s > [S2] [S5] [S7] [S11] [S14] [S19] [S24] [S25] [S26] [S27] [S30]
root cause prediction, faults injection and management, 36
- dependency analysis [S31][S32] [S34] [S35] [S39] [S41] [S43] [S49] [S52] [S53] [S54]
‘LE’ load management, observability overhead, [S6] [S7][S8] [S10] [S11] [S12] [S15] [S17] [S18] [S20] [S22]
% SLA resource availability, quality of service, 30 [S23] [S27] [S28] [S29] [S33] [S36] [S39] [S41] [S45] [S48] [S50]
g SLA violations and management [S51] [S52]
= end-to-end (e2¢) microservice performance, response time, 28 [S1] [S3] [S6] [S8] [S10] [S12] [S18] [S27] [S29] [S30] [S31] [S32]
latency analysis, e2e tracing [S34] [S36] [S39] [S40] [S41] [S49] [S50] [S51] [S52] [S55]
policy-driven policy-based configuration and management 10 [S32] [S33] [S35] [S6] [S41] [S11] [S15] [S48][S28]

overhead. Finally, only one study focuses on the execution
of observability aspects in many functional teams [S37]. It is
worth noting because it reflects the multi-aspect implications
of observability.

In the last group, i.e., the Management group, an important
role plays root cause analysis. It includes topics related to
fault injection and management, anomaly detection, and ser-
vice dependency analysis. Observability of the system often
requires specific SLA agreements, especially in resource
management, resource utilization, overhead, and high avail-
ability. These three top characteristics equally distribute in
our analysis. Finally, an important role plays a policy-driven
approach.

Summing up our findings, an application’s complete life
cycle management relies on observability, including security
and automation.

The distributed nature of modern cloud applications and
the increasingly complex integration of the execution envi-
ronment are the most important non-functional requirements
(Table 14). Surprisingly, scalability is not the primary con-
cern. It is mainly because the execution environment offers
some mechanisms for scalability on which the observabil-
ity components may rely (such as CC and Virtualization).
In addition, the characteristics of the Development phase,
where DevOps integration and CI/CD pipeline dominate
(DevOps column in Table 10), support this claim.

Another vital aspect that is visible in our survey is the
increasing importance of the quality aspects of the observ-
ability (column Other (non)-+functional in Table 10). Among
the responses, the stress is on the quality and compatibility
of the data ([S7], [S12], [S14], [S40]), accuracy and time
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TABLE 14. Distribution between non-functional requirements.

Almost every study is distributed. Hence, we do not list them.

Concern Count Studies
distributed 48

[S1][S3] [S4][S5] [S6] [S7] [S9] [S10]

[S11][S12] [S14] [S15] [S17] [S18] [S20]

. . [S21] [S22] [S23] [S24] [S28] [S29] [S30]

e = [S34] [S35] [S38] [S39] [S40] [S41] [S43]

[S44] [S47] [S48] [S49] [S50] [S51] [S52]

[S55] [S56]

[S31[S4] [S6] [S9] [S10] [S11] [S12]

autonomic 18 [S14] [S15] [S16] [S23] [S27] [S43] [S44]

[S46] [S50] [S52] [S54]

[S5][S8][S9] [S11] [S15] [S18] [S21]

heterogenous 17 [S23] [S28] [S34] [S36] [S38] [S40] [S41]

[S45] [S51] [S54]

. [S3][S5][S6] [S15] [S18] [S21] [S22]

“g.ei?"Per' 18 [S32] [S35] [S39] [S40] [S47] [S48] [S51]

abtlity [S53] [S54] [S56]

[S1][S5][S6] [S12] [S14] [S15] [S16]

profiling 17 [S23] [S27] [S32] [S33] [S41] [S45] [S51]

[S52] [S55] [S56]

self- . [S1][S4] [S7][S10] [S12] [S15] [S17]

adaptable [S23] [S28] [S39] [S52] [S56]

self-service 7 [S4] [S15] [S22] [S23] [S41] [S47] [S56]

scalability 7 [S43] [S18] [S49] [S54] [S3] [S6] [S17]

constraints ([S1], [S51]) and the usability of the observability
([S39], [S41], [S53], [S46]).

Similarly, from a testing point of view, the focus on per-
formance and efficiency of resource usage dominates in the
analyses (Table 15).

The adaptation and faults correction concerns dominate
from the application maintenance point of view (Maintenance
columns in Table 10). It aligns with the requirements con-
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TABLE 15. Testing concerns.

TABLE 18. Distribution between laaS providers.

Almost every study touches performance aspects, hence we do not list them. Taa$S cloud provider Count Studies
Concern Count Studies OpenStack on private cloud 3 [S11][S14]
performance 43 [S47]

[S1I[S31[S5] [S6] [S71[S9] [S10] [S121[S17] MS Azure 1 [S22]
[S18] [S20][S22] [S23] [S24] [S27] [S28] Alibaba 1 [S5]
efficiency 34 [S29] [S31] [S33] [S34][S36][S40] [S41] Huawei 1 [S14]
[S42] [S43] [S45] [S46] [S47] [S49] [S51] Google 1 [S28]
[S52] [S53] [S55] [S56] Amazon 1 [S50]
[S4]1[S6] [S7] [S8] [S11][S12] [S15][S20] Kubernetes playground 1 [S51]
security 17 [S29] [S35] [S37] [S39] [S41] [S47] [S48]
[S50] [S51]
. S6] [S7] [S8][S9] [S14] [S15] [S16] [S30 PP -
compliance 15 [[S]3£] [é3[9] ][5[40} {544} {548} {551} {352} TABLE 19. Distribution of observability software usage.
governance 7 [S6] [S10] [S11] [S15][S35] [S41] [S50]
Domain Name Count Studies
Observability  Elastic 4 [S2] [S4] [S27] [S43]
TABLE 16. Distribution of containerization techniques. Stack
Deployment asperathos 1 [S47]
Container type Count Studies and control CloudR | 5
[SITS311S4] [SSTTSI3][S15] Monitoring Pr(())lrlrletel‘lrelflzr 16 Tab[le 21]
D [S17] [S18][S19] [S21] [S22] )
ocker 20 Thanos 1 Table 21
[S30] [S37] [S42] [S47] [S51] cAdvisor 1 [S11]
[S52] [S54] [S55] [S56] nProbe 1 [S36]
Singularity 1 [S42] Zeek 1 [S36]
Apache Mesos 1 [S15] Telegraf 1 [S51]
OpenStack 1 [S47]
Monasca
TABLE 17. Distribution between the orchestrators. Logging Fluentd 3 [S29] [S38] [S53]
log4j 2 [S7] [S24]

Orchestrator Count Studies SLF4J 1 [S7]

[STT[S2] [S4T[S51 [S6] [59] Bpl ! (211813 [S14 [s[,?;%
[S10] [S11][S15][S17][S19] [S19] [S24] [S26] [S31]
i [S21] [S22] [S28] [S29] [S30] Tracing Jaeger 14

Kubernetes 31 [S31] [S34] [S38] [S39] [S40] [S32] [S34] {ggg} {2451(5)}
[S43] [S44] [S45] [S47] [S49] [S14] [S21] [S24] [S26]
[S50] [S51] [S52] [S53] [S55] Zipkin 8 [S38] [S40] [S49] [S55]
OpenShift 6 [S3] [S4] [S6] [S12] [S17] [S44] [S14] [524] [S34] [S40]
Docker Swarm 2 [S15] [S37] OpenTelemetry 6 [S49] [S52]
Data aggre-  Apache 5 DAL 5 {g;‘ﬂ

gation Kafka
cerns (where root cause and SLA topics are the most popular) Esper 1 [S53]
and the testing concern (where topics related to fault injection o (sl 5[]5 g ET’][SS} {2;’%
are widespread [S2], [S5], [S9], [S19], [S31], [S34], [S43], Visualization  Grafana 13 [S38] [$43] [S47] [S50]
[S49], [S52)). [S51]
Root cause MS-Rank 1 [S52]

detection

3) TECHNOLOGY, TOOLS, AND PLATFORMS Monitor 1 [S52]

Rank

Cloud-native applications are built from microservices hosted
in containers. The prevalent (Table 16) containerization tech-
nique in our primary studies is Docker. Singularity and
Apache Mesos are also mentioned, but the popularity of
those environments is low. Note that the popularity of Docker
is greater because most papers are focused on higher-level
considerations, such as orchestration and observability.

The services were typically orchestrated with Kubernetes
or OpenShift. Some researchers organize their services in
meshes, based mainly on Istio. The counts are summarized
in Table 17.

Regarding the runtime cloud environment, it seems that
there are no clear preferences concerning the IaaS provider
(Table 18). Most often the OpenStack is used for private
cloud, but the numbers do not show a significant domina-
tion. The papers rarely inform about the methods used for
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infrastructure creation; presumably, they are created using
environment-specific tools (it is noteworthy that Terraform
was mentioned only once [S11]).

Table 19 summarizes the software used in our primary
studies. The main interest is in software similar to that pro-
posed by CNCF for observability and analysis on its trail
map [15]. Software of CNCF graduated level (i.e., stable and
widely used in production) we highlighted in bold font. Con-
cerning monitoring, logging, and tracing, it is safe to assume
that the researchers follow the CNCF graduated projects. The
suggested technologies fit their needs.

Elastic offers a complete observability stack. It was for-
merly known as Elasticsearch and commonly referred to as

VOLUME 11, 2023



J. Kosiriska et al.: Toward the Observability of Cloud-Native Applications

IEEE Access

TABLE 20. Distribution between infrastructure-specific tools used for
observations.

Tool name Function Count Studies
[S5] [S28]
eBPF network traffic analysis 6 [S36] [S51]
[S55] [S56]
bee BPF toolkit 2 [S28] [S55]
linkerd network proxy 2 [S49] [S55]
XDP-tools bypassing system 1 [S56]
networking stack
Turbostat CPU monitoring 1 [S56]
TABLE 21. Distribution of data storage methods.
Tool name Type Count Studies
[S1][S4] [S6] [S11]
[S15][S17][S29]
Prometheus monitoring system 16 [S33] [S34] [S38]
[S39] [S43] [S44]
[S45] [S50] [S53]
Thanos monitoring system 1 [S50]
InfluxDB time series database 3 [S6] [S37] [S51]
Neo4j graph database 2 [S9] [S54]
ArangoDB graph database 1 [S51]
CascaDB key-value database 1 [S47]
PostgreSQL  relational database 1 [S17]
Maybe
27%
No Yes
~ 63%

1%

(a) Percentage distribution of responses to question: Are all
supporting technologies freely available?

42

41
) J l
39

CNCF business  own research

(b) Responses to question: Which communities use the supporting
technologies?

FIGURE 11. Additional features of the supporting technologies.

the ELK Stack (from Elasticsearch, Logstash, and Kibana).
Elasticsearch is the core component of the Elastic Stack. Its
unified interface for logs, traces, and metrics, which simpli-
fies insight into the cloud system, is a significant virtue of this
stack.

Observing the underlying systems sometimes forces us
to use infrastructure-specific tools (Table 20). Noticeably,
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Extended Berkeley Packet Filters (eBPF) is of significant
focus. It provides a low-level interface for network traffic
analysis and CNCEF projects that is, Cilium, Falco, or Hubble
use it.

The results of the observations are kept by the monitoring
systems or stored directly in databases (Table 21).

Research must be reproducible. To do this, all supporting
technologies should be freely available. Fig. 11a shows the
distribution of this characteristic among our selected studies.
Thirty-five of them use free software, and only six studies use
software with paid licenses.

Fig. 11 summarizes our findings. It is noteworthy that
reviewers of two-thirds of the studies noted that all supporting
technologies are freely available. Furthermore, more than
70% of the used technologies CNCF recommends.

V. CONCLUSION

Building and executing applications as Cloud-native is an
architectural style that has gained importance in the research
community. Its crucial aspect is observability, which consists
of monitoring, logging, and tracing. Although Cloud-native
observability is not a new research topic, there have been
no systematic review studies so far that motivated our work.
In this paper, we conducted a systematic mapping study
(SMS) in which we reviewed 56 recent publications, which
we selected according to the defined search criteria.

The main contribution of our work is a systematic map,
which we presented in Section IV. We summarize the main
conclusions in the following grouping. Each group represents
our research questions.

« RQI: What provides the motivations for equipping
CNApps with observability capabilities? — The main
motivations come from the execution stage of Cloud-
native applications. They relate to (i) provisioning
focusing on run-time tracing, (ii) measuring the sys-
tem overhead, and (iii) scheduling, including scalability,
autoscaling, and load balancing. From the management
perspective, the most important motivations are those
that relate to root cause detection (anomaly detection,
failure prediction, fault management, dependency anal-
ysis), SLA management (including load, availability,
QoS, and violations), as well as end-to-end management
(covering performance, response time, latency analy-
sis, and end-to-end tracing). Finally, observability is
motivated by the distributed nature of the application,
integration with many technologies, autonomic features,
heterogeneity, and interoperability, as well as testing
concerns such as performance and efficiency.

« RQ2: Which research areas are addressed? — In this
respect, we observed that the main research areas are
traditionally cloud and distributed computing, but new
areas, including IoT, Edge, and Fog Computing, have
also appeared. An important observation is the relation
of Cloud-native observability studies to big data, secu-
rity, and ML/AI topics.
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« RQ3: How are observation approaches implemented?
— Looking at the implementation landscape, we see
that some solutions are most popular in research. Most
notable are Prometheus as a monitoring system, Fluentd
as a logging system, Jaeger as a tracing system, and
Grafana as a visualization system. As a general-purpose
observability stack, Elastic is the most popular. These
often couple with Docker, Kubernetes, and OpenStack
as an alternative to standard public clouds.

e RQ4: What are the recommended future trends in
CNApps observability research? — Based on our
research, we identified the following gaps in require-
ments and research areas covered. First and foremost,
in the category of CNApp execution, scheduling has
not been widely addressed. Second, in management cat-
egory, policy-based approaches haven’t been covered
much. Third, from non-functional requirements con-
cerns, we observed that the self-* aspects of applications
and systems are not widely explored. Fourth, testing,
security, compliance, and governance have not received
much attention. Finally, we also expect that observability
would cover ML/ALI, visualization, and security.

One of the significant notions not addressed in this paper
is Serverless Computing, which can be closely related to
cloud and microservice architectures. We can expect that with
increasing interest in serverless approaches and in the light
of converging technological solutions (e.g., Knative server-
less frameworks based on Kubernetes), the observability of
serverless computing and applications will become a com-
pelling research area. Another general trend we observe in
computing is the expansive growth of data-driven methods
for data analysis based on the progress in ML/AI techniques.
This trend will influence the observability domain, as we
expect the observability data to be input into ML models,
which can drive autonomous decisions of computing sys-
tems and applications. It will require more quality data and
careful development of models. Also, we can expect that
the observability methods and frameworks for Cloud-native
applications will enable new research areas in performance
evaluation, benchmarking, and modeling. To enable this, the
information gathered during observations must be exploited
by the systematic experimental studies of real applications
and systems in a Cloud-native style.
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