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ABSTRACT Ever since its emergence, the concept internet of things (IoT) has been applied in many fields.
In the area of medical sciences, a new concept “Internet of Medical Things” (IoMT) has been explored.
IoMT establishes a connection between humans & machines and serves both of them. It has been expected
that, by 2025, services of oM T would reach the entire world. IoMT has covered a wide scope pertaining to
health but unfortunately been facing many security challenges. Healthcare systems consist of sensitive and
significant data, which is unorganized and noisy and needs additional power to be calculated for effective
analysis & workable results. This data is worked upon for the purpose of making critical decisions. Therefore,
it has become the main target of Cyber Criminals. The need of robust security and privacy (S&P) is gradually
increasing as more and more devices are getting connected to the [oMT. The S&P of the IoMT has now
become a great challenge, considering the utmost significance and vulnerability of the data in the healthcare
industry. Lack of sufficient S&P in IoMT devices keeps the patient’ privacy at high stake. This research is
intended to propose a Security Model to cope with these Security threats, attacks, issues and challenges.
The proposed model has been developed by thoroughly investigating all the major security models through a
detailed systematic literature review. The SLR has been conducted to explore all the security threats, security
attacks, security issues and security challenges. Extensive meta-analysis has been performed for each of the
defined category in order to prioritize these risks. After analyzing these risks, a comprehensive security model
has been proposed. The interface has been developed in Python which is well structured, user friendly and
easy to implement. The developed module not only identify and prioritize the risks but also automatically
control different level of threats. The developed system also contain user intimation modules in case of any
threat. This research is based on a very flexible and comprehensive model, which would be highly beneficial
to future researchers who desire to work on existing models for the improvement as well as to those who
wish to create new security models for [oMT.

INDEX TERMS Internet of Medical Things, security, issues, healthcare, privacy, IoT, stakeholder.

I. INTRODUCTION

Sensors, as a tool of smart healthcare, are very important
smart devices that measure heart rate, blood pressure, sleep
patterns, body temperature, brain activity and other data
related to health [S1]. 1/3rd of the IoT the devices are
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available for health care at present which are expected to rise
by 2025 for approx. 40 percent having the global financial
value of Internet of Things technology i-e $6.2 trillion [S2].
IoMT provides solutions to the problems faced by outdated
medical systems like lack of health care resources, doctors
whereas, the research data collected through IoMT may be
used by researchers to diagnose and predict diseases [S3].
It measures the vital signs of patients to store on the cloud
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by aggregating them into medical data files so that health-
care workers may access them [S4]. Regular monitoring of
patients and elder people via wearable devices and sensors
gained attention. The goal includes monitoring blood pres-
sure, temperature and heart rates which are important for
toda’s world healthcare, Need of the day is remote real-time
healthcare monitoring to address all these challenges [S5].
IoMT brings some improvements in lives of patients in clin-
ician’s work and health system’s economy [S6].

The devices of Internet of Medical Things are detailed in
network by not keeping in mind the security issues, threats
and attacks. Resultantly, the cybercriminals get access into
the IoMT network and reach the IoMT network and receive
the really sensitive and recorded personal data of the patients.
Among the gravest problem facing IoMT devices includes
security issues, threats and attacks in IoMT. Johnson and
Johnson says, digital insulin is exposed to cyber threats [S7].
In order to ensure uninterrupted communication of these
devices and to run them efficiently and effectively, their secu-
rity is of utmost importance. Security of devices is indeed the
protection from unauthorized access by illegal users. [oMT
plays an important function, remotely, in the exchange of
data processes. Internet of things devices have less capability
because of low processing, limited storage, and tiny memory
hence security implementation is a challenging task [S4].
The largest ransomware attack on medical systems had been
reported in 2017 containing over 20 thousand devices across
the globe. The lack of robust security that causes such attacks
in the IoMT is because of multiple reasons. The complexity
and incompatibility factors that result from the multifarious
IoMT technologies, having inherent insecurity, i. e wire-
less sensor network and cloud, popped up various security
issues [S2]. With technological evolution, the [oMT is more
practical and doable in order to establish compelling control
over wide range of tools to working so that health-related
issues are not only identified but also rectified. Internet of
Medical Things devices offers various aids. Further, they put
security issues, threats and attacks related to privacy which
are life-threatening [S8].

This study objectives are to Improve researchers under-
standing of the security issues, attacks and threats to IJoMT
networks.Its protective measures to provide a framework for
planning research activities aimed at designing and creating
appropriate lightweight security mechanisms that can over-
come the resource and computing power constraints of [oMT
devices and maintain network security.

A. SECTION AREA

This paper is organized into different sections: section II
provides Motivation, a general introduction to IoMT, the
state of the art, and (S &P) terminology for IoMT is pro-
vided in this section for motivation, section III describes a
Systematic Literature Review, the technique by which the pri-
mary studies were arbitrarily chosen for analysis, section IV
presents results as the findings of all the primary studies that
were chosen, and Section V discusses the research questions
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FIGURE 1. Internet of medical things.

findings. Section VI offers suggestions for improvement in
the direction of a comprehensive strategy to protect against
security Issues, Threats and Attacks to keep strong IoMT
Architecture. Section VII is wrapped with the conclusion of
our whole study about addressing security issues, threats and
attacks to improve the Security Architecture of Internet of
Medical Thing.

Il. MOTIVATION

IoMT is based on IoT for monitoring healthcare-related vital
signs such as ECG, Heart Rate, Blood Pressure, Body Tem-
perature, Pulse Rate, Oxygen Saturation, and Blood Glucose,
Testing for Drug Abuse, Cholesterol Testing, Infectious Dis-
eases, and Pregnancy. It is primarily responsible for providing
quality life to patients without their need to be hospitalized.
It ensures the care of patients inside and outside the hospital
environment.

The network is the key component of IoMT having all
IoMT-enabled devices which continuously oversee patients’
health digitally e.g they can access their health status sim-
ply using a mobile phone or radio-frequency identification
“RFID”. These devices of IoMT include smart watches or
smart shoes and also ECG sensors, airflow sensors, etc

Cybercriminals have left no stone unturned to disrupt the
security in healthcare. In the past five years, the IoMT has
been the target of several cyberattacks e.;

e In 2021, Cybercriminals heavily targeted the institu-
tional servers of 1 CF Witting Hospital in Bucharest
by ransomware attack.

e Similarly, the same attacks happened in 2019 at four
other hospitals in Romania.

e InItaly, similar attacks were recorded that disrupted the
vaccination schedule of several tertiary care hospitals in
2021

e Attackers can utilize stolen data for ransomware
attacks, as happened in 2018 with an Indiana hospital
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when medical records were encrypted. The hospital had
to pay $50,000 to get the data back after the inciden

e The interruption of medical services is another type
of ransomware assault, which may need expensive
repairs. In order to restore vital services, Hollywood
Presbyterian Medical Center was had to pay $17,000
in ransom in 2016

e In fact, the worst ransomware assault on medical sys-
tems ever recorded affected over 200,000 devices glob-
ally, including those in the United States

e [oMT attacks may also harm brand reputation, busi-
ness continuity, and financial stabilit; therefore they
have negative repercussions beyond just data loss and
decreased patient well-being.

e The successes of such attacks and the weak security in
the IoMT are caused by a variety of factors [S9]

e Therefore, a comprehensive, workable, secure and
effective study about the Security issues, threats and
attacks for the improvement of IoMT architecture has
become a need of the time, which can repel the attack-
ers and raise the level of trust of the patients.

lll. SYSTEMATIC LITERATURE REVIEW

This SLR was conducted to identify and address security
challenges and vulnerabilities in the IoMT ecosystem. The
study aimed to conduct an SLR to identify security issues
faced by different stakeholders, [oMT architecture, and solu-
tions to enhance IoMT security.

A. KEY APPROACH USED IN THIS STUDY ARE DISCUSSED
AS UNDER

1) DEFINITION OF RESEARCH SCOPE

In this study, we recognize the need to find patterns and gaps
relevant to the security issues, threats, attacks and challenges.
As a result, it is required to choose a few research questions
(RQ) from the primary studies’ inputs, which came from the
analysis of pertinent studies.

Research Questions:

Primary Question

RQ1: How to improve the Security Architecture of loMT?

Secondary Question

RQ2: What are the specific security issues, threats, attacks
and challenges facing IoMT Stakeholders?

RQ2.1: What are the specific security issues, threats,
attacks and challenges facing patient in IoMT systems?

RQ2.2: What are the specific security issues, threats,
attacks and challenges facing medical professionals in [oMT
systems?

RQ2.3: What are the specific security issues, threats,
attacks and challenges facing System administrator in [oMT
systems?

RQ3: What are the specific security issues, threats, attacks
and challenges facing IoMT Solution?

RQ4: What are the specific security issues, threats, attacks
and challenges facing IoMT Architecture?
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RQS5: How to devise an implantable strategy to effectively
implement the developed security framework in practical
environment?

RQ6: How to motivate and train different stakeholders to
comprehend and operate the implemented framework?

2) QUERY STRING

This is an exceptionally critical iterative cycle to frame
a string for searching. From the outset, we observed the
SLR guidelines to make an entire string utilizing Boolean
OR/AND [123]. The whole similar meanings of the said
terms along with their alternatives are used with “OR” and
then ended to establish searching string. To get the pertinent
studies we applied the query string on well-known search
engines such as Elsevier, IEEE, Springer, Science Direct,
ACM Digital Library etc. Catchphrases from recently gotten
ones and known essential examinations stayed involved in
the string. Here, we analyzed the abstracts, titles, and creator
expressions from a few notable fundamental investigations to
recognize and look for terms.

3) SEARCH TERMS

In the formation of the search query, keywords or index term
play a vital role. We get the following key terms and their
alternatives from the studies of well-known researchers as
shown in Table No.1

4) KEYWORDS IDENTIFICATION

Here are the keywords categorized according to IoMT stake-
holder, IoMT architecture, and IoMT solutions, along with
some additional keywords.

5) SEARCH QUERY

The expression “IoMT” has an extensive number of alike
words and replace “3” terminologies that are used in liter-
ature and some of them have been enlisted in table No.4.2.
I studied allot of literature and included to my set of known
studies more alternative terms for ‘Improving Security Archi-
tecture of Internet of Medical Things” were discovered.
A single word (i.e. “IoMT”’) has been selected to get the
majority of its conceivable inter-change terms, then ANDed it
with “IoMT” to sift through totally unessential investigations
from different areas. The study is further filtered by ANDing
the terms ““Security Issues™, ““threats, attacks and challenges
for Improving Security Architecture of Internet of Medical
Things. The system of known basic studies was likewise
utilized to evaluate the exactness of the inquiry string. The
final search string has been displayed underneath. It should
also be noted that the said string has to be altered in like
manner for every one of the databases.

During this step, we identified the source bases and source
strings that were utilized to choose the primary studies for our
inquiry. The results of merging the several terms defining our
research subject using the Boolean operators AND and OR to
produce our research question are as follows:
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TABLE 1. Keywords identification.

IoMT Stakeholder Keywords

Category

Keywords

Patient Security

Patient data security, Data privacy, Data confidentiality, Informed
consent, Patient safety

Medical Officials Security

Medical device security, Healthcare security, Cybersecurity threats,
Clinical workflow

System Administration

Network security, Access control, Endpoint security, Device

Security management, Patch management
Compliance HIPAA compliance, QDPR compliance, Regulatory compliance,
Standards, Best practices
IoMT Architecture Keywords
Category Keywords

Security Threats

Security threats, Cybersecurity threats, Malware, Ransomware, Phishing,
Social engineering, Man-in-the-middle attacks

Network Security

Network security, Wireless security, Cloud security, Firewall, Intrusion
detection, Intrusion prevention

Device Security

Device security, Mobile device security, Malware protection, Encryption,
Decryption

Cloud Deployment

Cloud-based deployment, Security in the cloud, Cloud security best
practices

On-premises Deployment

On-premises deployment, Security in on-premises environments, On-
premises security best practices

IoMT Solutions Keywords

Category

Keywords

Security Measures

Security measures, Risk assessment, Security controls, Security audits,
Incident response

Compliance

Compliance solutions, HIPAA compliance, GDPR compliance,
Regulations, Standards, Best practices

Threat Intelligence

Threat intelligence, Security education, Awareness training, Security
culture, Penetration testing

Security Protocols

Authentication, Authorization, Access control, Encryption, Decryption

6) ONLINE DATABASE

The following table shows the list of online databases where
I have applied the search queries to retrieve relevant articles

for my systematic literature review.

107728

7) PRIMARY AND SECONDARY SEARCH STRATEGIES

The following table displays the number of articles retrieved
from online databases before and after duplicate removal. The
“Before Duplicate Removal” column indicates the number

VOLUME 11, 2023



IEEE Access

M. Mahmood et al.: Improving Security Architecture of loMT: A Systematic Literature Review

TABLE 2. Search query.

TIoMT Stakeholder

Category Search Query
Patient Security | "Patient data security" AND "IoMT security" OR "Data privacy" AND "healthcare security"”
Medical . . . . .
. "Medical device security" AND "healthcare security” OR "Cybersecurity threats" AND
Officials .
. "clinical workflow"
Security
System . . . .
T . "Network security" AND "system administration" OR "Access control" AND "endpoint
Administration -
. security
Security
Compliance "HIPA.A co'r‘npliance" AND "patient data privacy" OR "GDPR compliance" AND "regulatory
compliance
IoMT Architecture
Category Search Query

Security Threats

"Security threats" AND "IoMT security" OR "Cybersecurity threats" AND "medical devices"
OR "Ransomware"

Network
Security

"Network security" AND "IoMT architecture" OR "Wireless security”" AND "[oMT devices"
OR "Cloud security"

Device Security

"Device security” AND "medical IoT" OR "Malware protection"” AND "[oMT devices" OR
"Encryption”

Cloud
Deployment

"Cloud-based deployment" AND "IoMT security" OR "Cloud security best practices" AND
"IoMT deployment"

On-premises

"On-premises deployment" AND "IoMT security" OR "On-premises security best practices"

Deployment AND "IoMT solutions"
IoMT Solutions
Category Search Query
Security "Security measures" AND "IoMT security" OR "Security controls" AND "incident response”
Measures OR "Security audits"
. "Compliance solutions" AND "GDPR compliance" OR "Regulations" AND "best practices"
Compliance .
OR "HIPAA compliance"
Threat "Threat Intelligence" OR "Security Education" OR "Awareness Training" AND "Security
Intelligence Culture" OR "Penetration Testing" OR "Security Education" OR "Awareness Training"
Security "Authentication” AND "Authorization" AND "Access Control" OR "Encryption" AND
Protocols "Encryption" AND "Decryption"

of articles retrieved from each database prior to removing
duplicates, while the “After Duplicate Removal” column

indicates the number of articles remaining after duplicates
were removed. By providing this information, the table gives
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TABLE 3. Online databases.

Database Name Description Access Link

A collection of full-text articles from ACM
(Association for Computing Machinery)
publications, including journals,
conference proceedings, and magazines.

ACM Digital Library https://dl.acm.org/

A database of full-text articles from IEEE
(Institute of Electrical and Electronics
Engineers) publications, including https://iecexplore.ieee.org/
journals, conference proceedings, and
standards.

IEEE Xplore Digital
Library

A large database of full-text articles from
various publishers in the fields of science,
technology, medicine, including computer
science.

ScienceDirect https://www.sciencedirect.com/

Database of full-text articles and book
chapters from Springer publications,
SpringerLink including journals, conference https:/link.springer.com/
proceedings & books in computer science
& related fields.

A large abstract and citation database
covering various fields, including
computer science, engineering, and
technology. It includes articles from
scholarly journals, conference
proceedings, and books.

Scopus https://www.scopus.com/

A multidisciplinary citation database that
includes articles from scholarly journals,
conference proceedings, and books in
various fields, including computer science.

Web of Science https://www.webofscience.com/

Other Databases of full-text articles and
book chapters from publications, including
journals, conference proceedings & books
in computer science & related fields.

Other Other Link Addresses

readers a sense of the size and scope of the initial literature presented security issues, threats, attacks and challenges in
search and the number of unique articles that were identified the IoMT healthcare environment.

from each database. . . L
i. Inclusion Criteria:

8) STUDY SELECTION CRITERI o Studies that investigate security issues in IoMT
The research question led to the establishment of inclusion systems

and exclusion criteria as well as the goals of the systematic « Studies that focus on privacy concerns in loMT
literature review (SLR). The subsequent step involved paper « Studies that propose solutions to address security
screening, which required the assessment of each article’s challenges in [oMT

eligibility based on specific inclusion and exclusion criteria. « Studies that discuss the impact of emerging tech-
The goal was to retrieve only the most relevant studies that nologies on the security of [oMT
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TABLE 4. Search results.

Database Name Before Duplicate Removal After Duplicate Removal

ACM Digital Library 15 14
IEEE Xplore Digital Library 18 18
ScienceDirect 28 27
SpringerLink 17 17
Scopus 25 24
Web of Science 10 10
Other 18 17

Total 131 127

TABLE 5. Quality assessment checklist [123].

S. No Question Score
1. Was the study designed to achieve these aims? Y/N/ A
2. Are the research aims clearly specified? Y/N/ A
3. Are the estimation techniques used clearly described and their selection justified? Y/N/ A
4. Are the variables considered by the study suitably measured? Y/N/ A
5. Are the data collection methods adequately described? Y/N/ A
6. Is the purpose of the data analysis clear? Y/N/ A
7. Is the data collected adequately described? Y/N/ A
Are statistical techniques used to analyze data adequately described and their use
8. . Y/N/ A
justified?
9. Do the researchers discuss any problems with the validity/ reliability of their results? | Y/N/ A
10. Are negative results (if any) presented? Y/N/ A
11. Are all research questions answered adequately? Y/N/ A
12. How clear are the links between data, interpretation and conclusions? Y/N/ A
13. Are the findings based on multiple projects Y/N/ A
o Studies that analyze the security risks associated o Studies that use various research methods such
with IoMT in the context of healthcare or other as systematic reviews, surveys, case studies,
relevant domains. or experiments.
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TABLE 6. Summary of systematic literature review results.

Stage of SLR Number of Papers Cumulative Total
Initial database search 131 131
Unapproachable papers 1 130
After abstracts and titles screening 36 94
Onmitted on inclusive/exclusive criteria 13 81
Identical studies 4 77
Rejected based on quality assessment 13 64
Final papers 64

Chart Title

Total

Other

Web of Science

Scopus

SpringerLink
ScienceDirect

IEEE Xplore Digital Library
ACM Digital Library

0 20

m After Duplicate Removal

FIGURE 2. Graphical representation of search results.

ii. Exclusion Criteria:

« Studies that do not focus on the security issues of
IoMT.

« Studies that are not published in English.

« Studies that are not peer-reviewed

« Studies that are not accessible in full-text format

« Studies that are outdated or irrelevant (e.g., pub-
lished before 2009)

« Studies that are not related to healthcare or relevant
domains.

9) STUDY SELECTION PROCES
It was performed in the following Two stages. Which one is
level screening, Title and Abstract, while the other is Quality
Assessment (QA

i. Level screening, Title and Abstract

At this stage of the systematic literature review, the
abstracts and titles of the 131 focused papers were man-
aged. In order to determine the relevance of each paper,
inclusion/exclusion criteria were applied to the abstracts and
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titles. Papers that were deemed not relevant to the research
question or outside the scope of the review were excluded.
For example, papers with titles containing the term “IoT
Network” were excluded as they were outside the scope of
the review. In some cases, the article’s abstract was evaluated
to determine whether the article was relevant or not. Papers
that did not focus on security or did not present empirical data
were also excluded. After screening the abstracts and titles,
94 papers were retained.

The full-text level screening involved a careful examina-
tion of each of the 94 papers, and inclusion criteria were
applied to each of them. Thirteen papers were excluded at this
stage. It was observed that some of the papers were of variable
quality, with some being misleading or poorly written, and
some providing little indication of what was in the full article.
However, all papers that included some aspect of security
were included in the review.

ii. Quality Assessment As per the “13” criterion given
in [123] as demonstrated in Table 5, each of the 94 papers
were surveyed independently. Every single inquiry was
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TABLE 7. Security issues/threats/attacks/challenges of patients.

Security Issue /

S. No. Category Threat / Attack/ Description Frequency %
Challenge
Ethical . .
ar;f; dCO;ItCiZ:IS Ethical concerns regarding
1 Ethical p the use and ownership of 45 70.31
data use and .
. patient health data
ownership
Unauthorized
t A t tient health dat
2 Data Privacy aceess to F:cess o patienthica . d? a 43 67.19
personal health | without proper authorization
data
Cyberattack dical
Cyberattacks on facil)iltite::a irzllcclusd(i)rjl ntqlf)sl(;?als
3 Cyberattacks medical facilities . g Hlospia’s, 42 65.63
clinics, and medical data
and systems
centers
Inadequate Inadequate security testing
4 security testing and validation of [oMT 42 65.63
Testing and and validation devices and systems
Validati Lack of
ahdation trans a:rer(l)c in Lack of transparency in how
5 P y patient data is collected, 38 59.38
data collection
used, and shared
and use
. Interference with the
Interference with functionality of [oMT
6 Safety medical device u. y 36 56.25
. . devices, causing harm to
functionality .
patients
Lack of device
Lifecvele and data Inadequate management of
7 Mana Zment lifecyole the lifecycle of IoMT devices 36 56.25
g Y and health data
management
Insecure mobile Security vulnerabilities in
8 Mobile Security | applications for mobile applications used to 35 54.69
IoMT devices control IoMT devices
Inad t . .
Application seclllljiteqtl:sltien Inadequate security testing of
9 bp . Y & applications used in [oMT 34 53.13
Security of [oMT .
. devices and systems
applications
. . Inadequate disaster recovery
Disast Lack of disast .
10 1saster ack of disaster plans for IoMT devices and 33 51.56
Recovery recovery plans
systems
Security risks Security risks associated with
11 associated with cloud based IoMT solutions 32 50.00
Cloud Security th? c?oud and services
Limited
12 StandardlZfithIl lelteq standardlzatlon'and 31 48.44
and regulation of | regulation of [oMT devices
[IoMT devices
ity risk
Lesacy Svstems a:cf;liralltz dn\i/itsh Security risks associated with
13 Bacy >y . legacy IoMT devices and 31 48.44
legacy devices
systems

and systems
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TABLE 7. (Continued.) Security issues/threats/attacks/challenges of patients.

107734

Inadequate physical security

In.a dequate . measures for [oMT devices,
14 physical security . . 30 46.88
. including theft, loss, and
of devices
damage
Lack of
Leoal and accozrclta‘(t))ilit Lack of clear accountability
15 & ATy and liability for loMT 30 46.88
Regulatory and liability for .
. security breaches
security breaches
Social
16 . engineering Manipulation of patlerllts 29 4531
Social attacks targeting through deceptive tactics
Engineering patients
Unsecured
17 remote access to 28 43.75
IoMT devices
— Insecure remote access to
Vulnerabilities in .
IoMT devi ToMT devices
18 ov e deviee 28 43.75
software and
firmware
Denial-of-servi
en;;agksszlr'lvlce Overwhelming medical
19 Software medical networks with traffic to 27 42.19
Security networks disrupt services
Insecure data
storage and Inadequate data storage and
20 & management policies and 27 42.19
management .
; practices
practices
Inadequate Inadequate monitoring of
o network traffic for oMT
21 monitoring of . 26 40.63
devices and systems
network traffic
Mal
ra?lswozfvzrrl: Malicious software that can
22 attacks on ToMT infect and compromlse [oMT 26 40.63
. devices
Malware devices
thorized
Ulsl}?:rinorljg Unauthorized sharing of
23 £ patient health data without 26 40.63
personal health Foner consent
data prop
Difficulty i . .. o
id Illtilf‘:lilnty 11{11 d Difficulty in identifying and
24 .e' y £a mitigating [oMT security 25 39.06
mitigating [oMT .
o risks
) security risks
Risk — : -
Security risks associated with
Management o .
Security risks outdated IoMT devices and
iat ith ft
25 associated Wl software 25 39.06
outdated devices
and software
. Compromised Security risks associated with
Supply Chain . . .
26 supply chains for | compromised supply chains 24 37.50

medical devices

for [oMT devices
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TABLE 7. (Continued.) Security issues/threats/attacks/challenges of patients.

Interference with

Interference with oM T
device firmware updates,

27 1oMT device otentially compromisin 24 37:50
firmware updates P Y . P g
security
Physical
tampering and . .
. . . Physical theft or tampering of
28 Ph 1S t theft of d ) 12 18.75
ysical Security eft of devices IoMT devices
Interf ith .
nr;rez:;(:ga‘:: Interference with the
29 accuracy and integrity of 12 18.75
accuracy and .
. . patient health data
Data Integrit ntegrity
gty Lack of timely Failure to provide timely
30 security updates | security updates and patches 12 18.75
and patches for IoMT devices
Inadequate risk Inadequate risk assessment
31 assessment and and management for [oMT 12 18.75
management devices and systems
ity risk
ai:g;l:;tzdns itsh Security risks associated with
32 Third-Party Risk . W third-party services used in 12 18.75
third-party
. [IoMT systems
services
Insufficient I
device Inadequate monitoring and
33 . o event logging for oMT 12 18.75
Logging and monitoring and devices
Monitoring event logging
Unauthorized . . .
néu Oflze Unauthorized modification of
34 modification of . . 12 18.75
. . settings on IoMT devices
device settings
Lack of
Network zz:lmonisec:ilre; Vulnerable communication
35 © W(? commurcatio channels between IToMT 12 18.75
Security protocols .
. devices
between devices
Inad t .
augiielft(il:;tif)n Weak or nonexistent
36 Access Control . authentication and 12 18.75
and authorization R
. authorization processes
mechanisms
Insider threats Threats to IoMT security
37 Insider Threats from employees from insiders, including 12 18.75
or contractors employees and contractors
Insufficient
. . Lack of tion fi
38 Data Protection encryption of ack o p.r.0per erieryption for 12 18.75
" sensitive health data
sensitive data
Lack of Lack of integration with
19 Integration integration with existing security solutions, 12 1875

existing security
solutions

resulting in potential security
gaps
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TABLE 8. Medical professional security issues/ threat / attack/ challenge.
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Security Issue /
Threat /

S. No Category Attack/ Description Frequency %
Challenge
Unauthorized Unauthorized access to patient
1 Data Privacy access to patient | data stored on [oMT devices or 56 87.50
data transmitted over networks
. . Insufficient security training for
T d Insufficient . . .
2 Tatnng at ns.u 101§n. medical officials using [oMT 47 73.44
Awareness security traimning .
devices and systems
Inad te data back d
adequate data | (e MT devices and
. \4 \%
3 Disaster Recovery backup and Y ) .. 46 71.88
systems, potentially resulting in
recovery
data loss
Insider threats from employees
4 Insider Threat Insider threats or contractors with authorized 45 70.31
access to patient data
Communication Insecure Insecure communication
5 . . communication channels used to transmit 43 67.19
Security o .
channels sensitive patient data
Lack of access Lack of access controls to limit
6 Access Control access to sensitive patient data 40 62.50
controls
Malware infections of [oMT
Malware . .
7 Malware . . devices, potentially 38 59.38
infections . .
compromising patient data
Inadequate software updates for
Inadequate [oMT devices, potentiall
8 Software Security software . P Y 35 54.69
leaving them vulnerable to
updates
attacks
Insufficient encryption of
9 Data Security Insufﬁcien.t data patient dat.a, makin'g it 13 51.56
encryption vulnerable to interception and
theft
Lack of device Lack of device authentication,
10 Authentication . allowing unauthorized devices 33 51.56
authentication .\ .
to access sensitive patient data
Distri
dfg:;u;d DDoS attacks on [oMT
11 DDoS service (DDoS) systems, pott?ntially disrupting 30 46.88
patient care
attacks
Inadequate risk management
12 Risk Management Inadequate risk | for oMT .devices a.nd systems, )% 43.75
management potentially leaving them
vulnerable to attacks
Device Interference Interference with [oMT device
13 . . with device functionality, potentially 25 39.06
Functionality . . .. .
functionality compromising patient care
Lack of vendor Lack of security oversight of
14 Third-Party Risk security third-party vendors providing 22 34.38
oversight IoMT devices and services
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TABLE 8. (Continued.) Medical professional security issues/ threat / attack/ challenge.

. Lack of Lack of conti.ngency planning
Business . for IoMT devices and systems,
15 .. contingency . . . . 19 29.69
Continuity . potentially disrupting patient
planning
care
Physical Physical security breaches,
16 Physical Security security such as theft or tampering of 16 25.00
breaches IoMT devices
Inadequate
it
cosrftcrlol;; )flor Inadequate security controls for
17 Decision-Making .. clinical decision-making using 15 23.44
clinical .
. IoMT devices and data
decision-
making
Inadequate .
. Inadequate security controls for
security medical device interoperabilit
18 Interoperability controls for otentiallv com rorr,nisin ¥ 13 20.31
medical device P y P g
. - patient care
interoperability

responded to with “Yes” (Y=1), “No” (N=0), and the
“average” (A=0.5) utilizing a 3-point scale and every study
could get 0-13 facts. As the endpoint for including a review
utilizing the primary quartile (13/3=4.33). On the off chance,
it would be chosen in any case eliminated that a review got
more or equivalent to “4.33”".

IV. RESULTS OF SLR

Table 4.6 shows the results of a systematic literature
review (SLR) that began with an initial database search of
131 papers. Out of these one paper was unapproachable so
we got 130. After abstracts and titles screening 36 papers
were removed and the result was 94 papers. On the basis of
inclusive/exclusive criteria on 94 papers we found 13 papers
that were rejected. Out of remaining 81 papers, 4 papers were
found identical study and were removed with having total
numbers of 77 papers. 13 papers were rejected on the bases
of quality assessment, leaving a final set of 64 papers for
inclusion in the SLR. The cumulative total column shows the
number of papers remaining at each stage of the SLR.

A. DATA ANALYSIS FOR RESEARCH QUESTIONS

1) RESULTS OF RESEARCH QUESTIONS

This section presents the results of the systematic literature
review (SLR) in relation to the research questions of the study.
The SLR aimed to identify and synthesize existing research
on a research question, and the results are presented here
in a way that addresses each research question in turn. The
findings related to each research question are presented and
discussed, with a focus on the most significant and relevant
results. The results are supported by data from the included
studies, as well as any relevant tables or figures. By presenting
the results in this way, readers can easily understand how
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the SLR addressed the research questions and what the key
findings were. The results section is an important part of any
SLR, as it provides a clear and comprehensive summary of
the most relevant and significant research in the field.

a: HOW TO IMPROVE THE SECURITY ARCHITECTURE OF
IoMT? (RQ1)

The main key to improve the Security Architecture of loMT
is to identify, prioritize and handle most of the security issues,
threats, attacks and challenges that may effect the security and
privacy of all stakeholders, solution and architecture of Inter-
net of Medical Things. Moreover RQ2,RQ3,RQ4,RQ5 and
RQ6 address most of the Security Issues, Threats, Attacks and
Challenges to improve the security architecture of Internet of
medical things.

b: PATIENT SECURITY
ISSUES/THREATS/ATTACKS/CHALLENGES: (RQ 2.1)

Patients are a critical stakeholder in the Internet of Medical
Things (IoMT) ecosystem, and their personal health data is
one of the most valuable assets that need to be protected.
Patients are also primary users of [oMT devices and services,
and they are directly affected by any security incidents or
breaches.

For example, unauthorized access to personal health data,
inadequate authentication and authorization mechanisms, and
insufficient encryption of sensitive data can all put patients’
health information at risk. Malware and ransomware attacks,
physical tampering and theft of devices, and social engineer-
ing attacks targeting patients can cause harm to patients and
disrupt medical treatment.
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TABLE 9. System administrator’s issues.
Security Issue /
S. No Category il:tr::li// Description Frequency %
Challenge
Unauthorized access to
Unauthorized sensitive medical data, such as
1 Access personal health information 45 70.31
(PHI) and electronic health
Privacy records (EHRs).
Privacy Data leakage can occur due to
misconfigured systems or
2 Data leakage devices, unauthorized access, or 28 43.75
malicious insiders, leading to
the loss of sensitive data.
Weak authentication
Weak mechanisms, such as easily
Authentication authentication guessable passwords or 44 68.75
mechanism insufficiently secure
authentication protocols.
Loss of data due to system
failure, cyber-attack or natural
Data Data loss disasters. 43 67.19
Distributed DDoS a‘ttacks car.l cause sys.tem
denial-of- downtime, leading to service
. disruption, and in the case of 41 64.06
service (DDoS) . .
attacks I(?MT dev1ce.s, car} res.ult in
life-threatening situations.
Malware, ransomware, and
Malware and other cyber-attacks can lead to
ransomware data breaches, data destruction, 40 62.50
Cyber Attacks .
attacks and unauthorized access to
medical devices or networks.
Cyberterrorism involves the use
of cyber-attacks to cause harm
Cyberterrorism to individuals, organizations, or )3 43.75
governments, and can have
severe consequences for the
healthcare sector.
Modification or tampering of
8 Integrity Data tampering daF & lee}dmg o mac'curate 38 59.38
medical diagnoses or incorrect
treatment.
Insufficient user permissions,
which can lead to unauthorized
9 Authorization Insufﬁc.ier.lt user .access to. sensitive data or 37 57381
permissions inappropriate system usage.
Social Cybercriminals can use
10 . . Phishing attacks phishing attacks to trick 36 56.25
Engineering . L o
medical officials into providing

107738
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TABLE 9. (Continued.) System administrator’s issues.
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11

12

13

sensitive information or
clicking on malicious links.

Social media
threats

Medical officials and system
administrators may
unintentionally disclose
sensitive information or fall
victim to social media attacks
such as phishing or social
engineering.

14

21.88

Baiting attacks

Baiting attacks target medical
officials by offering a reward or
incentive in exchange for
sensitive information or access
to critical systems.

32

50.00

Pretexting
attacks

Pretexting attacks involve
cybercriminals impersonating
someone else, such as a
medical official or IT staff, to
gain access to sensitive
information or systems.

32

50.00

14

15

Insider Threats

Insider threats

Insiders, such as system
administrators or medical
professionals, can pose a threat
to sensitive data or critical
systems.

34

53.13

Insider trading

Insider trading involves the
exploitation of confidential
information for financial gain
& can have severe
consequences for medical
officials or organizations.

34

53.13

16

Interoperability

Incompatibility
or inability to
communicate

Incompatibility or inability to
communicate with other
systems or devices, which can
hinder information sharing and
collaboration among medical
officials.

32

50.00

17

Data Protection

Lack of
encryption

Lack of encryption for sensitive
data can leave it vulnerable to
interception or unauthorized
access.

31

48.44

18

Business
Continuity

Lack of backup
and recovery

Lack of proper backup &
recovery mechanisms can lead
to data loss & in case of a
disaster, system downtime &
business continuity issues.

29

45.31

19

System
Configuration

Misconfiguratio
n

Misconfigurations of IloMT
devices & systems can leave

28

43.75
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TABLE 9. (Continued.) System administrator’s issues.

them vulnerable to attack or
unauthorized access.
Lack of proper access controls
20 Access Control Insufficient for _critical systems and data, 2% 40.63
access control leading to unauthorized access
and potential data breaches.
N
21 Risk Management perform risk S . 25 39.06
unidentified security
assessments e
vulnerabilities or threats.
Non-compliance with
regulatory requirements and
Non standards, such as HIPAA or
Regulat - GDPR, can lead t Iti
22 ceu 2,1 ory compliance can ea. © pen? 168 24 37.50
Compliance . . and legal actions against
with regulations . .
medical officials or
organizations
Failure to apply security
System Failure to patches and updates in a timely
23 . manner can leave systems 23 35.94
Maintenance update systems .
vulnerable to known security
vulnerabilities.
Theft of ToMT devices can lead
Theft of [oMT hori
24 eft o. o t9 .unaut orized acces.s to 71 3281
devices sensitive data and potential data
breaches.
Physical Security Lack of physical security
Physical Security measures, such as surveillance
Lack of cameras, access controls, or
25 hysical ’ ’ 15 23.44
P ysu.:a alarms, can lead to theft or
security . .
unauthorized access to critical
systems or data.
. ' Third-party Third-_pfu"ty vendors with access
26 Third-Party Risks . to critical systems or data can 18 28.13
vendor risks .
pose a security
Lack of proper security
. . monitoring tools and practices
S t Lack of t .
27 ec.u ! .y ac 0. sef:un Y| can lead to delayed detection of 15 23.44
Monitoring monitoring S
security incidents or data
breaches.

Therefore, it is essential to identify and address security
issues/threats/attacks/challenges that affect patients in IoMT
to ensure their safety and privacy.

Hence for String Searching I have developed my own
tool to identify different security issues, threats, attacks and
challenge affecting stockholders, solutions and architecture
of [oMT

Following Tables are the categorical representation
of security issues, threats, attacks and challenges
affecting stockholders, solutions and architecture of
IoMT.

107740

¢: MEDICAL PROFESSIONAL SECURITY
ISSUES/THREAT/ATTACK/CHALLENGE: (RQ2.2)
This following table shows the frequency and percentage

of each security issue related to medical officials in IoMT
identified in the SLR.

d: SYSTEM ADMINISTRATION
ISSUES/THREATS/ATTACKS/CHALLENGES: (RQ2.3)
The following table represents the security issues related to

System administrators. These issues are identified from the
findings of SLR.
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TABLE 10. 1oMT solutions issues.
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Security Issue

S. No Category /Itl;:eczll(t// Description Frequency %
Challenge
IoMT solutions may use
Interoperabilit different communication
1 Interoperability y issues protocols, making it difficult for 47 73.44
devices and systems to
communicate with each other
Managing and securing a large
number of connected medical
devices and sensors can be
) Scalability Sc?lability challenging due to limitefi 46 71.88
issues resources, network congestion,
and other factors
Unauthorized access to sensitive
3 Data breaches patient data during storage or 45 70.31
. transmission
Data security Lack of Insufficient or ineffective
4 . encryption of patient data during 40 62.50
encryption .
transmission
Introduction of malware into
5 System security Malware IoMT systems thr.ough various 4 67.19
attacks means, such as phishing attacks
or infected software updates
Intentional or unintentional
6 System security Insider threats security breaches' by emplo.yees 34 53.13
or contractors with authorized
access to [oMT systems
Weak passwords or failure to
7 User error User error update so.ftware can compromise 41 64.06
the security of [oMT devices and
systems
IoMT solutions can be complex
' Complexity of and d‘ifﬁcult to manage,
8 Complexity especially for healthcare 40 62.50
[IoMT systems . e
organizations with limited IT
resources
Liability issues may arise if
o . patients are harmed due to a
9 Liability Liability issues . . 37 57.81
security breach or malfunction
of an IoMT device
The use of [oMT solutions raises
ethical concerns related to
10 Ethical concerns Ethical patient priV&C}.’, data OV\THGI’Ship, 34 5313
concerns and the potential for unintended
consequences, such as
algorithmic bias
Non-compliance with regulatory
Regulatory Compliance requirements, such as HIPAA
11 . . . 28 43.75
compliance issues and GDPR, to ensure patient

data privacy and security
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TABLE 11. 1oMT architecture issues.
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S. No

Category

Security Issue /
Threat / Attack/
Challenge

Description

Frequency

%

Technical

Interoperability

Difficulty in integrating
various [oMT devices from
different manufacturers and
different standards, resulting
in compatibility issues and
hindering data sharing and

analysis.

48

75.00

Connectivity

Weaknesses in wireless
network infrastructure and
coverage, leading to loss of

data and limited range of
IoMT devices.

45

70.31

Device
Management

The complexity of managing
large numbers of ToMT
devices, including device
configuration, software
updates, and patch
management.

42

65.63

Cybersecurity

The risk of unauthorized
access to and manipulation of
sensitive medical data, as well

as the possibility of
ransomware attacks that
disrupt medical services.

40

62.50

Ethical

Privacy

The potential violation of
patient privacy due to the
collection and use of sensitive
medical data by [oMT devices,
and the risk of data breaches
and leaks.

44

68.75

Autonomy

The loss of patient autonomy
and control over their own
medical data and treatment
due to the reliance on IoMT
devices and the algorithms

that drive them.

41

64.06

Social

Access and Equity

Unequal access to [oMT
devices and services due to
cost and availability, as well
as potential disparities in
quality of care and health
outcomes.

39

60.94

Regulatory

Compliance

The need to comply with
various regulatory
requirements and standards,
such as HIPAA, FDA
regulations, and GDPR, to
ensure patient data privacy
and security.

37

57.81
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Final papers

Rejected based on quality assessment
Identical studies

Omitted on inclusive/exclusive criteria
After abstracts and titles screening
Unapproachable papers

Initial database search

O

m Cumulative Total

FIGURE 3. Graphical representation of Table - 6.

e: IOMT SOLUTIONS ISSUES/THREATS/ATTACKS AND
CHALLENGES (RQ3)

The following table shows security issues related to IoMT
solutions, extracted from SLR.

f: IOMT ARCHITECTURE
ISSUES/THREATS/ATTACKS/CHALLENGES (RQ4)

The following table represents the security issues related to
ToMT architecture.

V. RESEARCH METHODOLOGY

The Internet of Medical Things (IoMT) is a rapidly growing
field that involves the integration of medical devices, soft-
ware, and other technologies to improve patient care and out-
comes. However, the increasing complexity and connectivity
of IoMT systems have also led to significant security risks
and challenges, which must be addressed to ensure patient
privacy and data security. This research aims to develop a
security model for [oMT systems that can effectively address
these challenges and provide a secure and reliable framework
for the deployment of IoMT solutions. The methodology out-
lines the procedures used to identify the security challenges
and requirements of [oMT stakeholders, conduct a survey to
gather data, analyze survey data, develop a security model,
and validate the model in a testbed environment.

A. METHODOLOG
Various steps involved in the methodology is discussed in the
following sections.

1) CONDUCT A COMPREHENSIVE LITERATURE REVIEW

The first step of the methodology is to conduct a thorough
literature review to identify the security challenges and issues
relevant to the Internet of Medical Things (IoMT). The lit-
erature review will include research articles, reports, and
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other relevant publications from various databases such as
IEEE Xplore, Science Direct, ACM Digital Library, and other
relevant databases. The inclusion criteria for articles will be
based on keywords related to the security of IoMT, while
the exclusion criteria will be based on irrelevant articles and
duplicate publications.

2) IDENTIFY KEY STAKEHOLDERS AND THEIR SECURITY
REQUIREMENTS

Based on the findings of the literature review, key stakehold-
ers and their security requirements will be identified. The
stakeholders may include patients, medical professionals,
IT administrators, and others involved in the [oMT ecosys-
tem. The security requirements will be categorized based
on confidentiality, integrity, availability, and other relevant
parameters.

3) DATA COLLECTION
Systematic Literature Review (SLR) is a rigorous and
methodical approach to data collection in research that aims
to minimize bias, ensure replicability, and provide a com-
prehensive analysis of existing literature on a specific topic.
In the context of data collection, SLR involves several well-
defined stages to ensure that the gathered information is
accurate, reliable, and relevant to the research question.
These stages include defining research questions, developing
a search strategy, identifying relevant studies, applying pre-
defined inclusion and exclusion criteria, and conducting a
thorough quality assessment of the selected studies.

Data collection using SLR begins with the development of
a protocol that outlines the scope, objectives, and methodol-
ogy to be employed in the review process. The search strategy
is designed to identify studies from various sources such
as electronic databases, conference proceedings, and other
repositories, using relevant keywords and search strings.
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Once the studies are identified, researchers apply pre-defined
inclusion and exclusion criteria to select relevant publications
for further analysis. This step ensures that only studies of
high quality and those that directly contribute to answering
the research questions are included.

Following the selection of studies, researchers extract data
and information related to their research questions using a
standardized data extraction template. This process ensures
consistency and facilitates the synthesis of findings across
different studies. Finally, the collected data is synthesized,
analyzed, and presented in a manner that highlights the key
findings, gaps, and trends in the existing literature. By these
rigorous procedures, SLR ensures a comprehensive and unbi-
ased data collection process, enabling researchers to draw
well-informed conclusions and contribute to the existing
body of knowledge on a specific topic.

4) META-ANALYSIS

The data collected from the survey will be analyzed to
identify the security issues and challenges faced by key
stakeholders. The analysis will be conducted using various
statistical tools such as descriptive statistics, regression anal-
ysis, or other relevant techniques. The results of the analysis
will provide valuable insights into the security requirements
and concerns of key stakeholders.

5) DEVELOP A SECURITY MODEL

Based on the findings of the literature review and survey,
a security model will be developed to address the security
challenges and issues identified in step 2 and step 4. The
security model will be designed based on best practices, stan-
dards, and guidelines such as ISO 27001, NIST, and HIPAA.
The security model will be validated by subjecting it to a
thorough analysis of its ability to meet the identified security
requirements.

6) VALIDATE THE SECURITY MODEL

The proposed security model will be validated by implement-
ing it in a testbed environment. The testbed environment will
simulate the IoMT architecture, solutions, and stakeholders
to validate the proposed security model’s effectiveness. The
implementation will be conducted based on the proposed
security model’s guidelines.

VI. MODEL CONSTRUCTION

The primary objective of this model is to identify secu-
rity risks associated with IoMT solutions, develop a access
control authorization, implement security measures, and con-
tinuously improve the security framework. The inputs for
this model include various stakeholders involved in IoMT,
including medical professionals, device manufacturers, and
LT professionals, along with IoMT solutions such as devices,
sensors, and networks, and IoMT architecture consisting of
network topology, data flow, and protocols. The output of
this model is a comprehensive security framework for loMT
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FIGURE 4. Stepwise methodology.

systems that will provide effective protection against cyber
threats.

A. IoMT SECURITY FRAMEWORK: (RQ1)
i. Inputs:
o IoMT stakeholders (medical professionals, device
manufacturers, IT professionals)
o IoMT solutions (devices, sensors, networks)
o IoMT architecture (network topology, data flow,
protocols)
ii. Outputs:
Comprehensive security framework for loMT systems
1. Identify Security Risks:

a. Conduct a risk assessment to identify potential
security risks for the [oMT stakeholders, solutions,
and architecture

b. Identify the risks based on their likelihood and
potential impact

2. Access Control Authorization :

a. Develop a security strategy that addresses the iden-
tified risks

b. Ensure that the security strategy aligns with indus-
try standards and best practices.

c. Involve all stakeholders in the development of the
security strategy to ensure buy-in and collaboration

3. Implement Security Measures:

a. Implement security measures to mitigate the iden-
tified risks

b. Implement measures such as access controls,
encryption, and threat detection to protect the
IoMT solutions and architecture

c. Implement policies and procedures to ensure data
privacy and regulatory compliance.

4. Monitor and Update the Security Framework: (RQ3)

a. Continuously monitor the security of the IoMT
solutions and architecture.
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b. Regularly update the security framework to
address new and emerging threats.

c. Conduct periodic security audits to ensure the
effectiveness of the security measures.

5. Train and Educate Stakeholders: (RQ4)

a. Provide training and education to all stakeholders
on the importance of security in [oMT systems

b. Ensure that all stakeholders understand their roles
and responsibilities in maintaining the security of
the IoMT solutions and architecture

c. Encourage a culture of security awareness and best
practices among all stakeholders

6. Establish Incident Response Protocols:

a. Develop and implement incident response proto-
cols to address security breaches or other incidents

b. Ensure that all stakeholders are aware of the inci-
dent response protocols and know how to respond
in the event of an incident

c. Regularly test the incident response protocols to
ensure their effectiveness.

7. Continuously Improve the Security Framework:

a. Continuously assess the effectiveness of the
security framework and make improvements as
necessary

b. Stay up-to-date on new security threats and trends
in the IoMT industry

c. Ensure that the security framework evolves with
the changing IoMT landscape.

The above algorithm provides a framework for develop-
ing a comprehensive security framework for IoMT stake-
holders, IoMT solutions, and IoMT architecture. It empha-
sizes the importance of identifying and prioritizing secu-
rity risks, implementing security measures, monitoring, and
updating the security framework, and training and educating
stakeholders.

The following is the diagram of the proposed security
model for oMT

VIl. MODEL IMPLEMENTATION

The primary objective of this model is to implement the
security measures identified in the model construction phase
and continuously monitor and update the security framework.
The implementation process includes identifying potential
vulnerabilities in the IoMT system, implementing security
controls, and testing the effectiveness of the implemented
security measures. The inputs for this model include the
comprehensive security framework developed in the model
construction phase and the resources required for implement-
ing the security measures. The output of this model is an
IoMT system with a robust and effective security framework
that ensures the confidentiality, integrity, and availability
of patient data and prevents unauthorized access and cyber
threats.
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A. IoMT SECURITY MODEL INPUTS

The IoMT Security Framework is designed to be applied to
[IoMT stakeholders, solutions, and architecture. The inputs to
the framework include:

1) loMT STAKEHOLDERS (MEDICAL PROFESSIONALS,
DEVICE MANUFACTURERS, I.T PROFESSIONALS)

The security of IoMT systems depends on the actions and
decisions of various stakeholders involved in their design,
development, deployment, and maintenance. This includes
medical professionals who use IoMT devices to provide
patient care, device manufacturers who design and build
IoMT solutions, and IT professionals who manage IoMT
networks and infrastructure.

2) loMT SOLUTIONS (DEVICES, SENSORS, NETWORKS)

The security of IoMT systems also depends on the security of
the devices, sensors, and networks used to collect and trans-
mit patient data. These devices and sensors may be embedded
in medical devices or worn by patients to collect vital signs
and other health information, while networks may include
wired and wireless connections that transmit data between
devices and healthcare providers.

3) loMT ARCHITECTURE (NETWORK TOPOLOGY, DATA
FLOW, PROTOCOLS)

The security of IoMT systems also depends on the archi-
tecture and design of the overall system, including network
topology, data flow, and protocols used to transmit data
between devices and healthcare providers. This architecture
must be designed to ensure the confidentiality, integrity, and
availability of patient data, while also protecting against
potential threats and vulnerabilities.

Overall, the [oMT Security Framework is designed to pro-
vide a comprehensive approach to securing IoMT systems,
and the inputs to the framework must be carefully considered
in order to develop an effective and comprehensive security
strategy.

B. IoMT SECURITY MODEL IMPLEMENTATION HERE IS
THE IMPLEMENTATION OF EACH STEP OF THE MODEL
1) IDENTIFY SECURITY RISKS
The first step in the IoMT security model is to identify
security risks. This can be done using various techniques
such as risk assessments, threat modeling, and vulnerability
scanning.

Here is Python code to conduct a basic vulnerability scan
using the nmap library:

import nmap

# Define target IP address and port range

target_ip = 192.168.0.1°

port_range = ‘1-1024°

# Create a new nmap scanner object

scanner = nmap.PortScanner()

107745



IEE E ACCGSS ) M. Mahmood et al.: Improving Security Architecture of loMT: A Systematic Literature Review

Conduct Risk Assesment

Identify security risks
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FIGURE 5. The security model for internet of medical things.

# Use nmap to scan the target for open ports Here is Python code to enforce a basic access control
result = scanner.scan(target_ip, port_range) policy using Flask, a Python web framework:
# Print the results of the scan from flask import Flask, request, abort
print(result) app Flask(_name_)
# Define a list of authorized users
C. ACCESS CONTROL AUTHORIZATION authorized_users = ["Mudasir’, * [jaz ’]
The next step is Access Control Authorization that addresses # Define a Flask route that requires authentication
identified risks and aligns with industry standards and best @app.route(’/protected”)
practices. This can include developing security policies, def protected_resource():
defining security controls, and writing Python code to enforce # Check if the user is authorized
those policies and controls. if request.authorization and
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request.authorization.username in
authorized_user
return “Access granted”

else:

abort(401)

# Run the Flask application
if_ name_ =="_main_’:
app.run()

1) IMPLEMENT SECURITY MEASURES
The third step is to implement security measures such as
access control mechanisms, encryption algorithms, and threat
detection mechanisms using Python code. This can involve
using various Python libraries and tools such as cryptography,
PyCrypto, and scapy.

Here is Python code to encrypt and decrypt data using the
PyCrypto library:

from Crypto.Cipher import AES

import base64

Define the encryption key and initialization vector

key="1234567890123456"

iv = ‘1234567890123456’

* Define the plaintext message to be

encrypted

plaintext = “This is a secret message

* Create a new AES cipher object and encrypt the plaintext

cipher AES.new(key, AES.MODE_CBC, iv)ciphertext =
cipher.encrypt(plaintext)

* Print the encrypted ciphertext

print(base64.b64encode(ciphertext))

% Create a new AES cipher object and decrypt the
ciphertext

cipher = AES.new(key, AES.MODE_CBC,

iv)decryptedtext = cipher.decrypt

(ciphertext)

# Print the decrypted plaintext

print(decryptedtext)

2) MONITOR AND UPDATE THE SECURITY FRAMEWORK:
(RQ5)
The fourth step is to monitor and update the security frame-
work to ensure that it remains effective and up-to-date. This
can involve using Python code to log security events, conduct
incident response, and update security policies and controls.

Here is Python code to log security events using the
Python logging library:

import logging

# Create a new logging object

logger = logging.getLogger(‘security’)

# Define a file handler to log events to a file

file_handler =

logging. FileHandler(‘security.log’)

# Define a logging format

formatter = logging.Formatter(’ %(asctime)s

9 (name)s %(levelname)s - %(message)s

file_handler.setFormatter (formatter)

VOLUME 11, 2023

# Add the file handler to the logging object
logger.addHandler(file_handler)

# Log a security event
logger.warning(‘Unauthorized access
attempt detected’)

3) TRAIN AND EDUCATE STAKEHOLDERS: (RQ6)
The fifth step is to train and educate stakeholders on the
importance of security in IoMT systems and best practices
for maintaining security. This can involve developing training
materials, conducting training sessions, and using Python
code to automate security-related tasks.

Here is Python code to send email notifications to stake-
holders when a security event is detected:

import smtplib

# Define email server and login credentials

smtp_server = ‘smtp.gmail.com’

smtp_port = 587

smtp_username = ’youremail @ gmail.com

smtp_password = ‘yourpassword’

# Define a function to send email

notifications

def send_email_notification(subject, body):

message = f’Subject: (subject}\n\n{body}”

with smtplib.SMTP (smtp_server,

smtp_port) as server:

server.starttls()

server.login(smtp_username, smtp_password)

server.sendmail(smtp_username, ['userl @example.com’,
‘user2 @example.com’],

# Call the send_email_notification function

when a security event is detected

send_email_notification(‘Security Alert’,

‘Unauthorized access attempt detected’)

Here is Python code to Broadcast email notifications to
stakeholders when a security event is detected:

import smtplib

# Define email server and login credentials

smtp_server = ‘smtp.gmail.com”

smtp_port = 587

smtp_username = ‘youremail @ gmail.com’

smtp_password = ‘yourpassword’

User_list = [“admin”, “medical”, “surgery”,

“ENT”, “OT”, “ICU”, “IPD”,“OPD” ]

# Define a function to send email

notifications

def send_email_notification(subject, body):

message = f’Subject: {subject}\n\n{body }x*

with smtplib.SMTP (smtp_server,

smtp_port) as server:

server.starttls()

server.login(smtp_username, smtp_password)

server.sendmail(smtp_username, [ userslist’

I

# Call the send_email_notification function

when a security event is detected
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send_email_notification(‘Security Alert’,
‘Unauthorized access attempt detected’)

4) ESTABLISH INCIDENT RESPONSE PROTOCOLS
The sixth step is to establish incident response protocols to
ensure that all stakeholders know how to respond to poten-
tial security incidents. This can involve developing incident
response plans, conducting incident response drills, and using
Python code to automate incident response tasks.

Here is Python code to automatically block an IP address
when a security event is detected:

import iptc

# Define the IP address to be blocked

ip_address 192.168.0.1°

# Define the chain and rule to block the IP

address

chain=iptc.Chain (iptc. Table

(iptc.Table.FILTER), ‘INPUT’)

rule = iptc.Rule()

rule.src = ip_address

rule.target iptc. Target (rule, ‘DROP”)

chain.insert_rule(rule)

D. CONTINUOUSLY IMPROVE THE SECURITY
FRAMEWORK

The final step is to continuously improve the security frame-
work by assessing its effectiveness and making improvements
as necessary. This can involve conducting periodic security
assessments, researching and developing new security mech-
anisms and controls, and using Python code to automate
security-related tasks.

Beautiful soup Library (Simple techniques for exploring,
finding, and altering a parse tree in HTML and XML files are
provided by Beautiful Soup. It converts a complicated HTML
page into a Python object tree. Also, the page is automatically
converted to Unicode, so you don’t have to worry about
encodings).

Here is Python code to conduct a basic security
assessment:

import time

import subprocess

import requests

from bs4 import BeautifulSoup

#Define a function to perform periodic

security assessments using Nmap

def perfore security assessment():

target = ““192.168.1.1’# Replace with your

target IP or domain

ports = ““21-25,80,443 # Specify the ports

you want to scan

# Perform the scan using Nmap

scan_result =

subprocess.check_output([ “map
target])

print(scan result.decode())

# Define a function to fetch the latest news

LR N3

, ports,

107748

related to IOMT security

def fetch_font_security_news():
url=""https://example.com” # Replace with
the URL of a relevant news source
response requests.get(url)

soup = BeautifulSoup(response.content,
“htel.parser’’)

headlines soup.find_all(“‘h2”,
class="‘‘headline”")

for headline in headlines:

print (headline.text)

Schedule periodic tasks
assessment_interval = 60* 60* 24 # Perform
assessments every 24 hours
news_interval= 60* 60*6 #Fetch news every
6 hours

next_assessment_time = time.time()
next_news_time = time.time()

while True:

current_time time.time()

if current time > next_assessment_time:
perform_security_assessment()
next_assessment_time + =
assessment_interval

if current_time >= next_news_time:
fetch_iont_security_news()
next_news_time + news_interval
time.sleep(60) # Wait for 60 seconds before
checking again

VIil. CONCLUSION

In conclusion, the IoMT Security Framework developed in
this research provides a comprehensive approach to address-
ing the security challenges facing IoMT stakeholders, solu-
tions, and architecture. With the increasing adoption of IloMT
solutions in healthcare settings, it is essential to ensure the
confidentiality, integrity, and availability of patient data while
also protecting against potential threats and vulnerabilities.

The IoMT Security Framework includes seven steps: iden-
tifying security risks, access authorization control, imple-
menting security measures, monitoring and updating the
security framework, training and educating stakeholders,
establishing incident response protocols, and continuously
improving the security framework.

By following these steps, IoMT stakeholders can develop a
comprehensive and effective security strategy that addresses
the specific risks and vulnerabilities facing their IoMT
systems. The inputs to the framework include IoMT
Stakeholders (Medical Professionals, Device Manufacturers,
IT Professionals), IoMT Solutions (Devices, Sensors, Net-
works), and IoMT Architecture (Network Topology, Data
Flow, Protocols).

Overall, the IoMT Security Framework presented in this
research makes an important contribution to the field of
IoMT security by providing a practical and comprehensive
approach to enhancing patient data privacy and security.
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However, further research is needed to develop more specific
guidelines and best practices for implementing the framework
in different types of IoMT systems and to address the rapidly
evolving security threats facing the IoMT industry.
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