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ABSTRACT The metaverse, an emergent interconnected network that harmoniously merges digital and
physical realities, represents a revolutionary paradigm in the computing realm, engendering a nexus
of immersive, interactive experiences through user avatars. This new digital landscape, forged by the
advancement of immersive technologies like virtual and augmented reality, coupled with the sophistication
of artificial intelligence, blockchain, and edge computing, presents diverse prospects from innovative
experiential creations to the resolution of complex issues like remote work and virtual social engagement,
to remote surgeries, immersive learning and so on. Nevertheless, it confronts obstacles, including privacy,
security, equitable access, and ethical concerns, necessitating the construction of robust legal and ethical
frameworks for the common good. This research, a comprehensive examination of this burgeoning phe-
nomenon, systematically scrutinizes its underpinning constructs and trailblazing applications via databases
such as ScienceDirect, ResearchGate, and IEEE Xplore. It uncovers the metaverse’s incarnations in gaming,
social platforms, education, and healthcare, signifying its transformative capacity across these sectors. The
exploration underscores the imminent requirement of addressing legal and ethical dimensions as we move
towards this novel digital existence, thereby paving the way for future research to architect a secure, efficient,
and inclusive metaverse.

INDEX TERMS Metaverse, digital world, augmented reality, virtual reality, avatar.

I. INTRODUCTION

The notion of the metaverse has been around for nearly
30 years since the inception of the internet itself. However,
it is only recently that the metaverse has undergone tremen-
dous growth, primarily driven by the development of 3D gam-
ing. This growth is mainly due to advancements in hardware
and software, including graphic processing units (GPUs),
wireless connection networks, and built-in sensors on the
hardware side. While on the software side, the advancements
include communication, computer vision, and language
processing. These developments in hardware and software
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have made it possible to create a virtual world that is more
imaginative, effective, and in line with the visions of science
fiction authors. Fig. 1. illustrates the development of the
metaverse, including critical events such as the inception
of the internet, early References to the metaverse in early
literature, and the creation of the first virtual world, Sec-
ond Life, which are critical milestones in the development
of digital technology. Recently, the metaverse has attracted
many users due to its immersive experience and the ability to
interact with people worldwide in a virtual environment. The
future of the metaverse is a sprawling, interrelated network of
virtual realms where individuals can experience life, engage
in employment, and have fun. It can revolutionize how we
interact with each other, consume media, and even conduct
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FIGURE 1. A chronological outline of evolution of metaverse (Key Milestones from 1991 to 2021).

business. Although the metaverse is still in its infancy, its
prospects are vast, and the future appears prosperous for this
novel and thrilling digital realm.

A. PRESENT LITERATURE AND OUR CONTRIBUTION
Metaverse, in recent history, has attracted a lot of attention
from the research community, and a considerable amount of
work has already been done on the fundamentals, structure,
and applications of this technology. However, as this is still a
growing technology, we need to address the issues that may
arise from some of the characteristics of the metaverse, such
as virtual worlds, scalability, persistence, synchronization,
financial flexibility, decentralization, security, and interop-
erability. The research aims to produce new insights and
knowledge and learn more about the metaverse and the diffi-
culties and challenges it may confront in developing a secure
and privacy-preserving communication medium. It’s a fresh
attempt at deciphering the metaverse and its future trends
and perspectives. Moreover, this study also examines the
possibilities of the Metaverse’s expansion in many sectors
using bibliometric analysis based on different publications.

In essence, this study’s contributions are briefly summa-
rized as follows:

e Elaborate on the fundamental concepts and intricacies
of the metaverse, encompassing its comprehensive design,
defining characteristics, advanced technologies facilitating its
existence, and the latest and innovative examples of meta-
verse applications today.

o Indicate future metaverse research avenues for creating
an efficient, private, secure realm.

In Table 1, we outline the contribution of our study in the
context of prior, comparable surveys on the metaverse.

B. ORGANIZATION OF THE DOCUMENT

The data for this study was solely sourced from various
secondary sources in the form of books, journals, and online
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TABLE 1. A brief comparison of our survey with previous works.

Ref &Year Contribution
2020 [1]
2021 [2]

Study of educational perspectives of the metaverse.

Examining the social benefit uses of the metaverse.

Review of the metaverse's eight foundational technologies

2021 (3] and the prospects it presents from its six user-centric factors.

Overview of the evolution of the metaverse in terms of
governmental initiatives, commercial endeavors,
infrastructures, enabling technologies, virtual reality, and the
social metaverse.

2021 [4]

2021 [5]
2022 [6]

An examination of digital art applications in the metaverse.

Examine the potential applications of blockchain and Al in
creating future metaverses.

Discuss the internet's growth leading to the metaverse, a
shared virtual world enhanced by Al and other technologies.
It also explores Al's crucial role in potential metaverse
applications like healthcare, manufacturing, smart cities, and
gaming.

2022 [7]

Investigate how wusers engage, launch, and showcase
examples of utilization in the virtual world and examine the
fundamental elements, such as hardware, software, and
content, that construct the metaverse.

2022 [8]

An extensive analysis of communication, networking, and

2022 9] computation in the edge-enabled metaverse.

A comprehensive analysis of the virtual world's foundational
principles, safety measures, and confidentiality, including its
overall design, characteristics, and potential security and
privacy hazards. Delve into current issues, innovative
solutions, and future avenues of study in establishing a
protected metaverse.

2023 Ours

articles, including Google Scholar. The researchers meticu-
lously scoured different online platforms to collect relevant
information and articles to support the study’s objectives.
The objective of this study was to deepen and enhance our
comprehension of the subject matter by thoroughly scruti-
nizing and synthesizing information sourced from various
secondary sources, thereby contributing to the expansion
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of existing knowledge in the field. The study’s secondary
objective was to enhance the existing body of knowledge and
provide insights that could be valuable for future research in
the field.

The introductory section provides a general overview of
the topic and sets the stage for the subsequent sections.
Section II highlights the overall approach for the research
method. Section IIT delves into the fundamental concepts
of the metaverse, including metaverse, avatar, and extended
reality, as well as dealing with the general architecture of the
metaverse and the different stages into which the meta-
verse develops. This section also includes hardware and
software components that comprise the metaverse, includ-
ing head-mounted displays, input devices, and multi-modal
content representation. Section IV, “Metaverse Applica-
tions,” explores the various metaverse applications. Finally,
Section V, Open Challenges, discusses the limitations
and open challenges of the metaverse, including sustain-
ability, hardware/software limitations, ethics, and security.
Section VI provides an overview of security challenges in
implementing the metaverse, summarizes the findings, and
highlights the significance of the research.

Il. RESEARCH METHOD

We employed a combination of systematic literature review
(SLR) [10] and hybrid-narrative literature review techniques
to gather reliable sources for our paper. Our literature search
was confined to studies and publications in information sys-
tems and related disciplines relevant to the Head-Mounted
Display (HMD) concepts based on immersive virtual real-
ity, Avatar, Extended Reality, immersive experience, digital
twins, and the metaverse. Our exclusive method of obtaining
references was through a comprehensive and rigorous exam-
ination of the relevant literature.

a. Explore related keyword combinations.

b. Locate and distinguish articles with relevant keyword
phrases appearing in both the title and content of the
paper.

c. Eliminate articles that contain relevant keywords but
have no substantive connection to the realm of the
Metaverse.

d. Group together the relevant papers

We performed a comprehensive search for relevant literature
by exploring various online databases, including:

o ScienceDirect (https://www.sciencedirect.com/).

« ResearchGate (https://www.researchgate.net).

« IEEEXplore (https://ieeexplore.ieee.org).

We eliminated articles that needed more pertinent, including
those discussing VR hardware or software, prefaces, invita-
tions to submit papers, special issue introductions, and book
evaluations.

IIl. METAVERSE - FUNDAMENTALS

To comprehend the soundness and practicability of the meta-
verse, it is pertinent to gain an in-depth understanding of
its fundamental concepts. The following section will delve
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into the foundational work on the metaverse, its enabling
technologies, and what it holds for.

A. METAVERSE - FROM CONCEPTION TO ACHIEVING THE
STATUS OF A GIANT IN THE GLOBAL MARKET

The term ‘“metaverse,” in which the prefix “meta” refers
to “far off” and the suffix ‘“‘verse” refers to ‘“‘universe,”
was initially coined in 1992 by Neal Stephenson in one
of his science fiction novels, “Snow Crash” [11] and was
later given currency by Facebook founder Mark Zuckerberg
when he announced the rebranding of his digital platform
Facebook as “meta” in October 2021. In a broad sense, the
term ‘“‘metaverse” refers to the fifth generation and beyond
the Internet world in which avatars can represent participants
who can interact with software programs and one another in
a three-dimensional virtual environment [12]. However, there
is no single, agreed definition of the term, as various scholars
have elaborated on this terminology in multiple ways. Some
scholars describe it as an immersive 3D collaborative envi-
ronment where participants can perform cultural, economic,
and social activities and interact via avatars [13], [14]. While
the other refers to it as a “‘virtual world” in which phys-
ical and geographic peculiarities of the physical world are
mimicked and modeled to create a digital network space in
which avatars represent users [15]. Additionally, the meta-
verse is often considered a fully enveloping, ultra-spatial,
and self-sufficient digital and shared realm that blends the
three domains of the digital, human, and physical spheres. [4].
Aside from the permanent virtual sites and structures in
the digital realm, various elements, including user identities,
objects, and digital possessions, can be traded across virtual
realms, sometimes even mimicking real life [16]. The central
thesis posits that, with the advent of the web and mobile
internet, the metaverse is viewed as a thriving aspect of
the next-generation internet. [17]. This digital world offers
people the chance to experience a separate life in the virtual
realm and become part of the growing population of digital
natives. Metaverse is perceived as a new Internet frontier
that provides a unique environment where individuals can
interact and create in a completely new and exciting way. The
potential of the metaverse is limitless, and it is poised to shape
the future of the internet and human interaction.

In its totality and looking at the growth of the meta-
verse, it won’t be an exaggeration to term it the next sig-
nificant advancement in the digital realm and an heir to
the modern-day internet [16]. Numerous major technology
companies, including Unity, Bytedance, Tencent, NVIDIA,
Microsoft, and Facebook, have already announced their
involvement in the metaverse. Facebook has even gone so
far as to rebrand itself as “meta”. Microsoft has made a
significant investment in the metaverse, acquiring video game
company Activision Blizzard for a staggering $68.7 billion
to extend its reach into the metaverse gaming world. These
tech giants see the potential for the metaverse to revolutionize
the digital world and are eager to be at the forefront of
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this new and exciting frontier. [7] and virtual ecosystem of
communication being created by Metaverse Seoul for all of
its municipal administrative fields, including culture, tourism,
business, education, and public service — all of these are
glimpses into expanding metaverse universe, which not only
luring online gaming giants, internet financial and business
companies, various social network platforms, and other dig-
ital titans [7] but also has potential to be extended to various
other aspects of human life such as healthcare [18], education,
simulation, and transportation [8] as well. Additionally, it’s
projected that the metaverse industry will experience sub-
stantial growth, rising from a value of USD 500 million in
2020 to an estimated USD 800 billion in 2024. Online gaming
is expected to take in a significant portion of this revenue,
accounting for approximately half of the global income gen-
erated by the metaverse.

B. METAVERSE - GENERAL ARCHITECTURE

The metaverse is an artificial world of avatars controlled
by users, digital assets, virtual environments, and other
computer-generated components. Individuals, represented
through avatars, can interact, cooperate, and engage in social
interactions utilizing intelligent devices. Metaverse amalga-
mates the trichotomy of the physical, human, and digital
realms, creating a unique and comprehensive environment
for human interaction. Additionally, the metaverse’s human
world is portrayed as a digital arena where individuals can
participate in a diverse range of pursuits and establish psy-
chological and social connections. Through avatars and other
digital representations, users can express themselves, com-
municate, and interact with others in a simulated environment
that mimics the physical world.

In the metaverse depicted in Fig. 2, human society is
centered around users who interact with digital avatars
through smart wearable devices and technologies like
Human-Computer Interaction (HCI) and Extended Reality
(XR). The physical infrastructure facilitates data perception,
transmission, processing, and physical control through smart
objects, sensors, and diverse networks. These infrastructures
aid the interaction between the digital and human worlds.
The digital world comprises interconnected sub-metaverses
and provides users with various virtual goods/services and
environments. The metaverse engine leverages this interac-
tivity to generate, maintain, and update the virtual world
using big data from the real world. It employs Al, digital
twin, and blockchain technologies to ensure the richness and
sustainability of the metaverse ecology. In the metaverse,
information flows freely in each world— human, physical,
and digital-driven by social networks, IoT infrastructure, and
the metaverse engine. The Internet and IoT bridge these
worlds, facilitating the interaction between the physical and
digital realms and allowing seamless information flow. How-
ever, this amalgamation of the metaverse, physical systems,
and human society can potentially amplify virtual threats,
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affecting physical infrastructures and personal safety, thereby
raising significant governance challenges.

Additionally, the network and computational systems of
the metaverse allow for high-speed data transfer and pro-
cessing, ensuring that the metaverse can keep pace with the
rapid evolution of technology and the increasing demands
of its users. Overall, the metaverse physical space is crucial
in creating an immersive and seamless experience for users,
allowing them to interact with the digital world more natu-
rally and intuitively. These smart objects and devices can be
anything from virtual reality headsets to smartphones, and
other internet-connected devices, which users interact with
to engage with the virtual world. The network and comput-
ing infrastructure, on the other hand, provide the necessary
support for the smooth functioning of the metaverse, enabling
fast data transmission, low latency, and real-time interactions.
IEEE 2888 [19] standards specify that the digital realm of
the metaverse is constructed from a network of interrelated
and dispersed virtual realms referred to as sub-metaverses.
Every sub-metaverse provides a distinct array of offerings
to individuals represented through their avatars, including
social dating, gaming, virtual museums, and online concerts.
In the proceeding segments, we shall thoroughly examine the
interconnectivity and correlation between the three realms,
the building blocks that make up the metaverse, and the
intricate mechanisms by which information is processed and
circulated within the metaverse.

1) SOCIETY

Metaverse is often seen as being centered around the needs
and experiences of human users [20]. The human world
comprises these users, their internal psychologies, and social
interactions. With advanced wearable devices such as VR/AR
helmets, humans can interact with their digital avatars and
control their movements within the metaverse. This allows
them to engage in activities such as playing, working, social-
izing, and interacting with other avatars or virtual entities
through human-computer interaction (HCI) and extended
reality (XR) technologies, as depicted in the popular film
Ready Player One [21]. In this way, the metaverse offers a
unique and immersive experience for human users, allowing
them to fully engage with the virtual world in a previously
impossible way.

2) THE PHYSICAL WORLD

Serves as a crucial support system for the metaverse, pro-
viding the necessary infrastructures such as sensing/control,
communication, computation, and storage.

These support systems enable the metaverse to effectively
process and store multi-sensory data, Facilitating an effort-
less exchange of information and experiences between the
virtual and physical domains through integrating technol-
ogy and human interaction. The sensing and control sys-
tem, comprising intelligent devices, detectors, and regulators,
enables comprehensive data acquisition from the surrounding
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FIGURE 2. The combination of the human, physical, and digital realms characterize the metaverse architecture.

environment and human anatomy and fine-tuned manipula-
tion of technology. Interconnectivity is facilitated through
a network infrastructure comprised of diverse wireless and
wired networks, including Satellite communication networks,
cellular communication networks, and unmanned aerial vehi-
cle communication networks.

Furthermore, the computing and data storage infrastruc-
ture provides substantial computing and storage capabilities,
leveraging the synergies between cloud, edge, and end com-
puting technologies. This support system allows the meta-
verse to function at its highest potential, providing users with
a rich, immersive experience [22].

3) INTERLINKED VIRTUAL SPACES

The digital world, as defined by ISO/IEC 23005 and IEEE
2888 standards [23], comprises multiple interconnected vir-
tual realms known as sub-metaverses. These sub-metaverses,
in the digital world, offer a multitude of opportunities for
users to engage in a variety of virtual experiences. By leverag-
ing cutting-edge technologies such as artificial intelligence,
extended reality, and human-computer interaction, individu-
als can engage in highly immersive and lifelike experiences
with their digital counterparts and virtual surroundings. These
virtual experiences can range from gaming and socializing to
education and entertainment, providing users with a limitless
world of possibilities. Furthermore, the interconnected nature
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of the sub-metaverses within the digital world enables users
to move seamlessly between different virtual environments,
creating a seamless and interconnected virtual world.
Avatars, in the context of the metaverse, are digital coun-
terparts of human users. They serve as the virtual repre-
sentation of a user’s presence in the metaverse, enabling
them to interact with other digital entities. Depending on
the metaverse application used, these avatars can take on
various forms and shapes, ranging from human-like figures
to animals, imaginary creatures, and more. Users have the
flexibility to create multiple avatars for different purposes,
each tailored to suit their specific needs and preferences.
The virtual environment in the metaverse refers to the
simulated, either real or fantastical, setting created using
3D digital elements and their characteristics. These virtual
surroundings within the metaverse can have varying spatial
and temporal dimensions, allowing users to experience an
alternate reality, such as living in ancient times or visiting
futuristic worlds. Furthermore, these virtual environments
can be highly immersive and interactive, offering users a
realistic and engaging experience. They can also be cus-
tomized to match the user’s preferences, allowing them to
create and explore unique worlds. This level of customization
and interactivity can lead to a greater sense of connection and
immersion for the user, enhancing the overall experience in
the metaverse. Additionally, virtual environments can serve
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as platforms for various activities, such as gaming, socializ-
ing, learning, and entertainment, creating a rich and diverse
digital world for users to explore.

Virtual commodities, including but not limited to digital
art, skins, and virtual plots of land, are tradeable goods that
are generated by Virtual Service Providers (VSPs) or indi-
viduals within the metaverse. The domain of virtual services
within the metaverse is broad. It encompasses a diverse range
of fields and areas of interest, including the growing field of
digital commerce, the use and adoption of digital currencies,
the creation and implementation of virtual regulations, and
the provision of social services and amenities, to name a few.
These virtual commodities hold value and can be bought,
sold, and traded, much like physical commodities in the real
world. They play a crucial role in the growth and development
of the metaverse as a thriving virtual economy.

4) METAVERSE ENGINE

Metaverse engine leverages real-world data to create, main-
tain and update the virtual world through Al, digital twin,
blockchain, and XR and HCI (focusing on brain-computer
interaction). This enables users in physical environments to
control their digital avatars through their senses and move-
ments, participating in activities like racing, dating, and trad-
ing virtual goods. The virtual economy is generated through
these activities, and Al algorithms personalize avatar cre-
ation, render the metaverse, and provide intelligent services.
Digital twin technology uses Al-based big data analytics to
simulate, digitize and mirror the real world, creating realistic
virtual environments. Blockchain technology manages and
monetizes digital twins and content, forming the economic
and value system in the metaverse [23].

5) IN-WORLD DATA TRANSFER

The human community is connected through social networks
and shaped through shared activities and individual inter-
action. In the tangible realm, the Internet of Things (IoT)
is crucial in digitizing and transforming the physical space
through its widespread sensors and actuators, transmitting,
and analyzing IoT-generated data through network and com-
puting systems. Within the digital realm, data from both the
physical and human worlds are processed and administered
by the metaverse engine, fostering the creation and rendering
of a large-scale metaverse and offering various metaverse
services. Moreover, users, portrayed as avatars, can create and
disseminate digital content across numerous sub-metaverses,
driving the creative potential of the metaverse.

C. METAVERSE ENABLING SUBSYSTEMS

The architecture of the Metaverse hinges upon a sextet of
cornerstone technologies, which encompass artificial intelli-
gence (Al), virtual reality (VR), augmented reality (AR), dig-
ital twins, networking/telecommunication, and blockchain,
all depicted in Fig. 3. These are Metaverse’s essential sub-
systems that enable its smooth functionality. The diagram
provides a graphical representation of the crucial elements
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synergistically operating to sustain the immersive, inter-
connected virtual ecosystem the metaverse embodies. This
diagrammatic view thoroughly explains the foundational
infrastructure needed to underpin the metaverse’s func-
tions, emphasizing the interconnected nature of the diverse
subsystems.

1) INTERCONNECTIVITY — EXTENDED REALITY

Under the collective banner of Extended Reality (XR), incor-
porating elements of Virtual Reality (VR), Augmented Real-
ity (AR), and Mixed Reality (MR), a profoundly immersive,
sensory-rich environment is created, permitting real-time
interactions between individuals, their digital personas, and
the virtual realm. This unrivaled encounter is facilitated by
state-of-the-art implementations like holographically front-
projected displays, advanced interactions between humans
and computers, groundbreaking brain-computer interfaces,
and extensive three-dimensional modeling. Despite the col-
lective term XR, it remains critical to clarify these founda-
tional concepts, as they need to be substitutable [24].

Augmented Reality (AR) is a groundbreaking technology
that revolutionizes our way of observing and engaging with
the world. By smoothly integrating digital components into
our actual surroundings, AR heightens our sensory inter-
actions, enabling us to interact with real-time digital data
with incredible accuracy. The effectiveness of AR lies in
its potential to perfectly align three-dimensional virtual and
real objects, thereby establishing a balanced integration of
the virtual and actual realms. Among the numerous benefits,
AR provides are capabilities like surface identification, object
detection, facial acknowledgment, and motion tracking [25].

Virtual Reality (VR) is noted for its exceptional capability
to induce a profound state of immersion [26], a sensation
crafted by the complex interplay of its technological ele-
ments, reproducing a believable replica of reality within the
user’s sensory landscape environment [27]. Present-day VR,
utilizing head-mounted displays (HMDs), offers unmatched
levels of immersion and presence, enabling virtual realms
to potentially impact users’ cognitive, behavioral, and emo-
tional states in unprecedented manners [28], [29].

The technology fabricates lifelike visuals and audio, giving
birth to a thoroughly immersive experience with transforma-
tive potential [30].

Augmented Virtuality (AV) represents a technological
approach that offers an extraordinary mode to interact with
virtual landscapes. Contrary to Augmented Reality (AR),
which superimposes virtual entities onto the physical world,
AV instantly seizes and amalgamates actual-world elements
into virtual realms. It cultivates a heightened immersion for
users, inducing a sensation of complete presence within the
virtual dimension [23].

Mixed Reality (MR), an amalgamation of AR and VR
attributes, culminates in a distinct sensory milieu wherein
digital and tangible entities coexist and cooperate in real
time. An MR environment orchestrates a symphony of virtual
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FIGURE 3. Metaverse enabling technologies.

and physical elements within one visualization. At its core,
MR technology facilitates the co-display of actual and virtual
objects to the user [23]. This immersive journey enables
a user to oscillate effortlessly between the tangible and
virtual dimensions, creating unprecedented immersion and
participation.

2) DIGITAL TWINS

The concept of a digital twin involves the creation of a highly
detailed and aware digital representation of physical objects
and systems [31]. It allows for forming digital replicas of
actual physical entities [32], providing the ability to predict
and optimize their virtual counterparts and continuously learn
and adapt within a virtual environment.

In the virtual world of the metaverse, digital twins allow for
accurate digital representations of objects and their character-
istics by simulating complex physical processes and utilizing
Al technology. It holds predominantly positive outcomes
for crafting and presenting extensive metaverse landscapes.
Furthermore, incorporating digital twins offers preventive
upkeep and the ability to monitor accidents, thereby improv-
ing the effectiveness of the real world and reducing the risk of
potential dangers. The digital twin of the metaverse mirrors
the real world, and its various counterparts aid in streamlining
monitoring and operations within businesses [33]. Digital
Twins, with their distinct qualities, serve as a crucial element
in constructing the metaverse, offering a gateway for users
to access and engage with virtual world services. This feat is
accomplished by producing exact replicas of the real world,
encompassing the physical appearance and operational char-
acteristics of objects, individuals, and environments.

3) ARTIFICIAL INTELLIGENCE (Al)
Al is fundamentally about enabling machines to mimic
human cognition, thus empowering them to exhibit cognitive
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skills similar to humans and to execute tasks with comparable
efficiency [34]. Subfields of Al, including Machine Learning
(ML), Natural Language Processing (NLP), and Computer
Vision (CV), play instrumental roles in integrating Al into
the metaverse.

The metaverse gains substantially from Machine Learn-
ing (ML), as it permits learning from historical interactions
among users and self-enhancements, leading to improved
performance over time. This technology can also amplify
the metaverse’s capacity to mimic human behavior, thereby
reducing human dependency and paving the way for scalabil-
ity and expansion.

Natural Language Processing (NLP) technology stream-
lines user experience in the metaverse by transforming human
language into a machine-interpretable format, which is fur-
ther analyzed and processed to produce desired outcomes.
Attaining optimal speech recognition accuracy necessitates
incorporating various Al technologies such as NLP, Neural
Networks, and Deep Learning. NLP technology facilitates
the conversion and translation of natural language speech
into a machine-readable format, which then undergoes further
analysis and conversion back into human language.

4) NETWORKING TECHNOLOGIES

The Metaverse caters to a huge user base regarding
widespread network connection via wireless networks.
In recent years, various cutting-edge technologies have
emerged to enhance the efficiency of networking systems
and wireless communication. Al has been utilized extensively
across several levels of the network infrastructure [35].

Data Networking Technologies, including 6G, IoT, and
Software-Defined Networks (SDN), play a crucial role
in facilitating the smooth and instantaneous exchange
of information between the real and digital worlds and
among various sub-metaverses within the metaverse.
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The advancements in these technologies, such as B5G
and 6G, provide numerous opportunities for ensuring reli-
able, real-time, and widespread communication for multi-
ple metaverse devices with enhanced mobility capabilities.
These technologies make the metaverse better connected
and more accessible, leading to a more seamless and inte-
grated user experience. [36]. The emerging trend of 6G’s
Space-Air-Ground Integrated Network (SAGIN) [37] holds
immense potential for enabling seamless and widespread
access to metaverse services. Software-Defined Networking
(SDN) [38] enables efficient and adaptable management of
complex metaverse networks by separating the control and
data planes. This separation allows for the centralization of
network management, providing greater scalability and flex-
ibility in configuring the network to meet changing needs and
demands. In a metaverse that utilizes SDN, physical devices,
and resources are controlled by a centralized authority using a
standardized interface such as OpenFlow. This centralization
allows for dynamic allocation of resources, including com-
putation, storage, and bandwidth, in response to the real-time
requirements of various sub-metaverses. This results in a
highly flexible and efficient metaverse infrastructure.

5) DECENTRALIZED LEDGER TECHNOLOGY - BLOCKCHAIN
Typically, blockchain is a decentralized digital ledger that
records transactions and assets in a secure network using
cryptographic methods. This ledger offers prompt, standard,
and open information saved in an unalterable and unbreak-
able format that can only be accessed by authorized network
participants [39]. In a typical blockchain system, it’s possible
to monitor various activities such as payments, accounts, and
other exchanges. However, within the virtual world known as
the metaverse, vast amounts of data, including digital content
and videos captured by VR devices, are often transmitted and
stored in data centers without proper security and privacy
measures, making them susceptible to cyber-attacks. Given
these security and privacy concerns, blockchain, with its dis-
tinct characteristics, presents a viable solution for protecting
data within the metaverse [40]. Over the past 10 years, various
cutting-edge techniques for collecting, preserving, and dis-
tributing data have been suggested by integrating blockchain
and Al in different fields to ensure maximum data privacy
and security. These methods have demonstrated substantial
promise for application in the metaverse.

6) EDGE AND CLOUD COMPUTING

Building the Metaverse is an immense task that demands
substantial computational resources to keep track of vari-
ous elements, such as characters, objects, and environmental
transformations, while they navigate the virtual realm. This
necessitates a compelling interplay of edge and cloud com-
puting. Edge computing caters to nearby users with lower
latency and quick local orchestration, whereas cloud com-
puting specializes in extensive data storage and cost-effective
operations. Given that the Metaverse is projected to amass
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data at an astronomical rate, expected to surpass Earth’s size
by a thousandfold within two decades [3], the importance of
cloud services intensifies.

Yet, more than cloud computing is required. Edge com-
puting plays a vital complementary role with its capacity for
real-time data processing and facilitating local user engage-
ment. For these two technologies to work in unison, an adept
orchestrator is crucial for scheduling workload distribution
and directing data flows for enhanced integrated service.

The Metaverse can deliver a fluid and immersive expe-
rience to countless users by harnessing the power of both
edge and cloud computing. Given the ongoing necessity for
increasing computational and storage capacities, augmenting
the number of servers in centralized cloud warehouses is more
practical and cost-efficient than space-restricted edge sites.
Hence, it’s clear that cloud computing will continue to play a
pivotal role in the era of the Metaverse.

D. STAGES OF METAVERSE DEVELOPMENT

Metaverse achieves the amalgam of virtual enhanced physical
space with a constant virtual space via diversification of
the latest emerging technologies [3], including smartphones,
gaming PCs, AR glasses, VR headsets, and other gaming
consoles. From a macro perspective, there are three stages
into which the metaverse develops [3]:

« digital twins

« digital natives

« surreality.

The first stage creates a clone of the physical world, primarily
comprised of the broad and concise digital twins of persons
and objects in virtual settings to create a lifelike digital rep-
resentation of the physical world. At this point, the actual
and virtual worlds coexist as distinct yet intertwined environ-
ments. The virtual components, such as the user’s emotional
state and physical actions, are meticulously modeled after
their real-world counterparts, providing an experience that
mimics reality in every way possible.

In other words, the virtual parameters and activities repli-
cate the physical parameters and activities. This first stage is
supplanted by the immersive 3D experience by augmented
reality (AR) and VR in the second stage. A key aspect of
this stage is creating original content where digital natives,
represented by avatars, can generate new ideas and discov-
eries within virtual environments that may only exist in the
digital realm. This approach lays the foundation for bridging
the gap between the physical and digital realms. It allows
for the exploration of unique and innovative possibilities that
are limited only by one’s imagination. In the final stage, the
metaverse reaches its full potential, evolving into a robust and
self-sufficient alternate reality that seamlessly blends with
and incorporates elements of the physical world. It becomes
an enduring and dynamic environment, capable of sustaining
itself and providing users with a rich and immersive expe-
rience. As a result, the distinction between the physical and
digital realms begins to blur, and the metaverse becomes a
unique and integral part of our daily lives.
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While 5™ generation communication makes possible the
creation of highly reliable and low latency connections for
different metaverse gadgets, including brain-computer inter-
face (BCI) and other wearable sensors to allow interaction
of user/avatar in the metaverse, verification of the genuine
ownership rights of metaverse assets is largely made possible
by blockchain and non-fungible tokens (NFT) [41].

To accommodate the foundational needs of the metaverse,
its architecture spans both the physical and virtual realms.
As demonstrated in Fig. 4, the leftmost two circles represent
the virtual and physical worlds, with an intersecting space
between them. This structural overlap equates to the three
layers shown centrally in Fig. 4, labeled as infrastructure,
interaction, and ecosystem, ascending from bottom to top.
In Fig. 1, we have enumerated several principal components
of each tier. It’s pertinent to note that while these listed
elements will be a focal point in our discourse (discussed
previously), there are other components within each layer that
we won’t emphasize due to this study’s targeted intent and
scope.

IV. TECHNICAL APPLICATIONS FOR THE METAVERSE
ECOSYSTEM

In this section, we present a comprehensive overview of
notable prototypes within the realm of metaverse applications
in gaming, social experience, education, and health care.
These prototypes serve as exemplars of the current state
of technology in the virtual reality space, and they provide
insight into the potential of what is to come.

A. GAMING

The utilization of games has become essential in promoting
the growth of the Metaverse and has been demonstrated to
be the most well-received platform in this emerging virtual
reality. The popularity of games extends beyond just provid-
ing entertainment, as they can also be used to tackle complex
issues creatively. This has resulted in games being the most
sought-after type of metaverse application, providing a cap-
tivating and interactive experience that appeals to a broad
user base. With User-matching capabilities, technological
advancements, and content flexibility, games are an ideal
way to tap into the full potential of the Metaverse. They
serve as a unique and all-encompassing platform for people to
connect and present unlimited opportunities for imagination
and invention.

Second Life is a sandbox game that provides players with a
customizable 3D virtual world. As avatars, players can design
and construct virtual structures, which they can then sell
and engage in various social activities. These activities may
include art exhibitions, political meetings, and even visiting
virtual embassies. Second Life offers a rich, immersive expe-
rience where players can express their creativity, interact with
others, and participate in various virtual events [42]. Roblox
is an international gaming platform that allows players to
design and develop their own games and create custom items
such as clothing and skins. This platform offers eight core
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components essential for creating a metaverse, including
Depth of experience, diversity, identity, commerce, accessi-
bility, seamless interaction, culture, and social connections.
With its user-created content and comprehensive features,
Roblox is poised to play a key role in shaping the future
of virtual reality and the metaverse [43]. Adding to that,
Epic Games is responsible for the creation of Fortnite. This
large-scale multiplayer online shooter game enables players
to construct various structures like buildings, bunkers, and
even entire islands. The platform exclusively controls the
design of in-game items, such as skins.

Research conducted by Baker et al. [44] found that
agents in a hide-and-seek type of multi-agent competition
can generate an educational program for automation that
develops new techniques at various stages. On the other
hand, Stanica et al. [45] presented INREX-VR, a state-of-
the-art neurorehabilitation tool that employs virtual reality to
promote self-improvement and competition. The tool records
the real-time movements of users in interactive and game-like
settings, executing intricate movements to assist in rehabili-
tation progress.”

B. SOCIAL EXPERIENCE

The Metaverse has the potential to completely transform our
society, offering a range of immersive social experiences that
would not be possible in the physical world. From virtual
lifestyles to virtual shopping, dating, and communication, the
Metaverse opens new avenues for social interaction. With the
Metaverse, global travel becomes effortless, and even time
and space travel could become a reality. The Metaverse has
the potential to revolutionize our understanding of what is
possible in the world of social applications.

Recently, the field of study concerning the Metaverse
and its effects on society has seen a surge in interest.
Papagiannidis et al. [46] researched the relationship between
the Metaverse and corporate social responsibility. They ana-
lyzed the various ethical and policy-related issues that arose
in this context and explored the Metaverse’s impact on cor-
porate behavior and decision-making. De Decker et al. [47]
took a closer look at the potential of the Metaverse to aid in
solving complex societal issues. They explored the use of the
Metaverse to address and resolve these problems, investigat-
ing the processes and methodologies that could be employed
to achieve successful outcomes. Smart et al. [48] investigated
the crucial aspects of social transformation within the Meta-
verse and its possibilities for shaping the future. These studies
paint a comprehensive picture of the potential effects of the
Metaverse on society and its various facets.

With the rise of technology, the demand for virtual cultural
experiences, such as visiting museums or watching perfor-
mances, is growing. While online solutions offer the benefit
of limitless capacity and greater accessibility, they still fall
short in terms of the tangible sensory experiences present in
physical events. Tang et al. [49] conducted a study to assess
the effectiveness of using Metaverse to provide immersive
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FIGURE 4. The Metaverse’s three-layer architecture.

educational library orientation services. The goal was to
explore how this technology can be leveraged to create a more
engaging and interactive experience for students, providing a
comprehensive understanding of the library’s resources and
facilities. Choi and Kim [50] conducted research on enhanc-
ing museum visitors’ experience by utilizing the combination
of beacon technology and HMDs.

C. EDUCATION

The utilization of metaverse for audio and visual-based learn-
ing has enormous potential for widespread adoption and
is considered a significant application of this technology.
Experiential learning is crucial as it allows individuals to
understand concepts and ideas tangibly and emotionally. The
difference between reading about something and experienc-
ing it first-hand is immense, making hands-on education
valuable in acquiring knowledge and skills. The sensation
and emotions accompanying an experience leave a lasting
impact and can aid in retaining information for extended
periods. For instance, the intangible nature of radiation makes
it challenging to grasp, leading one to hold a preconceived
notion that it is simply hazardous. The Metaverse provides
the ability to examine and experience radioactivity’s techni-
cal and scientific aspects, enabling a deeper understanding
of its educational effects [51]. Sung et al. [52] conducted a
study to evaluate the difference in immersion and educational
impact between conventional static video presentations and
the Metaverse method in marketing students. They utilized
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facial electromyography to assess the student’s learning atti-
tude, enjoyment, and performance. They discovered that the
Metaverse approach enhanced the educational experience and
fostered better learning outcomes. This research underscores
the promising potential of the Metaverse for advancing edu-
cation. Kemp et al. [53] evaluated the benefits and drawbacks
of a virtual environment that accommodates multiple users
for educational purposes. Collins et al. [54] researched the
methods of obtaining, engaging with, and producing knowl-
edge in higher education. Templeton et al. [55] explored the
practical and educational aspects that must be considered by
teachers in their pursuit of learning, while Suzuki et al. [56]
conducted a research study focused on the area of collab-
orative learning within the Internet of Things (IoT). This
investigation aimed to examine the workings of collaboration
among learners and identify ways to enhance it in the context
of IoT-based learning.

The metaverse concept is being utilized in education,
specifically within the Problem-Based Learning (PBL)
framework. PBL is an approach to teaching and learning
involving students solving real-world problems and chal-
lenges to acquire new knowledge and skills. By incorporating
Metaverse technology, the PBL method has been transformed
into an immersive and interactive educational experience,
providing students with a dynamic and engaging environment
to explore and apply their learning [57], [58]. Barry et al. [59]
assessed the instructional quality in a Problem-Based Learn-
ing (PBL) task context. He evaluated the quality of instruction
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by measuring its effect on students’ emotions, specifically by
monitoring the increase in the number of blinks, a common
physiological indicator of emotional arousal.

Additionally, he considered the presence of difficult ques-
tions, as they can impact students’ emotional stability.
Khan et al. [60] presented a novel approach to performing
outdoor safety training for children. This approach lever-
ages Virtual Reality (VR), the Kinect sensor, and the Unity
game engine to create an interactive and immersive learning
experience.

D. HEALTH

Healthcare plays a vital role in promoting and sustaining
the global population’s Physical, Mental, Social, and gen-
eral well-being [61]. The concept of “MEDverse” refers to
incorporating the metaverse into the medical field, a notion
initially introduced in academic literature [62], [63]. Inte-
grating the metaverse into the medical field offers immense
potential to address the challenges faced by the healthcare
sector. By leveraging the capabilities of the metaverse, health-
care providers can improve patient outcomes, enhance access
to care, and increase efficiency in the delivery of medical
services. The development of virtual healthcare environments
will not only provide a safe and accessible platform for
patients, especially after the COVID-19 pandemic, but it will
also offer opportunities for medical professionals to collabo-
rate, share knowledge, and advance the field of medicine. The
four elements of incorporating the Metaverse into healthcare
are illustrated in Fig. 5.

In 2021, the SNU Hospital in Korea introduced a revo-
lutionary smart operating room and metaverse environment.
This innovative setup was employed to deliver comprehensive
lung cancer surgery education to over 200 thoracic sur-
geons from various countries. The education was facilitated
by utilizing high-resolution virtual reality cameras, which
transmitted surgical scenes in a full 360° view, providing
the surgeons with a fully immersive and interactive learning
experience [64]. The Metaverse platform facilitates advanced
surgical preparation by converting CT scans into 3D models
that can be viewed with virtual reality headsets. This allows
physicians to closely inspect, isolate, and manipulate specific
body parts for precise surgical operations [65]. The Metaverse
technology affords enhanced therapeutic options through
prescription-based solutions, such as EaseVR. This innova-
tive treatment approach combines virtual reality headsets and
controllers with cognitive behavioral therapies [66], [67] to
alleviate back pain in patients. In other words, EaseVR rep-
resents a convergence of cutting-edge technology and proven
therapeutic techniques, offering a comprehensive solution for
patients suffering from back pain.

VR in the Metaverse has significant potential to revo-
lutionize plastic surgery, allowing patients to preview the
procedure’s outcome on virtual avatars. The Metaverse also
offers radiology benefits, with advanced imaging visualiza-
tion capabilities, improved training, and collaboration among
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radiologists [68]. The healthcare Metaverse also has the
potential to enhance patient engagement through gamifica-
tion, high-quality immersive content, and the use of digital
twins to monitor health conditions [69]. The virtual dash-
board helps patients to visualize health data, communicate
with healthcare professionals, and achieve individualized
care and treatment. The Metaverse requires a detailed under-
standing of human anatomy and the ability to use flexible
and adjustable instruments for surgeries ranging from simple
procedures to complex surgeries, such as the removal of
tumors and complicated spine surgeries.

V. OPEN CHALLENGES TO THE METAVERSE
IMPLEMENTATION AT A LARGE SCALE

The advent of the metaverse holds immense potential
for delivering breakthrough advancements across numerous
domains in the future, however, it still faces numerous hurdles
that require resolutions. Despite advancements in the field,
the virtual reality landscape remains relatively unchanged,
requiring users to possess a set of technology including Vir-
tual reality headsets, controllers, and powerful computers.
Unfortunately, these devices come at a premium price, mak-
ing accessibility a critical challenge in the realization of a
thriving metaverse. In this section, we will present the most
relevant challenges to adapting the Metaverse at a large scale.

A. TECHNICAL AND HARDWARE LIMITATIONS

The Metaverse is not a separate and standalone ecosystem,
it encompasses many technologies such as blockchain, Al,
and head-mounted displays (HMDs) [27]. Since the Meta-
verse is very dependent on Augmented Reality (AR), Mixed
Reality (MR), and Virtual Reality (VR) devices most of
them are neither advanced enough to meet the needs of the
applications nor the user/avatar [78]. One of the primary
challenges is the development of advanced head-mounted
displays (HMDs) that provide an immersive and seamless
experience. The HMDs must be ergonomic, lightweight, and
capable of delivering high-quality visual, auditory, and haptic
experiences. Additionally, they must be compatible with dif-
ferent types of input methods, such as motion, hand-based,
sound, and speech recognition.

Another challenge is the development of motion input
methods that accurately track and respond to users’ move-
ments in the virtual world. This requires the integration of
advanced sensors and algorithms that can accurately detect
and respond to users’ gestures, body movements, and eye
movements. Additionally, the development of hand-based
input methods that provide users with a more natural and
intuitive way of interacting with the virtual environment is
crucial. Developing advanced scene and object generation
techniques is crucial for creating a vibrant and dynamic
metaverse. The virtual world must be able to generate and
render realistic and immersive environments, objects, and
scenes in real time. It must be able to respond to users’
actions and movements. Similarly, a vast segment of the
population is excluded from experiencing the virtual world
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due to the prohibitive cost of the required hardware, such as Furthermore, the capability for precise scene and object
high-performance computers and specialized virtual reality recognition presents a crucial challenge in the development
headsets [71]. of an immersive metaverse. The virtual world must have the
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ability to not only detect and recognize objects and scenes
with accuracy but also respond dynamically to the actions and
movements of users. Equally vital to the metaverse experi-
ence is the integration of advanced sound and speech recogni-
tion technologies, enabling users to communicate and interact
with the virtual environment through natural language. The
seamless integration of these cutting-edge algorithms and
technologies is essential for enabling real-time responses
to users’ speech and sounds, further enhancing the overall
experience within the virtual world [67]. Lastly, moving from
embedded hardware in the user’s terminals (e.g., HTC Vive
Cosmos headset for VR) to the cloud should reduce the
price of the terminals and allow for a large-scale usage of
Metaverse as a user will pay as she/he goes according to
cloud-based prices. The network infrastructure is making
progress to enable such a shift to cloud computing-based
Metaverse but a lot of work is still required mainly for 5G/6G
Network slicing management [86], [87].

B. LACK OF STANDARDS AND REGULATIONS
across different applications for the Metaverse is another

limitation of adapting the Metaverse on a large scale across
domains [27].

C. SECURITY AND PRIVACY

The Metaverse ecosystem will collect a massive volume
of data about the users/avatars such as biometrics, facial
expressions, movement, and many more activities to name
a few [78], [84]. This information must be kept private and
the user’s information must be protected from unauthorized
access to comply with data protection acts such as the Gen-
eral Data Protection Regulation (GDPR) [27]. Also, secure
by design or built-in security provided through endogenous
security theory is a promising solution to many security and
privacy issues in the Metaverse [20]. This endogenous secu-
rity theory provides self-evolution, and protection as well as
autoimmunity competencies [20], [85].

D. THE DARKVERSE

this is even more serious than the dark web since the users
are hidden behind the avatars and they have no index which
is more challenging to regulate [84].

E. SUSTAINABILITY OF THE METAVERSE

to sustain steadiness continuity, a connection-based relation
is a challenging task to maintain in low-specification devices.
Using an intermittent memory which enables users to access
the Metaverse seamlessly as long as they desire. Saving user’s
experiences in memory has some limitations in capacity [8].

F. THE GREEN METAVERSE

the mature Metaverse should be green and energy effi-
cient to preserve sustainability [20]. The collaboration
among avatars/users can provide some solutions in terms of
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user-generated content (UGC), Al-generated content (AIGC)
distribution, collaborative computation and networking [85].

VI. SECURITY CONCERNS

In this section, we will cover the security threats to Metaverse.
We will discuss security threats and issues related to (a)
authentication and access control, (b) cyber-attacks against
the network and (c) privacy in the Metaverse.

A) Different threats arise against authentication in the
Metaverse such as:

(i) Identity theft: in the virtual world has devastating conse-
quences beyond just the loss of personal information. In the
virtual universe, a user’s digital identity encompasses their
avatars, digital assets, social connections, and their entire
digital existence. This makes it a more severe problem than
conventional information security breaches. An example of
this is the hack of 17 users on the Opensea NFT marketplace
in 2022, which was caused by smart contract flaws and
phishing attacks, leading to a significant financial loss of
$1.7 million [78], [79].

(ii) Impersonation attacks: in the virtual realm are also a
serious concern. In these types of attacks, a malicious actor
can pretend to be a legitimate entity to gain unauthorized
access to systems and services. This is made possible by
the ease of assuming another person’s digital identity in the
virtual world. The process of verifying the identity of avatars,
which involves evaluating visual cues like facial recognition,
voice verification, and more, presents a greater challenge than
traditional methods of identity authentication in the physical
world [68].

(iii) Avatar authentication concern: can be challenging to
authenticate the avatar in the Metaverse such as voice, facial
expressions, and video. In addition, threat actors can create
Al bots that would be identical to an actual avatar which
means more information is needed to authenticate and verify
the identity of an avatar [71].

(iv) Cross-trust data access: issue arises from the need to
authenticate uses from a cross-platform and cross-domain
authentication of users [72].

(v) Unsafe use of avatar’s data: data can be accessed by
threat actors or by VSPs to better recognize the user via pro-
filing to provide marketing services through advertising [20].

(vi) Unauthorized access to data: the density nature of
services that Metaverse will provide different ways of catego-
rizing and profiling users/avatars. Some VSPs need to access
avatars’ activities in real-time. This poses a threat because
rouge VSPs may launch cyber-attacks to gain benefits via
accessing data [69], [70].

B) Many threats and attacks against the internet still hold
for the Metaverse network since it’s using the same network.
We will discuss some of the most relevant threats in this sub-
section.

(i) Distributed Denial of Service Attacks DDoS: The Meta-
verse has many IoT and wearable devices that can be part of
a botnet controlled by a master to carry out a DDoS attack
and make the network or the services unavailable [20], [73].
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Due to some constraints on the Blockchain, some of the threat
actors can target NFTs that might be off the chain for some
applications causing these NFTs unavailable in case of A
DDoS attack [74].

(i) Sybil Attacks: Threat actors may misuse stolen or
impersonated identities to have a big impact on some services
in the Metaverse such as voting services. In addition, threat
actors can block some of the users by not permitting them
from a blockchain Metaverse network [2].

(iii) Single-point of failure (SPoF): The centralized nature
of the Metaverse architecture such as a cloud system makes
things easier and more comfortable to deal with, but at the
same time, it becomes a SPoF caused by a DDoS cyber-
attack. Also, it can be prone to the SPoF caused by the damage
of physical root servers and DDoS attacks [35]. Besides,
it raises trust and transparency challenges in the trust-free
exchange of virtual goods, virtual currencies, and digital
assets across various virtual worlds in the Metaverse.

(iv) Social Engineering attacks: Threat actors can use
social engineering attacks such as psychological manipula-
tion techniques to have avatars/users provide and disclose
some sensitive information, these attacks in the Metaverse
will be more subtle and more challenging to detect [84].
Threat actors can penetrate the Metaverse to compromise the
identities of users, which is very difficult with the lack of
legislation for law enforcement to intervene [27], [78], [82],
[84]

C) Privacy in the Metaverse

Even though Metaverse provides a new experience and
convenience to the users/avatars, this comes with a toll
of many privacy issues concerning the users. The digital
world will collect sensitive and private information about
the users/avatars such as habits, preferences, and location to
name a few [84]. Information in transit and data at rest will
have some serious consequences on the user’s privacy, in this
part, we will discuss the most relevant ones.

(i) When information is in transit, plenty of private infor-
mation that can be used to identify users is communicated
over the wired and/or wireless medium. Data leaks when
information is in transit can occur even when the commu-
nication is encrypted to ensure confidentiality, threat actors
can still gain access by eavesdropping on a certain channel or
track avatars in the Metaverse by determining their location
through differential attacks as well as interference cyber-
attacks [75].

(i) Data leaks in the cloud/edge storing a massive amount
of information about the users/avatars in the cloud and/or the
edge devices can pose a threat to the privacy of users. For
example, the adversary might carry differential attacks by
sending continuous queries and can launch a DDoS attack to
compromise the cloud/edge storage [73], [75].

(iii)) Hacked or compromised end devices, rouge end
devices can pose a threat to the user’s privacy. Since so many
wearable sensors will be used by avatars to enable them to
capture hand-gesture and make eye contact, express facial
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expressions, etc. in real-time, a substantial risk is that such
wearable sensors can have a comprehensive assessment of
who the avatars are, how they talk to express themselves, how
they behave, and so on. Compromised or rouge wearables
such as VR glasses can be an entry point for malware and
such for data breaches [76].

(iv) while data is in the process since there is a tremendous
data aggregation and processing in the Metaverse to provide
the experience of the virtual world as the reality, the avatar’s
private information could be leaked [77].

(v) Pervasive data collection: for the avatar to interact
within the Metaverse, a pervasive avatar profiling is required
to interact at a very fine granularity level [71], this includes
hand movement, eye contact, speech fingerprint, biometrics
and facial expressions as well as avatar’s movement and
location tracking [71], [75], this enables attackers to cause
serious harm. To deliver seamless and personalized experi-
ences, Virtual Service Providers in different sub-metaverses
require real-time access to user/avatar profiles. However,
some VSPs may engage in unauthorized access to this infor-
mation through malicious means, such as exploiting buffer
overflow vulnerabilities or tampering with access control
lists, to monetize the data. This underlines the critical need
for strong security measures to safeguard the privacy and data
of users in the virtual world [69], [70].

Physical and Mental Health: avatars most likely will prefer
to socialize within the Metaverse over the real world. This
can create many health problems for the users such as mental
issues, addiction to the virtual world, anxiety, depression and
so on [79], [80]. It’s already well known that people who are
more involved and engaged in the Metaverse world will be
more susceptible to becoming antisocial, committing suicide,
suffering from many physical health issues and having the
tendency to emulate the behavior of others [79], [80], [81],
[82]

Digital Currency and Payments: with a massive number
of users/avatars there will be an online market that is worth
billions of dollars of digital currency and cryptocurrencies,
this will impose many questions on the safety and security of
trading in the Metaverse [83].

Non-Fungible Tokens (NFTs): NFTs will play a key role in
the Metaverse by being the cornerstone of the ecosystem [84].
The owner of the server where these NFTs reside is the
controller of any transaction via the NFTs which means there
is an integrity concern who is the actual owner of these assets
with transactions through NFTs [84].

In conclusion, the virtual world presents new and unique
challenges in terms of security and privacy, especially with
the increasing amount of sensitive personal information that
is being generated. As the virtual universe continues to
grow and evolve, robust security measures must be put in
place to protect the privacy and data of users. This can
help ensure that the virtual world remains a safe and secure
place for individuals to interact, transact, and create digital
experiences.
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VIi. CONCLUSION

This research examined the interconnected concepts of the
metaverse, avatar, and Extended Reality (XR). Beginning
with an exploration of the three vital elements, namely hard-
ware, software, and contents, that are fundamental to the
operation of the metaverse, the study also provided a holistic
view of the existing and forthcoming trends in metaverse
technology, encompassing aspects of user interaction, imple-
mentation, and applications.

In addition, the study delved into the intricate security
and privacy concerns inherent to the distributed metaverse
architecture, scrutinizing the pressing challenges that neces-
sitate addressing to ensure the safeguarding of personal data
and the secure execution of transactions. It underscored the
importance of solid security measures and privacy mainte-
nance within the metaverse, given the potential risks and
repercussions of data breaches and identity theft.

However, despite its comprehensive scope, this research
has limitations. The rapid pace of technological innovation,
especially in fields related to the metaverse, means that some
of the information and trends discussed may quickly become
outdated or surpassed by new developments. Additionally,
while the study addresses security and privacy in the meta-
verse, it only exhaustively covers some potential risks and
threats, highlighting the need for continued and extensive
research.

As for the future implications, this study aims to illumi-
nate the path for enhanced security and privacy provision in
metaverse applications, potentially stimulating more ground-
breaking research in this nascent field. The potential of the
metaverse, as illustrated in this study, is vast and continues to
grow. The findings and discussions presented here will spur
further investigation, development, and refinement of meta-
verse technology. This is especially important in addressing
the pressing need for enhanced security and privacy mea-
sures, ultimately contributing to a safer, more secure, and
more immersive metaverse experience for all users.
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