
Received 27 April 2023, accepted 18 May 2023, date of publication 25 May 2023, date of current version 1 June 2023.

Digital Object Identifier 10.1109/ACCESS.2023.3279914

Survey on Decentralized Auctioning Systems
ERIC CHIQUITO , ULF BODIN , AND OLOV SCHELÉN , (Member, IEEE)
Department of Computer Science, Electrical and Space Engineering, Luleå University of Technology, 97187 Luleå, Sweden

Corresponding author: Eric Chiquito (eric.chiquito@ltu.se)

This work was supported by the DigiPrime Project co-funded by the European Commission in the Scope of the H2020 Program
under Grant 873111.

ABSTRACT An electronic auction (e-auction) is an efficient negotiation model that allows multiple sellers
or buyers to compete for assets or rights. Such systems have become increasingly popular with the evolution
of the internet for commerce. In centralized auctioning systems, the presence of a governing third party has
been a major trust concern, as such a party may not always be trustworthy or create transaction fees for
the hosted auctions. Distributed and decentralized systems based on blockchain for auctions of nonphysical
assets have been suggested as a means to distribute and establish trust among peers, and manage disputes
and concurrent entries. Although a blockchain system provides attractive features such as decentralized trust
management and fraud prevention, it cannot alone support dispute resolutions and adjudications for physical
assets. In this paper, we compare blockchain and non-blockchain decentralized auctioning systems based on
the identified functional needs and quality attributes. We contrast these needs and attributes with the state-
of-the-art models and other implementations of auctioning systems, and discuss the associated trade-offs.
We further analyze the gaps in the existing decentralized approaches and propose design approaches for
decentralized auctioning systems, for both physical and nonphysical assets, that support dispute resolution
and adjudication based on collected evidence, and dispute prevention based on distributed consensus
algorithms.

INDEX TERMS Decentralized systems, auction, blockchain, trust, dispute adjudication.

I. INTRODUCTION
Traditional auctions are conducted in offline settings, usually
in a specific auction location that allows the potential buyers
to inspect the auction objects before bidding. These auctions
are likewise controlled by auctioneers, who direct the poten-
tial bidders. For centuries, this has been the standard method
of conducting an auction, e.g., car and art auctions [1].

Through the use of the internet, electronic auctioning tran-
scends the limits of time, place and territory [2]. As a result,
using electronic bidding to conduct auctions has grown in
popularity. This has led to the adaptation of electronic auc-
tion (e-auction) systems and principles to improve transac-
tion efficiencies and speeds. The primary marketplaces for
e-auctions such as eBay, however, still require a central-
ized entity that organizes and validates every transaction and
finally allocates resources [3].

The associate editor coordinating the review of this manuscript and
approving it for publication was Mehedi Masud.

The platforms that serve as third parties for e-auctions
may not always be trustworthy. The building of confidence
between auction participants and the secure environment for
transactions, along with scalability and fairness, have been
identified as the driving forces behind online transactions and
is a crucial problem in e-auctions [4]. A transaction fee may
also be required from such a third party, which could lead
to an increase in the overall transaction cost. Additionally,
as seen in Figure 1, all requests go through the central server
or entity. Such a central server or entity is vulnerable to
failures caused by system malfunctions, i.e., a single point
failure [5]. In the event of a dispute during the transaction pro-
cess, the centralized entity acts as a judge and jury for conflict
resolution [6]. In these cases, the decision and reasoning are
final and private.

In recent years, considerable effort has been made to solve
the aforementioned issues. The concept of dispersing the
central trust of a single entity has been extensively accepted
as a solution to the central auctioneer’s trust problem. Various
ways have been proposed to safeguard the bid information
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FIGURE 1. Traditional e-auction outline. Here, a trusted third party
receives the requests from the participants and stores all the interaction
information.

and user identities when removing a centralized authority
from the decision process. Researchers have developed novel
cryptography-based e-auction systems to safeguard the con-
fidentiality of sealed-bid auctions [7]. Other methods include
peer-to-peer systems with distributed storage options [8] and
blockchain technologies [9], [10].

Several surveyworks have been presented related to decen-
tralized auction systems for nonphysical assets. For example,
the integration of different blockchain types for energy trad-
ing through auctioning, aiming to satisfy the requirements
of modern power systems, has been surveyed [11]. Other
survey works on blockchain-based auctioning for trading
energy include [12], [13]. Furthermore, resource allocation
in edge computing has been surveyed [14], [15]. However,
as far as we are aware, no surveys have been conducted on
non-blockchain decentralized auctioning systems for physi-
cal assets.

The scope of this survey is to compare blockchain and
non-blockchain decentralized auctioning systems based on
identified functional needs and quality attributes. In this,
we consider both physical and nonphysical assets. Several
negotiation systems based on utility forecasting and risk
awareness have been proposed in [16] and [17]. These sys-
tems aim to predict opponents’ behaviors and automate the
bargaining process. While we consider user behavior to be
important in dispute prevention and resolution, its impact on
the outcome of the negotiation is out of the scope of this
survey paper.

Without a centralized entity, mechanisms are needed for
conflict resolution of disputes that may arise during the
course of a transaction or after closure. Support for dis-
pute resolution is typically needed when physical assets are
traded, and may also be needed for nonphysical assets. This
is because it is not always possible to prevent disputes related
to the fulfillment of the obligations that are associated with a
trade. For example, a sellermay intentionally avoid delivering
a physical good in its possession to a buyer after an auction.

There are several options for dispute resolution, with or
without the involvement of third parties [18]. An arbitration
process can be implemented with the use of a neutral third
party or a court of law depending on the needs of the involved

parties. Additionally, a basic level of trust must be established
given the potentially high transaction values associated with
the auction systems. This requires the auction participants
to be sufficiently authenticated based on some identity for
adjudication. Therefore, we approach this research with the
following assumptions: First, we assume the existence of
a common court of law complemented by a certain degree
of trust in the auction design. Whenever sufficient evidence
is presented, such a court of law is tasked to perform the
necessary dispute adjudication. Second, we assume the pres-
ence of an authentication mechanism that requires users to be
identified before they can communicate with one another.

The research contributions of this paper are as follows:
• The identification of the core functional needs and qual-
ity attributes to create a trustful decentralized auction
model and implementation.

• The assessment of how these needs and attributes are
addressed by the existing decentralized auctioning mod-
els and their implementations. For this assessment,
we analyze state-of-the-art (SotA) blockchain and non-
blockchain distributed/decentralized solutions.

• The identification of gaps in the existing models and
SotA.We focus on the trade-offs in adopting the existing
blockchain technologies for auctioning, or the necessary
combination of blockchain components and traditional
decentralized systems to obtain a trustful auctioning
system.

The structure of the paper is as follows: In Section II,
we establish the foundations of auction design and the
concept of decentralization. In Section III, we present the
quality attributes and functional needs for the design of
decentralized auction systems and their relationship. In Sec-
tion IV, we introduce the concept of blockchain and its
use in the design of auctioning systems. In Section V, non-
blockchain auction systems are presented. In Section VI,
SotA approaches are contrasted in terms of their ability to sat-
isfy functional needs and quality attributes, and the research
gaps are addressed. Section VII presents a review of the
provided subjects. Section VIII presents the conclusions and
future implementation efforts.

II. AUCTION PROTOCOLS AND INTERACTION MODELS
Auctions are, in general, a process for assigning one or more
resources to one or more parties. Generally, once the alloca-
tion has been set, the monetary transfers occur. The monetary
transfers are determined by the auction process with a set
price [19]. [20]. In Section II. A, we present the four basic
auction models for e-auctioning and then give examples for
real-life applications. In Section II. B, we describe the prin-
ciples of centralized auctioning models. Finally, we describe
distributed and decentralized models in Section II.C.

A. AUCTION PROTOCOLS
There are several types of auction protocols that vary in the
winner determination rules and confidentiality [21]. A visual
representation of these auction protocols, their rules for

VOLUME 11, 2023 51673



E. Chiquito et al.: Survey on Decentralized Auctioning Systems

FIGURE 2. Auction protocol rules for interaction and finalization.

interaction and the rules for auction finalization are shown
in Fig. 2.

• English auction: Additionally, known as an open-cry
ascending-price auction. Here, the price begins low
and increases as buyers make offers within the allotted
time frame. Since the auctioneer will attempt to obtain
the greatest price for the seller, it is expected that the
seller will benefit from an English auction. The bidding
process is an open and transparent procedure where
every participant is able to see the submissions from
one another [22]. The English auction has been one
of the main means for selling antiques and artworks,
as these items can be valued increasingly by multiple
users. An example where English auctions are imple-
mented is Tradera, one of Sweden’s largest online mar-
ketplaces [23]. Tradera has a wide range of products
for sale, including antiques, smartphones, and branded
clothing.

• Dutch auction: This is also known as an open-cry
descending-price auction. It is fundamentally the oppo-
site of English auctions. In auctions, the product price
increases over time. InDutch auctions, the price at which
a certain product is bought decreases over time, e.g.,
flower auctions where multiple sellers try to send their
stock at the end of the day.

• First-price sealed bid auction: Here, sealed bids are
simultaneously delivered to the auctioneer. Tradition-
ally, this process was performed with sealed envelopes.
After a set period, the auctioneer opens the envelopes
and determines the winner among the submissions.
Because sealed bids must be revealed simultaneously
in sealed auctions, the winner is strictly chosen after a
predetermined amount of time. First-price sealed bids
are used in the context of mineral rights in law-governed
land and in public procurement. The auction rules for
this protocol can be set to award the higher or the lower
bidder.

• Vickrey auction: Similar to the first price system
introduced above, this protocol is also known as the
second-price sealed bid. Here, the winner does not
pay the best price submitted but the second-best price.
Although second-price sealed auctions (also known as
Vickrey auctions) have a hand-full of applications such
as mail auctions and Google advertisements [24], they
do not appear as attractive as the rest due to the expected
revenue being very low or close to zero [25].

B. CENTRALIZED MODELS
Electronic auctions combine internet technology with an auc-
tion mechanism to increase the efficiency and speed of the
transactions [26]. As stated in the introduction, these models
typically consist of bidders, auctioneers and third parties.
In centralized auction models such as eBay, it is typical for
users to pay a commission (or transaction fee) to conduct
an auction [6]. Such third parties, by their importance in
the transaction, need to be trusted, as they manage infor-
mation from the transaction and the interaction of the users.
These centralized entities have to make decisions about how
the auction works, which takes away important choices from
the users participating in the auctioning process, such as
(1) the auctioning protocol to be used, i.e., open or sealed.
(2) The way trust and reputation are established between
the participants, and how the transactions are audited and
validated. (3) How fairness is established in a system, i.e.,
how to prevent malicious parties from affecting a determined
auction, and how the end result is computed.

C. DISTRIBUTED VS. DECENTRALIZED MODELS
When transitioning from a traditional auctioning system to a
decentralized or distributed auctioning implementation, it is
important to understand the key motivations for this transi-
tion. However, first, we will analyze the difference between
a decentralized and a distributed system.

Centralization and decentralization relate to the lev-
els of control, while distribution refers to the location.
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In a decentralized system, multiple nodes serve as connecting
points between the others. In a fully distributed system, every
node is connected to every other node viamultiple routes, pre-
venting the creation of critical nodes that would split the net-
work in the event of a failure [27]. In this paper, we approach
the different types of decentralization as stated by the founder
of the Ethereum blockchain, Vitalik Buterin [28], [29].

• Architectural decentralization: These systems are also
referred to as distributed systems. It refers to how many
physical computers compose the system.

• Political decentralization: Political decentralization
refers to the control of these computers, i.e., how many
users or corporations control these systems.

• Logical decentralization: This decentralization refers to
how many logical states this system has, i.e., it defines
how the interface and data structure behave, as a singular
entity or as a swarm, having individual parts that can
operate independently if the network is divided.

FIGURE 3. Graph diagram that shows four different systems that vary in
the type of decentralization.

Figure 3 shows four different systems that vary in the
type of decentralization. In system A, a centralized entity
stores the information of all the nodes, and all the incoming
requests go through this entity. These centralized systems can
be found in retailers that control their own brand, e.g., Nike
and Adidas [30], [31]. These stores do not offer multilateral
negotiations; instead, a single organization controls all the
entries and stock in this way. In B, the system is architec-
turally decentralized, and all the nodes are geographically
dispersed. However, the control of the nodes depends on
a single political entity. We find this system in BitTorrent,
where distributed peers are controlled by a tracker entity [32].
In C, peers in the network are architecturally decentralized,
and they choose a node representative to communicate with
the other nodes. This type of system is found in the states
that form a nation. These states are ruled in part by the
central representative government, which engages in inter-
actions with other central governments composed of various
states [33]. D presents a peer-to-peer system in which the
nodes are not controlled by a third party and do not share
a singular logical state. Negotiation systems have difficulty

reaching logical decentralization, as all of the users involved
in the negotiation need to achieve the same logical state or
consensus to determine the winner or agreement [28].

Traditional centralized systems have benefits in regard to
negotiation, e.g., reliability in user identification and effi-
ciency [34]. However, completely centralized systems tend
to be more vulnerable, as they depend on trust entities to
manage data and identities. A malfunction of this central
entity compromises the integrity of the entire system, leading
to a single point of failure. The ability to handle failures of
key elements in the network and its resilience to attacks [35]
increases when more decentralization is added to the system.
Decentralized systems tend to be immune to location-related
issues and physical attacks while also being scalable when
allocating a large number of generation units [36].

III. QUALITY ATTRIBUTES AND FUNCTIONAL NEEDS
In this section, we will present the identified quality attributes
and functional needs for decentralized auctioning systems.

A. E-AUCTION QUALITY ATTRIBUTES
Several quality attributes have been identified for the
design of decentralized auctioning systems [37], [38], [39].
We define these quality attributes as design guidelines for the
trustful execution of an auctioning procedure.

• Correctness: The auction system shall guarantee the
selection of a winner based on the predefined protocol
rules, i.e., the decision of the winner has to be deter-
ministic given the same inputs. This means that the
allocation of resources is given to the user who values
such resources the most. For example, in an English
auction, the resource is to be awarded to the highest
bidder when the auction ends.

• Nonrepudiation: The system shall ensure that after a user
bid is submitted, it cannot be denied. For auditability
purposes, the data on bids and auctions must be acces-
sible. Bids can be organized into chains of blocks and
then compressed for resource optimization. Data storage
mechanisms need to ensure persistence.

• Fairness: Winner determination algorithms based on
heuristics may lead to different results depending on the
user behavior. Users should have the same opportunity
to win when bidding truthfully. It is up to the auction
design to prevent malicious behavior from modifying
the overall fairness perception (i.e., no user can use
information obtained from the auction procedure to gain
an advantage over other users).

• Confidentiality: Unless otherwise specified in the auc-
tion procedure regulations, no party shall be provided
knowledge of the transaction data. In principle, con-
sumption habits and behavior shall remain anonymous.

• Scalability: In terms of functional scalability, an
e-auctioning system shall be able to accommodate
diverse auctioning scenarios. The transaction cost
should not be impacted by an increasing number of
participants.
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• Security: The systemmust be protected against the pres-
ence of malicious entities [40]. We think that to con-
duct auctioning procedures with a high economic value,
a foundational level of trust must exist. This identity
can be established with a user identification system,
and such a registry can also be translated into the items
being transacted [41]. This item registry allows users to
trust the authenticity of the goods being exchanged [42].
For validation and auditability purposes, the identities
of the users must be guaranteed, so that the entities are
witnessed and adjudicated. The scope of this research
does not include methods for preventing auction manip-
ulation, such as purposeful price inflation.

The correctness of the auctioning procedure is the basis of
the design of any auctioning system. For this, an auctioning
algorithm must be developed to adhere to the rules of inter-
action and finalization, ensuring that the auction’s outcome
is accurate [43]. The outcome and proper process must be
auditable, so the nonrepudiation of the submitted bids has to
be embedded into the system.

B. FUNCTIONAL NEEDS FOR E-AUCTIONING
In this section, we define the functional needs related to the
design and implementation of decentralized auctioning sys-
tems. Prior research has been done on the negotiation mecha-
nism’s design [44], [45]. However, we are not aware of a work
that identifies all the functional needs or requirements for
auctioning systems of different types. The functional needs
presented in this paper are based on the analysis of multiple
designs and concepts that aim at filling this gap. These needs
are also triggered by the quality attributes defined in the
previous section, i.e., the attributes related to functionality.

1) NEGOTIATION MECHANISM
The system must provide mechanisms that facilitate user
interaction. Users participating in this auction system should
be able to build their own auctions, and place bids in auctions
that other users submitted. The system design must incor-
porate the selection algorithm based on the specified set of
rules [46]. In case of disputes over the result of an auctioning
procedure, settlement choices must be available to all the
interacting parties [47].

2) EVIDENCE COLLECTION
In centralized systems, a trusted organization is in charge of
managing the entire system, including the user authentication
and transaction data. In these systems, trust must be placed
in this trustworthy organization, which acts as the arbiter of
disputes involving the information it holds, e.g., the auction
result. Establishing trust in an untrusted environment is a
necessary step in the transition to decentralization [48].

In some situations, pursuing litigation in the event of a
dispute becomes necessary, e.g., if a party refuses to coop-
erate in the resolution of a disagreement [49]. In support
of litigation, evidence about the auctioning procedure must
be gathered. Evidence collection can also be used in supply
chain transactions to gather information about the items being

exchanged for traceability and authenticity. The infiltration of
fake products within a legitimate supply chain is a common
attack pattern used by malicious parties [50]. Implementing a
distributed ledger, which maintains the transaction informa-
tion of the system’s auctioning operations, is a widely utilized
approach in distributed/decentralized systems.

3) DISPUTE MANAGEMENT
The availability of conflict resolution methods allows the
preservation of trust in auction systems [51]. Resolution
mechanisms can be implemented by nonbreaching parties in
case a party fails to comply. Any transaction that relies on
contracts is subject to contractual incompleteness. Despite
the robustness of a decentralized system and the signed
agreements, it is always possible to reach a state that was
not anticipated in the initial agreements [52]. To complete a
transaction, parties interacting in a decentralized systemmust
come to an agreement. Consensus, as is commonly known,
is reached when the majority of the parties involved approve
the addition of a particular entry. Dispute management can
be divided into two types depending on which part of the
transaction disputes are managed.

• Dispute Prevention: Prevention is the best form of con-
flict management. For this, the interaction rules have to
be clearly established for the interacting users [53], e.g.,
interacting users shall be knowledgeable of the bid valid-
ity and payment obligation criteria. The decentralized
auction system has to be designed to enforce those rules
and prevent malicious behavior. In blockchain systems,
participants agree that the best way to resolve disputes
is by a decision between the members of the network.
These systems are designed with the goal of minimiz-
ing disputes with pay-for-performance transactions [54].
In some cases, the resolutionmechanisms can be embed-
ded into the system design. These mechanisms should
enable the network members to settle payment or refund
disputes.

• Dispute Adjudication: Nonautomated resolution mecha-
nisms may be required depending on the use case where
the auctioning system is implemented [55]. Parties may
refuse to cooperate with the initial agreement, e.g.,
a party refuses to pay. Arbitration should be employed
when the involved parties are unable to reach an agree-
ment. It is then up to the third-party arbitrator or court
of law to compel or punish the breaching party [56].
In the case of physical assets, information about the
authenticity and quality of a given item may be needed,
e.g., a supply chain system where physical items are
transported from one entity to another. The availability
of this information may prevent fake items from being
subject to auction, or resolve disputes over the attributes
of the item [57].

Decentralized auction systems must maintain a bal-
ance between trust and dispute adjudication. As mentioned
in Section I, litigation and adjudication can be costly,
both financially and in terms of time. There can be no
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absolute confidence in a decentralized system without resort-
ing to resource-intensive alternatives such as robust consen-
sus mechanisms [11].

Avoiding complete mistrust between the parties requires
strong dispute prevention processes [11], which translates
into computationally demanding consensus mechanisms.
Establishing a central or common user registry allows for
the consensus mechanisms to be more relaxed and resource
efficient in exchange for decentralization [41].

4) USER AND BID ANONYMITY
Different levels of user and bid anonymity may be necessary
depending on the auction protocol and the implementation
requirements [58]. The different levels of anonymity allow
for the interacting users to know all the information related to
the bids, including the identity of the submitting party, or they
may know nothing at all but their value. An intermediate level
can also be preferred where there is limited information about
the users. The ideal anonymity scenario for an electronic
auction system is to conceal the bid-bidder relationship [59].
In this sense, the bid value cannot be associated with the
bidder identity.

Auctions in an open format can be done with no anonymity
when conducted in a completely trustworthy setting, gen-
erally by a trusted third party. This is exemplified by an
English auction system, such as Tradera [23], in which every
interacting party is aware of the auctioneer and bidders’ infor-
mation. If auctions are held in entirely decentralized envi-
ronments where the trustworthiness of the parties is unclear,
the lack of anonymity when completing transactions may
result in information theft. Furthermore, hostile parties may
track consumption habits, threatening the safety of compro-
mised parties [60]. Absolute privacy may be needed in this
scenario, among others, where only the bid values provided
by unknown parties are known. This would mean only the
competition’s values are known, and the implemented system
is required to address identity difficulties.

An intermediate anonymity solution can be implemented to
achieve a balance between the concealment of the bid-bidder
relationships and trust in the negotiation process regarding the
identity of the interacting parties. This system would allow
users to interact without revealing their true identities while
offering transaction auditability in the event of a dispute.

C. QUALITY ATTRIBUTES VS. FUNCTIONAL NEEDS
The functional needs we identify in this paper aim to address
what is required to implement diverse auctioning protocols
in a decentralized setting and to cover the identified qual-
ity attributes. In this section, we discuss the relationships
between these quality attributes and functional needs.

The negotiation mechanism is the basis of the interaction
mechanism for diverse auctioning protocols, i.e., it provides
users with themeans for buying and selling assets. These need
to ensure the correctness of the transaction in a decentralized
setting. The negotiation system should follow the rules for

interaction and finalization present in the different auctioning
protocols. Nonrepudiation of bids through the appending of
objects to distributed ledgers or chains of blocks enables
efficient evidence collection, as well as the employment of
the obtained information to resolve disputes by verifying the
auctioning outcome and intermediate bids.

User anonymity is all about nondisclosing the identity of
the interacting users; on the other hand, bid anonymity relates
to the confidentiality of transactions [61]. The confidentiality
of a bid applies to accessing the transaction data in general,
including the content of the bids and the specifics of the trans-
action, whereas the bid anonymity relates to the connection of
the users with the material they submit. The use of techniques
to maintain user and bid anonymity is closely related to the
confidentiality of the transaction. These incorporated features
are related to open-cry auction systems, as anonymity is
needed for sealed auctions. User anonymity can be preserved
during conflict resolution processes; however, in the case
of adjudication, anonymity rights can be revoked for the
interacting parties [62].

IV. BLOCKCHAIN-BASED SYSTEMS
In this section, we will describe the general concept
of blockchain along with its core characteristics for the
implementation of decentralized systems. Then, auction
systems that implement blockchain technologies will be
described. Finally, we will touch on the limitations of using
blockchain technologies for implementing decentralized
auction systems.

A blockchain is a decentralized ledger that stores a record
of digital item ownership. The term blockchain refers to the
list of blocks in a public ledger that contains all the completed
transactions. The blockchain extends as new blocks continu-
ously append to it [63]. The blockchain definition is identi-
fied by systems that have (1) openness to anonymous users,
(2) a fully public transaction ledger for transaction verifability
and (3) a strong and safeguarded consensus protocol to ensure
trust between participants [64]. Such a network does not have
a central authority that can benefit from its use [65]. These
systems in conjunction with smart contracts pave the way for
immutable and auditable decentralized auction systems [66].
One of the main reasons why users consider blockchain
technologies over other distributed implementations is for the
properties that they provide for decentralization, despite the
trade-offs they bring.

A digital signature based on private key cryptography is
required whenever a node in a distributed blockchain network
initiates a transaction. In the blockchain context, a transac-
tion can be thought of as a data structure representing the
exchange of digital assets between users. These cryptograph-
ically secured exchanges are broadcast across the network
using the Goosip protocol. Consensus mechanisms help a
decentralized network achieve agreements between peers,
and all the peers in the network validate, through consensus,
the newly added transaction. At that point, the new block will
be added to the main chain and each peer’s individual copy
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FIGURE 4. Diagram depicting transaction processing before appending on the blockchain.

of the distributed ledger, making it immutable. Every subse-
quent block is related to the previous block by cryptographic
hash pointers. An example diagram showing how transactions
are appended on the chain can be found in Figure 4.

A. BLOCKCHAIN CHARACTERISTICS
In general, the main characteristics of blockchain systems can
be defined as follows [67]:

• Persistency: Transactions can be quickly validated,
while invalid transactions will not be admitted by honest
miners. The blockchain structure enables producers and
consumers to prove that the submitted and validated
data are authentic. All the chain blocks are connected
and linked to one another. If a single data item in the
block is modified, the block’s hash will also be modified
to reflect the modification. This is why blockchains
are considered tamper proof and immutable distributed
ledgers, along with the ease with which any change can
be detected on the chain.

• Anonymity: Users interacting within the blockchain use
a generated address to preserve their identity. Addition-
ally, as the basis of the blockchain being a decentralized
system, no private information of the users is recorded.
How this characteristic is presented in a blockchain may
vary depending on the foundation of the implemented
blockchain. The permission levels will be explained later
in this section.

• Auditability: All transactions that occur within the
blockchain network are stored in the distributed ledger
and registered with a timestamp. This allows for
transactions to be monitored by accessing nodes in the
network [68]. The distributed ledger is final and append-
only, and the transactions are never removed or modi-
fied [69]. This design decision is fundamental to achieve
nonrepudiation. It is important to note that the choice
of never deleting transactions does not imply that they
are traceable in the blockchain. It only means that the
transactions are verifiable.

B. TYPES OF BLOCKCHAINS
Blockchain systems can be divided into two categories
depending on the level of confidentiality provided [67], [70]:

• Permissionless blockchains: These are commonly
known as public blockchains, and are well known for
their remarkable decentralization, as they provide com-
plete transparency in transactions and lack centralized
authority. In this category of blockchain, any user can
join the network and view all the transactions. They
mainly use crypto currencies to perform transactions.
Examples of this blockchain can be found in Bitcoin [71]
and Ethereum [72].

• Permissioned Blockchain: Essentially, a permissioned
Blockchain is one where the core aspects of the net-
work, such as user access and data encryption, are
partially controlled by a central entity. This type of
blockchain does not focus on cryptocurrencies. This
type of blockchain is implemented by Hyperledger Fab-
ric [73] and R3 Corda [74]. These can be further divided
into two subcategories: Consortium: Access to the
blockchain nodes is controlled by a group of organiza-
tions or users. Private: Here, a single entity is in charge
of determining the access rights and read permissions.

While permissionless blockchains provide a high level
of decentralization, one can argue whether permissioned
blockchains are decentralized at all. A centralized author-
ity makes judgments on read permissions and consensus
in permissioned blockchains (either composed of different
organizations or a single entity). This, in turn, compromises
transparency and immutability [75]. As the level of decen-
tralization decreases, the system becomes more vulnerable to
the flaws typical in centralized systems, such as malicious
central entities. To build trust between nodes, permissionless
blockchains employ complex consensus mechanisms. How-
ever, due to the complicated and resource-intensive consensus
techniques used, these blockchains suffer from poor perfor-
mance and lack of scalability. A permissioned blockchain
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can improve performance and energy efficiency by utilizing
fewer validators and elective consensus mechanisms [76].

C. CONSENSUS MECHANISMS
Earlier in this section, we shown how transactions are
validated and finally appended with the help of consen-
sus algorithms. Clearly, consensus protocols are an essen-
tial component of a distributed ledger, and the performance,
integrity and tolerance to failures of such a ledger depend on
the selected consensus protocol rather than the data structure
used to record transactions. A blockchain does not have a
central node to guarantee consistency between all of the node
ledgers, and the nodes are not required to have mutual trust
but are required to reach the same state. Consequently, some
techniques are required to guarantee the consistency of the
ledgers across the various nodes. We present below some of
the most common approaches to reach consensus within a
blockchain.

1) PROOF OF WORK (PoW)
PoW is a proof-based consensus algorithm. This is the con-
sensus strategy used in the Bitcoin network [71] and is
common in permissionless blockchains. The basis of this
technique is to identify and determine the node that will be
able to append a new block in the chain given that it has
provided enough proof of its effort. This effort is related to the
users racing to complete complex cryptographic operations;
the user who is able to solve these operations first earns the
right to append the new block. The users who compete toward
achieving this goal are calledminers, and in Bitcoin networks,
they are rewarded with a predetermined amount of crypto
when an operation is solved.

To solve these cryptographic operations, miners must iter-
atively calculate a hash value that corresponds to the hash of
the transaction to be appended. Miners must use brute force
to determine the hash value by repeatedly running different
values through the algorithm until the correct output hash
is discovered. While solving the mathematical cryptographic
operations, PoW consumes a vast amount of electricity.
Because of the transactional cost required to own more than
half of the hashing power, PoW provides strong resistance to
attacks.

2) PROOF OF STAKE (PoS)
PoS is an energy-conscious alternative to PoW that relies on
economic logic to reach consensus. Theoretically, those who
possess more currencies are less likely to launch an attack
against the network. In this model, the network chooses a
winner based on the amount of crypto each validator has in
the pool (at stake) and the length of time they have held it.
The most invested participants are rewarded by this proce-
dure [77]. The vulnerability of a PoS system with high owner
control is comparable to centralized systems; in other words,
having a lot of accumulated cryptocurrency could provide the
owner an important advantage over other users and lead to a
more centralized network. Users with over 50% consensus
power pose a security threat to the network, as these can

conduct fraudulent activities in the network, such as double
spending [78].

3) DELEGATED PROOF OF STAKE (DPoS)
The main distinction found between the previously presented
PoS and DPoS, is that while PoS is direct democratic, DPoS
is representative democratic. Here, each node with a stake
in the network can delegate the validation to another node
with a democratic process. With DPoS, stakeholders vote
for delegates, and their votes are weighted based on the
proportion of coins they own. Occasionally, delegates are
required to provide a deposit that can be forfeited if they do
not conduct the internal consensus protocol honestly. As a
result, delegates are selected according to an economically
rational criterion, and since they are few and trustworthy, they
can reach consensus much more quickly.

4) PRACTICAL BIZANTINE FAULT TOLERANCE (PBFT)
The foundation of Byzantine fault tolerance (BFT) is to reach
consensus between a pair of nodes in a distributed network
in the presence of malicious nodes. PBFT is designed as a
high-performance consensus algorithm while assuming the
existence of faulty or dishonest nodes (relying on a set of
trusted nodes in the network). Here, the nodes are ordered
sequentially, with one elected as the leader and the others
serving as backups. When the leader node receives a request,
it notifies the backups before processing the request. The
request originator is informed of the results by the leader
node, which then awaits identical responses from the other
nodes. From these, a default response can be generated if the
majority of nodes respond with the same value. In a network
conformed by 3m + 1 nodes, a consensus on the state of a
transaction can be reached if at most m nodes are faulty [79],
[80], i.e., more than two-thirds of the total number of nodes
should be honest.

This consensus procedure does not require mining. Con-
sequently, they can save a substantial amount of electricity.
However, as it requires a leader node to manage several
parties, if this party is malicious, it can easily compromise
the network’s integrity.

A comparison between the mentioned consensus mecha-
nisms is presented in Table 1. Node-to-node consensus is
included on the table as a consensus mechanism that is not
executed on-chain. The node-to-node keyword indicates two
ormoremutually trustworthy neighbors who agree to conduct
transactions privately. Typically, these neighbors establish a
fast-payment channel to handle their frequent private trans-
actions to avoid the multiple transaction fees that would be
incurred if a public blockchain were used instead. These
node-to-node transactions, while taking place off-chain, are
meant to be verifiable on the main blockchain. The rate
of off-chain transactions can significantly boost the overall
network transaction rate.

D. BLOCKCHAIN AUCTIONING SYSTEMS
While Bitcoin is the most famous blockchain application,
the use of this technology goes beyond cryptocurrencies.
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TABLE 1. Comparison between mentioned consensus protocols.

Among the fields where blockchain technologies have found
application are supply chains, media transfers and health care
systems [84]. In recent years, blockchain has been consid-
ered among the main methods to implement a distributed
auctioning system [85]. A blockchain is often selected since
it provides a distributed trust-free, secure and transparent
system. Using smart contracts, a blockchain system has the
ability to address issues linked to a lack of trust or incomplete
trading information, which would ordinarily necessitate the
involvement of a trusted third party as a mediator.

Previously, wementioned how smart contracts promote the
use of blockchain technologies for auctioning approaches.
Next, we will define a smart contract and how it facilitates
trading mechanisms. A smart contract is a blockchain-based
program (code) consisting of functions that are triggered by
events and have predefined responses to these events [86].
Smart contracts are digital representations of physical agree-
ments. They constitute a legally binding contract between
the parties, in which each party must fulfill its responsibil-
ities [87]. A smart contract automates the blockchain-based
auction process. Virtually all auction logic can be established
in smart contracts to simplify the trade of products or ser-
vices and token payments. Once deployed on the blockchain,
a smart contract cannot be altered. For that reason, a smart
contract needs to be analyzed, developed and tested to ensure
the correct behavior and soundness of the rules before it takes
effect [11]. It has been demonstrated that even a minor error
in the development of smart contracts could have catastrophic
consequences. An example of this can be found in the DAO
hack [88], in which over sixty million dollars were taken as a
result of a recursive call flaw.

Blockchains are proposed to address the requirements of
e-auctioning systems to address the dependence on trusted
third-party and centralized systems [89]. Blockchain and
smart contract technologies have great potential to improve
traditional centralized auction models in many fields, as they
can create a decentralized, transparent and trustworthy trad-
ing environment. For different application scenarios, dif-
ferent researchers have used different auction models and
blockchain technologies to handle auctions. Most of these
uses are related to energy trading, wireless communication,
service allocation and demand-supply matching.

The most studied field of distributed auction systems
that use blockchains is energy trading. The combination
of blockchain and the use of microgrids allows for the

promotion of decentralized transactions between the dis-
tributed generators [90]. Microgrids are systems for dis-
tributing electricity that include loads and distributed energy
resources (such as distributed generators, storage devices,
or controllable loads) that can be run in a controlled,
coordinated way [91]. Blockchain auctioning models pro-
vide transparent trading in p2p microgrid transactions. As an
incentive and pricing mechanism, an auction plays a vital role
in ensuring fairness and improving transaction efficiency in
energy exchanges [92]. Research has shown that the use of
decentralized open systems may prompt new confidentiality
concerns regarding the leakage of energy usage patterns.
For that reason, permissioned blockchains have been studied
and implemented to improve transaction confidentiality and
efficiency [93], [94].

Blockchain auctioning systems have been developed in the
context of wireless communication systems. As new mobile
communication technologies are developed for wireless sys-
tems, their complexity also increases in terms of architecture
and management. In traditional centralized systems, a pri-
mary base station (PBS) obtains or transfers the spectrum
ownership through a centralized auction managed by an auc-
tioneer. On the other hand, in decentralized auctions, spec-
trum users are able to conduct P2P spectrum transactions
on the blockchain without the need for a trusted third party.
These models can promote the effective and trustworthy
allocation of scarce wireless communication resources [95].
Spectrum auctions differ from traditional auctions due to the
reusable nature of spectrum resources. These auctions allow
for the sharing of channels as long as the buyers do not
interfere with each other. In contrast to other types of auctions
where a particular asset (art, cars, etc.) can only be shared to
a certain user [96].

Another popular application is service allocation, in which
the service providers and customers can set the auction
rules for service transactions using blockchain and smart
contracts [97]. Typically, only service providers who win
the bid are permitted to sell their services to the customer
(i.e., a reverse auction).

Finally, blockchain systems have been developed to pur-
sue the integration of manufacturers, distributors, sellers and
customers in demand-supplymatching. Trading among stake-
holders involves a variety of parameters, such asmutual buyer
confidence, seller reputation, and buyer and customer cred-
ibility scores. In reality, the transactions essentially involve
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bidding between customers and suppliers. All parties to the
negotiation intend to maximize their own profits. In this
context, smart contracts serve as mediators between the
two parties. Due to the nature of demand-supply matching,
anyone can freely enter this network and simultaneously
assume the roles of producer, distributor, retailer, and con-
sumer [98]. When anonymity is provided by design, trust
issues emerge [99]. When negotiating assets with other users,
a degree of trust is required in the event that external conflicts
that are not enforced by the blockchain arise.

E. BLOCKCHAIN LIMITATIONS
The ‘‘blockchain trilemma’’ concept argues that a blockchain
system cannot concurrently support all three of the following
features but only two of them. The features are scalability,
decentralization and security [100].

FIGURE 5. The blockchain trilemma depicts three features as shapes that
may resemble a Venn diagram; however, there is no point or region where
the three factors converge, implying that a combination of the three
attributes cannot be supplied.

The three possible combinations of the blockchain
trilemma, as shown in Figure 5, are as follows: (1) A cen-
tralized system provides excellent scalability and security by
allowing on-demand resource expansion. In contrast, (2) a
highly decentralized system provides great security by dis-
persing its components among numerous nodes but suffers
from poor scalability. By simplifying the consensus proce-
dure, it is possible to obtain a high degree of decentralization
and scalability; however, it is at the expense of security [101].
Additionally, an efficient auctioning system encourages users
to bid truthfully to fulfill the fairness requirement. However,
the transparent nature of blockchain systems results in the risk
of information leakage of personal data, location and payment
capacity [102].

When seeking to increase the scalability of a network,
a developer may opt for a consensus protocol with a rapid
block generation rate, as opposed to Proof-of-Work (PoW),
which incurs significant transaction fees. However, this
would degrade security, as less computer power would be

required to carry out an attack successfully. In permissioned
blockchains, access to the network is restricted to a set of
trusted participants rather than being open to all users. While
this may increase the security and performance of the users
involved in the transactions, it requires a central identity
registration, hence reducing its decentralization [103].

The majority of blockchain-based auction platforms found
in state-of-the-art (SotA) implementations are based on
sealed auction protocols, such as first-price sealed bid and
Vickrey auctions [11]. This is due to the computational effort
required to compute the winner from a set of a single bids
per user versus the continuous bidding approaches used in
open-cry auction protocols. Due to the consensus mecha-
nisms implemented for each bid submitted, the combination
of permissionless blockchains and open-cry auctioning pro-
tocols results in long bid processing times [104].

A blockchain is often considered to provide anonymity
and integrity for the personal data of users while perform-
ing transactions. The premise is that users use generated
addresses instead of revealing their real identity. However,
recent studies suggest that Bitcoin platforms may be vulnera-
ble in terms of transaction anonymity. These studies suggest
that users’ real identities can be traced and inferred from
the transactional history of the user along with its connected
set of nodes [105], [106]. The primary reason a blockchain
is susceptible to information leakage is that the data and
balances of all the public keys are exposed to the whole
network.

F. OFF-CHAIN
Off-chain procedures such as zero-knowledge proofs are
widely utilized since complex computations are not only
costly to execute, e.g., in a smart contract, but may also be
technically impossible due to the blocksize constraint, which
enables only a limited number of instructions per block [27].

Off-chain operations, as the name implies, are interactions
that are executed independently of the main chain. During
a conversation between two parties, they exchange signed
receipts for small transactions, but only the final result will be
added to the main chain. Off-chaining can be separated into
two categories: (1) Transactional off-chaining involves the
exchange of tokens and cryptocurrencies via separate chan-
nels from the main chain [83]. (2) Storage off-chaining refers
to processes related to the expensive storage on blockchains
such as Ethereum or Bitcoin [107].

Because off-chain transactions are not recorded by default
on the blockchain, in the event of a dispute between the par-
ties, there is no network record of the transaction or financial
information available. On-chain transactions, on the other
hand, are completed through the blockchain network and
are irrevocable. For this reason, it is necessary for systems
that implement off-chain features to make the transactions
verifiable within the blockchain [83].

Using off-chain mechanisms necessarily requires the use
of trusted entities to conduct transactions. These trusted enti-
ties may be nodes within the system, or environments that
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enable the receiving of entries and the running of smart
contracts [108]. Additionally, on-chain auctions are strictly
related to the use and spending of cryptocurrencies. Off-
chain operations are therefore more suited for auctions and
applications that do not need or use crypto as their currency.

V. DECENTRALIZED NON-BLOCKCHAIN SYSTEMS
In recent years, the decision-making process in auction sys-
tems has gradually transitioned from centralized to decen-
tralized solutions. Now, we will describe some decentralized
auction solutions that use non-blockchain technologies.

A. GRAPH-BASED SYSTEMS
In [36], the communication network is represented by a
graph. On the communication graph, the units are represented
by nodes, and the communication relationships between the
units are represented by edges. Each unit possesses a dynamic
state. In the presence of consensus issues, all units achieve
the same state or converge to the same value, solely utiliz-
ing local communications with their neighbors. Nodes can
also be accommodated in disjointed clusters in the graph,
allocated based on proximity. Each of the clusters has a
cluster representative. These cluster representatives commu-
nicate demands and volumes with the neighbor cluster’s
representatives.

This model does not have a shared memory for the entire
node collection. Instead, the states are saved individually
or in the distributed cluster nodes. In [109], a distributed
control framework is proposed where every agent is able to
determine the allocation of resources based on an appropriate
selection of bids stored locally. The communication between
the nodes and their neighbors seeks to achieve an eventual
consensus between the participant nodes in regard to the win-
ning bids based on the demand delivery costs and available
resources [110].

B. DISTRIBUTED HASH TABLES
In peer-to-peer networks, distributed hash tables (DHTs) have
been utilized as an efficient lookup mechanism. In these net-
works, each peer is issued an ID identification and maintains
a list of a certain number of network nodes for efficient
lookups. The number of nodes is determined by a partic-
ular algorithm such as consistent hashing and Rendezvous
hashing. Consistent hashing places node IDs and data IDs on
a logical ring and trades off load balancing and scalability
for constant time lookup speeds, while Rendezvous hashing
provides an alternative trade-off that emphasizes equal load
balancing [111]. Among these, consistent hashing is utilized
in Chord [112]. It enhances the scalability of consistent hash-
ing by eliminating the need for every node to be aware of
every other node by providing logarithmic time routing to the
unknown nodes.

A distributed auctioning framework implementing consis-
tent hashing with Chord is presented in SPA [113]. In this
framework, both the sellers and buyers use DHT and social
links to broadcast their intentions via unicast advertisement

messages. These messages are routed to randomly selected
bridge nodes that assist in the DSM process. These bridge
nodes receive the encrypted messages and determine the
winning bidder without revealing any bid to the other users.

Kademlia differs from Chord by using the XOR metric
distance for points in the key space. Kademlia can send a
query to any node within an interval in the ID space, enabling
it to choose routes based on latency, and even to send simulta-
neous asynchronous inquiries [114]. Recently, these systems
have been concerned about confidentiality by design.

The Interplanetary File System (IPFS) is a peer-to-peer
architecture that uses Kademlia principles and aims to solve
the issues related to data availability and single point failures
of the common centralized solutions for data sharing, i.e.,
HTTP [115]. The IPFS generates a hash that is specific to
a given file and makes it available to all the peers in the net-
work. When a file is updated, the hash will change to reflect
the change. In the context ofWeb 3.0, IPFS proposed a needed
and fundamental P2P decentralized file storage system with a
content addressable technique for stored files [116]. TheDHT
is the backbone of IPFS’s content routing system, serving as
a catalog and navigation system [117]. IPFS nodes require
a routing system that can find other peer network addresses,
and peers who can serve particular objects. This is achieved
by the use of DHT, which makes a distinction for the values
based on size [116].

C. DISTRIBUTED AGENT ARCHITECTURES
Distributed Law Enforcement is proposed to allow users
to engage, and execute transactions subject to a set of
laws [118]. The law is to be trusted, decentralized and scal-
able. As mentioned previously, trust is distributed among
a set of trusted agents called controllers. These controllers
are logically placed among the members of the community;
they mediate transactions and store the interaction data. Con-
trollers are essentially computer programs that are able to
interpret and enforce the input law for any particular transac-
tion. These laws are modeled using the Law Governed Inter-
action (LGI) paradigm allowing communities of distributed
agents to interact based on the common understanding that a
law is complied with by all the involved parties.

LGI is based on the following principles based on the
coordination of systems [119]: (1) All policies have to be
explicitly stated rather that being implicit for the agents,
(2) these coordination policies have to be enforced, and
(3) the enforcement shall be decentralized to provide scalabil-
ity. Generally, the basis of LGI relates to how smart contracts
present in blockchain systems behave, as both approaches
consist of primitive operations for the representation of
obligations.

VI. KNOWLEDGE GAPS
In this section, we will address the auctioning approaches
presented in the previous sections. The auctioning system
quality attributes in the context of state-of-the-art (SotA)
implementations are assessed in Table 2.While some of these
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TABLE 2. Comparison of auctioning approaches functional needs.
- : Not mentioned, (✓): Present but not addressed, ✓: Present and addressed, ✓✓: Focus of the research.

TABLE 3. Comparison of auctioning approaches against quality attributes.
- : Not mentioned, (✓): Present but not addressed, ✓: Present and addressed, ✓✓: Focus of the research.

requirements are explicitly addressed, others are inherent to
the overall approach, e.g., the correctness and nonrepudiation
provided by the technologies. These attributes are related to
fundamental parts of the blockchain system; therefore, they
are provided de facto. Additionally, in Table 3, we analyze
how SotA addresses the identified functional needs.

A. REFLECTIONS ON TABLES 2 AND 3
Table 2 shows how the majority of the approaches evaluated
in this research work address evidence collection as a func-
tional need. Graph-based approaches appear to be rather basic
in regard to addressing the identified needs for decentralized
auctioning systems. The aforementioned paper focuses on
the development of a bid communication system, with no
mention of how the interaction evidence is collected or the
identities are managed.

Table 2 also illustrates how permissioned blockchain sys-
tems such as Hyperledger Fabric and Ethereum private can be
good design choices for auction systems. While there was no
mention of anonymity preservation in [9], we believe that the
‘‘building block’’ nature of blockchains would allow us to ful-
fill the aforementioned need. To meet the functional needs we
identified in this paper, distributed hash tables and distributed
agent architectures were also analyzed with favorable results.
However, to offer more capabilities for dispute management,
the aforementioned approach compromises more in terms of
decentralization [119].

The correct execution of the auctioning procedure trans-
lates to the enforcement of the auction rules in terms of
interaction and finalization [122]. This is necessary for an
allocation system to qualify as an auction, and can be found
in all auctioning approaches, as seen in Table 3. The way
data are gathered from the auctioning process is where the

SotA approaches diverge. While blockchain systems are
designed to gather information via a distributed ledger, other
approaches, such as the graph-based auctioning systems, only
share computations among nodes and rely solely on the local
storage of data [109].

The level of confidentiality offered by the auctioning sys-
tem is determined by how the bid-bidder relationship is
maintained. No SotA approach that has been identified in
the present work addresses the need for partial identity con-
cealment; however, DHT and off-chain solutions identify the
openness of the transactions as a system integrity problem.

B. TRUST ESTABLISHMENT
The most significant problem mentioned is the establishment
of trust. In general, blockchain systems provide transaction
auditability and provenance [67], which is critical for estab-
lishing fraud protection in an auction system, as bids can be
authenticated and cannot be repudiated. On the other hand,
these technologies are limited in their ability to adjudicate
agreements. The factors to adjudicate are tied to the algo-
rithms used to carry out the smart contract. As a result, a third-
party adjudicator is often required to resolve disputes caused
by unexpected issues and post-agreement malicious behavior.
This problem is more prevalent in physical item negotiations
since digital assets are more relaxed in post-negotiation con-
flicts. That reason, we believe, is a key motivator for the
popularity of blockchain auction systems in energy trading
and cloud computing.

Off-chain blockchain solutions address the needs for com-
putational efficiency and scalability with the use of resource
efficient auction mechanisms while maintaining the prove-
nance element from the blockchain systems. These systems
have to be accompanied by strong transaction verifications
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and court of law adjudication, as only the end result of the
auctioning procedure is stored on the chain.

C. DISPUTE PREVENTION AND ADJUDICATION
Section III introduces the conflict prevention and adjudica-
tion ideas, as well as how they might be employed in auctions
for conflict resolution. In this section, we also discuss the
need for decentralized auctioning systems to strike a bal-
ance between conflict prevention and adjudication. Conflict
prevention mechanisms are required to prevent malicious
behavior, while adjudication is required to resolve conflicts
between users when the conditions of a contract are not
fulfilled properly.

The nonrepudiation of bids must be incorporated into
the system for an auction outcome and procedure to be
used for dispute adjudication. Blockchain systems use signed
chain elements that require a consensus to be added to
the chain, so this concept is present by design in these
systems. Although non-blockchain applications address this
idea, methods such as DHT lack absolute persistence. In this
way, bids that are placed may be lost in the presence of a
particular malicious entity.

Dispute management was not fully addressed in the major-
ity of SotA approaches analyzed in this work. On the one
hand, dispute prevention was broadly discussed, especially
within blockchain applications, with the use of smart con-
tracts. Smart contracts in blockchain systems allow transac-
tions to be validated inside the network. Conflict adjudication
was not discussed in the blockchain systems or for most of
the non-blockchain decentralized auctioning implementation
systems presented in this paper. However, it was mentioned
in [119]that information can be gathered for witnesses and
auditors for conflict resolution.

Decentralized systems incorporate dispute prevention
mechanisms, particularly for safeguarding the identities of
the participants and the legitimacy of the items being auc-
tioned. For this, many implementations suggest the use of
a registry of the identities and items being exchanged. The
aforementioned registry is commonly used in a centralized
database, where a common understanding of the items is
accessible in a known location; however, it can also be imple-
mented in a replicated database to improve the availability
for the users. The main goal of the aforementioned registry
is to establish common knowledge on the validity of the
items being exchanged and the interacting users. An example
of such an item registry can be found in Digital Product
Passports, which carry information about the origin of an item
and its characteristics. Information about these items can be
managed by a central institution or agreed upon among the
interacting peers [123].

A means for adjudication also needs to be provided; for
this, transactions have to be verifiable within the network,
and signed agreement products of this transaction have to be
provided. The verifiability of the transactions allows for the
resolution agreements to be negotiated among themembers of
the network. On the other hand, signed agreements produced

by the auctioning procedure provide evidence that can be used
for adjudication in the presence of a third party witness or
court of law. Reference [119] approaches fraud prevention by
establishing a set of controllers that conduct the selection and
control algorithms as trusted entities and auditors. If a party
refuses to trust the auditors, it can refuse to interact in the
auction.

For smart contracts to be utilized as evidence in a court of
law or by a trusted expert, extra parsing of the code contract’s
language must be conducted. Ricardian contracts include
code prose for transaction traceability as well as legal lan-
guage that can be used as evidence [124]. These contracts can
be implemented in blockchain systems along with distributed
ledger technologies such as an exchange network [125].

D. ENTRY SERIALIZATION
Another gap identified herein is the serialization of entries.
We believe this feature has to be implemented in the absence
of a centralized entity that manages the incoming bids.
In traditional centralized approaches, the centralized entity
determines the arrival order of the entries. This becomes a
challenge in distributed real-time negotiations where users
have to reach consensus in the order in which the bids are
submitted.

In sealed auctions, only one bid is submitted per user,
and all the bids are exposed at the same time; hence, the
winner bid is selected by price rather than by the order
of arrival, and the requirement for bid serialization can be
avoided. For this reason, sealed bid auction protocols are
often preferred when designing decentralized auction sys-
tems. These sealed-bid approaches are commonly used in
blockchain systems because they allow for private auctions
with low computational requirements [10]. Open auctions
have the highest transaction input as the bid period ends.
In [126], the need for the global order of transactions is
discussed for permissioned blockchains. This approach pro-
vides global coordination only when the application requires
rigorous consistency, such as for the auction’s end term.
Otherwise, it employs a faster, eventually consistent, and less
coordinated approach.

The SotA assessments of non-blockchain approaches do
not directly address the serialization of bids. However, strate-
gies such as distributed agent architectures randomly select
a node to host a code controller that controls the auction.
Although no direct evaluation was provided, the random node
that hosts the controller may use its clock to regulate the order
of arrival.

VII. DISCUSSION
By supporting the functional needs and quality attributes
presented in this paper, an auctioning system could create a
truthful environment in which to conduct transactions. A cor-
rect, fair and secure negotiation environment would allow
users to engage in trustworthy transactions, both in terms of
peer trust and trust in the auction protocol itself. Therefore,
based on the assumptions established in the introduction of
this paper, what would be the optimal design for an auctioning
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system that fulfills the identified functional needs and quality
attributes?

To prevent fraud and impersonation by malicious actors in
a decentralized system, we believe users should be authenti-
cated in a central registry. A registry of participating users
ensures a minimal level of confidence while prohibiting
impersonation. Without governance in the auction mecha-
nism and algorithm, such a registry would be required to
manage access permissions.

It is essential in the context of decentralized auctioning sys-
tems to find a balance between fraud prevention and evidence
collection. Relying solely on evidence collection for conflict
resolution results in costly court of law adjudications for all
the disputes raised during the auctioning operation. Focusing
on fraud prevention in a decentralized setting, on the other
hand, results in significant computational procedures to attain
consensus. Auction algorithms and protocols must be defined
to fit the needs for prevention and fairness. In the event of a
dispute, the collection of evidence and nonrepudiation of the
bids enable adjudication in a court of law.

From the results shown in Table 2, we identified permis-
sioned blockchains as a reasonable design choice in regard
to a decentralized auctioning system. A central trusted entity
that registers and identifies users is needed in the context
of blockchain auctioning systems. Additionally, in permis-
sioned blockchains, transaction information is often kept con-
fidential and cannot be verified by external entities. In this
sense, the permissioned ledger technology is neither truly
decentralized nor open. Because these blockchains are driven
by conventional consensus methods, and their trust model
still relies on a centralized authority, they can be compared
to classic ledger technologies [127].

In general, we believe that the combination of multi-
ple technologies employed in the systems presented in this
research could be a good approach to designing decentralized
auction systems. Examples of these combinations of tech-
nologies are the blockchain systems, whose orchestration and
application make them popular for developing decentralized
applications. However, some elements present in these sys-
tems can be implemented in conjunction with other technolo-
gies. The exchange network [125] is a peer-to-peer negotiat-
ing system that uses token ownership exchange and message
passing instead of code contracts, which are often employed
in distributed ledger systems based on blockchain technolo-
gies. The applicability of these peer-to-peer negotiating tech-
nologies in auction systems remains to be determined. R3
corda is a permissioned blockchain system that does not rely
on the traditional automated code contracts usually present
in blockchain applications [74], [128]. Instead, it implements
Ricardian contracts to provide code capabilities, in addi-
tion to legal prose representation of the agreement for the
auditability of transactions.

VIII. CONCLUSION
In this paper, we identified the functional needs and quality
attributes required for the design of decentralized auctioning

systems. We further identified the need for a balance between
fraud prevention and adjudication for achieving trust. The
main quality attributes identified for decentralized auction
systems can be summarized as, (1) correctness, (2) nonre-
pudiation, (3) fairness and (4) confidentiality. These quality
attributes can serve as a guide for the development of such
systems. We also identified the functional needs related to
decentralized auctioning, and discussed the relation between
these needs and the quality attributes. Given these findings,
we analyzed how these requirements are addressed by the
existing auctioning solutions and contrasted them to identify
research gaps.

The research gaps were identified in Section VI.A.
We discovered that, despite efforts to achieve complete
decentralization in auctioning systems, a third party is
required for the resolution of conflicts among the partici-
pants. Furthermore, bid serialization was not discussed in the
approaches assessed in this study, which we believe is an
important feature of decentralized auctions. Furthermore, the
majority of the decentralized auctioning systems examined
in this paper do not address the need for a balance between
dispute prevention and adjudication. In regard to blockchain
systems, the emphasis is on prevention; consensus mecha-
nisms are used to prevent malicious behavior and for the
permissioned blockchains to handle identity-related issues,
e.g., user impersonation and the traceability of transactions.
While legal contracts can be created using this system’s smart
contract component, no prose or legal pair was defined.

Finally, we conclude that permissioned blockchain systems
are a good approach for the implementation of a decentralized
auctioning system. Permissioned blockchains are comparable
to traditional distributed ledger systems due to their political
decentralization relaxation. For this reason, the implementa-
tion of a distributed ledger that offers the same data integrity
and immutability as permissioned blockchains can be con-
sidered a future work direction. Expensive computational
activities can be executed off-chain to improve the scalability
of an iterative bidding process for English auctions.

This paper has presented a comprehensive survey of the
various types of decentralized auction systems, and encom-
passed multiple implementations. Our objective was to pro-
vide an overview of these designs and concepts rather than
an exhaustive study of all the possible implementations. For
future research, a deeper analysis of the viable approaches
identified in this study could be conducted to further enhance
our understanding of decentralized auction systems.
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