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ABSTRACT Key encapsulation schemes in public key system (PKS) can be used to protect sensitive or
private data. Unlike traditional PKS and identity-based PKS, certificate-based PKS (CB-PKS) not only
avoids the establishment of complex public key infrastructures, but also does not encounter the key escrow
problem. Anonymous multi-receiver certificate-based encryption (AMR-CBE) or anonymous multi-receiver
certificate-based key encapsulation (AMR-CB-KE) scheme enables a sender to use multiple receivers’ public
keys to perform one-time encryption process for a message and send the encrypted ciphertext to these
receivers, while these receivers do not know the other receiver’s identity. However, the existing AMR-CBE
and AMR-CB-KE schemes cannot resist side-channel attacks. Attackers with the ability of such attacks can
continuously obtain part (several bits) of the secret keys and then calculate the complete secret keys. In such a
case, such attacks make a cryptographic scheme (including AMR-CBE and AMR-CB-KE schemes) insecure.
Leakage-resilient cryptography is an important research topic to resist side-channel attacks. In this paper,
we propose the first leakage-resilient anonymous multi-receiver certificate-based key encapsulation (LR-
AMR-CB-KE) scheme. Based on the discrete logarithm and hash function assumptions, we demonstrate the
scheme has the indistinguishability of two ciphertexts against chosen ciphertext attacks (IND-CCA) and the
anonymous indistinguishability of two identities against chosen ciphertext attacks (ANON-IND-CCA) for
two types of attackers in CB-PKS settings.

INDEX TERMS Leakage-resilient, side-channel attacks, certificate-based, anonymity, multi-receiver.

I. INTRODUCTION

With the rapid development of Internet, we can easily send
data to the remote end through communication networks.
However, most of communication networks are not secure
channels so that sensitive or private data could be stolen
during transmission. One potential solution to the security
issues of communication networks is to use blockchain tech-
nology [1], [2], [3]. By leveraging the decentralized and
immutable nature of blockchain, data can be securely trans-
mitted over a network without the risk of interception or
modification by unauthorized parties. The other solution is to
encrypt the data before transmission. The remote parties can
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establish a session key by exchanging authenticated keys [4],
[5] and use it to encrypt data during transmission. On the
other hand, key encapsulation schemes [6], [7], [8] in public
key systems (PKS) can be used to protect sensitive or private
data. Indeed, PKS includes many different kinds, such as
traditional PKS [9], [10], identity-based PKS [11], [12] and
certificate-based PKS [13], [14], [15]. In traditional PKS,
complex public key infrastructures (PKI) need to be built to
manage each entity’s certificate, which is used to connect
each entity’s identity with its public key. However, it takes a
lot of resources to establish the PKI and manage certificates
of all entities. To solve this problem, Shamir [16] proposed
an identity-based PKS (ID-PKS), in which the public key of
an entity is the identity of the entity. Obviously, each entity’s
public key is a meaningful string in the ID-PKS. This system
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comprises two roles. One is a private key generator (PKG)
who is responsible for generating private keys for entities
in the system, and the other is entities who can obtain their
own private keys from the PKG. We can observe that this
system has the key escrow problem, namely, the PKG knows
the private key of each entity and could perform signature or
decryption procedures on behalf of the entity.

Certificate-based PKS (CB-PKS) [13] was proposed to
avoid both the establishment of complex PKI and the key
escrow problem. In this system, the identity of an entity is still
viewed its public key, so there is no need to use a certificate
to ensure the relationship between its identity and public key.
Indeed, the use of the certificate still exists, but the certificate
is viewed as one part of the private keys of the entity. The
remaining part of the private keys is generated by itself, so the
key escrow problem can be eliminated. Based on the CB-
PKS, various cryptographic mechanisms have been studied
thoroughly, such as certificate-based encryption [17], [18]
and certificate-based signature [19], [20].

As mentioned earlier, we use an encryption or key encap-
sulation mechanism to encrypt the sensitive or private data
to ensure the confidentiality. However, typical encryption
mechanism uses the public key of single receiver to encrypt
a message. There is a situation where a message is encrypted
and send to multiple receivers. For example, in a pay-per-
view television program system, there may be multiple enti-
ties subscribing to the same program. In this way, the admin-
istrator of the system must use the multiple Key entities’
public keys to encrypt the same program and then send
the encrypted program to the multiple entities (subscribers).
However, the number of performing encryption procedures
is equal to the number of multiple receivers. Obviously, it is
inefficient to perform multiple encryption procedures on the
same message. To settle this problem, multi-receiver encryp-
tion (MRE) schemes [21], [22] were proposed. In which,
a sender can use multiple receivers’ public keys to perform
one-time encryption process for a message and send the same
encrypted ciphertext to these receivers. When receiving the
ciphertext, each receiver can use its own private key to decrypt
and obtain the plaintext.

A. RELATED WORK

Since the MRE schemes under the traditional PKS [21], [22]
were presented, these schemes require the establishment of
PKI to maintain certificates. To avoid this problem, based
on the ID-PKS, the first multi-receiver ID-based encryption
(MR-IBE) scheme was proposed by Baek et al. [23]. How-
ever, the Baek et al.’s MR-IBE scheme has shortcomings
in computational efficiency and ciphertext size. To remove
these shortcomings, several MR-IBE schemes [24], [25], [26]
were proposed. However, these existing MR-IBE schemes
have a common disadvantage, namely, lack of anonymity.
The ciphertext generated by these MR-IBE schemes includes
the identities of all receivers. When some receiver obtains the
ciphertext, he/she also knows the identities of all receivers.
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However, some cases do not want a receiver’s identity
information to be known to the other receivers. For pro-
viding the anonymity, an anonymous MR-IBE (AMR-IBE)
scheme was proposed by Fan et al. [27]. Unfortunately, the
proposed AMR-IBE scheme [27] was demonstrated by both
Wang et al. [28] and Chien [29] to be unable to meet the
anonymity. Meanwhile, an improved AMR-IBE scheme
is proposed by Wang et al. [28] and Chien [29], respec-
tively. Although two improved AMR-IBE schemes meet
the anonymity, they cannot resist other attacks [30], [31].
Another new improved AMR-IBE scheme was proposed
by Tseng et al. [32]. So far, to propose a novel AMR-IBE
scheme [33] is still an ongoing research issue. Undoubtedly,
all AMR-IBE schemes encounter the key escrow problem.
Hence, Fan et al. [34] proposed an anonymous multi-receiver
certificate-based encryption (AMR-CBE) scheme to avoid
both the establishment of PKI and the key escrow problem.

Indeed, the security of the schemes mentioned above is
based on the security of secret keys of both the system and
each entity, namely, these secret keys cannot be partially
disclosed to the attackers. In other words, if an attacker
can continuously obtain part (several bits) of the secret keys
by side-channel attacks [35], [36], it can calculate the com-
plete secret keys. Hence, such attacks make a cryptographic
scheme insecure. Fortunately, leakage-resilient cryptographic
schemes can resist such attacks have been studied deeply.
In the PKS, Akavia et al. [37] proposed the first encryp-
tion scheme which can resist side-channel attacks, called
leakage-resilient encryption (LRE) scheme. To improve the
efficiency and security, several improved LRE schemes [38],
[39], [40] on the first LRE scheme [37] have been pro-
posed. However, these schemes [37], [38], [39], [40] are
secure only in bounded leakage model. Moreover, consid-
ering the unbounded leakage model, the first LRE scheme
resistant to continual leakage was proposed by Kiltz and
Pietrzak [41]. Later, an improved LRE scheme [42] was
proposed to reduce ciphertext length and communication
cost. In the ID-PKS, the first leakage-resilient ID-based
encryption (LR-IBE) scheme resistant to continual leak-
age was proposed by Brakerski et al. [43]. However, there
is a limitation in their scheme, namely, an attacker cannot
obtain part of the system secret key. Yuen et al. [44] pro-
posed an improved LR-IBE scheme to exclude the limitation.
In the CB-PKS, the first leakage-resilient certificate-based
encryption (LR-CBE) scheme was proposed by Yu et al. [14].
Later, a more efficient LR-CBE scheme was proposed by
Guo et al. [45]. However, both LR-CBE schemes is secure
only in the bounded leakage model. Furthermore, consid-
ering the unbounded leakage model, the LR-CBE scheme
resistant to continual leakage respectively was proposed by
Li et al. [46] and Zhou et al. [47].

B. MOTIVATION AND CONTRIBUTION
Leakage-resilient cryptography is crucial in today’s digital
age where the confidentiality of sensitive information is
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paramount for many applications, such as financial, med-
ical, and government institutions. However, existing cryp-
tographic schemes may suffer from key or other confiden-
tial information leakage due to design flaws, implemen-
tation issues, or other attack vectors. Without a leakage-
resilient mechanism, attackers can exploit leaked information
to break the encryption system and gain access to sensitive
information. Therefore, to propose a cryptographic scheme
resistant to continual leakage is still an important issue
at present.

As mentioned earlier, the existing AMR-CBE scheme [34]
not only avoids the establishment of PKI, but also avoids
the key escrow problem. However, the AMR-CBE scheme
cannot resist side-channel attacks [35], [36]. In this
paper, we propose the first leakage-resilient anonymous
multi-receiver certificate-based key encapsulation (LR-
AMR-CB-KE) scheme. Our specific contributions are as
follows:

- We first formulate a new framework and security models
for LR-AMR-CB-KE.

- Based on the new framework, a concrete LR-AMR-CB-
KE scheme is proposed.

- Based on the discrete logarithm and hash function
assumptions, we demonstrate the scheme has the indis-
tinguishability of two ciphertexts against chosen cipher-
text attacks (IND-CCA) and the anonymous indistin-
guishability of two identities against chosen ciphertext
attacks (ANON-IND-CCA) for two types of attackers in
CB-PKS settings.

C. ORGANIZATION

The rest of the paper is given as follows. We present some
preliminaries in Section II. The framework and security
models for LR-AMR-CB-KE are defined in Section III.
Section IV gives a concrete LR-AMR-CB-KE scheme.
We demonstrate the security of our LR-AMR-CB-KE scheme
in Section V. We compare the performance with sev-
eral existing schemes in Section VI. Section VII shows
conclusions.

Il. PRELIMINARIES
A. BILINEAR GROUPS
Let two groups G; and G, of the same prime order g be
multiplicative cyclic. Let ¢ : G| x G — G3 be an associated
bilinear map, and a point g be a generator of G. A bilinear
group includes the mentioned parameters, namely, g, G1, G2,
e, g. Moreover, we say that ¢ is a bilinear map if the following
three properties hold.
- Bilinearity: the equation e(g*, g”) = é(g, &)™ holds, for
allx,y € Z;.
- Non-degeneracy: e(g, g) # 1
- Computability: for all X, Y € G, there exists an algo-
rithm that can compute e(X, Y) efficiently.

For more details about bilinear groups, the reader can refer to
the literature [11].
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B. GENERIC BILINEAR GROUP MODEL
The concept of generic bilinear group (GBG) model was
proposed by Boneh et al. [48] and used in the security analy-
sis of cryptographic schemes. The security analysis includes
a known difficult problem, a security game and a concrete
scheme. In the GBG model, a challenger in the security
game is able to execute all operations of a bilinear group.
To discuss the length of bits that secret keys can be leaked,
we must express all elements in G; and G, by the form of
bit-strings. Thus, we hire two injective mapping functions F:
Z; — BG and F;: Z;‘ — BG) to transform all elements
in G1 and G, where BG| and BG; are, respectively, the
sets of transformed bit-strings of G| and G;. Here, BG| and
BG; are disjoint and satisfy |BG1| = |BG>| = ¢. Indeed,
three operations of a bilinear group are the multiplications
of Gy and G; and a bilinear map e. We present these three
operations as follows.

- OPg,(F1(r), F1(s)) = Fi1(r + s mod q).

- OPg,(F2(r), Fa(s)) = Fa(r + s mod q).

- OP;(F(r), F1(s)) = Fa(r - s mod q).
Here, r, s € Z;, g=Fi(1)and e(g, g) = Fa(1).

C. COMPLEXITY ASSUMPTIONS

According to the problem of discrete logarithm (DL) and the
characteristics of hash function (HF), we give two associated
assumptions as follows.

Definition I (DL assumption): Given the parameters g,
G1, Gy, ¢, g of abilinear group, the DL problem is to compute
¢ € Z; from g° or g3, where ¢ is an unknown value and
g2 = e(g, g). Assume that A is a probabilistic polynomial-
time (PPT) adversary. A has the negligible advantage Adv 4 =
Pr[.A(g, g°) = c] to find the solution of the DL problem.

Definition 2 (HF assumption): Given a secure HF,
namely, HF : Z; — {0, 1}*, the following three restrictions
must be met.

(1) One-way property: Given a value d € Z7, it is difficult
to find a bit-string D € {0, 1}* such that HF (D) =d.

(2) Weak-collision resistant: Assume that there exists a bit-
string D1 € {0, 1}*. It is hard to find another bit-string
D; € {0, 1}* such that HF (D) = HF (D).

(3) Strong-collision resistant: To find two different bit-
strings D1 and D, € {0, 1}* such that HF (D) = HF (D>)
is hard.

D. ENTROPY

In a leakage-resilient cryptographic scheme, the system’s
secret key or entity’s secret key is allowed some partial
information to be leaked to attackers. When attackers cannot
obtain any leaked information, the uncertainty of guessing
the complete secret key is high. However, if the amount of
leaked information that attackers can obtain is increased,
the uncertainty of guessing the complete secret key will be
reduced. Indeed, we can regard the system’s secret key or
entity’s secret key as a finite random variable. Thus, the
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TABLE 1. Symbols.

Symbol Meaning

SP The system parameters

CPK The CA’s public key

CSKo The CA’s initial secret key

ESKo The entity’s initial secret key

ECo The entity’s initial certificate

CSK; The CA’s secret key in the i-th session
ESKj The entity’s secret key in the k-th session
ECy The entity’s certificate in the k-th session
EPK s The entity’s first public key
EPK?d The entity’s second public key

concept of entropy can be used to measure the security of
the leakage-resilient cryptographic scheme. Assume that S is
a finite random variable. Two min-entropy types are given as
below.

1. The min-entropy of S is
Hoo(S) = —logy(max Pr[§ = s])
N

2. The average conditional min-entropy of S with a condi-
tion C is

Hoo(S|C) = —logz(C[msax Pr[S = s|C]D).

Based on the two min-entropy types, the following Lemma
1 was presented by Dodis et al. [49] to measure the security
of a single secret key (finite random variable) is leaked.
Moreover, Galindo and Vivek [50] presented Lemma 2 to
measure the security of multiple secret keys (finite multiple
random variables) are leaked.

Lemma 1: Assume that S is a random variable and  is
the maximal bit-length of leaked information. Let f : § —
{0, 1} be a leakage function, then the inequality Hoso SIFS)
2 Hoo(S) — ¥ holds.

Lemma 2: Assume that S, S7, ..., S, are finite multiple
random variables and § € Z,[S1, S2, ..., Sp] is a polynomial
with at most d-degree. Let D1, D>, ..., D, be probability
distributions of 1 = 51,52 = s2,...,8;, = s, such that
Hoo(D;) Slogg—y and 0 < ¢ < logg fori € [1, n]. When
S; <D—i Z4,fori € [1, n], are independent and v < (1-e)logg,
the inequality Pr[S(S] = 51,8 = 2,...,8;, = s,) = 0] £
(d/q)2Y holds, where € is a positive fraction.

E. SYMBOLS
Many symbols will be used in the LR-AMR-CB-KE. To facil-
itate readers’ reading, we compile these symbols in Table 1.

Ill. FRAMEWORK AND SECURITY MODELS

A. FRAMEWORK

To resist side-channel attacks, we propose a new framework
of LR-AMR-CB-KE schemes based on the framework of
AMR-CBE scheme [34]. The proposed framework includes
two stages. The first stage, depicted in Fig. 1, describes the
system settings and each entity’s public key and secret key
settings. The system is executed by a certificate authority
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(CA) who generates the system parameters SP. In addition,
the CA also has her/his initial secret key CSKy = (CSKyp 1,
CSKj,2). By the system parameter SP, each entity can set
her/his own initial secret key ESKo = (ESKo,1, ESKp,2) and
first public key EPK ', Further, the first public key EPK '
is sent to the CA. In the i-th session, the CA updates the
current secret key CSK;_1 = (CSK;_1,1, CSK;—12) to CSK; =
(CSK; 1, CSK; »). Then, the CA generates the entity’s second
public key EPK?'? and certificate EC which are sent to
the entity. Immediately, the entity uses her/his own certifi-
cate EC to compute the initial certificate ECy = (ECp,1,
ECp2). Meanwhile, the entity sets her/his public key EPK =
(EPKlSl" EPKan)

The second stage, depicted in Fig. 2, is the procedures of
multi-receiver encryption and decryption. A sender chooses
a plaintext msg and (ID, EPK,), (IDy, EPK>),..., (IDy,
EPK,) of n entities, and the sender runs the Multiencryption
algorithm to generate the ciphertext CT, namely CT =
ME(msg, (ID1, EPK,), (ID,, EPK>),. . ., (ID,, EPK},)). When
each receiver receives the ciphertext CT, she/he can decrypt
it with her/his own updated secret key ESKy = (ESKj 1,
ESKy ») and certificate ECy = (ECy,1, ECk 2) to obtain the
plaintext msg by running the Decryption algorithm in the k-
th session, namely msg = D(msg, ESKy = (ESK 1, ESKk 2),
ECy = (ECk 1, EC 2)). It is worth noting that each receiver
cannot know the identity information of other receivers. Now
we formally define framework of LR-AMR-CB-KE schemes.

Definition 3: A LR-AMR-CB-KE scheme consists of
five algorithms, namely, Setup, Key generation, Certificate
generation, Multiencryption and Decryption, as follows.

- Setup: With the input of a security parameter t, this
algorithm outputs the CA’s initial secret key CSK(y =
(CSKy,1, CSKp2) and publishes the system parameters
SP. Here, the system parameters SP includes the encryp-
tion Eg () and decryption Dy () algorithms from a sym-
metric encryption mechanism, where sk is a symmetric
key.

- Key generation: With the input of the system parameter
SP, an entity with identity /D runs this algorithm to
generate the entity’s initial secret key ESKo = (ESKop, 1,
ESKy>) and first public key EPK'S'. The entity then
sends EPK ' to the CA.

- Certificate generation: In the i-th session of running this
algorithm, with the input of the system parameter SP, the
CA’s current secret key CSK;_1 = (CSKi—1,1, CSKi_1,2),
an entity’s identity ID and the first public key EPK ',
the CA generates the entity’s second public key EPK 2
and certificate EC. The CA then sends EPK>"¢ and EC
to the entity. Then, the entity respectively sets her/his
initial certificate and complete public key as ECy =
(ECo.1, ECo2) and EPK = (EPK'S', EPK*'?).

- Multiencryption (Multiencapsulation): With the input
of the system parameter SP, a plaintext msg and
(ID1, EPK)), (ID;, EPK>),. . .,(ID,, EPK,) of n entities,
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ID, EPK'*t (public channel)

s
EC, EPK™ (secure channel)

Certification Authority (CA) Entity

The CA’s initial secret key:
CSK, = (CSK,,, CSKy,)

The system parameters: SP

The entity’s identity: /D
The entity’s public key:
EPK = (EPK'S, EPK*)

The entity’s initial secret key:
ESK, = (ESK, 1, ESK,,)

The entity’s the initial certificate:
ECy=(ECy,, ECy,)

Update the CA’s current secret key
in the i-th session:
CSK,, = (CSK; ), CSK,.1 )
to CSK; = (CSK; ;, CSK.

FIGURE 1. The system settings and each entity’s public key and secret key
settings.

Receiver ID,

4
1
'

cT Anon‘ymou&
i

Receiver ID;

(5 ) The procedures of decryption
CT CT “ in the k-th session:
_— _
msg = D(msg, ESK, = (ESK, ,, ESK, ,),
Sender t EC,=(ECy), ECyy)

The procedures of
multi receiver encryption:
CT = ME(msg, (ID,, EPK)), (ID,, EPK,),
- (ID,, EPK,))

i
Anonymous
cr

v
8 Receiver ID,

FIGURE 2. The procedures of anonymous multi-receiver encryption and
decryption.

a sender runs this algorithm to generate the ciphertext
CT.

- Decryption (Decapsulation): In the k-th session of run-
ning this algorithm, with the input of the system param-
eter SP, the ciphertext CT, the receiver’s current secret
key ESKi—1 = (ESKk—1,1, ESK)—1,2) and current certifi-
cate ECyx_1 = (ECx—1,1, ECi_1,2), the receiver updates
ESKi—1 and ECr—1 to ESKy = (ESKk.1, ESKk 2) and
ECy = (ECk.1, EC 2). Then, the receiver runs this algo-
rithm to generate the plaintext msg.

B. SECURITY MODELS
We modify the security models of AMR-CBE scheme [34]
and LR-CBE scheme [46], [47] to define the new security
models of LR-AMR-CB-KE scheme. During each execution
of the algorithms, any attacker is allowed to obtain part of
the secret keys by side-channel attacks. More specifically, the
attacker can obtain part of the CA’s current secret key CSK; =
(CSK; 1, CSK; ) in the i-th session of running the Certificate
generation algorithm. And, the attacker can obtain part of
the entity’s current secret key ESKy = (ESK, 1, ESKj 2) and
current certificate ECy = (ECy 1, ECy 2) in the k-th session
of running the Decryption algorithm.

To model the ability of an attacker to obtain part of the
secret key, four leaked functions LF ICG, o LF ICIG7 i LF f)’  and
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LF g’k are employed. The first two functions LF ICG’i and
LF ICIGJ- are used to express the attacker’s ability to obtain part
of the CA’s current secret key CSK; = (CSK; 1, CSK; ) of
the Certificate generation algorithm in the i-th session. The
latter two functions LF 2)7 ¢ and LF gﬁ ¢ are used to express
the attacker’s ability to obtain part of the entity’s current
secret key ESK, = (ESKk,1, ESK 2) and current certificate
ECy = (ECx,1, ECk2) of the Decryption algorithm in the k-
th session. Assume that ¢ is the maximal bit-length of part
of the secret key. We have |LF1CGJ.|, |LFIC’GJ|, |LF1D’k| and
|LF g’ ¢! < ¥, where | - | is the output length of these leaked
functions. In the following, we formally define these four
leaked functions.

- ALF{ ;= LF; (CSK;)).

- ALF;CIGJ. = LFIIC’G {CSK; ).

- ALF}, , = LF}, ((ESKi,1, ECy1).

- ALF} , = LF} ((ESK 2, ECy ).

As the security models of AMR-CBE scheme [34] and
LR-CBE scheme [46], [47], the security models of LR-AMR-
CB-KE scheme includes the following two types of adver-
saries.

- Type I adversary A; can run the Key generation algo-
rithm to generate the entity’s secret key, but .A; is unable
to obtain the entity’s certificate or the CA’s secret key.
However, A; can obtain part of the entity’s certificate
and the CA’s secret key.

- Type II adversary Aj; possesses the CA’s secret key.
Hence, any entity’s certificate can be generated by Ay;.
However, Aj; is unable to obtain the entity’s secret key.
But, Ay can obtain part of the entity’s secret key.

Next, we give two security models of LR-AMR-CB-KE
scheme. The first is to simulate the security of the indis-
tinguishability of two ciphertexts against chosen ciphertext
attacks (IND-CCA) in the continual leakage model. The
other is to simulate the security of the anonymous indis-
tinguishability of two identities against chosen ciphertext
attacks (ANON-IND-CCA) in the continual leakage model.

Definition 4: ALR-AMR-CB-KE scheme is secure for the
indistinguishability of two ciphertexts against chosen cipher-
text attacks (IND-CCA) in the continual leakage model if
no adversary A (including Type I adversary .A; and Type II
adversary A;7), who possesses a non-negligible advantage,
can win the following security game GIL]}/Q ;g,,%i cp—ke With
a challenger C in a probabilistic polynomial time.

- Setup phase: With the input of a security parameter t,
the challenger C runs the Serup algorithm to output the
CA’s initial secret key (CSKp,1, CSKp,2) and the system
parameters SP. For the adversary A;, C keeps the CA’s
initial secret key (CSKp,1, CSKp2) by itself. Otherwise,
C sends the CA’s initial secret key (CSKp.1, CSKp.2) to
the adversary 4;;. The system parameter SP is received
by both A;and Ay;.

- Query phase: The following different queries can be
adaptively asked by the adversary .A.
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o Key generation query (ID): A sends out the query

with an identity ID. Then, C runs the Key generation
algorithm with ID to generate the entity’s secret
key ESK and first public key EPK'S. The chal-
lenger C utilizes ESK to set the entity’s initial secret
key (ESKo,1, ESKp,2). Finally, (ESKo,1, ESKo,2) is
transmitted to A if the Public key replace query (ID)
has never been sent out by A.

Certificate generation query (ID, EPK '*"): A sends
out the query in the i-th session with an iden-
tity ID and the associated first public key EPK .
Then, C runs the Certificate generation algorithm
with ID, EPK'" and the CA’s current secret key
(CSK;-1,1, CSK;_12) to generate the entity’s sec-
ond public key EPK?" and certificate EC. The
challenger C utilizes EC to set the entity’s ini-
tial certificate (ECo,1, ECp,2). Both entity’s initial
certificate (ECp,1, ECp,2) and second public key
EPK?" are transmitted to A.

Certificate generation leak query (i, LF! CG.iv
LF ’CIG, J: A sends out the query in the i-th
session with two leaked functions LF ICG’ ; and
LF ’C’G’i. Then, C returns the two leaked information
ALF! cc.i and ALF gc ; to A. Here, the two leaked
information ALF{; ;and ALF{, ; are used to indi-
cate the leakage length of the CA’s current secret
key (CSK;_1,1, CSK;_12).

Public key retrieve query (ID): A sends out the
query with an identity ID. Then, C returns the asso-
ciated public key EPK = (EPK ', EPK*?) to A.
Public key replace query (ID, (rEPK ', rEPK *'?)):
A sends out the query with an identity ID and the
replaced public key (rEPK'S', rEPK*'?). Then, C
records the public key replacement information of
the identity ID.

Decryption (Decapsulation) query (ID, CT):. A
sends out the query in the k-th session with
an identity ID and the associated ciphertext CT.
Then, C updates the associated current secret
key ESKi—1 = (ESKi—1,1, ESKk—12) and cur-
rent certificate ECy—1 = (ECk—1,1, ECir—1,2) to
ESKy =(ESKy 1, ESK 2) and ECy, = (ECk,1, EC 2).
Finally, the challenger C returns the plaintext msg
by running the Decryption algorithm with ESK} and
ECy.

Decryption (Decapsulation) leak query (ID, k,
LF}, ., LF} ): A sends out the query in the k-th
session with two leaked functions LF {)) « and LF Dk
Then, C returns the two leaked information ALF ID’ X
and ALF7Y, n D tO A. Here, the two leaked informa-
tion ALF ID ¢ and ALF g  are used to indicate the
leakage length of the entity’s current certificate
(ECk—1.1, ECi—1 2) if the adversary is .A;. The two
leaked information ALF f)’ ¢ and ALF g’ ¢ are used
to indicate the leakage length of the entity’s current

secret key (ESKi—1,1, ESKy—1,2) if the adversary is
Ay
- Challenge phase: A sends out two target plaintexts
msgo, msg1 and n identities of entities, namely IDT,
IDj,. .., ID;. Then, C picks a random bit b € {0, 1},
and returns the target ciphertext CT* by running the
Multiencryption algorithm with msgp, (ID}, EPKY),
(ID}, EPK3).. .., (ID;, EPK). Since there are two types
of adversaries, we must consider the following two situ-
ations.

o If the adversary is A;, the Certificate generation
query with ID}, ID3,. .., ID; is not allowed to be
asked.

e If the adversary is Ay, the Key generation query
with ID}, IDj,. . ., ID;; is not allowed to be asked.

- Guess phase: Asends outa guess b’ € {0, 1}. If the guess
b’ = b, A wins this the game. We define the advantage
of winning this game as Adv(A) = |Pr[b’ = b] - 1/2].
Definition 5: A LR-AMR-CB-KE scheme is secure for
the anonymous indistinguishability of two identities against
chosen ciphertext attacks (ANON-IND-CCA) in the contin-
ual leakage model if no adversary A, who possesses a non-
negligible advantage, can win the following security game
G?gg{xv MI{,N DCBCCA with a challenger C in a probabilistic poly-
nomial time.

- Setup phase: The challenger C performs the same proce-
dure as Setup phase in the definition 4.

- Query phase: The adversary A performs the same pro-
cedure as Query phase in the definition 4.

- Challenge phase: A sends out a target plaintext msg
and n identities of entities, namely ID}, IDj...., ID;.
Then, C picks a random bit » € {0, 1}, and returns the
target ciphertext CT* by running the Multiencryption
algorithm with msg, (IDy, EPKY), (ID3, EPKY), (ID},
EPKjf),. .., (UID}, EPK)). Since there are two types of
adversaries, we must consider the following two situa-
tions.

o If the adversary is A;, the Certificate generation
query with ID} and IDj is not allowed to be asked.

e If the adversary is Ay, the Key generation query
with /D7 and IDj} is not allowed to be asked.

- Guess phase: Asends outa guess b’ € {0, 1}. If the guess
b' = b, A wins this the game. We define the advantage
of winning this game as Adv(A) = |Pr[b’ = b] - 1/2].

IV. THE PROPOSED LR-AMR-CB-KE SCHEME

In this section, we present the first LR-AMR-CB-KE scheme
which includes the following five algorithms, namely, Setup,
Key generation, Certificate generation, Multiencryption and
Decryption.

- Setup: With the input of a security parameter t, this
algorithm outputs the CA’s initial secret key CSK(y =
(CSKy,1, CSKp,2) and publishes the system parameter
SP, which can be obtained by the following work.
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e Choose two multiplicative cyclic groups G and
G, of the same prime order g. Lete : G| x G| —
G» be an associated bilinear map.

e Pick a point g as a generator of G and compute the
CA’s secretkey CSK = g°, where s is arandom value
in Z7. Then, set the CA’s public key CPK =e(g*, g).

e Randomly choose a refreshing value ra € Z; to
set the CA’s initial secret key CSKy = (CSKp,1,
CSKo2) = (8", g7 - CSK).

e Pick two random values m, n € Z; to compute M =
gmand N = g".

e Select encryption Eg () and decryption D () algo-
rithms from a symmetric encryption mechanism,
where sk is a symmetric key.

e Choose five hash functions, Hy : G, x G| —
{0, 1}, Hy, Ho, Hy : {0, 1}* — {0,1}* and H; :
{0, 1}* x G; — {0, 1}*, where A is a fixed length.

e Set the system parameters SP = {p, G1, G2, ¢, g,
CPK,M,N,E,D, Hy,H|, Hy, H3, H4}.

- Key generation: With the input of the system parameter
SP, an entity with identity /D runs this algorithm to
generate the entity’s secret key ESK and first public key
EPK's', which can be obtained by the following work.

e Randomly choose a value @ € Z; and set ESK =
o

e Set EPK'S' = o(ESK , g) = &(g%, g).

Finally, the entity randomly picks a refreshing value rb €
Z; to set the entity’s initial secret key ESK( = (ESKp,1,
ESKo2) = (¢", g7 - ESK).

Certificate generation: In the i-th session of running
this algorithm, with the input of the system parameter
SP, the CA’s current secret key CSK;—1 = (CSK;_11,
CSK;_1,2), an entity’s identity ID and the first public
key EPK 'S, the CA generates the entity’s second public
key EPK 2nd and certificate EC, which can be obtained
by the following work.

e Randomly choose a refreshing value rc € ZJ to
update the CA’s current secret key CSK; = (CSK; 1,
CSKi2)=(g"" - CSKi—1,1, 87" - CSKi_12).

e Set E = ID||EPK'" and randomly pick a value
B € Z}. Compute the entity’s second public key
EPK?" = gP temporary key ECuyyy=CSK;1-(M -
NEYE and certificate EC = CSKi > - ECppp.

The CA then transmits the entity’s second public key
EPK?"d and certificate EC to the entity. Afterwards, the
entity randomly chooses a refreshing value rd € Z7
to set her/his initial certificate ECy = (ECp,1, ECp2) =
(g™, g™ . EC). Finally, the entity sets her/his public
key EPK = (EPK'S', EPK?"d),

- Multiencryption (Multiencapsulation): With the input
of the system parameter SP, a plaintext msg and
(ID1, EPK)), (ID;, EPK>),. . .,(ID,, EPK),) of n entities,
a sender runs this algorithm to generate the ciphertext
CT, which can be obtained by the following work.
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e Pick arandom value r € Z;‘, and compute R = g',
U; = (EPK""Y', V; = (CPK - &(EPK?"™, M - NEi)y
and K; = Ho(V;, Uj), where E; = ID;||EPK S for
i=1,2,...,n

e Randomly choose w € {0, 1}*, and compute W; =
Hi(K)||(HyK;) B w)fori=1,2,...,n.

e Set a symmetric key sk = H3(w), and generate
T = Eg@msg) and o = Hy(msg, o,
Wi, Wa, ..., W,,R, T).

e Set the ciphertext CT = {(Wi,Ws,..., W),
R, T,o}.

- Decryption (Decapsulation): In the k-th session of run-
ning this algorithm, with the input of the system param-
eter SP, the ciphertext CT and the receiver’s current
secret key ESKy—1 = (ESKk—1.1, ESKk—12) and current
certificate ECy—1 = (ECx—1,1, ECk—1,2), the receiver
runs this algorithm to generate the plaintext msg, which
can be obtained by the following work.

e Randomly choose two refreshing values re and
rf € Z; to update the receiver’s current secret key
ESKy = (ESKy,1, ESKy 2) = (8" - ESKy 1,1, 87" -
ESKj—1.2) and current certificate ECy = (ECy 1,
ECkgz)=(g'f~ECk,1,1,g"f-ECk,Lz), respectively.

e Compute Uy = e(R, ESKy 1), and set U = Uy, -
e(R, ESKy »).

e Compute Vyup = (R, ECy 1), and set V = Vi, -
e(R, ECi ).

e Compute K = Ho(V, U) and H{(K).

e Use the ciphertext CT and H1(K) to find the associ-
ated W;, fori € [1, n]. Then, aresult ¢ = Hy(K)® w
can be obtained due to W = H{(K)||(H2(K) & w).

e Recover o’ = ¢ & Hy(K).

e Set a symmetric key sk’ = H3(w'), and generate
msg' = E; (T).

e Compute o’ =Hy(msg', o', W, Wa, ..., Wy, R, T).
If o' = o, return msg’; otherwise return a symbol
“J_//.

Below, we show that the value of K calculated during the

Decryption process is equal to the value of K; for i € [1, n]
used during the Multiencryption process.

K = Hy(V,U)
= Hy(&(R, ECy), &R, ESK}))
= Ho(e(g", CSK; - (M - N*)P), e(g", g*)
= Ho(e(g", g - (M - N*)F), e(g", )
= Ho(e(g". g") - e(¢". (M - N¥)P), &(g", g*)
= Ho((2(g’, 8) - (8", M - N"))", &(g”, g)")
= Ho((CPK - &(EPK*™, M - NEY, (EPK}*')")
= Ho(Vi, Uj) = K;
V. SECURITY ANALYSIS
In this section, we use Theorems 1 and 2 to demonstrate

that the proposed LR-AMR-CB-KE scheme is secure against
the adversary .A; and Ay for the indistinguishability of two
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ciphertexts against chosen ciphertext attacks (IND-CCA).
Moreover, Theorems 3 and 4 are used to demonstrate that
the proposed LR-AMR-CB-KE scheme is secure against the
adversary A; and Ay for the anonymous indistinguishability
of two identities against chosen ciphertext attacks (ANON-
IND-CCA).

Theorem 1: Based on the DL and HF assumptions, the
proposed LR-AMR-CB-KE scheme is secure under the GBG
model against the adversary .4; for the indistinguishability of
two ciphertexts against chosen ciphertext attacks (IND-CCA)

. . IND—CCA
in the security game G} p” syr—cB_KE-

Proof. Assume that there exists an adversary .A; who plays the

following security game Gg}’g 741?/1(1?— ca—xg With a challenger

C.

- Setup phase: With the input of a security parameter t, the
challenger C runs the Serup algorithm to output the CA’s
initial secret key CSKo = (CSKp,1, CSKy,2), generated
by the CA’s secret key CSK, and the system param-
eter SP = {p, G1,G,, e,g,CPK, M,N,E, D, Hy, Hy,
Hj, H3, Hy}. Since the adversary is A;, C keeps the
CA’s initial secret key CSKop = (CSKop,1, CSKp2) by
itself. Additionally, five lists L1, Ly, Lgsx , LEc and Ly,
empty at the beginning, are created by the challenger C
as below.

e List L; is created to record all elements of Gj.
We first define three symbols u, v and s as
the type w, the v-th query and s-th element.
Each element in the list L; is rendered in the
format (PGi,u,v,s, BG1 4,v5), where PGy y
is multivariate polynomial and BGy , s is the
corresponding bit-string. Due to the CA’s secret
key CSK and the system parameter SP, we add
four elements (PCSK, BGj 1,0,1), Pg, BG1.1,0,2),
(IPM, BG1 1,0.3) and (IPN, BGy j,0,4) into the list
L.

e List L, is created to record all elements of G».

The definitions of three symbols u, v and s are
identical to the above. Each element in the list
L, is rendered in the format (PG 4.v,5, BG2 4.v,5),
where PG>, . is multivariate polynomial and
BGy, 4,05 1s the corresponding bit-string. Due to
the system parameter SP, we add one element
(PCPK, BG1 1.,0,1) into the list L.
It can be observed that in lists L; and L, each
element is represented as multivariate polynomial
and the corresponding bit-string. Therefore, we give
two conversion formulas, namely CF-1 and CF-2,
to describe the conversion between multivariate
polynomial and the corresponding bit-string.

v CF-1: When the challenger C receives PGy ;.
! PG>, 4,5, she/he can use it to search the list
L1/Ly and find the corresponding BGy .5 /
BGs, v, if PGy s / PGy s exists in the

51624

list L1 /L. Then, C returns BGy v,/ BG2, 40,5
If PGy / PGy, s does not exist in the
list L1 /L, C generates a corresponding bit-string
BGy,4,v,s / BG2, 4,5, which will be returned and
added to the L1 /L5.

v CF-2: When the challenger C receives BGy,;,,y,s
/ BGa,4,v,s, she/he can use it to search the list
L1/Ly and find the corresponding PGy 5 /
PGa,u,v,s if BGy yv,s / BGo,y,v,s exists in the
list L1 /Ly. Then, C returns PGy yy.s / PGy v 5.
If BG1,u,v,s / BG2,y,v,s does not exist in the list
Li/L,, C terminates the game.

e List Lgsk is created to record each entity’s secret
key ESK and first public key EPK''. The identity
ID, ESK and EPK'" of each entity is rendered in
the format (ID, PESK, PEPK '").

e List Lgc is created to record each entity’s certificate
EC and second public key EPK > . The identity ID,
EC and EPK?" of each entity is rendered in the
format (ID, PEC, PEPK ).

e List Ly is created to record the values used in
the Multiencryption algorithm. The values are ren-
dered in the format (IPU, PV, K, H|(K), Hy(K),
w, H3(w) = sk), where K, H{(K), Hy(K), w and
H3(w) = sk are bit-strings.

- Query phase: The following different queries can be
adaptively asked by the adversary A; at most p times.
Additionally, three group operation queries, namely
OPg,, OPg, and OP;, can also be asked by the adversary
Ap.

o OPg, query (BGi,o,r,i, BG1,0,rj, Cmd): Aj sends
out the r-th query with BGy, i, BGi,0,r; and
Cmd. The challenger C returns BGy o, - x, Which can
be obtained by the following work.

(1) According to CF-2, convert BG;, ,; and
IBGLO,,,J to PG ;i and IPGLO,,,/'.

(2) Compute PG ,x = PGror;i + IPGLO’VJ' if
Cmd = “multiplication”. Compute PGy 5,1 =
PG1,o,r,i - PGy, j if Cmd = “division”.

(3) According to CF-1, convert PGj,,x to
IBGI,(J,r,k~

o OPg, query (BGa o r,i, BG2,,rj, Cmd): Aj sends
out the r-th query with BGy, i, BG2,6,r; and
Cmd. The challenger C returns BG» . x, Which can
be obtained by the following work.

(1) According to CF-2, convert BGz, ,; and
IBGQ,OJJ to IPGQ)(,,”‘ and IPGz)o,r,j.

(2) Compute PG rx = PGa o i + PGay, i if
Cmd = “multiplication”. Compute PGy 5,1 =
PG2.0.r,i PG, rjif Cmd = “division”.

(3) According to CF-1, convert PGz, ,kx to
IBG2,o,r,k-

o OP; query BG ;. i, BG; ,;): Ar sends out the
r-th query with BG ;. ; and BGj ; , ;. The chal-
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lenger C returns BG; ; , x, which can be obtained
by the following work.

(1) According to CF-2, convert BG;;,; and
IBGLQJ’]' to ]PGL@’,J' and ]PGI,@,V,,/'

(2) Compute IPGl,é,r,k = IPGI,E,r,i . IPGL@J’]'.

(3) According to CF-1, convert PGy;,; to
IBGl,é,r,k-

e Key generation query (ID): A sends out the query
with an identity ID. Then, C can find PEC and
PEPK'S" in the list Lgsg with respect to ID.
According to CF-1, convert PEC and PEPK ' to
BEC and BEPK'" which are the response.
Certificate generation query (ID, EPK'"): A;
sends out the query in the i-th session with an iden-
tity ID and the associated first public key EPK .
Then, C can find PEC and PEPK?" in the list
Lgc with respect to ID and EPK 'S, If PEC and
PEPK?" does not exist in the list Lgc, C converts
PEC and PEPK?" to BEC and BEPK?"¢, and
takes them as the response. Otherwise, C does the
following work.

(1) Choose a new variate PBG¢g,;,1 in G1, and set
PEPK*™ =PBGcg.; 1.

(2) Compute PEC = PCSK + PBG¢g,i,1 - (PM +
PE - PN), where PE = ID||EPK .

(3) Add PEC and PEPK?" into the list Lgc.

(4) Convert PEC and PEPK*? to BEC and
BEPK ™ which are the response.

Certificate generation leak query (i, LF ICGJ-,
LF{;): Ar sends out the query in the i-th
session with two leaked functions LF ICG,i and
LF ICIwGJ. Then, C returns the two leaked informa-
tion ALF{ ;= LF{; (CSK;_11) and ALF(; . =
LF{ (CSKi_12)t0 Ay

Public key retrieve query (ID): A; sends out the
query with an identity ID. Then, C can respectively
find PEPK " and PEPK?™ in the lists Lgsg and
Lgc with respect to ID. According to CF-1, convert
PEPK'S" and PEPK?" to BEPK ' and BEPK >
which are the response.

Public key replace query (ID, (BrEPK',
BrEPK?'?)): A; sends out the query with an iden-
tity ID and the replaced public key (BrEPK'S,
BrEPK?™). According to CF-2, C converts
BrEPK'S' and BrEPK*'? to PrEPK' and
PrEPK?" Then, C respectively records (ID, —,
PrEPK ') and (ID, —, PrEPK*?) in the lists Lgsk
and Lgc.

Decryption (Decapsulation) query (ID, CT): Aj
sends out the query in the k-th session with an
identity ID and the associated ciphertext CT =
{(W,Wa,...,W,), R,T,o}. The challenger C
returns the plaintext msg by doing the following
work.
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(1) With respect to ID, find the associated secret
key IPESK in the list Lgsx and the associated
certificate IPEC in the list Lgc.

(2) According to CF-2, convert BR and PR in the
list L. Compute PU = PR - PESK and PV =
PR - PEC.

(3) Use IPU and PV to find H3(w) = sk from (IPU,
PV,K, H|(K), Hy(K), w, H3(w) = sk) in the list
Lyg. Obtain the plaintext msg from computing
Dy (T).

e Decryption (Decapsulation) leak query (ID, k,
Lngk, LFg’k): A; sends out the query in the k-
th session with two leaked functions LF é), ¢ and
LF g, ¢ Then, C returns the two leaked informa-
tion ALF},, = LF}, (ECy_1,1) and ALF}, =
LF} ((ECx_12) to A;.

- Challenge phase: A; sends out two target plaintexts
msgo, msg1 and n identities of entities, namely ID’I‘,
IDj,. .., ID}. Since the adversary is Ay, the Certificate
generation query with IDY, ID3,. . ., ID}, is not allowed
to be asked. The challenger C picks a random bit b €
{0, 1}, and returns the target ciphertext CT* by running
the Multiencryption algorithm with msgp, (ID}, EPK{),
(ID3, EPKY),..., (ID;, EPK}).

- Guess phase: A sends out a guess b’ € {0, 1}. If the
guess b = b, A; wins this the game. We define the
advantage of winning this game as Adv(A;) = |Pr[b’ =
b]-1/2].

In the following, we estimate the advantage Adv(A;) which

is divided into two situations, namely Adv 4, _,,; and Adv 4,_;.
Here, the advantage Adv 4, _,, states that .A; wins the security
game without issuing the Certificate generation leak query
or Decryption (Decapsulation) leak query, while the advan-
tage Adv 4, states that A; wins the security game with
issuing the Certificate generation leak query and Decryption
(Decapsulation) leak query.

- The advantage Adv 4,_,,;: When one event EventA that
simulates a collision in L; or Ly occurs and the other
event EventB that simulates a guess b’ = b in Guess
phase occurs, the adversary .4; wins the security game.

e FEventA: We fist consider the collision in the list
L. Assume that k is the number of variables
in the list L;. Then, k variables, namely v,
V2,..., Vk, are randomly selected. We can define
IPGl,d(vl s V2, e, Vk) = IPGL,', IPGL]‘, where IPGL,'
and PGy ; are two different polynomials in the
list L;. Obviously, we can say that the collision
happened if PGy 4(vi, v2, ..., vk) = 0. According
to Lemma 2, we obtain that the probability of
PG 4(v1,v2, ..., ) =0 is at most 3/q since the
highest degree of all polynomials in the list L; is 3.
In addition, we must consider the case of picking
out two elements from the list L;. Hence, we obtain
that the probability of collision in the list L is
3/ ("5"). Similarly, the probability of collision in
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the list Ly is (6/¢)('5"). Since |Li| + L2 < 3p,
we have

|L1] [Lo|
Pr[EventA] < q(3/q) ) +(6/9) 5

< q(6/q)(ILy| + |La])?
< q54p*/q.

e EventB: Since the guess b’ = b, we have Pr[EventB]
<12.

By EventA and EventB, the advantage Adva,_,; can
be presented as below. Adva,—; = |Pr[EventA] +
Pr[EventB] - 1/2| < |54p%/q + 1/2 - 1/2| = 54p? /q =
O(?/q). Hence, Adva, 1 1s negligible if the situation
of p = poly(log g) occurs.

- The advantage Adv 4, _;: In addition to the above advan-
tage Adv 4,1, the adversary A; can also add additional
advantage Adv 4,_; by issuing the Certificate generation
leak query and Decryption (Decapsulation) leak query.

e When sending out the Certificate generation leak
query (i, LF ICGJ, LF ’CIGJ»), A; can receive the two
leaked information ALF ICGJ. =LF ICGJ.(CSK,-_ 1.1)
and ALF{; ;= LF; (CSKi_1 2), where |LF{; I,
|LF [CI‘G,i| < . Since the CA’s secret key CSK can be
obtained by computing CSKy,1 - CSKp,2 = CSK] 1 -
CSKi12 = ... = CSK;—1,1 - CSKi_1 2, the leaked
information we gain from LF ICGJ.(CSK,-_M) and
LF ICIG, /(CSK; 1) is independent of the leaked we
gain from LFICG’I.(CSKU) and LFICGJ(CSK[‘,Z) due
to the techniques about multiplicative blinding and
key update. Hence, .A; can gain at most 2 bits of
CSK.

e When sending out the Decryption (Decapsulation)
leak query (ID, k, LF{)’k, LFg’k), A can
receive the two leaked information ALF ﬁ), ¢ =
LF}, ((ECy_1.1) and ALF}}, = LF} (ECy_12),
where |LF’D’k|, |LFg’k| < . Since the entity’s
certificate EC can be obtained by computing EC 1 -
ECy2=EC11-ECi2=...=ECk_1,1-ECr—12,the
leaked information we gain from LF ID’ «(ECk-1,1)
and LF gy «(ECk—1,2) is independent of the leaked
we gain from LF{)’k(ECk,l) and LFg‘k(ECk,z) due
to the techniques about multiplicative blinding and
key update. Hence, .A; can gain at most 2y bits of
EC.

In the following, we analysis .4;’s advantage of winning
the security game Gg}jfi 21%{{ cp—kg- The target ciphertext
CT* can be responded correctly by the adversary with the
CA’s secret key CSK, the target entity’s certificate EC or a
correct guess. Hence, we have to discuss the following three

events.

(1) Event Ecsk: The CA’s secret key CSK can be gained by
Ay from ALFICGJ and ALF g’ +- Meanwhile, we denote
Ecsk as the complement event of Ecsk .
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(2) Event Egc: The target entity’s certificate EC can be
gained by A; from ALF},  and ALF} . Meanwhile,
we denote Egc as the complement event of Egc.

(3) Event Ecg: A correct guess can be outputted by A4;.

According to the above events, we have 4;’s probability
Pr[A;] of winning the security game as below.

Pr[A;] = PrlEcc]
= Pr[Ecc N (Ecsk V Egc)]
+ PrlEcc A (Ecsk A Egc)l
< gPr[Ecsk Vv Ekc]
+ Pr[Ecg A (Ecsk A Egc))-

Next, we consider the probability Pr[Ecg A (Ecsk A Egc)]-
The event (Ecsk A Egc) states that A; cannot obtain useful
information to output the correct response. Thus, Pr[Ecg A
(Ecsk A Egc)]is 1/2 due to Pr[Ecg] = 1/2. We then have
Pr{A;] < PrlEcsg V Egc] + 1/2 and Adv 4, = |Pr[Af] -
1/2] < Pr[Ecsk V Egc]. At most 2y bits of CSK and EC
can be respectively gained by A; from Certificate generation
leak query and Decryption (Decapsulation) leak query. With
the earlier result, namely Adv 4,_,; =< O(p?/q), we have
Adv g, < Advy, i - 22V < O((p?/q) - 2°¥). Based on
Lemma 2, Adv 4,_; is negligible if the situation of ¢ <
(1 — €)logg occurs.

Theorem 2: Based on the DL and HF assumptions, the
proposed LR-AMR-CB-KE scheme is secure under the GBG
model against the adversary A for the indistinguishability of
two ciphertexts against chosen ciphertext attacks (IND-CCA)
in the security game G%IZ ;gﬁ?_ CB—KE-

Proof. Assume that there exists an adversary A;; who plays
the following security game Gy ;AC,,%{ cp—xke With a chal-
lenger C.

- Setup phase: The content of this phase is the same as that
of Setup phase in Theorem 1. Furthermore, the adversary
is Ay who can gain the CA’s initial secret key (CSKp 1,
CSKo.2).

- Query phase: The content of this phase is the same as
that of Query phase in Theorem 1. Since the adver-
sary is Ay who holds the CA’s initial secret key
(CSKp,1, CSKp2), any entity’s certificate EC can be
computed by herself/himself. However, Ay is unable
gain an entity’s secret key ESK . However, the two leaked
information ALFY}, , = LF}, ,(ECy_1,1) and ALF}} , =
Lngk(ECk,l,z) can be gained by Ay in Decryption
(Decapsulation) leak query.

- Challenge phase: Ay sends out two target plaintexts
msgo, msgy and n identities of entities, namely IDT,
ID},. .., ID;. Since the adversary is Ay, both the Public
key replace query (ID}, (BrEPK Ist BrEPK?**)) and
Key generation query (IDI’-“), fori=1,2,...,n, are not
allowed to be asked. The challenger C picks a random
bit b € {0, 1}, and returns the target ciphertext CT* by

VOLUME 11, 2023



T.-T. Tsai et al.: Leakage-Resilient AMR-CB-KE Scheme

IEEE Access

running the Multiencryption algorithm with msg;, (ID7,
EPKY), (ID}, EPKY),. .., (ID;, EPK)).

- Guess phase: Ay sends out a guess b’ € {0, 1}. If the
guess b = b, Aj; wins this the game. We define the
advantage of winning this game as Adv(Ay) = [Pr[b’ =
b]-1/2].

In the following, we estimate the advantage Adv(Aj)
which is divided into two situations, namely Adv .4,
and Adv 4, ;. Here, the advantage Adv 4,_,, states that
Ay wins the security game without issuing Decryption
(Decapsulation) leak query, while the advantage Adv 4,
states that Ay wins the security game with issuing
Decryption (Decapsulation) leak query. Due to the similar
inference of Theorem 1, we have Adv 4, _,,; = O(p?/q). The
other advantage Adv 4,,_; is discussed as below.

- The advantage Adv4,_;: In addition to the above
advantage Adv.4,_,, the adversary Ay can also
add additional advantage Adv4,_; by issuing the
Decryption (Decapsulation) leak query. When sending
out the Decryption (Decapsulation) leak query (ID, k,
LF 53, o LF g’ o) Ay can receive the two leaked infor-
mation ALF},, = LF}, (ESK;—11) and ALF}, =
LF} ((ESKy_1.2), where |LFY, |, ILF} .| < . Since
the entity’s secret key ESK can be obtained by com-
puting ESKo1 - ESKo2 = ESK1,1 - ESK1p = ... =
ESKi—1.1 - ESK—1,2, the leaked information we gain
from LF}, , (ESK;_1,1) and LF’A ((ESKi—12) is inde-
pendent of the leaked we gain from LF {)’ «(ESKj. 1) and
LF g, «(ESK} 2) due to the techniques about multiplica-
tive blinding and key update. Hence, 4;; can gain at
most 2 bits of ESK.

In the following, we analysis .Aj;’s advantage of winning
the security game G%IZ ;gg‘_ cp_xkg- The target ciphertext
CT* can be responded correctly by the adversary with the
target entity’s secret key ESK or a correct guess. Hence,

we have to discuss the following two events.

(1) Event Egsk: The target entity’s secret key ESK can be
gained by Ay from ALF 2), ¢ and ALF g’ - Meanwhile,
we denote Egsg as the complement event of Eggg .

(2) Event Ecg: A correct guess can be outputted by Ay;.

According to the above events, we have Aj’s probability

Pr[Aj;] of winning the security game as below.

Pr[ Ayl = PrlEcqg]
= Pr[EcG N Egsk] + Pr[Ecc N Egsk]
< qPr[Egsg] + Pr[Ecc N Eesk].

Next, we consider the probability Pr{Ecg A Egsk ]. The event
% states that Ay cannot obtain useful information to
output the correct response. Thus, Pr[Ecg A Egsx]is 1/2 due
to Pr[Ecg] = 1/2. We then have Pr[Ay;] < Pr[Egsk] +
1/2 and Adv g,—; = |Pr[Ay] - 1/2] < Pr[Egskx]. At most
24 bits of ESK can be gained by Ay from the Decryption
(Decapsulation) leak query. With the earlier result, namely
Adv 4, i < O(P?/q), we have Adv 4, —; < Adv.a, i - 2%V

VOLUME 11, 2023

< O((p*/9)-2*V). Based on Lemma 2, Adv 4, — is negligible
if the situation of ¥ < (1 — €)logg occurs.

Theorem 3: Based on the DL and HF assumptions, the
proposed LR-AMR-CB-KE scheme is secure under the
GBG model against the adversary A; for the anony-
mous indistinguishability of two identities against chosen

ciphertext attacks (ANON-IND-CCA) in the security game
GANON —IND—CCA
LR—AMR—CB—KE"

Proof. Assume that there exists an adversary .4; who plays the

following security game Gﬁ,@?ﬁ’ 1&1@ %}S%‘E with a challenger
C.

- Setup phase: The content of this phase is the same as that
of Setup phase in Theorem 1.

- Query phase: The content of this phase is the same as
that of Query phase in Theorem 1.

- Challenge phase: A; sends out a target plaintexts msg
and n identities of entities, namely /D%, ID;,. .., ID*.
Since the adversary is A;, the Certificate generation
query with ID} and IDj is not allowed to be asked. The
challenger C picks a random bit b € {0, 1}, and returns
the target ciphertext CT* by running the Multiencryption
algorithm with msg, (IDy, EPKY), (ID3, EPKY), (ID},
EPK}),..., D}, EPK}).

- Guess phase: A sends out a guess b’ € {0, 1}. If the
guess ' = b, A; wins this the game. We define the
advantage of winning this game as Adv(A;) = |Pr[b’ =
b]-1/2].

Due to the similar inference of Theorem 1, we have
Adv g,y = O(p?/q) and the other advantage Advy A—1 <
Adv.A[—wl W =< 0((172/4) : 22w)~

Theorem 4: Based on the DL and HF assumptions, the
proposed LR-AMR-CB-KE scheme is secure under the
GBG model against the adversary .A; for the anony-
mous indistinguishability of two identities against chosen

ciphertext attacks (ANON-IND-CCA) in the security game
GANON —IND—CCA
LR—AMR—CB—KE"*

Proof. Assume that there exists an adversary .A;; who plays

the following security game G’zgﬂvﬁglgi%gf%‘g with a chal-
lenger C.

- Setup phase: The content of this phase is the same as that
of Setup phase in Theorem 1. Furthermore, the adversary
is Ay who can gain the CA’s initial secret key (CSKo 1,
CSKo,2).

- Query phase: The content of this phase is the same as
that of Query phase in Theorem 1. Since the adver-
sary is Ay who holds the CA’s initial secret key
(CSKp,1, CSKp2), any entity’s certificate EC can be
computed by herself/himself. However, Aj; is unable
gain an entity’s secret key ESK . However, the two leaked
information ALFg’k = LFf)’k(ECk_lgl) and ALFg’k =
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TABLE 2. Comparison of our LR-AMR-CB-KE scheme with existing AMR-IBE scheme, AMR-CBE scheme and LR-CBE scheme.

Tseng and Fan’s
AMR-IBE scheme [33]

Fan et al.’s
AMR-CBE scheme [34]

Zhou et al.’s Our
LR-CBE scheme [47] LR-AMR-CB-KE scheme

Without the key escrow problem No Yes Yes Yes
Providing multi-receiver encryption Yes Yes No Yes
With anonymity Yes Yes No Yes
Resisting side-channel attacks No No Yes Yes

LF g,k(ECk_l,z) can be gained by Ay in Decryption
(Decapsulation) leak query.

- Challenge phase: Ay sends out a target plaintexts msg
and n identities of entities, namely ID7, ID;,. ... ID}.
Since the adversary is .47, both the Public key replace
query (ID}, (BrEPK Ist BrEPK?'?)) and Key genera-
tion query (IDT), for i = 1 and 2, are not allowed to be
asked. The challenger C picks a random bit b € {0, 1},
and returns the target ciphertext CT* by running the
Multiencryption algorithm with msg, (ID};,, EPK "), (ID3,
EPK}), (D}, EPK}),. .., (ID, EPK}).

- Guess phase: Ay sends out a guess b’ € {0, 1}. If the
guess b’ = b, Ap wins this the game. We define the
advantage of winning this game as Adv(Ay) = |Pr[b’ =
b]-1/2|.

Due to the similar inference of Theorems 1 and 2, we have
Adv A, w1 = O(p?/q) and the other advantage Adv Ap—1 =
Adv gy — - 22 < O((p?/g) - 2*V).

Vi. COMPARISONS AND PERFORMANCE ANALYSIS
We compare the properties between our LR-AMR-CB-KE
scheme, AMR-IBE scheme [33], the AMR-CBE scheme [34]
and the LR-CBE scheme [47] in terms of the key escrow prob-
lem, multi-receiver encryption, anonymity and side-channel
attacks in Table 2. Obviously, Tseng and Fan’s AMR-
IBE scheme [33] inherit the key escrow problem and does
not have the ability to resist side-channel attacks, although
they scheme has the function of anonymous multi-receiver
for encrypting a message. Although Fan et al.’s AMR-CBE
scheme [34] avoids the key escrow problem and has the
function of anonymous multi-receiver encryption, the scheme
cannot resist side-channel attacks. Zhou et al.’s LR-CBE
scheme [47] can resist side-channel attacks and remove the
key escrow problem, but the scheme lacks the function of
anonymous multi-receiver encryption. Obviously, our LR-
AMR-CB-KE scheme not only resists side-channel attacks,
but also has the function of anonymous multi-receiver encryp-
tion and avoids the key escrow problem.

Now, we present two symbols that can be utilized to assess
the computational burden of Multiencryption and Decryption
algorithms of the LR-AMR-CB-KE scheme.

- CBpgir: the computational burden of a bilinear pairing
e: Gy x Gy — Gy

- CB,yy: the computational burden of an exponentiation in
G or Gy.
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TABLE 3. Computational burden of a bilinear pairing and an
exponentiation.

Operations
Computational burden

CB, pair CB, exp
7.83ms  0.47 ms

TABLE 4. The computational burden for n receivers.

Our LR-AMR-CB-KE Multiencryption Decryption
Computational burden 1 - CBpgir + (3n+1) - CBeyp 4 - CBpair +4 - CBexp
n=1 9.71 ms 33.20 ms

n=>5 46.67 ms 33.20 ms
n=>50 462.47 ms 33.20 ms

n =100 924.47 ms 33.20 ms

n =150 1,386.47 ms 33.20 ms

Table 3 from [51] displays the outcomes of a simulation
that determined CB)g;r and CB,y, to be 7.83 ms and 0.47 ms,
respectively. The experiment was conducted using an Intel
Core 17-8550U CPU 1.80 GHz processor and input parame-
ters of finite field F),, Gy, and G». The values of p, G1, and
G, were chosen such that p is a prime number with 256 bits,
and G and G, are groups with a prime order of 224 bits over
the finite field F.

Moreover, with reference to Table 3, we examine the
computational burden of the Multiencryption and Decryption
algorithms in the LR-AMR-CB-KE scheme for different
numbers of receivers. Table 4 illustrates the computational
burden for n receivers, where n takes values of 1, 5, 50, 100,
and 150.

VIl. CONCLUSION

In this paper, we proposed the first LR-AMR-CB-KE
scheme. We defined the framework of LR-AMR-CB-KE,
and employed the concept of the leakage resilient properties
to present new security models of LR-AMR-CB-KE. Based
on the discrete logarithm and hash function assumptions,
the proposed scheme was formally proven to be secure for
the IND-CCA and ANON-IND-CCA. As compared with the
previous AMR-IBE, AMR-CBE and LR-CBE schemes, our
LR-AMR-CB-KE scheme removing the key escrow problem
not only provides an anonymous multi-receiver mechanism,
but also has the abilities to resist side-channel attacks.
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