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ABSTRACT Access control management in a heterogeneous cloud environment, where the number of users
is growing, is a daunting task for service providers. Efficiency is heavily reliant on shared resources in a
modern cloud computing culture. Although data or service sharing is highly appreciated for collaborative
projects, preserving identity and access management security is challenging in this context. The difficulties
encountered are diverse, including a single point of failure, incompatibility, dynamic user groups, trust
establishment, and revocation. Despite extensive research, certain obstacles and issues need to be addressed.
In this article, challenges in access management in centralized and decentralized identity governance are
grouped into different categories and accompanied by background information on the topic. Studies and
implemented projects have been evaluated regarding their value and flaws. Traditional approaches, such as
centralized and federated identity, as well as more futuristic methods, such as blockchain-based decentralized
identity, AI/ML access management, and ABE schema, have been investigated while writing this paper.
A comparative evaluation of the proposed studies has been included, where the differences and similarities
can be observed.

INDEX TERMS Access management, cloud computing, security and privacy.

I. INTRODUCTION
Cloud computing (CC) is a widely established technology
in industry and academia due to its vast capabilities. Some
of the benefits of this trend include on-demand services,
flexible provisioning, and a wide range of functions. The
ability to employ various services from different sources
encourages businesses and individuals to follow suit. Many
companies are quickly adopting this service model since
it provides numerous economic opportunities, particularly
regarding invested finances and human capital. Organizations
tend to have less interest in investment in IT infrastructure
since outsourcing them from cloud providers reduces hard-
ware, software, and labor costs to maintain them. Leading CC
companies, such asGoogleAppEngine [1], Amazon EC2 [2],
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and Microsoft Azure [3], offer a wide range of services and
pricing options that are widely used by interested businesses.

Aside from the public cloud companies listed previously,
private and community cloud [4] options are also available.
In the case of institutions and scientific organizations, the
main objective is to maintain and distribute research data in
the most secure way possible within collaborating parties.
In such situations, private and community cloud alternatives
become crucial.

Collaborative projects in research and development are
widely facilitated, requiring the cooperation of various parties
with data or services. Different architectures have been devel-
oped to manage user identity and access to services, where
centralized, federated, and user-centered models are among
the most adapted ones. Authentication and authorization
are essential in any identity and access management (IAM)
system. During the authentication procedure, the user logs
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in with credentials from their home organization. Even a
good authentication technique needs an additional layer to
ensure complete security. A reliable authorization strategy is
a requirement to have a stable access control system.Whether
sensitive data or a costly service is exchanged, each party
requires some degree of security to access them. The security
standards vary depending on the shared service or data. The
security needs of the accessed data or service are defined
by access control systems, which decide whether privileged
users ensure the security requirements.

As technology advances, so do security risks. Since cen-
tralized user management creates a honeypot and introduces
security and privacy vulnerabilities such as single point of
failure and lack of user data control, the new focus is on
decentralized identity systems, also known as self-sovereign
identity (SSI). Even though there is no globally accepted
definition of SSI, Christopher Allen, widely regarded as a
pioneer in the field, proposed ten SSI principles in his article
[5]. This new user management paradigm necessitates a new
approach to access management strategies. SSI systems are
relatively new and need more time to grow in various direc-
tions, from legal to technical. Therefore integrating SSI with
access management is challenging for now. In general, iden-
tity and access management in a cloud environment require
technical compatibility, interoperable architecture, security,
and privacy management as basic requirements, regardless of
being centralized or decentralized. The complexity of dealing
with the difficulties mentioned above poses a barrier to cross-
organizational (or cross-cloud) identity and access manage-
ment, given that each company tends to design its own rules
and architecture.

A. USER GROUP MANAGEMENT
Internal user groups are well-known, but cross-organizational
user groups offer more advantages. Instead of providing per-
missions to each user individually, user groups allow manag-
ing access distribution in a batch manner. Role-Based access
control (RBAC) is based on this principle. User groups,
whether temporary or permanent, are inherently dynamic.
It must be updated frequently when a new user joins or leaves.

1) DYNAMIC USER MANAGEMENT
One of the primary motivations for implementing identity
federation is collaborative initiatives. Collaborative projects
are dynamic and prone to constant changes. The project
structure differs from the organizational structure when mul-
tiple organizations are involved. Hence, cross-organizational
active user groups are well-known approaches. Regarding
dynamic access in a federation, most studies focus on data
sharing over the cloud [8], [9], [10], [11]. Althoughmanaging
active user groups is challenging, the features are conve-
nient for short-term collaborative projects. Within an orga-
nization or in cross-organizational projects, such groups can
be adopted. Managing such user groups locally is relatively

simple. When it comes to having them at the federation level,
it becomes a pretty complicated job.

2) HIERARCHICAL USER GROUPS
Several studies have recommended hierarchical user groups
because there are multiple groups with varied access types
[23], [24], [25]. It can be described in two ways based on
various approaches: internally as varied rights within a single
group, and externally as different parent-child groupings.

3) INVOLVEMENT OF SSI
The incorporation of SSI in cross-domain access man-
agement significantly enhances flexibility and scalability.
Because cryptographic technologies back it, its security (reli-
ability) is greater than the legacy approaches. Furthermore,
users manage their own identities, ensuring maximum and
adjustable privacy. On the other hand, many IAM systems are
unprepared for this new paradigm and face several obstacles.
However, increasing interest in this field provides optimism
for the foreseeable future.

More research needs to be done on the issues of
cross-organizational access management and group admin-
istration, particularly in a cloud setting. Therefore this paper
provides a comprehensive review of cross-organizational user
and group management. The following is a list of the paper’s
efforts:

• cloud computing taxonomy that covers the access mech-
anisms, characteristics, and approaches

• challenges in cross-organizational centralized and
decentralized identity-based access control, interoper-
ability, distinct security requirements, access delegation,
and revocation issues

• an exhaustive literature review on state-of-the-art, facil-
itated methods, contributions, and weaknesses of the
current studies

• discussions in the direction of the future of IAM systems
In this work, different aspects of user and group manage-

ment have been covered. TABLE 1 shows a comparison of
this research to other surveys on the same issue. This report
not only goes through the issues of earlier surveys in-depth,
but also discusses new factors.

The rest of this document is laid out as follows: Sec-
tion II establishes a foundation for comprehending the issue
and briefly summarizes the key concepts. In Section III, the
primary issues have been broken down into categories and
subcategories. The current state of user management in a
dynamic cloud environment is discussed in Section IV, which
is followed by the section discussion and conclusion.

II. PRELIMINARIES
A. FEDERATED IDENTITY MANAGEMENT (FIdM)
In a federation environment, multiple services and identity
providers participate in providing easily accessible services.
In this scenario, identity providers are responsible for cre-
ating, managing, and verifying user identities, while ser-
vice providers should handle the highly available services.
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TABLE 1. Evaluation of this work in comparison to existing surveys.

Identity federation and management is enabled by single
sign-on, account linking, and sessionmanagement, developed
by current XML-based standards. It allows users to interact
with other members of the network securely. To access a
service or data in the federation, users need to log in once with
any membership, then have privileges for multiple providers.

B. ACCESS CONTROL IN CLOUD
Organizational security concerns are addressed through
access control systems. The fundamental goal is to secure
services and resources from unauthorized, malicious users
while allowing legal users to access them. Each access con-
trol system’s primary qualities are limiting access rights and
prohibiting outsiders. Each company has its access control
system, detailed in its policy. However, there are just a few
access control concepts - DAC, MAC, RBAC, ABAC, and
so on. Because ABAC is the most recent and granular, it is
briefly covered in this section.

1) ABAC [7]—ATTRIBUTE-BASED ACCESS CONTROL
In comparison to RBAC, ABAC is a relatively new solution
that arose from the necessity for more granular access meth-
ods. Because permissions and privileges are granted depend-
ing on the attributes offered, the requirement for a distinct
role is diminished. ABAC is more versatile than prior access
control approaches. Based on their specified attributes, users
can receive certain rights (or a collection of permissions).
User group management is also straightforward with ABAC.
Permissions are assigned to the chosen group, and people can
be automatically added. In general, ABAC is a context-aware
access control mechanism since it can differentiate between
many identity providers, which is essential in a cloud
environment.

C. ATTRIBUTE-BASED ENCRYPTION
Taking advantage of ABAC Attribute-based encryption
(ABE) [30] is a secure way in granular access control sys-
tems. This encryption method is mainly used for data access.
In traditional public-key encryption (PKI) systems, the access
right is based on identity, known as identity-based encryp-
tion. (IDE) [31]. The required data must be encrypted with
identity-based information, as expected. The public key of

the receiver user is utilized in this step. It is quite particular
and necessitates information on the recipient user, which may
constitute a breach of privacy. ABE is based on attributes
rather than specific user identities. Briefly, it is a one-to-many
encryption schema. Only users whose keys match predefined
attributes during the ciphertext generation can decrypt this
ciphertext. It helps to maintain user anonymity while having
security under control.

1) CIPHERTEXT-POLICY [32], [35]
With its logic, CP-ABE is similar to ABAC and RBAC
schema. Under this encryption paradigm, the data provider
should encrypt the data using a present access schema (pol-
icy). As a result, the access policy is a part of the final
cyphertext. This access schema specifies the types of people
who have access to the data. Users obtain private keys that
match their sets of attributes from attribute authority. Users
can only access and decrypt cyphertext if they can prove that
they have the required attributes.

An example of such an access control schema has been
demonstrated in Figure 1. The access tree is encrypted along-
side the rest of the data in CP-ABE. Because User3 has
the required attribute in the access tree, can access and suc-
cessfully decrypt the data. In CP-ABE, the data owner has
complete control over the data and may change the access
schema at any time.

FIGURE 1. Ciphertext-Policy based ABE (CP-ABE) [33].

2) KEY-POLICY [30], [34]
In the KP-ABE model, the ciphertext sender identifies it with
multiple informative attributes. The trusted attribute authority
(or service provider (SP)) provides the user’s private key,
which contains the access structure (or access policy). This
access structure determines the data types that the key can
decode.
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FIGURE 2. Key-Policy based ABE (KPB-ABE) [33].

In Figure 2, the sample of the KP-ABE schema has been
presented. Each chunk of data has attributes (e.g., name, sur-
name, location, position). The access tree is a part of the user
key which differentiates the user attributes. The encrypted
data can be decrypted by using the access tree only when it
matches the attributes in the tree. In the given example, the
user can access only the Data3 since it has president attribute,
which satisfies the tree.

The control of data access is the fundamental difference
between these two ABE schemas. The access schema tree is
a part of the ciphertext in CP-ABE. It allows the owner to
control data access. Nevertheless, because the access struc-
ture is a part of the provided private key, it is not the case
with KP-ABE.

D. GROUP KEY MANAGEMENT
Handling users in groups instead of individually lessens the
pressure on controlling access. Specifically, using groups for
data access in the cloud is advantageous. Although there are
multiple methods for managing groups in the cloud, a com-
mon approach is using group keys. Encrypting the data and
distributing the key among users is a straightforward method.
Since user groups are constantly changing, especially in the
cloud, the management system should be flexible enough to
handle security changes when a user is added or removed.
[36], [37], [38]. There are several group key schemas, such
as dynamic, static, or triple-party key agreement protocols,
depending on the deployed system and service [26].

E. SELF-SOVEREIGN IDENTITY IN ACCESS CONTROL
A big part of existing access control solutions is based on
centralized or federated identity models, in which the user

has no control over their data. This architecture is reasonably
simple to adopt, but security and privacy are difficult to main-
tain. Those necessities give rise to a sense of self-sovereign
identity. Here, users retain control over their identities and
provide data at their discretion under this strategy. In this
situation, customers keep their data in their digital wallets
instead of at an identity provider.

In the following subsection, the identity management pro-
cedure in the self-sovereign identity paradigm is explained.
Before going into the workflow, it is necessary to explain core
understandings of SSI.

Decentralized identity (DID) is a publicly accessible
identifier for every subject (person, organization, device,
item, etc.). The structure of DID is already standardized, and
for more details, the W3 documentation can be referred to
[12]. However, because the technology is new, there is no
standard or direct way to use DID. Some projects support
a single DID for all services, while others oppose it since
it reduces privacy by increasing traceability. DID can be
obtained frommultiple organizations such as the sovrin foun-
dation [13], the DID foundation [14], and others. In Figure 3,
an example of DID structure has been presented. The first part
shows the schema of the identity. The next part explains the
origin of the DID (e.g., sovr indicates Sovrin). Then the last
section is the method-specific identifier.

FIGURE 3. An example of DID structure.

Verifiable credential (VC) can be a certificate, diploma,
license, or another type of document that can be verified
for its legitimacy. The primary qualification of the VC is to
be cryptographically secure, machine-readable, and privacy-
preserving. The issuer signs the VC by using the issuer’s
private key. The public key is stored in the verifiable ledger
(e.g., a public blockchain). These VCs are assigned to the
user’s DID and stored in the personal digital wallet of the
subject (user). VC contains claims such as name, surname,
date of birth, etc.

Whenever the user wants to use VC, they do not share the
credential itself, but the presentation of it. Here the user can
take advantage of the selective disclosure function of the SSI
by sharing only the needed details (claims) without exposing
more information.

Verifiable data registry is a blockchain-based ledger that
stores various data such as DID, public keys, and schemas.
However, because the ledger is public and non-modifiable,
no user-specific data should be placed inside it.

Revocation registery plays a crucial role in maintaining
security, particularly in access control. The verifier is reliant
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on the credential given by the user. In the case of the VC’s
change (expiration or cancellation), the verifier should be
able to verify this change. It is done by revocation registry.
The revocation process must be fast and carried out without
contacting the issuer in DID management. The revocation
register should be able to guarantee the currency of the cre-
dential. Distributed ledgers follow similar policies in terms of
revocation registry. Hyperledger Indy revocation registry can
be taken as an example in this subject [22].

FIGURE 4. Self-sovereign identity.

In Figure 4, a simplified workflow is presented. The issuer
(that might be a government or a private entity) signs the VC
with its private key, stores the public key on the ledger, and
transmits the VC to the holder (user). The VC is stored in
the user’s wallet. Whenever a user is required to present the
credential, they share a presentation. The verifier (receiver of
the presentation) can then use the public key in the distributed
ledger to validate the legitimacy of the credential.

As discussed in this section, self-sovereign identity is a
novel solution with a different workflow from traditional
(centralized or federated) identity management systems. User
identities in legacy models are not dynamic and are main-
tained by a single entity, making access control management
relatively straightforward and static. With the development of
SSI, this procedure necessitates compatible solutions.

III. CHALLENGES IN USER MANAGEMENT IN CLOUD
Cloud computing is becoming more frequently adopted by
businesses as it provides a variety of benefits for them,
ranging from outsourced data storage to computational
and network services. Cloud-based services offer rapid and
straightforward access for a large number of users, as well
as high availability. When many people from various back-
grounds want to access the same service or data, security, and
privacy become a concern. The maintenance of access man-
agement in traditional systems is a relatively straightforward
operation. It is different in the cloud, as the cloud provider
determines the security. When many companies cooperate to

share services in a federated environment, there is a trade-off
between security and accessibility. When SSI is involved,
access management systems face new issues. Controlling
decentralized sovereign users differs from managing cen-
tralized local or federated users. This article discusses the
critical issues in access management, regardless of whether
centralized or decentralized identity models support the user.
The challenges in both systems have been addressed in this
section.

A. CENTRALISED IDENTITY
1) SINGLE POINT OF FAILURE
User data is stored and maintained in batches in centralized
user management systems. All user data are stored in a single
place. Even if there are multiple locations or copies of the
data, it is still a centralized method of managing data. This
approach introduces the risk of a single point of failure.
In the event of a technical failure in IDM, the user data (and
thus the connected services) are inaccessible. Another issue
observed is a security breach in which many user data can be
leaked. Therefore, such centralized systems are also known
as honeypots.

2) SECURITY
In a cross-cloud context, security can take many forms,
including data integrity and confidentiality, conflicting secu-
rity expectations, user identity protection, etc. While data
confidentiality entails keeping what should be kept confi-
dential, data integrity means acquiring entirely accurate data
(allowing only the authorized user to alter them).

User-centric information (such as health or location data) is
particularly sensitive and necessitates high protection. In the
case of a security breach, identity theft, profiling, and other
issues can cause privacy breaches in individuals’ lives.
Distinct Security Requirements: During the project’s life

cycle, temporary user groups are used in cross-domain col-
laborative projects. The schema of this group is frequently
different from that of the participants. Diverse parties shar-
ing data and resources require varying levels of protection.
While some data are very sensitive and must be appro-
priately protected, others do not. As a result, finding bal-
ance in cloud-based collaborative projects is a complicated
issue. Given that single sign-on (SSO) in some organiza-
tions allows for social identity authentication (e.g., Facebook,
Twitter, Google), the potential of a security compromise has
increased. On the other side, the federation’s primary objec-
tive is to enable collaborative projects, which necessitates the
federation’s dynamic nature and openness to new members
while maintaining security for all.

3) MANAGEMENT OF DYNAMIC USER GROUPS
User groups are an essential part of access management
systems. In single-domain legacy systems, creating andmain-
taining such entities are relatively simple. Role-based access
control is a typical form of group administration. Things get
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more tricky when it comes to a cloud environment. Cloud
computing facilitates and encourages collaborative initiatives
with people from various companies and creates a bed for
cross-organizational projects. Though data and service shar-
ing across an extensive network appear to be valid, it is
inconvenient to administer. Given the dynamic nature of user
groups, a static access control technique is vulnerable to
security breaches in this situation, particularly in a cloud
context where multiple IdPs and SPs are involved. The new
circumstancesmust be considered if a newly joined user in the
group or a group member’s access is canceled or changed.

Secure data exchange has become increasingly challenging
due to membership changes. Several studies focus on group
keys where the data owner shares the encrypted data, and
group members must obtain the key to access and decrypt
these data [9], [36], [39]. As soon as a new user joins the
group, problems arise. Initially, the new system requires
newly permitted users to discover the contents of data stored
before their involvement because recent users cannot contact
anonymous data owners and gain the relevant decryption
keys. Another issue emerges when a user’s access to the
group is revoked. Because this person still has access to the
group key, it is necessary to update it for all users to preserve
security. It is not a particularly efficient method in dynamic
groups.
Single privileged groups: In a typical collaborative project,

the technical and human resource access structures are orga-
nized and managed by a single organization. The rest of
the participants depends on this one. This scenario needs to
be more flexible and can cause dissatisfaction. Since each
participant can share a service or data, having an agreement
to lead the process can be complicated. Considering this
issue, several studies focus on multi-authority cross-domain
access control schema. Fan et al. [40] conducted a study
that presents a cross-organizational access control approach
for social network data based on multi-authority attribute
encryption. Employing trustworthy agents, rather than forc-
ing ciphertext re-encryption in policy retrieval, improves sys-
tem efficiency. Another study [10] focuses on multi-authority
service in healthcare data. When it comes to patient diagnosis
and treatment, safe data sharing is crucial. The proposed
model has a configurable access control system resistant to
attribute collision and protects attribute privacy.

4) INCOMPATIBLE ACCESS CONTROL METHODS
In a federated environment, there are diverse participants.
Each participant has different authentication and access con-
trol systems and sometimes incompatible ones. The entity
might facilitate RBAC, ABAC, or another access schema for
its services. Each provider relies on its security architecture.
Such a heterogeneous environment is a challenge for security.
The identity mapping approach aims to meet this challenge.
When users request access to a remote service, their identifi-
cation information ismapped (converted) to the requested ser-
vice. To achieve a successful relationship, identity mapping

requires authentication information from both the requester
and the requested [41]. It results in the participants’ policies
being revealed - policy disclosure.

The study [42] aims to provide a secure access control
schema in a smart health environment. One of the main con-
tributions of this work is the ability to hide the access policy
partially. In this schema, the user attributes are shared without
their values. Since the value of those attributes reveals more
sensitive information, hiding them is a reasonable approach.

The study [56] is dedicated to a flexible federation archi-
tecture. The heterogeneity of the services provided has been
taken into account. M. Stihler and colleagues developed an
integrative federated identity management design to enable
cross-clients in amulti-provider context. This work allows the
creation of multi-provider setups by replicating account data.
On the other hand, it does not address the issue of establishing
trust connections.

FIGURE 5. OAuth 2.0 schema.

5) INTEROPERABILITY
Interoperability is the capability of 2 parties to communicate
and share data while keeping in view each entity’s regulations
and policies to ensure no barriers to interaction.
Identity management models differ: The identity and

access control schema varies depending on the organizational
structure or project needs. In isolated identity model, all the
tasks related to identity management are carried out by the
local IDM on the SP side [43]. It can be called an internal
identity management schema as well. There is no need for
a third party to perform user authentication or authorization.
On the other hand, the central IDM model supports the cen-
tralized identity and access control [44]. In this model, all
the tasks related user’s identity and access management are
maintained by the external IdP. Regarding relatively more
extensive collaborations, federated identity approach is facil-
itated [45]. There are multiple IdPs and SPs in this model.
No central IdP handles all authentication and access control
in this environment. Instead, all of the parties have a trust
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relationship. The trust relationship can be direct or indirect.
It is called a direct trust relationship if it is established directly
between SP and IdP. However, it is indirect if it is done
through another IdP (e.g., across different federations) [46].

Interoperability can be an issue inside one federation,
between SP and IdP, or between different federations.
Technical interoperability: Interoperability can be grouped

into numerous categories: political, legal, organizational,
semantic, syntactic, and technical. Since themain objective of
this work is access management, the technical level is covered
here. SAML [47], OAuth 2.0 [48], OpenID Connect (OIDC)
[49], and WS-Federation [50] protocols are a huge part of
IAM schemas to handle the authentication and data exchange
process.

SAML is an XML-based (EXtensible Markup Language)
authentication mechanism that allows IdPs and SPs to
exchange assertions. This protocol enables the communica-
tion of authorization and authentication data across SOAP,
SMTP, HTTP, and FTP. According to the SAML schema,
the service provider asks for user information, and the iden-
tity provider responds. It is primarily utilized in web-based
authentication systems because of its complexity.

FIGURE 6. OIDC schema.

Another popular authentication protocol is OAuth 2.0
which is JWT based. OAuth 2.0 is lightweight compared
to SAML token. Therefore it is widely used for mobile
applications. There are several roles in this schema, includ-
ing client (application), resource owner, authorisation server,
and resource server (Figure 5). OAuth 2.0 is used in the
deployment of many online and mobile applications. Among
these are the social media networks Facebook and Linkedin.
Dropbox and GitHub integrate OAuth 2.0 to let users authen-
ticate their services. It allows for the customisation of ser-
vices while increasing functionality. With OAuth 2.0, the
client (application) requests authentication on behalf of the
user. There is no need to exchange user information in this
scenario. OAuth 2.0 was created primarily for authentica-
tion purposes. OIDC (Figure 6) evolved further to address
authorization issues in OAuth 2.0, such as requesting user
identity information, ensuring the user is authorized. OIDC
establishes communication for secure identity data exchange

for users by facilitation id_token. id_token holds encoded
user information and serves authorization purposes.

When it comes to the data exchange between differ-
ent federations, such as one based on SAML, and another
OAuth 2.0, the heterogeneous protocols and formats lead to a
lack of understanding and interruption in the process. A more
detailed evaluation of technical interoperability challenges
has been covered in [51] and [55].
Metadata: Exchanging a specific type of data that includes

information about the participant is required to develop trust
between participants. Metadata is the term for this type of
information. Aside from metadata, the responsible party’s
public certificate is also transferred to assure federation con-
fidentiality. The metadata transfer and mapping is usually a
manual process that should be checked and renewed when-
ever a new participant exists. In practically every federation,
there are a few almost universal information categories. These
are entity id that indicates SP or IdP, certificates of the trusted
parties to maintain confidentiality, endpoints (e.g., SSO), and
a list of federation members. Since the communication is
based on a simple message exchange, the HTTPS protocol
is also a part of the federation.
Interoperability schemas: When evaluating the federation

structure, it was possible to divide the majority of existing
implementation into three groups. The IdP-oriented schema
is the initial model. In this case, access to SPs depends on
the IdP (Figure 7a). When requesting a service from another
federation, the internal IdP acts as a gateway, and success
is contingent on its availability. Another model supports the
interoperability model that is dependent on SP. In this sce-
nario, the lack of SP restricts service access to only this SP
(Figure 7b). There is a third option in which the process is
maintained by a trustworthy third party to reduce interoper-
ability difficulties (Figure 7c). In this instance, however, all
SPs and IdPs rely on this third party.

6) COMPOSITION OF FEDERATED SERVICES
Higher-level identity management is relatively less complex
when there is a one-to-one relationship between service and
identity providers. On the other hand, Federated services
can be dynamic based on organizational structure. Long-term
or short-term commercial connections necessitate coordina-
tion across various service providers that creates composed
services. Composed services have a relatively complicated
authentication and access control system. The metadata (or
security) needs of a home SP may differ from those of a com-
posed service [52]. Maintaining security and access control
across many levels amongst composed services is an intricate
problem that has yet to be solved.

7) DIFFERENT USER TYPES: REGULAR USER, IOT, DIGITAL
USER
Regular users are not always the focus of authentication and
access control. This scenario could include the Internet of
Things (IoT). Most big data is generated by IoT devices

61666 VOLUME 11, 2023



A. Badirova et al.: Survey on Identity and Access Management for Cross-Domain Dynamic Users

FIGURE 7. Interoperability approaches.

ranging from health care to smart home systems. Since
IoT-generated data primarily affects people’s privacy, access
control becomes a vital issue. Health, financial, and location
data are critical data types that might reveal sensitive infor-
mation about individuals. Flexible and safe access control
schemas without demanding human interaction are challeng-
ing in a federated context that includes IoT systems. Refer-
ences [53] and [54] focused on secure access management in
IoT federations. On the other hand, the growing number of
digital employees (remote users) necessitates implementing
long-term access management solutions.

B. DECENTRALISED IDENTITY
The constraints in centralized identity models – security,
privacy, scalability, portability– lead this field toward a more
flexible, user-centered sovereign identity approach. Many of
these and more can be addressed through SSI. However,
this technology is not yet advanced enough to address all
of the current problems. This section discusses some of the
significant issues that the industry is now facing.

1) NO STANDARDIZED INTEROPERABILITY SOLUTION
One of the primary goals of SSI is independence from a
centralized authority. This feature will necessitate great inter-
operability, comparable to that of internet protocols (TCP/IP).
However, a growing number of SSI solutions need to include
it. Various organizations provide diverse ways to obtain and
maintain SSI. The W3 consortium has previously offered a
standardized methodology for DID and VC that organiza-
tions proposing SSI solutions could adopt. The Trust over IP
Foundation (ToIP) [16] strongly supportsW3 standards. ToIP
seeks to provide an internet-wide solution and interoperabil-
ity in a secure IAM environment.

2) LACK OF INTEGRATION WITH CURRENT IAM SYSTEMS
Even with the standardization of SSI, and interoperable wal-
lets, it is unrealistic to expect SSI to replace all existing
IAM systems at once. Companies have spent significant sums

of money developing and implementing their IAM models,
and it is unlikely they will be keen to throw them out and
start from scratch. As a result, legacy IAM systems must be
compatible with SSI. Several SSI initializers take this cir-
cumstance into account. Accenture [18] has a similar strategy,
which will be discussed further in the review section.

Reference [19] developed a concept for an assurance level
in a cross-border health system based on the eIDAS initiative.

3) TRANSPARENCY VERSUS UNLINKABILITY
Users have control over their data when they have self-
sovereign identification. They determine what to disclose,
with whom, and to what extent (selective disclosure). This
implies that the users determine the transparency of their
data. Insufficient transparency leads to challenges with trust,
authentication, and access management. High transparency,
on the other side, might result in user data linking, which
leads to traceability and profiling. As a result, the balance
between these two factors must be carefully monitored.

4) USER EXPERIENCE
Almost all centralized (or federated) user administration
occurs without user interruption. For the user, the data
exchange procedure is obscured. In SSI, users must learn
to adapt to digital wallets to ensure security and govern the
data exchange process. It might be something that only some
would be willing to take on. Another area for improvement is
that users should have compatible devices (e.g., smartphones,
tablets, laptops). Even though it may appear to be a minor
issue, it could be one of the most challenging obstacles in
developing countries.

5) LEGAL CHALLENGES
SSI intends to provide a borderless, portable identity solution.
However, when it comes to user data that must be adequately
secured, legal requirements must be addressed. Apart from
being adapted in different countries, data management must
comply with General Data Protection Regulation (GDPR)
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FIGURE 8. Identity federation based on NIST.

[20] standards, particularly in Europe. The acceptability of
digital signatures is another legal concern of SSI. The EU
project eIDAS [21] attempts to address this issue at the EU
level.

6) TECHNICAL CHALLENGES
The distributed ledger locates in the center of SSI. It keeps the
majority of the security intact. Although distributed ledger
technology is not new, integration with the IAM system
is. The first guideline of security is not to keep any user
identity-related data on the public ledger. Another issue is
with tail files. Tail files contain information for each VC.
These files are essential during the revocation procedure as
well [22]. However, the size of these files is large, making
them unsuitable for the mobile and lightweight apps, and it
reduces SSI’s scalability.

7) QUALITY OF TRUST ASSURANCE
The trust schema in centralized identity is transparent and
is decided by the central authority. Service providers submit
their criteria for accessing their services. Some may neces-
sitate PKI, certificates, predefined attributes, or approved
profiles (for example, InCommon bronze or silver profile
[116]). In this case, the degree of trust (assurance) is reason-
ably simple to regulate. When it comes to a decentralized
sovereign identity, however, establishing a shared sense of
trust is a challenging task. Being secure does not necessarily
imply having authority or access to all services, which points
to the importance of the level of assurance (LoA) for SSI
in IAM.

IV. ACCESS CONTROL MODELS IN CLOUD
For a long time, dynamic user management has been a
prominent topic. It is an issue that has been the subject of
several works. The core objectives in this area are to make

collaborations easier, to make user data exchange between
services and identities flexible, and to ensure maximum
security.

Various ways have been tried to deal with the mentioned
issue. The proposed systems can roughly be grouped into
two categories: centralized trust management (which could
be a trusted third party or a federation’s leading participant)
and non-centralized trust management. Figure 8 [57] demon-
strates two approaches at once - the blue rectangle indicates
a direct connection between SP and IdP, green one shows
a broker-based identity federation. NIST (National Institute
of Standards and Technology) [58] created this solution to
provide a high level framework for organizations to share
identification information in order to access distant services.
The proposed schema uses SAML protocol to exchange the
data between SP and IdP. Each approach has its pros and cons.
Even though central trust models seem more straightforward
and simple to establish, it causes a single point of failure.
Another challenge that must be focused on is a non-scalable
system in centralized models. Non-centralized models, on the
other hand, are complex to create and maintain.

In this chapter, the chronological review of the IAM con-
cept has been evaluated. Several studies and projects have
beenmentioned with different identity management schemas,
including more futuristic concepts such as blockchain-based
self-sovereign identity models. The methodology for this
review paper involved conducting a systematic search of
the literature using a combination of keywords. The inves-
tigation included peer-reviewed articles, conference pro-
ceedings, and white papers published in the last years
to ensure the relevance and currency of the results. The
databases used for the search included IEEE Xplore, ACM
Digital Library, and Scopus. The inclusion criteria for
the articles were that they had to be original research
studies written in English and related explicitly to IAM.
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The identified studies were then screened and assessed for
quality using predetermined criteria such as the methodology
used.

A. BROKER-BASED FEDERATIONS
Any federation system relies heavily on data exchange.
The main goal here is to collaborate with users from other
organizations, share resources and data, and do so among
authorized individuals. User administration in the cloud is
complex, considering different factors such as security, pri-
vacy, and interoperability. Managing participant organiza-
tions in bulk is a more adaptable strategy, or, to put it
another way, employing brokers [57], [59]. Brokers can
be chosen from the federation’s members, or they can
be an external, trusted third party. Remote user control
and administration are managed at the broker level in any
circumstance. Although it implies a single point of fail-
ure, a broker is a widely adopted method because of its
feasibility.

The [60] research project focuses on identity federation
via a trusted broker (TB). The broker is responsible for
bringing the parties together. When IdPs want to access the
SP’s service, they’ll contact the TB to establish a connection.
On the other hand, the brokered federation is immobile, and
the parties are entirely reliant on the broker. There will be no
broker-side inspection in the future.

Another paper introduced automatic federation based on
predefined criteria [61]. The IdP or SP will indirectly trust the
other parties, and the federation will be dynamically formed.
However, a third party is used to calculate the trustworthiness,
which is unknown to the relying parties and constitutes a
security risk.

Reference [62] proposes a cloud identity broker-based
paradigm for dynamic federation. The broker must be
trusted for entities in the cloud to have trusting relation-
ships. It enables the entities to form an active federation.
The employment of cryptographic methods, particularly
re-encryption proxy, promotes user privacy in this new archi-
tecture. However, because this data is stored on a public
cloud, several security concerns arise. Furthermore, the cen-
tralized brokered identity solution has more drawbacks. The
user and the SP should utilize the same identity broker for
access control and identification. It drastically restricts flexi-
bility and the ability to choose among several identity broker
solutions.

Several studies proposed an approach for a dynamic cloud
environment [63], [65], [66]. In the study, [63], the trustwor-
thiness of all the participants is calculated based on prede-
fined trust features before the federation process is carried
on. It succeeds if only the party’s policy requirements are
met. On the other hand, the authors do not mention how trust
features and API calls are exchanged with depending parties
to complete the transaction and calculate trustworthiness.
No API structure is given to make a call for IdP. Calculating
or trusting if there are no ranks for an entity’s features is not
a sound business practice.

TABLE 2. Requirements for cloud access control schemas.

In [64], authors demonstrate an FIM model with central
trust management called Trust Service Provider (TSP). Iden-
tity and service providers will be untrustworthy at first. After
the federation is completed via TSP, they enter the TSP circle
of trust. Centralized trust management and indirect authen-
tication exchange help to deploy FIM quickly. It established
the trust between parties automatically. This study aims to
establish authentication without the need for a federation.
This schema, on the other hand, has limited flexibility and
is not dynamic in addition to having security vulnerabilities.

Diniz et al. [25] use a relatively different approach for
cloud identity management. A hierarchical access control
model underpins the suggested method. In this model, access
to shared resources is checked by the cloud service provider’s
administrator. It is another example of a centralized paradigm
with scalability constraints.

Another option for broker-based services is called cloud
access security brokers (CASB), according to the study [67].
CASBs are themain spots where security is enforced between
users and service providers, who often have security restric-
tions in place to access cloud services. The CASBs may
influence the company’s internal operations as well. The core
security controls include authorization, policy identification,
malware detectors, security audits, etc. On the other hand,
some security threats, such as customer-data manipulation
and hijacking, still exist.

Reference [68] is the next stage in modeling and analyzing
trust relationships using fuzzy cognitive maps. It employs a
trust computation model. If sufficient data is available, the
suggested model can be used to determine the trustworthiness
of unfamiliar users (or parties). This strategy makes setting
up a secure Infrastructure as a Service (IaaS) accessible,
especially in a federated cloud context. Because the proposed
approach features a dynamic and quickly adaptive qualifica-
tion, the scalability issue is significantly mitigated. Despite
using anonymization techniques, the system, nevertheless,
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TABLE 3. Comparative evaluation of brokering models.

stores personal data in an external database, presenting a
privacy concern. The approach focuses on a specific use case.

Prashant et al. [75] proposed another cloud brokering
model. It considers several aspects, such as SLA and
resource management in virtual machines. This approach
is not portable where the internal policy privacy is another
issue.

Another stud called PuLSaR [69] aims to maintain the
fuzziness in service selection. It uses the multi-criteria
decision-making (MCDM) method.

Enabling secure data publishing and retrieval in a reliable
environment was addressed in several works [70], [71].While
encrypted data can be easily shared, sensitive data should
be maintained privately. In this case, the critical data will
still be secure even if a malicious user can access the data.
The project SafeBox [70] also allows data exchange between
brokers.

With the aid of a reliable intermediary, a multilayered
federation can be set up dynamically and for a wide range of
services. The cost of establishing multi-lateral trust relation-
ships might be considerably lowered using the brokered trust
paradigm. Furthermore, the trustworthy broker could serve
as a referee, resolving cross-service access issues. The cloud
is a reliable partner for all in-cloud services and businesses.
External services should also have trust in the cloud if they
want to connect to it. TABLE 2 presents several criteria
used in TABLE 3 while comparing several proposed works.
The studies [72], [73], [74] evaluate the brokering in the
federation cloud in detail and can be referred to for more
information.

B. MULTI-AUTHORITY ACCESS MANAGEMENT
In a cloud context, centralized access management is a
commonly adopted model for user control. It establishes
a consistent access model and conceals incompatibilities.
On the other hand, having a central unit to manage all the
access control tasks leads to several issues, such as a sin-
gle point of failure, performance limitation, overwhelming
service, etc. A distributed (multi-authority) access manage-
ment system has emerged to address the mentioned com-
plications. This section covers two effective methods of

distributed access management: attribute-based encryption
and blockchain access management.

1) ATTRIBUTE-BASED ENCRYPTION
The ABE schema is a relatively new method frequently
used to protect remote data and service access. ABE-based
schemas can be grouped into several categories (Figure 9).
CP-ABE, KP-ABE, and hierarchical models have been dis-
cussed in this paper.

One of the initial studies that focused on attribute-based
encryption for multi-authority access management was pro-
posed by Allison Lewko and Brent Waters [77]. This work is
backed by ciphertext policy-based ABE. Hence it is called
MA-CP-APE. In this approach, multiple attribute authori-
ties (AA) participate. Each assigns a specific attribute to a
user while providing the related private key. The provided
private key should also be created and managed by AAs. The
proposed model eliminates the need for central supervision
nodes. On the other hand, the proposed work is open to user
collusion issues. Since there is no central controlling unit,
distinct user accounts from different organizations might get
the same attribute (though they may have different values),
which can lead to unauthorized user access.

FIGURE 9. ABE approaches.

Reference [78] proposes a reliable multi-authority data
access control in a distributed cloud. This work takes advan-
tage of the previously mentioned study [77]. One of the most
significant advantages of this study over many others is the
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presence of an appropriate revocation method. On the other
hand, the proposed design is static and does not address policy
updates.

MC!tC) HorvC!th published another study to facilitate the
CP-ABE schema for data access management in the cloud
[79]. The designed model includes an appropriate revocation
technique and a non-centralized multi-authority data access
schema. The attribute authorities create a list of active and
revoked uses in this study. This list comprises the revoked
users’ personal information. To control who can decrypt the
data, the data owners insert this user list inside the ciphertext.

Yang et al. [80] proposed another access control schema for
distributed data in a cloud environment. The fundamental idea
is to eliminate the need for a central broker. Access control is
maintained by AA inside the organization. The AA requests
on their behalf when a user asks for a remote service. The
user’s privacy is therefore protected. In a distributed system,
one of the main challenges is user collusion. Users from
different organizations might have the same user attributes,
which can lead to unauthorized access. The user attribute is
merged with AA’s identity information in this work. As a
result, the risk of a user collision is minimized. Even though
the suggested work has the potential to cure many security
issues, several problems still need to be solved. All AAs must
establish a trusting relationship when a newmember joins the
network. Because AAs perform the access request on behalf
of the user when there are many requests, the workload for
AAs increases, and performance degrades. Another topic that
should be included in this study is revocation.

Regarding securing data access on a cloud, several studies
focus on securing the content of the data rather than having
a secure communication channel. This technique is named
data networking - NDN [81]. The studies [82], [83] apply
an attribute-based encryption approach to secure data while
facilitating the NDN approach.

The EU’s Horizon 2020 R&D project PRISMACLOUD
[84] focuses on secure data access on the cloud. The proposed
approach targets two directions - encrypting outsourced data
and preserving users’ privacy. The model works based on
a shared secret. Data security is maintained by encryption
and tokenization techniques. On the other hand, access man-
agement is backed by ABAC. However, more than a pure
ABAC model is needed to preserve user privacy. Therefore
the proposed model adapts attribute anonymization technique
and data minimization strategy.

Belguith, Sana, et al. [85] proposed an approach different
from existing ones for access control in a cloud by merg-
ing ABE and attribute-based signature. To use a privacy-
preserving method, the objective is to provide multi-authority
access control in the cloud. When a user attempts to authenti-
cate, the cloud service provider (CSP) sends a message to the
user, instructing them to sign. After a successful singing pro-
cess, the CSP determines whether this user has the required
attributes. One of the significant advantages of this work is
that it offers multiple attributes rather than a single-attribute

approach. Furthermore, the CSP manages network traffic to
prevent flooding attacks. On the other hand, there is a honest
but curious thread. The CSP may return the required output
and data, but it can still monitor actions, thereby compromis-
ing privacy and security.

Okamoto T. and Takashima K. conducted one of the initial
studies, which focus on decentralized access control by using
attribute-based encryption [86]. The architecture is based on
multiple attribute authority and does not require a centralized
management system. Interoperability concerns arise since the
model requires static parameters to establish secure access.
Finding consensus when various endpoints utilize different
authentication parameters is a difficult task. The proposed
model, on the other hand, is safe and easy to apply. The
proposed approach can be improved and adapted to different
environments. Furthermore, multi-authority attribute-based
encryption (ABE) and signature (ABS) are relatively new
concepts and helpful in this domain.

Another work for decentralized access management has
been done by Ruj et al. [87] for data storage in a cloud.
Similarly, in the study [86], the model also takes advantage of
ABE and ABS. The authors propose an anonymous authenti-
cation schema to keep user identity private. The cloud service
provider should be able to authenticate the provenance of the
data under the defined access architecture, where the data
is generated by the legitimate user under the condition of
obscuring the owner’s identity.

Roa and Dutta took advantage of the key-policy-based
ABE schema in their work [88] and created a model key-
policy-based ABS. An access tree is used to extract the user’s
key. As a result, a user whose access structure matches this
set creates the signature based on a set of attributes.

ABC4Trust [90] - Attribute-based Credentials for Trust
is an IAM initiative financed by the EU and ran
from 2015 to 2018. The project was supported by big com-
panies such as IBM and Microsoft and multiple institutions
(e.g., Goethe University Frankfurt, TU Darmstadt). The
project’s purpose was to prevent data tracking and correlating
from many providers while providing requested access rights
securely. The goal was to protect the end user’s privacy while
accessing services. Data shared via the internet can (and in
many circumstances is) be shared with third parties. In an
oversimplified scenario, an insurance firm may learn about
the customer’s lifestyle and raise the health insurance rate.
ABC4T uses smart cards, and in the event of card corruption,
the rights of the card are removed. On the other hand, this
strategy requires using compatible technical devices.

Given that, even inside a single organization, not all user
accounts have the same security requirements, making a dis-
tinction among them would be reasonable. A limited amount
of studies based on ABE schema support this hierarchical
approach, such as [89]. This work aims to solve access man-
agement issues in a collaborative environment where differ-
ent types of users exist. CP-ABE backs the proposed model.
This approach provides an incomplete decryption structure
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TABLE 4. Comparison of ABE based models.

and produces partial signatures by delegating signature com-
putation when users decrypt the ciphertext.

In this section, several ABE-based multi-authority access
control systems have been covered. A comparative evaluation
of these works can be found in TABLE 4.

C. FEDERATED IDENTITY IN ACADEMY AND INDUSTRY
In both academia and industry, current identity federation
solutions are critical. Those implementations are particularly
beneficial to research associations. On collaborative research
projects, data and resource sharing has a tremendous impact.
GÉANT [115] is one of the leading solutions in the academy.
It offers the eduGAIN service, which allows many identity
federations to partner up. As a result, not only do SPs and
IdPs interact with one another in this situation, but differ-
ent federations can build a bridge. Hence, eduGAIN has a
federation-to-federation model where the trust is based on
predefined protocols. Another option is InCommon [116],
which is from the United States. InCommon has two distinct
profiles: bronze and silver. The security audit for the bronze
profile is performed automatically and is not very thorough,
whereas the security audit for the silver profile is performed
manually and is highly comprehensive. These two profiles
indicate the security level of the participant, IdP or SP. The
goal of this service is also to allow connectivity between
various IdPs and SPs. A comparable example of identity
federation in the academy is Elixir [117]. The program’s
primary purpose is to supply life science researchers with a
wide range of data and service resources. All the described
platforms have a consistent set of criteria for all participants.
In certain circumstances, these requirements do not alignwith
corporate (provider) policies, resulting in such services being
excluded from the federation.

D. DECENTRALISED IDENTITY-BASED ACCESS
MANAGEMENT
As mentioned, self-sovereign decentralized identity is the
new hype and hot topic for the IDM. This model requires

a new way of access management as well. For the time
being, two approaches to decentralized identity affect the
access management process. One method proposes a central
point to verify the VC whenever a user accesses a service
(e.g., a university to verify the diploma whenever the holder
applies for a job). While this approach is relatively easy to
implement, it does not comply with the core concept of SSI -
which is privacy. In this model, the issuer has the potential to
track user activity. Another model is an entirely decentralized
approach where there is no need for communication with the
issuer to verify the document. The verification process is done
via a verifiable data registry. In this section, both approaches
will be covered. Decentralized identity is a very curial area,
particularly EU, to preserve the privacy and sovereignty of
individuals. Therefore, there are different projects in progress
and completed, some being EU-funded or governmental ini-
tiatives. This section covers those core projects as well.
Blockchain technology is an advanced tool used in the IT

industry for several decades. This design is built on compli-
cated computations and non-centralized trust management.
Recently identity management field has also taken advan-
tage of blockchain. In a simplified way, the incorruptible
blockchain network validates and ensures the legitimacy of
users, operations, and communications. Hence this approach
can be assumed quite reasonable in identity and access man-
agement. Mainly, decentralized identity management takes
advantage of this technology. The study proposed by Ghosh,
Bishakh Chandra, et al. [91] focuses on democratic access
management in a cloud environment by eliminating the need
for central trust authority. The designed model is backed by
blockchain technology. This effort intended to address several
difficulties, including insufficient transparency, a single point
of failure, the risk of identity manipulation, etc. In addition,
the study includes maintaining a balance between underuti-
lized and overutilized cloud resources.

Reference [92] combines the ABE schemawith blockchain
technology to ensure privacy and security in a dynamic cloud
environment. One advantage of using blockchain technology
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is maintaining an unaltered track for diverse critical events
like key generation, access policy assignment, permission
request, and revocation. The encrypted data is stored based on
the CP-ABE schema, and access is done via the blockchain.
However, this model is limited in the case of scalability
since the central concept is designed for a single cloud
environment.

Bendiab et al. proposed a new architecture WiP [93] for
decentralized access management for Infrastructure as a Ser-
vice cloudmodel in an untrusted environment, similar to prior
works. As the model is based on the blockchain, it does not
require any trust relationship between entities.

In collaborative projects, the data or service can be pro-
vided by different parties. They can be public or private.
The majority of the studies focus on access management
in either a public cloud or a private cloud. However, there
are not always sharp edges regarding a real-world use case.
Several models need to consider the possibility that there
can be a combination of public and private clouds that is
called a hybrid. There are relatively fewer studies that take
this case into account. The model designed by Banerjee
et al. [94] is among them. The proposed approach focuses on
having high security and privacy while providing users with
flexibility in diverse domains such as supply chains, finance,
and medical records. Even though blockchain technology is
recently applied in authentication and identity management
schema, several studies cover different aspects of it [95],
[104], [105]. Tables 5 and 7 are comparative evaluations
of blockchain-based and decentralized access management
schemas. The absence of a threshold for different user types
shows a static access policy, whereas democratic access man-
agement indicates non-authoritative governance.

E. EXPLORING DECENTRALIZED IDENTITY INITIATIVES
One of the most important efforts in the EU is eIDAS [21].
The project’s primary goal is to be independent of centralized
identity management platforms, most of which are located
outside of the EU. This initiative aims to offer people control
over their own data. Users may therefore choose who and to
what extent they disclose their data. eIDAS is backed by long
PKI, which is one of the most trusted authentication meth-
ods in the digital world. eIDAS-enabled PKI can increase
the flexibility of secure certificate-based authentication, such
as digital guardianship. The digital guardianship feature of
eIDAS helps delegate the user key generation and manage-
ment, which can be very useful in a situation where the legal
person cannot access the digital identity.

The initiative spans several industries. The part on aca-
demic identities promotes student mobility across the EU.
While students are participating in short-term programs at
different institutions, they need to receive a new account at
each location. They may, however, bring their home univer-
sity identification and access to services with them according
to the eIDAS program.

In 2014, the first version of eIDAS was suggested.
But, it had a number of concerns, ranging from legal to

technological. eIDAS2, the most recent version, was finished
in 2021 with major changes. The European Digital Identity
Wallet’s adaptability is one of the new version’s primary
features. Every country is urged to prepare its digital wallet
in accordance with the new model. Yet, developing a global
wallet is not limited to a single corporation. Alternatively,
several groups can collaborate to establish a wallet. Yet, the
government must authorize such a wallet. Another distinctive
feature of eIDAS2 is that each individual (wallet) is assigned a
unique identification. Overall, eIDAS2 offers various benefits
for improving SSI in Europe. It provides a flexible and adapt-
able model that is not dependent on any specific technology
- eIDAS2 is a general concept that does not require any
particular technology, such as DLT, for implementation.

It does, however, have certain downsides. One of the signif-
icant difficulties is providing users with a single, permanent
identification. Even though it is beneficial and harmless in a
single domain, it substantially threatens privacy. By tracing
individuals through regular activities, a single identity might
result in profiling threats. It is one of the open issues of
eIDAS2 and is still under discussion.
GAIA-X [96] is a proposal project for the next-generation

cloud infrastructure. It is not aiming for a single cloud but
rather a collaboration of cloud service providers, with Euro-
pean data protection law as the guiding principle. The project
supports more interconnected clouds and includes an SSI
design [97]. Although the project is primarily concerned with
the future development of data management, compatibility
with federated services is also considered. The main focus of
this section is on enabling SSI in traditional services so that
sovereign users can benefit from them as well. The project’s
goal is to integrate many areas, from academia to industry,
in order to provide a cross-border solution. Yet, bringing a
cross-border solution is quite tough. Among the challenges
are legal obstacles and data localisation. Also, there are exist-
ing solutions from large commercial organizations such as
Amazon, and convincing them to utilize the new solution
would be difficult.
ESSIF [98] is another EU-funded project that targets the

implementation and adaptation of trust in a digital world with
the help of SSI. The ESSIF-lab project began in 2019 and will
conclude in 2022. This project collects self-sovereign identity
business solutions such as eConsent [102], which aims to
have a centralized consent system for patients to manage their
health data. On the other hand, since there are several projects
in this ESSIF lab, compatibility difficulties arise, limiting
SSI’s capability. Each project may have unique technological
needs. As a result, one solution may be incompatible with
another, resulting in SSI fragmentation.
ID Union [99] The goal of the project is to build an

ecosystem of trusted digital identities for individuals, busi-
nesses, and things. The project collaborates with several
organizations, primarily in Germany. However, the target is
not just Europe but the entire world. IDunion complies with
the EU legal frameworks GDPR and eIDAS. To improve
technical interoperability, the projects adhere to international
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TABLE 5. Comparison of blockchain based models.

TABLE 6. Comparison of DID projects.

standards such as W3C, DIF, and ToIP. The goal is to pro-
vide DID (SSI) structures to users and entities worldwide.
Although the project appears to be highly encouraging for SSI
implementation, the large number of initiatives for various
sectors raises significant problems, such as communication
among them.
SWITCH is a Swiss service provider that helps organiza-

tions to take advantage of digitization processes. On the other
hand, the platform provides IAM schemas while strongly
considering security measures. Recently, SWITCH started
to offer SSI solutions as well [100]. In its documentation,
it provides a general structure for the integration of SSI. The
SWITCH SSI model is primarily intended for use by research
and academic institutions while leaving the industry outside
of the scope. The project’s usage is exclusive to Switzerland,
limiting its scalability.
Findy (Finland) [101] is a Hyperledger Indy-based decen-

tralized identity database (ledger). The project offers a wide
variety of services that support self-sovereign identity. The
goal is to provide individuals with user-centric approaches
to data management. Findy project is based on ToIP struc-
ture. The pilot project based on Findy has begun its testing
phase for the journey from Finland to Croatia to ensure its
functionality. Findy, on the other hand, is built on blockchain
technology, which may limit its compatibility because some
governments disagree with this technology as a source of
trust.
Microsoft Entra Verified ID is a recent project from

Microsoft that aims to incorporate SSI into their Azure
system by following W3C guidelines (since August 2022).

Microsoft Entra Verified ID [103] is the new architecture
integrated into the MS Authenticator app. Companies that
use Azure can thus provide VC to their employees. The
user authenticates the app using their regular employee user-
name and password. The user can then request VC from the
employer in the following step. This work is relatively new
and has some limitations, such as a lack of defined quality
assurance and compatibility with other systems.
Accenture [18], a consulting company, provides a schema

for its customers who want to use the SSI model. The sug-
gested framework focuses on SSI integration into legacy cen-
tralized IAM. The core principle is to leave the authentication
to the existing IAM and focus on adapting the authentica-
tion of new identities. Given the widespread adoption of
centralized (or federated) identity management models, this
approach is ideal for the transition period. On the other hand,
leaving the authorization step to the service providers adds
to the system’s load. Even if the VC’s origin can be verified,
the quality of the assurance level is still unidentified. As a
result, design modifications to the SP are required to maintain
security.

Trust over IP [16] is a Linux Foundation initiative that
strives to foster borderless internet-wide trust. ToIP’s doc-
umentation discusses identity verification with verifiable
credentials in a layer paradigm. The ToIP project aims to
provide a collection of technological standards and protocols
for digital identity that organizations can use worldwide.
This would give consumers a unified and trustworthy digital
identity that they could use across many platforms and ser-
vices. The project’s wide adaption is slowed by technical and
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TABLE 7. Comparative evaluation of decentralized access models.

governance issues. Yet, several projects, such as Findy, are
already utilizing ToIP model. [17].

Even though each initiative has its distinct viewpoint, they
all serve the same aim. Table 6 compares decentralized ini-
tiatives based on general factors.

F. AI, ML APPLICATION IN ACCESS CONTROL
In identity management, artificial intelligence and machine
learning techniques have lately become more accessible.
Even though there is far less research on the subject,
a well-implemented AI-based method can significantly
improve the security of identity and access management
systems.

Reference [107] suggests using artificial intelligence (AI)
in identity management to solve multi-factor authentication
problems. The work proposes analyzing and making access
decisions based on previous user behavior. There are several
types of users in a real-world environment, including digital
users and IoT devices. The offered concepts appear plausible
in terms of maintaining security and flexibility. However,
because no firmmodel has been implemented, this effort does
not qualify as a strong study.

The issues in legacy identity management systems have
broadly been covered in [108] and [109]. Legacy systems
have static and rigid architectures, whereas harmful users’
activities are altered and adapted rapidly. The ability to
dynamically identify aberrant actions is a difficult task for
which AI can be helpful. Using dynamic access management
can improve accuracy and speed in real time.

Khilar et al. [110] proposed another trust-based access
control model for a collaborative environment. The design
is based on user behavior. Implemented machine learning
approach calculates the degree of trust for the user by
using the user’s past behavior. Several user behaviors have
been considered, such as unauthorized user requests, bogus
requests, etc.

The authentication and authorization processes are the first
steps in access control. The authorized user is not tracked
after the access permission is granted in a typical (or tradi-
tional) access control design. As a result, malicious user activ-
ity may be missed in this situation. Several studies, including
[94], consider this possibility and restrict user behavior even
after they have been granted permissions. The study considers
three attribute types to analyze authenticated user behavior:
subject, object, and environmental attributes. One challenge
is that tracking user behavior without violating their privacy
is difficult. On the other hand, the computational complexity
of the system can be excessive.

The study [111] aims to solve the identity theft issue
by applying a machine learning algorithm. The facilitated
method is the Bayesian probabilistic. The concept is col-
lecting and using a user’s digital fingerprint, which con-
tains different data types. The suggested model divides the
obtained data into three categories based on their different
levels of expressiveness and reliability. Here the bank details
and governmental documents give strong evidence about a
user’s identity, while social media activities are the least
reliable ones. Since the study proposes a concept rather than
a solid implementation, several issues become very obvious.
One of the main problems is privacy breaches, which likely
lead to the profiling thread. On the other hand, very sensitive
data, such as bank activities, cannot be reached under legal
conditions. Therefore, the success of the proposed approach
is questionable.

G. DYNAMIC GROUP MANAGEMENT
Dynamic user groups are widely adapted architectures
to manage the permission of a group of users. Cross-
organizational user groups are dynamic and relatively com-
plex to manage. Several issues arise, such as the design of
the group, the leading participants, etc. Several studies focus
on solving access management in a dynamic environment,
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particularly in the data-sharing domain. Achieving a flexi-
ble and secure data-sharing model in a cross-organizational
dynamic user group is daunting. Reference [112] facilitates
an attribute-based encryption method for its proposed model.
The study focuses on two different attribute types: the user’s
set of attributes and the user’s group attribute. Using the
broadcast encryption approach increases flexibility while pre-
serving the user’s privacy. Only the users that obtain attributes
for dynamic groups can access and encrypt the data in that
group.

Hierarchy can be considered two ways for user groups:
designing hierarchical groups (parent-child groups) or man-
aging hierarchy inside a group. The first approach requires
more work and is affordable to implement and manage since
it brings an extra workload. On the other hand, the second
model is hard to design but relatively easy to manage after
a successful implementation. One work that focuses on the
hierarchy inside of a user group is [113]. The authors of
this paper proposed hierarchical group keymanagement tech-
niques for a cloud environment. Here all keys are generated
by group members’ secret values and decrypted with group
members’ secret values as determined by the key distribution
server.

To make a distinction between users while sharing data
or selectively sharing access to resources is proposed by
Baojiang et al. [114]. The data owner supplies all users with
an aggregate searchable encryption key in their configuration.
By using this key, each user can construct a single trapdoor.
The server must also convert the trapdoor into several trap-
doors for various files. In this case, a user must build many
trapdoors for every question. It requires a lot of computation
and communication. On the other hand, a data leak can be the
case.

V. DISCUSSION
Identity and accessmanagement (IAM) systems have become
increasingly important in today’s digital landscape as they
provide a secure way to manage access to sensitive infor-
mation. However, the current state of IAM systems has its
limitations. One area of concern is the centralized nature of
these systems, which can make them vulnerable to breaches
and data leaks. The future of IAM lies in the direction of
self-sovereign identity, which emphasizes the importance of
giving individuals control over their data. By implementing
decentralized systems, individuals will have more control
over their personal information and be able to share it on a
need-to-know basis. This shift towards self-sovereign identity
will improve security and give individuals more autonomy
and agency in managing their online identities. Organizations
must consider the change toward self-sovereign identity in
their IAM strategies moving forward.

VI. CONCLUSION
Secure and dynamic access management is crucial for iden-
tity and access management systems. In this paper, the
most popular IAM architectures are covered chronologically.
Considering that the majority of the current systems are

based on a centralized (or federated) model, different identity
federation approaches have been evaluated. On the other
hand, maintaining user control over their data self-sovereign
(decentralized) identity appears promising. This architecture
enables individuals to collect and store data and supports
security and privacy requirements. While it seems most ben-
eficial for users, it reduces the burden of identity manage-
ment on organizations. The importance of compliance with
GDPR in Europe makes the data management process diffi-
cult for IdPs.

It allows us to conclude that the future of the IdM lies
in decentralized identity. Nevertheless, DID appears to be a
viable alternative to a centralized model, but several issues
still need to be solved. Some of the issues raised in this
survey - non-standardized approach, lack of integration of
current IAM, identity recovery - show that DID requires more
effort to mature.

This study focused on identity and access management
concerns and presented solutions in a cloud setting. Despite
a large number of efforts in this domain, various chal-
lenges concerning security, privacy, efficiency, and scalability
require more attention.
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