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ABSTRACT This study develops a new Sensor Fault-Tolerant methodology for two-level Centralized
Hierarchical Control of isolated microgrids based on a modified Kalman filter algorithm. The main objective
is to increase the reliability and safety margins of isolated smart microgrids in the presence of different sensor
faults on the secondary control. Consequently, Sensor Fault-Tolerant control reduces the costs because costly
redundant hardware is not required. Because of its low computing effort, speed, ease of implementation,
and tuning, this method can be used in more complex control configurations, multiple sensor faults, and
different hierarchical control levels. The designed Sensor Fault-Tolerant Hierarchical Control System was
initially proposed for a grid-forming topology of single-phase BESSs systems connected in cascade to the
microgrid. The implemented fault tolerance methodology can maintain control objectives with sensor faults.
Consequently, the MG’s voltage at the time of the fault does not exceed 5%, and the voltage unbalance at the
common coupling point or on the critical bus is compensated to a quality reference value of less than 2%.
The performance of the proposed algorithm is tested using the MATLAB/Simulink simulation platform.

INDEX TERMS Fault diagnosis, fault tolerant control, hierarchical system, microgrids, resilience.

I. INTRODUCTION

In recent times, microgrids (MG) have earned the interest of
society, the scientific community, and companies, not only for
integrating distributed generation in the main grid in areliable
and clean (reducing emissions) manner but also due to its:
reliability, operation capability in the presence of natural
phenomena, supply of active distribution grids, more minor
energy losses in transmission and distribution (T&D), and
shorter implementation and investment times [1], [2], [3],
(4], [5].

When faults occur in the sensing system, they propagate
through feedback into the closed-loop control systems, caus-
ing them to malfunction. Therefore, due to the closed-loop
feedback relationship, identifying sensing system faults and
designing fault management strategies takes much work. The
presence of redundancy increases system reliability, but at the
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same time, it introduces additional costs and challenges for
diagnosing and handling faults [6].

In recent years, the scientific community has sought to
motivate research not only in aspects such as fault detection
and isolation but also to improve the design of control strate-
gies in the presence of faults in electric distribution grids,
energy generation units, and MGs [2], [7], [8], [9], [10],
[11], [12]. Different research studies address the problem
of fault detection in microgrids (MGs) and Fault Tolerant
Control (FTC) [13], [14], [15]. However, the focus of the
FTC on MG sensor faults is minimal, especially in the hier-
archical control of MGs [9]. Even high-impact journals, such
as the “International Journal of Robust and Nonlinear Con-
trol”” [16], have addressed the subject with particular issues
in the fault-tolerant control of Smart Electric Grids and MGs.

Some authors have considered fault-tolerant strategies as
the primary mechanism for providing resilience and reliabil-
ity to MGs [10], [11], [12], [17], [18], [19], [20], [21], [22],
[23]. Publications such as [24] address the detection and fault
diagnosis problem through a solution based on using multiple
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Linear Parameter Varying (LPV) extended-state observers
coupled with a search algorithm. The possible faults con-
sidered in the document were classified based on empirical
information from power plants in Brazil. The main objective
of this proposed Detection and Fault Diagnosis system is to
estimate and categorize the faults that were classified utilizing
LPV observers. These are derived using the calculation of
Linear Matrix Inequalities (LMIs) for minimizing the mixed
H2 / Hoo norm, such that the effects of noise and external
disturbances in fault estimation are reduced.

In [21], the FTC strategy is proposed for sensor faults
associated with the primary control of distributed energy
resources (DER) units. This FTC is electronically coupled
to the MG. The authors developed a strategy using a Sliding
Mode Observer (SMO) to seek a little robustness in the
design. The study used an SMO to detect and reconstruct
faults that can occur in the output measurements of the sensor
system. Through the SMO, the fault signals are reconstructed
simultaneously, which is sought to handle system uncertain-
ties. Afterward, these reconstructed fault signals are used to
modify the measurements of the defective sensor as a fault
accommodation.

The authors in [25] propose a resilient finite-time
consensus-based distributed secondary control (SC) protocol
for a secondary control model of an isolated AC MG. The
control structure of multiple agents coordinates the MG’s
Distributed Generation (DG), adjusting its active power out-
puts to reach the desired value and maintain the operation
with regulated frequency parameters. This manuscript explic-
itly considers the hierarchical control structure, consider-
ing a distributed secondary control based on a distributed
finite-time consensus design.

Some authors have addressed the resilience problem in
the presence of communication faults to reduce its effect
on secondary distributed control of frequency and voltage
for isolated AC MGs [13], [15]. For this purpose, partial
faults of the communication links and some data manipu-
lation attacks [26] have been considered. This problem is
quite a challenging topic where it is commonly assumed that
communication between different DERs is ideal or satisfies
some restrictive assumptions. In [26], it is sought to provide
resilience to the MG employing a scheme based on an adap-
tive observer designed individually for each DG to estimate
the desired reference voltage and frequency under unknown
communication faults. This study guarantees to restore volt-
age, frequency, and precise energy distribution after a fault.

Other methods seek to provide MGs with fault tolerance
through passive strategies designed for primary con-
trol [21], [27], [28]. These methods establish the FTC strategy
using robust techniques such as SMO or Higher Order Sliding
Mode Observers (HOSM), which detect, reconstruct, and
accommodate the fault that occurs at the outputs of PC
measurements. To guarantee the operation in the presence of
DER attacks, [29] proposes a scheme similarly based on an
SMO designed to detect and estimate the attacks. Afterward,
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the authors propose to use the estimated attacks to compen-
sate for the corrupted data in the local controller. On the
contrary, other authors use logic to design this fault-tolerant
strategy [27]. In this case, two fault-tolerant schemes are
designed using Fuzzy Logic and model predictive control.
The schemes shown in the research focus on the fault effects
of energy losses in Photovoltaic (PV) systems in the presence
of uncertainty and disturbances in the MG [27].

The upper levels of the MG hierarchical control system
are neither exempt from the occurrence of faults. Research
studies such as [30] seek to establish fault-tolerant energy
management methods in MGs. Management policy proposed
in [30] guarantees the fulfillment of the demands at each sam-
pling instant, even in the presence of faults. To achieve this,
the authors propose a control law derived from the solution
of an optimization problem that combines the formalism of a
Moving Horizon Estimation (MHE) scheme and a Model Pre-
dictive Control (MPC). The latter is based on a time-varying
linear model of the process programmed concerning the fault
estimation generated by the MHE.

The diagnosis of transient and intermittent faults in sophis-
ticated electrical systems is complicated. Because the per-
formance of electronic equipment decreases with time, fault
diagnostic findings may change at various periods for the
same defect symptoms. Reference [31] proposes a dynamic
Bayesian network (DBN)-based fault diagnostic approach for
electronic systems in the presence of TF and IF. The fault
diagnosis approach can find problematic components and
discriminate between different types of faults.

This research mainly focuses on the problem of detection
and fault tolerance of two-level (primary/secondary) cen-
tralized hierarchical control systems. The authors seek to
operate the DG of isolated MGs in the presence of fault events
produced by a line voltage sensor of the secondary controller
going partially or totally offline. The proposed method is
focused on reducing the effect of this type of failure due to
malicious and non-malicious causes, thus avoiding a sudden
change in the problem and the designed control law. In addi-
tion, this avoids instabilities or the outage of the distributed
generation sources of the MG that operate in isolated mode.

Based on the above, it is necessary to develop fault-tolerant
strategies that increase the reliability/safety margins of iso-
lated HMGs (hospital MGs and military MGs). The present
study proposes a new sensor fault-tolerant method to design
centralized secondary hierarchical controllers. This method
can contribute to mitigation actions in the event of loss in
the secondary control feedback, thus avoiding unstable or
dangerous operating regions while regulating voltage profile
and compensating voltage unbalance (VU) due to unbalanced
loads. In other words, this method can maintain the operating
point within the performance region required by the MG.

The precision and effectiveness of the proposed approach
were verified using different fault sensitivities for the unbal-
ance low voltage (LV) section of a typical model of an AC/DC
HMG isolate [32]. However, it can be emphasized that the
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method proposed in this research can be applied in any MG
scheme or control level. The more significant impact of the
proposal would be on the side of the final user or consumer,
giving them a considerable increase in quality (control of
reactive power and voltage, consideration of critical subsys-
tems / CCP / loads).

This paper is distributed as follows: Sections II and III
describe the estimation of online parameters and the
representation of the fault models, such as sensibilities.
Section IV shows the description of the study problem.
Section V shows the details of the Fault-tolerant system,
and subsections V-A, V-B, and V-C are devoted to Sensor
Fault Detection Architecture, Sensor Fault Tolerant Control:
Reconfigurable estimator, and Sensor Fault Tolerant Control:
Post failure control recovery system, respectively. Section VI
analyses the fault tolerant control system for the fault scenar-
ios. Finally, the conclusions are found in section VII.

Il. ONLINE ESTIMATION OF MODEL PARAMETERS
Research results have been reported in recent years regard-
ing parameter estimation techniques for the design of fault
tolerant control for MGs [21], [24], [33], [34]. For example,
an online estimation approach based on the SMO technique
was adopted in [21] as a robust approach capable of detecting
and reconstructing sensor faults that can occur at the output
of the measurement system. Another approach was presented
in [24], where authors provide a solution using multiple
Linear Parameter Varying (LPV) extended-state observers in
conjunction with a simple search algorithm. The proposed
Fault Detection and Diagnosis system (FDS) estimates faults
using the proposed LPV observers derived from the compu-
tational calculation of Linear Matrix Inequalities (LMIs) for
minimizing the mixed H2 / Hoo norm.

An FTC scheme based on an SMO for an MG was pre-
sented in [34]. The scheme consisted of a central FTC used at
the outputs of the MG to estimate all the states. The effect
of the estimated fault is used for the rejection in the fault
signal of the MG. A voltage control scheme is used in [33] for
the FTC design, which employs the state estimation method
based on a large-signal dynamic model of the MG and a linear
parameter varying (LPV) state estimator of each DG.

A. KALMAN FILTER

The Kalman filter (KF) is an optimal estimator called the
linear quadratic problem. The KF is a statistical charac-
terization of an estimation problem [35], [36]. The linear
quadratic problem estimates the instantaneous ‘‘state” of a
linear dynamic system subjected to a white noise disturbance
through techniques linearly related to the state and corrupted
by the noise.

The first thing that should be known for controlling a
feedback system is its state. The KF is implemented in elec-
tronic devices such as computers, PLCs, and smart cards.
Considering that it is not always possible to measure all
the variables to be controlled, the KF provides a means
for estimating the information from measurements that are
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indirect and contaminated by noise [36]. This code uses a
finite representation of the estimation problem based on a
finite number of variables with infinite precision [37].

In practice, the KF is much more than an optimal estimator.
It propagates all the probability distribution of the variables
for estimating the states, i.e., it is a complete characterization
of the current state of the system, with the influence of all past
measurements, which makes it the preferred method for the
predictive design of sensor systems [35], [36], [37].

Observational Update Problem: let us assume that a mea-
surement has been taken at the time (tx) and that this infor-
mation will be used for updating the estimate of state x of a
stochastic system at time tk. It is assumed that the measured
variable is linearly related to the state through the following
equation [36]:

2k = Hxp +vi (H

where:

H is the measurement sensitivity matrix;

Vi is the measurement noise.

Estimator in Linear Form: The optimal linear estimation is
equivalent to the general optimal estimator (nonlinear) if the
variables x and z are Gaussian. Then, through the observation
of zx(—), which is a linear function of the a priori estimation
and measurement z, it is possible to find an updated estimate
(X (+)) [36]:

R(+) = K% (=) + Kizk 2)

where:

X (—) is a priori estimate of xg;

Xk (+) is a posteriori value of the estimation.

Optimization Problem: for now, matrices K ,i and I?k are
unknown. Therefore, the idea is to search for the values
of K 11< and K such that the estimation %;(+) satisfies the
orthogonality principle [36]:

E([xx =% (H)]z))=0 A3
E([xx — % (H)]z)=0 )
where:
iis 1,2, 3.... k-1.

Considering the noise (wx ~ N(0, Q) and vy ~ N(0, Ry))
and carrying out the corresponding substitutions and mathe-
matical reductions to the equation, the following relation can
be obtained:

[1 —K! - I_(ka] Exzl =0 (5)

where:

the equation must be satisfied for any value of x; if K ,i =
I — Ky Hy;

[ is the identity matrix.

The selection of K }C causes that equation (2) to satisfy a
part of the condition given by equation (3). Therefore, the
selection of K; should satisfy equation (4). The rest of the
demonstration can be found in [36].
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FIGURE 1. Measurement chain or sensor system.

If the state-space model and the noise covariance matrices
are all time-invariant, a steady-state KF can be implemented.
Otherwise, a time-varying KF is implemented. Hereunder, the
main equations of the KF for discrete (6)-(10) or continuous
(11)-(15) estimation problems are summarized [36], [37]:

Xk () = (AxXy (=) + Brug + L (yx — CiXx (—) — Druy)

(6)
— — -1
Ly = (AyPiCT + N )(Ci P CT +Ry) (7
— —1 — —1 T
P (+) = (A + NiRy ' Ci) Z (Ax — NiRy '€
- = =1

+ Oy — NiR, NT 8)

X = Xk (=) + Mk — CixXg (—) — Dyuy) )

Vi = CiXk + Brug + Dyug (10)

where:

u are known inputs;

Ly is the gain calculated through the discrete Riccati
equation;

Ay, By, Cy, Dy are the space matrices of the discrete states;

Xy is the estimation of the system state vector;

V& is the estimation of the actual plant output;

R;. is the measurement noise covariance matrix;

Py is the state estimation of the covariance error.

LO)=PnC' ) +N (11)
PO =E[(x(t)—2®) (x (1) —2 )] (12)
POy=A0OP@OH+PnHAT (1) +0 1) — L) RWOLT (1)

(13)

() =A@ @) +B @) u@)+ L)y ) — ) (14)

Y =C )X () + D(u(r) (15)
where:

Q (1), R (¢t) and N(¢) are the noise covariance matrices.

It should be emphasized that other representations of
the KF, such as the Extended Kalman Filter (EKF) and
the Unscented Kalman Filter (UKF) that can be combined
with the Particle Filter (PK) can be found in the litera-
ture [38]. However, a more robust control and fault tolerance
method will involve a higher computational cost and a slower
response.
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IIl. SENSOR MALFUNCTION

A measurement system consists of sensors which are mostly
power transformers (PTs), Hall effect sensors for measur-
ing voltages, current transformers (CTs) for measuring cur-
rents, an interface that handles the instrumentation (DAQ),
a transmission medium up to the digital modules of controller
inputs. The faults and errors in this system are typically
measured as a function of the error in magnitude, the error
in phase, and the partial or total loss of the signal that can
appear in any of the chain elements [18]. These voltage and
current measurement errors at the PCC or critical bus (in the
case of the SC) can be a potential source of a sensor fault.

In addition, faults in the sensor systems can occur in one
or various blocks and at different control levels (Fig.1). Most
of these faults interrupt normal operations of an MG, both
in the isolated mode and connected to the main grid. The
faults compromise the stability in the MG, causing the DG
sources to go out of operation or even a blackout of the
whole MG. Since the MG operates in the mode connected
to the network, or even worse, in the isolated mode, those
affected are the end users, such as critical facilities (hospitals,
military bases, isolated communities, among others) or other
subsystems installed throughout the network.

A. NON-MALICIOUS FAULTS

This section describes the non-malicious faults modes of
voltage sensing proposed as sensitivity for this study [39].
An additive sensor fault can be generally modeled as fol-
lows [39]:

ys () =y (1) + [ (1) (16)

where:

vs () is the value of the controlled variable produced by
the sensor at time #;

v (t) is the current actual value of the controlled variable at
time t;

fs (¢) is the sensor fault value at time ¢.

1) PARTIAL OUTPUT (PO)
The sensor shows a measurement that contains a certain offset
level denoted by equation (17).

vy (1) = v (1) +f0ffset () (17
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where:

Vs (2) is the voltage (pu) variable delivered by the sensor at
time t;

v (t) is the current actual value of voltage;

Jofser (2) is the error offset value at time 7.

2) FIXED OUTPUT (FO)
The sensor is at a state in which it only shows one or two
states. The following equation represents the fixed fault:

vg (1) =f;, (1), Yt > tf (18)

where:
fs, (2) is the value of the fault voltage at the fault time #.
tr is the fault time of occurrence.

3) FAULT OF SENSOR WITHOUT OUTPUT (WO)

There is no signal at the output of the sensor, and its mathe-
matical model can be represented according to the following
equation:

v (1) =0,Vt > 1 (19)

B. CYBER-ATTACKS
The feedback signal (v (f)) used by the different hierarchi-
cal control levels, especially the remote ones (secondary,
tertiary), is highly vulnerable to cyberattacks, also known
as data integrity faults [21], [40]. The vy, (f) measurement
manipulated through these malicious attacks is sent from
the primary levels up to higher hierarchy levels with the
main effect of providing erroneous information to the control
system. In turn, this effect triggers a set of incorrect decisions
that lead to unstable energy generation and power quality and
even cause one or various DG sources in the MG to go out of
service.

The cyber-attacks can be generally described according to
the following equation [40], [41]:

vs (8) = v (t) + farack (1) (20

where:

Jattack (t) represents the sensor data manipulation for the
measured output value vy (f), according to the type of
cyber-attack.

Hereunder, some particular cases of this type of malicious
fault are described:

1) RAMP ATTACK (RMA)
The sensor output is affected by a ramp function added to the
actual measurement:

Vs (1) = v (1) + Arvo (1) 2D

2) SCALING ATTACK (SA)
The sensor output is changed to lower or higher values related
to a scale attack parameter known as A.

Vg (1) = v (1) + Avy (1) (22)
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TABLE 1. Voltage sensors fault sets.

Fault mode
Cause Effect
Incipient or -Defects in -Degraded control action
biased output semiconductors -Instability in the
-Zero-shift microgrid
-Very old or natural -Observability

Fixed output

wear
-Faults in the
communication system
(€S)

-Defects in
semiconductors

degradation
-Degraded or static
control action
-Observability loss
-Instability in the MG

-Electronic or
computer processing

frozen
Sensor without -Absence of input -Saturation of the control
output signal action

-On or Off states
-Observability loss

-General fault of the
sensor

-Disconnection of the
DG

-Faults in the
communication system

(Cs)
Random output  -Inadequate operating -Observability loss
conditions -Inadequate control

-Cyber-attacks action

3) RANDOM ATTACK (RNA)
In this case, the actual output of the sensor system is replaced
by random data within a particular interval.

g (t) = rand(Vagack (1)) (23)

C. FAULT SET OF THE SENSORS
Table 1 summarizes the real cause-effect of sensor faults [42].

IV. PROBLEM FORMULATION

The dynamic problems generated by secondary control sys-
tems regarding voltage and power regulation, in conjunc-
tion with the high nonlinearity exhibited by the MGs, have
become a challenge to be handled with new secondary con-
trol strategies. In addition, the Hierarchical Control System
(HCS) should be designed to manage and regulate the dis-
tributed generation sources connected in parallel and coupled
to isolated MGs.

The HCS system should consider the uncertainty of the
existing model, linear or nonlinear loads disturbances, and
the abrupt decoupling of loads that cause voltage instabilities,
thereby altering the power quality in the MG. The problem
of resilience and fault tolerance for MGs is added. In recent
years, the issue of designing fault-tolerant controllers has
become a study and research topic for the scientific and aca-
demic community, mainly in cyberattacks topics. Significant
contributions have been proposed for this challenging prob-
lem based on multiple methodologies [2], [25], [27], [43].
Some existing approaches assume that the measurement or
communication between the DGs is ideal or satisfies only
some assumptions.
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FIGURE 2. Methodology.

The present research seeks a fault-tolerant or resilient
methodology for secondary control of an isolated MG in case
of sensor or communication system faults due to malicious
attacks or non-malicious phenomena. It is crucial to design
a fault-tolerant control approach with features such as sim-
plicity of design, ease of adjusting, ease of implementation,
low processing load, fast real-time response, and robustness.
When proposing the scheme, it was considered to meet all the
features mentioned above while guaranteeing the closed-loop
stability of the DGs. It is also considered to ensure voltage
restoration in the event of different sensor or communication
system faults with unknown behavior.

The hierarchical control system for MGs must control
variables such as voltage, current, frequency, and active and
reactive power that exhibit high-speed and highly nonlinear
dynamics [44] and [45]. Based on this, the implementation

VOLUME 11, 2023

of the KF was selected as the primary parameter estima-
tion strategy thanks to its low computational cost and fast
response. The EKF was not chosen for this work due to the
high computational cost and difficulty finding the Jacobian
analytically. In addition, the EKF only gives good results if
the system model is differentiable and is not optimum if the
system is highly nonlinear.

The linearized model used as the process model was
selected from the model bank using the method developed
in [44] and [45]. In addition, the KF helps filter the infor-
mation of all sensors naturally contaminated with noise, thus
enabling the estimated information to be closer to the actual
value of the controlled variable for the SC.

Fig.2 shows the proposed general methodology, establish-
ing guidelines for designing and developing Sensor Fault
Tolerant Control (SFTC) strategies.
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This methodology seeks to show a clear and straightfor-
ward path to design a research scheme at other hierarchical
control levels for MGs or even in practical implementation
topics. For the proposed methodology, it is necessary to
have a good identified model available, measure the variables
related to electric power (voltage, current, frequency, among
others); synthesize the secondary control laws; and imple-
ment online observers with low computational cost.

V. SENSOR FAULT TOLERANT CONTROL DESIGN

The methodology proposed for SFTC design on the second
level of a centralized control hierarchy for MGs (Fig.3) uses
a robust approach for reconstructing the secondary control
feedback. The effect of the signals that cause the malfunction
of the measuring system and the control is used for detect-
ing the faults. Then the controlled variable is reconstructed
through a robust state estimation approach in the presence of
system uncertainties and sensor faults. The secondary control
(SC) is fed by the estimated variable from the estimation sys-
tem (ES), which uses all the different sensors’ information,
including erroneous measurement information.

Figure 3 shows that the fault detection system (FDS)
detects the fault and sends a signal to the estimation system
(ES) to reconfigure itself to cope with the fault. Then the Post
Failure Control Recovery System (PFCRS) reconfigures the
secondary control (SC) as an open-loop control system while
the estimation system converges.

This scheme ensures tracking the controlled variable
and the PC reference coming from the SC, thus generat-
ing the converters’ pulse-width modulated (PWM) signals
in the event of different sensor faults. Consequently, the
fault-tolerant hierarchical control system precisely tracks the
reference powers and voltage control.

A. SENSOR FAULT DETECTION ARCHITECTURE

Fig.4 shows the fault detection system (FDS) block diagram
for the positive sequence active and reactive power signals,
PT and Q7 (y), which reflect the voltage and current sensor
faults [46]. The faults are detected based on these signals’
residual error (r). The residual errors are obtained as the
difference between the estimated values of P* and Q7 (9)
and the signal obtained by calculating the positive sequence
of powers (y (P, Q7)) based on the sensor measurements.
A low-pass filter filters the value of r with the transfer func-
tion given in equation (25) to obtain its mean value (7). Then
the absolute value of r is calculated (|7|), and comparing this
value with a threshold allows us to detect the fault. 7 can
be thought of as the convolution of r with an exponential
function that is the impulse response of the transfer function
of the low-pass filter. This action enables obtaining average
values of the signal giving more weight to the more recent
values of the residual signal.

For a correct operation, the value of the residual signal must
be within its standard deviation values (+o,). The standard
deviation signal, o, is calculated as the square root of the
mean of the square of the difference between the residual and
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its mean value (o, = /(r — 7)2). A filter with a bandwidth
Bw, is used to obtain this value (equation (26)). The standard
deviation, o, is multiplied by a gain value K, (which is a tun-
ing parameter) to define the thresholds (7};,) that enable rec-
ognizing normal and faulty operations (Ty, = Ky,0,). If the
value of |r| remains within Ty, (|7| < Ty or =T, < ¥ < Typ),
the system is said to be in a normal operation state, so the fault
flag is reset (fault = “0”’). Otherwise, the fault is detected,
and the fault flag is set (fault = “1”’).

The parameters Bw,, and Bw, are considered as tuning
parameters of the fault detection system. The bandwidth Bw,
should be much smaller than Bw,,, and the gain Ky, of the
threshold should be low enough so that it varies slower than
the mean of the residue, and its value keeps greater than
the residual when there is no fault. The transfer functions
corresponding to the low-pass filters used in the FDS are now
shown:

BwWaara
Gi(s) = ——— (24)
s + BWdaza
Bw,,
G = — 25
m () ST Bw, (25)
Bw,
G = — 26
r ($) ST Bw, (26)

where:

Gy (5), Gy, (s) and G, (s) are transfer functions of low-pass
filters;

Bwgaz, is the bandwidth of the filter of measured signals;

Bw,, is the bandwidth of the filter that obtains the mean
value of the residue;

Bw, is the bandwidth of the filter that obtains the value of
variance;

s is Laplace’s complex variable.

As shown in Figure 4, the fault detection model presented
is simple and very effective. When this method is combined
with the scheme proposed in section B for estimating the
actual value of the controlled variable, the feedback system
carries out fault detection, isolation, and accommodation in
an integrated manner.

To avoid intermittent fault detection in case of random
faults (as shown in Fig.21), the detection system is com-
plemented with a logic that maintains the fault flag set
for an established time (s) before being reset. The fault
flag is reset only if the residual stays within the thresholds
long enough. If |r| remains within Ty, for a time longer
than the one established, the fault flag will switch to state
“0”, indicating that the system has returned to its normal
operation.

In summary, the FDS detects the fault based on the differ-
ence between the estimate and the sensor measurement, the
residual (r), and then handles it to determine the fault state.
The fault is detected when the mean value of the “‘residual”
(the approximate value of the mean value estimated by a
first-order low-pass filter that gives greater weight to the last
values of the residual) exceeds a threshold. The threshold is
calculated based on the value of the standard deviation of
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FIGURE 4. Fault detection system (FDS) block diagram.
the residual, which is estimated by another low-pass filter, B. SENSOR FAULT TOLERANT CONTROL:
giving more weight to the last measurements. The key for RECONFIGURABLE ESTIMATOR
detecting the faults and avoiding false positive detections is There is a problem in practice, given that different sensors
that the bandwidth of the low-pass filter used for the variance can fail. Many sensor fault-tolerant algorithms develop the
is smaller (longer time constant) than that of the low-pass mitigation scheme based on alternate signals without consid-
filter of the mean value of the residual (which has a shorter ering the signal of the faulty sensor. These methods obtain
time constant). an estimation used for fault detection but not for control.
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Once the fault is detected, a commutation mechanism stops
using the defective sensor and switches to the estimate to
feedback the control system.

In contrast, the idea of the proposed scheme is not carrying
out a commutation of the estimate but using all variables
(including the one from the faulty sensor) to estimate the
feedback variable of the SC. Fig.5 shows the general scheme
of the sensor fault tolerant control system (FTCS). There is
an estimation system (ES) based on an KF optimal estimator
that takes the most information coming from the MG and the
primary control system even under sensor fault conditions,
a fault detection system (FDS), and a post-fault control recov-
ery system (PFCRS).

The ES provides feedback to the secondary control through
the estimates of the controlled variables (ﬁ and Q) and not
directly with the variable calculated from the measurements
(P and Q). The estimator I used as an optimization algo-
rithm based on linear and nonlinear models of the MG and
sensor measurements that looks for the best estimate of
the feedback variable () for the SC through its reconfig-
uration at the moment of the fault. In addition, since the
measurements will always be contaminated by noise and
errors, the ES would filter all the information from the sen-
sors, removing noise and minimizing the effect of sensor
errors.

At the moment of the fault, the ES adjusts the cost func-
tion giving less credibility to the faulty sensor. For the case
of the KK, the measurement noise covariance matrix (R)
of the estimation algorithm is modified, reassigning a new
value for the covariance of the faulty sensor. This way, less
credit is given to the information from the faulty sensors,
and a mechanism for fault isolation is established. The ES
will estimate the controlled variable as a function of the
data coming from all sensors of the MG without requiring
a commutation. The covariance matrix of the process noise
is used as a tuning parameter of the ES. Table 2 and Table 3
show the table of variables and the design proposed for the
ES main algorithm.

Table 4 and Table 5 show the table of variables and the
design proposed for the Int_step_KF function used in the
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TABLE 2. Variables of the main algorithm.

Symbology Variable Unit

g Input variables measurement.  [pu, rad/s]

Wk Output variables [V, A, kvar,
measurement. kW]

Xk Estimated states vector. u

Ok Process noise covariance pu
matrix.

Ry Measurement noise pu
covariance matrix.

P Estimated active power. kW

Q) Estimated reactive power. kvar

Ry faute Sensor noise covariance pu
matrix after the fault.

Anxns Boxrs Cnxny Dinxr State-space model matrix. u

fault Fault flag. na

T Sample time. S

i Input variables measurement.  [pu, rad/s]

TABLE 3. Algorithm 1: Kalman filter reconfigurable based on available
sensor data.

Main algorithm

Step 1: Input:
{ur (0, w2 (0), ..o ur (1); 31 (1), X2 (1), ., X (103 1 (), 32
(t); . -,ym(t); Anxn; anr; men; Dmxr; ann (t']), Ts} € R;fault =
{0, 1}
Step 2: Output:
(1), Xia (¢-1), -y X (1-1); Poa (0 P (0; Q (0} ER
Step 3: Initialize:
= [ur (0, w2 (1), .., ue (O] e = 1(0), 2(9), .., ym (D)]
Xk = [x1 (1), x2(t-1), ..., Xa (t-1)]; Px = Poxn (¢-1); delta, = T,
Oc=(qy): =0V iZj; Re=(ry) :13=0Vi#];
Ri_taute = (Mi_paute ) = Vi_puatj= 0 Vi J
Step 4: Propagate state through process model:
x (t) = Anxn Xk + anr Ui,
[%x, Pit] € Int_step KF [xy, ux, Py, O, delta,, x (1),
state_upd]
Step 5: Sensor updates:
if fault==1; R = R¢ R (i) = Ry raurc ()
else R = Ry; end
Step 6: ¥ = Cunxn X+ Dinxr Ui
[xx, Px] € sens_upd KF (yx, Xy, Pxs, ¥; R, tt, Conxny Dinxr)
[ﬁ (t)a 0 (t)] = Cixn Xk Dinye 1
Step 7: Return: x, (£); P (1); P (1); Q (1)

TABLE 4. Variables of the Int_step_KF function.

Symbology Variable Unit
Jacobian of a process model with u

F
respect to state vector.

Pys Updated error covariance matrix. [V, Al

X (1+1) Updated state vector. [u, degrees]

ES main algorithm. Table 6 and Table 7 show the table
of variables and the design proposed for the Sens_upd_KF
function used in the ES main algorithm.
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TABLE 5. Algorithm 2: Int_step_KF function.

Function 1

Step 1: Input:
{x1(t-1), x2(t-1), ..., X (t-1); w1 (£), U2 (), ..., U (£); Picnxa (2);
Ok xrs deltag; X4 (1), X5 (1), ..., X, (1)} ER

Step 2: Output:
X 1 (t-1), X 2(8-1), ooy X 0 (-1); Pt nen} ER

Step 3: Initialize:
ux = [ur (), uz (8), ..., u: (O)]; X = [x1 (¢-1), X2 (t-1), ..., Xa (2=
] .

X =[x:1(t-1), X2 (t-1), ..., %n (t-1)];
Step 4: Jacobian of process model:
F & jacobian F [xy, uy, delta,, x (f)]
Step 5: Update error covariance matrix:
P =F Pion (1) FT+ O
Step 6: Update state vector:
Xy (t+1) = x (t) + delta, % ()
Step 6: Return: X, Py

TABLE 6. Variables of the Sens_upd_KF function.

Symbology Variable Unit
length Length of largest X, array dimension. u
H Jacobian of sensor measurement with respect na

to state vector.

K Kalman gain. u
1 Identity matrix. na
Py Error covariance array.
X State estimate observational update basedona  na

k

given sensor.

TABLE 7. Algorithm 3: Sens_upd_KF function.

Function 2

Step 1: Input:
D1 @, 1200, s i Prss y R: Koy (1), Ky (), -, Ko (03 101 (0), 12
(0), s tr (0); Conxn; D} ER

Step 2: Output:
P (1), xia (1), -y Xin (E-1); Pinn} € R

Step 3: Initialize:
W=, 320, o ym (O); Xie = [Xper (0, Kiez (0 -, Xien (D]
we=[uy (), uz (8), ..., ur(O); 1= () : i;-0Vi#jand i =1Vi=

J
Step 4: Jacobian of sensor measurement:
H = jacobian_H (xy, y);
Step 5: Kalman gain:
K=p.H"/(HP.H +R);
Step 6: Error covariance matrix:
Py =(Ilength— K H) Py
Step 7: State estimate observational:
V= Cunxa (1) X + Do (8 11
X=Xt K (- p);
Step 8: Return: xy, P

C. SENSOR FAULT-TOLERANT CONTROL: POST FAULT
CONTROL RECOVERY SYSTEM

As shown in Fig.5 and Fig.6, the SC is being feedback
directly with the ES estimated variable. During the period
between the occurrence of the fault and its detection, the
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FIGURE 7. Schematic diagram of post failure control recovery system
(PFCRS).

ES estimation error of the feedback variable Q(t) or Qgen(t)
of the SC increases. At the moment of detecting the fault,
the covariance of the sensor in the ES system is changed,
and it recovers its estimate. However, this change is not
instantaneous and takes a short time, depending on the MG
dynamics and the fault. Therefore, until the approximate
estimate value is recovered, it is feedback to the SC. This
erroneous estimation can cause problematic dynamics for the
secondary control (SC) and produce a cascade effect for the
primary control (PC).

At this point, it is vital to consider the time taken by the
FDS to detect the fault and the ES to recover the correct
estimate after the fault. The idea of the Controller and Post
Failure Control Recovery System (PFCRS) is to open the
control loop during the time it takes to recover the ES and
use the last value of the control action applied to the PC.
After the ES stabilizes with the estimated value of the vari-
able, the PFCRS system closes the control loop and returns
to the normal operating condition of the controller. Figure 6
shows the scheme proposed for PFCRS and the secondary
control strategy.

Figure 7 shows a detailed schematic diagram of the
PFCRS. This scheme consists of a monostable, a memory,
a delay, and a couple of commutation systems. The monos-
table generates a signal that opens the control loop during
the time the ES requires to recover after the fault. The delay
and the memory take the control action or the output of the
controller a time 7; before the fault occurrence and fixes it
to the controller’s output during the period where the control
operates in open loop. This action is carried out until the time
tm passes, and the control loop is closed again, guaranteeing
that the ES has recovered the variable estimate. The times ¢,
and 7,4 are considered tuning parameters of the PFCRS. The
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FIGURE 8. Test system single-line diagram of simulation studies.

TABLE 8. Power system parameters.

Symbology Variable Value Unit
Ve DC Voltage 650 vV
Ve AC Voltage 220 14
f Frequency 60 Hz
F, PWM carrier frequency 33 f Hz
Ry Resistance 0.001 Ohms
Capacitance 2.65 UF
W
I Inductance 4 mH
pw

times 1, and ¢ should be greater than the time it takes for the
ES to recover the value of the estimate and the time the FDS
takes to detect the fault, respectively.

The scheme presented here can be easily adapted to many
other power plants. In addition, this scheme can be easily
adapted to hybrid energy systems in the presence of faults
to preserve the stability of the MGs, reliability, and the main
performance objectives, thus guaranteeing power quality for
the users.

VI. CASE STUDY AND SIMULATION RESULTS

The performance of the proposed scheme was tested for
different case studies of malicious and non-malicious faults
through digital simulation in the MATLAB/Simulink/Sim
Power Systems environment. For this purpose, a simple
double-loop LC was implemented, requiring a smaller control
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TABLE 9. Sensor fault tolerant control parameters.

Symbology Value Unit
Bwaata 60 u
Bwp, 250 u
Bw, 10 u
Im 0.08 S
] 0.04 s
K, 6 u
Ty 0.002 S

Ry [2,8, 103, 14] [kVar, A, pu, A]

Rt [1e100, 8,107, 14]  [Var A, pu, A]

and processing effort. The DG units have a double loop
(current and voltage) architecture.

The primary and secondary levels are based on PI and
PID controllers. In contrast, secondary control was estab-
lished with a power control loop as a centralized control
protocol. The hierarchical control system, just like the FTCS
scheme, was implemented for its validation in the 220 V
low voltage network of the MG proposed in [32] in an iso-
lated manner (Table 8 and Fig.8). For this purpose, it was
complemented with distributed generation sources in cascade
topology configured for a master/slave control system. The
Grid-forming VSC connected in cascade consists of three
single-phase inverters (in wye connection) synchronized
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FIGURE 9. Fault detection system responses during voltage sensor fault (partial output).
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FIGURE 11. Sensor fault tolerant control system responses during secondary voltage sensor fault.

to establish the three-phase voltage conversion of the If the proposed fault-tolerant method cannot operate under
isolated MG. a specific type of fault occurring in the secondary control
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measurement system, it would set up a fixed reference on
the LC, changing the hierarchical configuration to a local
structure. The hierarchical control objective would be lost
with this mode of operation, but at least the MG would remain
in operation.

For this study, the FTCS is designed based on the Q7
estimation for voltage control. The FTCS design is validated
in this section by estimating the variable controlled by the
SC using all the information from the MG and the PC as
voltage and current. This case is one of the most dynamically
sensitive, where the effect of the voltage and current sensor
fault associated with secondary control is reflected in this
variable. However, it should be emphasized that the scheme
proposed and subject to validation in this case of study can
be implemented on the voltage or current measurement esti-
mation, independently of the secondary or primary control
system implemented.

The Anxn, Bnxr» Cmxn, Dmxr State matrices necessary
for the FDS and ES design were obtained using the
dynamic identification method developed in [44] and [45].
Table 9 shows the parameters of the FDS, ES, and PFCRS
systems:

Events (E;): E1 = {0 <t < 0.2s : teR}: Initially, the DG
source units connected to the MG are in their initial transient
stage. E» = {0.2s <t < 0.6s : teR}: The FTCS is under
normal operating conditions. E3 = {0.6s <t < 1.3s:teR}:
The FTCS operates under voltage sensor fault conditions as
described in section III. The fault event under study appears
att = 0.6s. E4 = {0.8s <t < 1.3s : teR}: The FTCS
operates under fault conditions, and a load disturbance was
generated at t = 0.8 s.

According to the sequence of events shown in the previous
paragraph, the following sections will test the fault tolerance
proposal for different case studies based on non-malicious
and malicious faults on the measurements of the voltage
sensor corresponding to the SC.

As seen in the following sub-sections, the FTCS operates in
normal operating and fault conditions, and in the worst case,
with performance degradation. A good system model is cru-
cial in designing such a strategy. After automatically recon-
figuring the estimator based on the KF, due to the proposed
fault-tolerant structure and its low computational cost, this
model may be implemented in realistic environments for any
level of primary, secondary, or tertiary closed-loop control.
The KF chosen for the design of the ES enabled reducing
the effect of measurement noise, additive disturbances, and
uncertainty of the identified model, thus achieving an accept-
able estimation for variable Q.

A. RESPONSE OF PROPOSED FTCS TO

NON-MALICIOUS FAULTS

In this section, the proposed FTCS strategy was subject to
non-malicious fault events described in section I1I to validate
the proposed method’s effectiveness. First, the system was
subject to a fault of type ‘“‘partial output” (abrupt). In the
second case, it was subject to a fault of type “fixed output,”
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and in the third case, the system was subject to a fault of type
“sensor with no output’ (abrupt).

Fig.9 shows the dynamic behavior of the FDS for a fault
event of type partial output. The figure shows dynamic signals
such as the mean, the residual generated, the thresholds, and
the fault flag. When the waveform of the mean exceeds one of
the thresholds generated, it automatically raises the fault flag
at 0.607 s. The fault flag is raised after a short time instant of
0.007 s obtained between the fault event’s occurrence and its
detection.

Fig.10 (a) and (b) represent the comparison between actual
and estimated values of Q" and the dynamic effect produced
on the Voltage Unbalance Factor (VUF) together with the
control action of the SC, respectively. In addition, the behav-
ior of the estimate of variable O is compared with the actual
and measured values (Fig.10 (a)). It can be seen in this figure
the response time (0.072 s) of the estimator (ES stabilization
time) until recovering a value approximately equal to the
actual value of Q. This is the time considered by the PFCRS
scheme to maintain the open-loop control, and after a time
larger than 0.072 s passes, the control loop is closed again
(Fig.10 (b)). The VUF value never exceeds 2.5%.

The MG voltage waveforms (actual and RMS value per
phase) in the critical bus, before and after the compensation,
are shown in Fig.11. As shown in this figure, the voltage
unbalance is effectively compensated after the occurrence
of the fault. The SFTC detects, isolates, reconfigures, and
recovers the centralized SC of the MG and the distributed
generation sources electronically coupled in cascade after the
fault.

Fig.12 shows the dynamic behavior of the same signals
as the previous figures, but this time for a fault of the fixed
output type. It is seen in this figure that when the waveform
of the mean exceeds the thresholds, the fault flag is raised
at 0.817 s. Given that the fault event was generated at 0.6 s,
it seems the system takes 0.217 s to detect the fault, which
is quite large compared with the previous case, which was
0.007 s. However, it has to be taken into account that this
is a fault in which the measurement has a fixed value corre-
sponding to the last instant before the occurrence of the fault
event.

In this case, if the MG does not change its operation
state until there is a load disturbance, the value of the faulty
sensor is different from the actual state of the MG but not
enough for the mean of the residue to exceed the thresholds.
Therefore, the SC will maintain the correct control action
(Fig.13 (b)) until there is a load disturbance. This happens
at 0.8s, where the value of the actual state of the MG (the
remaining variables used for estimating QO change) differs
from the fixed value established by the fault, and the fault is
detected. The fault flag is raised after a short time instant of
0.017 s, obtained between the moment the load event occurs
and the fault detection.

Fig.13 (a) and (b), like Fig.10, represent the comparison
between actual and estimated values, the dynamic effect pro-
duced on the VUF, and the control action. The response time
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FIGURE 12. Fault detection system responses during voltage sensor fault (fixed output).

of the estimator until recovering a value approximately equal
to the actual value of O is about 0.1 s. The VUF value is at
most 2.5%.

Fig.14 shows the MG voltage waveforms in the critical bus.
As can be noted, the voltage unbalance is effectively compen-
sated after the occurrence of the fault, as in the previous case.

Now the FTCS scheme is subject to a sensitivity
considering a fault of type ‘“sensor without output.”
Figures 15, 16, and 17 similarly show the effectiveness of the
scheme proposed in this work. It is seen that the fault flag is
raised at 0.607s for a response time of the FDS of 0.007 s,
a response time of the estimator of 0.09 s, and a transient
peak value of the VUF (at the moment of the fault) below
3%. Fig.17 similarly shows the MG voltage waveforms in
the critical bus and the voltage unbalance when the fault
occurs.

B. RESPONSE OF PROPOSED FTCS TO MALICIOUS ATTACK
To continue evaluating the performance of the SFTC, the
system was subject to the impact of malicious fault events,
similarly described in section III. First, it is sought to show
the performance of the SFTC for an attack of type “‘ramp”
(Fig.18, Fig.19, and Fig.20) and of type ‘‘random” (Fig.21,
Fig.22, and Fig.23). As soon as the fault appears, the proposed
control method quickly reestablishes the value of QF, the
secondary control action, and the voltage. The following
table shows the numeric values of the variables under study
corresponding to type ramp and random faults.

Finally, as can be seen in Fig.20 and Fig.23, the MG voltage
waveforms in the critical bus effectively maintain the voltage
unbalance after the occurrence of the fault, similar to all
sensitivities of previous faults.

The proposed methodology for SFTC design presents
excellent behavior regarding the detection, error manage-
ment, isolation, and reconfiguration of the centralized HCS
of the MG and the distributed generation sources coupled
electronically in cascade. In addition, the performance of the
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TABLE 10. Sensor fault tolerant control parameters.

Fault Variable Value
Fault flag time 0.633 s
FDS - fault detection time 0.033s
Ramp
attack ES stabilization time 0.163 s
VUF peak value 2.32%
Fault flag time 0.607 s
FDS - fault detection time 0.007 s
Random
attack ES stabilization time 0.157s
VUF peak value 246%
TABLE 11. Performance parameters comparison for faults.
Fault . VUF
mode | EO) 6O Mew 60 e o
RP 0.072  0.0058  0.961  0.038 0.2 0.9
PO 0.072 0.007 0954  0.027 0.2 0.982
WO 0.09 0.007 1.07 0.038 0.3 0.974
RMA 0.163 0.033 0.94 0.060 0.2 0.935
RNA 0.157 0.007 0.933  0.030 0.5 0.919

proposed SFTC control loop has an average stabilization time
of 0.003 s.

C. FAULT-TOLERANT CONTROL PERFORMANCE

Table 11 summarizes the performance metrics and dynamics
for the proposed fault tolerance methodology (unnormalized
data). Fig.24 shows a bar chart with the normalized metrics
(0-1): observer settling time (7.), fault detection time (),
maximum (voltage) overshoot (M),), hierarchical control set-
tling (voltage) time (f), steady state error (e) and the VUF.
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FIGURE 15. Fault detection system responses during voltage sensor fault (Sensor without output).

These performance indicators are also compared under
the different proposed sensing faults concerning the system’s

The normalization was performed considering the degraded
performance state as the base value.
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FIGURE 18. Fault detection system responses during voltage sensor fault (Ramp attack).

normal operation and the degraded performance state, respec- the required performance state (RP) by the control system.
tively (Fig.25 and Fig.26). Fig.25 is normalized, considering Then the degraded performance state is established as a basis.
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As seen in the metrics, the most critical value found is
the Mp, which in the case of the sensor fault without output,

58094

reaches the limit of the performance required by the system.
However, in none of the cases, this parameter crosses the
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degraded performance; additionally, the settling time after the

t d (pu)

= Without output  ®Ramp attack ®Random attack ® Required performance

i¢ .&u.l..

M_p (pu)

perturbation is small (0.038 s).
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TABLE 12. Performance parameters comparison for other proposals.

Fault mode  #4(s) M,(u) £ (s) e (%)
Current 4007 0954 0027 02
proposal
[15] 0.03 1.013 0.5 0.45
[13] - 1.000 0.15 0.1
[14] 01 1008 02 0.1

On the other hand, Table 12 shows the performance
indicators in comparison with different strategies. Finally,
in Fig. 26, the performance of the proposed methodol-
ogy is compared through three leading indicators equally
normalized (0-1). It should be noted that most of the met-
rics of the proposals were taken based on the graphical
results shown by the authors; therefore, they are referential
values.

t_s (pu) error (pu) VUF (pu)
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The previous results were obtained on a Workstation with
the following performance: CPU Intel(R) Xeon(R) E-2276M
CPU@ 2.80GHz, memory EEC - 64.0 GB to 2667 MHz, disk
SAMSUNG MZVLB2TOHALB-000L7, and GPU NVIDIA
Quadro T2000 with 4.0 GB and 35.9 GB GPU memory
total.
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FIGURE 27. Normalized performance parameters for other proposals.

VIl. CONCLUSION

With the excellent performance of the two-level central-
ized, hierarchical control system, it was possible to establish
a methodology with simplicity, low processing effort, fast
response, and robustness. The proposed approach was able to
reconstruct the voltage sensor signal to ensure the robustness
of the control during voltage variations, voltage unbalances,
and power variables under consideration. It isolated and han-
dled the fault, reconfigured the control law, and operated
the DGs under different malfunction conditions in the sec-
ondary control measurement system. This method enables
the controller to automatically return to its nominal operating
situation once the fault is corrected.

The FTCS ensures the continuity of the secondary P/Q
control action for guaranteeing the precise generation of
pulse-width modulated (PWM) signals in the PC. In this
way, the FTCS control prevents the activation of the protec-
tion devices that can lead to the DGs or the isolated MG
being turned off (blackout). In addition, it guarantees the
safe and reliable operation of the hierarchical control system
and the MG, mitigating the impact of faults and errors due
to malicious cyberattacks on the sensor associated with the
secondary control loop. Other fault events or attacks that
involve multiple sensors can be considered. The proposed
model will be replicated and implemented for various real
case studies in future work.
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