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ABSTRACT The Internet of Things (IoT) aims to efficiently connect various entities, including humans,
machines, smart devices, physical environments, and others, so they can communicate and exchange data
in real time. However, due to the massive amount of data transferred, the presence of devices with limited
resources, heterogeneity, and mobility support would make it difficult to create a robust network with respect
to performance in an IoT context. In order to efficiently disseminate the enormous volume of automated data,
NamedData Networking (NDN), a viable networking design for the future Internet, has been proposed. NDN
has shown great potential for IoT because it has built-in support for naming, caching, mobility, and security.
Forwarding strategies play an important role in the successful deployment of NDN-based IoT. In this article,
we introduce NDN-based IoT forwarding emphasizing on IoT characteristics and requirements. We classify
NDN-based IoT forwarding strategies and then discuss in detail certain exemplary schemes. Additionally,
we compare several aspects of current forwarding methods that are now in use, including the types of
forwarding strategy, particular issues, type of solution, assessmentmetrics, and simulation platform.Wewrap
up our contribution by outlining the major open research issues that can guide future investigations in this
area. We anticipate that this survey will help the community of NDN-based IoT researchers’ understanding
of forwarding strategies in IoT environments.

INDEX TERMS Forwarding strategy, IoT, NDN, ICN, CCN.

I. INTRODUCTION
Information-Centric Networking (ICN)/ NDN can also be
seen as one of the technologies that will enable the Internet
of Things (IoT), a network of billions of connected devices
where content distribution will be a major issue [1], [2], [3].
However, in an IoT environment, where information is sent
between end-to-end hosts, content distribution is reliant on
the TCP/IP architecture. The host-centric Internet paradigm
poses problems as a result of the exponential growth in
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heterogeneous devices and the massive transfer data in the
IoT system [4], [5]. For effective data dissemination through-
out the Internet, factors like mobility, scalability, network
management, and security are paramount [6], [7], [8].

In NDN, the data consumer or receiving end, controls every
communication. A customer sends the network an Interest
with an identifying name, as shown in Figure 1, in order
to get the desired material. This name is used by routers to
send the Interest to the producer(s) [9], [10], [11]. Once the
Interest reaches a node on the forwarding path which has
the requested Data, that is, the Interest packet name matches
the Data packet name or the Data name prefix, the router
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FIGURE 1. Processing the packet in NDN communication [12].

will retrieve the Data that includes the name and the content,
as well as a signature made with the producer’s key. This Data
travels in the opposite direction of the Interest to return to the
asking customer [12], [13], [14].

Different from IP, typical multicast suppression techniques
in NDN allow many routers to take advantage of the same
information to share transmissions over a broadcast medium
since both Interest/Data can uniquely identify the content
being sent. As a result, as compared to IP, NDN must entail
a significant re-engineering of the router’s forwarding plane,
which deploys three tables: the Forwarding Information Base
(FIB), the Pending Interest Table (PIT), and the Content Store
(CS). Among them, CSmaintains the forwarding information
for Interests to enable effective packet forwarding, PIT
monitors the Interest passed upstream to assure the return of
the Data, and FIB caches the packet buffers to support in-
network caching.

Due to unstable and constrained wireless links, mesh
networks have problems with packet forwarding and content
distribution. The main components of the NDN design are
the End-to-End principle, plane separation of routing and
forwarding, stateful forwarding, integrated security, and user
choice enabler. The NDN is made safe for communication
through the establishment of a trust anchor and a practical
trust management solution. The producer signature function,
which is pre-installed in data packets, ensures the confi-
dentiality and security of the messages. If an application
needs in-order INTEREST delivery, we must discover a
forwarding mechanism that will successfully shield it from
packet loss and congestion. A new network forwarding
plane created by the NDN paradigm can effectively avoid
failure links, avoid prefix hijackers, and use multipath to
reduce congestion. Large-scale forwarding tables, per-packet
DATA status updates, and quick, variable-length, hierarchical
name-based lookups are all necessary for NDN. Scalable
packet forwarding continues to be a difficult topic. The
three main features of NDN forwarding are quick name
lookup, intelligent forwarding strategies (preferred route),
and caching rules. The classification and in-depth discussion
of NDN-based IoT forwarding methods can be found in a few
review papers, though. A thorough survey is now required
due to the significance of forwarding in NDN-based IoT and
the large number of forwarding solutions that are currently
accessible. This study’s objectives are to present a thorough

overview, make comparisons, and pinpoint some potential
research topics. Below is a summary of the paper’s overall
message and its main contributions.

• First, a general overview of NDN in an IoT environment,
IoT characteristics and requirements, NDN architecture,
and moving toward an NDN-based IoT, are given.

• Additionally, a full and in-depth survey study of IoT
improvement based onNDN forwardingmethod, as well
as an overview of NDN forwarding strategies with new
taxonomy, is provided.

• Then, a thorough evaluation of the available solutions
in the literature is offered with regard to a variety
of factors, including forwarding strategies, evaluation
metrics, specifics problem, and simulation platform.

• Open issues and important challenges in the area are
identified, and discussion is held regarding how to solve
them.

II. IoT AND NDN
Designing a network architecture which connects a sizable
ecosystem, where elements may be resource-constrained,
mobile, and/or have highly varied traffic patterns, provides
significant issues. Among the needs that IoT must satisfy are
agile network design and management, security, scalability,
robustness, and reliability [15], [16]. When deploying the
IoT, NDN functionalities offer a number of benefits. For
instance, the majority of IoT apps do not demand that two
devices establish end-to-end connectivity. Instead, they rely
on locating the content and extracting it [17]. We believe
that NDN can solve a number of IoT requirements by
directly controlling a number of functionalities (naming, data
aggregation, security, etc.) at the network layer due to its
inherent features [18], [19], [20].

A. INTERNET OF THINGS
The Internet of Things (IoT) has created several opportunities
for managing many applications in the future in a more
effective, simple, and intelligent manner. Connecting any
device in our environment to the Internet and enabling
intelligent features on it, is the fundamental tenet of the
IoT [21], [22]. Multiple technologies are combined to let
actuators and sensors to sense and gather useful information,
communicate and cooperate, deliver smart data analysis, and
make decisions without human involvement. However, it has
also made it more difficult to achieve various goals, such as
universal access, improved scalability, increased robustness,
and unquestionably increased security [23], [24], [25].

1) IoT CHARACTERISTICS
Internet of things are dependent on the following characteris-
tics, what were published in [26], [27], [28], [29], and [30].

a: SENSING
Numerous IoT application cases, including healthcare, smart
mobile devices, climate monitoring, industrial control, etc.,
can make use of the sensing features. Sensors enable the
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device to communicate with the outside world and humans by
measuring environmental characteristics in a context-aware
manner.

b: OBJECT-RELATED SERVICES
IoT offers object-related services by taking into account a
device’s restrictions, such as privacy and semantic integrity,
between actual objects and the virtual objects that go along
with them.

c: HETEROGENEITY
IoT is enabled by a variety of hardware platforms and
operating systems. In order to enable seamless data flow, this
complex ecosystem must permit connections across diverse
devices and services.

d: DYNAMIC CHANGES
IoT devices have dynamically changing statuses, such as
location, speed, sleeping and awakening, connectedness, and
others. As a result, the number of devices may fluctuate.

e: LARGE SCALE
The number of IoT devices is growing while they need to
be maintained, and there will be orders of magnitude more
communication interactions than there are now with IoT
devices connected to the current Internet.

f: SAFETY AND SECURITY
Since IoT devices may have an impact on the physical
world; safety is one of the most crucial factors that must be
taken into account. Additionally, security procedures must be
developed that can extend across nodes, networks, and the
data transferred across them in order to secure them.

g: CONNECTIVITY
IoT enables network compatibility and accessibility. Compat-
ibility grants everyone the same ability to consume and create
data, whereas accessibility requires joining a network.

2) IoT REQUIREMENTS
The components of the proposed IoT architecture must
take into account a number of requirements due to
the resource constraints of linked IoT devices and the
unreliability of their communication methods, as reported
by [26], [28], [31], [16], and [30].

a: NAMING
Every node, with generated data, as well as its offered
services, must be given a distinct name in order for
IoT designs to be widely used. Considering the dynamic
characteristics of IoT networks, such a naming scheme
must be durable (mobility, failures, energy depletion, etc.).
Additionally, it needs to be brief in order to account for the
limitations of storage, communication, and processing. The

naming scheme should also be comprehensive in order to
reflect the complexity of IoT contexts.

b: SECURITY AND PRIVACY
Security becomes a significant concern since IoT nodes
make associated physical items accessible over the Internet.
IoT systems do, in fact, encompass crucial infrastructures,
such as electricity and industrial systems, as well as crucial
data from smart healthcare systems that directly affect
human lives. This emphasizes how important security and
privacy are in IoT situations. In fact, failure to safeguard
and secure IoT devices could delay or even prohibit
adoption.

c: SCALABILITY
The proposed IoT architectures must employ dependable and
adaptable methods that can handle the massive increase in
generated data traffic, while scalingwith the number of linked
devices.

d: LIGHTWEIGHT DESIGN AND ENERGY EFFICIENCY
The computing, bandwidth, memory, energy, and storage
capabilities of the nodes that make up the IoT environment
vary greatly. As a result, it is necessary to develop lightweight
proposals and algorithms that can operate under these
constraints in order to protect network resources and increase
network lifetime.

e: STORAGE AND CACHING
The caching techniques help IoT networks improve depend-
ability, data availability, and response time while reducing
latency. Additionally, storage resources might be needed
for medium term and larger information collecting, with
pre-selected network storage nodes chosen to minimize
computational and administrative overheads.

f: SUPPORT FOR MOBILITY AND QUALITY OF SERVICES
IoT architectures must enable connection failures, Qual-
ity of Service (QoS), and mobility in such diverse net-
works in addition to being able to provide depend-
able data transmission in both ad hoc and infrastructure
modes [17].

g: DATA AVAILABILITY
In the existing TCP/IP-based architecture, anytime a node
switches from one place to another, information that was
previously considered to be available is no longer available.
The same occurs when a device’s battery runs out and it is
unable to transmit data. Additionally, a Denial of Service
(DoS) assault prevents Internet users from receiving data
at once. DoS happens as a result of the inability of the
current Internet architecture to examine or inspect data in
response to requests made during data transmission. As a
result, techniques like in-network caching are necessary to
ensure that information is always available.
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B. NDN
Named Data Networking (NDN) is a new paradigm for
the future generation of the Internet, making an effort
to view network contents as first-class entities instead of
being restricted to a supplementary device or location.
This indicates that NDN changes the focus from the
endpoint to the data or information, in contrast to the
conventional host-centric Internet, that employs IP addresses
to establish connections among the endpoints involved in
information exchange. The network nodes in the NDN
architecture treat each piece of data and each packet as a
unique, self-employing data unit that has a persistent, self-
authenticating, and location-independent name. Consumers
can access content by name directly, disregarding the IP
address and location of the producer [32], [33]. Because
its straightforward communication style, and native support
for, in-network caching, simpler data sharing, scalability,
and security, NDN shifts the host-centric model to ICN,
that implies many benefits to IoT [34]. Content centric
networking (CCN) focuses on content rather than providing
endpoints with communication channels [35], [36], [37].

NDN uses public-key cryptography to assure security,
just like other ICN methods [38]. Each entity in a NDN
environment has the same name along with a cryptographic
key, and anything over an NDN is thought of as an entity.
Each name becomes an identity once it has received an NDN
certificate. In addition to digital keys, NDN also employs the
trust policy and NDN certificate methods for content security
[39]. Identity reliability is determined by the application in
terms of trust policy. Additionally, producers decide on the
names for data packets, and consumers will only receive data
packets with the correct name formats. Using interest packets,
the NDN certificate approach retrieves NDN certificate data
packets that contain public key information [40], [41].

FIGURE 2. Organization of this paper.

1) NDN ARCHITECTURE
The concept of CCN is the foundation of the data-oriented
networking paradigm known as NDN. Numerous problems

FIGURE 3. NDN and IP hourglass architectures [44].

with the present IP connection-oriented paradigm, such
as network load distribution, IP depletion, and network
overhead, are addressed by this architecture [42], [43].
As depicted in Figure 3, NDN’s goal is to restructure the IP
stack by leveraging multiple networking technologies below
the waist to connect named data in place of the IP hourglass’s
waist [44], [45]. However, NDN may directly use some IP
services like Domain Name Service (DNS) and inter-domain
routing rules. NDN can be somewhat changed and adapted
to using IP routing protocols such Open Shortest Path First
(OSPF) and Border Gateway Protocol (BGP) [46], [47]. The
strategy layer makes the best use of resources by choosing
a link in a multi-homed device, for example. In accordance
with the limitations of the access network and the needs of
the application, it also enables the specification of various
transport and forwarding services [48], [49]. The name data is
subject to the security features handled by the security layer.
Next, we’ll briefly go over some of the fundamental elements
of NDN architecture [42], [46], [50].

a: PACKETS
Receivers, or data consumers, drive communication in NDN
through the exchange of two packet types: Interest and Data.
Each type of packet has a name that designates the specific
data that can be sent in the packet, as depicted in Figure 4.

FIGURE 4. Packet format for NDN [43].
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• Interest: A user creates an Interest packet and transmits
it to the network with the name of a desired piece of data.
This name is used by routers to send the Interest to the data
producer(s).

•Data:When the Interest reaches a nodewith the requested
data, the node will send back a Data packet that includes the
name and content as well as a signature from the producer’s
key that ties the two together [51]. This data packet travels
backwards along the route taken by the Interest to contact the
asking customer [42], [52].

b: CONTENT NAMING
Despite the fact that researchers have proposed several
ICN naming systems, names in NDN are hierarchical and
resemble URLs [53]. The names do not refer to any particular
place, and even the first part does not have to be readable by
people. It implies that name space will be unlimited and that
users and apps would need to be aware of their needs [54]. All
material in NDN must have a name and can only be accessed
using that name. The network will return the information that
matches the user’s chosen name when the user does prefix
searching [55], [56].

c: CS
Content Store is one of the three basic components of network
devices in NDN that handle Interest and Data packets. For
named content, the CS is a sizable temporary storage facility
akin to modern web cache servers [57]. When a router or
node in NDN receives an Interest, it first checks its CS to
see if there is a match; if so, the Interest is satisfied. In order
to reduce response time and load, this means that each node
in the NDN network handles a saved copy of that Data in
network caching or CS, to satisfy any upcoming interest in
the same content [58]. By using this process, the network’s
most well-liked content will spread to other nodes, improving
network performance. ICN employs a number of tactics and
replacement guidelines for specified information that has
been cached to enhance data delivery [59].

d: PIT
This stores or keeps track of the record of content names
and incoming faces, records all Interest packets that have
been transmitted by the node or router, but have not yet been
satisfied. As was previously mentioned, when a node receives
an Interest packet, it first checks its CS to see if it has the
necessary data. If not, the node or router creates an entry in
the PIT with the content name of the Interest and the face
identifier, and then forwards the Interest to the FIB table
for additional processing. The face identification and content
name saved in the PIT will eventually be utilized to transmit
the Data packet utilizing the entry. It denotes that the entry of
PIT will be dropped and the Data packet takes the alternative
route to reach the intended node. Data packets that have not
yet been entered into the PIT will be deemed unsolicited and
dropped [60], [61].

e: FIB
The same name-prefix is used to forward the Interest packet
through a table called the Forwarding Information Base
(FIB), which also stores information about subsequent hops.
In order to forward the Interest packet to the proper sources of
data, FIB translates the output faces to the information names.
The FIB can be updated using name-prefix depending on the
routing protocols to ensure that precise information about the
location of the requested data and the path that it will follow to
get there is available [62], [63]. A list of upcoming hops and
a name prefix make up each FIB entry. Routers can forward
Interest packets to one or more hops in accordance with their
forwarding strategies, thus providing a multipath forwarding
scheme [46], [64], [65].

The fundamental NDN forwarding scheme for NDN nodes
first examines its local content store after receiving an Interest
packet. The data is therefore transmitted over the incoming
face if the requested data is present in the CS. If not, the PIT
entries are compared to the content prefix. The router adds the
incoming interface of this Interest to the existing PIT entry
if the content prefix is present in the PIT. A new entry will
be added to the PIT and the node will transmit the Interest
packet to all interfaces indicated in the FIB match, if the
name in the PIT does not match. The node that has a copy
of the requested data returns a Data packet with the requested
content once the Interest has reached it. A router examines its
local cache after receiving the Data packet. The information
will be disregarded and deleted if it has already been stored.
In every other case, the data follows the breadcrumbs left in
the PIT to find the path back to the user, if a match is found in
the PIT. All downstream interfaces indicated in the matched
PIT entry are passed the Data. In addition to caching the Data
in the CS, the router then deletes the PIT record linked to
the Interest packet [66], [67]. The procedures involved in
processing Interest and Data packets across the NDN data
structures are summarized in Figure 5.

FIGURE 5. NDN interest and data processing [68].

2) TOWARDS NDN-BASED IoT
Depending on the application context, connected objects in
the IoT are expected to have high requirements, particularly
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in terms of QoS, mobility, and response time. NDN promises
to provide good assistance in these areas because of its built-
in characteristics. NDN can specifically take care of the
following IoT requirements [69], [70]:

a: QUALITY OF SERVICE (QoS)
In IoT networks based on NDN, QoS is ensured by utilizing
NDN’s in-network capabilities, such as caching techniques
and query aggregation, which serve to speed up response
times and lower the rate of packet loss for all types of network
traffic.

b: SCALABILITY
NDN can support IoT scalability through the network-level
naming mechanism and content routing based on these
names. Instead of providing a location, users can narrow
the scope of their inquiries by targeting their search terms
specifically, which helps to support the massive volume of
queries for connected objects.

c: ENERGY EFFICIENCY
By putting the information close to the consumer, NDN
caching strategies reduce the number of packets that must
be transmitted and prevent congestion in the IoT network,
allowing for energy savings.

d: SECURITY
NDN offers a crypto-signature, a secured object/name bind-
ing method, and enables the network and/or its components
to verify integrity, access control, and confidentiality locally
at the network layer, without the necessity for third-party
services, vastly facilitating secure content sharing between
many IoT nodes [71].

e: HETEROGENEITY
Due to NDN’s established naming rules, which enable
decoupling of the reception from transmitters, users can
search for data by name, regardless of the device it is being
hosted in or the routing service being used, thus overcoming
inherent problems associated with the highly heterogeneous
nature of the IoT ecosystem of gadgets.

III. NDN FORWARDING STRATEGIES
The optimum face to send an Interest through in NDN is
determined by a forwarding strategy, which may be based
on a routing protocol or on measures like link load and
availability. Network performance is enhanced by effective
forwarding, especially when it comes to services. Response
times can be sped up and the workload distributed among
service replicas by selecting the best face in the FIB for a
service name [68], [72].

In NDN, the NDN Forwarding Plane supports three
features: efficient caching processes, quick name lookup, and
inelegant forwarding strategies [73], [74], [75]. A forwarding
plane is logically made up of FIB, which is used to store all
the data related to forwarding rules, PIT that is used to store

pending interest requests, and CS that houses a packet data
cache [55], [76], [77].

Effective caching policies correspond to the CS because
it is a part of the content distribution process that supports
it. Intelligent forwarding strategies are designed to select
multiple outgoing interfaces by selecting the most efficient
interface; the network environment is also taken into
consideration when making this decision. Because NDN
packets do not carry source and destination addresses like IP
packets do, fast name search is a function that allows packets
to be forwarded on NDN by using a lookup process based on
the name of the content [78]. The forwarding approach is this
study’s main topic. The node’s forwarding strategy is used
to choose the appropriate face on the FIB table to forward
packets of Interest [79], [80].

Application namespace is used by NDN routers in place
of IP addresses to forward packets [81]. Routers use self-
learning mechanisms or routing algorithms to update and
publish their FIB entries [82]. In contrast to IP routers,
NDN routers employ stateful forwarding, which means that
they retain details about the requests they receive until
they are fulfilled or time out [83]. Interest packets are
forwarded using the forwarding technique in accordance
with the FIB entries, local measurements, or additional
per-namespace forwarding policies [45]. The destination
interfaces are likewise picked by the forwarding strategy.
Multi-path forwarding is another option that NDN routers
have to ensure priority, load balancing, and prevent broken
links. Only one Data packet can be included in each Interest
packet, and each response follows the same path as the related
request [84], [85], [86].

Broadcast: When a customer requests a certain piece
of data, NDN uses a straightforward multicasting strategy,
that is, the Interest packets are easily broadcasted to every
interface listed in the forwarding of the interest packet, which
is same as the required data name prefix, except for the
requesting interface. Similarly, the broadcast characteristics
of the wireless channel for data transfer enhances NDN
implementations in WSN environments [87]. Consumers can
simply broadcast their Interest in retrieving information in
any direction, whenever they need to. Until it reaches a
possible supplier, all nodes receiving this Interest packet
will broadcast it as well. By quickly locating the closest
cached copy without each node forwarding the Interest
packet’s continual update, it can address the intermittent
connectivity issue and short link duration. However, when
numerous nodes within the match transmission range dis-
cover an Interest packet, they all re-broadcast it [88]. This
is typically expensive, causes severe network redundancy,
packet collisions, congestion, significant, and a host of
other issues with data transmission, including the broadcast
storm problem, particularly in the case of dense networks.
Researchers improved the default NDN forwarding plane
as a result of these flaws to make it more compatible
with the wireless environment. One of the various methods
that have been investigated to stop the broadcast storm
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issue is finding the most suitable node to rebroadcast the
packet [89], [90], [80].

Deferred broadcast: Each node in a deferred broadcast
system listens to the channel while delaying rebroadcasting
the Interest packet for a set amount of time using a timer.
When a node detects a packet being broadcast by a high
priority neighbor, the deferred approach cancels a scheduled
transmission. The broadcast storm is eventually reduced
because only nodes with high priority engage in the Interest
packet or Data packet forwarding process, which lowers the
number of forwarding candidates and collision risks.

Unicast: Problems with broadcasting such packet dupli-
cation and collisions can reduce the network’s efficiency.
Only a small number of studies, however, supported uni-
casting throughout the content retrieval phase following the
discovery of the content source using broadcast mode. When
FIB cannot give forwarding direction, the goal of the content
discovery phase is to establish routes among the customer and
the content provider. Future requests are forwarded through
unicast on the found pathways following the discovery phase.
According to the FIB’s criteria, intermediate nodes in the
found path advance the Interest toward a single neighbor. As a
result, each node only executes one interest communication.

FIGURE 6. NDN forwarding strategies.

IV. TAXONOMY OF THE NDN FORWARDING
STRATEGIES FOR IoT
A major problem with IoT networks is forwarding, and
forwarding protocols are thought to be the primary cause
of route discovery and maintenance. In this section, this
paper looks at and provides a taxonomy of the many NDN-
based IoT solutions (Figure 6) that have been put forth
in the literature [50]. In adaptive forwarding, the Data
packet’s optimum route is found and used to send data
efficiently and with the lowest amount of delay. The position
data of nearby nodes or destination nodes are used in
location-based forwarding to increase the effectiveness of

forward search. Name based forwarding allows overriding
the forwarding table and defining the outgoing or egress
interface in accordance with particular criteria, such as
the names of the consumer and producer or the kind of
traffic. Interest and data packets are aware of a variety of
factors in aware forwarding, including the next hop, neighbor
nodes, and the network, the context in which the packet
is communicating, which includes location, energy, and
provider nodes. Meanwhile, heuristic based forwarding finds
a better, albeit not necessarily optimal, route to a destination
by employing particular methods. The software running on
networking electronics can determine a different route to
the desired destination via an alternative open path when a
disruption in network topology occurs.

A. ADAPTIVE-BASED FORWARDING
A table providing a brief summary of all the adaptive-based
forwarding strategies reviewed in this paper is presented in
Table 1 and their detailed description are as follows.

In [91], the researcher propose the Learning-based Adap-
tive Forwarding Strategy (LAFS) as a forwarding strategy for
NDN-based IoT networks. LAFS improves the performance
of network when reducing resource consumption. The
suggested technique depends on the learning process which
offers the essential knowledge for network nodes to interact
intelligently, and provide a lightweight and adaptable for-
warding mechanism that is well suitable to IoT contexts. The
LAFS protocol can be simulated in ndnSIM and evaluated by
comparing to current NDN forwarding techniques. However,
the proposed strategy has heavy bandwidth cost.

For the purpose of forwarding emergency events traffic of a
NDN-based IoT healthcare network, Saxena and Raychoud-
hury [92] suggested an adaptive forwarding approach, named
Cdf. In this research used three context parameters: prefix
forwarding status, signal quality, and packet type, which are
integrated and calculated as part of the forwarding process
using the Cdf approach.Whether a packet is for an emergency
event or a regular packet, the packet type indicates the sort
of traffic. The Signal-to-Noise Ratio (SNR) can be used
to determine resource availability by comparing the signal
quality (low or high). Prefix forwarding status is provided
for every forwarding of the Interest packet entry for each
interface, and provides three status values (i.e., bad, good,
or average) for representing link performance, according to
Round-Trip-Time (RTT) for the specific forwarding Interest
packet entry. The values of these parameters act as condition
attributes for the execution of the related rule and the Cdf
forwarding decision. In order to forward emergency event
traffic, the authors set up a number of requirements based
on the attribute values, such as sending emergency traffic to
all interfaces with reasonable RTT regardless of the signal
quality. This study used Sent Data, Sent Interests, Remaining
energy, Hop count, Success rate and Retrieval time as a
evaluation matrices for comparing to another NDN forward
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TABLE 1. Forwarding strategy based on adaptive.

strategy. However, the drawback of this study is Increase
overhead of exchanged packets

A Markov Decision Process (MDP) based scheduler
for the forwarding technique was proposed by Muralidha-
ran et al. [93], [94], which takes into account the type of
interest or requested message. The based scheduler satisfies
the delay requirements by selecting good interfaces having
low RTT values to fetch Data in accordance with the
traffic information it has acquired. The forwarding strategy
in [95] is likewise an MDP-based forwarding strategy
that uses a comparable methodology to move Interests to
the optimal interfaces in order to enhance QoS in NDN.
The majority of IoT applications, however, require delay-
tolerance, which was not taken into account. In order to
overcome this problem, Muralidharan et al. in this research,
the traffic Interests are divided into three categories: query-
based traffic with medium priority, event-based traffic with
low delay requirements, and periodic traffic without any
latency requirements. The namespace contains the Interest
packet type. The IoT traffic type, channel condition, delay
precondition factor, and RTT are all taken into consideration
by the scheduler when estimating the state transition proba-
bilities. The scheduler adjusts the interface ranking, or applies

the forwarding decision, for each message that is received.
The MDP strategy was simulated in matlab and evaluation
matrices used for this study are Packet type, prefix forwarding
status and signal quality for comparing to another NDN
forward strategy. However, the limitation of this strategy is
mobility, because it is assumed that IoT devices are fixed.

An adaptive forwarding-based forwarding technique
which tackles the problems of mobility and data availability
is called adaptive forwarding based link recovery for mobility
support (AFIRM) by Meddeb et al. in [96]. For NDN
architecture, AFIRM is a completely distributed, adaptable,
and content-driven algorithm. The packet loss brought on by
the producers’ motion is decreased by AFIRM. The AFIRM
strategy was simulated in OMNET++ and evaluation
matrices used for this study are Link recovery, routing and
signaling for comparing to another NDN forward strategy.
However, the drawback of this study is Network overhead.

Gündogan et al. in [97] propose HoP-and-Pull (HoPP),
a reliable publish-subscribe method for common IoT situa-
tions that focuses on intermittently connected IoT networks
made up of hundreds of resource-constrained devices.
This method keeps the number of FIB to a minimum
and provides reactivity in close to real time, mobility,
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TABLE 2. Forwarding strategy based on location.

temporary network splitting, and data aggregation by default.
With a variety of limited devices connected through IEEE
802.15.4 wireless LoWPANs on the IoT-Lab testbed, the
protocol in a real-world deployment was experimentally
assessed. Implementations facilitated experiments utilizing
various single-hop and multi-hop situations built on CCNlite
with RIOT, and the evaluation matrices used for this
study are Performed well in the majority of experiments,
robust, and resilient for comparing to another NDN for-
ward strategy. However, the limitation of this strategy is
latency.

Meanwhile, Abane et al. in [98] proposed an NDN-based
low-end IoT forwarding approach that uses a reinforcement
learning method to alter a forwarder node’s waiting period
before broadcasting the Interest packet. The protocol does not
require any extra packets or data structures as a result, with
the exception of a cost field which is loaded in both Interest
and Data packets, and this indicates a node’s distance from
eligibility and the provider to send an Interest packet. This
suggested approach uses a reinforcement learning algorithm
at each forwarding node, that necessitates a large amount of
processing power tomaintain thismachine learning algorithm
(at every packet exchange). As a result, this strategy is
not suggested for IoT devices with minimal processing
capabilities. The R-LF strategywas simulated inOMNET++

and evaluation matrices used for this study are hop count,
satisfaction-rate, and latency for comparing to another NDN
forward strategy. However, the drawback of this study is
energy consumption.

B. LOCATION-BASED FORWARDING
A table providing a brief summary of all the location-based
forwarding strategies reviewed in this paper is presented in
Table 2 and their detailed description are as follows.

Location aware: For NDN-based IoT, Aboud et al.
suggested a greedy Geographic Interest Forwarding (GIF)
system in [99]. A Producers discovery phase is started by
content producers to introduce themselves to consumers via
HELLOmessages, providing the sender’s ID and coordinates,
while a Neighbors discovery phase is started by content
producers to introduce themselves to consumers before
executing Data searches. It is worth noting that the suggested
forwarding technique requires node geo-coordinates in addi-
tion to an extra packet type (HELLO message), that can be
resource-intensive, especially in the case of a mobile IoT
network with limited resources. The proposed strategy was
simulated in ndnSIM and evaluation matrices used for this
study increased data delivery effectiveness and better use of
network resources for comparing to another NDN forward
strategy. However, the drawback of this study, when each
node shares its private information, the security barrier is
breached.

GEO aware: Secure Localized Information Centric Things
(SLICT) is presented in [26], which is a method that performs
secured forwarding depending on geographic location in IoT
deployments. In order to ensure that packet communication
only occurs with nodes that are permitted and trusted,
SLICT is the method which associates and discovers the
neighbors. SLICT is a secure beaconing system that manages
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changes in topology and position. The SLICT namingmethod
validates independent geographic interest forwarding through
the network. A forwarding framework that operates in ICN-
based WSN is taken into consideration by SLICT. The
majority of geographic mechanisms is built on a forwarding
strategy based on greed. This mechanism offers a greedy
forwarding strategy based geographic routing method that is
not included in the advanced toolkits of today, such as Contiki
and RIOT. The GPSR employs a perimeter routing strategy
to steer clear of nearby maxima. The coordinates of the node
where the packet entered perimeter mode must be carried in
the packet when using this technique. The SLICT program
has a field called Type Length Value (TLV) that it stores
coordinate data and a flag that indicates whether the GPS
receiver is in perimeter mode or greedy mode. The SLICT
method is employed in a variety of application settings,
including dense deployment in big metropolitan structures
and sparse deployment in expansive rural areas. The SLICT
strategy was simulated in RIOT and evaluation matrices
used for this study are Network overhead, memory and
computation overhead, Total energy consumption. However,
the SLICT’s effectiveness is not measured in terms of the total
number of Interest packets sent over the network

Ad hoc NDN networks are given a Location-Based
Deferred Broadcast (LBDB) strategy proposed by Kuai et al.
in [100]. In the Interest dissemination phase, a collision
avoidance timer is employed to reflect the forwarding
priority of a node and is mostly based on the forwarding
node’s location information and data sources. The objective
is to reduce transmission overhead and hence delay in
data delivery. It is believed that this proposed forwarding
strategy contradicts the NDN concept, specifically the data-
centric communication paradigm, because it is based on the
location of the nodes, particularly the data sources. Geo-
coordinates are also insufficient for IoT networkswith limited
resources. The proposed strategy was simulated in ndnSIM
and evaluation matrices used for this strategy are Average
Hops, Normalized Transmission Overhead, Average Delay,
and Satisfaction Ratio for comparing to another NDN forward
strategy. However, the drawback of this study is energy
consumption and throughput decrease the satisfaction ratio.

For NDN-based MANETs, Chowdhury et al. [101] sug-
gested a forwarding technique known as Content Connec-
tivity and Location ware Forwarding (CCLF). As that each
node independently decideswhether to forward packets based
on per-prefix performance measures and any available geo-
location data, CCLF broadcasts NDN packets. A density-
aware suppression method is used by CCLF to cut down
on pointless packet transmissions. For ad hoc links, CCLF
employs a link adaption layer to fill the gap between CCLF
and the actual link’s capabilities. Each node that gets an
Interest sets a forwarding timer, and when the timer expires,
the Interest is forwarded. The timing is set up such that nodes
with stronger interest-related content connectivity and closer
proximity to the data location will have a higher likelihood
of transmitting the Interest. Before its timer expires, if a

node hears another node transmit the Interest, it will likely
suppress its own forwarding with a probability proportionate
to the number of neighbors within its transmission range.
This concept, which aggregates intelligence without altering
ICN fundamentals, is intriguing. The proposed strategy was
simulated in ndnSIM and evaluation matrices used for this
strategy are Protocol overhead, satisfaction ratio, and delay
stretch for comparing to another NDN forward strategy.
However, the total number of Interest packets sent in the
network is not used to measure the effectiveness of CCLF.

Aboud et al. in [102] suggested an addition to the
Geographic Interest Forwarding (GIF) protocol that saves
power. A cross-layer technique is employed in the proposed
E-GIF scheme to enable direct communication between
protocols at dissimilar layers. In order to integrate the sleep
mode into the forwarding decision of the sensor nodes that use
the NDN protocol stack, the interactions between the MAC
and routing layers are specifically and extensively exploited.
The researcher provides wireless multi-hop communication
capability to the ndnSIM simulator to test the proposed
system. However, the drawback of this strategy is the total
number of Interest packets transmitted over the network is
not used to evaluate E-GIF efficiency.

For NDN-based WSNs, Aboud in et al. [103] proposed
the Geographic Interest Forwarding (GIF) system. This plan
is centered on avoiding flooding tactics because they are
resource-blind, which can significantly reduce network over-
head. Additionally, a number of energy-efficient strategies,
such as packet suppression and broadcast storm avoidance,
are suggested to reduce and balance energy consumption.
The outcomes unambiguously demonstrate that in terms of
data retrieval time, the GIF NDN-based system performs
better than the directed diffusion NDN-based method. The
findings further demonstrate that employing the GIF system
minimizes the overall energy consumed because Interest
packets are never inundated but are instead routed through
the neighbor with the best combination of proximity to the
destination and remaining sensor power. However, this study
due to the extensive network discovery processes, it is not
appropriate for small networks.

C. NAMING-BASED FORWARDING
A table providing a brief summary of all the naming-based
forwarding strategies reviewed in this paper is presented in
Table 3 and their detailed description are as follows.

Travis et al. [104] presented a reactive routing method
that is comparable to RPL for IoT in another work named
‘‘LASeR: Lightweight authentication and secured routing
for NDN IoT in smart cities’’. IoT makes this technique
lightweight. The three steps in onboarding and routing are
network discovery and authentication, node authentication,
and path advertisement. In contrast to reactive systems,
simulation results showed that LASeR solely employs
broadcast for initial neighbor discovery. Although this study
does not address routing between anchors and gateways,
it is believed that alternate approaches, such as a link-state
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TABLE 3. Forwarding strategy based on name.

protocol, will be adopted. The LASeR strategy was simulated
in ndnSIM and evaluation matrices used for this study are
Distance and Density. However, the limitation of this strategy
is inefficient in packet retrieval time.

Meanwhile, Dehaghani et al. in [105] suggested a new
forwarding method named Redundancy Elimination For-
warding (REF). The NDN node structure and how the
data structure functions are changed in REF. Investigations
were made into the issue of redundancy duplication in
NDN wireless networks’ forwarding techniques. REF, a new
forwarding tactic, was introduced to accomplish two goals:
(1) prevent the repetition of Interest packets, and (2) offer
a quicker mechanism for packet processing and forwarding.
The throughput, resource needs, and overhead of the network
are all improved by these changes. The REF approach is
simulated using ndnSIM in several scenarios, and the results
reveal that it offers reliable performance in a range of
settings. However, the drawback of this protocol is energy
consumption.

Similarly, Zhang et al. proposed in [106] the Reduce
Redundant Data Packets (RRDP) method, which is a data
packet forwarding approach appropriate for NDMANET that
tries to stop redundant packets from being forwarded at
the intermediate node. On the assumption that the success
rate of customer requests remains mostly unchanged, this
method can reduce the transmission of redundant packets
and reduce network traffic to the absolute minimum. This
approach is more suited to NDMANETs with minimal node
storage and constrained computation capacity because it
is straightforward and inexpensive to deploy. The RRDP
strategy was simulated in ndnSIM and evaluation matrices
used for this study are consumer request successful ratio
(CRSR) and total number of data packet transmissions
(TDPT). However, this strategy only compared with flooding
strategy.

D. ENERGY-BASED FORWARDING
A table providing a brief summary of all the energy-based
forwarding strategies reviewed in this paper is presented in
Table 4 and their detailed description are as follows.

In [107], the investigator demonstrates an NDN over IEEE
802.15.4 communication systems which satisfies the needs
of monitor and control of IoT applications that require
minimum power consumption and minimum data rates.
A dependable energy-aware forwarding strategy selects the
next hop forwarder based on its residual energy level, and
a sleep mode scheduling algorithm plans the sleep/wake-up
mode according to the function of the node in the forwarding
and path repair operations. In this algorithm, the energy
consumption, retrieval delay, delivery ratio, and scalability
are employed as evaluation matrices. However, the drawback
of this protocol is energy consumption.

Gao et al. in [108] for NDN-based WSNs presented an
energy-efficient Dual Mode Interest Forwarding (DMIF)
method. DMIF employs a number of strategies to raise
the effectiveness and energy efficiency of the suggested
solution. However, because it keeps track of every node that
has been traversed and includes this information in each
interest packet that is transmitted, the DMIF system does not
scale effectively in large-scale networks. As a result, packet
fragmentation is inevitable due to the 802.15.4 protocol’s
maximum allowed packet size. As a result, the suggested
approach is not effective in packet retrieval time and is
therefore inappropriate for real-time applications.

In order to improve high priority packet transmission and
energy usage, Tariq et al. in [109] suggested an Energy
efficient Priority Forwarding (EPF) their work. This method
makes use of the SDN controller’s capability in an NDN-
IoT scenario. In the study, a 16% energy barrier was
set as the minimum for low priority packet transmission.
The packet is forwarded using the defer window, which
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TABLE 4. Forwarding strategy based on energy.

compares the priority of the packet with the name pre-
fix. Additionally, effective broadcast storm mitigation is
accomplished. In terms of Content Retrieval Delay, Total
Number of Interests, and Average Energy Consumption, the
proposed approach performs better than both floods and
GIF. However, the limitation of this strategy has Security
issues.

Meanwhile, the EaCP technique was suggested by Ser-
hane et al. in [72] to increase the energy effectiveness of IoT-
based ICN networks. In order to attain a higher position for
content placement, EaCP often balances the cost of caching
and the cost of transmission. In order to achieve this, the
node position, content popularity, and content transmission
and caching energy were taken into account. The distributed
optimal placement setting is what the EaCP algorithm
seeks to achieve. Additionally, taking into account several
metrics were run through a thorough simulation. The findings
collected demonstrated the efficacy of strategies in terms
of energy conservation, cache utilization, and a significant
increase in the cache hit ratio. It was observed that the
EaCP approach can significantly minimize communication
overhead while extending battery life of IoT devices. The
next stage of this work focuses on adapting real-world

conditions, such as mobility, in order to enhance the EaCP
architecture. A clever deep learning model can be used
in this circumstance to forecast and extract energy of IoT
users’ rewards for mobile nodes. However, the total number
of interest packets transmitted over the network is not
used to evaluate EPF efficiency is the limitation of this
study.

Also, S. Hassan and M. Alsamman in [110] suggest
an energy-aware multipath forwarding mechanism (EMFM)
to advance incoming Interest packets in order to lower
node energy consumption and prolong the lifespan of the
network. In order to forecast subsequent forwarding hops
in the overall packet transmission process, EMFM takes
into account nodes and their associated battery and PIT
size. Using the ndnSIM tool, a simulation was run to build
and assess the EMFM and compared it to the on-demand
energy-based forwarding strategy (OEFS). The results of
this investigation clearly showed that EMFM can prolong
NDN wireless nodes’ network lifetimes by evaluating the
network performance of EMFM in terms of data redundancy,
content download time, and network energy consumption.
However, it’s compared only to OEFS (On-demand Energy-
based Forwarding Strategy).

78374 VOLUME 11, 2023



N. A. Askar et al.: Forwarding Strategies for NDN Based IoT

TABLE 5. Forwarding strategy based on Heuristic.

E. HEURISTIC-BASED FORWARDING
A table providing a brief summary of all the heuristic-based
forwarding strategies reviewed in this paper is presented in
Table 5 and their detailed description are as follows.

M. Abdelaal et al. in [111] provide liteNDN, a cutting-edge
caching and forwarding method for NDN networks.

In liteNDN, NDN routers cooperate to forward packets in
the most efficient way possible by sharing their knowledge
of data names and interfaces. Then, liteNDN makes use
of this information to quickly acquire the required data
by estimating the likelihood of each downstream path.
Additionally, liteNDN uses heuristics like routing costs
and data relevance to decide when to cache segmented
packets as well as regular packets. The proposed method
has undergone a thorough evaluation in terms of network
usage, cache hit rate, and data retrieval latency. The findings
demonstrated that liteNDN can lower the superfluous traffic,
as well as significantly lessen delay and caching activities,
as compared to traditional NDN forwarding and caching
schemes. The proposed strategy was simulated by Mini-
NDN network emulator and evaluation matrices used for this
study are Throughput and data retrieval latency. However, the
limitations of this study are security and energy consumption.

Meanwhile, Lei et al. in [112] created a probability-based
multipath forwarding strategy for efficient distribution of
escalating data volumes in a large-scale IoT application (e.g.,
video streaming in 5G), by investigating an NDN streaming
media system implemented in the ndnSIM simulator that
incorporates network coding. The experimental findings
unequivocally show that network coding can considerably
boost performance, reliability, and QoS in 5G NDN.
In addition, this is a universal solution because it works
with most cache techniques. More importantly, this strategy
has great promise for offering expanding IoT applications,
such as premium streaming video services. This strategy was
simulated in ndnSIM and evaluation matrices used for this
study are Network Transmission Efficiency and Cache Hit
Ratio. However, the total number of Interest packets sent in
the network is not used to measure in this strategy.

In table 6 a comprehensive performance analysis of
existing solutions in literature is provided with respect

to number of parameters such as performance, resource
consumption, energy consumption, security, scalability, and
mobility.

V. DISCUSSION AND STATISTICAL ANALYSIS FOR
NDN-BASED IoT NETWORKS
The existing schemes are compared and statistically analyzed
in this section. The factors used, such as the specific
challenge, assessment metrics, network simulation, and
publishing year, can be used to enhance the IoT data
networking forwarding strategy.

A. BEST REAL-WORLD IoT SCENARIOS
Adaptive-based forwarding is best for smart Grid and Traffic
Monitoring because it’s able to transmit data effectively and
with the least amount of delay, the best route for the Data
packet is identified and used.

Location-Based Forwarding is best for transportation and
healthcare, this category uses the position data of neighboring
nodes or destination nodes to improve the efficiency of
forward search.

Naming-Based Forwarding is best for Smart Home,
Wearables, this approach enables to override the forwarding
table and define the outgoing or egress interface based on
specific criteria such as the names of the consumer and
producer or the type of traffic.

Energy-based forwarding is best for health care, smart
farming, and industrial IoT-based scenarios, this strategy
enables to reduce the energy consumption of the nodes and
thus increases the lifetime of the network; therefore, more
nodes have enough power and transmit more data packets.

Heuristic-based forwarding is best used in smart city
scenarios because that knowledge to estimate the probability
of each downstream path to swiftly retrieve the requested
data. Additionally, it’s exploits heuristics, such as routing
costs and data significance, to make proper decisions about
caching normal as well as segmented packets.

B. BY SPECIFIC CHALLENGE
Numerous issues exist with NDN implementation in the IoT
environment, such as network overhead, latency, mobility, the
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TABLE 6. Performance analysis in forwarding strategy.

broadcast storm problem, security, and redundant data. The
distribution of potential issues in NDN-based IoT networks is
depicted in Figure 7. We can see that 22% of the NDN-based

FIGURE 7. Distribution of specific challenges.

IoT system research covered in this study deal with the
energy consumption issue. This is followed by both the
broadcast storm problem and mobility problem with 17%,
both latency and security with 13%, and only 9% deal with
network overhead and data redundancy. This can be justified
by the fact that in IoT NDNs, broadcast is the simplest and
most popular strategy for content distribution. As a result,
the majority of articles seek to mitigate the issue of energy
consumption by offering a method to control the broadcast.
It is important to note that the routing issue in NDN-based
IoT system is associated to both the broadcasting and network
environment as well.

FIGURE 8. Evaluation metrics distribution in this study.

C. BY METRICS
The distribution from the most popular metrics in simulation
evaluation studies for NDN-based IoT network forwarding
protocols is shown in Figure 8. The biggest problem with
IoT applications, especially those that require timely data,
is retrieval delay. Due to this, a lot of research studies
concentrate on assessing how forwarding technique affects
data retrieval delay. It can be observed that data retrieval delay
is used as a parameter in 20% of the reviewed publications to
assess the proposed NDN-based IoT. Since achieving energy
consumption is the primary objective of any NDN-based IoT,
it is represented by 16% of the reviewed works. The NDN-
based IoT systems research also evaluated the effectiveness
of NDN-based IoT forwardingmechanisms by taking another
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metrics into account, like hop count with a percentage of 12%,
followed by the number of interest packets, interest lifetime,
and retrieval time with 10% each, and network overhead with
a figure of 8%. Throughput, remaining energy, and success
rate are all about 4% each.

FIGURE 9. Simulators network distribution.

D. BY SIMULATION
This paper’s analysis leads to the conclusion that, as indicated
in Figure 9, the majority of the surveyed publications (65%)
employ the ndnSIM simulator. It may be supported by the
fact that ndnSIM is the only simulator that comes pre-
implemented with the NDN primitives, is open source, and
is simple to use. In addition to ndnSIM, 10% of the articles
surveyed in this survey also used NDN-based IoT algorithms
built on OMNeT++. In addition, three more simulators,
Matlab, Mini NDN, and Python, are used in 5% of NDN-
based IoT investigations.

FIGURE 10. Publications distribution per years.

E. BY PUBLICATION
Many attempts have been made to modify and enhance
NDN architecture in IoT systems to enable communica-
tions effectively when the Internet transitioned from being
connection-driven to content-driven. As shown in Figure 10,
only 13% of papers that were assessed in 2016 suggested
a better forwarding method for NDN-based IoT. In 2017,

this percentage dropped by 4% from 2016. Since then,
the research community has been aware of the forwarding
difficulty associated with installing NDN over IoT, and the
percentage has climbed, reaching 14% in 2018 and 23%
in 2019. However, as compared to 2018, the number is
similar in 2020. This is because a sizable portion of the
research community has turned its attention to other NDN-
based IoT network problems that present design challenges
for concrete NDN-based IoT architectures, such as security,
caching, and naming. In 2021, this percentage increased
by 4% from 2020. Additionally, in 2022, publications
will make up 9% of the total. Given that forwarding
continues to pose a barrier to the design of an effective
and reliable communication in NDN-based IoT networks,
in the upcoming years, we anticipate more study papers to
be generated by the research community.

FIGURE 11. Publications distribution per journal type.

Moreover, this paper utilized 120 references in this survey.
As shown in Figure 11, only 57% of the papers were
published in IEEE journals, 16% in Science direct journals,
3% is assessed in ACM conferences, both Hindawi and
Springer journals only published 4%. MDPI and sensor both
make up only 2%. In addition, 12% were gathered from other
journals in this paper.

VI. FUTURE RESEARCH DIRECTIONS
In this section, this paper highlights the crucial areas where
various research and regulatory groups must participate and
contribute in order to enhance the overall NDN forwarding
strategy.

A. OPEN ISSUES
The key benefit of using NDN as a communication mech-
anism for the IoT is the expansion of content accessibility
within the network. A significant issue still exists in designing
an effective message forwarding system for IoT via NDN.
It has taken a lot of work to improve the NDN-based
IoT forwarding strategy and effectively enable enhanced
communications. However, there are still some issues with
NDN-based IoT forwarding that need to be addressed. These
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issues need the research community’s attention. The issues
are presented, discussed, and some potential remedial actions
are highlighted in the sections that follow.

1) Energy and power of mobile and sensor nodes:
Developing a generic forwarding approach for all types
of wireless networks involves yet another challenge.
IoT is increasingly energy-constrained as a result of
the denser deployment of sensor nodes. After such
a massive deployment, power consumption of the
sensor nodes is a significant problem. The sensor
network batteries cannot be recharged or changed.
In order to increase the network’s overall efficiency,
it is essential to design energy and power efficient
sensor nodes. Energy threshold limitations can control
energy consumption in particular situations, whereas
energy harvesting techniques are sometimes utilized
for energy efficiency.

2) Channel restrictions: Interest packets are broadcast
from consumer nodes, thus broadcast storms are quite
likely. It is necessary to have a bandwidth-efficient
and reliable channel in order to support mitigation
techniques and guarantee fault-free transmission.

3) Data producer mobility: When a user switches from
one network to another, they may just re-request any
content they may have missed. However, the content
provider’s mobility is a difficult problem.

4) Security: IoT services are not accessible to the general
population for information retrieval. Therefore, using
access-control over the object, authenticated consumer
interests should be applied in this situation. Addition-
ally, the majority of IoT devices have limited CPU
and memory capacities due to resource constraints,
making it challenging to use public key cryptography.
Thus, adaptable and lightweight cryptosystems with
affordable confidence models are needed.

B. FUTURE DIRECTION
Despite these obstacles, NDN forwarding strategy-based IoT
adoption is growing, as more individuals become aware of
the research and development being done in this field. IoT
built on the NDN forwarding approach will develop further.
The following is a list of some IoT future detections based on
NDN forward strategy:

1) EDGE/FOG COMPUTING
The way that companies gather, store, handle, and move
data is changing as a result of decentralization in computing.
Emerging architectures are placing compute and storage
resources outside of the data center and closer to the locations
where data is gathered, as opposed to housing everything in
a single large data center [113], [114].

The main idea of using NDN-based IoT with edge/fog
devices is that IoT devices should regularly gather and upload
sensed and captured data to edge devices for processing and
caching. Other IoT devices can take advantage of NDN’s
benefits in this way to swiftly retrieve data from the best

edge/fog device, i.e., using FIB and request aggregation of
NDN to reduce the costs and delays associated with data
communication. IoT devices have the ability to exchange data
from a middle device handling request aggregation.

2) BLOCKCHAIN TECHNOLOGY
Blockchain technology, which is well-known for being a
technological revolution, is generating exceptional optimism
and attention. The account of all transactions is kept in
the distributed digital ledger, which is made up of blocks
of encrypted, signed transactions. By providing copies of
records to each participant, the Blockchain approach does
away with the need for a centralized authority [115].

The flexibility and effectiveness of the NDN are sig-
nificantly influenced by the forwarding strategy. A set of
guidelines and regulations for the transfer of Data and Interest
packets are known as forwarding strategies. When certain
circumstances exist, such as when the uplinks are crowded
or when it is questioned whether a particular Interest packet
is a component of a DoS assault, the forwarding strategy
may also decide to drop the packet of Interest. Therefore,
using blockchain technology in NDN forwarding strategy can
resolve this issue.

3) SDN
The optimal solution for supplying the NDN networks’
lacking intelligent centralized control and programmability
is Software-Defined Networking (SDN) [116].

Incoming Interests are efficiently redirected to off-path
routers that have the desired content cached by the SDN
controller after an analysis of network status. By enabling
both NDN consumer and NDN routers to fetch the content
from numerous off-path locations dependent on the network
conditions, utilizing SDN with NDN forwarding strategy can
improve the data retrieval process in some circumstances.
Additionally, by dispersing Interests across a variety of open
pathways, it assures congestion avoidance on a particular
path.

4) MACHINE LEARNING
Systems can closely scrutinize data using machine learning
(ML), which allows for knowledge to be inferred that
goes beyond merely studying or extracting it for use and
development over time [117], [118]. Grouping, classification,
regression, and rule extraction are just a few of the different
issue types that machine learning can be used to solve.

Recently, there has been a lot of interest in NDN’s machine
learning-enabled growth. Some study uses machine learning
techniques for forwarding or routing purposes. Implementing
machine learning in NDN may be able to address issues
like interest flooding overhead, increased maintenance costs
for routing information, network intricacy, a variety of
application demands, etc [119], [120].

The NDN system still occasionally has issues, despite
being touted as an alternative to IP-based design. These
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issues are more concerned with the architecture’s efficiency.
To address new or current issues that arise at NDN,
particularly in the routing and forwarding mechanisms, ML-
basedNDN is now available. The topics have a lot of potential
for growth. By enabling ML-based NDN, NDN’s efficiency
could be improved and optimized.

VII. CONCLUSION AND FUTURE WORK
This paper provided a comprehensive analysis of forwarding
techniques for NDN-based IoT literature. Then, we began the
introduction of IoT ecosystems and its primary requirements.
The NDN paradigm and NDN forwarding strategy have been
proposed as a possible IoT alternative. A new taxonomy
of NDN forwarding strategy for IoT literature was then
suggested. An extensive comparative review of the current
forward strategy for NDN-based IoT studies was conducted
based on the suggested framework. After that, we compared
and statistically analyzed the existing strategies. Despite the
fact that there were fewer comparison parameters introduced
than anticipated, the parameters used still offer sufficient data
that can be used to enhance forwarding elements of IoT-NDN,
while getting rid of some redundant solutions, and providing
additional inspiration for developing a new protocol in
NDN-based IoT systems. We observed which publications
included in this research addressed the energy use (22%)
in great detail. Additionally, ndnSIM was the most popular
simulator (65%). As a result, this paper makes suggestions
on open research issues that demand the community’s
attention. Future work in this field should concentrate
on the drawbacks of various NDN forwarding strategies
so that readers can generate suggestions for developing
a de facto NDN forward architecture that can overcome
the most severe inadequacies in existing NDN routing
techniques.

The finding of our paper can be summarized into four
main points. First, NDN-based IoT can be used healthcare,
smart city, smart home, traffic monitoring, smart Grid, smart
farming and industrial scenarios that are required. Second,
NDN-based IoT forwarding strategy can classify into five
categories: Adaptive-based forwarding, location based for-
warding, name based forwarding, energy based forwarding
and Heuristic-based forwarding. Third, We observed which
publications included in this research addressed energy
use (22%) in great detail. Additionally, ndnSIM was the
most popular simulator (65%). Finally, several technical
challenges must be overcome to increase the adoption of
NDN-based IoT.
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