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ABSTRACT The region of interest (ROI) encryption in the video can reduce the complexity of calculation
and improve encryption speed by encrypting only the area containing critical visual information. Above
all, ROI encryption can expand the utilization domain (e.g., video surveillance), unlike general encryption
methods that de-identify the entire frame. However, the traditional ROI encryption process in high-efficiency
video coding (HEVC)/H.265 is more complex than in advanced video coding/H.264, and the encrypted
area tends to be wider than the ROI. Thus, cryptographic algorithms are applied outside the ROI, which
wastes computing resources and restricts the visual information that needs to be provided. Therefore, this
paper proposes a coding unit (CU)-based ROI encryption for HEVC/H.265 video. The proposed method
selectively encrypts HEVC/H.265 parameters, such as the intra prediction mode, motion vector (MV),
MV sign, transform coefficient (TC), and TC sign, which have significant visual influence, and adopts the tile
concept for parallel processing frames. The CU-based ROI encryption reduces complexity by identifying the
encryption area based on the CU coordinates, applying encryption only to the CUs associated with the ROI.
This approach can preserve the area around the ROI by restricting the reference area. Moreover, it provides
up to about 30% faster encryption speed than the traditional method while maintaining performance (i.e.,
peak signal-to-noise ratio and structural similarity index measure).

INDEX TERMS HEVC/H.265, coding unit, ROI encryption, encryption propagation.

I. INTRODUCTION
The high-efficiency video coding (HEVC)/H.265 at-tracts
attention in various domains (e.g., video surveillance, med-
ical, etc.) for its high-quality video compression and fast
processing speed. The HEVC/H.265 is a current video coding
standard issued by the Video Coding Experts Group and the
International Organization for Standards/International Elec-
trotechnical Commission Moving Picture Experts Group.
In addition, HEVC/H.265 has undergone many improve-
ments compared with the previous standard, advanced
video coding (AVC)/H.264, and compression efficiency has
approximately doubled and can also process up to 8K res-
olution [1]. Although HEVC/H.265 video provides object
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identification and a high processing speed, these advan-
tages can cause a significant threat to privacy from broadly
deployed video devices (e.g., closed-circuit television, inter-
net protocol cameras, dash cam, etc.). Piza et al. [2] stated
that anybody could be used in crimes that infringe on
privacy, especially because widespread video devices can
collect sensitive information about individuals. Accordingly,
a protection method (e.g., encryption, intervention, limited
vision, secure processing, redaction, or data hiding) is needed
for visual privacy [3]. Moreover, the requirements of each
environment must also be met. For example, considering
that public video cameras are used in surveillance for public
safety [4], [5] surveillance video should be cognizant of
the circumstances while protecting privacy. Moreover, the
encrypted areas of the video should be decryptable if neces-
sary, and real-time processing is needed for a time-sensitive
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response. Considering these requirements, encryption that
can be applied in diverse approaches would be suitable for
protecting video in various domains.

Video encryption uses two types of compression
and encryption relationships [6]. One is compression-
independent encryption, which may not rely on the video
codec and can be applied to most video systems [7]. However,
independent execution may result in a format compliance
issue, and it is not generally used for real-time video process-
ing because it delays the overall process [8]. In contrast, joint
compression and encryption meet these requirements while
maintaining a lower rate of quality loss in a video [9]. Con-
sequently, many studies on video encryption have adopted
joint compression and encryption, and the proposed method
also benefits from this encryption type. In addition, various
video encryption methods exist, such as fully layered, selec-
tive, and perceptual encryption [10]. However, the region
of interest (ROI) encryption process for HEVC/H.265 is
quite different from that for AVC/H.264. In particular, ROI
encryption reduces computational complexity and improves
encryption speed by applying an encryption algorithm to
only an administrator-specified area [11]. In AVC/H.264, the
encryption is conducted for a relatively similar area as for
the ROI encryption, whereas encrypting areas similar to the
ROI is not easy in HEVC/H.265. The primary reason for
these problems is the differently sized HEVC/H.265 video
processing units. In other words, unlike AVC/H.264, which
has a constant macroblock size, designating an ROI for
the coding unit (CU) of HEVC/H.265 is difficult, owing to
the various CU sizes and its size can change every frame.
These HEVC/H.265 characteristics may allow for encrypting
a larger area than is necessary. Moreover, if the ROI target
is dynamic, the problem becomes exacerbated, and the sur-
rounding area cannot be preserved. Although the existing
studies proposed alleviating some problems by conducting
encryption at the tile level, the issues such as applying
encryption to an excessive area were still not solved (see
details in Section III Problem Definition). As a result, the
traditional ROI encryption method in HEVC/H.265 wastes
computing resources by applying an encryption algorithm to
an excessive area and can-not preserve areas outside the ROI.

Therefore, this study proposes a CU-based ROI encryp-
tion method that conducts encryption at the CU level. The
proposed method conducts encryption using the inclusion
relationship between the ROI and CU. It is intended for
real-time processing and accurate ROI encryption. Accord-
ingly, we adopt you only look once (YOLO) v4 as the object
detection algorithm to detect the ROI (i.e., face) to offer
real-time processing. We then provide a method to iden-
tify the CUs related to the ROI through the detected ROI
boundary coordinates and simple calculation. Moreover, the
efficiency of encoding is improved by parallel processing
and selectively encrypting HEVC/H.265 parameters, such as
motion vector (MV), MV sign, transform coefficient (TC),
TC sign, and intra prediction mode (IPM). The parameters

represent effective encryption performance because they
significantly affect the visual quality of HEVC/H.265
video [12] and are encrypted through the advanced encryption
standard-cipher feedback (AES-CFB) algorithm, enabling
real-time encryption. Consequently, CU-based ROI encryp-
tion can improve encryption speed while retaining similar
encryption performance (i.e., in terms of the peak signal-
to-noise ratio (PSNR) and structural similarity index mea-
sure (SSIM)). It also provides good visual information about
the surrounding circumstances relative to traditional meth-
ods. The proposed method is novel in that it has not been
dealt with in existing studies, but there are many things to
consider compared to ROI encryption at the relatively sim-
ple tile level. The main contributions of this study are as
follows:

• The proposed method is the first attempt to conduct
ROI encryption at the CU level. Existing studies tend to
rely on functions (i.e., tile) supported by HEVC/H.265,
whereas this study presents a novel approach that
considers the compression procedure and its complex
factors.

• Because the proposed approach is based on the coordi-
nates of the ROI and CU, there is no need to consider
the scanning order. In other words, the proposed method
does not require such tools as flexible macroblock
ordering (FMO).

• In terms of performance, CU-based ROI encryption
improves encryption speed while maintaining values of
PSNR and SSIM similar to those of traditional methods.
The improved speed can free up time to apply vari-
ous computationally complex encryption algorithms for
enhancing PSNR and SSIM.

• The proposed method provides an enhanced encryption
ratio (ER) and intersection over union (IOU) compared
to traditional methods because it applies to encryption
algorithms only for identified CUs. Moreover, restrict-
ing the encryption propagation at the coding tree unit
(CTU) level provides improved visual information about
the surrounding area.

The remainder of this paper is organized as follows.
Section II explains the background and reviews the related
work. Among the functions provided by HEVC/H.265, the
primary factors related to CU-based ROI encryption are ana-
lyzed, and existing ROI encryption studies on HEVC/H.265
are compared with the proposed method. Section III defines
problems implementing the CU-based ROI encryption and
the challenges of existing studies. Section IV presents an
overview of CU-based ROI encryption and describes the
detailed encryption process, specifying the scope of the CUs
to be encrypted. Section V evaluates the performance of
the proposed method using metrics, such as PSNR, SSIM,
encryption time, ER, IOU, and others, by using the test videos
of various situations. Section VI discusses problems with
CU-based ROI encryption and the improvements it offers.
Finally, Section VII presents the conclusion and future work.
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II. RELATED WORK
Video encryption, unlike general encryption, involves com-
pression. Accordingly, this section classifies two sub-
jects (i.e., HEVC/H.265 function, ROI encryption research
in HEVC/H.265) and analyzes them. Subsection II-A
presents an overview of the HEVC/H.265 process and
describes its primary functions for CU-based ROI encryption.
In Subsection II-B, existing studies on ROI encryption for
HEVC/H.265 are analyzed to determine the problems with
the traditional ROI encryption method. The proposed method
is then compared with the traditional method and represents
the result.

A. A PRIMARY FUNCTION OF HEVC/H.265 FOR CU-BASED
ROI ENCRYPTION
It is necessary to analyze the changed HEVC/H.265 func-
tions and processes to conduct encryption at the CU level.
This Section shows the differences from AVC/H.264 and
details the primary features for implementing CU-based ROI
encryption.

HEVC/H.265 includes new tools and functions (e.g., cod-
ing blocks, quad-tree block partitioning process, more precise
intra and inter predictions, optimized entropy coding, and
the new in-loop sample adaptive offset (SAO) filter) com-
pared with AVC/H.264 [1]. They improve the compression
efficiency in the encoding process. As shown in Fig. 1, the
frame is split into multiple units in the partitioning step, and
the prediction is subtracted using inter or intra prediction in
the prediction step. In detail, the frame is partitioned into a
CTU, and each CTU contains one luma coding tree block
(CTB) and two chromas CTBs. And then, subdividing CTU
recursively yields CU and Coding Blocks (CBs). CUs are
split into prediction units (PUs) for intra and inter prediction,
and PUs are recursively divided into transform units (TUs)
for residual coding. This is the main difference from the
previous standard. Macroblock, the video processing unit of
AVC/H.264, is generally fixed as 16 × 16 and performs
uniform work. On the other hand, the video processing unit
(i.e., CU) of HEVC/H.265 is divided into 8 × 8 to 64 × 64 as
shown in Fig. 2. The cause of the quadtree de-composition is a
depth-first search strategy in diagnosis scanning order. That is

FIGURE 1. Overview of video encoding and decoding process in
HEVC/H.265.

FIGURE 2. CTU split according to rate-distortion cost.

accurate rate-distortion (RD) costs are assigned to all evalu-
ated CUs, and a split decision is made if it yields a lower RD
cost than a non-split alternative during the search [13]. After-
ward, transforming and quantizing the residual in the trans-
form step. In the last process for encoding, entropy encodes
the transformed output, prediction information, mode infor-
mation, and headers.

Regarding the video coding efficiency, HEVC/H.265
is designed to process several parallel steps, considering
the coding complexity. There are three parallel processing
approaches, independent slice, tile, and wavefront, to simul-
taneously process multiple regions of a single frame [14].
Among them, the tile function is frequently used, and tiles are
created when rows and columns intersect in the partitioning
process as shown in Fig. 3. The CTU contained in the tile is
scanned according to raster scanning order, and the CU split
is conducted. The tiles are always aligned with CTU bound-
aries, and each tile contains a different number of CTUs,
according to the analysis by Misra et al. [15]. The reason
is that each tile’s width varies to increase coding efficiency
in parallel processing. In addition, a tile can be spatially
more compact than a slice or other parallel functions while
containing the same number of CTUs. And it does not contain
headers to increase coding efficiency. Since the tile function
has these advantages and can be processed independently, it is
often used for existing ROI encryption.

Likewise, many studies adopt encryption within the
entropy coding method. The context-adaptive binary arith-
metic coding (CABAC) is a highly adaptive entropy cod-
ing engine. In AVC/H.264, context-adaptive variable length
coding (CAVLC) was often used, but as video quality has

FIGURE 3. Example of 3 × 3 tile division and CTU scanning order of the
frame.
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FIGURE 4. Main function of the CABAC.

improved, most entropy encoding processes adopt CABAC.
As shown in Fig. 4, the main functions of the CABAC
engine are binarization, context modeling, and arithmetic
coding [16]. The binarization phase corresponds with syntax
elements to binary symbols (i.e., bin). The probabilities of
bins are updated in the context modeling phase. Finally, the
bins are compressed into bits according to the estimated
probabilities in the arithmetic coding phase. In the process,
encryption is classified into whether to encrypt all syntax
elements or selectively encrypt some syntax elements. It is
generally considered safe to apply encryption to all syntax
elements, but encrypting them cannot meet format compli-
ance. Video encryption has several requirements (e.g., format
compliance, encryption efficiency, compression efficiency,
etc.), and any encryption method must stick to requirements.
So, most studies adopting encryption within entropy coding
encrypt only some syntax elements for satisfying format
compliance.

B. ROI ENCRYPTION IN HEVC/H.265
The traditional method is reviewed and compared with the
proposed method by analyzing the existing studies on ROI
encryption in HEVC/H.265.

Taha et al. [17], [18] conduct two studies for ROI encryp-
tion in HEVC/H.265. In [17], they present end-to-end real-
time encryption of ROI in HEVC/H.265 videos. The pro-
posed ROI encryption method employs the tile concept of
HEVC/H.265 to encrypt selected tiles. Selective encryption
is conducted on the syntax element of HEVC/H.265 so that
the bit-stream could create the encrypted video for only ROI.
In inter coding, the independence of tiles is guaranteed by
restricting the MV so that only the corresponding tiles can be
utilized. Finally, the proposed method can derive low bitrate
and complexity overhead through Kvazaar HEVC/H.265
encoder and openHEVC decoder. In [18], they present an
extension of the previous study, which covers the ROI based
on chaotic-based encryption. During entropy coding, they
selectively encrypt HEVC parameters MV, MV sign, TC,
and TC sign at the bin string (bins) level. IPM performs
encryption in isolation but ensures format compliant encryp-
tion. A keystream is created using the chaos-based encryption
system, and encryption is performed through syntax elements
and XOR operation. Finally, they said that the proposed
method could process in real-time.

Farajallah et al. [19] conducted a privacy protection study
based on the tile concept and proposed two methods for ROI
encryption. The first is the encryption of all syntax elements
(i.e., naive encryption) within the ROI tile, and the second

is selective encryption. Naive encryption cannot meet format
compliance. On the other hand, selective encryption is per-
formed at the bins level in CABAC for MV, MV sign, TC,
and TC sign and meets format compliance. The keystream
is created through AES-CFB mode, and encryption is per-
formed through syntax elements and XOR operation. They
are concerned that tile-based ROI encryption will affect too
many areas, so they generate and reconstruct a single tile
containing the ROI. As a result, the proposed method makes
the size and position of the ROI and the tiles similar.

Tew et al. [20] encrypt only three elements for the selected
CTU in a slice group. They meet format compliance by selec-
tively encrypting the sign bin, transform skip bin, and suffix
bin on bin string level. The most contribution of this study
is that ROI encryption is conducted at the CTU level. If the
implementation is possible, the encrypted area is expected to
appear most similar to ROI among existing studies.

A comparison between the existing studies and the pro-
posed method is presented in Table 1. Although there are
a few related studies, such as Bergeron et al. [21], most
associated studies are excluded owing to redundant con-
tent. Accordingly, we select and analyze papers detailing
the process of conducting ROI encryption in HEVC/H.265.
Some studies [17], [18], [19] adopted joint compression,
encryption, and tiling and covered typical ROI encryption
methods in HEVC/H.265. They also attempted to improve
the efficiency of the encryption performance by applying dif-
ferent encryption methods (e.g., naïve, selective, and chaotic
encryption). However, they do not sufficiently explain how
the tile containing the ROI is selected. The ROI encryption
example defines ROI encryption ambiguously, as it encrypts
a broader area than expected. Existing studies tend to treat
the ROI and tiles the same. Although Farajallah et al. [19]
adopted a method of re-constructing tiles that depended on
the detected object, this methodmay reduce compression per-
formance and processing speed because tiles must be recon-
structed for every frame. Among other things, encryption
at the tile level worsens encryption efficiency by increasing
the ER when the ROI is located at the edge of the tile (see
Section III for a detailed description). The approach used in
another study [20] is the most similar in motive and pur-
pose to this study in terms of conducting encryption in an
area smaller than a tile. However, it is not easy to evaluate
the use of the slice, which is less efficient than the tile.
Tew et al. [20] also lack an explanation for the application
of CTU encryption. First, the authors did not describe how
the CTU is scanned. Second, the slice group and ROI map-
ping process are not proven. There is no specific explana-
tion of how the ROI is detected or how the tile or slice
group containing the ROI is specified. In AVC/H.264, the
mapping description can be simplified because there is an
FMO tool. However, in HEVC/H.265, this mapping method
is not defined, andmany similar tools are not supported. Thus,
sufficient description is required for the proof. Furthermore,
research studies on ROI encryption in HEVC/H.265 are rare,
so it is challenging to find relevant evidence. Additionally,
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TABLE 1. Comparison of features of existing studies with the proposed method.

FIGURE 5. Difference between ROI encryption between HEVC/H.265 and AVC/H.264.

we found some studies [8], [22], [23], but these deal with
compression-independent encryption types and cannot be
evaluated because no corresponding comparative attribute is
provided, such as the encryption method or unit. In conclu-
sion, this study proposed a novel ROI encryption conducted
at HEVC/H.265 video processing unit level, and it is the first
attempt as far as we know. Moreover, the proposed method
is expected to contribute to the expansion of research by
suggesting new approaches to underdeveloped research areas.

III. PROBLEM DEFINITIONS
This section defines the problems that arise in conducting
ROI encryption at the CU level and the problems of existing
studies.

Conducting ROI encryption at the CU level is complicated
for several reasons. The main problem is that the different
sizes of the video processing units in HEVC/H.265 cause
difficulty in defining the area to be processed independently
for the ROI. For example, as illustrated in Fig. 5, it is
assumed that ROI encryption is conducted using a conven-
tional method in AVC/H.264 and HEVC/H.265. In the case of
ROI encryption in AVC/H.264, macroblocks have a constant

size of 16 × 16 [24], and scanning tools, such as FMO,
can be used to set an independently processable area (i.e.,
slice group) similar to an ROI [25], as depicted in Fig. 5(a).
Unfortunately, HEVC/H.265 does not support FMO due to
compression efficiency problems [15], and even if it did,
it would be difficult to have a slice group size similar to that
of the ROI owing to the different CU sizes. Assuming that
the video is processed with 3 × 3 tiles, the encryption scope
can be represented as displayed in Fig. 5(b). The traditional
method increases the area where the encryption algorithm is
applied four-fold compared with the specified ROI. More-
over, the encryption area can significantly increase when the
number of detected ROIs is large or when the ROIs border
on tiles. Because this adversely affects the encryption speed
and compression efficiency, a method that encrypts only the
specified area is required.

After identifying the CU to which the encryption algorithm
is applied, the encryption propagation should be considered
for the decoded video. If a frame is encrypted as one indepen-
dent area without parallel processing, encryption propagation
occurs for the whole frame because the functions affecting
neighboring pixels, such as inter prediction [26] or intra
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FIGURE 6. Overview of the process for CU-based ROI encryption.

prediction [27], operate over the entire image area rather than
being restricted within a specific scope. Intra prediction is a
function for predicting a prediction block (PB) by referring
to data in the current frame and using a previously de-coded
boundary sample from a neighboring block. The IPM has
33 angular modes, a planar mode, and a DC mode, and the
blocks are copied to predict a PB. Inter prediction predicts the
area of the current frame by referring to a partial area of the
previous frame. Due to these video decoding characteristics,
the encryption effect is propagated to unspecified areas; thus,
appropriate measures are needed to restrict the reference
scope. In this regard, the restriction includes MV, skip, and
merge modes.

IV. CU-BASED ROI ENCRYPTION
Moreover, CU-based ROI encryption is a novel approach
that can alleviate the problems found in previous studies
(i.e., tile-based ROI encryption). This section describes such
work as identifying the CUs to which encryption will be
applied for ROI encryption at the CU level, restricting the
propagation of encryption, and the encryption application
process. As aforementioned, various factors were considered
to conduct encryption at the CU level, and we simplified
the complex process of identifying the CU corresponding to
the ROI.

A. OVERVIEW OF THE CU-BASED ROI ENCRYPTION
PROCESS
Encrypting human faces in video or images is a privacy-
preserving method. The reason is that the human face usually
contains considerable identifying information [28]. Thus, the
ROI was set as a human face for this study. The YOLOv4
object detection algorithm was adopted to designate the ROI.
This algorithm has been used in many studies because it
performs well and supports real-time object detection [29].
However, faces were not included among the 80 previously

trained objects, so a new model trained on faces was required
to detect the ROI. We used the dataset WIDER FACE [30] to
train faces and generate a customized YOLOv4 for detect-
ing only faces. Then, the face was detected, and the ROI
boundary and coordinate were represented. The extracted
ROI coordinate information was then passed to partition-
ing, as illustrated in Fig. 6. The proposed method conducts
encryption based on the received coordinate information.
First, the video source is framed and the frame is split into
tiles for parallel processing. The received ROI coordinate
is compared for classification to a tile (i.e., a marked tile)
containing or spanning ROI coordinates and a tile (i.e., a non-
marked tile) that does not. Likewise, the CU is classified into
a CU (i.e., a marked CU) containing ROI coordinates and
a CU (i.e., a non-marked CU) that does not. This work can
classify the CUs where encryption algorithms will be applied
and which CUs will not (see Section IV-B for a detailed
description). Then, each CU is divided into one or more
PUs, and the PU is obtained through intra or inter prediction
in the prediction step. In the decoding prediction process,
the prediction should be restricted so that pixels outside the
specified ROI are not copied and that operations that refer
to the encrypted area are not performed (see Section IV-D
for a detailed description). This is because the prediction
work affects the entire processed unit (e.g., tile, frame),
so even if encryption is applied to a tiny area, encryption
propagation may occur throughout the image. Next, discrete
coefficient trans-formation and quantization is applied to
conduct an entropy encoding step. In the entropy encoding
step, the syntax elements transformed in the previous step
are binarized and selectively encrypted. Syntax elements to
which encryption is applied are MV, MV sign, TC, TC sign,
and IPM, which significantly affect the visual quality of
images among HEVC/H.265 parameters. The encryption is
only applied to the marked bin corresponding to the identified
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CU, and compressed and encrypted HEVC/H.265 video
bitstream is derived through arithmetic coding (see
Section IV-C for a detailed description).

B. CU IDENTIFICATION FOR ENCRYPTION
The key to the CU-based ROI encryption is identifying the
CU included or spanned in the ROI at the partitioning step.
The CUs identified first in the partitioning process were
marked and can be distinguished from CUs that are unrelated
to the ROI in subsequent processes. The CU identification
method depends on whether there is a common region of two
rectangles in two dimensions. The relationship between the
two rectangles (i.e., the CU and ROI boundary) is indicated in
Fig. 7(a), and the order of operation to reveal the relationship
between CU and ROI in the partitioning process follows the
CU scanning order [1]. For AVC/H.264, the scanning order
is crucial to conducting ROI encryption, but the proposed
method is not dependent on the scanning order method. The
proposedmethod can identify CUs that correlate with the ROI
based on the coordinates of the detected objects. In particular,
we focused on instances where no relationship exists between
the two rectangles to identify the CUs. More situations must
be considered in cases where two rectangles span or contain
six different correlations. In contrast, if no correlation exists,
only a few cases must be considered. As a result, we derived
the four cases where no common region exists between two
rectangles, as depicted in Fig. 7(b). These correlations can
also be applied to identify the relationship between the tile
and the ROI. Above all, classifying the tile first, which is a
relatively large unit according to correlation with ROI, can
reduce the computational power in identifying CU because
there is no need to confirm the relevance of the CU and the
ROI for tiles that are not related to the ROI.

However, preprocessing is required about the coordinates
scheme of the tiled frame for identifying tile and CU related

FIGURE 7. Correlation between CU and ROI.

to ROI. The reason is that YOLO represents the ROI in
absolute coordinates, whereas during HEVC/H.265 encod-
ing, the coordinates are initialized every tile. The preprocess-
ing need not be considered if the parallel processing function
is not used. Still, the proposed method should also consider
the performance (e.g., encoding time) related to encryption
time because the CU-based ROI encryption is one of the joint
compression and encryption types. Therefore, we made it
possible to indicate the absolute coordinates instead of the rel-
ative coordinates represented by each tile and assume the fol-
lowing. When the absolute coordinates of the top-left corner
of the CU are (CUx , CUy and CUwidth is the width and height
of each CU, the coordinates of the bottom-right corner are
(CUx + CUwidth, CUy + CUwidth). Similarly, when the coor-
dinates of the top-left corner of the ROI boundary are (ROIx ,
ROIy) and the width and height are w and h, respectively, the
coordinates of the bottom-right corner are (ROIx+w, ROIy+h).
We confirmed that the following cases are met when the ROI
boundary and CU do not have a common region under this
assumption. There are four cases where ROI and CU do not
correlate. The criterion for identifying these cases is when
the CU is located in the colored area, as depicted in Fig. 7(b).
For example, in Case 1, the four sides of the CU are located
below the base side of the ROI. For the area in Case 1 that
spans Cases 2 and 3, if any of the conditions for each case
are attained, no area is in common with the ROI. Therefore,
no additional work is required to compare the CU and ROI
in the overlapping area. The conditions for each case are as
follows:

➓ Case 1 : ROIy > CUy + CUwidth (1)

➓ Case 2 : ROIx + w < CUx (2)

➓ Case 1 : ROIx > CUx + CUwidth (3)

➓ Case 1 : ROIy + h < CUy (4)

If the CU and ROI coordinates satisfy any of the above
cases, they have no common area. Conversely, if the above
requirements are not met, it can be assumed that the CU
requires encryption. This approach can effectively identify
CUs that have a common area with the ROI through a simple
comparison operation, and it does not burden the system.
Moreover, it does not require reliance on scanning order tools,
such as FMO. In addition, the scope of the identified CU
completely covers the ROI and represents fewer ERs and
IOUs than conventional methods. The CU split is determined
by the RD cost, as mentioned in Section II-A. The CU
split usually occurs when the difference in image gradient
is significant. The CU division frequently occurs around
contours, corners, angles, and surface boundaries [31]. As a
result, ROIs are distinct from the background, and faces
generally contain subdivided CUs or have areas in com-
mon with some CUs. In addition, CU-based ROI encryption
can improve the ER and IOU compared with traditional
methods (i.e., tile-based ROI encryption) owing to these
characteristics.
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FIGURE 8. Selective syntax elements encryption in CABAC bin string.

C. SELECTIVE ENCRYPTION IN CABAC BIN STRING
The proposed method encrypts the HEVC/H.265 parameters
MV, MV sign, TC, TC sign, and IPM for the identified
CU during the entropy encoding process. As illustrated in
Fig. 8, nonbinary syntax elements are converted to a bin
string in the binarization methods, such as unary, truncated
unary, fixed-length, truncated rice code, and k th-order exp-
Golomb (EG) codes. Then, encryption is conducted at the
CABAC bin string level for the bin string corresponding to
the identified CU among the binarized syntax elements. The
AES-CFB is used for the real-time encryption of binarized
syntax elements, and an initial vector (IV) is set through a
pseudo-random number generator. The keystream S gener-
ated by the secret keys Ek and IV generates an encrypted
syntax element C through an XOR operation with the syntax
element P. The keystream S is as follows:

Si = Ek (Ci−1) , i ≥ 1 (5)

The proposed encryption method guarantees format compli-
ance and maintains the bit rate by encrypting the suffix part
of some selected bin using the bypass mode in CABAC [32].
For example, the encryption process of the syntax element
quantized TC (QTC) is that QTC is binarized by the truncated
rice code and k thorder EG code and encrypted using a sign bit
(i.e., TC sign) and a nonzero QTC value (i.e., TC) separately.
The sign bit is encrypted before it is encoded in bypass mode.
The value is binarized using the EG0 code and then encrypted
before encoding with binary arithmetic coding. The QTC
syntax element P(Q) encryption is as follows:

C(Q)i = P(Q)i ⊕ Si, i ≥ 1 (6)

Encoding and encrypting the parameter MV means encoding
and encrypting the syntax element MV difference (MVD).
The MVD significantly influences visual quality because it
closely relates to contour and motion. Therefore, the MVD
exhibits high encryption performance. In addition, MVD

encryption conducts the encryption of sign and value sep-
arately, like QTC encryption. The MVD sign is encrypted
through the XOR calculation and encoded in the bypass
mode. The MVD value is binarized into the EG1 code, and
encryption is performed by the XOR calculation of the suf-
fix bit and keystream S. Then, it is encoded in the bypass
mode. Luma IPM encryption is performed through an XOR
calculation between the number of candidate mode lists and
the keystream S. The coefficient scanning mode should be
synchronized by mapping the position of the last coefficient
because the decryption may be difficult due to IPM encryp-
tion [33]. In HEVC/H.265, there are five (i.e., planar, vertical,
horizontal, DC, and corresponding luma IPM) chroma IPMs.
In general, because chroma IPM encryption is affected by
luma IPM encryption, the numbers in the chroma IPM list are
encrypted by XOR calculation only in the unaffected cases.

D. ENCRYPTION PROPAGATION RESTRICTION
Although the CU related to the ROI was identified, and
encryption was applied only to that CU, the encryption prop-
agation appears over a wide area, as displayed in the decoded
video in Fig. 9(a) and Fig. 9(b). In the prediction decoding
process, references to the ROI should be restricted because
intra and inter prediction propagate the encryption to areas
outside the ROI by referencing the encrypted ROI. Intra pre-
diction is used to remove spatial redundancy. Intra prediction
is a tool in HEVC/H.265 that uses some data prediction spa-
tially from region to region within a specific frame, but it has
no dependence on other pictures in the video frames. In other
words, intra prediction uses the previously decoded bound-
ary samples from a spatially neighboring block to predict a
new PB. The PBs might have been created by referencing
encrypted blocks. Accordingly, intra prediction is restricted in
the prediction step by manipulating the IPM or restricting the
scope of prediction to mitigate encryption propagation. Inter
prediction is used to remove temporal or spatial redundancy.
The coding system searches the previously encoded video
images for the image regionmost similar to the encoded block
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FIGURE 9. The decoded video according to reference area restriction.

FIGURE 10. Comparison of encryption scope between traditional ROI encryption and CU-based ROI encryption.

to eliminate temporal redundancy. Once found, this block’s
samples (i.e., pixels) are used as an estimate or prediction
of the pixel values of the current block. The predicted sam-
ples are subtracted from the current block samples, resulting
in a difference signal (i.e., residual). Likewise, referenced
samples may be included in an encrypted area. Therefore,
we restricted references to encrypted blocks. In particular,
the motion estimation and the skip and merge modes are
constrained in the encryption region boundary [26]. In the
traditional method, these restrictions are conducted at the tile
level, and the HEVC main profile restricts the width of tiles
to a minimum of 256 pixels [1]. In contrast, the proposed
method provides improved visual information relative to the
traditional method by restricting the reference scope at the
CTU level, as presented in Fig. 9(c).

V. EXPERIMENTS
The Kvazaar is an academic software video encoder about
HEVC/H.265 [34]. The proposed CU-based ROI encryption
was implemented using Kvazaar. The processor used in this
experiment was a 64-bit 16-core AMD Threadripper PRO
3955WX running at 3.90 GHz with 64 GB of main memory.
The operating system was Ubuntu 20.04. The dataset for
the experiment was provided by https://media.xiph.org [35],
and each video contains one or more people. Also made

some fixes for YOLOv4. Although ROI encryption, such
as the proposed method, requires perfect object detection,
most object detection algorithms cannot achieve complete
accuracy. Similarly, face detection using YOLOv4 failed in
some frames. Still, the detection work was revised so that the
coordinate information of the previous frame can be retrieved
to rectify the detection failure of objects in the current frame.

In this experiment, we compared the traditional ROI
encryption with CU-based ROI encryption, as depicted in
Fig. 10 using video dataset ‘‘vidyo’’ series. The original
video displays the ROI boundary, revealing that the proposed
method can represent a more similar encryption scope for
the ROI than the traditional method. Whole-frame encryption
cannot serve as a comparator because it encrypts all visual
informationwithin the frame, including the ROI. This method
is suitable for video storage rather than providing users with
real-time video for monitoring. Generally, all the test videos
adopted the tiling concept for parallel processing. Most stud-
ies on ROI encryption in HEVC/H.265 have adopted the
same method as the tile-based ROI encryption. After the
object to be encrypted is detected, the tile containing the
detected object is encrypted. The results reveal a difference
between the detected ROI and the encryption scope when
tile-based ROI encryption is used. The difference becomes
even more pronounced when the video includes a dynamic
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object or many objects. Moreover, if the size of the tile
is large, in some frames where tile-based ROI encryption
is applied, the encryption scope is the same as in whole-
frame encryption. This result indicates that ROI encryption
is not working properly and wastes resources. However, the
proposed method encrypts the area similar to the detected
ROI and can preserve the surrounding area more than the
traditional method. These improvements can provide video
that canmonitor the overall situationwhile protecting privacy,
and this video can be used as a video surveillance domain in
public infrastructure.

This study focuses on how accurately the user-specified
ROI should be encrypted rather than on improving encryption
performancemeasured by the PSNRor SSIM. The encryption
time was shortened while maintaining the ROI encryption
performance without degradation. Table 2 presents the per-
formance of each encryption method and includes the PSNR
and SSIM. The PSNR and SSIM measured at the ROI level
have similar values for each encryption method, as the same
encryption algorithm was applied. The slight differences are
due to the different encryption scopes. In addition, the ER
and IOU were evaluated to compare the encryption methods.
Whole-frame encryption is excluded because ER and IOU are
not suitable for whole frame measurement. The ER is calcu-
lated as the area with encryption divided by the total frame
area. For example, in a 1280 × 720 resolution video, assum-
ing that point A (500,500) to point B (600,600) is encrypted,
the ER is (100 × 100) / (1280 × 720). Likewise, the IOU
is calculated as the encrypted area divided by the ROI. The
ER and IOU of tile-based and CU-based ROI encryption are
presented in Fig. 11, and the ground truth is the boundary
area (i.e., the ROI) of the face detected using YOLOv4. The
graph indicates that the proposed method has more compact
encryption for the ROI than before and provides improved
visual information about the surrounding area. The ground
truth in Fig. 11(a) represents the ratio of the area occupied
by the ROI in the entire frame and reveals that the proposed
method has a lower encryption rate than the existing method.
In addition, Fig. 11(b) refers to the degree of encryption
versus the ROI. The closer the value is to the ground truth,
the more compact encryption. If the value is higher than the
ground truth, a wider area that includes the ROI is encrypted,
and if the value is lower than the ground truth, the ROI
is not properly encrypted. Accordingly, the CU-based ROI

TABLE 2. PSNR and SSIM at ROI for whole-frame encryption, tile-based
region of interest encryption, and CU-based ROI encryption.

FIGURE 11. Comparison of ER and IOU for tile-based ROI encryption,
CU-based ROI encryption, and ground truth.

encryption significantly reduces the time required for encryp-
tion, as shown in Fig. 12. The experimental results demon-
strated that the proposed method improves the encryption
speed by up to 30% and provides improved visual information
about areas other than the ROI while maintaining an encryp-
tion performance (i.e., PSNR and SSIM) similar to that of the
traditional method.

VI. DISCUSSION
This section discusses several issues in CU-based ROI
encryption that should be considered in the future. Although
improved results were obtained compared to the traditional
methods for encryption speed and decoded video, the follow-
ing issue analysis and solutions are sought to improve the
proposed method further.

A. OBJECT DETECTION FAILURE
Object detection specifies the encryption target and bound-
ary in ROI encryption. Various detection algorithms have
been developed, such as YOLO, that perform decently for
object detection. However, perfect object detection is still
challenging in all situations. Due to ROI encryption, which
conducts encryption based on object location information,
if object detection fails, encryption is not conducted, and
visual information can be leaked as it is. Although this risk
cannot be completely ruled out, countermeasures exist to
alleviate it. Object detection algorithms generally learn the
characteristics of various objects through a training network.
In other words, the performance of an object detection algo-
rithm depends on the variety, quantity, and quality of the
data it learns. For example, in this study, we generated an
algorithm to detect faces using the YOLOv4 and WIDER
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FIGURE 12. Comparison of encryption time for whole frame encryption,
tile-based ROI encryption, and CU-based ROI encryption.

FACE datasets. Although faces were detected in most frames,
routine detection was difficult in some frames, such as for a
facial side view, because the WIDER FACE dataset mainly
consists of frontal faces. Detection failure occurred in very
few cases with the test video, so it was alleviated with
some improvements, but a fundamental countermeasure is
required. Therefore, it is necessary to construct and train on
the dataset while considering various situations.

B. ENCRYPTION PERFORMANCE IMPROVEMENT
There is a need to investigate and analyze various algo-
rithms and methods in terms of encryption performance
(i.e., in terms of PSNR and SSIM). Unlike whole-frame
encryption, which protects the entire region, ROI encryption
deals with a specific area, including privacy, so the per-
formance related to deidentification, defined by such met-
rics as PSNR and SSIM is important. However, although
there are various algorithms for video encryption, such as
RC6 [36], RSA [37], blowfish [38], and puzzle [39], exist-
ing studies have only dealt with AES-CFB and chaos-based
stream cipher, as mentioned. Moreover, the proposed method
has time to apply more complex encryption algorithms by
improving the encryption speed relative to traditional meth-
ods. This work is expected to discover which encryption
algorithm works effectively for encrypting video.

C. COMPRESSION EFFICIENCY
The proposed method must take measures against the loss of
compression efficiency.Whenwe identified the CUs included
in the ROI and performed encryption, we observed that the
encryption influence propagated to the surrounding area.
Although this guarantees safe interpolation and deblocking
at the CTU boundary because it splits the frame by the CTU
size and processes it independently, it burdens the system and
reduces the compression efficiency. Conversely, encryption
propagation occurs if an independent area is increased to
improve encoding efficiency. The encryption propagation is
still superior to the traditional method in terms of perfor-
mance, but it may be difficult to use from a practical view-
point. However, if these restrictions are conducted on each
CU, the compression efficiency decreases as the resolution
increases, and interpolation and deblocking problems occur.
Even if it is assumed that all these problems can be solved,

to obtain a decoded video with restricted encryption propaga-
tion at the CU level, an encrypted and unencrypted bit-stream
must be generated for the original video during encoding. The
decoder uses the generated bitstream to predict the area inside
and outside of the ROI. However, having the bitstream of the
original video in the decoder is a significant security threat;
thus, this method should not be considered. Therefore, it is
necessary to devise an optimized CU split method to improve
the compression efficiency of the proposed method.

VII. CONCLUSION
As high-quality video processing is needed, HEVC/H.265
has added various functions to improve coding efficiency.
However, the video coding improvement has made it difficult
to conduct ROI encryption in HEVC/H.265 without the tile
or slice function. The objective of ROI encryption in the
video is to protect the confidentiality of a designated area
while maintaining the surrounding scene. However, with the
existing method (i.e., tile-based ROI encryption), it is diffi-
cult to encrypt only a designated area without affecting the
surrounding pixels. Thus, the domains where encrypted video
can be used are extremely limited. Therefore, we proposed a
novel ROI encryption method to conduct encryption at the
CU level. To the best of our knowledge, encrypting the
ROI at the CU level is the first attempt, and it restricts the
encryption scope by providing a method to identify the CUs
relevant to the ROI. Through experiments, it was confirmed
that the proposed method could preserve the surrounding area
of ROI by only conducting encryption close to the specified
ROI. It also represents an encryption area comparable to ROI
encryption in AVS/H.264. The encryption time is shortened,
retaining encryption performance similar to that of the exist-
ing method. Thus, the proposed method can significantly
increase the scope of the domains that can be used. The
traditional method is not easy to use other than for storage,
but the proposed method is expected to be used in various
domains by conducting partial de-identification. In terms
of performance, CU-based ROI encryption performs better
than the traditional method as the number or movement of
objects increases or decreases. However, there are still some
points that require improvement. When we tried to imple-
ment CU-based ROI encryption, the compression efficiency
was reduced when some functions in the existing encoding
method were restricted. In addition, this study focused on
implementing ROI encryption that preserves the surrounding
content, so CU-based ROI encryption must consider encryp-
tion performance in terms of metrics, such as PSNR and
SSIM. Therefore, we plan to research encryption perfor-
mance improvement while maintaining encoding efficiency
in future work. Eventually, this study will serve as a basis
for future work and is expected to be employed in various
domains, such as video surveillance in public infrastructure.
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