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ABSTRACT Critical infrastructure (CI), such as energy and water distribution systems, is essential for the
stability and well-being of the modern society. Industrial automation and control systems (IACSs) form the
backbone of CIs and enable the operation of such systems in a safe and reliable manner. However, with the
increasing use of industrial Ethernet communication protocols, such as Modbus-over-TCP (Modbus/TCP),
once air-gapped IACSs are becoming vulnerable to potential cybersecurity threats. This paper presents a
novel method for enhancing the cybersecurity of Modbus/TCP-based IACSs by implementing an authentica-
tionmethod based onmessage authentication codes (MACs). To provide partial protection of communication
even when communicating with legacy Modbus/TCP peers, we propose a novel supervising device that
analyzes exchanged messages and verifies the authenticity of the protected messages. To experimentally
verify the protection method, a water-treatment cyber-physical system (CPS) was implemented as a digital
twin in a programmable logic controller (PLC). The underlying MAC is the Chaskey-12, lightweight
MAC defined in IEC 29192-6. It was implemented in the PLC program using the programming languages
defined in IEC 61131-3. As an additional contribution, the presented implementation allows protection of
communication between PLCs and other Modbus/TCP peers installed in existing IACSs without hardware
or firmware modifications. The results show that the method provides protection against network attacks
without significantly affecting performance, also demonstrating the feasibility of such protection in IACSs.

INDEX TERMS Automation, communication system security, cyber-physical systems, industrial
communication.

I. INTRODUCTION
The term industrial cybersecurity encompasses knowledge
and a set of activities performed with the aim of miti-
gating cybersecurity risks within industrial automation and
control systems (IACSs) [1]. IACSs, such as supervisory
control and data acquisition (SCADA) and programmable
logic controllers (PLCs), are the main components of critical
infrastructures (CIs), which are classified by the European
Programme for Critical Infrastructure Protection (EPCIP)
into two sectors: Energy and Transport [2]. Given the current
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global energy crisis and the COVID-19 pandemic, even a
small disruption in energy or transport infrastructures could
have a serious impact on the stability of modern soci-
eties [3]. Still, insecure and outdated industrial communica-
tion protocols, such as Modbus-over-TCP (Modbus/TCP) [4]
are widely used for their efficiency and ease-of-use, which
are standard requirements in IACSs. With the enlargement
and distribution of such systems, they become increasingly
interconnected with information technology (IT) systems,
introducing cybersecurity vulnerabilities and attack vectors
that were not analyzed at the time of their deployment [5].
As a result, once isolated IACS communication networks
are much more vulnerable to cyberattacks than IT networks.
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Although one of the oldest recorded incidents related to
IACS cybersecurity dates back to the late 1990s [6], it was
not until the 2010 Natanz nuclear power plant cyberat-
tack (also known as Stuxnet) that IACS cybersecurity came
under the spotlight [7]. Stuxnet was a malware developed
for the sole purpose of undermining Iran’s nuclear devel-
opment program. The complexity of the operation suggests
that it was created by an advanced persistent threat (APT)
that managed to destroy one-fifth of the uranium enrich-
ment centrifuges. Next, the 2015 Ukraine blackout attack
was the first attack recorded to target the power grid CI.
It resulted in a power outage and affected more than 200 thou-
sand people [8]. The 2022 Russo-Ukrainian conflict is the
latest example of the importance of IACS cybersecurity,
in which the state-sponsored APTs have developed complex
IACS-specific malware which are capable of disrupting and
degrading the power grid CI [9], [10].

When compared with cybersecurity requirements in IT
systems, where confidentiality is the number one prior-
ity, IACSs mainly focused on availability, authenticity, and
integrity [11], [12]. Additionally, the computational limita-
tions of IACS devices led to the fact that most of cyberse-
curity requirements were sacrificed to satisfy the availability
requirement. With that in mind, and the fact that most of
the industrial Ethernet (IE) communication protocols lack the
authenticity and integrity checks, it has become imperative
to come up with a mechanism that can ensure integrity and
authenticity of communication, with minimal overhead costs
and latency impact. Without integrity and authenticity, pro-
tocols such as Modbus/TCP are vulnerable to Man-in-the-
Middle (MITM) attacks [13].

This study deals with a potential cybersecurity enhance-
ment of Modbus/TCP-based IACSs that satisfies the integrity
and authenticity cybersecurity requirements, without signifi-
cantly affecting the system availability. The novel protection
method uses message authentication codes (MACs) as an
underlying protection mechanism. Additionally, the devel-
oped protection method supports communication with legacy
Modbus/TCP devices which do not support the developed
protection, allowing integration of the method in existing
IACSs. After the development and cybersecurity analysis of
the protection method, a water treatment cyber-physical sys-
tem (CPS) was created to provide an environment for exper-
imental validation. The protection method was successfully
implemented in the PLC program using IEC 61131-3 pro-
gramming languages, allowing protection of legacy IACSs
without drastically changing the system’s network architec-
ture or introducing bump-in-the-wire (BITW) components
that could potentially introduce new threat vectors. Chaskey-
12, a lightweight MAC defined by the IEC 29192-6 stan-
dard, was chosen as the underlying MAC algorithm. To our
knowledge, this is the first time that Modbus/TCP has been
protected using lightweight cryptographic algorithms. Fur-
thermore, the contribution of this paper includes a proposal
of a supervising device capable of verifying the authenticity
of protected messages even when communicating with legacy

devices. This protection method could serve as a transitional
cybersecurity solution for existing IACSs that use insecure
industrial communication protocols and where the transition
to new, more secure protocols is not justified by the cost-
benefit analysis. Finally, the experimental validation showed
that the communication authenticity was preserved, without
significant impact on the performance.

The paper is organized as follows. In Section II, the
related work is presented. Section III gives a cybersecu-
rity analysis of the Modbus/TCP communication protocol.
Section IV gives detailed information about the protection
method. In Section V, details about the implemented water
treatment CPS are given, after which the protection method
implementation is analyzed in terms of cybersecurity and
performance. Finally, Section VI gives the discussion, and
Section VII presents the conclusions and future work.

II. RELATED WORK
Given the significant and continuous increase in cybersecu-
rity incidents and threats [3], both in number and complex-
ity, researchers have extensively analyzed the Modbus/TCP
cybersecurity. One of the first in-depth security analyses
of Modbus/TCP dates back to 2008, which resulted in the
attack taxonomies for Modbus protocols [14]. Additionally,
in [15], the authors confirmed the conclusions concerning the
insecurity of Modbus/TCP.

With the analysis of the Modbus/TCP cybersecurity, pos-
sible cryptography-based solutions emerged, such as [16]
in which the authors implemented RSA digital signatures
for the authentication and a selected SHA-2 hash function
for the integrity protection of Modbus/TCP. The authors
also emphasized that confidentiality is not a requirement for
IACSs. The authors of [17] suggested the TLS communica-
tion protocol, currently used in IT networks, to be used on top
of Modbus/TCP, and achieved a significant improvement in
cybersecurity, however with substantial latency and overhead
costs. Next, an interesting method for authenticating Mod-
bus/TCP devices named ModbusSec was presented in [18],
where authentication of communication was established by
using hash-based MAC codes and the Stream Control Trans-
mission Protocol. They also proposed the use of standard
hash-based MAC codes without even considering the use
of lightweight cryptography. In addition, the authors of [19]
analyzed potential methods for protecting Modbus/TCP, but
stressed that asymmetric cryptographic methods are signifi-
cantly slower than the symmetric ones, questioning the use
of asymmetric cryptography in IACSs. In [20], the authors
presented a BITW authentication method that does not mod-
ify Modbus/TCP but transmits the cryptographic authentica-
tion information in the TCP Options header field. It should
be noted that the format and content of the TCP Options
header is strictly defined by the Internet Assigned Num-
bers Authority (IANA) and should generally not be used
for purposes other than those defined. Similarly, the authors
of [21] developed a security module that should be installed
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on every Modbus/TCP node and could use different crypto-
graphic methods based on the cybersecurity requirements of
an IACS.AlthoughBITWdevices could protect legacy equip-
ment within an IACS, such solutions could compromise the
reliability of the system, introduce new vulnerabilities, and
affect real-time operation, which is not acceptable [1]. As a
result of an intensive security analysis of the Modbus/TCP
communication protocol, the Modbus Organization devel-
oped a new industrial communication protocol calledModbus
Security [22]. Modbus Security is a TLS-based Modbus/TCP
that provides integrity, authentication, and encryption of data,
but is not backward compatible with Modbus/TCP. Still,
to our knowledge, it is yet to be implemented in a real-life
IACS.

Intrusion detection systems (IDSs) were also analyzed as
potential solutions to increase the IACS resiliency against
cyberattacks [23], [24]. With the modification of the Mod-
bus/TCP packet structure, such as encrypting the Mod-
bus/TCP traffic, the datasets used for IDSs could become
unusable, as is the case with the TLS protocol [25].

A different approach to the protection of Modbus/TCP
is given in [26], in which the authors presented a method
called TAMBUS that uses covert channels as an authentica-
tion path. Although the method does not modify the original
Modbus/TCP structure, it requires additional equipment that
embeds and verifies the TAMBUS code.

With the development of the IEC 29192-6 [27] standard,
which describes lightweight cryptographic methods for data
integrity and authentication of resource-constrained devices,
new opportunities for IACS devices emerge. Lightweight
MAC algorithms, such as Chaskey-12 could provide suf-
ficient protection for IACSs that must meet strict timing
requirements, as they provide the same for the Internet of
Things (IoT) devices [28]. In [29], the authors compared the
performance of the lightweight ChaskeyMAC algorithmwith
that of AES-128-CMAC, in which Chaskey showed signifi-
cant performance improvements. Tests were also performed
on ARM Cortex-M microcontrollers, which are commonly
used in PLCs.

Finally, some authors [30], [31], implemented lightweight
cryptographic algorithms within the PLC’s program and
showed that the real-time performance of IACSs was pre-
served. To our knowledge, there are no studies that used the
implemented algorithms to protect industrial communication
protocols.

As can be seen from the literature review, there are
several drawbacks we identified: (i) the authors did not
consider the impact of cybersecurity solutions on availabil-
ity [16], [17], [22] and did not define which of the cyberse-
curity requirements are actually required in IACSs, (ii) the
protectionmethodswere proposedwithout defining a specific
threat model which would define situations in which the pro-
tection method is feasible [17], [20], [21], and (iii) backward
compatibility with existing systems was preserved only by
using BITWdevices [16], [20], [21] or there was no backward
compatibility at all [22].

III. CYBERSECURITY OF THE MODBUS/TCP
COMMUNICATION PROTOCOL
Modbus/TCP is an industrial communication protocol devel-
oped byModicon in 1999. It is widely used in IACSs because
of its ease-of-implementation and the fact that it is open
and licence-free [4]. The protocol is based on a proprietary
Modbus-over-Serial-Line protocol data unit (PDU) that is
encapsulated within TCP and can be used on Ethernet-based
networks. Modbus/TCP clients, such as SCADAs, PLCs,
and human machine interfaces (HMIs) initiate communi-
cation with Modbus/TCP servers (PLCs, remote terminal
units (RTUs), other field devices), which then respond to an
appropriate request (e.g., read or write process data) based
on the function code value. The structure of a Modbus/TCP
PDU is shown in Fig. 1. Modbus/TCP uses the Ethernet
network for the data link layer, Internet Protocol (IP) for the
network layer, TCP as the transport layer protocol, and the
Modbus application protocol in the upper layers of the Open
Systems Interconnection (OSI) network model. The Mod-
bus/TCP application protocol also has its own header which
is called the Modbus application header (MBAP). Finally,
the function code and the Modbus data are embedded with
the MBAP header to form theModbus/TCP application data
unit (ADU). In this paper, all the data starting with Ethernet
header and ending with Frame Check Sequence (FCS) will
be referred to as Modbus/TCP PDU, which differs from the
term Modbus PDU used in the specifications [4].

As can be seen, the Modbus/TCP application protocol
lacks any cybersecurity protection mechanisms. Further, the
use of common Internet protocols, such as TCP and IP,
implies the import of additional attack vectors that an adver-
sary can exploit [14].

Based on [24], the main Modbus/TCP threat categories are
(i) denial of service (DoS) attacks in which an adversary can
impact the performance and availability of communication,
(ii) information acquiring in which the attacker can collect
information about IACSs (e.g., network architecture, appli-
cation relations, equipment used and data within the system),
and finally, (iii) spoofing attacks, which come as a direct
consequence of the lack of authenticity and integrity checking
mechanisms.

IV. PROTECTION METHOD
In this section we define a Modbus/TCP-based IACS model
and an adversarial model. After defining the models, the
developed protectionmethod is presented, alongwith a cyber-
security analysis of the proposed method.

A. SYSTEM MODEL
While developing a Modbus/TCP-based IACS model, which
is shown in Fig. 2, we followed the rules of the Purdue
Enterprise Reference Architecture (PERA) [1]. The Purdue
model is also used in the ISA/IEC 62443 industrial cyberse-
curity standard as a reference for the IACS network architec-
ture [32]. In the Purdue model, the IACS network is divided
into several levels, with the lowest level 0 (also referred
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FIGURE 1. Structure of Modbus/TCP PDU.

FIGURE 2. Modbus/TCP-based system model.

to as the process level) representing the physical process,
while level 4 is the enterprise IT system. Within the model,
IT and operation technology (OT) networks are separated by
a demilitarized zone (DMZ), a zone designed to prevent direct
communication between the given communication networks.

At the process level, it is common to find devices such
as sensors and actuators, which serve as a direct interface
to an industrial process. In terms of communication, process
level devices are usually Modbus/TCP servers that respond
to requests from clients located in the control level. The
control level contains devices that control the automated
industrial process and transfer process-related information to
the supervisory level. An example of such a device is a PLC,
which can be aModbus/TCP client to the process devices, but
also a Modbus/TCP server to the supervisory level systems.
Finally, supervisory level devices allow human operators to
supervise and partially control the industrial process. The pro-
cess supervision ismaintained by the client-server application
relation to the control level. In addition, the supervisory level
devices communicate with the enterprise devices through
services located in the DMZ, but they generally do not use
Modbus/TCP for communication [1].

The IACS levels are interconnected via Ethernet cables
and switches, routers and/or firewalls located at the level
boundaries. Based on that, our system model covers the four
lower levels of the Purdue model. Also, we assume that the
IACS is not distributed, meaning that all system components
are located at one location site. The IACS is owned and
maintained by a single organization, allowing full control of
the system.

B. THREAT MODEL
Without a detailed threat model, it is not possible to devise
appropriate protection against security incidents. The threat
model specifies possible adversaries and threats which might
impact the security of a system. The IEC 62443 categorizes
adversaries according to their capabilities, the amount of
resources available, and their motivation [32]. They range
from hacktivists to highly motivated APTs and are modelled
depending on the cyber threat environment.

Our threat model assumes an attacker that has gained
unauthorized initial access to the industrial communications
network. The initial access to the IACS could be gained
by compromising IT devices within the OT network (e.g.,
engineering workstations, printers), implementing a ‘‘rouge’’
device within the industrial communication network, repli-
cating via removable media, and compromising the supply
chain (e.g., firmware updates, physical devices) [33]. Very
importantly, our threat model assumes that Modbus/TCP
peers are not compromised and that unauthorized access
to the IACS devices is not possible (e.g., through physical
protection measures such as locking devices in cabinets).
Furthermore, we assume that the attacker has extensive
knowledge of the IACS (e.g., used equipment, network archi-
tecture, hardware and firmware versions, understanding of
the automation process), but does not have valid credentials
to access the IACS devices.

Fig. 3 shows the threat model. After the initial compromise,
the attacker takes control of the communication between the
Modbus/TCP peers, which is similar to the threat model
defined in [34]. By controlling the network, the attacker can
perform passive and active attacks on theModbus/TCP client-
server communications, meaning that an adversary can read,
inject, remove, or tamper with PDUs passing through the
network [34].

Based on the chosen threat model, the attacker can violate
all key cybersecurity requirements: confidentiality, data ori-
gin authentication, availability, and nonrepudiation [34].

However, depending on the results of the cybersecurity
risk analysis, the violation of the given requirements may not
always pose a risk to the organizationmanaging the IACS. For
example, enforcing confidentiality of theModbus/TCP PDUs
would imply that the messages contain secret information,
which is not common in IACSs [35]. There are only a limited
number of IACSs that require data confidentiality, such as:

• IACSs in the defense sector, where a disclosure of,
e.g., energy consumption within a military IACS could
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FIGURE 3. Threat model.

provide information to APT adversaries about possible
military actions.

• Process control systems (PCSs), where disclosure of
trademark recipes could seriously affect the IACS oper-
ations (industrial espionage).

• Other IACSs, such as the Smart Grid, that comply with
data protection laws (e.g., the General Data Protection
Regulation (GDPR)).

The same is true for nonrepudiation, which is defined as an
assurance that peers cannot deny any performed actions [32].
This requirement allows a third party to determine whether or
not peers have performed a particular action. Within an IACS
managed and owned by one organization, such a requirement
can theoretically be omitted, since a trusted third party could
analyze the network logs to determine whether a peer has
performed a disputed action.

Although the protocol itself does not need to provide
nonrepudiation, the organization must prevent any modifi-
cations to captured network logs (integrity) and preserve
them for an adequate amount of time. Network logging
is already well established in IT and could be similarly
implemented in OT networks [35]. On the other hand,
an IACS managed by multiple organizations should always
enforce nonrepudiation, which could play a critical role in
determining responsibility in the event of an IACS fail-
ure. Availability, being the most important requirement in
industrial communication systems [1], should always be
preserved.

As for the data origin authentication, it allows the peers
to determine the identity of communication partners and
preserve the integrity of transmitted PDUs [32]. The authors
of all previously mentioned papers stress that the attacks
targeting the integrity of Modbus/TCP messages (e.g., mod-
ification, insertion) could cause significant damage to the
IACSs. Due to the above-mentioned reasons, data origin
authentication is essential to prevent active attacks on IACS
communications, but should be developed with the availabil-
ity requirement in mind. Based on that, in the next subsection
we will present the protection method which ensures data
origin authentication without any significant impact on the
availability.

C. PROPOSED PROTECTION METHOD
Based on the presented system and threat models, we propose
a MAC-based Modbus/TCP protection method. MACs are
symmetric key cryptographic mechanisms used to authenti-
cate messages exchanged between devices. They are com-
monly used in IT systems and have proven to be an effective
method for ensuring the integrity and authentication of com-
munication [35]. There are several standards that definemeth-
ods for calculating MACs, the most known being the IEC
9797 series of standards. Additionally, MACs designed for
resource-constrained devices are defined in the IEC 29192-
6 lightweight cryptography standard. Lightweight cryptog-
raphy mechanisms consume less computational and energy
resources compared to standard cryptography and are there-
fore suitable for IACS devices. The proposed protection
method could use any MAC algorithm whose performance
satisfies IACS-specific requirements, such as resource con-
straints and low communication time delay.

The proposed protection method, shown in Fig. 4 consists
of three main components, the Peer authentication and key
agreement service, the Modbus/TCP ADU MAC protection
service, and the Data origin authentication service. When a
Modbus/TCP client initiates a communication request to the
Modbus/TCP server, the Peer authentication and key agree-
ment service establishes a session key and PDU counter on
both peers. In addition, the given service takes care of poten-
tial issues regarding counter resets and overflows by estab-
lishing new session keys, while resetting the PDU counter.
This study does not deal with the implementation of the Peer
authentication and key agreement service, but assumes that
the peers have authenticated themselves, and that both the
session key and PDU counter values have been established.

After the establishment of the session key and the PDU
counter, the Modbus/TCP client application sends its original
ADU to the Modbus/TCP ADU MAC protection service,
which protects the ADU as shown in Fig. 5. The service
calculates a MAC using the original Modbus/TCP ADU, plus
the additional PDU counter field.

After the MAC calculation, the MAC and PDU counter
are concatenated to the Modbus data field and sent to the
server. It should be noted that both the MAC and the PDU
counter field lengths are implementation-defined, and their
length depends on system requirements (e.g., Modbus data
overhead, cybersecurity requirements) and the underlying
MAC algorithm.

When the server receives a Modbus/TCP request, it is first
processed by the Data origin authentication service, whose
flow chart is given in Fig. 6. The service allows communica-
tion parties to determine whether the received Modbus/TCP
PDU is authentic or if it has been tamperedwith. Additionally,
it assumes the session key and counter from thePeer authenti-
cation and key agreement service. It should also be noted that
the protected peers must be fed with a list of legacy peers that
do not support the protection method, while assuming that all
other peers are protected.
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FIGURE 4. Flowchart of developed protection method.

FIGURE 5. Modbus/TCP packet structure after performing MAC protection
algorithm.

FIGURE 6. Flowchart of Data origin authentication service.

If the service detects that the PDU has been tampered
with, it immediately discards the PDU and sets the appro-
priate flags. In addition, the service increments the internal
counters which count different cybersecurity incidents. All
internal data is then sent to the server application, which can
initiate safety-related procedures, depending on the cyberse-
curity violation. If the request was authentic, the Data origin
authentication service sends the original ADU to the server
application. The server then responds to the client depending
on the request, protecting the ADU using the Modbus/TCP
ADUMAC protection service, as shown in Fig. 7. The authen-
tication mechanism is repeated on the client side, allowing
authenticated communication between peers.

FIGURE 7. Flowchart of Modbus/TCP ADU MAC protection service.

FIGURE 8. Modbus/TCP Supervisor device implementation.

D. HANDLING LEGACY PEERS
As can be seen from Figs. 6 and 7, the protection steps
are different when communicating with devices that do not
support the protection method. When communicating with
such devices, the protected peers send standard unaltered
Modbus/TCP PDUs, after which they create and send an
additional UDP packet to the legacy peer, which is at least
composed of a MAC and a PDU counter. Additionally, the
UDP packet consists of information which should be suffi-
cient to unambiguously determine which of the earlier sent
standard Modbus/TCP PDUs the UDP packet relates to. Both
the unprotected and the UDP packets are captured by an
additional novel device implemented within the OT network,
which we named the Modbus/TCP Supervisor, as shown
in Fig. 8. The device verifies the authenticity of the Mod-
bus/TCP PDUs sent by the protected peers on the network
by using the Data origin authentication service, as well as
the information received from the Peer authentication and
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FIGURE 9. OSI location of the developed protection mechanism.

key agreement service.Modbus/TCP Supervisor captures the
Modbus/TCP PDUs and the UDP packets by using switched
port analyzer (SPAN), also known as the port mirroring
service. Port mirroring sends a copy of the network traf-
fic between network ports to a SPAN port, to which Mod-
bus/TCP Supervisor is then connected. It should be noted
that the SPAN feature is not common in general-purpose
Ethernet switches and can be found in switches designated
as ‘‘Managed’’. The supervisor calculates the MAC of the
unprotected Modbus/TCP PDU and compares it with the
one acquired from the UDP packet. When the supervisor
detects a violation of authenticity, it sets the correspond-
ing flags, alarming the operator who supervises the process.
If theModbus/TCP Supervisor device is implemented within
the network, it could also supervise the PDUs exchanged
between the protectedModbus/TCP peers, allowing real-time
cybersecurity monitoring of the complete OT network. Other
than alarming, the Modbus/TCP Supervisor can also initiate
security and safety related procedures, whose definition is
IACS-specific.

E. ANALYSIS OF THE PROTECTION METHOD
Our protection mechanism does not change the Modbus/TCP
Application Protocol but adds the developed authentication
mechanism to the fifth layer (session layer) of the OSI model,
as shown in Fig. 9. Unlike other authors, we emphasize
that our protection method could be implemented along with
legacy devices, such as PLCs, allowing protection without
adding any BITW devices.

As for the data origin authentication requirement, Table 1
gives a list of active attacks which our protection mechanism
protects from. The list is similar to the one given in [34],
which defines a list of attacks to be considered when creating

TABLE 1. Defence against active attacks on Modbus/TCP.

a Request For Comments (RFC) Security Consideration
section.

As can be seen, the PDU counter allows peers to detect
the replayed PDU and determine if any of the transmitted
PDUs were deleted before being processed by the peers. The
MAC, on the other hand allows the detection of PDUs that
have been spoofed by an adversary, as well as the detection
of the modified Modbus/TCP PDUs.

In addition to active attacks on Modbus/TCP PDUs,
an attacker can also initiate DoS attacks on Modbus/TCP
devices, mostly because TCP is vulnerable to several DoS
attacks (e.g., TCP SYN flood, forged RST messages) [18].
Our protection mechanism, being located on top of TCP,
cannot protect against such attacks. As for DoS attacks which
try to exploit possible vulnerabilities of the Modbus/TCP
application layer protocol, in combination with the PDU
counter MAC prevents DoS attacks on the peers, since the
attacker would need to break our protection in order to mount
a DoS attack.

Regarding the size of the transferred MAC and PDU
counter fields, it was said that the size of the fields is
implementation-defined. In terms of cybersecurity, the MAC
field length should be defined as long as necessary to reduce
the probability of MAC-guessing attacks [29].

The PDU counter field length is important for analyz-
ing potential counter overflows, which would theoretically
allow PDU replay-attacks. For example, if a client application
requires a communication cycle of 100 milliseconds, then the
number of Modbus/TCP requests will be 10 within a second,
600 within a minute, 36,000 within an hour, 864,000 within
a day, and finally 3.1536∗108 requests in a year. If the PDU
counter length m is defined as 4 bytes, it gives a total of 232

values that the counter can assume. Based on the given, the
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FIGURE 10. P&ID diagram of implemented CPS.

elapsed time before the PDU counter overflows Tov equals:

Tov =
232

3.1536 ∗ 108
≈ 13.62 years (1)

while keeping the earlier stated fact in mind that the IACSs
work continuously for decades [1]. As earlier defined, pos-
sible overflows are solved by the Peer authentication and
key management service, which is not analyzed in this study,
however the system designer should take care when specify-
ing field length to prevent frequent key-agreement exchanges,
which could potentially impact the system performance.

When we discuss the availability requirement, we could
argue that by using symmetric key algorithms, the availability
of the IACS communication system is impacted less than it
would be if we used asymmetric key methods, as stressed
in [19]. To confirm this, a detailed performance and cyber-
security analysis of the protection method will be given in
Section V.

Because the protected Modbus/TCP PDU is not encrypted,
the method supports additional automated IDS monitoring of
the data within the network. The Modbus/TCP Supervisor
device, which is in fact one form of a misuse-based IDS,
is required only if the protected Modbus/TCP peers commu-
nicate with the unprotected ones, allowing the detection of
attacks on the protected PDUs. To prevent the introduction of
new attack vectors by adding a new device within the IACS
network, it is advised that Modbus/TCP Supervisor is ade-
quately protected using standard cybersecurity best-practices,
such as network segmentation and access management.

When communicating with legacy devices, MAC and PDU
counter are transferred to Modbus/TCP Supervisor by an
UDP packet, which could be theoretically removed/dropped
from the network by an attacker. Because the communica-
tion in IACSs is almost always cyclic, Supervisor can detect
that it did not acquire the protection information, alarming
the operator supervising the process. Although there is a
possibility of a random (or targeted) UDP packet loss on
the network, we chose the use of UDP (rather than TCP)
because of the simplicity of implementation, reduced over-
head, increased speed, as well as minimal impact on network
bandwidth [1].

V. EXPERIMENTAL VALIDATION OF THE PROPOSED
PROTECTION METHOD
The goal of this section is to show how the proposed method
was validated. Firstly, we describe the architecture of the
developed water treatment CPS. After that, we describe the
implementation of the authentication mechanism and review
its cybersecurity and performance.

A. CYBER PHYSICAL SYSTEM
To provide an experimental attack environment for the vali-
dation of the protection method, a water treatment IACS was
chosen. The motivation for choosing a water treatment plant
is that the EPCIP categorized water systems as Transport
CI [2]. Additionally, water treatment plants have already been
victims of cybersecurity incidents [36].

A detailed process and instrumentation diagram (P&ID) of
the developed CPS is shown in Fig. 10, while the process
values are listed in Table 2. The water treatment process
starts with pumping water from a fresh water source. After
the pumping process, the water enters the measuring station
where the flow rate, temperature, opacity, and water pressure
are measured. Depending on the opacity level, the coagula-
tion and flocculation chemicals are added to coagulation and
flocculation mixing tanks, respectively. During the passage
through the sedimentation and filtration tank, sludge and
harmful substances are removed from the water. The filtration
system is purely mechanical, after which the water enters the
chlorination phase. Based on the current chlorine content in
the water, the required amount of chlorine is added. Finally,
the water process values are measured, after which the water
is pumped into the system.

The process control and software simulation of the chosen
water treatment CPS was performed with two Siemens S7-
1513-1 PN PLCs. The first PLC, called the Digital Twin
(DT) PLC, was used to fully simulate the water treatment
process. The advantages of the DT use in the cybersecurity
analysis are significant when compared to physical testbeds
as they eliminate the possibility of physical damage to the
expensive industrial components and allow the modification
of the CPSs free-of-cost and the creation of cybersecurity
training ranges [37].
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TABLE 2. List of process values.

The second PLC, named the Control PLC was used to
automate the created CPS. The programming solutions were
created using the TIA Portal v16 tool, an engineering plat-
form for industrial equipment produced by Siemens. As a
supervising platform, a PcVue SCADA system [38] was
implemented within the CPS, while the engineering work-
station allows the CPS maintenance. One part of the created
SCADA interface is shown in Fig. 11. Both the SCADA
and the engineering workstation use Windows 10 Pro version
21H2 operating systems. The SCADA operator can choose
between twomodes of operation, namely the Automatic mode
in which the operator can change the flow reference, and the
Manual mode in which the operator can additionally open and
close the pipeline valves.

The automation system has integrated safety mechanism
procedures in which the Control PLC brings the IACS to

FIGURE 11. Chlorination station within SCADA interface.

FIGURE 12. Network architecture of implemented CPS.

a safe state when, for example, the operator tries to close
the pipeline valves while the pump is running, potentially
causing overpressure in the system. The functional safety
mechanisms are generally engineered after functional safety
risk assessments have been conducted, such as the hazard
and operability study (HAZOP) [1]. Functional safety risk
assessments are used to identify potential situations within
IACSs that pose a significant risk to the system and the envi-
ronment. Their cybersecurity counterpart are cybersecurity
risk assessments, which will be analyzed later in this section.

The network architecture of the developed CPS is shown in
Fig. 12, which is similar to the aforementioned systemmodel.
As can be seen, the DT PLC is located within the process
level, the Control PLC and the engineering workstation are
placed in the control level, and finally, the SCADA interface
is located within the supervisory level. All devices are con-
nected to LAN using an Ethernet switch.

Regarding the Modbus/TCP application relations between
the devices, the SCADA system is a Modbus/TCP client to
the Control PLC, and the Control PLC is a client to the
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TABLE 3. CPS risk matrix.

DT PLC. The Control PLC uses WRITE and READ Mod-
bus/TCP function codes, which allow the transfer of 16-bit
registers loaded with different process values, depending on
the programming implementation. As for our implementa-
tion, the Control PLC writes 10 and reads 30 registers from
the DT PLC. The Modbus/TCP communication cycle repeats
itself every 100 milliseconds, allowing continuous control
and supervision of the CPS.

As for the threat model, it was similar to the previously
defined model, with a potential risk in IACS operations given
in Table 3. The risk levels were modelled from low to
critical, where low means little or no harm to the organi-
zation and critical implies possible human casualties [32].
As can be seen, the loss of availability and authenticity of
system assets can have a significant impact on IACS oper-
ations. It was assumed that the organization managing the
CPS does not consider confidentiality and nonrepudiation
as cybersecurity requirements. In general, the initial IACS
cybersecurity risk assessment can be performed by analyzing
the worst-case scenarios in which the selected assets (e.g.,
equipment, communication conduits) are compromised [32].
Loss of availability and data origin authentication between
the Control PLC and DT PLC poses a higher risk than an
attack on the communication path between SCADA and Con-
trol PLC. The reason behind this are the previouslymentioned
safety-related functions inside the Control PLC in which the
PLC sets the CPS into a fail-safe state if the attacker would try
to modify SCADA commands while trying to destabilize the
system. Additionally, the SCADA operator can manually ini-
tiate a limited set of operations, which cannot bring the CPS
to an unsafe state. On the other hand, data tampering attack
on the communication between the PLCs directly violates the
data origin authentication requirement, which could be used
by an attacker to destroy the water treatment plant or poison
the water with chlorine, critically impacting the organization.

Finally, it is assumed that the organization has accepted
the imposed risk if the communication between SCADA
and Control PLC is attacked. On the other hand, it is
required that the impact, in the case of an attack
on the Control PLC – DT PLC communication path,
is minimized.

FIGURE 13. Chaskey-12 MAC algorithm.

B. CHASKEY-12 MESSAGE AUTHENTICATION CODE
Lightweight cryptography methods use less computational
and energy resources when compared to standard cryptog-
raphy, which makes lightweight MACs suitable for imple-
mentation in IACS devices [28]. Based on this fact and the
analysis [39] in which the performance of lightweight block
ciphers was given, we chose Chaskey-12 as the underlying
MAC algorithm. Also,

Chaskey-12was optimized for 32-bit microcontrollers [39],
which are commonly used by PLC vendors. It uses only
basic addition, rotation, and XOR functions, meaning that
it can be implemented using the IEC 61131-3 languages.
In general, Chaskey-12 uses a 128-bit symmetric key K on
an arbitrary-length message m to generate a MAC with a
length of 128-bits or less, depending on the security require-
ments. The algorithm of the Chaskey-12 MAC is given in
Fig. 13. Within the Chaskey-12 algorithm, Subkey function is
initially called to derive subkeys from the given key K . After
deriving the subkeys, the message is padded depending on its
size, while setting the corresponding padding bit. When the
padding process is completed, the padded message is split
into 128-bit messages, after which the 12-round permutation
function π iterates over the split messages. Depending on the
padding bit, the last operation on 128-bit message is executed
using subkey K1 or K2. The final result is the Chaskey-
12 MAC, which can be ≤ 128 bits. More details on Chaskey-
12 are given in [27].

C. IMPLEMENTATION OF THE CHASKEY-12-BASED
AUTHENTICATION MECHANISM
We have developed a Chaskey-12 function block (FB) using
Structured Text (ST) programming language, a PLC pro-
gramming language defined by the IEC 61131-3 standard.
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FIGURE 14. Chaskey-12 function block (left), Modbus/TCP client/server
protected function block (right).

The ST programming language is a textual programming
language which is derived from the Pascal programming
language, as opposed to the Ladder Diagram (LD), a graphic
programming language which resembles relay ladder logic
diagrams [40]. The use of a standardized programming lan-
guage enables the use of the developed FB on any other PLC
that supports the IEC 61131-3 defined languages. Our imple-
mentation assumes little-endian architecture, which is used
both in the S7-1200 and S7-1500 PLC series [41]. It should
be noted that endianness in IACS equipment is not strictly
defined, so the programmer should take care when imple-
menting such algorithms. Additionally, the block could be
used for any other use that is not Modbus/TCP related, such
as protecting other IE protocols using MACs. The Chaskey-
12 implementation was tested against the test examples given
in [27].

The development platform used for the algorithm imple-
mentation was the TIA Portal v16. Fig. 14 (left) shows the
developed FB,whose block’s interface is described in Table 4.
When developing an FB interface, there are multiple variable
types in the IEC 61131-3 programming languages, namely
the Inputs, InOuts, and Outputs. An Input to the block passes
the value of the input variable to the block, while an InOut
passes the variable pointer. Outputs are used to pass the
block’s result to the assigned variables.

After developing and testing the Chaskey-12 FB,
we integrated the FB with Modbus/TCP using proprietary
Modbus/TCP FBs, namely the MODBUS_CLIENT and
MODBUS_SERVER blocks. The given MODBUS blocks
are developed for Siemens S7-1200/1500 PLC series and
allow Modbus/TCP communication via IE. Such FB block
implementation of Modbus/TCP is common in industrial
automation, as other PLC vendors [42], [43] use this type
of interface for the Modbus/TCP communication as well.

The proposed MAC-based protection method of Mod-
bus/TCP was created using the ST and LD programming
languages, and it was finally encapsulated within the two FBs
named MB_Client_Protected and MB_Server_Protected.
Fig. 14 (right) depicts the layout of the developed FBs, while
Table 5 lists the block interfaces.

As can be seen, the blocks assume three different user
defined types (UDTs), a structure-like IEC 61131-3 data type
which can be freely defined by the user [40]. The UDTs
transfer the information about the client/server configuration
(e.g., requested function code, number of registers, if the
peer supports the protection algorithm) and information from
the Data origin authentication service to the user program.
Details on the UDTs are given in Appendix. As for the
Primary_key variable, it is a value that is pre-shared on the
PLCs by the automation engineer, from which the session
key and counter values would be calculated by the Peer
authentication and key management service, which was not
implemented. For testing purposes, the symmetric key was
pre-shared on both peers, while the PDU counter, starting at 0,
was internally incremented for every successfully received
PDU. Finally, the FBs assume access to the data block via
Modbus_data in which the process values are stored. The
implemented Data origin authentication and Modbus/TCP
ADU Protection services manipulate the Modbus/TCP ADU
right before sending/receiving PDUs, allowing the peer’s
application to access only standard Modbus/TCP ADUs.

The motivation behind encapsulating the protection
method in the FBs is to satisfy the deployment requirement,
in which the programmer should be able to deploy the engi-
neered protection method as easy as possible, by just replac-
ing the proprietary Modbus/TCP communication FBs with as
little program modification and configuration as possible.

Finally, the client and server security-related functions are
encapsulated within the MB_Client/Server_Security_ proce-
dure FBs, whose layout is given in Fig. 15.

As an Input, the FBs assume Authenticity _related_
informationUDT which provides the external security/safety
FB with information regarding cybersecurity violation,
as well as the Modbus/TCP data block which is used as an
interface to the IACS process values.

Fig. 16 shows a flowchart of the developed security FB,
which was created specifically for our water treatment CPS.
The security FB allows 10 consecutive MAC mismatches,
as well as 10 PDUs whose PDU counter is not the same as
the internal one. Finally, if the authentic PDU did not arrive
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TABLE 4. Chaskey-12 function block solution structure.

within the time interval of 60 seconds, the safety procedure
is initiated. The threshold values for the security FBs were
chosen based on the defined communication cycle of 100mil-
liseconds, assuming the process dynamics allow the CPS to
work safely if there was no communication for one minute.
It should be noted that there is a risk of blocking the safety
values sent from the client by the attacker, so additional safety
guards should also be implemented.

The communication treshold values must be based on the
aforementioned functional safety risk assessments, which
answer questions related to different failures within the IACS,
including communication failures [1]. After the security pro-
cedure has been initiated, the automation process can only be
reinitialized manually by an authenticated programmer.

Our implementation of the authentication mechanism sup-
ports two standard Modbus/TCP function codes, READ, and
WRITE holding register functions, respectively. Further, the
transferred MAC length is 16 bytes, while the length of the
counter field is defined as 4 bytes. The 16 bytes MAC length
is the completeMAC generated by the Chaskey-12 algorithm,
while the 4-byte counter field allows continuous communi-
cation before overflow occurs for 13.62 years, as previously
mentioned. Within the experimental validation, we assume
that the peers have authenticated themselves, and that both
the session key and the PDU counter values have been estab-
lished.

D. EXPERIMENTAL VALIDATION OF THE PROPOSED
PROTECTION METHOD
First, we tested the performance of the Chaskey-12
MAC algorithm implementation in the S7-1500 PLC. For
the test vectors, we used data blocks ranging in size
from 128 to 8,000 bits, filled with randomly selected values.
In addition, the performance test was executed on a Siemens
S7-1200 series PLC, which is commonly used for smaller
and less resource-intensive applications. The S7-1200 work

memory is around three times smaller than that of S7-1500,
which can be observed when looking at the average runtimes
of the Chaskey-12 FB, see Fig. 17.

When compared to the Chaskey-12 MAC implementa-
tion in the Allen Bradley ControlLogix 5571 PLC presented
in [30], our implementation has a significantly lower runtime
cost for the same amount of data. For example, the average
execution time of their implementation is around 65 ms for
a data size of 260 bytes (maximum size of the Modbus/TCP
ADU), while our implementation takes around 5.3 and 2.8 ms
for S7-1200 and S7-1500 PLCs, respectively. These results
were obtained by averaging 1,000 runtimes of the algorithm.

Assuming that both implementations are correct, which
was proven by testing the implementations against the test
vectors given in [27], such runtime difference could theoret-
ically be caused by the fact that the authors had to create
their own bitwise shift/rotate instructions as the used PLC
does not provide them in the ST language [30]. Concerning
the difference between the PLC resources, both the Control-
Logix 5571 and S7-1500 series are high performance PLCs,
which means that they are used for similar complex and high-
performance systems. As for our results, there are no signif-
icant deviations from the average runtimes, while the CPU
runtime linearly increases with the data size. The runtime of
the S7-1500 series is lower than that of S7-1200 for its higher
amount of resources, which was also expected. It should
be noted that all measurements of the program runtimes
were performed using the proprietary Siemens RUNTIME
instruction [41].

After proving the feasibility of the real-time execution of
Chaskey-12 MAC within the PLC program cycle, the next
step was to determine the same for the developed protection
method. As mentioned earlier, we have not implemented the
Peer authentication and key agreement service, so a prereq-
uisite for developing such a solution is that our protection
method leaves enough time for the given service to authen-
ticate the peers and exchange the session key. The tests were
carried out with the S7-1500 Modbus/TCP peers.

Fig.18shows thecommunication latencycaused by the pro
tectionmethod for different transmitted data sizes. The results
were obtained by subtracting the arrival times of Modbus/
TCP requests and responses with the protection method being
enabled and disabled, respectively. As for the Modbus/TCP
data field size, the minimum test size was 2 bytes (1 holding
register) and the maximum size Lmax wasdetermined as

Lmax = 250bytes− PDUCounter −MAC = 230bytes (2)

where 250 bytes was the maximum length of the
Modbus/TCP data field when using the proprietary
MB_CLIENT/SERVER FBs, MAC field with a length of
16 bytes and the PDU Counter field with a length of 4 bytes.
Regarding the overhead, our implementation of the protection
method results in an overhead of around 8.7%when themaxi-
mum allowed number ofModbus/TCP registers is exchanged.

The communication latency of the unprotected Mod-
bus/TCP increases linearly with the data size, leading to
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TABLE 5. MB_CLIENT/SERVER function block solution structure.

TABLE 6. PLC CPU runtime during request/response handling.

similar results as in [44]. When the Modbus/TCP commu-
nication is protected, the additional latency also rises linearly
and ismainly caused byMAC calculations, as both peers need
to check the received PDUs as well as calculate the MAC
when sending PDUs.

Next, we present the performance experiments on the
implemented CPS. The tests were performed using the
predefined communication cycle of 100 ms, with the Control
PLC writing 10 and reading 30 16-bit registers from the DT
PLC.

Fig. 19 (a) shows a comparison of the PLC’s CPU runtime
with and without the protection method implemented for the
Modbus/TCP client (Control PLC), while Fig. 19 (b) gives
the same for the server (DT PLC). As can be seen, the
protection method increases the PLC’s runtime when Mod-
bus/TCP requests and responses are handled by the peers. The
protected Modbus/TCP servers must compute a Chaskey-12
MAC for both the request and the response in the same run-
time cycle, while clients handle the requests and responses in
different CPU runtime cycles due to communication latency.
Table 6 shows the average and worst runtimes calculated
using the CPU runtime values when the Modbus/TCP PDU
is sent/received.

FIGURE 15. Security procedure function block.

FIGURE 16. Cybersecurity procedure function block.

FIGURE 17. Chaskey-12 FB runtime on S7-1200 and S7-1500 PLCs.

On average, the protection method increases the runtime of
the Control PLC during the Modbus/TCP request/response to
about 4.5 ms, which is a 66% increase compared to 2.7 ms
when no protection is implemented. For the DT PLC, the
difference is greater with runtimes increasing by 195%, from
2.1 to 6.2 ms, when the protection is added. The added
CPU runtime does not affect the CPS, as it does not cross
the 100 ms threshold which was defined based on the CPS
automation requirements.

After the performance evaluation, we tested the imple-
mented protection method against the Modbus/TCP ADU
modification, insertion, replay and deletion attacks, while
assuming the previous defined threat model. When located
within the OT network, the attacker can easily assume an
MITM position between the peers by exploiting lower-level
protocol vulnerabilities. One example of such attack is the
address resolution protocol (ARP) spoofing, which sets the
attacker directly in the communication path, allowing execu-
tion of the aforementioned active attacks [1].
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FIGURE 18. Communication latency of Modbus/TCP protection method.

FIGURE 19. CPU program runtime with and without protection method on
(a) Control PLC (client) and (b) Digital Twin PLC (server).

All of the active attacks were performed using the tools
included into Kali Linux, an OS specifically designed for eth-
ical penetration testing [45]. The Kali Linux OS has multiple
different tools used for information gathering, vulnerability
analysis and many more, one of which is the Ettercap sniffing
and spoofing tool [46]. Ettercap enables the execution of
all given active attacks, with an additional help from the
Wireshark tool used for the network PDU analyzing and cap-
turing. The replay attack was performed by using Tcpreplay,
a tool which allows a replay of previously captured network
traffic [47].

The first attack performed was a PDU modification attack,
in which the attacker took an MITM position and created
a special Ettercap script (also known as filter) that modi-
fied the WRITE holding register requests, specifically the
chlorine setpoint, which was a part of the CIC-0 control
loop. For clarity, the values are expressed as per unit (p.u.).
Fig. 20 shows the results of the attack, where the protec-
tion method successfully detected the manipulated data and

FIGURE 20. PDU modification attack on Modbus/TCP client-server
communication path.

FIGURE 21. PDU replay attack on Modbus/TCP client-server
communication path.

discarded the PDU. First, the attacker injected one PDU
with a modified chlorine setpoint of 2.0 p.u. at time T=
1 second, after which the PDU was discarded due to the
failed Data origin authentication MAC check. The DT PLC
held the last valid chlorine setpoint value which had been
acquired in the previous communication cycle. In the third
second, the attacker started modifying the Modbus/TCP
requests/responses in each communication cycle, activating
the safety procedure after 10 consecutive PDUmodifications.
As previously defined, the safety procedure set the chlorine
reference value to 0 p.u., which prevented the attacker from
causing damage to the CPS.

The second attack performed was a message insertion
attack, where the attacker created a forged message with
desired data values (modified chlorine setpoint value) and
forged the TCP header data (sequence and acknowledgement
numbers) to trick the remote peers that the PDU was valid.
The created PDUwas dropped again by the protectionmethod
due to the failed MAC check, and the peer’s performance was
similar to the results obtained when testing against the PDU
modification attack.Whenwe tried to insert a forgedmessage
without changing the TCP header accordingly, TCP detected
and dropped the inserted PDU, while maintaining the TCP
communication session between the Modbus/TCP peers.

When we tried to replay the captured network PDUs, TCP
detected and dropped the spurious packets. However, when
we modified the TCP session and acknowledgement number
fields accordingly, the Data origin authentication service in
the protection method detected that the Modbus/TCP PDUs
were replayed due to the failed PDU counter check, as shown
in Fig. 21. After 10 consecutive replayed PDUs (starting from
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FIGURE 22. PDU deletion attack on Modbus/TCP client-server
communication path.

T= 3 seconds), the safety procedure was activated, protecting
the CPS from cybersecurity incident.

The last attack analyzed was a message deletion attack,
where an attacker dropped one or multiple PDUs. Fig. 22
shows the results of the performed attack, in which the
attacker first dropped one PDU in T= 20 seconds, after
which it took the peers about 10 seconds to restore
the communication. This was due to the settings of the
MB_CLIENT/SERVER FBs used, which were set to retrans-
mit the packets every 10 seconds if they had not received
an acknowledgement of the PDU transmission. In the 40th

second we initiated an attack in which we dropped all trans-
mitted PDUs, effectively causing a DoS. 60 seconds after
the start of the attack, the safety procedure was initiated,
bringing the CPS into a fail-safe state. In general, message
deletion attacks are relatively difficult to detect, as the peers
cannot tell if the communication path is under attack, or the
communication is interrupted due to a physical failure (e.g.,
broken or unplugged Ethernet cables, network congestion).

For this reason, time intervals for detecting a DoS attack
should be long enough to prevent accidental activation of the
engineered safety procedure, but short enough to prevent any
significant damage to the organization managing the CPS.

VI. DISCUSSION
We have proposed and presented one potential protection
method forModbus/TCP communication, but we had tomake
several simplifications in the implementation process.

First, by assuming the existence of the Peer authentication
and key management service, we skipped the development of
the key management procedure [48]. Currently, there are no
generally accepted methods and procedures for key manage-
ment in IACSs as they range from pre-shared keys to complex
key distribution centers, each of which brings its own set of
problems [35].

In addition, the assumption that session keys are pro-
tected by preventing unauthorized physical access to PLCs
is also problematic, as there are real-life examples where
attackers have obtained information from the PLC memory
through network access [49]. Due to the use of proprietary
Modbus/TCP communication FBs, we cannot implement our
developed PLC protection program directly in PLCs manu-
factured by other vendors, as eachmanufacturer has their own
implementation of such blocks.

Based on the fact that most vendors create their own
implementations of such FBs, we urge PLC manufacturers to
develop a product-independent Modbus/TCP communication
solution that could possibly take a form similar to the one
we have presented, where the PLC programmer could easily
implement the protected Modbus/TCP solution within an
IACS. Similar product-independent programming solutions
already exist, for example, in the form of PLCopen, which
provides programming solutions for motion control, safety,
etc. [48].

Further, our protection method could be integrated in
Modbus/TCP by creating authenticated versions of standard
public Modbus/TCP function codes (e.g., read/write multiple
holding registers) as the Modbus/TCP specification allows
the creation of user-defined function codes [4]. Apart from
creating new function codes, it could be possible to add new
exception codes which would be returned to communication
peers if a received PDU is not authentic, allowing the creation
of even more precise and correct security and safety related
procedures.

Finally, an attacker could theoretically use the protection
method to compromise the availability of an IACS. Our CPS
safety procedure was the same for every cybersecurity vio-
lation, but this need not be the case for some other IACS.
Depending on different fail-safety procedures, an attacker
could maximize the damage to the IACS by activating the
safety procedure that causes the most damage. Of course, this
would imply that the attacker has detailed information about
the IACS, which could be expected since APTs commonly
target IACSs [10].

VII. CONCLUSION AND FUTURE WORK
In this study, we have proposed a novel cybersecurity protec-
tion method for Modbus/TCP that provides message authen-
ticity without a significant impact on system availability. The
protection is achieved through MAC authentication, which
provides integrity protection and authentication of Mod-
bus/TCP PDUs. The proposed method adds an additional
layer of security on top of TCP without directly modifying
the Modbus/TCP application protocol. To demonstrate the
feasibility of this method, a water treatment CPS was imple-
mented asDT in a PLC program. The lightweight Chaskey-12
algorithm was chosen as the underlying MAC algorithm and
successfully implemented using IEC 61131-3 programming
languages. After testing the performance of the Chaskey-
12 MAC, the proposed protection method was implemented
and encapsulated in the MB_Protected FBs. Finally, the pro-
tection method was successfully tested against active attacks,
enabling the protection of legacy PLCswithout any additional
cost or equipment. To our knowledge, this is the first time
that Modbus/TCP has been protected using lightweight cryp-
tography. As an additional novelty, we propose a supervising
device that checks the protected Modbus/TCP PDUs when
communicating with devices that do not support the protec-
tion method, allowing an integration of the protection method
in existing IACSs.
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In the future, we will investigate and develop possible
key management solutions that would be suitable for the
developed protection method as well as develop the already
mentioned supervising device, which will be used to verify
that the protection is provided when protected peers commu-
nicate with unprotected peers. Additionally, we will investi-
gate the use of TCP Authenticated Option (AO) as a possible
solution for ensuring authenticity of TCP segments without
modifying the original Modbus/TCP.

APPENDIX

TABLE 7. Structure of CLIENT/SERVER_CONFIGURATION UDT.

TABLE 8. Structure of AUTHENTICITY_RELATED_INFORMATION UDT.
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