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ABSTRACT Innovative framework on Vehicles in Network Simulation (VEINS) for Vehicular Ad-hoc
Network (VANET) that use security aspect is mainly limited and dispersed. In order to offer valuable
visions for technical settings and researchers, the study looked into the trends and gaps that were currently
present. As a result, this systematic literature review was carried out to develop a comprehensive taxonomy
of the research landscape. A thorough study was done for papers about (a) VANET, (b) VEINS, and
(C) security aspects. This research used three databases, namely IEEE Xplore, ScienceDirect, and Scopus.
These databases included in-depth research focused on VANET based on the VEINS framework. Then, on the
basis of the security aspect, filtering was accomplished. The first class includes threats and vulnerabilities
that evaluate the effects of threats and vulnerabilities on VANETS by using the VEINS framework and suggest
ways to mitigate or lessen their effects. The second category includes articles on the solution technology that
uses blockchain, machine learning, and Software-Defined Networking (SDN) techniques in VEINS-based
VANET applications. The third class comprises the requirements that satisfy privacy, authentication, trust
management, reliability, and revocation of the VANET security-based VEINS framework. Finally, this paper
reviews the architecture and bidirectional coupling of the VEINS framework.

INDEX TERMS Vehicular ad-hoc network, SLR VEINS, VANET security, OMNeT++-, VEINS framework.

I. INTRODUCTION

The majority of the industry’s research laboratories began
studying Vehicular Ad-hoc Networks (VANETSs) in about
2000 [1], [2], [3]. Initially, VANET is utilized to enhance
road traffic safety and reduce road accident’s and jam [4],
[5], [6]. It now has a considerably wider reach, encompassing
integrated services using various technologies in addition to
the fundamental functionalities offered by VANET architec-
ture [7].

Typically, the main components in VANETSs include,
namely, Trusted Authority (TA), Roadside Units (RSUs) and
Onboard Units (OBUs), as presented in Figure 1. TA is a fully
trusted component in VANET and is in charge of managing
the whole system and updating the parameters to the rest
components in VANETs. While, RSU is deployed on the
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roadside as wireless infrastructure to connect vehicles with
TA. OBU is a wireless device equipped on each vehicle to
process, send and receive messages (e.g. road status, road
condition and etc.) among vehicles.

The difficult aspect of VANET is that the topology of the
network is always vulnerable to security attacks. Due to the
high cost and heavy effort involved in deploying VANET,
researchers typically use simulators in their research. Addi-
tionally, testing VANETSs under these conditions may produce
unreliable findings. Studies already conducted indicate that
the mobility models have a considerable impact on how
accurately the simulation outputs should be approximated to
true values. Many simulators for vehicular networks, which
are extended from three categories: a) mobility simulators
(e.g, straw, netstream, sumo); b) network generators (e.g.
OMNeT++, ns2, ns3) Integrated framework (e.g. mobireal,
trans, VEINS). Sadly, there isn’t a standard VANET simula-
tor. Typically, scholars integrated current network simulators
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FIGURE 1. Structure of VANET.

with current mobility simulators. VEINS [8] is one of these
integrated systems that is becoming more and more common.
Veins combines the well-known SUMO [9] network simula-
tor with OMNET+H+ [10].

In the literature review, there are several researches in
VANET. As a new paradigm for TM design, management,
and evaluation across settings and with hostile vehicles
present, Ahmad et al. [11] investigated forth the Trust Evalu-
ation and Management (TEAM) framework. Noori et al. [12]
investigated the Veins framework, which simultaneously exe-
cutes the SUMO traffic simulator and the OMNET++ net-
work simulator, and run an ad hoc simulation of the traffic
patterns in the German city of Cologne. [13] suggested the
use of PREXT, a location privacy add-on for the Veins frame-
work. Seven alternative privacy techniques, such as silent
periods, context-based, and cryptographic mix-zone, are cur-
rently supported by PREXT. Riebl et al. [ 14] introduced a new
feature for the V2X simulation framework ‘“Vehicles in Net-
work Simulation” (Veins) that separates network concerns
from application concerns. Because of distinctively mod-
elled Facilities and Application layers, this approach enables
the concurrent combination of multiple VANET application
sets as well as the evaluation of their interdependencies.
Martinez et al. [15] provided a detailed analysis and compari-
son of existing VANET simulation tools and their constituent
parts. In this comparison, Martinez et al. [15] focus on the
software itself, contrasting its features, GUI, popularity, ease
of use, input requirements, output visualisation capability,
simulation accuracy, etc. A brief overview of some widely-
used simulators with potential VANET applications is pre-
sented in Aljabry et al. [16]. Since such platforms can save
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both time and money while also improving the realism of the
simulation, OMNeT++ and SUMO are combined to study
the VANET environment by means of a simulated road traffic
scenario.

One of the most effective network simulators, OMNeT+-+
enjoys widespread support in the scientific community. The
extremely portable SUMO road traffic simulator takes into
account specific vehicle behaviours including velocity, accel-
eration, location relative to the route and road descriptions on
the map, such as arrival and departure timings, etc. In general,
simulator of VEINS appears to be much more advantageous,
especially in light of the network’s stability, portability, and
mobility model.

Current research publications have focused on the con-
straints and difficulties that prevent the full use of the security
of VANET based on the VEINS framework, and proposals
have been made to address these problems. Research on the
security aspect of VANET for use in the VEINS framework
is ongoing and diverse. The main contribution of this paper
are as follows.

« Providing insightful analyses of technological settings
and research by examining the present gaps in this area;

« Accentuating the efforts involving modern technology;

« Describing this fantastic strategy to research the security
of VANET based on VEINS framework and depict the
landscape of research towards a consistent taxonomy.

This review is organized into six sections as follows:
Section I presents the security of VANET technology for the
VEINS framework. Section II describes the method of our
study in terms of the research scope, database source, and
scanning steps. A solid taxonomy from the study landscape
is also listed. Section III outlines the findings of this paper
in the form of results and statistical analysis for the complete
collection of publications that were subjected to the review.
Section IV introduces the distribution results for the number
of included articles in different subcategories according to
database source and number of published journals. Section
V review VEINS framework in details. Finally, Section VI
concludes of this paper.

Il. METHOD

In this section, the basic keyword in the research based
database was ‘VEINS framework and its utilization in
VANET’. The search excluded any related article on the secu-
rity of the VANET-based VEINS framework. Moreover, the
research scope was restricted to English papers that take into
account the utilization of the VEINS framework in VANET.

A. INFORMATION SOURCES

This work uses three source databases to extract and collect
related studies from the literature, namely (1) IEEE ®Digital
Library, which is a research database that offers a massive
number range of papers in computer science and electrical
and electronic engineering; and (2) ScienceDirect, that is a
massive number scientific, and (3) Scopus, which offers a
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Query

('VEINS' OR 'VEINS model' OR 'VEINS framework' OR '"VEINS OMNeTPP' OR 'VEINS/
OMNeTPP' OR 'OMNeT++/VEINS' OR 'OMNeT++ VEINS' OR 'VEINS simulator' OR 'vehicles in
network simulation”) AND (‘VANET’ OR “Vehicular Ad hoc Network® OR ‘Vehicular Ad-hoc

Network”)
]
\
First download
[ I [
. . Total ber of
IEEE Explore g ScienceDirct Scopus — B a;;;:;g =
=70 =179 =391 _
(@=10) 0=179) (n=391) a5
F 3
T j _______ 1
| First Round I
| : 1 I Inclusion Criteria for the First Round
: Ser eerlle out : e Studies are achieved on VANET-based VEINS framework and their
| duplicates I utilization.
! 640 - 68 =572 : o The article is publighed in a conference paper or English journal.
: & [ * Study cases involve several topics, such as VANET security, safety, or
I : | entertainment services and their applications in VANET.
? |
: Tigle agd Ehetenct —®|e The main focus in VEINS framework and its utilization in VANETs
[ 572 lcgagn— 373 : based on either one or more of the following aspects: (1) original paper.
: il . | (2) implementation and simulation, (3) application and (4) development.
|
: v .
| [
2 |
: Full-text Reading | Inclusion Criteria for the Second Round
| 373 - 93 =280 : The main focus in the security aspects for VANET-based VEINS framework
: [ depends on either one or more of the following directions:
_______ I Tt e Examining the data representation to identify the means of
VS —— , accomplishing a task for VANET application and theirusage in
| Second Round : VEINS
: TR e ® Using security technologies to understand the underlying problem
! 280-219=61 : in VANET-based VEISN framework.
: As Final Set [ ¢ Describing the security requirements to prevent and detect
I cpmp———— ] malicious attackers.

FIGURE 2. Flowchart of Our Method.

large scientific technique in various fields, including human-
ities and arts, sciences and social sciences, electronics and
electrical methods. These three databases cover the secu-
rity of the VANET-based VEINS framework and investigate
a wide range of related schemes. The electronic link for
databases searched are as follows:

« IEEE Xplore®)Digital Library (http://iecexplore.ieee.
org; accessed on: 5 MAY 2022).

« ScienceDirect (http://www.sciencedirect.com; accessed
on: 5 MAY 2022).
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o Scopus Database (http://www.scopus.com; accessed on:
5 MAY 2022).

B. PROCEDURE OF STUDY SELECTION

Study selection consisted of a search for relevant studies
sources and was categorized into two rounds. In the first
round, this paper performs three iterations of filtering and
screening to identify articles according to the security of the
VANET-based VEINS framework. In the first screening and
filtering iteration, all duplicates and irrelevant papers to the
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VANET-based VEINS framework were removed. In the sec-
ond iteration, unrelated articles were excluded by checking
the abstracts and titles. Lastly, an intensive survey of the
full-text articles was carefully screened and investigated. All
iteration steps used similar properties of eligibility followed
by authors. In the second round, this paper performs a single
iteration of filtering and screening according to the security
aspect or all articles get from the first round iteration. There-
fore, the final selected set was according to the VANET-based
VEINS framework via various topics.

C. SEARCH

The search was conducted in March 2022 utilizing the search
boxes of IEEE Xplore, ScienceDirect, and Scopus. To iden-
tify the studies related to VANET, such as “Vehicular Ad-hoc
Networks’, a set of keywords was used, including ‘“VEINS’,
‘VEINS model’, “VEINS framework’, ‘“VEINS OMNeTPP’,
‘VEINS/OMNeTPP’, ‘OMNeT++/VEINS’, ‘OMNeT++
VEINS’, ‘VEINS simulator’, and ‘vehicles in network simu-
lation’ in different combinations and merged with operators
of ‘AND’ and ‘OR’, followed by ‘Vehicular Ad-hoc Net-
work’, “Vehicular Ad hoc Network’ OR ‘VANET’. Figure 2
displays the query text. The options of advanced study in
the source database engines were used to exclude short com-
munication, letters, correspondence, and book chapters. The
modern scientific research associated with the article on the
tremendous direction in VEINS/OMNeT++ framework uti-
lization in VANET was also accessed.

D. ELIGIBILITY CRITERIA

The articles that achieved our criteria shown in Figure 2 were
included. An initial target was set to identify the research
aspect of the VEINS-based studies for VANET in a generic
and coarse-grained taxonomy of three categories. It was
derived without constraint from the literature pre-survey. The
result of the first round, which includes three iterations of
screening and filtering, is to exclude ineligible papers accord-
ing to the needed criteria. The exclusion criteria included
(a) non-security of VANET-based studies for VEINS, (b) arti-
cles on safety and service, and (c) non-English articles. Thus,
when articles did not satisfy the VEINS utilization criteria,
they were excluded.

E. DATA COLLECTION PROCESS

In order to simplify the process of screening and filtering,
all selected papers were reviewed, analyzed, and reviewed
depending on their corresponding initial categories and were
stored as Excel and Microsoft PowerPoint files. The full-text
reading of all papers was performed carefully by the authors.
Thus, based on massive comments and highlights on the
related articles, the proposed taxonomy runs a classification
of all the articles. Besides, taxonomy was used to categorize
the articles with massive highlight and note collections. The
taxonomy suggested different categories and subcategories,
comprising three main categories: Threats and vulnerabili-
ties, solutions, and requirements. Texts were classified based
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FIGURE 3. Taxonomy of Literature on Security of VANET-based VEINS
Framework.

on the authors’ preferred style. All the articles from differ-
ent databases were read and analyzed in depth to provide
researchers with the comprehensive emergence of diverse
investigation and utilization.

Ill. RESULTS AND STATISTICAL INFORMATION OF
ARTICLES

The following result of the first query search of 640 papers
is: 70 from the IEEE Explore database, 179 from ScienceDi-
rect, and 391 from Scopus. The filtered papers published
from 2011 to 2022 were adopted in this research and cat-
egorized into three groups in the first round. In the three
chosen databases, 68 out of 640 articles were duplicates.
After investigating the titles and abstracts, 199 articles were
excluded further, for a total of 373 articles. Finally, in the
first round, the full-text scan excluded 93 articles, for a total
of 280 articles on the VANET-based VEINS framework.
In the second step, the last full-text survey excluded 219 of
the 280 papers, leaving 61 papers for the final set. All of
these were associated with the security of VEINS framework-
based VANET technology via various topics. The taxonomy
displayed in Figure 3 was utilized to show the main research
streams focusing on the security of the VEINS framework and
their general utilization in VANET. This taxonomy reviews
the comprehensive overview of the subject. The taxonomy
suggests different categories and subcategories. The first
category comprises threats and vulnerabilities aspect related
to the VANET-based VEINS framework (16/61 articles).
The second category includes articles on the solution aspect
(19/61 articles). The Final category comprises articles on the
requirements aspect (26/61 articles). For statistical analysis,
the observed classes are reviewed as follows.

A. THREATS AND VULNERABILITIES
Numerous research assesses the effects of threats and vul-
nerabilities on VANETs by using the VEINS framework
and suggest ways to mitigate or lessen their effects. These
researches are categorized as follows.

« Infrastructure: In order to improve operational efficiency
and provide better traffic management, a Sybil attack
in vehicular platoons was modeled and evaluated their
impact on performance in vehicular network [17]. Under
platoon maneuver attacks, jamming, channel overhear-
ing, and data packet injection, a hybrid security and
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IEEE 802.11p based on visible light communication
(VLC) protocol was proposed to offer securing pla-
toon maneuvers and platoon stability [18]. An efficient
approach was suggested to detect Sybil attacks by divid-
ing the vehicles into different clusters with their fil-
ter, the Sybil nodes, certificate, and location informa-
tion [19]. Static/dynamic selfishness was investigated
and defined to permit intermediate nodes to forward
tasks to others [20]. According to the adaptive detection
threshold, a new solution was proposed to detect behav-
iors of intelligent malicious [21].

Hardware and Software: A Machine Learning (ML)
technique based on a probabilistic cross-layer Intru-
sion Detection System (IDS) was introduced to be able
to detect spoofing attacks with more than top accu-
racy [22]. A new speed-based attacker placement algo-
rithm was proposed to investigate an intelligent attacker
placement scheme for a Pseudonym Change Strategy
(PCS) by matching several pseudonyms to the same
source [23]. To identify betray attacks in vehicular net-
work, an invariant-based distributed collaborative intru-
sion detection system was proposed by [24].

Wireless Interface: The impact on network performance
of Man-in-the-middle attacks was studied on different
strategies such as random or fleet strategies [25]. Dis-
tributed Denial of Service (DDOS) Flood attacks based
on a lightweight anomaly was investigated by [26].
To achieve high level of privacy for drivers, existing
pseudonymous schemes were identified with feasible
attacking capabilities in vehicular communication [27].
For misbehaving vehicular, an analytical model was
proposed to accurately evaluate the optimal value of
threshold to launch the mechanism of fail-safe [28]. The
effect of the adversary’s eavesdropping was investigated
by proposing a privacy scheme on the overall system
functioning [29]. Two adversary placement strategies
were proposed by using different Pseudonym Manage-
ment Techniques (PMTs) to track success [30]. For
secure VANET applications, threat source and security
requirements were analyzed to provide a general testing
framework [31]. The effects of unintentional misbe-
havior of vehicles were investigated by extending the
weighted persistence broadcast mitigation technique to
be utilized for the scenario of dense suburban [32].

B. SOLUTION
« Blockchain: A trust management model and blockchain-

based authentication scheme was proposed to prevent
inside attackers from injecting false emergency mes-
sages in VANET system [33]. A blockchain-based
decentralized pseudonym management scheme was sug-
gested to enable the vehicles to provide conditional
anonymity [34]. A smart contract feature-based per-
missioned consortium blockchain system was proposed
for facilitating pseudonym issuance and management of
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privacy preservation, and security [35]. A Biometrics
Blockchain (BBC) framework was presented to retain
statuary data sharing among vehicles [36]. A decentral-
ized authentication approach based on a new blockchain
was proposed to create strengthen the integrity of the
data, maintain an immutable record, and distribute the
framework of the system [37]. A secure distributed
message-passing framework was proposed to rate the
message source credibility utilizing blockchain technol-
ogy [38]. A futuristic blockchain that consists of all
main components like a priority, reputation system, and
incentive mechanism for cost-effective and scalable 5G
vehicular network architecture [39].

Machine Learning: By using entropy and machine learn-
ing frameworks, a novel classification approach was
introduced to detect protocol misbehavior [40]. Rein-
forcement Learning based cluster-enabled cooperative
scheduling was proposed to improve the vehicular net-
works’ reliability and communication efficiency, with
the target of maximizing the information capacity [41].
The message clustering intuitively was understood
by collecting awareness and safety information mes-
sages [42]. Artificial Intelligence (Al) was applied to
lead to self-driving cars and avoiding collision [43].
Software Defined Network (SDN): A misbehav-
ior detection in software-defined vehicular networks
(TFMD-SDVN) framework was proposed for detecting
the valid events issued by the legal or illegal nodes in the
VANET system [44]. In order to build an architecture of
hierarchical hybrid trust management, an efficient flow
forwarding mechanism was proposed by [45]. A Trust-
Based Distributed DoS Misbehave Detection Approach
(TBDDoSA-MD) was suggested to secure the Software-
Defined Vehicular Network (SDVN) for detecting the
DDoS misbehavior by utilizing the vehicles trust val-
ues [46]. A Trust-Based Event Detection Algorithm
(TB-EDA) was suggested for detecting false events by
comparing the trust values of node’s neighbor vehicles
with the measured threshold trust value [47]. The uti-
lization of a central controller to schedule traffic light
causes higher efficiency because of the higher knowl-
edge of intersection conditions and street traffic [48].
SDN controller was used to alleviate congestion among
vehicles while routing data on segments of road [49].
SDN planes based VANET was exploited to ensure road
safety on highways [50]. A data offloading based on
smart ranking algorithm was proposed to choose an RSU
and to enhance the quality of service [51].

C. REQUIREMENTS
o Privacy: A safety-aware location privacy-preserving

scheme was proposed to adjust the vehicle’s commu-
nication area to prevent continuous location monitor-
ing [52]. A security protocol according to a pseudonym
dynamic change for anonymity and privacy to ensure
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privacy for the driver and his/her vehicle whether he/she
is the sender or receiver of the message [53]. A set
enhancement of schemes to allow vehicles to adjust
their beacon communication area to conditionally avert
tracking [54]. A location privacy mechanism with an
adaptive beaconing approach preserved the Quality of
Service (QoS) of the applications of road safety [55].
A dynamic change of pseudonyms-based security pro-
tocol was proposed to ensure privacy for the driver to
handle all possible cases of changes in vehicle behav-
ior during traffic [56]. A Vehicular Location Privacy
Zone (VLPZ) based pseudonym changing and man-
agement scheme was proposed by [57]. Mix-zones-
based location privacy was improved by [58] and [59].
An anonymization approach according to generaliza-
tion and differential privacy was proposed for ensuring
the privacy of the sensitive vehicular trajectories [60].
A Cooperative Pseudonym Exchange and Scheme Per-
mutation (CPESP) scheme were proposed to preserve
the privacy of users [61].

« Authentication: In order to secure traffic emergency
messages in VANETS, an elliptic curve cryptography-
based signature scheme was proposed by [62] and
[63]. To ensure node identity security with a non-
duplicated physical information identity authentication
mechanism, the hash chain based on a cross-regional
node identity management architecture was proposed
and combined with Radio Frequency (RF) fingerprint
theory [64]. The Hashchain based on an identity authen-
tication and privacy protection scheme was proposed to
simplify the blockchain in the Space-Air-Ground Inte-
grated Network (SAGIN) [65]. In order to enhance the
efficiency of authentication and decrease the commu-
nication overhead, an efficient message authentication
scheme was proposed to include both signature aggre-
gation and batch message verification [66]. To preclude
respective drawbacks for privacy-preserving authenti-
cation, the hybrid approach was proposed to combine
both the group signature-based approaches and the
pseudonym-based approaches in VANETS [67]. A secu-
rity schema was proposed to use Elliptic Curve Dig-
ital Signature Algorithm (ECDSA) and Elliptic Curve
Diffie-Hellman (ECDH) algorithm for ensuring RSU
identification and the vehicle authenticates the message
beforehand signing, respectively [68], [69]. By mod-
eling on two public key cryptosystems: CL-PKC and
PKI, a privacy-preserving localized hybrid authentica-
tion scheme (PLHAS) were proposed to ensure role sep-
aration and minimize centralized dependency [70], [71].
By combining Tamper Proof Device Based (TPDB)
schemes and Road Side Unit Based (RSUB) schemes,
an authentication scheme was proposed to address the
overhead of the system [72], [73]. In a generalized
framework utilizing the logic of subjective, two position
verification mechanisms were enhanced for considering
misbehavior detection [74]. Anonymous authentication
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and Sybil attack detection protocol were proposed to
offer robustness against Sybil attacks for VANETSs [75].

o Trust Management: By using a hybrid approach:
Entity-based and data-based, a novel trust management
scheme was proposed for self-organized VANETS [76].
To achieve trust management mechanism in VANETS,
a centralized reputation system was presented to record
the behavior of the vehicles in the opportunistic
messages of message forwarding, and messages cre-
ation [77], [78]. For improving the trustworthiness of
shared location information, a Vouch+ scheme was pro-
posed by using mobility awareness, and cryptographic
primitives in high-speed scenarios [79].

« Reliability: In order to ensure messages’ reliability
according to the credit of nodes, a novel self-reliant
trust management was proposed by [80]. To satisfy top
reliability for data dissemination while achieving delay
requirements, Bayesian networks and unipolar orthogo-
nal Code based Reliable multi-hop Broadcast (BCRB)
was proposed for various channel conditions [81], [82].

e Revocation: A Smart Certificate Revocation List
Exchange (SCRLE) was proposed to distribute Cer-
tificate Revocation List (CRL) pieces among the vehi-
cles [83]. A revocation and authentication framework
based on blockchain was proposed to speedily update
the status of revocated vehicles in the shared blockchain
ledger [84].

IV. DISTRIBUTION RESULTS

In this section, the articles distribution in diverse classes is
shown based on database sources and subcategories in the
taxonomy.

A. DISTRIBUTION BY DATABASE SOURCE

Figure 4 reveals that the three databases source contain a large
number of research articles. The articles classify into three
taxonomies, namely, threats and vulnerabilities, solutions,
and requirements.

The number of studied articles from IEEE Explore is 10 for
security aspects. Eleven of the studied articles were published
in ScienceDirect. The number of studied articles from Scopus
is 40. As shown in Figure 4, the total result of studied articles
from Scopus is 40, which decreases by 40&10 ~ 75% and
% ~ 7T3% receptively, against IEEE Explore and Sci-
enceDirect database sources.

B. DISTRIBUTION BY SUBCATEGORIES IN THE
TAXONOMY

This subsection shows a ratio of different articles selected in
this work via titles sections in the taxonomy. Figure 5 displays
the distribution of subcategories in the taxonomy according
to the searched database sources. The title in the taxonomy
consists of three basic aspects: Threats and vulnerabilities,
solutions, and requirements. Each aspect has several subcat-
egories. These subcategories indicate the direction for many
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FIGURE 4. Number of Studied Articles in The Taxonomy Based on
Database Source.
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FIGURE 5. Distribution of Categories in the Taxonomy.

future studies in this field. As a result, many scholars may use
these studies as a starting point for future studies.

In the security aspect, the number of studied articles on
threats and vulnerabilities is 16, including five articles for
infrastructure, 3 for hardware and software, and 8 for the
wireless interface. The number of studied articles from solu-
tion is 19, consisting 4 articles for machine learning, and 7 for
blockchain, 8 for SDN. The number of studied articles from
requirements is 26, comprising nine articles for privacy, 10 for
authentication, 3 for trust management, 2 for reliability, and
2 for revocation.

V. VEINS

The model library VEINS [85] for OMNeT++ enables
researchers to run simulations, including communicating
road vehicles, either as the primary subject of the inves-
tigation (e.g. VANETS) or as a component (e.g. in ITS).
Since it is distributed as open-source software, downloading,
modifying, and using it are all free.

As of VEINS 5.2, the model library contains a entire
stack of simulators for analyzing connecting infrastructure
and vehicles, namely trucks and cars, utilizing the technology
of Wireless Local Area Network (WLAN). In order to accom-
plish this, VEINS incorporates a advanced model of the IEEE
802.11 MAC layer entities [86], [87] that are utilized by stan-
dards like IEEE Wireless Access in Vehicular Environments
(WAVE). Due to the modular nature of Veins, it can be used to
model a variety of mobile nodes, including Unmanned Aerial
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FIGURE 6. Release VEINS.

Vehicles (UAVs), bicycles, trains, and pedestrians, as well
as other communication technologies like mobile broadband
of Long Term Evolution (LTE) [88], [89] and Visible Light
Communication (VLC) [90].

A. HISTORY OF VEINS

As shown in Figure 6, the initial public release of VEINS,
an extension for the INET Framework version 20-10-2006,
was made in early 2006. VEINS were converted to be an
extension of MiXiM for its 1.0 release due to constraints in
the quality of wireless channel modeling at the time. VEINS
was then gradually enhanced with new paradigms, such as
WAVE, IEEE 1609.4 and IEEE 802.11p for the 2.0 ver-
sion, these paradigms were rebuild all the way down to the
physical layer. VEINS 3.0, which was kept compatible with
mixed simulations using paradigms from the INET frame-
work, evolved into a legitimate fork of MiXiM as further
rebuilding and rewriting occurred in the channel models.
VEINS was gradually streamlining and adding more of the
above paradigms related to contacting street cars up until the
current 6.0 edition. This version is compatible with SUMO
1.8.0 and OMNeT++ 6 (up to the most recent 6.0 prel5
version). There is an online list of all compatible devices in
http://veins.car2x.org/.

B. ARCHITECTURE AND BIDIRECTIONAL COUPLING
VEINS does not feature customized mobility models of road
cars, despite what would be anticipated. Instead, as shown in
Figure 7, it has simulations connected to a specific road traffic
simulator that is active as a separate process. In this manner,
Veins can gain from the years of study and development
by subject matter specialists who have produced fully func-
tional tools for simulating road traffic. VEINS was created to
work with the Simulation of Urban MObility (SUMO) road
traffic simulator [91], [92]. SUMO is capable of simulating
medium-sized to massive road networks in urban areas, cities,
and freeways. On them, it is possible to replicate the motion
of trains, bicycles, scooters, and other types of street vehicles
such as trucks and cars. A variety of mobility models, a selec-
tion of intersection controllers, and a variety of road network
input formats are all supported by SUMO.

The well-tested road traffic simulations that have lately
been made available are a better option. For the SUMO road
traffic simulator, some examples are:

o The Bologna ‘““Pasubia” and “Acosta” scenarios [93],
Figure 8a shows two regions with a distance of 2 km
by 1 km each and a total of 9k trips per area. 3 Fea-
turing traffic driving in a limited area of Bologna’s
city center, they can be performed alone or together
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FIGURE 8. Chosen of current openly available maps. (a) Bologna: Pasubia
and Acosta. (b) Bologna: Ringway. (c) Luxembourg: LuST. (d) Monaco:
MosST [97].

as one larger road traffic scenario. However, caution is
advised because no building placements are depicted in
the scenario.

o The Bologna “Ringway” scenario [94], Figure 8.b
shows the 22k trips over a 4 km by 3 km rectangle.
It focuses on the traffic on a major thoroughfare that
circles a city. The scenario does not include any building
positions, just like the Pasubia and Acosta situations.

o The Luxembourg “LuST” scenario [95], Figure 8.c
shows the 288k trips on a 14 km by 11 km rectangle.
It contains a whole day’s worth of mobility data for an
entire city, together with the locations of buildings and
parking lots. It is the most and largest comprehensive
scenario to date.

o The Monaco “MoST” scenario [96], 18k trips are repre-
sented in Figure 8.d over a 10 km by 7 km area. It is still
under development and concentrates on multi-modal
traffic with additional data on pedestrians, bicycles, and
public transportation.

C. THE MAC AND PHY LAYER

VEINS’ intricate modeling of the lower levels of inter-
vehicle communication is one of its key components (IVC).
Most IVC applications and networks need to be reviewed;
hence a thorough packet-level simulation employing pre-
cise models of the evaluated technology is necessary [98],
[99]. The technology in question is frequently IEEE WAVE
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(or ETSIITS-GS in Europe) for vehicular networks. This set
of standards’ fundamental component is the IEEE 16094
multi-channel operations are utilizing the IEEE 802.11p pro-
tocol Medium Access Control (MAC) and Physical Layer
(PHY). Figure 9 depicts the stack’s overall layout. Although
any of these layers and standards can be implemented and
integrated, Veins focuses on the bottom layers because they
are crucial for the actual channel access and packet trans-
fer [100], [101]. If more protocol levels of the various pro-
tocol stacks of ITS protocols around the world are to be
represented, other simulators (not included with VEINS, but
publically available, such as ARIB T-109 [102]) can be built
upon this base.

The explanation of the stack within Veins is shown in
Figure 10. To be able to connect with other devices, any
node—whether it is a car, a roadside gadget, or even a
pedestrian or bicycle using wireless communications—must
have at least a Network Interface Card (NIC) based 802.11p.
This NIC, which is a compound model made up of the
PHY and MAC levels, is directly connected to higher lay-
ers. As a result, each node in Veins has a straightforward
APP-MAC-PHY architecture. The veinsmobility module is
in charge of updating the vehicle’s position. The mobility in
the case of a roadside unit would be a constant BaseMobility.
Each module in OMNeT++ has the ability to communicate
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with other modules if they are connected. These messages can
be of any kind descended from cMessage*, including plain
text messages and (encapsulated) packets of any particular
message format (such as Wave Service Advertisements or
Wave Short Messages, for example). Messages within a node
can either be ‘“regular” messages that are passed to levels
below or above or control messages that cause the receiving
layer to take a specific action. The receiving layer will execute
a separate function depending on the type. The PHY layer is
solely connected to the MAC layer and to the outside world,
as illustrated in Figures 9 and 10.

VI. CONCLUSION

Recently, using the security aspect for VANET in the VEINS
framework has become a key development. Although the
research is ongoing, the limits and accompanying descrip-
tions are still unclear. The purpose of current paper is to
provide a taxonomized survey of existing research that will
contribute to such visions. Particular patterns can be derived
from diverse research on security aspects for VANET in the
VEINS framework, including infrastructure, hardware and
software, and wireless interface to evaluate the effect of
attackers. In addition, some security aspects involve modern
technologies such as blockchain, machine learning, and SDN
in order to provide security in VANET. Other security aspect
is also considered in this paper, including privacy, authenti-
cation, trust management, reliability, and revocation of the
VANET security-based VEINS framework. The works are
divided into the following categories: Threats and vulnera-
bilities, solution technology, and security requirements. The
current perspective acknowledged the findings, and published
studies on the VANET security procedure in the VEINS
framework were given. For upcoming research, this work
is important. The community of research will continue to
study on and concentrate on this strategy. Therefore, scholars
should investigate the changing trends and clever advance-
ments for the security of VANET in the VEINS framework.
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