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ABSTRACT One of the fundamental construction blocks in safeguarding group communications is group
key establishment protocols. Group key agreement protocols are more suitable for distributed environments
where the participant from various places can agree upon the group key. Group key related information
is distributed to various group participants, mostly using techniques such as using polynomials, bilinear
pairing, and secret sharing scheme (SSS). Out of these, secret sharing schemes are more efficient compared
to other techniques. Recent growth in Internet of things (IoT) related applications stresses the need for
such key agreement protocols in resource-constrained environments. Elliptic curves are quite popular in
resource-constrained environments to produce enough security with smaller key sizes. Elliptic curve secret
sharing scheme (ECSSS) is proposed in this paper for resource-constrained environments. Using the same
scheme, Authenticated distributed group key agreement protocol using Elliptic curve secret sharing scheme
(ADGKAP) is proposed, which can be used as a group key agreement protocol, and the group key related
information is shared using ECSSS. To the best of our knowledge, we know no group key agreement
protocol in the literature that uses ECSSS in a distributed environment. Our proposed ADGKAP provides
equal security with less key size, storage space, faster computation, and less computational cost without
compromising on the number of rounds compared to existing schemes. This scheme security relies on the
Elliptic curve discrete logarithm problem (ECDLP), and the security analysis of the scheme is discussed.

INDEX TERMS Secret sharing scheme (SSS), key agreement protocol (KAP), group key agreement protocol
(GKAP), elliptic curve (EC), elliptic curve discrete logarithm (ECDLP).

I. INTRODUCTION
The advent of new networking technologies and evolving
of good speed in the internet and its connectivity resulted
in various group applications where participants work col-
laboratively even from remote places. However, when group
participants work together and share common interests in
such applications, there is also a dire need for secure group
communication. The basic necessity for such secure group
communications is a secure group key establishment proto-
col. Most of the group key establishment protocols rely on a
trusted third party, such as a Key generation centre (KGC),
to distribute the session key among the group participants.

The associate editor coordinating the review of this manuscript and

approving it for publication was Shu Xiao .

Malicious KGC can compromise the security of the estab-
lished group key, and it also introduces a single point of
failure in various contexts. Establishing a secure group key
in a distributed environment with no KGC will be extremely
difficult. In addition, establishing a secure group key in a
resource-constrained distributed environment will be much
more challenging as the number of computations that can be
done on lightweight devices is limited. Computational speed
and key size are quite essential in secure group communica-
tion for resource-constrained environments like the Internet
of things (IoT).

Authentication, Confidentiality, and Integrity are three
major goals for secure group communication in a distributed
environment. In a distributed environment, authentication
is required to verify the genuineness of the key, as the
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key generation process involves multiple participants of the
group. Confidentiality ensures that the transmitted messages
are from valid participants and that only authorized partici-
pants can decrypt the received messages. In addition to these,
integrity ensures that the messages are never modified during
their entire transmission.

Although group key establishment protocols use polyno-
mials and bilinear pairings, the usage of a secret sharing
scheme for distributing group key related information is a
popular strategy used in literature to attain efficiency. Cao
et al. [32] proposed a constant round group key establishment
protocol using a secret sharing scheme. Harn and Lin [33]
proposed an authenticated group key agreement protocol
using a secret sharing scheme. However, these schemes have
limitations to use in resource constrained environments as
their key size is too big for resource constrained devices like
RFID (radio frequency identification).

The term ‘‘resource-constrained environment’’ refers to
a system or device with limited resources, including mem-
ory, processing power, battery life, storage space, and band-
width [62]. In low power systems such as embedded systems,
Internet of Things devices, mobile devices, and other devices,
these environments are common. In a resource-constrained
environment, there is a dire need for a secure group key to
communicate or exchange ideas. Zhang et al. [48], Cheng
et al. [49], Li et al. [61], Zhang et al. [60], and Zhang et.
al. [59] introduced group key agreement protocols (GKAP),
which are useful for resource-constrained environments,
however, the computational cost involved is too high. All
these schemes use very costly operations such as bilinear
pairing and modular exponentiation and a secure channel for
distributing group key related information.

Although Harn and Lin [1] introduced group key agree-
ment protocol using a secret sharing scheme, the computa-
tional cost involved is too high. Many of the secret sharing
schemes in literature used Elliptic curves to achieve a good
amount of security with smaller key sizes, making them a
great fit for resource constrained environments.

Extending Harn and Lin [1] scheme using Elliptic curves
for secret sharing is not feasible as we will not be able to
reconstruct the polynomial from the pairs of points generated
in the secret distribution phase. Hence a novel, Authenticated
distributed group key agreement protocol using Elliptic curve
secret sharing scheme(ADGKAP) is proposed in this paper
to achieve equal security with a smaller key size and less
storage, and faster computation. This scheme is more suitable
for resource-constrained environments compared to Harn and
Lin [1].

However, to the best of our knowledge, no secret sharing
scheme using an elliptic curve in a distributed environment is
available in the literature. Hence we propose a novel Elliptic
curve secret sharing scheme (ECSSS) in a distributed envi-
ronment first and use that in our proposed ADGKAP.

A. OUR CONTRIBUTIONS
The following are our’s contributions:

• Elliptic curve secret sharing scheme (ECSSS) is pro-
posed.

• Authenticated distributed group key agreement protocol
using Elliptic curve secret sharing scheme (ADGKAP)
is proposed by using ECSSS to achieve equal security
with relatively smaller key size, storage, fast computa-
tion, and less computational cost requirements.

• To the best of our knowledge, no Authenticated dis-
tributed group key agreement protocol has used Elliptic
curve secret sharing scheme for share distribution till
date.

The salient features of the ADGKAP are as below:

• A novel Elliptic curve secret sharing scheme is designed
to generate points that are used as shares by the users.

• All the shares of the scheme are shared through a public
channel in a distributed environment.

• After the group key is reconstructed by each individual
user, the user can verify the authentication of the group
key by comparing the hash of his reconstructed key with
the hash of the other user’s reconstructed key.

• ADGKAP is proven secure enough provided the elliptic
curve discrete logarithm problem is intractable. This
ADGKAP provides equal security with a smaller key
size, less storage, faster computation, and less compu-
tational cost without compromising on the number of
rounds. In this ADGKAP, each group user can recon-
struct the key individually, but an attacker cannot recon-
struct the key.

The paper’s organization is as follows: Related work
is explained in section II. In section III, Preliminaries,
definitions of the Elliptic curve, Elliptic curve discrete log-
arithm problems, Vandermode matrix, Background, Authen-
ticated group Diffie–Hellman key agreement protocol are
explained. Proposed schemes, Elliptic curve secret sharing
scheme (ECSSS), Authenticated distributed group key agree-
ment protocol using Elliptic curve secret sharing scheme
(ADGKAP), and the Numerical example is explained in sec-
tion IV. Security analysis and Comparisons are described in
sections V and VI, respectively. Finally, the Conclusion and
future work is given in section VII.

II. RELATED WORK
In secure multiparty computing, a groupDH (DiffieHellman)
key is computed for a group of n members, each with a
private key ki, and calculates a function f (k1, k2, . . . , kn) [2].
Tzeng and Tzeng [3], [4] introduced a round-efficient con-
ference key with f (k1, k2, .., kn) = gk1+k2+,...,+kn . This is
an extension to Burmester and Desmedt [5] two round pro-
tocol with f (k1, k2, .., kn) = gk1k2+,...,+knk1 which is round
efficient but has a malicious participant attack. The basic
DH key agreement protocol was substantially generalized for
many group DH key approaches. This technique was utilized
by Ingemarsson et al. [6], Steer et al. [7], Burmester and
Desmedt [5], and Steiner et al. [8] to exchange group DH
public keys by arranging group members in a logic ring.
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Burmester achieved computational efficiency by reducing the
number of rounds from (n− 1) to 3. In contrast, Lee et al. [9]
and Kim et al. [10], [11] used a binary tree to arrange group
members and exchangeDHpublic keys. In 1996, Steiner et al.
[8] introduced the GDH (Group DH) key exchange (KE) as
an extension to DH protocol.

Steiner et al. [12] protocol was improved with authentica-
tion services in 2001 and is proven secure. In 2006, Bohli [13]
developed a scheme for secure group key agreement proto-
cols, which allows unverified point-to-point networks to be
secure against internal and external attackers.

Later, in 2007, Bresson et al. [14] developed a secure
generic authenticated Group DH key exchange protocol. In
2007 itself, Katz and Yung [15] developed the first provably
secure constant-round and completely scalable GDHprotocol
in the standard model. Brecher et al. [16] added robustness to
the GDH protocol’s tree-DHmethod by making it resistant to
system failures, network outages, and member misconduct.
Jarecki et al. [17] developed a group key agreement system
that can withstand up to t node failures out of n nodes. Secure
digital signatures are used to provide authentication for DH
public keys. The computational cost of each group member is
a crucial concern when implementing these protocols, espe-
cially when the group size is large.

Joux [18] first proposed to use pairings in a one-round tri-
partite key exchange. Later [19], [20], [21], [22], [23] devel-
oped several versions of authenticated group key exchange
protocols. However, most of the pairing-based group KE
methods are inefficient, as they result in a rise in the number
of rounds as the group size increases. Choi et al. [21] devel-
oped a pairing-based group KE protocol that required a fixed
number of rounds so that eachmember will be calculating two
pairings and 4nmodular exponentiation where n is a message.
A tree-based pairing-based group KE was developed by

Barua et al. [19]. Du et al. [22] proposed an authenticated
ID-based group KE mechanism with a constant number of
rounds. In 2008, Desmedt and Lange [24] created a constant
round pairing-based authenticated group KE that had lower
processing complexity per member than previous protocols.
Wu et al. [25] and Zhao et al. [48] developed an asymmetric
group key agreement model that establishes secure networks
for group communications. In a hierarchical access control
system, Gu et al. [26] represented a group key agreement
technique to speed up rekeying time. Konstantinou [27]
developed an ID-based group key agreement protocol with
efficient constant rounds for adhoc networks. Sun et al. [34]
developed a new key agreement mechanism with provable
security that does not require the use of a certificate.

In certain group key transfer protocols, secret sharing is
used for group key communication to achieve efficiency.
Laih et al. [28] introduced the first group key transmission
technique using a (t, n) secret sharing method in 1989. Each
scheme participant must enroll with a conference chairper-
son and reveal a secret to the chairperson. The conference
chairperson will select a random conference key as the secret
and uses the secret-sharing mechanism to distribute shares

of the secret among members. However, the number of users
that the key can be shared is limited to (t − 1) users only
out of n users. [29], [30], [31] took a similar approach to
distribute group communications to a large number of people
securely. Cao et al. [32] developed a constant-round groupKE
protocol based on secret sharing with universally composable
security. Harn and Lin [33] developed an authenticated group
key transfer protocol based on the secret sharing technique.
However, members do not have equal priority in this arrange-
ment. To overcome this problem, Harn and Lin [1] designed
an efficient group DH key agreement protocol using a secret
sharing scheme.

Yang and Chang [52] introduced a key agreement-based
elliptic curve scheme. It has no perfect forward secrecy,
impression attack, and provable security. Yoon and Yoo [53]
designed a key agreement protocol that has provable security
but suffers from perfect forward secrecy. Debio et al. [38]
developed a key agreement protocol with perfect forward
secret secrecy that is provable and secure. In all these three
schemes, communication happens between KGC and users.
Chien [41] introduced a key agreement protocol based on an
elliptic curve where communication happens between server
and tag in multiple rounds. After that, Liu [40] introduced a
key agreement protocol based on ECC (Elliptic curve cryp-
tography). This protocol has one round of communication
between the server and the tag. After that, Shen et al. [50]
introduced that ECC could be used to create secure session
keys between authorized users and devices. Based on ECC,
Islam and Biswas [39] developed an unpaired authentication
group key protocol. It minimizes computational costs and
gets rid of public key certificates. In literature, [43], [44],
[45] introduced group key agreement protocols based on an
elliptic curve where communication happens between KGC
and users.

Dzurenda et al. [51] introduced an authenticated key agree-
ment protocol based on secret sharing schemes. However,
communication happens between KGC and users. Cheng
et al. [49] introduced a group key agreement protocol based
on bilinear pairing, which is suitable for mobile environ-
ments. Zhang et al. [48] introduced a group key agreement
protocol based on bilinear pairing. It has been shown that
this protocol can withstand harmful attacks, such as active
and passive attacks. Although Cheng et al. [49] and Zhang
et al. [48] developed key agreement protocols without KGC,
the cost involved is more. Hence we proposed an Authen-
ticated Distributed key agreement protocol using ECSSS to
improve efficiency.

Raghunandan et al. [58] introduced an encryption scheme.
The keys for encrypting the data are generated by the
chaotic maps using pseudo-random numbers. Unauthorized
users have a lot of difficulty accessing or changing the
data because of the encryption procedure. One advan-
tage of chaotic-map-based encryption is that it can be
used on edge devices with low computing power. This
scheme can be applied for encryption in a distributed
environment.
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Liu et al. [35], Binu et al. [36], and Wang et al. [37] intro-
duced centralized secret sharing schemes based on elliptic
curve and pairing. However, these schemes are not suitable
for distributed environments. Liu et al. [40], Sheikhi-Garjan
[42] send shares through a public channel in a centralized
environment which is a general tendency. However, to the
best of our knowledge, other than Harn and Liu [1], no secret
sharing scheme sends shares through the public channel in a
distributed environment.

III. PRELIMINARIES
In this section, the Elliptic curve (EC), Elliptic curve point
addition and point doubling, Elliptic curve discrete loga-
rithm problem (ECDLP), Vandermode matrix definitions,
and Background, Authenticated group Diffie–Hellman key
agreement protocol are explained.
Elliptic Curve: Let Fq be a field, where q > 3 is a prime.

A curve of the form E : y2 = x3+ax+b over Fq is an elliptic
curve if the discriminator 1 = 4a3 + 27b2 ̸= 0, where a, b
are constants. The set of all points on E over Fq is denoted as
E(Fq), along with point at infinity O [46], [47]. The Elliptic
curve has point addition and point doubling operations.
Elliptic Curve Point Addition and Point Doubling: Let E

be an elliptic curve, and P and Q be two points on it. Let R be
sum of P and Q. The sum can be obtained as follows. Draw
a line L passing through P and Q, which intersect the curve
at another point, say R′. The reflection of R′ about x− axis
is R, and we write R = P + Q. If P and Q are the same,
the line L is tangent at P and intersects the curve at another
point, R′. The reflection of R′ about x−axis is R, and we write
R = 2P. Examples of point addition and point doubling on
elliptic curves are depicted in 1 and 2, respectively.

Suppose that P = (x1, y1) and Q = (x2, y2) then the
formula for R is given below. Let R = P+ Q = (x3, y3)
If P ̸= Q, then

x3 = m2
− x1 − x2

y3 = m(x1 − x3) − y1

where m =
(y2−y1)
(x2−x1)

is slope of line L passing through
P and Q.

If P = Q, then R = P+ P.

x3 = m2
− 2x1

y3 = m(x1 − x3) − y1

where m =
(3x21+a)
(2y1)

is slope of tangent line L at P. This is
called Point doubling [46], [47].

Elliptic curve discrete logarithm problem: Let E be an
elliptic curve, and P is a point on it. For a given pointQ = xP,
1 ≤ x ≤ q, the problem of finding private key x from public
points Q and P is called an Elliptic curve discrete logarithm
problem [56].

FIGURE 1. Point addition on Elliptic curve.

FIGURE 2. Point doubling on Elliptic curve.

Vandermode matrix: A vandermode matrix [55] is a
matrix of the form

A =


1 z1 z21 · · · zn−1

1
1 z2 z22 · · · zn−1

2
...

...
...

...
...

1 zn z2n · · · zn−1
n


n×n

with zi ̸= zj for i ̸= j. The matrix A is always invertible.
Every vandermode matrix is invertible as the determinant of
the matrix A is

∏
1≤i<j≤n

(zj − zi), which is non-zero.

A. BACKGROUND
In this section, we briefly discussed Harn and Liu [1],
Authenticated group Diffie–Hellman key agreement proto-
col. In this protocol [1], a group of users wants to recon-
struct group key S in a distributed environment through a
public channel. It has three rounds. In round 1, each user
Ui, 1, 2, · · · , n, computes n−1 private shares and n−1 public
shares of his key Ki and the private shares are sent via a
public channel in an encrypted manner. In round 2. each
user Ui, i = 1, 2, · · · , n, reconstructs the key Kj of Uj, j =

1, 2, · · · , n, j ̸= i by using his share and the n − 1 public

shares. Then, Ui reconstructs the group key S =

n∏
j=1,

Kj.

In round 3, each individual user reconstructs the group key,
and the user authenticates the group key. The scheme is
explained in section III-A1 below.
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1) AUTHENTICATED GROUP DIFFIE-HELLMAN KEY
AGREEMENT PROTOCOL
A group with n users (U1,U2, · · · ,Un), want to construct
group key S collaboratively in a public channel. It consists
of the following set up and rounds.

SET UP
• Any user choose two primes p and q such that p = 2q+1,
and choose generator α ∈ Fq.

• Every user Ui, i = 1, 2, · · · , n, chooses private keys ki
and xi, computes ri = αki , yi = αxi and makes ri and yi
public.

ROUND:1
• Every user Ui computes shares yij = (rjyj)xi+ki , j =

1, 2, · · · , n, j ̸= i.

• Every user Ui constructs key Ki =

n∏
j=1,j̸=i

(rjyj)ki+xi .

• Ui constructs polynomial fi(x) of degree n − 1 from n
points: (0,Ki), (rj, yi1), · · · , (rj, yij), · · · , (rj, yin),
j = 1, 2, · · · , n, j ̸= i.

• Ui computes n− 1 shares from fi(x), x = 1, 2, · · · n− 1
and makes them public.

ROUND:2
• Ui computes his corresponding share from Uj, yji =

(rjyj)xi+ki , j = 1, 2, · · · , n, j ̸= i.
• Ui reconstructs key Kj, j = 1, 2, · · · , n, j ̸= i ofUj from
n − 1 public shares and his respective share by using
Lagrange’s interpolation formula.

• Ui reconstructs group key S =

n∏
j=1,

Kj.

ROUND:3
• Each user Ui computes Ci = h(S,Ui, ri) and makes it
public.

• Each user Ui computes Cj′ = h(S,Uj, rj), for j =

1, 2, · · · , n, j ̸= i. If Cj′ = Cj the group key S is valid.

Harn and Liu [1] scheme cannot be extended using Elliptic
curve for secret sharing as we cannot reconstruct the polyno-
mial from the pairs of points in the secret distribution phase
(Round 1). Hence a novel Authenticated distributed group
key agreement protocol using Elliptic curve secret sharing
scheme is proposed in this paper.

IV. PROPOSED SCHEMES
In this section, we propose two schemes, namely, the Ellip-
tic curve secret sharing scheme (ECSSS) and Authenticated
distributed group key agreement protocol using Elliptic curve
secret sharing scheme (ADGKAP).

ECSSS has two rounds. In round 1, user U1 computes n
shares of key k1P generated from elliptic curve E . Out of
n shares, n − 1 shares are made public, and 1 is kept as a
private share. The private share is sent to n−1 users through a
secure channel. In round 2, U2,U3,U4 reconstructs key k1P.

FIGURE 3. Framework of ECSSS.

FIGURE 4. Framework of ADGKAP.

The ECSSS and the Correctness of the key reconstruction are
explained in sections IV-A and IV-A1, respectively.

Next, we propose ADGKAP by using ECSSS. ADGKAP
has three rounds. In round 1, each user Ui, i = 1, 2, · · · , n
computes n−1 private shares and n−1 public shares of point
kiP. The private shares are sent in an encrypted manner via a
public channel. Then, each user reconstructs his respective
share using his private key and encrypted share. In round
2, every user Ui, i = 1, 2, · · · , n reconstructs the key kjP
of Uj, j = 1, 2, · · · , n, j ̸= i by using his respective share
and n − 1 public shares. Then, each user Ui reconstructs

the group key S =

n∑
j=1

kjP. In round 3, the group key is

reconstructed by each individual user. Also, the user authen-
ticates of group key by comparing the hash of each user’s
reconstructed key with the hash of the other user’s recon-
structed key. This ADGKAP and the Correctness of the group
key reconstruction are explained in sections IV-B and IV-B1,
and the numerical example of the ADGKAP is explained in
section IV-C, respectively.

A. PROPOSED ELLIPTIC CURVE SECRET SHARING
SCHEME (ECSSS)
The proposed Elliptic curve secret sharing consists of two
rounds, namely secret distribution and key reconstruction.
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In secret distribution, a key k1P generated from the elliptic
curve E is distributed as shares to all the participants of
the group. In key reconstruction, each user will be able to
reconstruct the key k1P.
Assume that user U1 wants to secretly send the shares of

key, k1P to n− 1 users (U2,U3,U4, · · · ,Un).

ROUND 1: SECRET DISTRIBUTION
• Let E : y2 = x3 + ax + b be an elliptic curve over Fq, q
is prime power.

• Point P ∈ E(Fq) and
G =< P > be a group of order ℓ, where ℓ is prime.

• User U1 makes E, q,P, and ℓ public.
• User U1 chooses a n × n vandermonde matrix A1 and
makes it public

A1 =


1 z1 z21 · · · zn−1

1
1 z2 z22 · · · zn−1

2
1 z3 z23 · · · zn−1

3
...

...
...

...
...

1 zn z2n · · · zn−1
n


n×n

• U1 selects values, r1, r2, · · · , r(n−1), k1 ∈ [1, ℓ − 1]
randomly.

• U1 calculates d1, c1, · · · , c(n−1) using
(d1, c1, c2, · · · , c(n−1))T = A1(k1, r1, r2 · · · , r(n−1))T

• U1 calculates (d1P, c1P, c2P, · · · , c(n−1)P)T .

j = 1, 2, · · · n, j ̸= i.
• U1 makes n− 1 shares c1P, c2P, · · · , c(n−1)P as public
and sends share d1P secretly to n−1 users through secure
channel.

ROUND 2: KEY RECONSTRUCTION
• Each user Ui, i = 2, 3, · · · , n, can reconstruct the key
k1P by computing
A1−1(d1P, c1P, c2P, · · · , c(n−1)P)T , this result is the
same as (k1P, r1P, r2P, · · · , r(n−1)P)T .

Figure 3 describes ECSSS as follows: Suppose there are
three users in the scheme. User U1 chooses a key k1P, and
computes shares: one private share d1P and public shares
c12P and c13P. UserU1 sends private share toU2,U3 through
a secure channel. Finally, U2,U3, reconstruct the key k1P
from d1P and c12P and c13P.

1) CORRECTNESS OF THE KEY RECONSTRUCTION
Each user Ui, i = 2, 3, · · · , n has n shares: one private
share d1P,and n − 1 public shares c1P, c2P, · · · , c(n−1)P.
The user Ui computes A1−1 and multiply with shares as
(d1P, c1P, c2P, · · · , c(n−1)P). i.e

A1−1(d1P, c1P, c2P, · · · , c(n−1)P)T .

= A1−1(A1(k1P, r1P, r2P, · · · , r(n−1)P)T )

= I (k1P, r1P, r2P, · · · , r(n−1)P)T

= (k1P, r1P, r2P, · · · , r(n−1)P)T

where I = A1−1(A1) is identity matrix of order n. Therefore
each user Ui, i = 2, 3, · · · , n can reconstruct the key.
Note 1: Each userUi has shares d1P, c1P, c2P, · · · , c(n−1)

P. That is, A1(k1P, r1P, r2P, · · · , r(n−1)P)T = (d1P, c1P,

c2P, · · · , c(n−1)P)T .
Next, we propose an Authenticated distributed group

key agreement protocol using Elliptic curve secret sharing
scheme using ( ECSSS), which uses public channels for share
distribution and gives authentication to the group key.

B. PROPOSED AUTHENTICATED DISTRIBUTED GROUP
KEY AGREEMENT PROTOCOL USING ELLIPTIC CURVE
SECRET SHARING SCHEME (ADGKAP)
The goal of the scheme is to create a group key S among n
users, U1,U2, · · · ,Un, collaboratively using public channel.
This scheme consists of three rounds: Secret distribution, Key
reconstruction, and Authentication.

ROUND 1: SECRET DISTRIBUTION
• Let E : y2 = x3 + ax + b be an elliptic curve over Fq, q
is prime power.

• Point P ∈ E(Fq) and G = ⟨P⟩ be a group of order ℓ,
where ℓ is prime.

• Any user Ui, i = 1, 2, · · · , n, can make E, q,P and ℓ

public.
• Each user Ui chooses a (2n− 2) × n matrix

Ai =



1 zi1 z2i1 · · · zn−1
i1

...
...

...
...

...

1 zi(n−1) z2i(n−1) · · · zn−1
i(n−1)

1 zin z2in · · · zn−1
in

...
...

...
...

...

1 zi(2n−2) z2i(2n−2) · · · zn−1
i(2n−2)


where zim ̸= zik for m ̸= k , zim, zik ∈ [1, ℓ − 1], for
1 ≤ i ≤ n and 1 ≤ m, k ≤ (2n − 2), and Ui makes Ai
public.

• Each Ui chooses rij, ki ∈ [1, ℓ − 1] randomly, j =

1, 2, · · · , n− 1.
• Ui computes di1, di2, · · · , di(i−1), di(i+1), · · · , din, and
ci1, ci2, · · · , ci(i−1), ci(i+1), · · · , cin as (di1, di2, · · · ,

di(i−1), di(i+1), · · · , din, ci1, ci2, · · · ,

ci(i−1), ci(i+1), · · · , cin)T = Ai(ki, ri1, · · · , ri(n−1))T .
• Ui computes key kiP.
• Ui computes
di1P, di2P, · · · , di(i−1)P, di(i+1)P, · · · , dinP, and
ci1P, ci2P, · · · , ci(i−1)P, ci(i+1)P, · · · , cinP.

• Ui makes ci1P, ci2P, · · · , ci(i−1)P, ci(i+1)P, · · · , cinP as
public.

• Each user Ui chooses a private key vi ∈ [1, ℓ − 1] and
makes viP public.

• User Ui computes encrypted share bijP as
bijP = dijP + vivjP and sends bijP publicly to the user
Uj, j = 1, 2, · · · n, j ̸= i.
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• UserUj will get the private share dijP ofUi by computing
dijP = bijP− vjviP.

Note 2: bijP are encrypted shares and cijP are public shares.

ROUND 2: KEY RECONSTRUCTION
• Each user Ui reconstructs the key of Uj, j = 1, 2, · · · , n
and j ̸= i, as Mj

−1(djiP, cj1P, cj2P, · · · , cjnP), this
result is same as, (kjP, rj1P, rj2P, · · · , rj(n−1)P) where

Mj =


1 zji zji2 · · · zjin−1

1 zjn z2jn · · · zn−1
jn

...
...

...
...

...

1 zj(2n−2) z2j(2n−2) · · · zn−1
j(2n−2)


n×n

is a submatrix of Aj corresponding to the shares
djiP, cj1P, cj2P, · · · , cjnP.
Note thatMj is a Vandermonde matrix.

• Finally, each user Ui reconstructs the group key S =
n∑
j=1

kjP.

Round 3: Authentication
• Each user Ui computes Ci = h(S) and makes it public,

where S =

n∑
j=1

kjP.

• Each user Ui computes Cj′ = h(S), for j = 1, 2, · · · , n,
j ̸= i. If Cj′ = Cj, the group key S is valid.

Figure 4 describes ADGKAP as follows: Assume three
users are in the scheme. In round 1, user U1 chooses a key
k1P and computes encrypted shares, b12P for U2, b13P for
U3 and also computes public shares c12P, c13P and sends
them to both users, U2, and U3. Similarly, users, U2 and
U3 chooses keys k2P and k3P respectively. User U2 com-
putes encrypted shares b21P for U1 and b23P for U3 and
U3 computes encrypted shares, b31P for U1 and b32P for
U2. User U2 computes public shares c21P, c23P sends them
to both users U1 and U3. User U3 computes public shares
c31P, c32P sends them to both users U1 and U2. In round
2: User U1 computes k2P using b21P and public shares
c21P, c23P. And also computes k3P using b31P and public
shares c31P, c32P. Similarly U2 computes k1P and k3P, and
U3 computes k1P and k2P. Finally, users,U1,U2, and,U3 can
compute the group key as S = k1P+ k2P+ k3P.

1) CORRECTNESS OF THE GROUP KEY RECONSTRUCTION
Each user Ui has n− 1 private shares di1P, di2P, · · · ,

di(i−1)P, di(i+1)P, · · · , dinP, and public shares
cj1P, cj2P, · · · , cj(i−1)P, cj(i+1)P, · · · , cjnP,
for j = 1, 2, · · · , n, j ̸= i.
User Ui first computes Mj

−1, j = 1, 2, · · · , n and j ̸= i.
Then the user computes

Mj
−1(djiP, cj1P, · · · , cj(i−1)P, cj(i+1)P, · · · , cjnP)T .

= Mj
−1(Mj(kjP, rj1P, · · · , rj(n−1)P)T )

= I (kjP, rj1P, · · · , rj(n−1)P)T

= (kjP, rj1P, · · · , rj(n−1)P)T

where I = Mj
−1(Mj) is the identity matrix of order n.

Finally, user Ui computes group key S =

n∑
j=1

kjP.

Note 3:Mj(kj, rj1, · · · , rj(n−1))T represents corresponding
rows in Ai(ki, ri1, · · · , ri(n−1))T .

C. NUMERICAL EXAMPLE
• Let E : y2 = x3 + 11x + 12 be an elliptic curve over

F467.
• PointP = (360, 185) ∈ E(F467) andG = ⟨P⟩ be a group
of order ℓ = 79.

• Any user Ui, i = 1, 2, 3, can make E, q,P and ℓ public.
• We discuss in detail the secret distribution (round 1), key
reconstruction (round 2), and authentication (round 3) in
Tables 1, 2, and 3, respectively.

Table 1 is described as follows: In step 1, each user Ui,
i = 1, 2, 3 chooses amatrix of order 4×3 andmakes it public.
In step 2, each user Ui, i = 1, 2, 3, chooses three random
integers ki, ri1, ri2 ∈ [1, 78] randomly. In step 3, userU1 com-
putes d12, d13, c12 and c13, user U2 computes d21, d23, c21
and c23, userU3 computes d31, d32, c31 and c32. In step 4, user
Ui computes key kiP for i = 1, 2, 3. In step 5, user U1 com-
putes d12P, d13P, c12P, c13P andmakes c12P and c13P public,
user U2 computes d21P, d23P, c21P, c23P and makes c21P
and c23P public, user U3 computes d31P, d32P, c31P, c32P
and makes c31P and c32P public. In step 6, user Ui, i =

1, 2, 3 chooses private key vi and computes public key viP.
In step 7, userU1 computes b12P and b13P, userU2 computes
b21P and b23P, user U3 computes b31P and b32P. Then the
users make b12P, b13Pb21P, b23P, b31P, b32P public. In step
8, user U1 computes his shares d21P and d31P from v2P and
v3P respectively, user U2 computes his from shares d12P and
d32P from v1P and v3P respectively, user U3 computes his
shares d13P and d23P from v1P and v2P respectively.

Table 2 is described as follows: In step 1, userU1 computes
k2P, r21P, r22P fromM2 and d21P, c21P, c23P, user U2 com-
putes k1P, r11P, r12P from M1 and d12P, c12P, c13P, user
U3 computes k1P, r11P, r12P from M1 and d13P, c12P, c13P.
In step 2, user U1 computes k3P, r31P, r32P from M3 and
d31P, c31P, c32P, user U2 computes k3P, r31P, r32P from
M3 and d32P, c31P, c32P. user U3 computes k2P, r21P, r22P
from M2 and d23P, c21P, c22P. In step 3,user Ui, i = 1, 2, 3
computes group key S = k1P+ k2P+ k3P.
Table 3 is described as follows: In step 1, userUi computes

Ci, i = 1, 2, 3 and makes it public. In step 2, user U1 com-
putes C2

−1,C3
−1, then compares C2 with C2

′ and C3 with
C3

′, if they are equal, group key is valid. Similarly, U2 and
U3 verify if their group key is valid or not.

V. SECURITY ANALYSIS
In this section, we discussed in detail that the user could
reconstruct the group key, but an attacker can not reconstruct
the group key in detail.
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TABLE 1. Secret distribution: Round 1.
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TABLE 2. Key reconstruction: Round 2.

A. USER Ui CAN RECONSTRUCT GROUP KEY S BY USING
n − 1 PUBLIC SHARES
Suppose the user Ui wants to compute kjP, j = 1, 2, · · · , n,
j ̸= i, the secret point of Uj with the help of the private share
djiP and n − 1 public shares. The user Ui can form a system
of equations as follows

kjP+ rj1zjiP+ · · · + rj(n−1)z
n−1
ji P = djiP

kjP+ rj1zjnP+ · · · + rj(n−1)z
n−1
jn P = cj1P

kjP+ rj1zj(n+1)P+ · · · + rj(n−1)z
n−1
j(n+1)P = cj2P

...

kjP+ rj1zj(2n−2)P+ · · · + rj(n−1)z
n−1
j(2n−2)P = cjnP

The same matrix form can be represented as



1 zji z2ji · · · zn−1
ji

1 zjn z2jn · · · zn−1
jn

1 zj(n+1) z2j(n+1) · · · zn−1
j(n+1)

...
...

...
...

...

1 zj(2n−2) z2j(2n−2) · · · zn−1
j(2n−2)




kjP
rj1P
rj2P

...

rjnP



=


djiP
cj1P
cj2P

...

cjnP


The above coefficient matrix of the system has n unknowns

and n equations, as the rank of the coefficient matrix is n.
Thus the system of equations has a unique solution. Hence
a user can get key kjP, j = 1, 2 · · · n, by inverting the
coefficient matrix and multiplying it with the share matrix
(djiP, cj1P, cj2P, · · · , cjnP)T . Finally, the user Ui computes

the group key S =

n∑
j=1

kjP, using his secret key kiP.

B. AN ATTACKER CANNOT RECONSTRUCT GROUP KEY S
by USING n − 1 PUBLIC SHARES
Suppose an attacker wants to get kiPwith n−1 public shares.
The attacker can form a system of equations as follows.

kP + ri1zinP+ · · · + ri(n−1)zinn−1P = ci1P

kiP+ ri1zi(n+1)P+ · · · + ri(n−1)z
n−1
i(n+1)P = ci2P

...

kiP+ ri1zi(n+i−2)P+ · · · + ri(n−1)z
n−1
i(n+i−2)P = ci(i−1)P
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TABLE 3. Key authentication: Round 3.

kiP+ ri1zi(n+i)P+ · · · + ri(n−1)z
n−1
i(n+i)P = ci(i+1)P

...

kiP+ ri1zi(2n−2)P+ · · · + ri(n−1)z
n−1
i(2n−2)P = cinP

The same matrix form can be represented as

1 zin · · · zn−1
in

1 zi(n+1) · · · zn−1
i(n+1)

...
...

...
...

...

1 zi(n+i−2) · · · zn−1
i(n+i−2)

1 zi(n+i) · · · zn−1
i(n+i)

...
...

...
...

1 zi(2n−2) · · · zn−1
i(2n−2)




kiP
ri1P

...

ri(n−1)P



=



ci1P
ci2P

...

ci(i−1)P
ci(i+1)P

...

cinP


The above coefficient matrix of the system has n unknowns

and only n − 1 equations. Thus the system of equations has
finitely many solutions, and each solution is of equal prob-
ability of 1

ℓn
. For large ℓ, 1

ℓn
is negligible. Thus an attacker

cannot get key kiP and hence S =

n∑
i=1

kiP.

VI. COMPARISONS
This section compares our proposed scheme, Authenticated
distributed group key agreement protocol using Elliptic
Curve Secret Sharing Scheme (ADGKAP) with Harn and
Liu [1] on various parameters such as Key size, a technique
used, no.of rounds and so on. In literature, Shanks’ and Index
calculus algorithms [54] are popular for solving discrete log-
arithm algorithms in sub exponentiation time. However, till
date, there are no such algorithms for ECDLP [57].

Our ADGKAP scheme’s security relies on ECDLP(Elliptic
Curve Discrete Logarithm Problem), but Harn et al. rely only
on DLP ( Discrete Logarithm Problem). It is widely known

TABLE 4. Comparison of computation parameters between Harn Scheme
and ADGKAP scheme.

that ECDLP is more secure compared to DLP, hence our
scheme is more secure comparatively. Harn et al. worked
on the finite field Fq, but our ADGKAP scheme worked on
the elliptic curve over a finite field E(Fq). This ensures that
our ADGKAP scheme, key size, and storage space are sig-
nificantly less and have fast computation compared to Harn
and Liu [1]. A comparison of Harn et al. with our proposed
ADGKAP schemewith respect to various computational effi-
ciency parameters is listed in Table 4.

In Cheng et al. [49] and Zhang et al. [48] schemes, the key
is distributed to a group of participants using an encryption
mechanism. Decryption relies on a single key making it less
secure because of a single point of failure. However, our
proposed ADGKAP scheme is more secure because shares
of the key are distributed to a group of participants instead of
a key. Also, all of these use a secure channel for communi-
cation among users. But our ADGKAP uses public channel
for communication among participants. Li et al. [61] uses
8n+ 6 exponentiation, Zhang et al. [60] uses (2n+ 10) expo-
nentiation, Cao et al. [32] uses 2 bilinear parings and Zhang
et al. [59] uses 16 exponentiation. All these four schemes
use a secure channel for communication between KGC and
users. Cheng et al. [49] uses (2n + 2) bilinear operations,
and Zhang et al. [48] uses 5 bilinear operations. Both Cheng
et al. [49], and Zhang et al. [48] protocols were designed by
using no KGC. Harn et al. used 2n exponentiation and a secret
sharing scheme without KGC. However, our scheme uses
n2 scalar multiplications only. The cost of bilinear parings
and exponentiation are costly operations compared to scalar
multiplications [48]. HenceADGKAPhas less computational
cost compared to existing schemes. Cost comparisons among
various schemes are listed in table 5.

In our proposed scheme, the matrix Ai and inverse of the
matrix Mj of user Uj, j = 1, 2, · · · , n are pre computed and
made public by user Ui. Harn et al. require, (n2 + n − 2)
additions, multiplications (6n2 − 2n− 4), (2n) divisions, (2n)
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TABLE 5. Cost comparisons among various schemes.

TABLE 6. Cost comparison between Harn Scheme and ADGKAP scheme.

exponentiation and (3n) hashing . However, our proposed
scheme (ADGKAP) requires (2n2 − 2n) multiplications,
(3n2 − 3n) point additions, (3n2 + n − 1) scalar multipli-
cations and (n) hashing. A comparison of the computational
cost between the Harn scheme and our proposed ADGKAP
scheme is given in table 6. The observation from the table
is that the costlier operation exponentiation is avoided in
our scheme and replaced by point additions and scalar mul-
tiplications that deals with smaller key size with an equal
level of security. This reduces the computational cost of our
scheme very much compared to Harn’s scheme. This makes
our scheme efficient in terms of computational cost and key
size, which makes it a better choice for resource constrained
environments. Hence our proposed ADGKAP scheme gives
similar security with a smaller key size.

VII. CONCLUSION AND FUTURE WORK
We propose a novel Elliptic curve secret sharing scheme
(ECSSS) for share distribution that is secure enough with a
relatively smaller key size and storage. Then, an Authenti-
cated distributed group key agreement Protocol using Ellip-
tic curve secret sharing scheme (ECSSS) is proposed. The
proposed scheme can be used efficiently in a distributed
environment for group key agreement. In comparison to exist-
ing schemes, our ADGKAP offers equal security with much
smaller key sizes, less storage space, and less computational
cost without compromising on the number of rounds. Every
user in this scheme can reconstruct the group key, but the
attacker cannot do so. ECDLP is a major aspect of this
scheme’s security. Compared to the existing scheme, Authen-
ticated group Diffie–Hellman key agreement protocol our
proposed scheme ADGKAP is more appropriate for resource
constrained devices in a distributed environment.

In the future, we will extend our work to distributed multi-
group key agreement protocol based on an elliptic curve
secret sharing scheme.
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