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ABSTRACT As operations previously undertaken only in physical space in the past have changed to
operations that include cyberspace, it is crucial to define the concept of “cyber missions” clearly. In this
study, “cyber mission” refers to any military operation or process that utilizes cyber systems to perform
actions in accordance with orders delivered to them. Because a weapon system that utilizes a cyber system
executes actions based on the commands transmitted to the cyber system, it is necessary to analyze how
attacks from cyberspace affects such a weapon system. To this end, it would be meaningful to analyze
the tools used to analyze the mission impact of physical weapon systems linked to cyber-attacks. The US
military’s Joint Munitions Effectiveness Manual (JMEM), which contains the results of analyzing the effects
of weapon systems, does not include analysis results for the effects of weapon systems on cyber-attacks.
In this study, based on the analysis of the effectiveness of physical warfare, the damage to cyber assets was
quantified and associated to calculate the cyber index for the analysis of operational efficiency. In connection
with JMEM, the results of combat in cyberspace and the effects of physical operations were compared
and analyzed to propose a framework to judge the impact of missions, and the performance was tested.
To verify the effectiveness of the proposed framework, domestic and foreign operational scenarios were
analyzed and designed, assets were defined, and experiments were conducted. These experiments showed
that a greater decrease in the cyber mission effect value was related to a greater effect on physical operations.
This framework could be used in a variety of operations to predict the physical impact of a cyber-attack and
will help determine the next step in an operation.

INDEX TERMS Cyber warfare, cyberspace, cyber operation, cyber weapon system, mission impact analysis.

I. INTRODUCTION security increasingly important [1]. Likewise, from a military

As time goes by, cyberspace is becoming increasingly impor-
tant in society. In the past, cash was mainly used, which made
it necessary to go in person to purchase goods or enjoy cul-
tural life. However, as the Internet evolves, all of these things
happen more online than in the past, which makes cyberspace

The associate editor coordinating the review of this manuscript and

approving it for publication was Sathish Kumar

point of view, operations performed only in physical space are
changing to operations that include cyberspace according to
these technological advances. In addition, physical weapon
systems such as physically guided missiles and unmanned
drones are also changing to use cyber systems. These weapon
systems executes actions in physical space according to com-
mands transmitted to the cyber system. This means that dam-
age in cyberspace affects their behavior in physical space.
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For example, an unmanned drone system could be directed
to a different destination than the user intended due to a
cyber-attack. A car’s self-driving system could also drive to
a different location than its destination or fail to recognize a
wall, putting occupants at risk.

The United States of America developed the Joint Muni-
tions Effectiveness Manual (JMEM) to assess the effects of
physical weapon systems, including the results of analyzing
such effects, which is now being developed and utilized for
existing physical operations. The JMEM contains data from
the systematic study of the effectiveness of each type of
ammunition in fields such as Air to Air, Air to Surface,
Surface to Surface, and special weapons. This helps to predict
the effect in real situations by measuring the effectiveness
of ammunition according to various battlefield environments
and situations. However, the JMEM is applied only to phys-
ical weapon systems, and it is impossible to measure its
effectiveness in cyberspace [2]. Measuring damage in phys-
ical space does not tell you what damage has occurred in
cyberspace. Therefore, when a cyber-attack causes physical
damage to targets other than the original target, it is possible
to measure damage in physical space, but this may not be
what commanders and staff want. Because of these issues,
many researchers have been working on measuring damage
in cyberspace [4], [5], [6], [20], [21], [22], [23]. However,
because these studies measure damage only in cyberspace,
it is not possible to know the direct change in physical space
following cyber-attacks. This means that various accidents
due to errors occurring in physical space cannot be prevented.
Therefore, this study analyzed the effects in physical space of
damage in cyberspace.

In this study, the damage in cyberspace and damage in
physical space are linked and analyzed. We identified the
interface between cyberspace and physical space to connect
the two different spaces. After quantifying the identified
contact elements, they were used to measure and analyze
the effects of cyberspace missions and physical space mis-
sions in association with each other. This is expected to help
operational commanders make judgments when conducting
operations in the operational planning stage, and is expected
to contribute as follows.

a) From a military point of view, we expect damage from
various cyber-attacks in the operational preparation stage.
Commanders can use our proposed framework to assist them
in devising countermeasures based on this damage.

b) Various companies can utilize this framework. Based
on the description in Section V, it can be used in private
companies by identifying and utilizing contact points.

According to the above contributions, this paper con-
sists of nine section. In Section II, describes the back-
ground of this study. Since it is very important to assess
and analyze the impact of cyber operations, we define cyber
operations and define the threats that occur in cyberspace.
In addition, to understand the concept of cyber operations,
we defined cyberspace, distinguished between cyber opera-
tions and physical operations in operations based on The U.S.
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Joint Operation Planning Process (JOPP) [11], and identi-
fied the scope of cyber operations. In Section III, operations
and cyberspace are defined to conduct research. In addition,
to associate physical space and cyberspace, methods for mea-
suring the effectiveness of physical weapon systems were
selected, and cyber mission-based damage assessment tech-
niques were investigated. After that, cyber-attack was defined
to define attack behavior in cyberspace. Based on the data
referenced in Section III, Section IV shows how an operation
to conduct both physical and cyber operations was selected
and a scenario was designed. In Section V, explains how
to identify interface elements between physical space and
cyberspace and how to apply them to analyze the effective-
ness of various operations. In Section VI, presents a frame-
work for conducting effectiveness analysis using the scenario
designed in Section IV and the interface elements identified
in Section V, Section VII shows how experiments using the
framework were conducted. In Section VIII, we compared
the framework we proposed with previously published cyber
damage assessment cases. Finally, In Section IX, deals with
the expected effects of the proposed framework and future
research directions. The proposed framework was found to
be more applicable to various environments than previous
research, due to its utilization of a damage calculation method
based on the Common Vulnerability Scoring System (CVSS).
Furthermore, by being associated with physical space, it is
possible to more accurately predict damage in real-world
situations. deals with the expected effects of the proposed
framework and future research directions.

Il. BACKGROUND

A. DEFINITION OF OPERATION ENVIRONMENT AND
CYBER THREATS

1) DEFINITION OF CYBERSPACE OPERATIONS

An operation is a combat action executed according to a
strategic plan to achieve a certain goal. Chapter 1 of US Army
Doctrine Publication 3-0 (ADP 3-0) [7] describes military
operations, the operational environment in which they are
conducted, and threats. The operational environment includes
considerations at the strategic, operational, and tactical lev-
els of warfare. The operational level focuses on the design,
planning, and conduct of operations using operational tech-
nologies, linking the tactical use of forces with national and
military strategic objectives. According to the US Joint Pub-
lication (JP 3-0) [8], the operational environment is defined
as the collection of conditions, circumstances, and influences
that affect the use of capabilities and influence a commander’s
decisions. The operational environment includes physical
domains and information environments in the air, land, sea,
and space domains. The operating environment has the char-
acteristic of constantly changing because the operating envi-
ronment is composed of many relationships and interactions
among interrelated variables. Because of this, commanders
must continually evaluate the operating environment and re-
evaluate assumptions.
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2) DEFINITION OF CYBER THREATS

JP 3-0 [8] defines a threat as any attempt to disrupt the joint
force’s freedom of action in the air, land, sea, space, and
cyberspace domains, and understanding that threat is criti-
cal to operations. Modern information technology is making
the information environment, including cyberspace and the
electromagnetic spectrum, an indispensable environment for
military operations. All actors in the information environ-
ment, whether hostile, friendly, or neutral, are vulnerable to
attack through physical, psychological, cyber, or electronic
means. In this study, the operational environment was defined
as the conditions and situations that affect operations, such
as the commander’s ability, enemy confrontation situation in
physical space, and data possession list in cyberspace. Threats
were defined as actions such as malicious code infection,
document theft, data destruction, and data tampering through
cyber-attacks.

B. DEFINITION OF CYBERSPACE AND CYBERSPACE
OPERATION RANGE

The US National Institute of Standards and Technology
(NIST) defined cyberspace as a global domain within
the information environment consisting of interdependent
networks of information system infrastructure in CNSSI
4009 [9], which was prepared by the Committee on National
Security Systems (CNSS). This includes the Internet, com-
munication networks, computer systems, and embedded pro-
cessors and controllers.

US Joint Publication 3-12 (JP 3-12) [10], which was pre-
pared by order of the Chairperson of the Joint Chiefs of Staff
(CJCS), deals with cyberspace operations (COs). A CO is
used to achieve a goal within or through cyberspace and uses
the capabilities of cyberspace for this purpose. Cyberspace is
part of the information environment, but is dependent on the
physical air, land, sea, and space realms. COs use links and
nodes located in the physical realm, perform logical functions
to create effects in cyberspace, and affect the physical realm
as needed. Cyberspace is described by three interrelated hier-
archical models: physical networks, logical networks, and
cyber personas. The physical network layer consists of IT
devices and infrastructure in the physical domain that provide
for the storage, transmission, and processing of information
within cyberspace, including data storage and connectivity
that transfers data between network components. A logical
network layer consists of network elements related to each
other in a way that is abstracted from the physical network,
based on the logic programming (code) that drives the net-
work elements. A cyber persona layer is a cyberspace per-
spective created by abstracting data from a logical network
layer using rules applied to the logical network layer to
develop a description of a digital representation of an actor
or entity identity in cyberspace (cyber persona). It consists of
network or IT user accounts (whether human or automated)
and the relationships between them.
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The JOPP [11] is a process consisting of a series of logical
steps to investigate a mission. The JOPP is a proven process
for organizing the work of commanders, staffs, subordinate
commanders, and other partners to develop plans for prob-
lems to be addressed. It also enables commanders and staffs
to organize planning activities, share a common understand-
ing of the mission and commander’s intentions, and develop
effective plans and orders. The JOPP is not a formalized
procedure that must be followed, but as JOPP procedures
are followed, commanders modify the plan as needed during
the operation and execution, helping to keep the broadest
possible perspective to question the continuing relevance and
suitability of the mission.

Just as general users cannot use a manager’s data, the
accessible data and actions differ depending on the owner
of the network equipment. This study included cyberspace
because the operation behavior differs depending on the
owner of the network equipment. Therefore, in this paper,
cyberspace is defined as a network space where users perform
actions such as information browsing, transmission, and doc-
ument preparation in order to create and distribute operational
command documents as part of the information environment.
In addition, the scope of operations in cyberspace is identified
as the joint operation planning process and operation evalua-
tion procedure, as shown in Figure 1. Based on the identified
information, the cyber operation scope and physical operation
scope were divided for the main purpose of this study, linking
cyber and physical spaces. Changes in cyberspace that affect
physical space can be identified as changes in planning orders
and preparation stages that exist within the scope of cyber
operations. Thus, in this study, stages 3 to 7, the scope of
cyber operations, were set as the research scope.

C. WEAPON SYSTEM EFFECTIVENESS ANALYSIS

The JMEM is a manual that specifies weapon system effects
such as the killing probability and killing effect, or arma-
ments, based on information on the battlefield environment
(target error range, number of armaments to be loaded, arma-
ment effects such as fragmentation and storming, etc.). In the
JMEM, calculating any probability (e.g., the kill probability)
refers to the probability of success out of the total number
of trials, rather than expressing success and failure as yes/no,
as well as the percentage of successful results among multiple
trials. In other words, it is explained by the killing effect
(proportion) and killing probability, which is the probability
that the result of one attempt will be successful [2]. In this
study, a cyber behavior that damages a network is defined as
cyber weapon system based on a calculation of the effect of
the physical weapon system using the open version of JWS
(JMEM Weaponeering System), a tool based on the JMEM.

lIll. RELATED WORK

A. CYBER MISSION-BASED DAMAGE ASSESSMENT

The MITRE Corporation’s NOEL modeled three lay-
ers: Mission Process (Mission Model), Mission System
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FIGURE 1. Identifying the scope of cyber operation in joint operation planning process.
(Infrastructure Model), and Cyber Attacker/Defender’s Tac- Mission
. . . Objecti
tics, Techniques, and Procedures (TTPs). Based on the mis- jectives
sion dependency structure presented by Jakobson et al. [3],
AMICA (Analyzing Mission Impacts of Cyber Actions) SyiaGa
. . . asks
modeling was presented as a concept in which assets entered
in cyberspace ultimately affect missions. The mission depen-
dency structure is shown in Figure 2. AMICA conducted o i A
simulations for each model for various mission and threat ‘
scenarios and quantified the impact in terms of mission-based AN X/ /) NN
. . . . Cyber cooocooPooodoooooDOOO®
measures. As shown in Figure 3, the model has a hierarchical Assets P

structure and is managed independently. The model consists
of a total of four models: attack, defense, infrastructure, and
mission. AMICA’s process creates one mission scenario as a
mission model. If attackable methods exist in the created mis-
sion scenario, the attack methods are modeled and processed,
and a defense model to defend against the attack is created.
These exist as physical parameters and are applied to the
infrastructure model. Then, the performance of the mission
is analyzed by simulation, and a battle damage assessment
(BDA) is calculated [4].

In order to overcome the limitations of existing commer-
cial off-the-shelf (COTS) tools for process modeling, CMIA
(a cyber mission impact assessment tool) was developed to
analyze, monitor, and manage cyber resources in mission
situations according to mission goals and the results and
understanding of cyber resources. CMIA is used as a met-
ric for cyber mission risk assessment and supports system
assessment by simulating the application of potential security
and resilience methods to systems within a mission con-
text. CMIA evaluates the impact of missions by considering
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FIGURE 2. Mission dependency structure.
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FIGURE 3. AMICA framework process.

six attack instances: degradation, interruption, interception,

modification, fabrication, and unauthorized use attacks [6].
A previous study by this research team [12] presented a

cyber combat damage assessment framework to evaluate the
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TABLE 1. Asset performance formula description.

parameter definition
A Asset performance value
vV Vulnerability factor (1-5)
F Number of assets used in the function
[od Expert assessment score (1-5)

mission damage caused by cyber-attacks in military opera-
tions. The cyber battle damage assessment framework was
composed of a hierarchical structure in the order of assets,
functions, tasks, and missions based on the mission subor-
dination structure of the US MITRE. It was assumed that
cyber-attacks occurred in assets, and damages from assets
to missions were measured, showing that damages to cyber
assets also affected the upper layers. Quantitatively calculat-
ing the damage incurred during a mission and delivering it
to the commander helped the commander to make a quick
judgment in a wartime situation. The cyber battle damage
assessment framework is performed on two scales: perfor-
mance and impact. The performance is the degree to which
a component is used to perform its mission, and the impact
refers to the extent to which the relevant layer affects the
mission. In order of hierarchy, the task performance capa-
bility is calculated in four steps through the initialization
of asset performance, setting of impact, and calculation of
the performance of functions and tasks. Figure 4 is a pic-
ture explaining this mechanism. The final calculated mission
capability is measured before and after the cyber-attack to
measure the cyber mission impact caused by the cyber-attack.
In Figure 4, the Infra Layer includes the asset layer and
connection information between assets.

a) Measuring asset performance and impact: Asset per-
formance (Equation 1) describes the value of an asset in
its mission. It is a modified calculation formula based on
value engineering, and the parameters are shown in Table 1.
V is a vulnerability coefficient that measures cyber-attacks
in relation to confidentiality, availability, and integrity by
classifying them as high, medium, or low. In the event of a
cyber-attack, asset performance deteriorates as V fluctuates.
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TABLE 2. Function performance formula description.

Parameter Definition
F(P) Function’s Performance
E, Function weight, Number of branches connected
to the Function
A, (P) Performance of nth asset connected to Function
A, (D Impactor of nth asset connected to Function

The asset’s impact was judged to be the one that has a
greater impact on the mission, as the asset is used for multiple
functions. The degree of influence was calculated by the
number of branches connected to the functional layer. This
cited the notion that the more branches connected to a node
in the network, the more important the node is [23].

A= (Fa)/V ey

b) Measuring functional performance and impact: Func-
tional performance refers to the extent to which a function
is used in its mission. Function performance is calculated
based on asset performance and impact, with more associated
assets having a greater impact on function performance. It is
calculated as shown in Equation 2, and the parameters are
shown in Table 2.

F(P) = (ZjﬁlAn (P) x A, (1)) xFy, @

If the function has an impact on the mission, the function
influence is calculated by multiplying the function execution
time influence, when the function is not performed within
the set time, and the accuracy impact, when the performance
result is not accurate. The effect of the function execution
time is calculated as the function execution time compared
to the task execution time. If there is a delay in function
execution due to an attack, it is calculated through the product
of the delayed function time compared to the delayed task
time and the influence of the initial function execution time,
as shown in Equation 3.

InitTimefy,. ~ DelayTimefy,

Func Time Impactor =

InitTimes,s  DelayTime; s

The accuracy impact has an initial value of one because
there are no assets initially compromised. If they are com-
promised by a cyber-attack, the initial accuracy impact is
calculated by subtracting the number of assets being com-
promised from the number of assets functioning, as shown in
Equation 4.

Numberofattackedassets

Func Acc Impactor = 1 — : 4)
Funcweight

c) Job performance measurements: Reduced work only
deals with the performance and does not separately measure
the impact on the job. Because task performance is calculated
as the sum of the product of the functional performance
and influence, the task performance differs depending on the
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TABLE 3. Function performance formula description.

parameter definition
T(P) Task’s Performance
Tw Task weight, Number of branches connected to
the Task
E, (D) Performance of nth Function connected to the
Task
F,(P) Impactor of nth function connected to the Task

function. Equation 5 describes the performance of this task,
and the parameters are shown in Table 3.

T,
TP = (Z Fu(I) x Fn(P)) x T )

n=1

d) Measurement of mission performance capability: Mission
performance capability is the sum of all the mission perfor-
mance levels, and the final mission performance capability is
measured according to the mission performance capability.

As discussed above, all the studies were conducted in a
hierarchical structure with the concept that damage to assets
affects missions. Similarly, in this study, it is composed
of a 4-tier structure of asset-function-task-mission, and the
research was conducted based on the framework presented in
the previous research [12] of this research team.

B. CYBER ATTACK

A cyber-attack causes effects such as degradation, disrup-
tion, and destruction in cyberspace or causes effects in the
physical realm. In JP 3-12, cyber-attacks are divided into two
types of attacks: denial and manipulation. A denial attack is
defined as a form of deterioration in performance by deny-
ing access or work to a target, or delaying, i.e., interfering
through a temporary denial, or destroying access to a target
by making it unrecoverable. Manipulation is the control or
alteration of information, information systems, networks, etc.
in cyberspace through the use of deception, conditioning,
spoofing, counterfeiting, and other similar techniques. At this
time, the target network may appear to operate normally with
secondary or tertiary effects, including physical effects, until
the effects of the primary attack are revealed [10].

In September 1999, the National Cybersecurity FFRDC
(NCF), a federally funded cybersecurity research organiza-
tion operated by the MITRE Corporation, studied common
vulnerabilities and exposure (CVE) systems for the general
public. CVE is a vulnerability enumeration system that gives
each publicly known vulnerability a different name, allowing
users to talk about a particular vulnerability using that name.
All the vulnerability data of CVE are managed by CVE
identifiers, with these identifiers assigned by CNA, the CVE
numbering authority. There are over 100 CNAs representing
security companies, research institutes, and major I'T vendors.
Key information in a CVE includes reference information,
which may include a brief description of the security vul-
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nerability or exposure, links to vulnerability reports, and
recommendations [13].

CVSS was introduced by the National Infrastructure Advi-
sory Council (NIAC) and is currently managed by the Inci-
dent Response and Security Teams Forum (FIRST). CVSS
helps security managers prioritize vulnerabilities by provid-
ing metrics of relative severity. CVSS assigns each vulnera-
bility a quantitative value from O to 10, with higher values
indicating higher severity. CVSS was designed as an open
framework consisting of three groups of metrics: 1) a primary
metric that describes the general nature of the vulnerability,
2) an optional temporal metric that indicates the change in
severity over time, and 3) an optional environment metric
that is unique to a particular user, organization, or business
environment. The primary metric can be used alone or in
combination with the two other optional metrics [14].

In this study, a cyber-attack was defined as an act of
destroying, falsifying, or stealing data used for the operation
of an asset through a CVE that exists in the designed asset.

IV. SCENARIO DESIGN

This study was conducted based on a mission. In order to
carry out a mission, an execution procedure is required, and a
systematic mission execution procedure can be viewed as an
operation. There are various types operations such as ground
operations, sea operations, air operations, and cyber opera-
tions, and the Army Publishing Directorate (APD) documents
and discloses various operational information that can be
disclosed.

According to Army Techniques Publication (ATP)
3-09.12 [15] and Field Manual (FM) 3-09 [16], counter-fire
warfare involves enemy weapons, target acquisition (TA)
assets, surveillance and reconnaissance equipment, C2 instal-
lations, and communication and logistic sites. It is a ground-
to-ground operation that protects allies, combat functions,
and facilities from indirect enemy fire. Because counter-fire
warfare identifies the location of a target through network
communication between batteries and then concentrates fire-
power on it, if smooth communication is not possible due
to unstable network communication, the operation may not
proceed and may be changed to a CAS (Close Air Support)
operation. In JP 3-09.3 [17], a CAS operation is an operation
that supports fire from the air at the request of a ground unit,
and is an operation that includes two domains, air and ground.
In CAS operations, cyberspace plays a role in connecting the
two domains, terrestrial and airborne. Therefore, a CAS oper-
ation was suitable for analyzing the mission effects caused by
cyber-attacks in various operations and environments, which
was the goal of this study.

Therefore, this study designed the following scenario
based on a CAS operation.

a) Battalion units detect targets in friendly contact areas.

b) The contact area commander decides to request a CAS.

¢) The unit notifies Tactical Air Control Party (TACP).

d) Allied commanders go through higher echelons and
request a CAS from the Air Force.

VOLUME 11, 2023



J. Jang et al.: Mission Impact Analysis by Measuring the Effect on Physical Combat Operations

IEEE Access

e) Enemy cyber forces infiltrate our internal network.

f) Enemy cyber forces stealthily attack (tamper/steal/
destroy) Air Tasking Order (ATO) document creation ele-
ments to minimize the effectiveness of friendly operations.

g) There is decreased operational effectiveness of friendly
forces in response to enemy cyber-attacks (delayed CAS
attack, failure to connect ground forces, failure to recognize
targets).

h) The content and effectiveness of enemy cyber-attacks
are analyzed.

i) A determination is made about whether to re-execute the
CAS-requested operation based on the analyzed content.

V. METHOD TO COMBINE CYBER AND PHYSICAL
ELEMENTS

A. DEFINITIONS OF MOE AND MOP

These terms refer to a course of action for evaluating
cyberspace operations as the joint force progresses toward
mission completion. This evaluation includes carefully com-
paring predicted outcomes with operational physical ele-
ments that determine the overall unit operational effec-
tiveness to help establish a commander’s determination to
achieve a desired end state, objective, or task performance.
These are defined in JP 3-12. The measure of effectiveness
(MOE) evaluates changes in the system’s behavior, capabili-
ties, or operational environment and measures task efficiency,
performance direction, quality of action, and appropriateness
of action. An example in CAS operations is ATO information.
When a part is modulated, the corresponding elements can
be viewed as the MOE. The measure of performance (MOP)
is a criterion for measuring task performance or completion,
and is an objective standard for task achievement, the amount
of performance in operations, and the amount of action. The
reduced success rate of a CAS operation on the next day due
to the modulated CAS ATO can be viewed as the MOP.

B. MOE AND MOP OF PHYSICAL OPERATIONS AND
CYBERSPACE ASSESSMENT

As mentioned in 3-A, the MOE and MOP can be part of
the ATO information in CAS operations, which refers to the
type of weapon system, operation request time, operational
unit, target, and operational location from the perspective of
physical operations. The MOP is from the point of view of
physical operations, and includes effects such as the range
of destruction and number of people killed, as well as the
probabilities of destruction and killing. Both the MOE and
MOP of physical operations are included in the JMEM.

If the factors to be applied to the JIMEM are modulated due
to a cyber-attack before measuring the effect of the physical
weapon system using the JIMEM, the resulting MOP will lead
to a different direction from the original purpose. However,
since the result is derived according to the elements applied
to the JMEM, it proceeds regardless of information about the
change or destruction of elements. Therefore, it is necessary
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to know the damage caused by cyber-attacks in connection
with cyberspace.

In this study, JWS, which is programmed with the JMEM,
was used, and because JWS input elements can be subject to
tampering and destruction, the corresponding elements were
identified as target elements.

C. CONTACT ELEMENT QUANTIFICATION

Because the effect in physical operations differs depending on
the identified target element, this study defined it as a physical
operation impact score, and the initial value was defined as
one.

1) METHOD OF QUANTIFICATION

In order to quantitatively calculate the physical motion impact
score, this study used a complicated method that obtained
accurate measurements based on expert experience and a
simple method that measured in a simple form such as zone
classification.

There are various elements that can be input to the JWS,
such as the error range of the target and number of equipped
weapons. All of these elements can be changed according to
the actual operational time and battlefield environment. That
is, it is impossible to generalize and measure all the factors.
Therefore, the two measurement methods used in this study
are explained using the target position as an example.

a) Complicated method: The complicated method is a
method based on the judgments of the operational comman-
der and experts. The commander must analyze the battlefield
environment in detail to proceed with the operation and pre-
pare a plan to measure all the factors individually. For exam-
ple, if the target location is a location that affects the enemy,
even if it is different from the actual mission goal, it can cause
damage to the enemy. Thus, the effect of a cyber-attack can be
considered insignificant. However, if the location of the target
is changed close to the position of the allies, damage to the
allies occurs, and cyber-attacks are highly effective. If you are
in a position where you cannot inflict damage on the enemy
and change to a target position similar to the existing target,
the operation of the allies will fail. This can be expressed
as a concave function and is shown in Equation 6. When
expressed as a graph, it is shown in Figure 5, where X and
Y are the coordinates of the battlefield, and Z is the physical
operation impact score. However, As previously mentioned,
similar targets that cannot cause damage to the enemy will
resultin a failed ally’s mission, so the physical mission impact
score will be measured at 0.3 or lower.

Z=1-,/(X>+7Y? (6)
However, it is important to note that if the physical operation
impact score (Z) is based on factors other than just the target
location, the score may not necessarily fall within the range of
0 to 1. In such cases, it is necessary to normalize the score to
ensure that it falls within the appropriate range. This can be
achieved through a process of rescaling or standardization,
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FIGURE 5. Example graph of calculating target location using complicated
method.
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FIGURE 6. Target location calculated by simple method.

which would enable the score to be expressed as a value
between 0 and 1, where O represents the lowest possible
impact and 1 represents the highest. Therefore, in cases where
the physical operation impact score is based on multiple
factors, it is important to consider the normalization of the
score to ensure a consistent and accurate comparison. The
calculation method may vary depending on the operational
environment and commander’s experience.

b) Simple method: The simple method is a method of
simply measuring the contact elements in the form of top,
middle, bottom, or 0 and 1. This method is simple, but has
the advantage of being able to intuitively check the effect of
a cyber-attack. However, it has the disadvantage of being less
accurate than the complicated method. For example, when
the type of armament is changed, O and 1 can be used to
distinguish the change in armament type. The target location
can be set to a similar target, cyber-attack effect in the case of
a location close to friendly forces, under effect if close to the
enemy group, or no effect if there is no significant damage to
the enemy or friendly group. However, in the case of the target
location, as mentioned above, the measurement method may
vary depending on the operational environment. Thus, when
establishing the measurement method, the score according
to the location must be defined in advance. Figure 6 is a
pictorial representation of the target position using a simple
measurement method, and the section setting for each line
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should be set by the commander and experts according to
the target position measurement method mentioned in C-a of
section I'V. In this study, if you are utilizing a Complicated
method, ensure that you have knowledge of all the specific
details pertaining to what you are measuring. However, from
a military perspective, the expected damage rate of a target
point as a function of target coordinate variation, the expected
damage rate as a function of armament variation, or the
mission success rate are not publicly available information
and are not suitable for experimentation in this study. Simi-
larly, information such as the sewing error margin of a doll
manufacturing factory and the credit score error margin of
a bank loan are also not publicly available and not suitable
for experimentation in this study. As a result, this study uses
a simple method of measurement, which involves inferring
using simple analogies such as 0 and 1, or high, medium, and
low.

2) HOW TO APPLY

The physical operation impact score is a score that measures
factors that affect physical operations in cyberspace. Because
the physical operation impact score will change due to cyber-
attacks, the physical operation impact score becomes an index
of cyber mission effectiveness. It is also identified as a data
element in the asset hierarchy and affects asset performance.
Therefore, it can be applied to other studies or frameworks
that quantify the performance of assets other than the frame-
work proposed in this study.

VI. MISSION IMPACT ANAYSIS FRAMEWORK

The framework of this study was designed by reinforcing the
previous study [12], which was based on the four layers of
asset-function-task-mission of AMICA [4] proposed by the
MITER Corporation.

A. CYBER ASSET IDENTIFICATION
The North American Electricity Reliability Corporation
(NERC), a power company in North America, defines
cyber assets as hardware, software, and data, including
programmable electronic devices and communication net-
works [18]. In the previous study [12], equipment that per-
formed cyber activities such as PCs and servers existing on
the network were defined as assets. However, when mea-
suring the damage to cyber assets, it is difficult to apply
cyber resilience, which has recently been considered impor-
tant, because there is no detailed information on how the
damaged equipment was damaged. In addition, in order to
utilize the physical operation impact score mentioned bove,
this study defined cyber assets as all network assets along the
path through which data moves to carry out cyber mission
activities. However, each network asset was identified as
shown in Tables 4, including the available data and available
application information.

As mentioned above, a data asset that measures the physi-
cal operation impact score was composed of elements input to
the operation order and JWS. Data can also be viewed as an
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TABLE 4. Identify data assets and CVEs in network asset.

TABLE 5. Defining transformed asset performance formulas.

Network Asset Operation Staff’s PC in Regimental
Application Data CVE CVSS
Window Defender CVE-2020-0835 7.2
Office 2010 CVE-2016-4290 7.8
Outlook 2010 CVE-2017-0204 55
Windows 10 release CVE-2022-30205 6
19044.1889
Available Data
Ally attack target
Enemy attack path

Target location
Allied position
allied forces

asset because it can be modified and moved in cyberspace.
Data may be used differently for each operation, and the
data used by assets for each operation may also be different.
Therefore, each asset can be an indicator for determining
the importance of data assets used during mission execution,
which means that a decrease in the physical operation impact
score influences the importance of the asset.

B. FRAMEWORK STRUCTURE

As shown in Figure 7, the framework of this study had four
hierarchical structures: assets, functions, tasks, and missions.
The asset layer included physical network assets and data
assets required for mission execution. In addition, the phys-
ical operation impact score measured in the asset class was
applied to the JWS to measure the impact of the physical
operation. The functional layer included functions for per-
forming operational procedures. A task can be seen as one
small mission, but in this study, the entire cyber mission to
perform physical operations was considered as one mission.
Thus, the task hierarchy contained the operational procedures
of the mission. Finally, the damage caused by cyber-attacks
was compared and analyzed with the numerical values at
the mission layer in cyberspace and the JWS result values.
These comparisons demonstrate that even if the physical
damage statistics appear to match the intended outcome, they
can actually result from a completely different situation as
indicated by the damage in cyberspace.

C. MEASURE OF FRAMEWORK

All the calculations were made based on two factors: impact
and performance. In the previous study [12], the vulnerabil-
ity coefficient was calculated based on the confidentiality,
integrity, and availability (CIA) in the performance of the
asset, and the expert evaluation score was used. However,
in this study, the CVSS present in cyber assets other than the
CIA was calculated as a vulnerability coefficient based on
the Vuly, value proposed by Kim et al. [19], which is shown
in Equation 7, with the parameters listed in Table 5.

A= (Fd)/V @)

All the vulnerabilities and CVSSs must be identified dur-
ing asset identification to compute the transformed asset
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parameter definition
A Asset performance value
4 Assets CVSS total score
F Number of assets used in the function
d Physical operations impact score

performance. In addition, network assets identify data assets
that can be used or accessed to measure the damage caused
by cyber-attacks.

VII. EXPERIMENT

The experiment conducted in this study consisted of five
steps: mission setting, operation scenario design, infrastruc-
ture setting, attack scenario design, analysis, and results. The
operation was based on the CAS scenario designed in Sec-
tion I'V. In Section IV, only the design of the overall flow of
the operation was carried out. Therefore, the design had to be
carried out in detail. However, because military information
is confidential, everything described in the experiment was
based on known information and may differ from reality.
The experiment proceeded with two types of cyber-attacks:
modification and destruction. In the case of stealing informa-
tion, it does not directly affect the data and does not proceed
because the information of the stolen data is unknown.

A. MISSION SETTING

The operation selection and desired effect to be used in the
scenario were set, which became the basis for the assets,
functions, and tasks to be designed later. In this study, the
operation was set as the pre-planned CAS operation; the
battlefield location was around Yeoncheon-gun, Gangwon-
do, Korea; and the desired effect was the destruction of the
bridge in the OP4 area, which was along the enemy’s path.
In addition, the size, location, ammunition, and armament of
the allies were set as shown in Table 6, and based on this, the
battlefield situation was mapped as shown in Figure 8 to eas-
ily compare before and after the cyber tampering attack. The
map expresses information from OP1 to OP6, including the
location of friendly forces (A) and location of enemies (E),
and cyber attackers could attack friendly systems and tamper
with friendly target locations. In addition, when the target
perceived by the allies was modulated, the range in which
the allies could immediately recognize the target modulation
was also expressed.

B. OPERATIONAL SCENARIO DESIGN

The scenario design stage is a stage in which the mission,
task, function, asset, and data used in the asset are designed
in order based on the operation set in the mission setting. The
mission was set based on the desired effect set in the previous
step, and the task was set as an operational procedure to be
performed for the mission. The function was set as an action
to perform a task, such as creating or delivering a document.
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FIGURE 7. Framework structure.

Attack Route

FIGURE 8. Battlefield map to check for modification in OP areas.

TABLE 6. Task performance formula description.

Operation Info Descriptions

Operation Scheduled CAS

Request effort Destroy the OP4 area bridge that exists in the
enemy's path

Ally's location 5 km south of OP4 area

Fighter 001 (2 units), Fighter 002 (1 units), Fighter

003 (under maintenance)

Ally's armament

Ally's ammo Missile 001 (8 pieces), Missile 002 (2 pieces),
Missile 003 (6 pieces)
Allies in the 2 Regiments, 2 Tanks

confrontation area

Target Type Ist priority bridge, 2nd priority enemy tank
destruction, 3rd priority enemy troop killing
Enemy power 1 regiment with 4 tanks

Enemy location 30 km north of OP4 area

Finally, network devices such as PCs and routers used and
owned by performers for these actions and all the data used
to perform functions were identified as assets.
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Task 1 - Regimental Commander and TACP prepare CAS request document
Operation Target Fill out the CAS request Approval and delivery of
environment analysis, identification document CAS request documents
Task 2 - CAS request from division to corps
Approve and forward the

CAS request

| CAS request review Power comparison

Task 3 - CAS request from corps to ASOC

Approve and forward the

Power comparison e

| CAS request review

Task 4 - CAS request from ASOC to KAOC

Approve and forward the

| CAS request review CAS request

Power comparison

Task 5 - KAOC distributes ATO to air groups after creating ATO

Distribution of ATO

‘Write an ATO Document
Document

| CAS request review

FIGURE 9. Designed task and function layer.

Based on what was set in 6-A, the mission was set as the
mission of the planned CAS operation and the destruction
of the bridge in the OP4 area. Each unit, regiment, division,
corps, Air Support Operations Center (ASOC), and Korean
Air Operations Center (KAOC) was in charge of one task.
Task 1 was a sub-mission carried out by the regiment, where
the information manager, operation officer, and operations
manager analyzed the operational environment by checking
the size of the friendly force and enemy attack routes. Based
on the analyzed operational environment, the head of the
information and operation department identified target infor-
mation and delivered it to TACP, which requested enemy
and friendly information from the server, collected it, and
prepared a CAS request. The TACP delivered the prepared
CAS request to the regiment commander, who approved the
CAS request, stored the request in the server, and submitted
a re-request to the upper unit. Task 2 was completed through
the process of reviewing the request received by the division,
comparing forces, approving the request, and forwarding it
to the upper unit. Tasks 3 and 4 followed the same process as
task 2. Finally, the KAOC in task 5 reviewed the CAS request,
prepared the ATO, and distributed it to the wing and sub-units.
The designed tasks and functions are shown in Figure 9, and
in the case of Task 1, network assets and data assets were
divided and identified as shown in Table 7, with the time
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TABLE 7. Identify available data assets by network asset.

Intelligence Regimental Regimental Operation officer Executive officer
Data Asset TACP PC
Officer PC Commander PC Server PC PC
Ally size available available available available available
Ally location available available
Enemy attack route available available available available
Ally’s armament available available available
Ally’s ammo available available available
Target information available available available available
Key target available available
Sub attack target available
/ ‘ _ " Tactical | \
jomrreeeeeennooae I o I - | Information | ... KAOC  F---emmmomooooooees =
ffffffffffffffffff R System | TR R L

G 2 o2CcE B
3 Intelligence Corps Logistics Operation ASOC Corps S Integration 3 3 DOP DOP Staff  Operation General KAOC
Staff PC Commander Staff PC  Staff PC PC Server 1 server P PC PC Staff PC PC Server
~ PC — E ! ~— / _—
- ! ' ~ ////

i]
i]
i:]

Intelligence Division Supply Executive  Division
. officer PC Commander Officer Officer Server
5 PC PC PC

3 Intelligence  Regimental TACP PC Operations Executive Regimental |
i officer PC~ Commander Officer PC  Officer Server

PC PC J

FIGURE 10. Network infrastructure design.

TABLE 8. Identify available data assets by network asset.

Function Runtime(min) Network Assets
Operation Intelligence officer PC,
environment 10 Operation officer PC,
analysis Executive officer PC
Target ] Intelligence officer PC,
identification Executive officer PC
Fill out the
CAS request 10 TACP PC
document
Approve and Regimental Commander
forward the 15 PC, Regimental Server
CAS request P Re8

required for each function and used network assets identified
as shown in Table 8.

C. INFRASTRUCTURE CONFIGURATION

This is the stage of designing the network infrastructure
configuration and asset applications and vulnerabilities suit-
able for the designed scenario. A well-designed network is
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TABLE 9. Damaged data assets (modification).

Modified  Physical
Data Normal Range
Data Score
Equipped Missile001 Missile001
. . Even number k 0.5
ammunition 8 pieces 4 pieces
Target
. OP4 OP1, OP2 OoP2 0.7
position
Tunnel
Key target Bridge Similar target next to the 0.7
bridge
Equipped . Armament .
Fighter001 . Fighter002 0.3
armament Available
Possible to
Ally attack Destroy . Troop
X Inflict damage . 0.3
target the bridge . killing
on enemies

essential for accurately predicting and modeling the effects of
cyber-attacks on the network. By providing a solid foundation
for developing and testing various cyber-attack scenarios,
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TR Delivered the CAS operation request document to KAOC SCORE
To destroy the OP4 area’s bridge that exists in the enemy's path 390.74
TASK 1 TASK 2 TASK 3 TASK 4 TASK 5
(Regimental) (Division) (Corps) (ASOC) (KAOC)
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FIGURE 11. Cyber mission score before cyber-attack.
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FIGURE 12. JWS FD1 score before cyber-attack.

a carefully planned and structured infrastructure network
can help organizations identify potential vulnerabilities and
enhance their preparedness against cyber threats. Therefore,
designing an infrastructure network is crucial in creating
effective cyber-attack scenarios. As shown in Figure 10, the
configured infrastructure consisted of four units, regiment,
division, ASOC, and KAOC, and included an integrated
server where the final ATO was stored.

D. ATTACK SCENARIO DESIGN

The attack scenario was written for two types of attacks: data
modification and destruction. The destruction and modifica-
tion attack scenarios attacked the same data to analyze their
effectiveness in a similar environment and proceeded in the
following order.

a) The attacker sent an e-mail with an attachment inserted
in the malicious code to the executive officer, operations
officer, and intelligence officer with the e-mail subject
“Instructions of the Regimental Commander.”
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b) The victim downloaded and opened the attachment and
at the same time was infected with malicious code.

c) The aggressor’s objective was to reduce the effectiveness
of our operations.

d) The attacker established the target of the attack by
checking operational data accessible to the victims.

e) Attackers modified and destroyed the target information
and armament intelligence data.

E. EFFECT ANALYSIS AND RESULT

All the items established in the previous step were applied to
the framework proposed in this study. After that, the effects
of the mission conducted in cyberspace and physical effect
using JWS were compared and analyzed. Furthermore, this
provided an interpretation method for the results based on the
analyzed contents. As shown in Figure 11, the effect value of
a normal mission without a cyber-attack was calculated to be
390.74, and as a result of the calculation after inputting it into
the JWS, a weapon system effectiveness manual program,
the Fractional damage of 1(FD1) was calculated to be 0.59,
as shown in Figure 12.

When an attacker falsified data as shown in Table 9 through
a cyber-attack, the effect of the cyber mission according to
the falsified data is shown in Figure 13. The attacker falsified
the unit ammunition information, target location, key target
information, unit armed information, and attack target data,
and it was confirmed that the physical operation impact score
of each data was changed accordingly. Because of the change
in the physical operation impact score, the cyber mission
effect was reduced by 67.89% to 125. 45.

Among the modulated data, the data directly input into the
JWS were information on the ammunition possessed by the
unit and the location of the target. As the key target and arma-
ment information were changed, changes in the target error
range, number of fragmentation, and probability occurred.
The battlefield situation map changed by the attack is shown
in Figure 14, and the JWS result is shown in Figure 15.

The JWS result could be identified as only a small change
of 0.05, from the existing 0.59 to 0.54. However, because this
was the result of the modulated target position, not the orig-
inal target position, it cannot be seen as a physical effect for
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FIGURE 13. Cyber mission score after cyber-attack (modification).

FIGURE 14. Modified target location (from OP4 to OP2).

the target mission. Thus, the commander needed to prepare
for the operation again.

Framework changes due to data destruction attacks are
shown in Figure 16, and the data changed by destruction
are shown in Table 10. The cyber mission effect due to the
destructive attack was 133.18, reducing the effect by about
65.91%.

As the ammunition loaded in the armament was changed
to missile 002 as a result of the data destruction attack, the
effect was changed to an explosion rather than fragmentation,
and the physical operation effect was confirmed by inputting
this into the JWS. As a result, as shown in Figure 17, it was
reduced by about 47% to 0.31. This means that the success
rate of the mission was greatly reduced.

In the case of an attack caused by data destruction, the
destruction of the target location and armed information data
had the greatest impact on the mission. Thus, it can be said
that the cyber mission did not proceed normally. In addition,
according to the results of the JWS, it was possible to see
an effect that was reduced by about 47% compared to the
desired effect during the physical operation, and it could be
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TABLE 10. Damaged data assets (destroy).

Input data after Physical
Data Normal
attack Score
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FIGURE 15. JWS FD1 score after cyber-attack (modification).

expected that the battlefield environment would not change
significantly due to the small amount of damage from the
enemy’s point of view. In this study, various and detailed
interpretations could be provided based on the decrease in
the cyber effect and physical operation effect due to the
cyber-attack in the analysis stage as above. This interpretation
would help to improve the commander’s capacity.

45125



IEEE Access

J. Jang et al.: Mission Impact Analysis by Measuring the Effect on Physical Combat Operations

TABLE 11. Comparison of the proposed framework and previous studies.

Mission Cyber Asset . . . .
Proposed method General approach vulnerability scoring Multiformity
context Damage
1.J. Kim et al. [20] Mission centric Yes Yes C(confidentiality), I(integrity), Yes
A(availability),
A. B. Barreto et al. [21] Mission centric Yes Yes CVSS No
S. Musman et al. [6] Cyber resource Yes No (Resource) Degradation, Interruption,  No
Modification, Fabrication, Interception,
Unauthorized use
P. Radanliev et al. [22] IoT digital data No No Combined MicroMort (MM) and Yes
(Digital data) Value-at-Risk ~ (VaR)  unit-of-risk
calculation metrics
Proposed Framework Mission centric Yes Yes CVSS Yes
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FIGURE 16. Cyber mission score after cyber-attack (destroy).
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FIGURE 17. JWS FD1 score after cyber-attack (destroy).

Vill. COMPARISON

In this chapter, we compared the cyberspace effect anal-
ysis model proposed in this study with the cyber damage
assessment cases that have been studied in the past. Table 11
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Division
Division Corps
Cam’:“’“" Server Server

summarizes the comparison between the model proposed in
this study and existing cases.

Kim et al. [20] proposed a model for conducting as cyber
security test evaluation (T&E) based on missions in connec-
tion with weapon systems and the risk management frame-
work (RMF). It was said that the attack was initiated from
the asset. Using simulation, the performance of each layer
was calculated from the mission perspective, and the vul-
nerabilities and protection measures identified in the cyber
security test and evaluation were quantified to evaluate and
derive protective measures considering the performance of
the mission. It had the same hierarchical structure as this
study, but it had the disadvantage of not specifying how it
could be linked with physical space.

The damage assessment study of Barreto et al. [21] pro-
posed a methodology that provides a mapping between the
cyber domain and operational domain. It generated an infras-
tructure capacity index using a unique index, different secu-
rity perspectives for missions, and different perspectives.
The infrastructure capacity index measured certain levels of
quantity, quality, efficiency, and required resource and service
costs, and used these to build a Bayesian network and cre-
ate an inference model that predicted mission damage. The
inference model was input into the simulation to conduct the
mission impact assessment. Cyberspace and mission domains
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were linked to understand the impact of actions in cyberspace
on mission effectiveness. Cyber threats vary by performer,
and threats start with cyber assets. Although cyber assets and
physical assets are included in assets, it is difficult to identify
direct damage to cyber assets because resources exist at a
higher level, and the impact is evaluated using simulation.
In addition, because all of the experiments used existing
vulnerability modules, event modules, and simulators, their
use is limited.

Musman et al. [6] conducted a study focusing on how to
calculate the impact of cyber-attacks on IT processes and
information. Mission impact was calculated based on mod-
eling mission activity, cyber activities supporting mission
activity, and cyber resources. Because the performance degra-
dation was evaluated according to the resources, damage to
cyber assets depended on the resources.

Radanliev et al. [22] assessed the economic impact of
the Internet of Things (IoT) and related cyber risk vectors
and peaks (reinterpreting the IoT vertical). We calculated
the value of assets according to the ratio of digital assets in
Internet of Things products and created cyber risk indica-
tors through various methodologies. However, because cyber
threats were only studied based on the IoT, their use is
limited.

IX. CONCLUSION

This study developed a framework for analyzing the impact of
cyber-attacks on physical missions through associated phys-
ical operations. Based on the previous cyber battle damage
assessment framework, it was linked with JMEM, which
is being used as a weapon system effectiveness manual in
physical operations. After that, a framework was proposed
to identify the impact of the mission by comparing and ana-
lyzing the results of battles and defenses in cyberspace with
the effects of physical operations. To prove this, we analyzed
and designed operational scenarios using domestic and for-
eign military manuals and preliminary studies, defined assets,
and conducted experiments. In the experiment, two types of
cyber-attacks were conducted: modification and destruction.
In the case of stealing, it did not directly affect the data,
and the information of the stolen data was unknown. Thus,
we did not proceed. The experiment showed that the greater
the decrease in the cyber mission effect value, the greater
the impact on the physical operation. When it was difficult
to judge the cyber effect alone, the physical weapon system
effect could also be compared and analyzed to help determine
whether to proceed with the physical operation.

In this study, an experiment was carried out by taking
only one example of a CAS operation. However, it could
be used in various operations with experts designing new
MOEs and MOPs according to the MOE and MOP design
methods covered in this study to create scenarios. In addi-
tion, as suggested in this study, if the interface elements of
cyberspace and physical space could be identified, and the
physical operation impact score for each interface element
could be measured, the proposed framework could be applied

VOLUME 11, 2023

in civilian society. In other words, it could be applied to
tasks that affect physical space according to procedures per-
formed in cyberspace, such as automated factories, passport
issuance, and credit loans. For example, coefficients such as
the probability of defects and probability of producing normal
products in a canning plant could substitute for FD, which is
the result of JWS. In addition, the quantity information data of
material A and status data of the manufacturing process steps
could be identified as interface elements between cyberspace
and physical space. Missions in cyberspace could be set,
such as manufacturing 10,000 cans of food. By setting the
tasks, functions, and assets to be performed for manufactur-
ing 10,000 units, the impact of achieving the manufacturing
goal could be measured in the event of a cyber-attack with
the framework proposed in this study. This suggests that
the proposed framework, compared to the combat damage
assessment framework of the previous study [12], could be
used to grasp the direct impact on the physical space and has
evolved into a form that can be used in various operations and
situations.

We plan to analyze elements of operation documents used
in various operations in the future, classify common data
and operation-specific data, and develop a framework or tool
to perform integrated mission impact analysis. In addition,
as mentioned in 6-E, as well as estimating the damage from
cyber missions and damage from physical operations, the
results of the analysis will be studied so that they can be
used as commander judgment indicators through machine
learning.
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