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ABSTRACT The emerging combination of Internet of Things (IoT) and aerospace integration aided by
satellite and 6G communication techniques has stimulated the Internet of Unmanned Aerial Vehicles (UAVs),
i.e., Internet of Drones (IoD). To accommodate and share the enormous real-time UAV data, cloud-based
IoD is an inevitable choice to lower the heavy burden of mobile UAVs. Nevertheless, how to protect
highly sensitive UAV data in such a honest-but-curious, open and distributed environment with resource-
limited UAVs is a significant challenge. Although our previous work (PATLDAC) in SPNCE’21 devises
a cloud-based UAV data access control scheme with policy privacy protection, limited access time and
user traceability, it incurs inflexible and centralized cloud data storage and access as well as untrustworthy
metadata in untrusted cloud environment for data access and user tracing. To this end, we further propose
a blockchain-based privacy-aware data access control (BPADAC) scheme for distributed and secure UAV
data sharing in cloud-based IoD. Based on fine-grained, traceable and privacy-preserving UAV data access
characteristic of our previous work, we extend it by leveraging blockchain and Distributed Hash Table (DHT)
for distributed and trustful UAV data access and storage, together with reliable and limited access mechanism
to guarantee cloud UAV data sharing service provision. We also design public and undeniable user tracing
mechanism to prevent user key abuse with traitor denial. Finally, we present formal security analysis and
prototype the system leveraging the smart contracts of Ethereum blockchain for performance evaluation to
show the feasibility of BPADAC.

INDEX TERMS Cloud-based IoD, blockchain, CP-ABE, hidden access policy, limited access times.

I. INTRODUCTION

The fast growth of Internet of Things (IoT) [1] and aerospace
integration with satellite and 6G communication [2] tech-
niques recently have promoted the promising Unmanned
Aerial Vehicles (UAVs) applications. The massive ubiquitous
access provided by 6G ground stations (GS) [3] and powerful
connection capacity among smart devices of IoT [4] facilitate
the emerging Internet of Drone (IoD) [5] which enables
interconnected UAVs to be deployed in various fields for task
execution involving traffic supervision, disastrous rescue,
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good delivery and so on. Especially, with the help of the
integrated networks of satellite communications [6], [7]
and ground communications, UAV groups are qualified for
their tasks in more complex environment. During the IoD
task completion process, collecting and tackling enormous
UAV data for analysis and prediction is a heavy burden
for drones with limited resources [8]. Thus, cloud-based
IoD systems are dedicated to provide an ideal platform for
UAV data sharing and outsourcing as it manages sufficient
resources. However, the UAV data collected by drones
usually has large scale and contains huge amounts of sensitive
information including location-related data and GPS data [9].
Catastrophic consequence may occur if these data are
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compromised in honest-but-curious cloud. Hence, security
concerns of outsourced UAV data in mobile cloud-based IoD
is a severe and tough challenge.

An effective way to deal with security problem of UAV
data sharing in cloud-based IoD is data access control
with Ciphertext-Policy Attribute-Based Encryption (CP-
ABE) [10], [11], [12], [13], [14], [15], [16], [17], [18]. The
approach can guarantee data confidentiality and fine-grained
access control by allowing data owners to formalize specific
access policies in order to indicate the privilege of data users
on encrypted outsourced data in cloud. However, many severe
challenges still remains in conventional CP-ABE schemes
when deployed in mobile cloud-based IoD systems. Firstly,
the plaintext access policies in the ciphertexts of conventional
CP-ABE schemes are vulnerable to privacy leakage [19].
For instance, suppose an access policy “(SSN:10010 AND
Role: caption) OR (Department: Marine Corps AND State:
Philadelphia)” is set for the ciphertext in cloud-based IoD.
Any one obtaining the policy can reason out the information
about the users of the shared UAV data. It will be horrible
for UAV application especially in military field. To this end,
Zeng et al. [20] and Li et al. [21] proposed two typical
schemes in standard model to effectively preserve the privacy
in access policy with partially hidden access policy, but the
low efficiency in UAV data encryption and decryption is
intolerable.

Secondly, as UAV data from cloud-based IoD system
contains large amounts of sensitive information, it may
be profitable for an insider to leak these valuable data to
outsider by sharing their keys, which is called key abuse
attack from a traitor and leads to UAV data leakage, e.g.,
military secret divulgence. The problem is intractable for
cloud data access control with traditional CP-ABE schemes
which cannot uncover precisely a malicious insider using
only his/her shared decryption key that is associated with
just a set of attributes. For this problem, many researches
have devised traceable CP-ABE schemes [22], [23], [24]
by combining traceable mechanism with CP-ABE schemes.
A typical way is white-box user tracing that integrates
user identity into user decryption key such that it is easy
to disclose a traitor. Whereas, many existing white-box
traceable CP-ABE schemes [25], [26], [27] either cost too
much computation to trace a traitor or incur heavy burden to
centralized user tracing authority that maintains a list of users
for private user tracing. Also, these methods cannot avoid the
risk of being denied by traitor after user tracing. Thus, how to
improve the efficiency of user tracing as well as uncover the
traitor publicly without their denial is urgently to be solved for
traceable CP-ABE when utilized in cloud-based IoD systems.

In addition, cloud-based IoD systems are located in an
open environment which faces various attacks from outside,
such as replay attack, impersonating attack, sniffing and
intercepting attack, tampering attack and DoS (Denial of
Service) attack, etc [28]. In these common attacks, DoS
attack is a most fatal one that can disable data and service
provision from cloud to UAV data consumers. Actually,
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a malicious insider may continuously access the data sharing
system to exhaust the resources of cloud and interrupt data
availability such that requests of UAV data consumers will
be rejected and disastrous consequence may occur especially
in military field and rescue operations. Thus, this significant
factor should be taken into consideration for data access
control in UAV data sharing of cloud-based IoD systems.
Recently, several existing CP-ABE schemes [29], [30], [31]
have been raised to constrain data access frequence while
incur heavy computation costs for access verification and
are unsuitable for cloud-based IoD systems with resource-
limited UAV devices. Moreover, UAV groups of IoD systems
are usually in mobile environment and in different space
from UAV data consumers, which requires distributed data
storage and access. Therefore, how to deploy IoD systems
in a decentralized environment with distributed, limited and
fine-grained UAV data access in front of large data scale is
significant in UAV data sharing of cloud-based IoD systems.

A. CONTRIBUTIONS
Analyzing by synthesis the aforementioned problems, all of
them bring great challenges to UAV data sharing service in
cloud-based IoD systems. Although our previous work [32]
put forward a cloud-based UAV data access control scheme
(i.e., PATLDAC) which supports data confidentiality and
fine-grained access control with policy privacy protection,
limited access time and user traceability to solve the
aforementioned problems of privacy leakage, DoS attack and
user key abuse by traitors at the same time to some extent.
However, it cannot support flexibly distributed data storage,
the scalability of which is specifically desired in mobile IoD
systems with increasingly massive UAV data. Moreover, the
metadata used for data access and access time limitation faces
significant security threat in cloud computing environment,
which may incur privilege abuse in data access, especially
the case of distributed UAV data storage. Furthermore, the
traitors uncovered by PATLDAC have the opportunity to
deny their malicious behaviors. Taking these issues into
consideration, in this paper, we further propose a blockchain-
based privacy-aware data access control (BPADAC) scheme
for distributed and secure UAV data sharing in cloud-
based IoD. Based on fine-grained, traceable and privacy-
preserving UAV data access characteristic of our previous
work PATLDAC, the superior scheme BPADAC moves
forward a step to protect distributed UAV data storage and
sharing in mobile cloud-based IoD by combining blockchain
and Distributed Hash Table (DHT) [33] techniques for the
purpose of distributed data access and storage, secure data
sharing service provision, attribute privacy protection in
access policy, undeniable and public traitor tracing and lower
cost in computation.

Specifically, the contributions of this paper compared with
our previous work is listed as follows:

o Scalable and Distributed data storage. To accom-
modate large scale and ever-increasing UAV data,
traditional centralized cloud computing in most of
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existing schemes and our previous work no longer
works. Thus, BPADAC adopts distributed data storage
containing scalable and multiple clouds. To protect
its security and trustworthiness, blockchain and DHT
techniques are integrated such that the chained multiple
clouds can provide scalable and trustworthy resources
for UAV data outsourcing. Besides, BPADAC also
achieves access policy privacy protection with partially
policy hiding technique (see details in Section V) as our
previous work PATLDAC.

o Distributed, limited and trustworthy data access.
Under the circumstance of distributed IoD system,
UAV data that are outsourced in decentralized multiple
clouds tends to be accessed in a distributed way
with the help of blockchain for access control and
trustworthiness guarantee. In order to ensure UAV data
sharing service provision which is vulnerable to DoS
attacks caused by unconstraint access aiming to deplete
cloud resources, BPADAC can achieve trustable data
access time limitation for each valid user by integrating
blockchain and access restriction techniques, which is
lacked in our previous work.

« Undeniable and public traitor tracing, efficiency and
security. For the purpose of dealing with key abuse
problem, BPADAC inherits the public white-box tracing
mechanism that traitors can be uncovered by any entities
of the system publicly and efficiently without the need
of user list maintenance in centralized CA. However,
to prevent traitors from denying the uncovered malicious
behavior proof, BPADAC leverage blockchain to record
immutable proofs of traitors for tracing consistency.
Moreover, with thorough efficiency analysis by large
number of experiments, BPADAC shows its higher
performance both in data encryption and decryption
as a result of online/offline encryption and outsourced
decryption testing techniques. We also present formal
security model with corresponding proofs for BPADAC
which is not given in our previous work.

B. OUTLINE

The rest of this paper is organized as follows. In Section II,
we give some background of related work. Section III intro-
duces preliminaries for the proposed scheme. The system
model and threat model as well as the formal definition of
the proposed scheme are given in Section IV. The detailed
workflow and construction together with security analysis
of our scheme is shown in Section V. We provide thorough
performance analysis in Section VI. Section VII gives the
conclusion of our work.

Il. RELATED WORK

It has been widely studied that data assets play an important
role in UAV applications for analysis and prediction [40],
[41], [42], [43], [44], [45]. As one type of highly valuable
assets, UAV data security is more and more severe. To this
end, Tsao et al. [8] proposes a secure UAV transmission
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system for UAV-to-UAV communication protection. More-
over, Alladi [46] designs a UAV-to-UAV authentication
scheme to identify end-to-end communication between UAV's
and ground stations. Besides, Mehta et al. [47] intends to
protect UAV networks security by combining 5G-enabled
UAV system with blockchain. However, these proposals
are helpless in front of the challenging data access control
problem for UAV data sharing in cloud-based IoD systems.

In the research field of data access control, CP-ABE [10],
[11], [12], [48], [49], [50] is widely accepted in various data
sharing scenario in honest-but-curious public data storage,
such as cloud data sharing, to achieve data confidentiality
and fine-grained access control. Although CP-ABE is
a effective and helpful tool in data security, its heavy
overhead in computation of encryption and decryption is still
undesirable in many applications. To this end, Hohenberger
and Waters [36] first integrated online/offline computing
approach into CP-ABE and proposed an online/offline CP-
ABE scheme. Xue et al. [51] utilized this approach in
multi-authority CP-ABE and designed an OOMA-CP-ABE
scheme, which also gives birth to the scheme proposed
in [35] combining online/offline into CP-ABE. From the view
of computation cost mitigation in decryption, the idea of
outsourced decryption was first designed by Green et al. [52]
which is introduced in many recent works in CP-ABE.
Borrowing this efficient paradigm and aiming to guarantee
the correctness of the results in outsourced decryption,
Lai et al. [34] proposed a verifiable outsourced CP-ABE
scheme to verify the outsourced decryption results returned
by malicious cloud servers. Further, it is natural that many
recently devised CP-ABE schemes utilize both online/offline
encryption and outsourced decryption approaches in
CP-ABE for higher efficiency, such as the proposal
in [53].

Moreover, traditional CP-ABE schemes are unable to
avoid privacy leakage in access policy associated with shared
ciphertexts and thus cannot be used in sensitive data sharing
applications, such as UAV data sharing and healthcare data
sharing. To deal with the problem, a partial hidden policy CP-
ABE scheme [54] was proposed to guarantee policy security
with fully secure proofs. For expressiveness, Lai et al. [39]
constructed another CP-ABE scheme with expressive and
partial hidden access policy, meantime Zhang et al. [19]
devised a privacy-preserving CP-ABE scheme with both
expressive and hidden policy over large attribute universe
which also achieves full security under standard model.
Nevertheless, the above schemes cannot solve user key abuse
problem that is hazardous in data leakage by third party.
To deal with this challenge, Li et al. [21] proposed a traceable
and privacy-preserving CP-ABE scheme with full security by
borrowing the white-box user tracing mechanism introduced
in [19]. However, the scheme relies heavily on a centralized
CA and user list for user tracing. For mitigating this reliance,
Zeng et al. [20] combined the public user tracing approach
used in [37] and [38] to design a privacy-preserving and
publicly traceable CP-ABE scheme. Whereas, its efficiency
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TABLE 1. Function comparison in various schemes.

Scheme DS PH LU TLDAC FS SM OOE ODT VR PT
Scheme [34] X v X X v v X X X X
Scheme [35] X X X X v X v X X X
Scheme [36] X X X X X X v X X X
Scheme [30] X X v v X X X X X X
Scheme [37] X X v X X X X X X v
Scheme [38] X X v X X X X X X v
Scheme [39] X v X X v v X X X X
Scheme [19] X v v X v v X X X X
Scheme [21] X v v X X X v X X X
Scheme [20] X v v X v v X X X v

PATLDAC X v v X v v v X v X
BPADAC v v v v v v v v v v

Note. DS: distributed storage; PH: policy hiding; LU: large universe; TTLDAC: trustworthy time-limited data access; FS:
full security; SM: standard model; OOE: online/offline encryption; ODT: outsourced decryption test; VR: verifiability; UDPT:

undeniable and public traceability.

in computation is too high to be suitable for resource-limited
devices.

Furthermore, in the era of IoD, drones generate large scale
real-time UAv data to be analyzed and utilized. Storing this
type of massive data is a big challenge. The resources of
single cloud in cloud-based IoD is short of scalability and
may be depleted by continuously generated UAV data. Thus,
distributed multi-cloud storage is a must for stronger resource
elasticity and scalability. Li et al. [33] made contributions to
this problem by introducing DHT and blockchain technique
into distributed storage, while Ren et al. [55] devised a
multi-cloud storage mechanism for smart homes based on
blockchain. Meanwhile, distributed data access control in
many types of cloud-based IoT systems becomes a complex
challenge. Although Roy et al. [56] proposed a fine-grained
data access control scheme in multiple clouds environment,
they failed to solve the problem of distributed data access.
Therefore, Li et al. [57], Feng et al. [58] and Liang et al. [59]
put forward several blockchain-based approaches to deal with
distributed data access in multiple clouds. Based on this idea,
blockchain is widely adopted in distributed and secure data
access control scenario and inspires several following fine-
grained and distributed data access control schemes [60],
[61], [62], [63], [64]. However, these proposals scarcely take
multiple and distributed cloud storage into consideration.

To address the above challenges, based on our previ-
ous work PATLDAC [32], we present a blockchain-based
privacy-aware data access control (BPADAC) scheme for
distributed and secure UAV data sharing in cloud-based IoD
setting based on the blockchain and DHT-based distributed
storage and data access as well as public and undeniable
traceability together with trustworthy access time limitation
and attribute privacy protection technique. We make a
comparative summary of our scheme BPADAC, our previous
scheme PATLDAC and some existing schemes in TABLE 1.

Ill. PRELIMINARIES

A. NOTATIONS

Throughout the paper, we use [/1,[2] as the set {/1,11 +
1,---,[2} and [n] as the set 1,2,---,n, where n € le‘.
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TABLE 2. Notation descriptions in BPADAC.

Notations Descriptions

PK,MSK | system public parameter and master key
PK,,SK, | user public key and secret key

ID,,S user identity and attribute set

Is,S index and value of each attribute in set S
DK,,TK, | userdecryption key and transformation key
1T, CT intermediate ciphertext and final ciphertext
Po, Py components of partial decrypted ciphertext
Tx the transaction for action "X" of blockchain

Besides, |S| is used to denote the length of a string S and
some of the other key notations are given in Table 2.

B. BLOCKCHAIN AND SMART CONTRACT

Blockchain (i.e., BC) [59] is formed as a decentralized and
distributed immutable ledger based on peer-to-peer network
infrastructure. Each node of this peer-to-peer network stores
a copy of the ledger of blockchain, while the consistency
of these distributed ledgers is built on certain consensus
mechanism including proof of work (PoW) implemented
in Bitcoin such that the untrusted parties can formulate
decentralized trustworthiness among themselves. The ledger
contains a chain of chronologically linked data blocks each
of which is composed of a block header and a series of
transactions.

Beyond cryptocurrencies, the most commonly used appli-
cation of blockchain in diverse fields is smart contract. Smart
contract is a specific protocol containing a series of logic
computations executed on the blockchain under predefined
conditions in essence. It is deployed in blockchain and
its results can be self-executed and self-verified without
human intervention. Thus, smart contract is actually a
kind of computer program and makes blockchain pro-
grammable. The results of a smart contract are immutable and
credible.

Generally, blockchain is classified into permissionless and
permissioned chains, of which the former allows pseudony-
mous or even anonymous participants. Each block of this
ledger are visible to all entities in the network which drives
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all nodes to participate in consensus. The computations are
performed by each node so that the computation resources of
each node in blockchain become the bottleneck. For instance,
the throughput of a permissionless blockchain is on the
order of hundreds of transactions per second. A permissioned
blockchain is built with a certain level of trust among
users.

Our scheme is built on Ethereum which is an open source
blockchain platform derived from Bitcoin. It supports plug-
gable consensus algorithm including POW as well as Turing
complete and flexible smart contracts. Ethereum has two kind
of accounts, that is, External Owned Accounts (EOA) and
Contract Accounts. The former is owned by external users
of blockchain with their private keys. It contains balance and
Nonce field, and can send a transaction to another address or
trigger the execution of the contract code. The latter is owned
by the smart contract code deployed in blockchain. Besides
the balance and Nonce fields, contract account has associated
storage space and corresponding code executed on Ethereum
Virtual Machine (EVM) which is a smart contract running
environment. Similarly to Bitcoin, ether is the token used in
the Ethereum platform. The consumption for the operation
in EVM is counted by the unit gas purchased via ether. The
issuer of a transaction has to pay for the operation he desires
(e.g., data storage, computing) with ether. Actually, the cost
of a transaction is computed as ether = Gas Used x Gas Price.
Particularly, in our BPADAC, we stored the state of multiple
cloud and part of ciphertext metadata in blockchain deploying
two smart contracts used for outsourced decryption testing
and undeniable public user tracing.

C. ACCESS STRUCTURE

Definition I (Access Structures [11]): Suppose there is a
collection of entities M = {My,--- ,M,} and a set E C
oM \@, we say E is monotonic in case that VF,G : F C
GNF € E — G € E. We also denote the set E as a
monotonic access structure and its subsets as the authorized
sets, otherwise, the unauthorized sets.

D. LINEAR SECRET SHARING SCHEMES (LSSS)

Definition 2 (LSSS [19]): We use P to denote the attribute
universe of CP-ABE scheme. Each attribute in P has two
propetrties, that is, attribute name and attribute value that may
be multivalued. Let .# be an | x n matrix over Z,, an LSSS
over P can be denoted by (M, p) on P and M is named
share-generating matrix while p is a map from each row of #
to the index of each attribute name. Suppose there is a vector
v=2_(5,y,... ,yn)T, where s € Z,, is the secret to be shared
andys, -+ ,Yn €R Zp, then \y = My - is a component of the
shared secret s in correspondence to the attribute indicated
by p(x). Assuming I = {i|p(i) € E} C {1,2,---,1}, where
E is an authorized set. We can compute a set of coefficients
{wi € Zp}ier to satisfy D",y widli = (1,0, -+, 0). Thus, I is
regarded as a minimum authorized set of (M , p) in case that
it meets (M , p) while any I' C I does not meet (M, p).
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FIGURE 1. The system model of our BPADAC.

E. COMPOSITE BILINEAR MAP
Definition 3 (Composite Bilinear Maps [10]): Suppose a
group generator 9B taking a security parameter A as inputs
and outputing a bilinear group G = (N, p1,p2,p3, P4,
G,Gr,e), where G = Gp, X Gp, x Gy, x Gp, and
P1, D2, P3, pa are different prime numbers while G, Gt are
cyclic groups of composite order N = pipyp3ps and e :
GxG — Gr is a composite bilinear map satisfy the following
propetrties:
e Bilinearity: é(f¢, ¢%) = e(f, ), Ve,d € Zy . f, q € G.
e Non-Degenerate: 3f € G — ef,.f) ¢
Gr Nord@(f.f) = N.
o Computability: with respect to Nf,q € G, e(f,q) is
efficient in computation.
Assuming Gy, is the subgroup of prime order p;, then
Vi #jNXi € G, X; € Gy, — eX;, Xj) = 1. We say
these subgroups are “orthogonal” to each other.

IV. SYSTEM MODEL AND FORMAL DEFINITION

In this section, we describes the system model of BPADAC
together with its threat model involving possible attacks and
security requirements as well as the formal definition.

A. SYSTEM MODEL

Fig.1 shows the system model of our proposed BPADAC.
The system involves five generic entities, that is, Trusted
Authority (TA), UAV Cloud Providers (UCPs), Blockchain
(BC), Data Producer (DP) and Data Consumer (DC). Their
functionalities are described in detail below.

o TA is responsible for initializing the system and user
registration and authorization. When register users of
the system, TA distributes their decryption keys and
transformation keys after user identity authentication.
Being successfully registered in TA, each user can join
in the blockchain network.

o UCP is the multi-cloud that is dedicated in providing
users with various and heterogenous UAV data services
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containing unlimited computing and storage resources.
It includes multiple clouds each of which belongs to
different service provider and is randomly allocated
a unique address by DHT. When users uploading or
downloading files, the address is used to locate the
specific cloud service provider in UCP.

o BC is the blockchain that provides immutable data
storage, fair and distributed access framework and so on.
In our scheme, BC is used to store public parameters
and limit data access time to prevent UCP services from
being attacked by DDoS, etc. Besides, BC is a transfer
station between users and UCP in data outsourcing and
access. BC can also be used in public user tracing,
which can record unchangeable proof of malicious user
intending to leak their keys for illegal profit.

o DP includes various UAVs that can generate or collect
massive spatiotemporal UAV data. To save storage
cost for resource limited UAVs, the data should be
outsourced to UCP via BC which will record the
uploading proofs of the outsourced data including
their identities and addresses of cloud service provider
accommodating these data.

e DC represents UAV data consumers that wants to
analyze and mines deep information with machine
learning related approaches. Privileged DCs can have
rights to distributedly access the desired UAV data
shared in UCP through BC. Also, BC will record data
downloading proofs. What is more, BC will check if the
access times of the UAV data exceeds its maximum and
records the keys of malicious DCs for undeniable and
public user tracing.

B. THREAT MODEL

In our system, TA is deemed as a fully trusted entity since
it is in charge of generating system parameters and issuing
keys for users through secure channel. UCP is considered
to be semi-honest that carries out data outsourcing and
access actions faithfully while may intend to perform some
passive attacks. DP is assumed to be fully trusted who will
generate massive UAV data and outsource it to UCP. It has no
motivation to launch attacks to the system. DC is untrusted
part of the system because the UAV network organization is
open complex environment. Any entity may take part in the
system to share the UAV data without any privilege. Even
an authorized DC (i.e., insider DC) may maliciously leak
their keys for illegal profit and deny any evidence. Thus, the
following part summarizes the possible attacks towards our
system.

Possible attacks:

o Eavesdropping attack: Any entity may eavesdrop the
data transferred in wireless UAV network to learn
critical information even access shared data in UCP
without any authorization or collusion with several other
unauthorized entities.

o Data tampering attack: The attack means that the
providers in UCP may tamper the decryption results
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when DC access UAV data shared in UCP which may
affect the local decryption process of DC.

e Privacy leakage attack: Any entity that can approach
the shared UAV data in UCP may infer more sensitive
information from the access policy associated with
ciphertext in UCP, which may cause significant data
leakage.

o Key abuse attack: The attack can be launched by any
malicious insider, that is, any authorized DC can share
their keys to outsiders for illegal profit.

e DDoS attack: In any open complex environment,
especially Internet-based cloud network, the data service
provider is vulnerable to DDoS attack. Any entity can
join in the network of the multiple clouds in UCP to
launch the attack towards specific cloud service provider
and disable the data services.

Security Requirements:

o Fine-grained data access control and confidentiality:
Aiming at the first possible attacks, our system should
ensure data confidentiality primarily to protect sensitive
information in UAV data and prevent unauthorized data
access.

o Data integrity protection: In our system, we should
verify if the result of outsourced decryption returned
from UCP is correct or compatible with DC according
to the second possible attack.

e Privacy protection in access policy: With respect to
the third possible attack, the data information of
the attributes in access policy should be taken into
consideration in our system.

o Public user tracing for malicious insiders: In view of the
fourth possible attack, any entity in our system should
be able to find out the real identity of malicious insiders
once abnormal actions is detected. In the meantime, the
identified traitor cannot deny the solid evidence.

o Constraint data access times for authorized DCs:
Considering the last possible attack, we should make
sure that our system can check the data access time
before UCP providing outsourced decryption.

C. FORMAL DEFINITION OF BPADAC

The following procedures describes the definition of the
proposed BPADAC, which is a privacy-preserving and public
tracing CP-ABE scheme supporting online/offline encryption
and outsourced decryption with outsourced testing as well as
data access time checking.

o Setups(\) — (PK, MSK): The procedure is execute by
TA. On inputting the security parameter A, the procedure
publishes system public parameter PK and master key
MSK . Besides, TA initiates the blockchain network of
BC and deploys user tracing smart contract in BC.

o Setupc(PK) — (ctr, L, ST): The procedure is executed
by UCP. It initiates the variance and state lists used for
data access time limitation. Then, UCP takes part in BC
and stores the state list into BC through a transaction.

45211



IEEE Access

Z. MA, ). Zhang: Efficient, Traceable and Privacy-Aware Data Access Control

o Setupy(PK) — (PKy, SK,): The procedure is run by
DP/DC. It takes system public parameter PK as inputs
and outputs public key PK,, and secret key SK,, for each
entity including DC and DP. Then, DP/DC takes part in
BC.

o KeyGen(PK,MSK, PK,,ID,,S) — DK,: The pro-
cedure is run by TA. On inputting the system public
parameter PK and master key MSK, the public key PK,,
of the data user and his attribute set S with identity ID,,,
the procedure outputs the decryption key DK,.

o KeyGenoyr(PK, DKy, SK,, csi) — TK,: Given the
system public parameter PK, the decryption key DK,
and the user secret key SK;, of a data user and the current
state information csi which is a string describing the state
of system, the algorithm outputs transformation key 7K,
for the data user.

e Encryptyy(PK) — IT;: The procedure is run by DP.
Given the system public parameter PK, the procedure
outputs the intermediate ciphertext I7;.
Encrypton(PK, IT;, M, A) — CT: The procedure is
executed by DP. According to the system public key
PK and access policy A, the procedure computes the
ciphertext of UAV data M identified by ID,, assisted by
intermediate ciphertext I7;. As the owner of ciphertext,
DP deploys a data access time checking smart contract
in BC used in data access to check if data access time
exceeds the maximum value and execute outsourced
decryption testing. Then, the ciphertext CT is uploaded
to UCP after a data uploading transaction is verified
consistently by BC.

e Decrypto(PK,CT,TK,) — (Po,P1,CT): The pro-
cedure is executed by UCP and BC together. After
receiving the data access request from DC through a
transaction to BC, the writing node of BC triggers a
smart contract to check the data access time limitation
and decryption testing. Then, UCP initiates ciphertext
outsourced decryption with system public parameter
PK, ciphertext CT and transformation key 7K, and
outputs the partially decrypted ciphertext (Pg, P, CT).

e Decrypty(PK, SKy, (Pg, P1, CT)) — M: The proce-
dure is executed by DC. After receiving the partially
decrypted ciphertext (Pg, Py, CT) with system public
parameters PK, the DC decrypts with user secret key
SK,, and outputs the plaintext.

o UserTrace(PK,DK,) — IDor _L: The procedure is
executed by any entity of the system. After catching
the leaked decryption key DK, of malicious DC, any
entity can launch a user tracing transaction to BC to
trace malicious user publicly with a smart contract on
inputting system public parameter PK and outputs the
identity ID of the malicious DC or _L undeniably.

V. PROPOSED SCHEME
A. WORKFLOW OF BPADAC

This part shows the workflow of our BPADAC that deploys
the basic construction tool as referred in Fig.2. The system
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FIGURE 2. The workflow of our BPADAC.
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has five phases, that is, system initialization phase, entity
registration phase, data outsourcing phase, data access phase
and user tracing phase.

1) SYSTEM INITIALIZATION

This phase launches the process of system setup to initialize
system parameters. As shown in Fig.2, in step (D), TA,
UCP and DP/DC runs Setups, Setupc and Setupy algorithms
respectively to generate system parameters, UCP parameters
and user parameters, respectively. Besides, TA also initiates
the blockchain network BC and deploys user tracing smart
contract in this phase.

2) ENTITY REGISTRATION

The step @ in Fig.2 runs KeyGen and KeyGeno algorithms
for each entity including DP and DC to distribute their
decryption keys and transformation keys, respectively. After
registration, each entity successfully joins in the blockchain
network BC to issue transactions verified by BC and take
advantage of the immutable property of BC for necessary data
or metadata storage.

3) DATA OUTSOURCING

Fig.2 describes the data outsourcing process in step .
DP encrypts the UAV data according to designated access
policy by running Encrypt,y and Encrypt,, algorithms to
mitigate the computation cost of encryption and outsources
it with associated policy to UCP through BC by submitting
corresponding transaction to achieve distributed data out-
sourcing. The attribute values of access policy are hidden in
encrypted UAV data while only attribute names are revealed.
Besides, DP deploys a data access time checking smart
contract to BC in this phase.

4) DATA ACCESS

Fig.2 depicts the process of data access. When downloading
desired files shared in UCP, DC has to submit a transaction
to BC for data access with an interaction between DC and
BC for data access time checking and outsourced decryption
testing performed by the data access time checking smart
contract of BC. After successful data access request checking
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by BC, UCP executes outsourced decryption algorithm
Decryptp according to the data access request from DC and
returns partial decrypted ciphertext to DC (See step @). Then,
privileged DC can get plaintext of the file by running user
decryption algorithm (See step Q).

5) USER TRACING

Fig.2 describes the phase of user tracing in step ®&. When
a malicious DC executes abnormal operations, any entity
of the system can submit a transaction to BC and trigger
the user tracing smart contract so as to disclose the identity
of the traitor publicly with the help of BC. Meanwhile, the
anomalous evidence will be stored by BC without the risk of
being tampered to avoid denial of the malicious DC.

In our proposed scheme BPADAC, we observe that tradi-
tional ABE-based data sharing systems fall short of protection
for policy-related ciphertext components (i.e., metadata of
ciphertext). The white-box tracing mechanism also incurs
in proof denial from malicious users. Whereas, blockchain
builds up a trustworthy system among different and untrusted
entities including multiple clouds of UCP and DC. It can
support distributed data access to multiple clouds in UCP
as well as undeniable malicious user tracing and trustworthy
outsourced decryption with decryption matching for our
designed basic CP-ABE construction, which significantly
advances functionality and secure property of traditional
ABE-based data sharing systems facing with large scale
IoD environment. When combining ABE and blockchain,
an inevitable challenge is the metadata storage overhead of
ABE scheme in blockchain and its efficiency in consensus.
In our proposal, we greatly limit the storage overhead of
metadata in blockchain and make it efficient in both storage
and computation for blockchain nodes.

B. CONCRETE CONSTRUCTION OF BPADAC
o Setups(\) — (PK, MSK): TA creates a bilinear group

(N = p1papsps, G, Gr, ¢) by running bilinear group
generator algorithm G(\) with security parameter A,
where {p;}ic(4) are four primes and G, Gt are two N-
order cyclic groups with a generator g € G while ¢ :
G x G — Gr is a corresponding bilinear map. TA picks
o,a €R ZN,f,h €R G(pl), A3 €R Gp3, 0, A4 €R Gp4
to generate B = e(g, g)*, F = fO and a hash function
H, : {0,1}* — Zy meantime initializes the attribute
universe as U = Zy. TA returns the system public key
as PK = (N, g, g% h, B, F, A4, Hy) publicly which is
stored also in BC and stores the master key MSK =
(o, f) secretly. Finally, TA builds up an initial blockchain
network of BC to formulate a distributed and trustworthy
system among untrusted entities, and deploys a user
tracing smart contract which is specifically described
later.

o Setupc(PK) — (ctr,L,ST): UCP initializes its
public/secret key pair as well as the counter ctr = 0 to
count data access times and the state set ST = ¥ with
system public key PK for data access time limitation
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towards each DC. UCP then creates an empty list L for
ctr and ST maintenance.

After setup, UCP together takes part in the blockchain
network and is able to take advantage of the blockchain
to store its state list L with a transaction signed by their
secret key. Without loss of generality, a transaction in our
scheme includes the identity of an entity, a timestamp
and an action. For instance, T = (ID., TS, Action, Sig;),
where /D, is the identity of UCP, TS is the timestamp of
the transaction creation, Action is the execution that UCP
claims including state storage, and Sig; is the signature
of the transaction 7 signed by the secret key of UCP.
To be specific, when UCP stores its state list L to BC,
it issues following transaction T's:

Ts = (ID,, TS, Action =" store state list L”, Sig;),

where ID, is the identity of UCP, TS is the timestamp
and L is its state list. When T is verified by the nodes
of BC with Algorithm 1, it is written into a new block
appended with the state list L.

Algorithm 1 Transaction Verification

Input: PK),: the public key of the transaction issuer, T': the
transaction to be verified.
Output: True/False.
1. H = Ver(PK,, T, Sig;), where Ver is the designated
signature verification algorithm.
if H = Valid then
return True.
else
return False.
end if

AN AN~

o Setupy(PK) — (PK,, SK,): DC randomly picks z, €g

Zy as secret key SK,, = z,, and computes user public
key PK, = h* with system public key PK.
DP/DC will join in the blockchain network after setup
and utilize the blockchain to store metadata, access
cloud data or even trace malicious user with a transaction
T = (D, TS, Action, Sig;) signed by their secret
key. The Sig; in a transaction issued by DP/DC is the
signature of the transaction T signed by the secret key
of DP/DC identified by ID,,.

o KeyGen(PK,MSK, PK,,ID,,S) — DK,: Suppose a
DP/DC associated with his/her attribute set S = (I, S),
where Iy C Zy is the attribute name index and S =
{si}iel, is the corresponding attribute value set. When
distributing decryption key for DP/DC according to
his/her identity ID, and attribute set S = (I, S),
TA picks random number ¢ € Zy and elements
R,R,Ri € Gy, fori € I. TA returns DK, =
{S,K,K',K",{K;}ie1,} to DP/DC as his/her decryption
key of DC, where

K = gagath(K/,K”)R’ K = ng/’ K’ = ID,.
Ki = (g"f)'R;
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o KeyGenp(PK, DKy, SK, csi) — TK,: DP/DC gener- where ID, is the identity of DP, ID,, is the identity of

ates his/her transformation key for outsourced decryp-
tion when access desired data by using his/her secret
key SK, together with the system public key PK,
decryption key DK, and current state information
csi to compute TK! = {I,K! = g« . K =
goug?g@Hn K. K) K! K" (Ki}ic;}. Then, the DP/DC
calculates rest part K. = B!/@+Hn(csD) which is the
VRF output of csi, K, = gl/GutHn(csd) which is the
correctness proof of csi. DP/DC finally returns 7K,, =
(TK,,, LK. , K}, csi) as his transformation key.

. Encryptoﬁ (PK ) — IT;: To mitigate the computation
cost in encryption, DP computes necessary ciphertext
components in advance. After selecting random values
s,s’ € Zy as shared secret _value with system
public key PK, DP calculates C; = B*,C; =
B, C/ = g C/ = g to_generate intermediary
pool ITl = {(s, s, Cé, Cl’, Ca, C’)} Then, by choosing
N,t',r" €gr Zy and calculating Cs,x = “X, C”x
N FY, ., =g ", DP generates another inter-
mediary pool IT, = {(N.t.r,C},.C| . Ch))
DP returns an intermediate ciphertext IT; = {IT] LT}
which is used for following online encryption.

o Encrypt,,(PK, IT;, M, A) — CT: When DP generates
large amounts of UAV data, to save local storage, DP has
to upload these data to UCP. Considering data security,
DP encrypts the UAV data M and appoints desired
privileges by means of access policy A = {A, p, 7},
where A is a [ x n share-generating matrix and 7 =
{tp1), 1,0y} 1s the value set of the access policy A.
Assisted by the intermediate cihertext I7;, DP generates
the ciphertexts of M as below.

— DP randomly picks (s, s, Cl, E']’aga) from
IT to generate two n-dimension vectors over Zy,
ie, v = (s,v2, -, )V = (5,0, -+, v,
where s, 5" €g Zy.

— DP selects / dlfferent random tuples {(\,, ., 1},
Céx’ C1 o sz)}xe[l from IT, and picks Os €pg
Gp,» ng, Oc¢x, 04 x €r Gp,, where 1 < x <.

- DP computes the mphertext CT ={(A, p), Cs, C(;,
{Cs.x}1=v=t. C1, C1, {C1.x, Cox, C34, Cay, Cs
}1<x<1}, where

Cs = Cs',Cs = C5' - 0s,
Csx = Cj - (§"9WF)™ Opx,
Ci=M-C{,Ci=C,Cix=C{, O,
Crox =Chy - O0dx, C3x =Ac - v — A,
Cay=Ax -V =N, Csx = riltp) — 1y)
After obtaining the ciphertext C7, DP sends data
uploading request to BC by issuing the following
transaction Tp:
Tp = (ID,, TS, Action =" upload ciphertext ID,,
to cloud server Addr”, Sig;),
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the outsourced UAV data M, TS is the timestamp and
Addr is the cloud server address in UCP allocated by
DHT. When Tp is verified by the nodes of BC with
Algorithm 1, it is written into a new block appended
with the part of the ciphertext (C(;, C5 {Cs.x}1<x<1) of
CT together with its hidden policy (A, p). As the owner
of UAV data, DP deploys a data access time checking
smart contract to BC which is used later in Decrypto
algorithm. Subsequently, DP is allowed to outsources
CT to UCP offline for data sharing.

Note: The access policy (A, p) in ciphertext CT
eliminates the attribute set 7' of the designated access
policy A = {A, p, 7} used by DP in encryption process
as T contains large amounts of sensitive information.
Thus, the scheme achieves policy privacy preserving by
partially hiding the attribute set of the access policy
associated with outsourced ciphertext while only the
attribute name index p remains such that any attackers
cannot obtain the attribute set 7' from associated access
policy of ciphertext CT .

Decrypto(PK, CT,TK,) — (Po, Py, CT): This algo-
rithm takes following interactive steps.

— Data request. When DC desires to access des-
ignated ciphertext CT, he/she first generates a
data access request of C7T including the ciphertext
identity ID,, of CT and user identity /D,, of the DC
by issuing the data access transaction T4 as below:

Tx = (ID,, TS, Action =" access to ciphertext
ID,,, with transformation key 7K,

from cloud server Addr”, Sig,),

where Addr is the location of the cloud server in
UCP allocated by DHT that stores the ciphertext CT
with identity ID,,.

— Access time checking and decryption testing.
After being successfully verified by the nodes of
BC with Algorithm 1, the data access transaction
Ty triggers the data access time checking smart
contract (abbreviated as DATC-SC) in Algorithm 2
to check if the access time of ciphertext ID,, has
exceeds its maximum and if the ciphertext CT
matches with the user request of the DC.

If the smart contract DATC — SC returns
True, BC searches the part of the ciphertext
(55, CA‘5 {Cs.x}1<x<1) with related hidden access
policy (A, p) and executes the following equation
by finding out a subset Z C I4,, that satisfies
{o@li € 1},

Po = ([ [ ¢35, (kKD
i€l

A wi
-G, KT T30,
iel
where Iy , C {1,2,---,1}, while (4, p) is the
hidden access policy of CT and > ;.7 wiA; =
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Algorithm 2 Pseudo-Code of DATC — SC(PK, TK,, L, €)

Input: PK: system public key, TK,,: transformation key of

the DC ID,,, L: state maintenance list, £: maximum UAV
data access time.

QOutput: True/False.

1:
2:

3
4
S:
6
7
8

Fetch the tuple (ctr, ST) from L.
if 2(gHn () . PK, K,) = E and K. = &(g - PK,. K,) and
2

K. ¢ ST then
if ctr +1 > ¢ then
return False.
end if

: end if

Update counter ctr = ctr + 1 and set ST = ST | K.

: return True.

(1,0,---,0) for some constance {w;};c7. Then,
BC returns (é;, as, Py) to DC for user validation.
Otherwise, if the smart contract returns False,
BC returns L to DC and terminates the process.

— User validation. When the DC gets (C~’,g, a;, Py),
he/she computes the following equation:

G5~ =Py e(g%, Cy).

If the above equation holds, then the attribute
set S of the DC is compatible with the hidden
access policy (A, p) of ciphertext CT. Otherwise,
the opposite is true. The DC notifies the BC of the
validation result.

Note: It is worthy noticing that if and only if
the attribute set S of the DC matches with the
hidden access policy (A, p) of ciphertext CT, the
decryption testing process of BC will find out
the correct subset 7 to compute Py which is
used for user validation by the DC to testify the
ciphertext matching result. The motivation of the
above designed interaction between BC and DC
is that it can not only guarantee the process of
decryption testing, but also significantly save the
computation cost for DC with resource-limited
devices.

— Outsourced decryption. If BC is notified that the
ciphertext CT matches with the request of DC,
it forwards the data access request of the DC ID,
to the cloud server of UCP located by Addr in order
to execute outsourced decryption for the ciphertext
CT as below:

&(C1, K)
[Tic;(e(Cy.i KNe(Ca i, Kpiy))i
= é(gv g)OlSé(g’ g)ZuS

P =

Finally, the cloud server returns partially decrypted
ciphertext (CT, Py, P1) to DC.

o Decrypty(PK, CT, Py, P1, SK,,): Obtaining the cipher-

text from UCP off the chain, DC first checks if I € I,
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exists to satisfy {p(i)|i € I} C I; and if the following
equation holds using system public key PK and secret
key SK,, where Ziel wiA; = (1,0, ---,0) holds given
the constants wj;¢;.

~_1 ‘) ~ o~
Cs = Poy- &g, Cy).

If I does not exist, DC outputs L as. Otherwise,

DC continues the following execution:

M = Cy - &g, Cy)/Py

DC at last obtains the plaintext M of ciphertext CT .
Note: When requesting desired UAV data through
BC from UCP which is a DHT-based multi-cloud
environment, DC can distributedly access the shared
ciphertexts of UAV data. Besides, the data integrity can
be ensured by the transactions of BC.

UserTrace(PK, DK,) — ID or _L:If a malicious DC
deliberately leaks his decryption key DK,, any entity can
submit to BC a user tracing transaction 7; as below:

T; = (IDy, TS, Action = “trace malicious user DK},
Sigy)

where ID,, is the identity of any entity in our system.
After being verified by BC, T; triggers user tracing smart
contract (abbreviated as UT-SC) to expose the identity of
the DC as in Algorithm.3.

Algorithm 3 Pseudo-Code of UT — SC(PK, DK},)

Input: PK: system public key, DK,: decryption key of

malicious DC.

Output: /D or L.

1:

Execute Key Sanity Check:
é(g’ K) —B. é(ga’ (K/)Hm(K/’K//)) (l)

if Eq.1 holds then
return ID = K”.
else
return .
end if

Then, the real identity ID of the malicious DC is traced
pubicly and distributedly by BC.

Note: As the user tracing is executed by the smart
contract of BC, the proof of the leaked decryption key
DK, cannot be tampered. Thus, it is impossible for the
malicious DC to deny his/her abnormal actions.

C. SECURITY ANALYSIS OF BPADAC

1) SECURITY MODEL

Based on the above system model and formal definition
mentioned in Section IV-C, we formalize the security
model for BPADAC to depict the ability of adversary.
Specifically, we devise a security game between an adversary
A and a challenger C described in Fig.3 to show the
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- Setup: The challenger C Initializes the system and generates the system pub-
lic parameters PK and master key MSK. It then sends the PK to the

adversary A.

- Phase I: The adversary A Issues a serles of queries gq1,---

, @n adaptively,

where n is a polynomially bounded number and ¢; may be one kind of the

following queries:

¢ DHKey Query: The adversary A requests his decryption key by submitting
an attribute set & to the challenger C. The challenger runs KeyGeng
and returns the DK, to the adversary .A.
¢ OKey Query: The adversary A launches transformation key queries with
an attribute set & to the challenger C. The challenger runs KeyGeng
and returns the T K, to the adversary 4.
- Challenge: The adversary A ends the Phase I and submits two equal length
messages myg and my with two access policy A4y and A1. Then, the challenger
C randomly chooses u € [0, 1], encrypts m; and returns the ciphertext o1’

to A.

- Phase 2: The adversary .4 repeats the Phase I and the queries with submit-
ted attribute set S that none of the queried attribute sets satisfies Ay and

Aj.

- Guess: The adversary A outputs a bit v € [0,1]. If u = u, A wins the game.

The advantage of 4 is defined as Addvy = |Pr[u’ =u]— !

FIGURE 3. Formalized security model of our BPADAC.

indistinguishability of BPADAC against chosen plaintext
attacks (IND-CPA). What is more, as we utilize blockchain in
our scheme for immutable metadata storage and trustworthy
system initialization, we suppose that the immutable property
of blockchain is secure which is ensured by blockchain
technique and thus can focus on the security model of indis-
tinguishability against chosen plaintext attack for BPADAC.

Definition 4: The BPADAC scheme is indistinguishable
under chosen-plaintext attacks if there exists a probabilistic
polynomial time (PPT) adversary A that can win the game
with non-negligible advantage Adv 4.

2) SECURITY ANALYSIS
Theorem 1: Our proposed BPADAC is fully secure under
the standard model if the PASH scheme in [19] is fully secure.
Proof: We take the hybrid encryption mechanism to
construct our scheme similar to that in PASH [19] such that
the security of our BPADAC can be reduced to that of PASH.
If the adversary A can break the security game mentioned in
Section IV-C of our BPADAC with non-negligible advantage
Advy = ¢, then a simulator B can be constructed to break
PASH with advantage Adv| which is identical to Advy. O

o Setup: The simulator B initializes the PASH scheme
and generates the system public parameters PKpasy =
{N,g,g% H,Y,X4} and master key MSKpssyg =
{o, h, X3}. After getting PKpssy, the challenger C
of BPADAC initializes its system public parameters
PKppapac = {N’ 8> ga’ Vs 0, ga’ gb’ gcv H,)Y, X4} and
MSKgpapac = {a, h, X3}.
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e Phase I: The adversary A queries decryption key
with an attribute set S. The simulator B outputs the
decryption key DK, = {S, K, K’, {Ki}ieig}, where K =
g%¢™ R, K' = g'R’, K; = (g° h)'R;. Then, the challenger
C randomly picks u,u’ € Zy,R2,R3 € G, and
calculates DK, as follows:

K o= gagatghugcu’Hl (Si)R,

K> =g'Ry, K3 = gYR3, K = 'R,
K x = (gsxh)tRx,

Then, the challenger C returns DK, to A.

o Challenge: The adversary A submits two messages
mgp, m; with equal length and two challenge access
policies A9 = (A, p,Ra0), A1 = (A, p,Ry1) to
the simulator B. B randomly picks # € [0, 1] and
outputs the ciphertext C = m, - Y*, Cy = g C, =

g4 V(g H) "Wy 1, Dy = g™ Wy, C = Y, Co =
gs W,C, = g™ v (g H)™ SW, with access policy
A,. Then, B computes the following CT 4,

H (&
C2,s,- = (g? e ))SH2,5,-a Cs3x = Cy, C4,x = Dy,
C=C,Cy=Co, Ci = (Co)’Hy,
Cre = (Co)™H, ., Cs = CHa

e Phase 2: The adversary A repeats the queries as Phase
1 and none of the queried attribute sets satisfies Ag, Aj.
e Guess: The adversary A guass the «’ and forwards it to
the challenger C through the simulator B. If ' = u, the
adversary A wins the security game of our BPADAC,
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TABLE 3. Computation comparison in various schemes.

Schemes KeyGen UserEnc UserDec UserTrace
2QIE+ (|[I|+1)Er
PASH 2 E l+4)FE +2F -
BIII+4)E+ (I|+1)Er | (2[S|+2)E
HTA 2 4HFE FE+2F
¢ QS|+ 4E | (T1+5)B+2Br +(2)I] + 4P +(28] +5)P
PH-LU-CPABE | (2|S|+3)E | (6! +2)E+2Ey | (4/I|+4)E+ Ep +4P E+2P
BPADAC (2[S[+3)E 2|S|E 2F E+2P
Note. "I" is the row number in access policy, "||" is the complexity of access policy in decryption.
TABLE 4. Storage comparison in various schemes.

Schemes PPSize DKSize CTSize TraceSize
PASH 4Gy, | + |G (US] + 2)|Gpip; | (2L + 3)|Gpyp, | +2|G7| -
HTAC 5‘G;Di +|GT| (|S| +3)|Gpipj‘ + |ZN| (3l+4)|GPz‘Pj|+2|GT| ‘LHZN'

PH-LU-CPABE | 4Gy, [+ |G| | (151 +2)|Cpup,| + 1 Zu] | 2+ D)[Cpp [+ 2Cr[ | ©
(2 +3)|Gpyp, |
BPADAC 5‘G;Dz‘ +|GT| (|S| +2)|Gpipj‘ + |ZN| +2|GT| +3l|ZN| ©

Note. "|L|" is the size of user table for tracing, "®" is the efficient symbol.

then the challenger C can break the security game of
PASH scheme and the security of our scheme reduces to
that of PASH. The advantage of A to break our scheme
is identical to that of C to break PASH.

As a summary, if PASH is fully secure, our BPADAC is
fully secure in standard model.

Vi. PERFORMANCE ANALYSIS

This section presents the analysis of the efficiency for our
BPADAC including both theoretical analysis and experimen-
tal performance analysis. In these analysis, we compare our
scheme and other three excellent existing schemes, that is,
PASH [19], HTAC [21] and PH-LU-CPABE [20].

A. THEORETICAL ANALYSIS

In theoretical analysis of BPADAC, we compare our scheme
and other three related existing schemes from view of
computation complexity and storage complexity. In our
analysis, £ and Er denotes exponentiation in group G
and Gr, P denotes pairing operation in ¢, |S| denotes the
number of access attribute set S, |Gy, |, |Gp;p, |, |Gr| and |Zy |
denote the length of element of G, Gp, - Gpj, Gr and Zy,
respectively.

Table 3 shows the comparison results of the computation
complexity in the above four schemes from aspects of time
cost in KeyGen, UserEnc, UserDec, UserTrace algorithms.
Firstly, it is apparent that in KeyGen algorithm, BPADAC
costs the same computation as PASH and PH-LU-CPABE
but less computation than HTAC which relies on TA for
centralized user tracing and incurs in more key components
generation in KeyGen algorithm. Secondly, the computation
cost of UserEnc algorithm in BPADAC that evaluate the
complexity of final data encryption is far less than that of
PASH, HTAC and PH-LU-CPABE due to the employment
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of online/offline encryption for computation task offload
and complexity mitigation. Thirdly, in UserDec algorithm,
the computation complexity of BPADAC is significantly
less than other schemes because BPADAC just executes
two exponential operations in G as the result of outsourced
decryption. Besides, in UserTrace algorithm, as PASH fails to
implement user tracing, we only compare our BPADAC with
HTAC and PH-LU-CPABE schemes. Apparently, BPADAC
costs the same computation as PH-LU-CPABE and far less
computation than HTAC that needs extra computation in key
sanity check.

Table 4 gives the comparison in storage complexity
for the above four schemes from aspects of the storage
overhead in Setup, KeyGen, UserEnc, UserTrace. From the
view of storage overhead evaluation in Sefup algorithm, i.e.,
the storage complexity of public parameters, it is obvious
that our BPADAC has the same storage complexity for
public parameters as HTAC. However, PASH and PH-LU-
CPABE costs less storage. The reason for this is that
BPADAC and HTAC cost one more element of G for public
parameters in Setup algorithm used in outsourced decryption
in standard model. With respect to the storage overhead of
user decryption key in KeyGen algorithm, BPADAC costs
the same storage for user decryption key generation as PH-
LU-CPABE and less of that than HTAC which relies on
centralized TA for user tracing and thus generates more
components in user decryption key. Moreover, in UserEnc
algorithm, BPADAC costs slightly more storage in ciphertext
than the other schemes because it has to generate other three
elements of Zy in ciphertext as a result of the introduction
of online/offline encryption. What is more, from the point
of view of UserTrace algorithm, the storage overhead for
user tracing in BPADAC and PH-LU-CPABE is much more
advantageous than HTAC because both of the two schemes
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achieve efficient public user tracing without the maintenance
of a user list as in HTAC.

B. EXPERIMENTAL ANALYSIS

For experimental analysis, we implement BPADAC, PASH,
HTAC and PH-LU-CPABE by devoloping in Java program-
ming language above JDK64-8 with type A curve over a
elliptic curve group of Java Pairing-Based Cryptography
library (JPBC) [65], i.e., a capsulation of pairing-based
cryptography library [66] in Java. Then, we deploy these
implementations in a server equipped with Intel Core i5-6500
3.20GHz, 8GB memory and windows server 2019 operating
system to simulate UCP, a HuaweiP20 smartphone with
Android OS 6.0 operation system to simulate DP as well as
several drones as UAV devices. Besides, we utilize Ethereum
to implement the blockchain platform and transactions in
our experiments with smart contracts developed in Solidity
programming language and deployed on Ethereum. As our
experiments are running in blockchain test net of Ethereum,
the ether worth no real value and the consumption is measured
by the unit Gas.

In the following experiments, attribute universe size is
ranging in |U| € [5, 50] for public parameter storage cost
evaluation. User attribute set |S| is set in size of [5, 50] to
evaluate time and storage costs in key generation. To evaluate
the time and storage cost in encryption, ! (row number of
access policy) is ranging from 10 to 50. We set the complexity
of access policy |I| in [5, 10, 15, 20] with the number of
files ranging in [5, 10, 15,20] to assess the time cost in
decryption. Fig.4 summarizes the experimental performance
comparison.

Fig.4(a) and Fig.4(b) give the time and storage cost in
key generation algorithm of user registration phase. From the
comparison of our BPADAC and other three related schemes,
we notice that BPADAC costs similar time in key generation
as PASH, HTAC and PH-LU-CPABE. However, BPADAC
and HTAC bring about a bit more overhead in user decryption
key storage compared with PASH and PH-LU-CPABE. From
this point of view, we can also evaluate the effect of user
tracing in key generation, that is, to realize user tracing with
white-box mechanism, BPADAC and HTAC need to generate
more components in decryption key than other two schemes.
This is the right reason of why the key storage of BPADAC
and HTAC is slightly more than that of the other two schemes.

Fig.4(c) and Fig.4(d) depicts the time cost and storage
overhead of data encryption algorithm in data outsourcing
phase. Obviously, BPADAC costs much less time than PASH,
HTAC and PH-LU-CPABE in data encryption as shown in
Fig.4(c). The reason is that BPADAC utilizes online/offline
technique in encryption that offloads part of encryption
computation to offline phase in advance such that the time
cost of actual encryption (i.e., online encryption) is much
less than that of other schemes. Nevertheless, as shown in
Fig.4(d), BPADAC costs slightly more in ciphertext storage
due to the introduction of online/offline encryption that brings
about three more elements in Zy for each line of LSSS
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TABLE 5. The gas cost of BPADAC.

Operation | Size(bytes) | GAS Ether

Encryption 1804 127491 | 0.00025498
Decryption 574 50111 | 0.00010022
UserTrace 410 35793 | 0.00007159

policy than the other schemes. However, the ciphertexts
are outsourced to distributed clouds, which will not affect
the resource-limited UAV devices. Thus, the comprehensive
evaluation of time cost and storage overhead in encryption
is a rational tradeoff between time and space complexity
of encryption algorithm. The result is that our BPADAC
outperforms other three schemes from the view of data
encryption.

Fig.4(e) and Fig.4(f) plot the comparison of the four
schemes from the view of the time cost of user decryption
algorithm and the storage cost of system public parameters,
respectively. It is worthy noticing that from Fig.4(e), we can
conclude that BPADAC costs much less time in user
decryption than the other three schemes. The reason is the
utilization of outsourced decryption in BPADAC with both
decryption testing and ciphertext decryption outsourced to
distributed clouds, which saves much time cost of user
decryption for BPADAC. In the evaluation for the storage
cost of public parameters in Fig.4(f), BPADAC has the same
storage cost for public parameters as that of PASH and PH-
LU-CPABE. Whereas, the storage cost of public parameters
in HTAC is much more than other schemes because it
leverages centralized white-box user tracing mechanism
which incurs in extra components in public parameters for
user traceability implementation.

Finally, we evaluate the cost of Ethereum blockchain
platform in different phases of our BPADAC, and give
a summary of its gas consumption in Table 5. In this
experimental evaluation, we set the UAV data file number
as 1 and the size of user (including DP in encryption and
DC in decryption) attribute set |S| is set as 5 while the line
number of access policy matrix of ciphertext is set as [ = 20.
In encryption phase, we only store part of the policy-related
ciphertext components to blockchain to improve storage and
computation efficiency for miners of blockchain, while in
decryption, these metadata are used in outsourced decryption
testing with the transformation key of DC in corresponding
transaction. In UserTrace operation, the blockchain needs
to store the disclosed decryption key to trace the malicious
user and record the proof of abnormal behavior. Thus,
we evaluate the corresponding cost in Ethereum blockchain
in the aforementioned three phases.

As a summary, from view of theoretical and experimental
performance analysis, BPADAC performs consistent in each
aspects. Moreover, we can obviously conclude that BPADAC
is advantageous in both encryption and decryption. This char-
acteristic makes it more compatible with resource-limited
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FIGURE 4. Performance evaluation of BPADAC.

end devices, such as UAV devices in our schemes. The
only drawback of BPADAC is the storage cost of ciphertext.
Nevertheless, we introduce the architecture of multi-cloud
in UCP of our scheme, which means UCP can provide
unlimited resources. Furthermore, BPADAC can provide the
functionalities of access time limitation, distributed data
access and undeniable and public user tracing besides large
attribute universe, expressive access policy and policy privacy
preservation. Therefore, BPADAC is more practical for UAV
data sharing in cloud-based IoD systems.

VII. CONCLUSION

In this paper, after deeply analyzing the problems of
UAV data sharing in cloud-based IoD systems, we pro-
posed a blockchain-based privacy-aware data access con-
trol (BPADAC) scheme for distributed and secure UAV
data sharing in such a mobile and distributed large-scale
environment and gave its formal models and definitions
with detailed constructions. With the help of blockchain
and CP-ABE techniques, BPADAC achieves fine-grained
and distributed data access such that any privileged data
user has the ability to access UAV data through blockchain.
In the meantime, the UAV data sharing service can be
guaranteed through the mechanism of limited access times.
Moreover, multi-cloud combining with DHT technique can
store large-scale UAV data in a distributed and scalable
way, and eliminate the drawbacks of traditional centralized
cloud. Partial policy hiding is employed by BPADAC to
provide access policy privacy protection for outsourced UAV
data in clouds. Furthermore, BPADAC is able to deal with
traitor tracing efficiently and publicly by utilizing public user
tracing approach without any denial. In addition, the security
and performance analysis with a prototype implemented on
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Ethereum blockchain provide strong evidences that BPADAC
is secure and suitable for UAV data sharing in cloud-based
IoD systems. Our future work will be devoted to study the
identification problems of UAV data source and outsourced
UAV data in cloud-based IoD systems.
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