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ABSTRACT Data breaches are becoming an increasingly prevalent and global concern due to their massive
impact. One of the primary challenges in investigating data breach incidents is the unavailability of a specific
framework that acknowledges the characteristics of a data breach incident and provides clear steps on how
the investigative framework can comprehensively answer what, who, when, where, why, and how (5WH)
questions. This paper aims to develop a novel digital forensic investigation framework that can overcome
these data breach investigation challenges. The proposed framework utilizes the data breach breakdown
phases to analyze data breach incidents according to their characteristics. The main contribution of our
work is a novel digital forensic framework for data breach investigation that enhances the 5WH analysis
depth by utilizing evidence classification and artifact visualization based on data breach breakdown phases.
Furthermore, we design the framework components to provide comprehensive analysis results that make
it easier for investigators to summarize the answers to the 5WH questions. To validate the framework,
we apply it to a case study of enterprise-level data breach incidents. Based on the case study analysis,
the proposed investigation framework successfully provides all the answers to the 5WH questions. This
comprehensive answering ability is the study’s fundamental strength compared to other digital forensic
investigation frameworks.

INDEX TERMS Data breach, digital forensics, framework, investigation.

I. INTRODUCTION
Data breaches are becoming an increasingly prevalent and
global concern. Based on the Verizon Data Breach Investi-
gation Report [1], 5,258 of 29,207 reported cyber incidents
were confirmed data breaches. According to Flashpoint [2],
there have been 1,980 cases of data breaches in various
sectors during the first semester of 2022, an increase of 31.7%
compared to the first semester of 2021. Accenture [3] also
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reports that the trend in data breaches has increased by 11%
since 2018 and by 67% since 2014.

In addition, the massive impact of data breaches involves
internal and external consequences for the organization [4].
Internal consequences affect the breached organization in
terms of operations [5], [6], workforce [7], [8], [9], legal
issues [10], [11], and finance [12], [13]; external conse-
quences affect customers [14], [15], [16], competitors [17],
[18], suppliers [19], [20], [21], and other stakeholders [22].
As an example of financial impacts, according to a report by
IBM, global losses from data breach incidents increased from
USD 3.86 billion in 2020 to USD 4.24 billion in 2021 [23]
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FIGURE 1. Sequential phases in digital forensic investigation procedures.

and USD 4.35 billion in 2022 [24]. This figure is predicted
to continue to increase, as Cybersecurity Ventures [25] has
stated that the impact of losses due to such incidents will
reach USD 10.5 trillion by 2025.

Based on this massive impact, data breaches have become
urgent and require a comprehensive solution regarding proce-
dures, human resources, and technology [26]. Organizations
must be supported by technological approaches to protect
managed data, detect, analyze, and handle incidents, restore
systems, and improve security controls so that similar inci-
dents do not occur again. Furthermore, time is an essential
factor in dealing with data breach incidents. Slow handling
increases the likelihood of data breaches, the difficulty of data
recovery, the impact on the victim organization’s reputation,
and the complexity of the investigation process [27].

Digital forensic investigation is vital in uncovering data
breaches and finding essential facts related to the source and
extent of incidents. The investigation process is highly depen-
dent on the device type and environment used, which means
that digital forensics hasmore than one branch because digital
devices can include traditional computers, mobile devices,
and network devices such as routers [28]. Furthermore, the
continual emergence of new types of cybercrime necessitates
adaptive investigation process models, new technology, and
cutting-edge techniques to combat these incidents [29], [30].
The most significant objective of digital forensics is to gather
evidence to respond to the 5Ws and How (5WH) questions:
what occurred, who was involved, and when, where, why, and
how an incident occurred.

Previous studies [31], [32], [33], [34] have proposed a
digital forensic framework or process model to investigate
incidents. However, they have some restrictions, such as
failing to provide either a comprehensive scope of device
types as sources of evidence on the organization’s network
architecture or a comprehensive analysis that explains the
5WH of the incident that occurred. In addition, they focus on
the investigation of general cybercrime, cyberfraud, or cyber-
attacks rather than data breach investigations. It is essential to
have a specific data breach investigation framework because
the phases and objectives of data breach attacks are distinct.
The distinctive characteristics of data breach incidents can
be determined based on the last stage of the attack: the
exfiltration of data from the victim’s environment to the envi-

ronment under the attacker’s control. This distinguishes data
breach incidents from other cyber incidents, such as website
defacement, which alters the data integrity of a website’s dis-
play system but does not involve data exfiltration. Similarly,
denial-of-service attacks that target system availability do not
aim at data exfiltration from within the system to a point
outside the system under the attacker’s control.

In general, digital forensic investigation (DFI) and digital
forensic frameworks (DFF) can be applied to various types
of cyber incidents. However, certain investigation models are
designed for specific cases, such as online child abuse [35],
cross-border crime [36], and financial transaction crime [37].
The novelty of the proposed framework that differentiates
it from other DFI and DFF is its specificity to data breach
incidents based on the data breach breakdown (DBB) phases.
The DBB is a concept that characterizes the stages of data
breach incidents. The availability of specific DFFs for data
breach incidents is urgent, considering that effectiveness and
efficiency are critical to minimizing the impact of a breach,
and it is essential to use resources with the appropriate inves-
tigation framework. However, in the event of a data breach
incident, the use of nonspecific DFI or DFF may result in
inefficiencies.

We propose a novel digital forensic framework for data
breach investigation by improving the framework proposed
by Dimitriadis et al. [34]. Our proposed framework uses DBB
phases as the reference for artifact categorization. The main
contribution of our work is a novel digital forensic framework
for data breach investigation that enhances the 5WH anal-
ysis depth by utilizing evidence classification, artifact visu-
alization based on DBB phases, and findings mapping into
each 5WH question. Therefore, it helps forensic investigators
examine the preserved data; analyze the correlated artifacts,
timeline, and attack flow; and map their results into 5WH
answers. Furthermore, we present a case study to evaluate the
performance of our proposed framework. The results indicate
the effectiveness of our framework in that all 5WH questions
have more straightforward answers as a result of the analysis.

This paper is organized into five sections. The second
section begins with an explanation of the DFI and DBB
phases and a summary of selected previous research on DFF.
The third section describes the proposed framework and
its components. The fourth section presents a case study
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FIGURE 2. Data breach breakdown phases.

demonstrating how our proposed framework illustrates a typ-
ical instance of data breaches resulting from spear phishing
malware. In Section V, the conclusion is presented.

II. RELATED WORKS
The main purpose of this section is to define the DFI and
DBB phases and summarize selected existing frameworks
that focus on the examination and analysis phase of digital
forensics.

A. DIGITAL FORENSIC INVESTIGATION
A DFI is an effort to investigate, examine, search for, and
collect data, information, and other findings based on the
stages of scientific procedures and special techniques used
to obtain digital evidence that is admissible in court.

There are four phases of digital forensic procedures pub-
lished by the National Institute of Standards and Technology
(NIST) in Special Publication 800-86 of the Guide to Inte-
grating Forensic Techniques into Incident Response, as fol-
lows [38]:

1) COLLECTION
The collection phase determines whether any potential data
sources are relevant to the incident and then identifies and
records those sources. Afterward, the information contained
within these sources should be retrieved carefully to avoid
compromising its integrity.

2) EXAMINATION
In the examination phase, forensic investigators examine
the data collected from the collection phase and extract the
data that are relevant to the incident while preserving their
integrity.

3) ANALYSIS
The analysis phase involves analyzing the information
extracted from the examination phase to answer the 5WH

questions or determine that no or only a partial conclusion
can be drawn.

4) REPORTING
The reporting phase is the process of preparing and presenting
the investigation’s procedure, methods, and tools, along with
the results of the analysis phase.

Fig. 1 shows the intercorrelation of the steps in the DFI
sequentially. In investigating a cybercrime or cyberattack,
a forensic examiner tries to obtain artifacts from the observed
incident. In digital forensics, an artifact is evidence used to
support a response to a question, such as text or a resource
reference.

B. DATA BREACH BREAKDOWN PHASES
A specific investigation into a data breach must provide
a detailed explanation based on the breakdown concept of
data breach incidents. This concept is often referred to as
DBB [39], as depicted in Fig. 2. DBB ismost applicable when
data theft is the objective of the attack. However, an investi-
gator typically faces a very complex situation. Therefore, the
investigator should continueworking logically throughout the
investigation of each phase and stringing the phases together
to tell the story of the breach.

Effectiveness and efficiency are essential to minimizing
the impact of a breach, and it is of the utmost importance
that resources are used with the appropriate investigation
framework.

C. SELECTED EXISTING FRAMEWORKS
Up to this point, various DFFs are suitable for diverse inves-
tigations characterized by distinct details and phases. The
authors in a previous survey [40] identified fifteen DFFs that
most enterprises widely adopt. However, not all of theseDFFs
provide a detailed elaboration of the examination and analy-
sis phases, which are crucial in the investigative process to
uncover incidents. From the 15 DFFs, we selected CFFTPM,
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TABLE 1. Selected framework benchmark and proposed solution.

SRDFIM, and IDFPM, as these three DFFs also focus on the
examination and analysis phases. A new DFF called D4I has
also emerged, which provides a detailed approach to both
phases. Therefore, we included it in our selection, resulting
in a total of four DFFs in our paper, namely, CFFTPM,
SRDFIM, IDFPM, and D4I. In this subsection, we discuss
these frameworks, especially their examination and analysis
phases, which are the phases we focus on. We give their
names, contributions, incident types, and limitations. Then,
we propose a solution based on the limitations of each frame-
work. In the next section, we take advantage of this proposed
solution in our proposed framework. Table 1 summarizes the
discussion in this subsection.

The CFFTPM [31] is concerned with the issue of time
when conducting investigations; thus, the designed frame-
work aims to provide an efficient examination and analysis
process. The framework proposes six phases and suggests
steps to take to obtain information from a Windows system.
Although there appears to be an artifact classificationmethod,
it is not clearly defined or explained how to use this classifi-
cation when investigating an incident within the framework.
Based on this limitation, in our proposed framework, the
evidence sources are divided into three categories, hosts,
network devices, and security devices, to obtain potential
artifacts in each DBB phase based on the device functions
of the three categories.

The Systematic Digital Forensic Investigation Model
(SRDFIM) investigates cybercrime and cyberfraud [32].
It takes advantage of the components of several frameworks

that have been reviewed, and it focuses on the examination
and analysis phase. The framework design consists of eleven
phases, including the examination phase, which explores
potential evidence as ASCII and non-ASCII data through
search, filtering, recovery, and validation. The same process
is also conducted on suspicious files, hidden directories,
files with uncommon extensions, and mismatched metadata.
The outputs of this process are then analyzed to establish
correlations between the discovered artifacts and chronolog-
ically order the events to obtain a complete story of the
incident. Its limitation is that its application is limited to
computer fraud and cybercrimes [40]. In addition, the model
is technique-centric without providing a structured and step-
by-step method for conducting the examination and analysis
phases [34]. We believe that such a process will be beneficial
for forensic examiners to answer the 5WH questions com-
prehensively and support the investigation process. Despite
the importance of the detailed technique in the framework,
systematic and step-by-step processes are lacking. In the next
section, our proposed framework is designed systematically
according to digital forensics procedures by ensuring that
the framework structure has a phase that answers each 5WH
question.

The IDFPM [33] is a framework consisting of four steps
for investigating cyberattacks. It suggests pattern-based evi-
dence recognition to reduce the identification processing
time. It takes advantage of a past incident dataset and uses it
to locate determinate data based on hashes during the investi-
gation. Considering the natural calculation of a hash function
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maps a bit string of arbitrary length to a fixed-length bit string.
The bit string output of the hash function does not provide
identification of the artifact type, whether it originates from
a host, network device, or security device. Similarly, the
incident type cannot be differentiated solely based on the
hash value of the artifact. As a result, neither artifact types
nor incident types are considered by this hash-based evidence
recognition. In the analysis phase, the result of the previous
step is compared to the recommended hypothesis to obtain
the relevant data. From this point of view, we propose a
framework specifically for data breach incidents, with arti-
fact analysis based on the characteristics and stages of the
incident.

The D4I is a framework that is intended to complement
and strengthen existing digital forensic mechanisms instead
of replacing them. Two pillars compose the D4I framework.
The first obtains the proposed categorization artifacts and
maps them to the CKC. The second is a sequential instruction
procedure for the examination and analysis phase [34]. As a
result, the chain of artifacts is shown as a graph, with each
node representing an artifact from a different phase. The links
represent their relationship in terms of correlation points,
including timestamps, IP addresses, and processes. The CKC
is used to identify cyberattacks. Therefore, according to its
characteristics, a more suitable analysis pillar is required in
specific cases, such as data breach incidents. For example,
to answer the 5WH questions of a data breach incident, not
all 7 phases of CKC are significantly related to the analysis
results of 5WH, such as reconnaissance and weaponization.
Running the D4I instruction method on these two phases is
inefficient. This contrasts with the proposed framework based
on DBB, which consists of only 4 phases that are appropriate
for the characteristics of data breach incidents so that the
executed analysis process becomes more efficient than D4I,
which is based on the 7 phases of CKC.

III. PROPOSED FRAMEWORK
This section discusses the architecture of our proposed frame-
work, with each component explained in detail. Based on
Fig. 1, our framework focuses on the examination and analy-
sis phases, where electronic evidence relevant to the incident
is collected appropriately in the collection phase so that all
preserved data from any devices that need to be examined
and analyzed are available.

In the examination phase, we sort the assets from the
network architecture as the sources of evidence into three cat-
egories, hosts, network devices, and security devices. Then,
they are mapped to the DBB. Next, we examine the content
of the preserved data based on each step in the DBB consec-
utively to obtain all the artifacts in each breakdown. The final
step is to correlate all artifacts and visualize them as a chain
of artifacts.

In the analysis phase, we conduct a timeline analysis to
sort the sequence of artifacts based on their timestamps and
an attack flow analysis to obtain the complete attack process.
Finally, we analyze all the facts and findings and map them

into the 5WH answers. The proposed framework is depicted
in Fig. 3.

The proposed framework and D4I work with the same
approach, as they both adopt a high-level digital forensic pro-
cess defined byNIST. D4I has twomainmodules: artifact cat-
egorizations along with their mapping to CKC and a step-by-
step instructing method. In comparison to D4I, the proposed
framework offers three enhancements. First, based on the four
phases of DBB, the proposed framework allows for a more
precise analysis process according to the characteristics of a
data breach incident, which is more efficient than the CKC-
based analysis. Some phases in CKC, such as reconnaissance
and weaponization, are not significantly related to the 5WH
answers in the context of answering the questions concerning
the breach incident being investigated. Therefore, executing
the six-step instruction method on all seven CKC phases may
be inefficient.

Second, while D4I focuses on artifacts that can be found
in the Windows operating system, the proposed framework
not only limits artifacts to those sourced from specific OSs
but also includes logs from network applications and other
tools. Third, in conducting content analysis, the step-by-step
procedure in the proposed framework is not rigidly ordered
based on the DBB phase sequence, as is the case with D4I,
which follows the CKC phase order. In D4I, artifact examina-
tion is predetermined based on categorization for each CKC
phase, thus limiting the potential artifacts from other sources.
In contrast, the proposed framework starts its procedure based
on trigger information or relevant findings from the previous
analysis iterations. This allows for a more dynamic and com-
prehensive analysis process.

As shown in Fig. 3, the proposed data breach investigation
framework comprises six components as follows:

A. EVIDENCE CATEGORIZATION
In this framework, evidence is categorized into three types,
host (H), network device (ND), and security device (SD),
based on the organization’s network architecture. This cat-
egorization is intended to facilitate the subsequent process,
especially content analysis and chain of artifacts (CoA). This
categorization is used because data breach incidents generally
involve these three types of evidence. Investigators often find
it difficult to comprehensively uncover data breach incidents
if they only analyze one type of device. Therefore, this cate-
gorization is particularly useful for investigators in interpret-
ing the initial steps in the artifact search. By understanding
the company’s network architecture, device functions, and
evidence source classification, investigators can more easily
determine which node to focus on in content analysis when
searching for artifacts. Each initial clue or information trigger
about an event will be mapped to relevant hosts, network
devices, and security devices. For example, in a case study,
when a piece of trigger information is received as a malicious
IP and domain, based on an understanding of the functions of
each node in the network architecture, investigators can direct
their search toward network devices such as DNS and security
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FIGURE 3. Proposed data breach investigation framework.

devices such as a proxy. They can then follow up on the
search results from these two devices to obtain clues about the
impacted host. Therefore, the evidence classification enables
the potential artifact search to focus on being more targeted
during the content analysis process. Furthermore, this cate-
gorization will be maintained when compiling the CoA and
its visualization, making it easier for investigators to fully
understand how incidents can occur.

B. CONTENT ANALYSIS
This step aims to extract all relevant data as artifacts from
evidence obtained in the collection phase. In this step, we con-
sider all trigger information about the incidents, including
information on impacted or damaged systems from peo-
ple within the organization; information that is publicly
available about new vulnerabilities, exploits, or incidents at
other organizations; and information from people outside the
organization such as CERT/CSIRT and Interpol. This trigger
information gives the investigator various hints regarding
prioritizing evidence related to the information to be exam-
ined in advance. Furthermore, the content analysis process is
carried out through a step-by-step procedure as follows:

1) Identify the source of evidence: Based on the trigger
information, the investigator, considering the three arti-
fact classification sources (H, ND, and SD), maps each
event to potential evidence sources based on the device
function and corporate network architecture.

2) Assess and extract relevant artifacts: Examining the
collected data to identify and extract relevant artifacts
may include filtering information records, searching
relevant text or patterns, and comparing system charac-
teristics to known baselines to identify various changes
made to the system. The results obtained from this step
can be utilized as trigger information for subsequent
iterations of content analysis.

3) Map the artifacts to a DBB phase: Each relevant artifact
found should be mapped into a single DBB phase.
Investigators may map an artifact into one of the four
DBB phases based on a thorough understanding of the
characteristics of each DBB phase and the context of
the artifact found in the preceding step.

4) Repeat: Repeat steps 1 through 3 by employing other
trigger information or information obtained from step
2. Conduct this iteration until obtaining a complete
set of artifacts for all four DBB phases, correlating
between the phases, and demonstrating the occurrence
of data exfiltration in its entirety.

C. CHAIN OF ARTIFACTS (CoA)
After obtaining each artifact from the content examination,
investigators input it along with its timestamp in the CoA
based on the DBB phase. Each discovered correlated artifact
is then linked to the last artifact, either in the same, previ-
ous, or following DBB phase. This step is repeated until all
artifacts discovered have been included in the CoA. In this
paper, CoA is presented similarly to a four-dimensional array
(Eq. 1):

CoA:[a, b, c],[d, e],
[
f , g, hx,y

]
,[i] (1)

where a,b, and c are artifacts found in the infiltration phase;
d and e are artifacts found in the propagation phase; f , g,
and h are artifacts found in the aggregation phase; and i is an
artifact found in the filtration phase. These components are
split into different sets to facilitate artifact mapping within
the same DBB phase and the correlation of artifacts between
preceding and subsequent DBB phases. By grouping the
artifacts found for each phase into one set, investigators can
easily correlate these artifacts to create a sequence of theDBB
phase framework, build an attack flow, and draw a complete
conclusion about the incident.
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TABLE 2. 5WH questions and answer mapping.

Additionally, for artifact h, we use the superscripts x and
y to distinguish two actions that were executed and investi-
gated using the same artifact file. Superscripts are essential
when a single artifact file contains two different events or
actions. It helps to differentiate between the analysis of the
first and second actions recorded in the same artifact file. For
instance, when analyzing action x, which involves running
thunderbird.exe on PC1 and refers to a prefetch file belonging
to PC1, and action y, which involves running winword.exe on
PC1 and refers to the same prefetch file, we use superscripts
for the artifacts as PC1-Prefetchx,y to distinguish between the
two actions.

The CoA is written using a representation such as an array
to facilitate artifact mapping within the same DBB phase
and the artifact correlation mapping between preceding and
subsequent DBB phases. As such, each mapping of artifacts
into a DBB phase gradually contributes to the complete ana-
lytical findings of the investigation. In other words, using a
4-dimensional array is a viable method for representing the
CoA within the context of a 4-phased data breach.

However, it is not the exclusive means for representing
the data, particularly in implementing investigative tools.
Other approaches exist that can provide a more intuitive
visualization of CoA. For instance, CoA can be graphically
synthesized in a graph where the nodes denote the artifacts
of different phases in DBB, and the links indicate their cor-
relation points. This graph illustrates the attack flow and the
traces left behind. Another method is utilizing a linked list,
wherein each node signifies an artifact and references other
correlated nodes. Overall, while using a 4-dimensional array
effectively represents the chain of artifacts in a 4-phase data
breach, alternative methods are also available to facilitate
CoA visualization. Further study is required to determine the
time complexity of selecting a data representation method to
achieve efficient implementation.

D. TIMELINE ANALYSIS
Along with the CoA, the timestamp of each correlated artifact
is recorded in the previous step. In this step, the time sequence

of the artifacts is used to obtain the storyline of the inci-
dent in chronological order. After obtaining the chronological
sequence of the artifacts, the CoA visualization is updated
by labeling the connecting lines (edges) between artifacts
correlated with serial numbers according to chronological
order. In this way, it is easier for investigators to determine the
‘‘when’’ of the incident investigation. This timeline presents
each timestamp of the artifacts in the CoA in the same order
as the corresponding artifacts.

E. ATTACK FLOW ANALYSIS
Based on the CoA updated from the timeline analysis,
how incidents occur can be determined by analyzing the
step-by-step attacks carried out by attackers on the sys-
tem resulting in a data breach. Thus, the attack flow anal-
ysis results can answer the question ‘‘how’’ for incident
investigation.

F. MAPPING FINDINGS AND FACTS INTO THE CATEGORY
ELEMENTS OF 5WH
The final step of the analysis phase is to weave together
the findings and facts obtained from the steps of this
framework into answers to the 5WH questions of this data
breach investigation. We propose mapping each answer to
the 5WH questions from the investigations, as presented in
Table 2.

IV. CASE STUDY
In this section, our proposed framework is applied to a
case study of a data breach incident faced by a company.
This case study is based on actual incidents that have been
replicated in a laboratory environment with similar net-
work architecture, asset profiles, and attack techniques. The
attacker uses spear phishing and malware to access the
victim’s network. The attacker takes advantage of a com-
promised host to move laterally to the targeted system to
steal sensitive data from the victim’s file server as the final
objective.

42650 VOLUME 11, 2023



A. R. Hakim et al.: Novel Digital Forensic Framework for Data Breach Investigation

FIGURE 4. Company’s network architecture.

A. SITUATION
The victim is a 300-employee food processing company with
the network architecture shown in Fig. 4 with devices listed
in Table 3. By understanding the network architecture, each
device is classified based on its function to help investigators
find a potential artifact from a relevant device. For instance,
the DNS in the network architecture is considered a ND
because it can resolve a domain name when a node in the net-
work attempts to connect to that domain. When investigators
are looking for clues for an event regarding whether there is a
connection from a node in the network to a malicious domain,
one of the relevant network devices to check is the DNS.

The investigation is triggered by information from
National CERT. The security team has been contacted by
National CERT, which has stated that several cyberattack
campaigns were recently targeting unspecified companies in
the country. National CERT has shared an indicator of com-
promise (IoC), including one malicious IP address and two
malicious domains related to the campaigns. For anonymity,
we write the malicious IP address as MIP-1 and the two
malicious domains as MD-1 and MD-2. Using that informa-
tion, the security team investigates the possibility that their
company is also experiencing a cyberattack.

B. CONTENT ANALYSIS AND CHAIN OF ARTIFACTS
This step extracts all relevant artifacts from the devices col-
lected in Table 3. We also use some trigger information from
the National CERT information and the system users as hints
to examine the evidence. Using these hints, each examination
begins by determining which category of devices it relates to:
hosts, network devices, or security devices. Understanding

TABLE 3. Company’s evidence sources based on the network architecture.

the device categorization and the specific function of each
device in the network will make it easier to find devices that
contain relevant artifacts.

In each examination, the investigators assign the artifacts
found as part of a phase in the DBB and then compile the
CoA. The examination results at each step, artifacts found,
CoA compiled, and timeline are reassessed based on each
phase of the DBB. We present a summary of the content
examination, the CoA, and the timeline for the infiltration
phase in Table 4, the propagation phase in Table 5, the aggre-
gation phase in Table 6, and the exfiltration phase in Table 7.
The following part of this subsection describes each stage this
case study examination.

1) Given the external malicious IP address and domains
mentioned in the IoC, the investigators examined the
proxy server log for any connections from within the
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TABLE 4. Summary of the content examination, CoA, and timeline for the infiltration phase.

company to the malicious domain and examined the
DNS query logs to determine when the name resolution
for the malicious domain occurred. The investigators
discovered a record in the proxy server logs indicating
that an IP address belonging to PC1within the company
sent a request toMD-2. A record discovered in the DNS
query logs showed the name resolution of MD-2 in the
same time range as the previous record discovered in
the proxy server logs. We input these artifacts in the
infiltration phase.

2) The investigation then moved on to PC1 as the MD-
2 connection source. First, the investigation focused
on the active directory (AD) account used to log in to
PC1. An event was recorded as a standard login of user
‘‘Alice’’ in the AD Security Event Log. However, when
PC1 andMD-2 were connected, another record showed
a successful login using an administrator account. This
login was a suspicious event because PC1 is a device
that Alice should use only as a user, not an administra-
tor. A record also showed that the administrator created
a new account called ‘‘sidious,’’ an unknown name or
one that does not appear on the company employee list.
We input these artifacts in the propagation phase.

3) The investigators then searched the FS’s security event
log for any records relating to ‘‘sidious.’’ They discov-
ered a successful FS login using the ‘‘sidious’’ account.
We input this artifact in the aggregation phase.

4) Alice, the user of PC1, said that she received a sus-
picious email and executed an attachment file. Based
on this clue, the investigator proceeded to check
PC1 and determine whether any PCs or servers had
been attacked via PC1. From the prefetch files on
PC1, the investigators found three records of file
execution: thunderbird.exe as an email client, win-

word.exe, and MSHTA.exe, which were suspicious.
The investigators also found a Word-format file name
‘‘for_your_benefit.doc’’ as an email attachment opened
just before mshta.exe was executed. We input these
artifacts in the infiltration phase.

5) The investigation continued on the mail server to find
related logs supporting Alice’s information. The inves-
tigators found a record from the mail log showing
that Alice’s mail account received an email from an
unknown mail account. We input this artifact in the
infiltration phase.

6) From the Sysmon event log on PC1, the investigators
found a suspicious command execution after mshta.exe
was executed. The attacker executed various com-
mands in the penetrated network to investigate whether
this environment could be exploited. There is a log
that shows the execution of ‘‘mz.exe’’ as a trace of an
exploitation of the ‘‘zerologon’’ vulnerability (CVE-
2020-1472), usingMimikatz to gain administrator priv-
ileges in the domain. Using this exploit, the attacker
changed the password of the administrator account to
NULL, used the administrator account to create a ‘‘sid-
ious’’ account, and added ‘‘sidious’’ to the ‘‘Domain
Admins’’ group. The attacker also used Mimikatz to
create a ‘‘Golden Ticket’’ and ran a pass-the-ticket
attack using the created Golden Ticket.

7) Further investigation of the Sysmon event log on PC1
showed suspicious lateral movement activity from PC1
to OPC1. OPC1was remotely operated from PC1 using
PsExec under the ‘‘sidious’’ account and accessed
another malicious domain MD-1. From the registry
hive files, the investigators found a suspicious autorun
entry in Alice’s NTUSER.dat that the attacker used as
an autorun backdoor program.
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TABLE 5. Summary of the content examination, CoA, and timeline for the propagation phase.
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TABLE 6. Summary of the content examination, CoA, and timeline for the aggregation phase.

8) The next part of the investigation observed OPC1
and determined whether any PCs or servers had been
attacked via OPC1. First, the investigators verified
suspicious communication between OPC1 and MD-1,
which was found in the proxy server logs. The com-
munication lasted two minutes. Then, the investigators
checked the OPC1 prefetch file to trace any suspi-
cious file execution. The investigators found multiple
EXE executions, such as PsExec, mshta and whoami.
In addition, there were some typical Windows com-
mands, SD.exe and RA.exe, which were located in
the %TEMP% directory of ‘‘sidious’’. From the OPC1

Sysmon, the investigators found a process creation
event related to the MSHTA call.

9) In the OPC1 Sysmon event log, there was a suspicious
activity: ‘‘sidious’’ attempted to mount the C drive
of the FS server as the X drive of OP1 using the
net command. Further investigation of the FS security
event log revealed that OPC1 connected to the FS
via 445/TCP (Samba). Administrative privileges were
assigned to ‘‘sidious’’, ‘‘sidious’’ successfully logged
on, and OP1 successfully mounted the FS server’s
C drive. We input these findings in the exfiltration
phase.
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FIGURE 5. Chain of artifacts of the case study.

10) Until step 9, the attacker was free to connect to the
files on the FS server. The OPC1 Sysmon log showed
that the attacker used the dir command to view the
contents of the shared folder and its subfolders. Addi-
tionally, the attacker created some files using the cer-
tutil command in the %TEMP% folder, compressed
all files in x:\share\ to ‘‘tmp.rar’’, then deleted all
files in %TEMP%\tmp using sd.exe. Here, the attacker
successfully exfiltrated data from the FS drive to OPC1
and deleted the attack traces. We input the findings
(Eq. 2) in the exfiltration phase.

CoA: [PROXY-access.log,DNS-queries,

PC1-Prefetchc,d,e,MAIL-mail.log],

[AD-Security.evtxa,b,PC1-Microsoft-Windows,

-Sysmon%4Operation.evtxf ,g,h,i,j,k,l,m

PC1-Registry,PROXY-access.log,OPC1-Prefetch,

OPC1-Microsoft-Windows-Sysmon%4Operation.evtx]

[FS-Security.evtx,OPC1-Microsoft-Windows

-Sysmon%4Operation.evtx,FS-Security.evtxo,p,q,r ]

[OPC1-Microsoft-Windows

-Sysmon%4Operation.evtxs,t,u] (2)

C. TIMELINE AND ATTACK FLOW ANALYSIS
Based on the content analysis and the CoA in the previous
subsection, we obtained the incident’s timeline by sorting the
artifacts’ timestamps from Tables 4, 5, 6, and 7. From the
timeline table, we can identify the precise time or duration
of the data breach. Here, the data exfiltration started on
11/05/2021 08:30:00 when ‘‘sidious’’ mounted the C drive
of the FS server as the X drive of OP1 using the net use
command and finished on 11/05/2021 08:39:27 when ra.exe
(WinRAR) was executed to compress the x:\share folder and
then create tmp.rar and exfiltrate it to the attacker.

To obtain the attack flow, we analyzed the step-by-step
attacks carried out by the attacker in the system, resulting
in the data breach. After obtaining the CoA as illustrated in
Fig. 5(a), we simplify the steps according to the data breach
breakdown phase to obtain the updated CoA, as presented
in Fig. 5(b). To update the CoA, investigators reviewed all
artifacts that were mapped at each DBB phase.
The review was carried out to justify the artifacts that

most determined the attack stages that occurred in each
DBB phase. In conducting this justification, investigators
must have a strong understanding of the attacker’s perspec-
tive at each DBB phase. For instance, the infiltration phase,
as explained in the previous section, is a phase that demon-
strates how the attacker gains access to the system envi-
ronment by exploiting an entry point. Therefore, reviewing
artifacts for this attack flow should determine which host is
the entry point and how the attacker gained access to that
entry point. Based on Table 4, PC1 is the entry point where
the attack stage occurred. Furthermore, based on the logs in
Table 4 in chronological order, the attacker gained access to
PC1 by sending an email containing malware, which then
infected PC1, causing it to send a request packet to MD-2.
This process is at the core of the infiltration phase, so in

Figure 5(b), the CoA for the infiltration phase consists of
PC1, the mail server, and the proxy. Similarly, a review
and justification process is carried out for the propaga-
tion, aggregation, and filtration phases to obtain an updated
version of the CoA in Figure 5(b). Based on the updated
CoA and timeline table, we obtained the attack flow as
follows:
1) The attacker sent a targeted email to Alice. This

email was sent from user[at]sv.test and had the subject
IMPORTANT NOTICE!

2) Alice opened the attached file with the filename
for_your_benefit.doc, and then her PC (PC1) was
infected with RAT malware, which established a
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TABLE 7. Summary of the content examination, chain of artifacts, and timeline for the exfiltration phase.

TABLE 8. 5WH questions and answers for the case study.

connection to the malicious domain (MD-2), and the
attacker began to control PC1 remotely.

3) The attacker exploited the zerologon vulnerability of
the AD to gain domain administrative privileges.

4) The attacker conducted a lateral movement by creating
an unauthorized user account ‘‘sidious’’ and adding it
to the ‘‘Domain Admins’’ group. Then, the attacker set
up a registry backdoor on PC1 for permanent compro-
mise and expanded control from PC1 to OP1 using the
‘‘sidious’’ account.

5) Finally, the attacker exfiltrated the FS server files from
OP1, compressed them, and transferred them outside.

From the attack flow above, it can be seen how these
case study incidents can occur by analyzing the step-by-step
attacks carried out by attackers in the system, resulting in a
data breach. Thus, the attack flow analysis results can answer
the question ‘‘How’’ for incident investigation in the next
step.

D. MAPPING FINDINGS AND FACTS INTO 5WH
QUESTIONS
The final step of this case study is to answer this data breach
incident investigation’s 5WH questions using the mapping
provided in Table 2. By carrying out all the steps in the pro-
posed framework, we obtain complete answers to the 5WH
questions. Table 8 summarizes the complete answers to the
5WH questions from the case study investigations.

The above case study shows that our framework makes it
easier to investigate an incident by using DBB as the main
pillar. Furthermore, our 5WH mapping assists investigators
in obtaining complete answers to the investigation questions.
This characteristic is the main strength of our framework
compared to other frameworks. Table 9 depicts the bench-
marking of our proposed framework and other frameworks
based on six characteristics. It can be seen that the entire
framework provides a detailed description of the examination
and analysis phases. Some of them also provide case studies,
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TABLE 9. Characteristic benchmark of selected digital forensic frameworks.

showing that the designed framework is applicable. In con-
trast to others, our framework has a fundamental strength as
a DBB-based design that has been proven to be compatible
with data breach characteristics. Another major strength is
that the investigation results focus more on answering the
5WH questions completely.

V. CONCLUSION
The main goal of the current study was to develop a new spe-
cific framework for data breach forensic investigations that
can provide comprehensive answers to the 5WH questions of
the investigation. The proposed framework is based on DBB,
allowing it to analyze incidents for data breaches specifically.
In addition, the proposed framework can provide answers to
the 5WH questions based on the proposed mapping answers,
which makes it easier to summarize the investigation’s find-
ings. This complete answer is the fundamental strength of the
study compared to other studies in DFI. In addition, this study
provides examples of how our proposed framework is applied
in real-world data breach incident cases. Future research can
explore how the proposed framework can be combined with
classifications based on machine learning to provide pre-
dictive answers to questions such as ‘‘who’’, ‘‘where’’, and
‘‘why’’. In addition, future research can investigate the exam-
ined data’s efficacy to obtain potential artifacts with reduced
processing time. This can be achieved by developing a data
reduction model for triage processes based on the specific
characteristics of each of the three evidence classifications
in the proposed framework.
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