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ABSTRACT In the current globalization trend, digital transformation is an indispensable requirement
that affects all aspects of life. Within the education domain, it creates opportunities for tertiary education
institutions to replace traditional teaching, learning, research, and operation methods with more innovative,
creative, and cost-effective methods. This article aims to examine recent technological advancements to
promote the transformation in tertiary education. Our research methodology consists of two main activities:
1) identifying relevant literature on the use of technology to promote transformation in tertiary education
by adopting PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) guidelines;
2) conducting a thematic analysis based on the findings of the literature review; to explore the relationships
between them in order to better understand the link between technological trends and digital transformation
in tertiary education. The findings indicate that the current technology trends that are being concerned
and deployed in the educational environment are Artificial intelligence, the Internet of Things, blockchain
technology, and other relevant platforms and technologies such as Social networks, Mobile platforms, Big
data analytics, Cloud computing, Robotic Process Automation, Virtual reality and Augmented reality and
Additive manufacturing. The article also discusses the adjustment of tertiary education in the process of
digital transformation with the support of technology and points out the shortcomings as well as research
directions in the coming time.

INDEX TERMS Digital transformation, tertiary education, technology.

I. INTRODUCTION education programs, and building digital equity for learners

In recent years, digital transformation is one of the trendiest
terms that spread through media. The concept of digital trans-
formation involves the usage of digital technologies to adjust
or modify the existing processes and culture of an organiza-
tion to create new values. Digital transformation in tertiary
education represents a change in all aspects from teaching
methods, classroom management techniques, and interaction
with learners to program design, learning environment, and
management and operation of the educational institution [1].

The utilization of digital technology in global tertiary
education has shown many benefits and created favorable
conditions for teachers and learners to overcome geographi-
cal and time barriers, personalized learning through adaptive
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to access resources.

While there have been several surveys that have examined
digital transformation in tertiary education and the education
sector as a whole, they did not focus on the important aspect
of understanding the technology trends that underpin this
transformation [1], [2], [3], [4], [5]. As a result, there is a
significant gap in knowledge in this area where technology
trends and digital transformation in education are not yet
closely linked. Our work aims to address this gap by focusing
on the technology trends supporting digital transformation in
education. By doing so, we aim to provide a more comprehen-
sive understanding of the impact of emerging technologies
on digital transformation in tertiary education. Our study will
investigate the potential of technologies to enhance learn-
ing outcomes and improve access to education. Ultimately,
we believe that our work will have important implications for
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TABLE 1. A comparison between our study and existing surveys in the literature.

Highlighted technology

Ref. Year Interactive
Al Social Mobile Analytics Cloud IoT Blockchain AR&VR RPA 3D printing tools

[1] 2020 X X X X X X X X

[2] 2021

[3] 2022 X X X X

[4] 2023 x X X X X

[5] 2023 X X X X X X X

This study 2023 X X X X X X X X X X

policy and practice in the education sector, and will provide
valuable insights for researchers and practitioners working in
this field. To affirm the originality and unique contribution of
our study, we compared our work with relevant recent works
in the literature, as presented in Table 1.

This paper aims to examine the trends of digital technology
supporting the transformation in tertiary education in recent
times. Besides, this paper also points out current problems in
applying technology in practice and suggests future research
directions. The research questions addressed in this paper
are:

- What are the technology trends that are driving tertiary
education in the digital era?

- How are digital technologies transforming tertiary edu-
cation institutions?

- What are the current issues of the process of applying
technology to transform tertiary education and further
research directions?

The remainder of this manuscript is constructed as fol-
lows. The related theoretical background is briefly intro-
duced in Section II. Follow by, Section III describes the
research method employed in this research. The results and
discussion are exhibited in Section IV. The conclusion of
the paper and future research directions are pointed out in
Section V.

Il. THEORETICAL BACKGROUND

A. DIGITAL TRANSFORMATION

Digital transformation is a prominent trend affecting all
aspects of life in recent times. There are different definitions
for the terminology ‘‘digital transformation.” For example,
“the use of technology to radically improve performance or
reach of enterprises” [6], “the use of new digital technolo-
gies, to enable major business improvements in operations
and markets such as enhancing customer experience, stream-
lining operations or creating new business models.” [7],
or “a process that aims to improve an entity by triggering
significant changes to its properties through combinations
of information, computing, communication, and connectivity
technologies™ [8].

These definitions have the same points of utilizing tech-
nologies to improve service providing, adjust processes,
affect the culture in the organization, and influence value
innovation [9].
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B. THE CORE TECHNOLOGIES THAT DRIVE DIGITAL
TRANSFORMATION

Digital technologies have become the foundation for transfor-
mations in operations, and business models and deliver value,
generate revenue, and improve efficiencies, such as artificial
intelligence, platforms and technologies in SMAC group,
Internet of Things, blockchain [8], additive manufacturing
technologies, augmented reality, robotics, and automation.
This subsection clarifies these core technologies.

Artificial intelligence (Al) is an area of computer science
in which humans program to build intelligent machines. This
intelligence can think, learn, decide, and work while solving
a problem, just like human intelligence [10].

SMAC is a combination of four platforms and techniques
underpinning digital transformation: (S) Social, (M) Mobile,
(A) Analytics and (C) Cloud [11]. SMAC combines all com-
ponents to create a complete, human-centered ecosystem that
provides the platform for every organization.

The Internet of Things (IoT) is a terminology that implies
a network of devices embedded with sensors, and others
technologies aimed at connecting and transferring data in
real-time over the internet [12]. IoT plays a crucial role
in transforming daily products into intelligence: integrating
remote control, real-time management, config the notifica-
tions, cloud services, and integration with users’ phones and
other smart devices.

Blockchain is a database that stores information in data
structures called blocks, in which blocks are connected
together, encrypted, and capable of expanding over time.
Each block contains information about the creation time
linked to the previous block, along with a timecode and
transaction data [13]. The main goal of blockchain is to resist
data manipulation. The usage of this technology promises
to reduce fraud, errors, and costs, as well as promote trans-
parency and trust in data and transactions.

Robotic Process Automation (RPA) is a software tech-
nology that allows the automation of manual processes and
services by building software robots. RPA allows to capture
and simulate automatically performing tasks on applications
to manipulate data, trigger responses, and communicate with
other digital systems without human intervention [14].

Additive manufacturing technologies also referred to as
3D printing, involve the creation of three-dimensional objects
through the sequential layering of materials. These tech-
nologies vary in the types of materials utilized, including
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plastics, metals, or ceramics, and the specific process for
object construction, such as fused deposition modeling,
stereolithography, or selective laser sintering. The advent
of additive manufacturing has had a significant impact on
product design, development, and manufacturing, offering
greater design flexibility and the ability to produce complex
geometries and internal structures that would otherwise be
challenging or unattainable using traditional manufacturing
methods [15].

Virtual reality (VR) and augmented reality (AR) are tech-
nologies that have the potential to significantly enhance the
digital transformation of various industries. VR, or Virtual
Reality, refers to a simulated environment created for the user
to experience and interact with. This is typically achieved
through the use of a headset, which fully immerses the user
into a digital world [16]. AR, or Augmented Reality, involves
the overlay of virtual information onto the physical world to
enhance the user’s experience [17]. This technology is often
utilized through devices such as smartphones, tablets, or AR
glasses.

Ill. RESEARCH METHOD

This study utilized a systematic review and meta-analysis
approach to identify and screen relevant papers in a specific
research area. To ensure the accuracy and comprehensiveness
of the review, the study adopted the Preferred Reporting
Items for Systematic Reviews and Meta-Analyses (PRISMA)
guidelines. The PRISMA guidelines are a recognized tool
for conducting systematic reviews and meta-analyses, and
their adoption in this study helped to ensure the reliability
and validity of the review process. This type of research is
appropriate for providing an overview of a research area by
classifying and quantifying contributions according to the
categories of classification [18].

After identifying a set of relevant papers, we used a
qualitative research method to analyze the full content of
each paper and identify contributions to find answers to
research questions. Specifically, the reflexive thematic anal-
ysis method [19] was utilized to analyze the data. Reflexive
thematic analysis is a method of analyzing and interpreting
qualitative data that allows researchers to identify patterns or
themes in a given data set. It is an approach that is easy to use
and flexible, and it allows researchers to consider their own
perspectives and biases when analyzing the data [19].

The research conducted in this study followed a four-step
approach: (1) formulation of a search string and selection
criteria to identify relevant papers, (2) assessment of paper
eligibility, (3) development of codes or categories for data
categorization, and (4) iteration over codes to identify emer-
gent themes. In the first step, the search string was used to
identify all relevant papers, followed by the assessment of
each paper’s eligibility in the second step. The third step
involved the development of codes or categories for data
categorization, and in the fourth step, the codes were iterated
over to identify themes that emerged from the analysis.
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A. STEP 1 - IDENTIFICATION

In order to determine the existing literature on the utilization
of technology for digital transformation in tertiary education,
a comprehensive search for relevant research was conducted.
Given the nature of the thematic analysis of codes derived
from the data, we elected to exclude keywords that denote
specific methods or techniques in our search criteria, allowing
such subjects to arise organically from the data.

In our study, the following search terms were utilized:
“digital“, “transformation‘‘, “technology*‘, “higher educa-
tion*, and ‘‘tertiary education, and they were combined
using the AND and OR logical operators. These terms were
utilized to search against categories such as the keywords,
title, and abstract of the articles, in order to generate prelim-
inary insights into the field of focus. It is important to note
that, in light of the limitations inherent in relying solely on a
keyword approach, supplementary searches were conducted
using both backward and forward literature searches, in order
to enhance the search process.

Given that our methodology was thematic analysis,
we implemented the search string across four digital libraries.
Three primary electronic databases were selected for data col-
lection and analysis: ScienceDirect, SpringerLink, and IEEE
Xplore. In addition, we also scrutinized Google Scholar due
to its extensive coverage of interdisciplinary fields, as noted
in the work [20]. Our search was further enhanced by con-
ducting a thorough examination of the bibliographies of the
articles that were retrieved. The four databases utilized in this
manuscript were given in Table 2.

TABLE 2. The electronic databases utilized in the manuscript.

No. Database URL
1 ScienceDirect - Elsevier  https://www.sciencedirect.com
2 SpringerLink https://link.springer.com
3 IEEE Xplore https://ieeexplore.ieee.org
4 Google Scholar https://scholar.google.com

The criteria for inclusion of a paper in our study were
established on the basis of three factors: (IC1) Relevance to
digital transformation in tertiary education, (IC2) Presenta-
tion of contributions, including but not limited to discussions
and evidence, related to technologies driving digital trans-
formation, and (IC3) Publication in peer-reviewed journals.
In accordance with the exclusion criteria applied, the papers
exhibiting at least one of the following characteristics were
removed from our sample:

- ECI: Antiquated (being more than 10 years old);

- EC2: Technical reports, short papers, or tutorials;

- EC3: Not written in English;

- EC4: Duplicate;

- ECS5: Not address the digital technologies in the context

of Tertiary education.

B. STEP 2 - VALIDATION
The author group conducted a systematic search of
documents related to digital trends supporting digital
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FIGURE 1. The PRISMA Flowchart of the selection process of relevant literature.

transformation in tertiary education in the databases men-
tioned above. Accordingly, the relevant literature published
from 2012 to 2022 in the English language was chosen.
In the initial search, 4723 articles were collected; then we
applied all the basic exclusion criteria (from EC1 to EC4)
before analyzing the adequacy of each paper. As a result,
169 documents remained to provide adequate analysis. The
eligibility of each paper was evaluated by considering the
ECS5 exclusion criteria and the IC1, IC2, and IC3 inclusion
criteria. Thus, we considered the papers which (i) addressed
the digital technologies in the context of Tertiary education
(ECS), (ii) relevance to digital transformation in tertiary edu-
cation (IC1), (iii) presented contributions including but not
limited to discussions and evidence, related to technologies
driving digital transformation and (iv) published in peer-
reviewed journals. The researchers evaluated each paper
by conducting a preliminary review of its title, keywords,
and abstract. If the paper did not meet the EC5 exclusion
criteria, it was further assessed to determine if it satisfied the
inclusion criteria (IC1, IC2, and IC3). If the paper was in
alignment with the inclusion criteria, the researchers deemed
it suitable for selection. Otherwise, we considered carefully
the content of the papers to decide whether to select the paper
or not. During the evaluation of eligibility, 48 papers were
deemed suitable for further examination. Figure 1 displays
the overview of the process of selecting papers.

C. STEP 3 - CODIFICATION
In this step, the authors repeatedly read through the docu-
ments related to the topic and take notes. Afterward, the initial
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codes were generated by searching the recurring patterns
in the raw data. The Machine learning for language toolkit
(Mallet) [21] was utilized to assist the author group to initiate
the codes. The codes were assigned descriptive names to
correspond to relevant sections of text. The codes were reg-
ularly reviewed and organized into distinct categories as new
information patterns emerged. Upon completion of the initial
coding stage, each researcher conducted a thorough review of
their assigned codes to identify any redundant codes. Where
redundancies were found, the codes were consolidated and
the definitions of the codes were refined. As a result, 29 codes
were identified from the data.

D. STEP 4 - GENERATE THEMES

The researchers engaged in a series of iterative readings and
code refinement procedures to identify the underlying themes
present in their study. Through this process, each broad code
was critically evaluated to ascertain its transformability into
a theme, and similar codes were consolidated under more
abstract, high-level concepts. To guarantee the validity of
the themes, the researchers convened a meeting to discuss
and present their findings, analyze the similarities among
themes, and reorganize the codes based on these similarities.
Through this examination, the code names and definitions
were refined, leading to a reduction in the number of codes
that were then grouped into subthemes and eventually merged
into a set of overarching themes. Throughout the entire
process, the researchers continuously consulted the relevant
literature and, in the end, formally defined and named the
various themes. Consequently, the authors have identified

40957



IEEE Access

T.-C. Truong, Q. B. Diep: Technological Spotlights of Digital Transformation in Tertiary Education

five principal themes together with a total of 17 associated
subthemes.

IV. RESULT AND DISCUSSION

A. RESULTS

1) ARTIFICIAL INTELLIGENCE APPLICATIONS: THE TREND
THAT CHANGES THE EDUCATION INDUSTRY

The employment of Al in education (AIEd) has been a theme
of interest to the research community for decades (with
the milestone being the establishment of the International
Artificial Intelligence in Education Society in 1997). Along
with the digital transformation trend in education, AIEd has
become a research domain drawn much attention from the
community, especially in recent years. As a nascent domain
of specialization, educational Al possesses the capability to
revolutionize the methodologies and educational journeys of
students. In the context of AI implemented in education,
its application can manifest at various tiers. In relation to
tertiary education, recommendations have been put forth with
regard to at least two tiers: strategic or institutional utilization,
as well as direct facilitation of teaching and learning [22].

With the large potential in data analytics, AI models were
often utilized in forecasting, such as predicting the prob-
ability of students abandoning a course or using learning
behavior to predict their academic achievement. For instance,
Al models were used to build an early alert system for iden-
tifying students with a high probability of dropping out in
the first year [23]. Meanwhile, machine learning (ML) mod-
els were employed to analyze student behavioral data when
participating in online learning to predict student engage-
ment. After that, the system automatically notified the teacher
of low-engagement students so that the teacher could take
appropriate intervention [24].

In another research direction, the development of intelli-
gent tutors drew great attention from scientists as well as
companies. For example, researchers developed Al tutors to
teach Computer Science subjects, Mathematics, and practice
reading and writing skills for students majoring in Psychol-
ogy. Additionally, smart tutors also helped analyze mistakes
and provided feedback to students to help them study bet-
ter. Furthermore, teachers gained benefits from utilizing an
Al-powered peer tutor recommender system and were able to
save time for engaging in other activities [25].

AIEd also helped reduce the burden on teachers by
automating basic activities in education such as automatic
grading, interaction with the student, and assessment of
teaching and learning activities. For instance, Al was utilized
in the creation of automatic classifiers for exam questions
through various means [26]. One method was the employ-
ment of natural language processing (NLP) techniques, which
enabled the classifier to understand the exam questions’
meaning and context, as well as recognize relevant features
for classification. For example, an NLP model could be
utilized to identify the main verbs or nouns in an exam
question or to recognize the overall sentiment or tone of the
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question. Another way that Al could be utilized was through
the implementation of machine learning algorithms, which
could learn patterns and relationships in the data and make
predictions based on these patterns. For example, a machine
learning model could be trained on a dataset of labeled exam
questions, and then use this training to predict the appropriate
category or topic for new exam questions. Common machine
learning algorithms that could be used for this included
decision trees, random forests, and support vector machines.
In summary, the use of Al in the development of automatic
classifiers for exam questions facilitated the process of orga-
nizing and sorting exam questions and enhanced the accuracy
and effectiveness of the classifier.

Apart from the above areas, Al also revolutionized ter-
tiary education by developing adaptive systems and per-
sonalized learning experiences. Adaptive learning systems
analyzed a student’s progress and adjusted the course-
work accordingly. It enabled students to learn at their own
pace and provided feedback and support tailored to their
needs. Al also facilitated personalized learning by assess-
ing a student’s learning style, interests, and performance
history to create individualized experiences that matched
their unique needs. These innovative Al-based systems pro-
vided more targeted interventions for struggling students and
helped identify areas where students needed additional sup-
port. For example, the work by [27] proposed and show-
cased a framework that proposed collaborative activities
catered to the unique requirements and inclinations of stu-
dents. This was accomplished through the utilization of the
Artificial Neural Network (ANN) and the Weighted Sum
Model (WSM).

Table 3 presents a comprehensive overview of the salient
features of the noteworthy studies discussed, encompassing
the research direction pursued, the Al model or technique
employed, as well as the key findings or benefits derived from
each study.

2) INTEGRATING SMAC IN TERTIARY EDUCATION

SMAC (Social, Mobile, Analytics, Cloud) are four techni-
cal platforms and technologies that underpin an ecosystem
that supports digital transformation for organizations and
businesses. In tertiary education, the application of SMAC
contributes to transforming operations and management,
helping to create competitive advantages, and bringing new
opportunities.

The emergence of social media platforms brought about a
significant transformation in the manner in which individuals
communicated and exchanged information with one another.
In the realm of education, social media platforms introduced
novel prospects for interaction and learning between teachers
and students, which were previously unfeasible. Teachers
leveraged social media platforms to disseminate vital infor-
mation regarding assignments, class schedules, and other per-
tinent matters in real-time. Additionally, they utilized these
platforms to respond to student inquiries, provide feedback
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TABLE 3. Summary of Studies in Education Using Artificial Intelligence Techniques.

Ref.  Research direction

Al model or technique

Key findings/benefits

[23]  Behavioral analytics

[24]  Student engagement

Al models

Machine learning

Identify high-risk students for
dropout in first year
Identify low-engagement

algorithms students and notify teachers
. Machine learning Enhances students’ learning
[25]  Intelligent tutors algorithms performance

‘WordNet with Cosine
similarity algorithm

ANN and WSM

[26]  Assessment and evaluation

Recommending collaborative

(271 activities

Automatic classify the

exam question

enhances students’ academic
performance

on academic assignments, and offer supplementary resources
and materials to reinforce student learning [28].

These platforms also facilitated access to a wide range of
educational content and resources, previously unavailable,
through platforms such as YouTube, Pinterest, and LinkedIn.
Furthermore, social media created new opportunities for col-
laboration and peer-to-peer learning, allowing students to
connect with others, share ideas, and work collaboratively on
projects, thereby developing essential social and teamwork
skills while deepening their understanding of the subject
matter.

Mobile technology has played a crucial role in our daily
lives, and its impact on education, particularly in tertiary
institutions, was significant. The use of mobile technology
allowed students to access a wide range of learning materials,
including videos, podcasts, and e-books. It also provided stu-
dents with the opportunity to attend virtual classrooms, webi-
nars, and online discussions, making distance learning and
learning at their own pace feasible. The adoption of mobile
technology also enabled students to communicate with their
teachers and classmates, as well as complete coursework and
assignments using their mobile devices, providing greater
flexibility to balance academic commitments and personal
lives, ultimately increasing access to tertiary education. Fur-
thermore, mobile technology facilitated efficient collabora-
tion among students, who could seamlessly work on group
projects, share notes, and communicate using various mobile
apps. An article by [29] explored the adoption and impact of
mobile learning (m-learning) in higher education. The study
assessed the critical factors for the adoption and application
of m-learning in higher education using a sample of students.
The factors associated with the adoption of mobile learning in
higher education were classified into seven primary groups.
The results showed that m-learning had the potential to be a
promising educational technology for improving educational
environments and fostering a culture of usage.

The utilization of data analytics brought about a paradigm
shift in higher education by offering institutions the capa-
bility to attain insights into student performance, identify
areas that required improvement, and optimize teaching and
learning approaches. Data analytics played a pivotal role
in promoting personalized learning by delineating individ-
ual student needs and preferences, allowing institutions to
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customize the learning experience to address each student’s
unique requirements. Moreover, predictive analytics could be
implemented to detect students who were at risk of academic
underperformance or attrition, providing targeted support and
thereby enhancing retention rates and academic outcomes.
The curriculum design was also benefited through data ana-
lytics by analyzing student performance data and refining the
curriculum to better cater to student needs. The optimiza-
tion of resources was realized through the identification of
underutilized resources and their reallocation to maximize
resource efficiency. Finally, data analytics was employed
for institutional research to inform strategic planning and
decision-making at the institutional level. In summary, data
analytics transformed higher education by enabling evidence-
based decision-making that improved student outcomes and
fostered institutional effectiveness. The authors in [30] dis-
cussed how data analytics could be used in higher education
to understand and model teaching processes. They introduced
terms such as Learning Analytics, Academic Analytics, and
Educational Data Mining, which were highly correlated and
could build upon each other. The authors proposed a unified
definition and framework for their use in higher education.
This framework could help researchers explore new contexts
and areas of inquiry in educational data analytics.

Cloud computing has revolutionized the approach to tech-
nology and data in the education sector, offering a solution
to the challenges faced by educational institutions such as
scaling up, infrastructure requirements, providing affordable
education, and improving the quality of education. The adop-
tion of cloud computing has enabled educators to focus on
teaching and learning rather than managing IT infrastructure
and has provided a wide range of educational resources and
tools that enhance learning. Further, cloud computing has also
facilitated personalized learning experiences by providing
insights into student performance through data and analyt-
ics. In [31], the authors conducted research on the use of
mobile cloud computing (MCC) services in higher educa-
tion, developing a model to predict the effect of students’
information management practices on their attitudes towards
MCC services. The findings recommended the promotion of
MCC services for personal information management, with
the design of authentic learning environments and adequate
support for students in using these services.
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TABLE 4. Overview of reviewed sources on SMAC in education.

Ref. Technology Focus

Key findings/benefits

[28] Social Platform
[29] Mobile

[30] Analytics

(31] Cloud computing Students’ attitudes towards

Use of Platforms for Student Engagement
Adoption and Impact of Mobile Learning

Data Analytics in Higher Education

Mobile Cloud Computing Services

enhances students’ academic performance
learning anytime and anywhere

improving student success and retention,
identifying at-risk students, and

supporting personalized learning

improve the student’s academic performance
and efficiency of the learning tasks

Further, cloud computing offered more secure data storage
and backup solutions, which ensured that educational institu-
tions could protect sensitive data such as student records and
research data from cyber threats and data loss. Nevertheless,
the scalability of cloud computing meant that educational
institutions could easily expand or downsize their computing
resources according to their needs, making it easier to accom-
modate fluctuations in student enrollment or changes in the
curriculum.

Table 4 provides a thorough summary of the sources that
were reviewed on SMAC in education. The table covers
various aspects such as research direction, technology, focus,
and key findings or benefits of each study.

3) APPLICATION OF loT IN THE TERTIARY EDUCATION

The Internet of Things network system helps increase connec-
tivity between physical devices, from computers, and mobile
phones to tablets, cameras, and wearable devices. The sen-
sors make learning environments more intelligent and more
interconnected than ever before. This improves the education
system and brings a lot of added value to the physical teaching
environment. [oT also changes the way schools operate, the
teaching and learning process, and increases students’ learn-
ing experience with a variety of features. The applications of
IoT in tertiary education can be categorized into the following
groups.

IoT has revolutionized the way that universities and col-
leges manage their campuses. With the use of sensors and
connected devices, institutions can now monitor various
aspects of their campus environment in real-time and make
data-driven decisions to improve the overall experience for
students, faculty, and staff. One of the most common IoT
applications on campus is for temperature control systems.
These systems use sensors to monitor the temperature in
various buildings and adjust heating or cooling systems
accordingly. This not only ensures that students and staff are
comfortable but also helps to conserve energy and reduce
costs.

Smart camera systems are another popular application of
IoT on campus. These cameras can be used for security
purposes, such as monitoring entrances and exits, but they
can also be used to track foot traffic and identify areas of
congestion or bottlenecks. This information can be used to
optimize building layouts and improve the flow of foot traffic.
Energy management is another area where [oT can be particu-
larly useful. By using sensors to monitor energy consumption,
universities can identify areas where energy is being wasted
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and take steps to reduce consumption. This not only helps to
reduce costs but also contributes to a more eco-friendly and
sustainable campus [32].

In addition to managing the campus environment, IoT can
also be used to promote student health and wellness. For
example, fitness trackers can be used to monitor the physical
activity of students in real-time, and this information can be
used to develop targeted fitness programs or to encourage
healthy behaviors. Similarly, sensors can be used to measure
students’ stress levels and provide support and resources to
those who may be struggling [33].

The integration of IoT technology in physical classrooms
has led to the development of smart physical classrooms.
These classrooms are equipped with a range of devices and
sensors that can be used to enhance the learning experience
for students and teachers alike. One of the key benefits of
a smart physical classroom is the ability to tailor teaching
to the emotional and cognitive states of individual students.
By using sensors to monitor student behavior, such as facial
expressions, posture, and even heart rate, teachers can gain
valuable insights into how their students are feeling and adjust
their teaching style accordingly. This can help to improve
student engagement and retention. In addition, smart physical
classrooms can also be used to monitor the learning process
in real-time. For example, by using sensors to track student
progress and engagement with learning materials, teachers
can identify areas where students may be struggling and pro-
vide targeted support and feedback [34]. Another important
feature of smart physical classrooms is the ability to com-
bine IoT technology with Al to control student attendance.
By using facial recognition technology, for example, smart
physical classrooms can automatically track student atten-
dance and ensure that all students are present and accounted
for.

IoT technology integrated into the teaching and learning
process has the potential to transform education by enabling
personalized and adaptive learning experiences for students.
With the help of IoT devices, students can learn anytime,
anywhere, and at their own pace. By using sensors and con-
nected devices to gather data on student learning behaviors
and preferences, educators can design an adaptive curriculum
that responds to the individual needs of each student [35].
For example, a student who is struggling with a particular
concept may be presented with additional resources or per-
sonalized instruction, while a student who is excelling in a
particular area may be given more challenging material to
work on.
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TABLE 5. Overview of reviewed sources on loT in education.

Ref.  Research direction Focus

Key findings/benefits

10T integration in building

[32] Smart Campus management systems

[33]  Smart Campus
[34] Smart classroom

[35] Teaching and learning using ToT devices

detecting perceived stress in students
using IoT devices and machine learning
using sensors to monitor affective

and cognitive state of the student
designing a teaching prototype

energy savings and environmental sustainability

automatically detecting the stress level in students

enhances students’ motivation,
attention and engagement

helps design an adaptive curriculum
and personalized learning

Table 5 provides a thorough summary of the sources that
were reviewed on [oT in education. The table covers various
aspects such as research direction, focus, and key findings or
benefits of each study.

4) BLOCKCHAIN APPLICATION IN TERTIARY EDUCATION
Blockchain technology has immense potential to support dig-
ital transformation in tertiary education due to its resistance
to data change. Additionally, the utilization of a decentralized
platform helps develop a platform in education that require
clarity, data unalterable, security, and privacy. Furthermore,
this technology empowers the development of decentralized
applications dependent on peer-to-peer (P2P) transactions
whose rules and the process can be automated using smart
contracts capable of automatically executing the terms and
agreements between the parties in the contract.

Apart from controlling the distribution and storage of
important documents, such as degree certificates and tran-
scripts, blockchain technology can also be utilized for
other applications in the educational sector. For instance,
blockchain can be used to store and share literacies, knowl-
edge, as well as skills that learners have achieved during
their studies [36]. This can create a decentralized system for
sharing educational content that is accessible to learners from
around the world, eliminating the need for intermediaries and
ensuring the authenticity of the content.

Furthermore, blockchain technology can be used to create
smart contracts that enforce the terms of training regulations
automatically. This can help to improve accountability and
transparency in the education sector by ensuring that all stake-
holders follow the agreed-upon rules and regulations [37]. For
instance, if a student violates a rule, the system will auto-
matically record the student’s file and issue the appropriate
disciplinary action.

Another area where blockchain-based applications can be
useful is in copyright management. By using a distributed
ledger, blockchain can provide a secure and transparent sys-
tem for managing copyright ownership and licensing. This
can help to protect the intellectual property rights of cre-
ators and ensure that they receive fair compensation for their
work [38].

Finally, blockchain technology can also be used to transfer
student credits between universities. This can help to facil-
itate the process of transferring credits from one institution
to another, making it easier for students to continue their
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education without the need to repeat courses or modules [39].
This can also help to reduce the administrative burden on
educational institutions, making it easier for them to manage
student records and credentials.

Table 6 presents a comprehensive overview of the sources
that were examined regarding the use of blockchain in the
field of education. The table encompasses a range of facets,
including research direction, focus, and key findings or ben-
efits of each study.

5) OHERS TECHNOLOGY

VR allows users to fully immerse themselves in a
computer-generated environment and interact with it in real-
time, and has a range of applications in fields such as
entertainment, education, and training. For example, VR can
be utilized to create immersive training simulations that
support teaching and learning [40] or set up Massive Open
Online Courses (MOOCs) with VR support [41]. AR, on the
other hand, involves superimposing digital information onto
the physical world, often through the use of a smartphone
or similar device. It has numerous potential applications,
including in retail, marketing, and education, and can be
utilized to provide product demonstrations or to enhance the
customer experience in a retail setting. Both VR and AR have
the ability to transform the way organizations interact with
their customers and employees, and are expected to play a
significant role in the digital transformation process in the
coming year.

The implementation of Robotic Process Automation in
the context of tertiary education refers to the utilization of
software robots for automating repetitive and routine tasks
within the administrative and operational functions of the ter-
tiary institution. These tasks may include data entry, schedul-
ing, and record-keeping. The implementation of RPA has
the potential to significantly streamline and optimize these
processes, reduce the workload of staff, increase efficiency
and accuracy, and allow for the allocation of valuable time
and resources toward more strategic and creative initiatives.
Furthermore, RPA has the potential to enhance the student
experience by providing faster response times and reducing
the possibility of errors in processes such as enrollment,
financial aid, and grade reporting. For instance, in [42], the
authors emphasized the importance of RPA robots, NLP,
and ML in transforming education through the acceleration
of the education system’s evolution from information to
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TABLE 6. Overview of reviewed sources on blockchain in education.

Ref.  Research direction Focus

Key findings/benefits

[36] Knowledge certification

[37] Smart contracts

use blockchain technology

for verifying educational credentials
Smart contracts in academic

history and issue degree certificates

intermediary elimination and content authenticity

mitigate issues related to fraudulent
degree certificates and lost academic records

blockchain-enabled solution to

[38]  Copyright management

[39]  Trusted educational framework

protect the intellectual property rights
blockchain-based decentralized
framework for credit transfers

effectively manage intellectual property

enhances transparency, efficiency,
and security in credit transfers

TABLE 7. Overview of reviewed sources on other technology in education.

Ref.  Technology Focus

Key findings/benefits

[40]  Virtual reality
[41]  Virtual reality

[42]  RPA robots using NLP, ML to develop

intelligent tutoring robot

[43] Interactive tools

create immersive training simulations
set up MOOCs with VR support

using bioinformatics workflow
tool to conduct experiments

support teaching and learning process
enhances students’ academic performance

support students’ learning process

enhance the teaching and learning process

intelligence. It highlighted the potential of these technologies
to create innovative educational tools, including Intelligent
Tutoring Robots.

The integration of additive manufacturing, also known as
3D printing, into tertiary education has become a subject of
increasing interest. In this context, tertiary education refers
to universities and other higher education institutions that
offer courses and research programs. The purpose of incor-
porating 3D printing into tertiary education is to provide
students with the necessary knowledge and skills to design,
create, and produce objects using 3D printing technology.
This can encompass subjects such as engineering, design,
materials science, and digital fabrication. The inclusion of
additive manufacturing in tertiary education offers students
the opportunity to gain practical experience in a rapidly
expanding and vital technology, preparing them for careers
in industries that heavily rely on 3D printing. Additionally,
incorporating additive manufacturing into research programs
has the potential to lead to new innovations and advancements
in the field.

Interactive tools can provide substantial support in the
teaching process by offering an engaging and participatory
learning experience for students. These tools encompass a
wide range of applications, from virtual simulations and
games to interactive presentations and quizzes. Interactive
tools serve to clarify abstract ideas through visualization, pro-
vide practical exposure to real-world situations, and enhance
student involvement in the classroom setting. The utilization
of interactive tools in teaching, therefore, offers a dynamic
and efficacious learning environment for students. As an
example, the authors in reference [43] presented a new idea
by using a workflow tool to enhance the teaching and learn-
ing of bioinformatics. The tool enables the performance of
experiments, the execution of various algorithms, and the
visualization of outputs to draw conclusions that are taught
in lectures.

40962

Table 7 presents a comprehensive overview of the sources
that were examined regarding the use of other technology
in the field of education. The table encompasses a range
of facets, including technology, focus, and key findings or
benefits of each study.

B. DISCUSSION
1) TECHNOLOGIES FOR TRANSFORMING THE TERTIARY
EDUCATION INSTITUTIONS
The development and implementation of AIEd systems
require a coordinated effort, which is best achieved through
collaboration between the research community and educa-
tors. While researchers provide technical expertise, educators
bring practical insights into the implementation and effective-
ness of the systems. To ensure ethical AIEd development,
transparency in data collection and decision-making algo-
rithms are essential, and continuous evaluations and improve-
ments should be made. Furthermore, these systems should be
designed to be accessible and inclusive, while also integrating
seamlessly with existing educational technologies. Adequate
training should be provided to educators to interpret and
utilize data effectively, as well as intervene when necessary
to support struggling students

The potential of SMAC technologies, including Social,
Mobile, Analytics, and Cloud, is emphasized in the text as
vital for organizations’ and businesses’ digital transforma-
tion, including tertiary education. Institutions can explore
these technologies’ potential to enhance operations, manage-
ment, and student learning outcomes. Social media platforms,
as per the research cited, can foster communication among
various stakeholders and support online learning communi-
ties. Institutions can use these platforms to create signifi-
cant interactions, support self-directed learning, and improve
student retention. Mobile technologies and platforms can
allow flexible learning and create equity in digital learning,
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and institutions can adopt them to improve communication
skills and academic achievement. Data analytics can provide
insights into the factors affecting education, and big data anal-
ysis can personalize curricula, suggest appropriate learning
methods, and aid in career orientation. Finally, cloud com-
puting can reduce costs and improve the quality of education
by providing necessary infrastructure, software, and hosting
services, and institutions can utilize it to scale up, meet
infrastructure requirements, provide affordable educational
services, and improve quality education

Educational institutions can benefit from investing in
IoT technology to create a smart campus and classrooms,
ultimately enhancing energy efficiency, monitoring student
well-being, and providing personalized learning experiences.
Nevertheless, it is crucial for teachers to be trained on how
to effectively use IoT devices to tailor their teaching to
students’ emotional and cognitive states, which can lead to
increased student engagement and improved learning out-
comes. In addition, educational institutions should explore
the use of IoT devices to design an adaptive curriculum
and personalized learning experiences that cater to individ-
ual needs and preferences. The integration of IoT devices
into online learning platforms can also improve the quality
of distance learning and facilitate remote learning. Never-
theless, privacy and security should remain a top priority
when implementing IoT devices in educational institutions,
ensuring compliance with relevant regulations and imple-
menting appropriate security measures to protect students’
data. Ultimately, educational institutions should continue to
monitor IoT technology developments and explore new ways
to integrate them into their teaching and learning processes to
improve the quality of education and prepare students for the
digital world.

Implementing blockchain-based systems for the secure
storage and distribution of degree certificates and transcripts
for students is essential to reduce fraud and ensure the
safety of these documents. To achieve this, collaboration with
blockchain developers and incorporating blockchain-based
solutions into existing education systems is necessary. Addi-
tionally, utilizing blockchain for the storage and sharing of
learners’ knowledge, literacies, and skills acquired during
their studies is beneficial. Creating a decentralized platform
where learners can upload their achievements, which can
be verified and shared with potential employers or other
institutions, is recommended. Another way to enhance the
efficiency of education systems is by creating smart con-
tracts that enforce training regulations automatically, reduc-
ing the workload of administrators and ensuring that rules
are followed consistently. In addition, utilizing blockchain
to improve the safety and reliability of copyright man-
agement is another promising application. By creating a
blockchain-based system that records the ownership and
transfer of intellectual property rights, the integrity and own-
ership of digital assets can be secured. Lastly, exploring the
use of blockchain for transferring student credits between
universities can be achieved by creating a secure platform that
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allows universities to validate and transfer credits between
institutions, ensuring that learners receive appropriate recog-
nition for their achievements.

In order to enhance operations and transform educational
institutions, it is worth considering the implementation of
other technologies. Firstly, the exploration of the use of vir-
tual reality VR and augmented reality AR can significantly
enhance customer experiences, and training programs, and
streamline operations. For instance, creating VR simulations
to train employees in complex procedures or using AR to
provide customers with virtual product demonstrations can
revolutionize the way organizations interact with their cus-
tomers and employees. Secondly, the adoption of RPA in
administrative and operational tasks can free up valuable
time and resources for staff to concentrate on more strategic
initiatives. Automating repetitive tasks such as data entry,
scheduling, and record-keeping can significantly optimize
these processes, leading to increased efficiency and accu-
racy. Thirdly, the incorporation of 3D printing into tertiary
education can provide students with practical experience in
this rapidly expanding technology. This can prepare them for
careers in industries that heavily rely on 3D printing. The
inclusion of additive manufacturing into research programs
can also lead to new innovations and advancements in the
field. Finally, the use of interactive tools in teaching can
create a dynamic and engaging learning environment for
students. Such tools may include virtual simulations, games,
presentations, and quizzes to clarify abstract ideas, offer prac-
tical exposure to real-world situations, and promote student
involvement in the classroom setting.

The advent of technology has brought about a signifi-
cant transformation in the way we acquire knowledge, com-
municate, and share information. The widespread usage of
technology such as social media, virtual environments, and
artificial intelligence has become ubiquitous in our daily
lives, including education. Although the integration of tech-
nology in education has its advantages, it has also raised
concerns about the potential impact on cognitive abilities and
conventional learning methods. As a result, it is imperative
to comprehend the effect of technology on education and
cognitive abilities to devise effective measures that endorse
responsible usage and preserve academic integrity. Therefore,
measuring the impact of technology plays a pivotal role in
the evaluation of its influence on education and cognitive
abilities. The importance of measurement in assessing the
impact of technology on education and cognitive abilities
cannot be overstated. As technology is transforming tradi-
tional patterns of education, it is presenting both benefits
and challenges to learning. Consequently, concerns are grow-
ing about the potential decline in cognitive abilities among
individuals. To address these concerns, employing a com-
prehensive approach to measuring the impact of technology
is necessary. This approach can provide us with a deeper
understanding of its effects on learning outcomes and cog-
nitive development. By doing so, we can develop effective
strategies that promote the responsible use of technology,
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safeguard academic integrity, and preserve cognitive abilities.
Hence, it is imperative to prioritize the need for measurement
when evaluating the influence of technology on education and
cognitive abilities.

2) STRATEGIES TO ENHANCE STUDENT LEARNING

IN THE DIGITAL ERA

To effectively engage student learning in the digital era, espe-
cially Generation Z, sociologists suggest that teachers should
modify their teaching methods, incorporate technology and
resources, and increase interaction in the classroom. Accord-
ing to [44], educators should pay attention to the following
strategies to meet the needs of this digital-born generation:

- Visual learning methods should be given attention: It
has been demonstrated through research that the learning
methods of today’s young people differ from those of pre-
vious generations. As a result, long-form training programs
with elaborate explanations are no longer effective. It has
been found that this younger generation is more receptive to
learning through familiar tools and that they are particularly
adept at visual learning. In a recent study [45], it was shown
that the incorporation of video into educational content can
be highly effective.

- Emphasis should be placed on critical thinking and
problem-solving skills: Critical thinking and problem-solving
are important skills for people of all ages, but they are
particularly relevant for Generation Z, who are growing up in
an increasingly complex and rapidly changing world. In order
to develop these skills, it is important for Generation Z to
have opportunities to engage in activities that require critical
thinking and problem-solving. These might include things
like analyzing and evaluating news articles, debating issues
and viewpoints, working on group projects, and solving
puzzles and brainteasers. It is also important for Generation
Z to be taught how to think critically and solve problems in
a structured way, using tools and techniques like problem-
based learning, design thinking, and the scientific method.
By learning how to approach problems in a systematic
and logical way, they will be better equipped to tackle the
challenges they will face in their personal and professional
lives.

- Adapt the lectures to meet the needs and time constraints
of young people: As educators, it is crucial to consider the
needs and time constraints of young people when adapting
lectures. These students may have different learning styles,
interests, and schedules than older students, and it is essential
to take these factors into account when designing and deliv-
ering lectures. One way to do this is by utilizing a range of
teaching methods, including interactive activities, group dis-
cussions, and multimedia presentations, to engage and stimu-
late young learners. It is also important to ensure that lectures
are appropriately paced, with breaks and opportunities for
questions and feedback. Additionally, it may be beneficial to
consider the timing and duration of lectures, as young people
may have shorter attention spans or other time constraints due

40964

to extracurricular activities, family responsibilities, or other
commitments. By adapting lectures to meet the needs and
time constraints of young people, educators can create a
more inclusive and effective learning environment. There-
fore, it is important to remain flexible and open to trying new
approaches to meet the diverse needs of young learners.

3) CHALLENGES AND FUTURE RESEARCH DIRECTIONS

The integration of digital technologies into the realm of
education has brought about a transformative change in the
manner in which we learn and instruct. Despite the many
benefits, the implementation of these technologies has also
raised a number of challenges and open issues that demand
our attention as follows:

a: CHALLENGES

- The application of technologies requires infrastructure
such as network systems, equipment, services, and inter-
net speed to develop to a certain extent. Nevertheless,
in reality, many higher education institutions have not
yet met the requirements for digital transformation. For
instance, the absence of proper infrastructure, such as
adequate internet connectivity, can render the utilization
of technology a hindrance to the educational process
rather than a benefit. It is important for institutions to
overcome these challenges and embrace digital transfor-
mation in order to remain competitive and relevant in the
rapidly changing education landscape

- The application of technology requires lecturers and
students to have the ability to use them respectively.
Otherwise, digital education could turn out to be a dis-
aster. For instance, if instructors are not equipped with
adequate training in utilizing technology for delivering
instruction, they may encounter technical difficulties
during lessons and struggle to effectively engage their
students. In the same vein, learners who lack the nec-
essary technology proficiency may find it challenging
to keep pace with a digitally-enhanced class, leading
to a decrease in motivation and compromised learning
outcomes.

- The proliferation of digital technologies has resulted in
growing concerns regarding the protection of personal
information and privacy. The exponential growth of the
internet and online services has resulted in the collec-
tion, storage, and sharing of personal data by various
organizations, frequently without the explicit knowledge
or consent of the individual. This has generated appre-
hensions about the potential abuse of personal informa-
tion and the aftermath of data breaches, such as identity
theft, financial fraud, and other violations of privacy.
To alleviate these concerns, governments, and organi-
zations are adopting privacy regulations and technolo-
gies aimed at safeguarding personal data. Despite these
efforts, the preservation of privacy remains a formidable
challenge in the digital era.
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b: OPEN ISSUES

- What are the significant challenges that stakeholders
such as faculty, businesses, and students must face due
to the digital technology revolution?

- Which digital technology better supports the interaction
between the school and employers, alumni?

- How to monitor the impact of digital technology on
university operations?

- What are the methods to convince faculty and students
to use new technology?

V. CONCLUSION
In conclusion, the present study sheds light on the prominent
technological advancements driving digital transformation in
tertiary education. Through a comprehensive examination of
the literature, the authors identified five key themes including
Al SMAC, IoT, Blockchain, and other relevant technologies.
These advancements have demonstrated their ability to nar-
row the divide between education and industry, thereby pro-
viding students with practical and applicable education that
equips them for the demands of the contemporary workforce.
Given the rapidly evolving technological landscape, it is
essential for educational institutions to adopt a proactive
approach toward digital transformation. The effective inte-
gration of cutting-edge technologies has the potential to
drive positive change and enhance learning outcomes and
is therefore a vital component of modern tertiary education.
Nevertheless, the authors recognize that there are limitations
and obstacles associated with the implementation of these
technologies that require further examination. As such, future
research should focus on exploring efficient strategies for
applying digital technologies in tertiary education. This study
serves as a foundational step in this critical inquiry, emphasiz-
ing the importance of digital transformation and the potential
benefits of utilizing the latest technological advancements in
tertiary education.
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