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ABSTRACT RFID tags are prone to counterfeit attacks in supply chain scenarios. The attacker often uses
counterfeit tags to replace stolen tags to avoid being detected by the inventory process. To defend against such
attacks, existing hash-based schemes have to know the hash functions embedded in tags, which are usually
unavailable in large scale systems. This letter proposes a novel group-based slot constraint (GSC) scheme
for lightweight counterfeit tag detection in RFID-enabled supply-chain systems. GSC can be integrated into
the identification process by leveraging elaborately designed group hash functions to authenticate tags based
on their slot correlation. That is, the tags in the same group can always map to slots with a fixed offset, which
offers evidence for identifying counterfeit tags with an abnormal slot index. We also provide a theoretical
analysis of the time slots required to achieve the desired accuracy. The simulation results show that GSC
provides reliable accuracy without knowing exact hash functions.

INDEX TERMS RFID authentication, counterfeit tag detection, shift-hashing.

I. INTRODUCTION
Radio Frequency Identification (RFID) tags are widely
deployed in supply chain systems to support real-time inven-
tory tracking, electronic theft protection and smart business
decision-making [1]. Most of the existing RFID systems use
tag identity, including EPC ID and TID, to label and identify
the tag. These identities help trace the tagged items in the
supply chain [2], obtain local real-time inventory [3], and
identify theft or counterfeit attacks [4], [5] in the systems.
Amajor challenging issue shared by the above scenarios is ID
leakage. Since EPC and TID are stored on the open memory
bank of the tag, they can be easily obtained by the attacker
with a standard Gen2-compliant RFID reader [6]. After that,
it is feasible for the attacker to build a counterfeit tag [7] with
the same EPC and TID as the valid tag, to cheat and fool
the RFID system. The current identity-based system cannot
detect these abuses even if valid tags have been replaced by
counterfeit tags, thus leading to severe financial losses.

To address this problem, a series of tag authentica-
tion schemes have been proposed to achieve effective tag
authentication with various additional tag features. They can
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be classified into three categories: cryptography approach,
physical fingerprint approach and hash index approach.
Cryptography-based authentication schemes [8] use cryp-
tographic keys and protocols to establish a secure channel
between the RFID tag and the reader. This channel ensures
that only authorized readers can communicate with the RFID
tag and access the information stored on tag. It protects the
privacy and integrity of sensitive information stored on RFID
tags [9], and prevent unauthorized access to RFID systems.
Although the recent advance in elliptic curve cryptography
have improve the computation efficiency and robustness of
cryptography authentication [10] significantly, such approach
is still hard to be deployed on passive tags system with
extremely scarce storage and computing resources.

Physical fingerprint-based authentication schemes [4], [5]
take advantage of the signal characteristics (RSSI and phase)
introduced by the distinct hardware characteristics to authen-
ticate tags. For example, due to their personalized hardware
characteristic, different tags may introduce a distinct phase
offset to the same reader’s query. Also, different tags may
have different lifetimes after being charged by wireless sig-
nals. However, physical fingerprint approaches are usually
suitable for small-scale scenarios with a limited number of
tags because it is very hard to find a unique global physical
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fingerprint to classify the target tags from others. When it
comes to authenticate a large number of tags, physical fin-
gerprint approaches usually introduce a long delay because
they need to deploy a group of tags to a singleton item and
scan the same tag several times to obtain reliable low-level
feature sequences.

Hash index-based authentication schemes [7] are the most
related work to our paper. It is a lightweight authentication
scheme that takes advantage of the slot index picked up
by the tag during the communication frame to authenticate
a tag [11]. The slot index is generated by an irreversible
one-way hash function with the input of a tag EPC and a ran-
dom seed r . If each tag has a distinct hash function, the attack-
ers cannot know the hash function and thus fail to make a
perfect counterfeit tag with the same slot index sequence pro-
duced by the original one. However, the hash-based scheme
assumes the authenticator exactly knowing the hash functions
embedded in each individual tag [12], [13], which is very
challenging and bring much complexity to the RFID system.
A central authentication server is needed for managing the
embedded hash functions of each tag, and distribute the hash
functions to trust user at needed time.

To reduce the system cost of RFID tag authentication sys-
tem and support fast authentication without prior knowledge,
we propose a practical group-based slot constraint (GSC)
scheme for lightweight counterfeit detection. A major objec-
tive of the proposed method is to authenticate tags without
knowing the hash function embedded in each tag. To achieve
this goal, we leverage the correlated hash indexes among
different tags within the same trusted community to detect
counterfeit tags. This idea is inspired by our observation that
a group of tags usually coexists in the supply chain from
top-tier suppliers to end-tier distributors due to the packaging
and delivery policy [6]. Hence, this group of tags can be
regarded as a trusted community, and the tags in the same
community can be used to authenticate each other. However,
the implementation of the trusted community faces the chal-
lenge of building a verifiable slot index relationship between
tags in the same group. As in classical RFID system, each
tag uses completely independent random hash functions, and
there is no relationship between their slot indexes.

To fill this gap, this paper proposes leverage shift hashing
to build a strong correlation between tags in the same com-
munity. The shift-hashing is a hash function that can be used
to encode extra metadata with an extra shift component [14],
[15]. The tags in the same trust community adopt the same
shift hash function f (·) = h(·) + oi(·) to choose their slot,
which includes an anonymous hash part h(·) to generate a
shared anchor slot for this trusted community, and a public
linear offset part oi(·) to generate a distinct offset for a specific
tag. To generate the shared anchor slot, the tags in the same
community i should compute the anchor slot h(gi) with a
shared group id gi. The shared group ID is common in the
supply chain, since when a batch of items belonging to the
same category are packaged in a large box for convenient
transportation, they usually have a shared prefix ID, which

can be chosen as the group ID. Meanwhile, to generate a
distinct offset for each individual tag, a straightforward solu-
tion is to assign each tag in the group gi a unique sequence
index dj, which generate a linear offset value with linear offset
function oi(dj) = c ∗ dj, and the offset between arbitrary
tag j and tag k can be determined as an constant offset
offjk = o(dj) − o(dk ) = c ∗ (dj − dk ). With the shifting
hash function, the slot index picked by arbitrary tag j in group
i can be represented as f (idj) = h(gi) + o(dj), The major
benefits of shifting hash function is that it always maintains
constant offset between two tags in the same community.
By leveraging this constant slot correlation constraint, we can
identify counterfeit tags since they fail to build the pattern
of anonymous hash function, and fail to keep the constant
slot-correlation with other tags in the same community.

The major contributions of this paper are summarized as
follow:

• First, we leverage the shift-hashing functions to build
a verifiable index correlation among tags in the same
trusted community. This is achieved through the inte-
gration of an encoding rule and the shift hashing func-
tion. The encoding rule extracts two segments from the
original EPC ID. The first segment works as a group ID,
which is shared by all tags in the same trusted commu-
nity, and maps them to a shared anchor slot with the
shared anonymous hash function. The second segment
work as an index ID, which specify the inner identity in
the trusted community, which define the constant offset
between any two tags. This makes tags in same trusted
community map to correlated slots with constant offset.

• Second, we design a practical group-based slot con-
straint (GSC) scheme to take advantage of the constant
offset between correlated tags to identify counterfeit
tags. We investigate how to integrate the shift hashing
into the current Aloha-based RFID communication pro-
tocol to efficiently detect counterfeit tags in each aloha
round.

• Third, we provide a detailed theoretical analysis to opti-
mize the parameter settings of the proposedGSC scheme
and show the advantage of the proposed GSC over the
state-of-the-art hash-based authentication approach.

• Finally, we conduct extensive simulations to evaluate
the performance of the proposed GSC scheme. We vary
a number of parameter settings and impact factors to
evaluate its performance under a wide range of scenar-
ios. Simulation results demonstrate that the proposed
GSC schemes can achieve high accuracy in detecting
counterfeit tags.

The remainder of the paper is organized as follows. Sec-
tion II discusses related work, followed by an introduction
to the system model, prior knowledge, and the definition
of problems in Section III. Section V presents the detailed
design of the proposed method, while Section VI presents the
performance analysis of the proposed method. Section VII
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evaluate the proposed method under various system settings.
Finally, Section IX concludes the paper.

II. RELATED WORK
A. CRYPTOGRAPHY-BASED AUTHENTICATION
Cryptography is commonly used to provide security for RFID
systems, and several cryptographic-based RFID authenti-
cation protocols have been proposed in recent years to
develop RFID authentication protocols with varying levels
of security and efficiency. Gildas et al. proposed an RFID
authentication protocol that uses symmetric key cryptog-
raphy and hash functions to provide security against vari-
ous attacks [16]. Ouaissa et al. reduces the complexity of
the authentication process due to the use of Elliptic Curve
Cryptography (ECC) [9]. Alzahrani propose an efficient and
secure TMIS-based protocol that employs lightweight sym-
metric key operations [17]. Dinarvand and Barati proposed
an RFID authentication protocol that is efficient and secure
with lightweight elliptic curve cryptography that has lower
computational overhead and higher security level, and that is
resistant to various attacks, including replay and man-in-the-
middle attacks [10]. Dinarvand and Barati [8] examined the
latest RFID authentication protocols based on elliptic curve
cryptography in terms of security and performance. Although
the cryptography provides high security level and signifi-
cantly reduce the cost in recent year. They have not been
deployed to passive RFID tags due to cost considerations. The
mutual authentication process would increase the hardware
complexity of the tags, results in significant increases on the
manufacturing difficulty and cost.

B. PHYSICAL FINGERPRINT-BASED TAG AUTHENTICATION
Physical-layer tag fingerprint has been investigated for years.
A typical solution is to uses the time-related feature, such
as back-scatter link frequency (BLF) as the fingerprint [18],
which caused due to the clock-drifts of different tag circuit.
Meanwhile, many prior work explored how to use the phase
shift caused by tag diversity to build a fingerprint. Since
the distinction of tag diversity is limited, the current scheme
generally needs to adopt multiple tags to build federated
groups to identify tags [4]. Another popular direction is
to use power-related features as the fingerprint, including
the minimal activating power for tag activation at varying
distance [19], the power distribution in different frequency
bands [20] and the discharging time after losing power from
the reader [5] However, a singleton physical fingerprint is
usually distinguishable on a small scale. In large-scale RFID
systems, there are always tags with fingerprint collision due
to the limited resolution of the fingerprint feature. Although
some solutions can integrate multiple features to obtain reli-
able fingerprints [21], [22], they introduce an extra delay to
collect and identify fingerprints. In addition, it is very hard to
manage such a large volume of fingerprint databases in sup-
ply chain systems that need to be distributed and exchanged
between suppliers and distributors.

C. HASH-BASED DETERMINISTIC AUTHENTICATION
The hash-based authentication approach can also be further
classified into two categories: deterministic authentication
and probabilistic authentication. The deterministic authenti-
cation approach [23], [24] is to authenticate each individual
counterfeit tag in a per-tag manner, which is reliable but
introduces extensive communication costs for ID transmis-
sion. These protocols focus on improving the utilization of
the frame-slotted aloha through dynamical online frame size
optimization. For example, Li et al. applies the hash function
tomap each tag to a specific slot [25] with a certain hash func-
tion. Knowing the hash function, the reader can compute the
expected slots picked by all the registered tags and determine
whether it is a valid tag. To further improve frame utilization,
some recent research tries to leverage multi-hash to resolve
hash collisions. Liu et al. appliedmulti-seed hashing to recon-
cile collision slots to improve the time frame utilization [26].
Xie et al. applied the perfect hash function [27] to Yu et al.
exploited how to apply Gen2 commands to identify missing
tags [28] in commercial RFID systems with well-designed
selective reading, significantly reducing the polling overhead
of the tags on commercial devices. Xie et al. exploited how
to leverage redundant multiple tags to improve the reliability
of tag identifications [29]. The considerable extra cost of
resolving hashing collisions is the major deficiency of deter-
ministic authentication approaches. To authenticate tags in a
per-tag manner, the tag needs to be assigned exclusive slots
free-of collisions. Besides, some assumption needs to be met,
e.g., without the existence of inference tags. Otherwise, the
accuracy of deterministic results will be affected and will fail
to provide a guarantee of authentication results.

D. HASH-BASED PROBABILISTIC AUTHENTICATION
On the other hand, the probabilistic authentication approach
significantly improves time efficiency at the expense of lim-
ited reliability loss. Instead of authenticating RFID tags in
a per-tag manner, the probabilistic approach evaluates the
counterfeit risk and rate of the total tag population, which
aims to detect counterfeits attacks when the number of coun-
terfeit tags exceeds some pre-defined threshold. Tan et al.
initiated prior research on probabilistic authentication and
proposed a hash-based TRP approach to [30] to trigger a
warning message when missing tags exceed a user-defined
error threshold with high reliability. MSMD scheme intro-
duces sampling techniques [31] to achieve reliable miss-
ing tag detection using a small set of sample tags, which
significantly improves the time efficiency. The main idea
is to leverage the birthday paradox to detect rare events
more efficiently. Xie et al. introduces a method to implement
personalized sampling rate for commercial tags with C1G2
commands [32]. Moreover, some advanced data structures,
e.g., bloom filter [33] and minimal are also introduced to
detect counterfeit tags distributed in multiple overlapped
regions. However, the probabilistic approach only provides
an overview of the system’s status.
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TABLE 1. Compression with different type of authentication protocols.

E. COMPARISON WITH ABOVE METHODS
The differences between the different types of protocols
are summarized in Table 1. Cryptography methods have a
medium execution time due to the mutual authentication
process between the reader and the tags and also provide
high security protection. However, they need to implement a
computation-intensive enciphering algorithm on tags, which
may significantly increase the cost of tags. Physical finger-
print is C1G2-compliant solution, which means it can be
easily deployed on current devices. However, the fingerprint
is easily to be influenced by the environment, and the finger-
print from different tags could be indistinguishable, which
makes it is hard to be applied to verify a large number of
tags. Finally, the hash-based solution is a lightweight authen-
tication approach that can be executed very quickly since it
integrates the authentication process into the communication
process. However, it assumes that each tag holds a private
hash function, which should be known to the verifier but keep
private to the attacker. However, when the hash function is
transmitted to the verifier, the hash function may be leaked,
compromising the protection provided by the hash function.
This paper proposes to design an efficient hash method to
defend against the hash leakage problem. Our solution uses
the offset of the slot between the correlated tags to verify their
membership. This method is self-explanation, and thus the
private hash function does not need to be transmitted, which
reduce the attack surface of the system, reduce the network
transmission and provide higher security of hash credentials.

III. SYSTEM MODEL AND PROBLEM DEFINITION
A. SYSTEM MODEL
This paper considers common RFID systems consisting of a
large number of tags to label items tagged, a single reader
to access data stored on the tags, and a back-end server to
handle and process data captured by the reader [3]. The reader
and server can be seen as a unified central integrator unit,
one for communication-intensive data access tasks and one
for handling computation-intensive data retrieving tasks. The
reader is controlled by the server with the Low-Level Reader
Protocol (LLRP), and uploads all the sensing data to the
server; this enables us to obtain valuable information from
the RFID data stream with very low latency.

B. COUNTERFEIT ATTACK MODEL
We mainly face counterfeit RFID tags in RFID systems,
which occurs in a practical scenario where attackers try
to steal valuable tagged items for inappropriate benefits.
To avoid being detected by the system manager, the attacker

tries to hide the theft activity and replace the stolen tags with
counterfeit tags with the same ID. If the manager uses the tag
identity as the tag’s fingerprint, theft tags cannot be detected,
which introduces significant economic loss and becomes one
of the major risks for RFID systems.

C. COMMUNICATION MODEL
We assume the reader communicates with the tags through
a frame-slotted aloha specified by the EPC C1G2 standard.
In the frame-slotted Aloha protocol, the entire time frame is
divided into f slots. Each tag idi will use anonymous hash
functions h(·) to choose a slot index h(idi) within a given time
frame. To minimize the cost of RFID tags, RFID tags cannot
support complex collision avoidancemechanisms. Therefore,
tag collision is a major challenge for RFID communication
systems. A tag can successfully send its information to the
reader only when the tag selects an exclusive slot. When
multiple tags send their data at the same time, their signal
responses will collide and nothing will be detected by the
reader. Although some optimization algorithms have been
proposed to improve the utilization of time frames, the opti-
mal upper bound is below 1/exp(1) ≈ 0.368. To break this
bottleneck, we need to develop novel techniques to resolve
collision slots.

IV. PROBLEM DEFINITION
Let N = {x1, x2, · · · , xn} be the set of candidate tags to
be verified by the reader, whose IDs are unknown to the
reader. Moreover, tags are divided into k logical groups
{G1,G2, · · · ,Gk} in prior [34], [35] according to their EPC.
The tags within each group Gi are assigned to correlated slot
indexes with shared hash functions hi. The attacker in the
supply chain may stealm (m ≤ n) tagsM = {y1, y2, · · · , ym}

from candidate tags N and replace them with the same
number of counterfeit tags C = {z1, z2, · · · , zm}. Besides,
zi ∈ C and yi ∈ M have the same EPC ID and cannot
be classified with each other by identity in the tag memory.
However, since tags can be assigned to random slots with the
anonymous hash function h(·), counterfeit tags zi will always
be assigned to a slots different with the candidate tags yi,
namely h(zi) ̸= h(yi), which provides an interface for the
detection of counterfeit tags.

The tags set that exist in the system are updated to N ′
=

N − C +M after suffering counterfeit attacks. The problem
with counterfeit tags detection is to find counterfeit tags C =

{z1, z2, · · · , zm} from the set of attacked candidates N ′ with
misidentified counterfeit tagsmeet the required accuracy ϵ∗m
with 1 − α reliability. Meanwhile, the main objective is to
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TABLE 2. The notation used in this paper.

minimize the total execution time, including the communi-
cation time of the reader Tcom and the computation time of
the server Tcomp to minimize the impact on the application
layer. The main notation used in this paper is summarized in
Table 2.

V. GROUP-BASED COUNTERFEIT TAG DETECTION
In this section, we present a more detailed design of the
GSC scheme. Specifically, the GSC initializes a single long
time frame to achieve counterfeit tag detection by leverag-
ing the slot constraints between tags from the same group.
The slot constraints are built with a shared shift hashing
function, which maps tags in the same group to correlated
slots determined by the group index of the tag. If the slot
correlation between two tags violate the expected offset cor-
relation, we can regard at least one of them is counterfeit
tag. To identify all counterfeit tags in a group, we can use
a straightforward majority vote mechanism to regard sub-
communities that achieve a consensus as valid tags. Mean-
while, other outlier tags are regarded as the counterfeit
tags.

A. OVERVIEW OF GSC
The entire process of the proposed GSC can be divided
into three phases, including tag estimation, tag identifica-
tion, and counterfeit detection. The tag estimation scheme
is to roughly estimate the tag population, which is required
to optimize the number of slots in the time frame. The
optimized time frame enables us to trade-off between accu-
racy and time delay of counterfeit detection. Then, with
the optimized time frame, the reader initial a time frame
for tag identification. Each tag will map to a certain time
slot with a hash function, and respond its fingerprint in
that slot. By observing the time frame, the reader can
gather identification information and transmit the data to
the server. Finally, the server analyze the collected time
frame to find the trusted sub-communities with consensus.
All the tags in the sub-communities can be regarded as valid
tags.

B. TAG ESTIMATION PHASE
Since the information on candidate tags N is completely
unknown to the reader, the first step is to obtain the estimated
cardinality n̂ ≈ |N | in order to avoid serious collisions and
slot waste in the next phase. Our tag estimation consists of
two steps. In the first rough estimation step, the reader issues
a select command with a gradually increasing mask field to
adaptively estimate the number of tags in the region. Specif-
ically, in the i-th slot, the length of mask is of i bits, and only
the tags whose EPC segment matches the mask will respond
to the reader. Thus, the number of matched tags will gradually
reduce with increasing mask length. Once there are no tags
that respond to the reader in the w-th slot, the reader will
terminate the rough estimation. Since we assume the target
EPC segments of tags are randomly generated number, the
probability it matches with the w-bit mask can be represented
as 1/2w [36]. Thus, a rough estimation of the cardinality of
the tag can be represented as:

n̂r = 2w−1 (1)

In the second accurate estimation step, the reader initial-
izes a time frame of n̂r slots for accurate tag estimation. In that
time frame, all tags will be randomly mapped to a slot and
will respond as binary bits to the reader. The reader counts
the number of empty slots ne as well as the number of busy
slots nb and uses its difference nb−ne to estimate the number
of tags. Specifically, the expected number of empty slots and
busy slots can be represented as follows [37]:

E(ne) ≈ n̂r (1 −
1
n̂r

)n (2)

E(nb) ≈ n̂r − n̂r (1 −
1
n̂r

)n (3)

Thus, the accurate estimator can be represented as:

n̂ = ln
(
n̂r + ne − nb

2n̂r

)
/ ln

(
1 −

1
n̂r

)
(4)

The tag cardinality estimation results provided by Eq. 4 is
leveraged by the following phase as the actual tag population
n = |N | for parameters optimization.
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FIGURE 1. The illustrative example of the tag estimation phase in the GSC protocol: with
6 candidate tags {t1, · · · , t6} from two groups {G1, G2}. The first rough estimation phases use
an efficient estimator implemented with a decreasing exponential sampling rate. The second
accurate estimation phase is relayed on the rough estimator to initialize a time frame for linear
estimation, each tag randomly maps to a slot with hash function, and the estimator is based on
the offset between empty slots and busy slots.

C. TAG IDENTIFICATION PHASE
To identify counterfeit tags using the correlation of slots, the
reader first needs to identify their associated groups accord-
ing to the EPC ID of the tags. To simplify, we assume that
all tags in the same group id =< gi, j > must have two
EPC segments, the first segment gi called group ID, which
will allow the reader to categorize tags into k groups after
tag identification; the second segment j called group index,
which allow the reader to knows its relative order in the
group Gi. In the identification phase, the reader will issue a
query command to initialize a time frame of f slots for tag
identification. The value of f is determined by the accuracy
required ϵ, the risk α, and the total population of tags n̂.

Specifically, the tags with the same group ID gi is assumed
to use a same anonymous hash function fi(id, r) = [hi(gi, r)+
o(j)]%f to choose a slot to respond to the reader. The hash
function consists of two parts: (1) hj(·) is a private hash
function unknown to others, which maps the same group of
tags to the same anchor slots hi(gi, r) in different rounds, but
the anonymous feature of the hash function hj(·) prevents the
attacker from creating a perfect counterfeit tag with the same
mapping behavior of the anchor slot. (2) o(·) is a public offset
of the tag to the reference slot offset, a straightforward design
is uses the prdoduct of index j in the groupGi = {t1, t2, · · · tj}
and a const value c as the public offset. Therefore fi(id, r) =

[hi(gi, r) + c ∗ j]%f
Although the reader may not know the hash slot f (t) of a

specific tag t , given two tags in the same group tj, tk ∈ Gi,
the reader knows the expected slot difference between them
f (tj) − f (tk ), which should be a constant value, since their
anonymous hash functions generate h(·) the same value and
the offset function oi(·) generate a constant offset c(j−k). The
reader will check the slots, one by one, to record the identified
information, including the ID id , group identity gi and slot
index fi(id, r) of the identified tags. These identified infor-
mation will upload to the server for counterfeit tag detection
with correlation validation.

D. COUNTERFEIT DETECTION PHASE
Given the identified information, the reader can then detect
counterfeit tags group by group. For the tags {t1, · · · tj}
in the i-th group Gi, the reader will leverage the public

offset functions o(·) to compute the offset of each tag
{o(t1), · · · , o(tj)}, and then obtain a j×j slot difference matrix
Di. Let w and m be the index of two tags in the group tw, tm ∈

Gi, the offset matrix value Di(w,m) = o(tw) − o(tm).
Meanwhile, based on the observed information in the iden-

tification phase, the reader can obtain another j × j slot
difference matrix Si, where Si(w,m) denote the observed slot
offset between tags tw and tm. For arbitrary two tags tw and
tm, if Si(w,m) ̸= Di(w,m), at least one of them should be
counterfeit tags. We assume the counterfeits tags is minority,
thus the majority of tags are valid ones. Therefore, if a subset
of tags in the group Gi meets the slots difference constraints
specified in Di, they can be considered a trust alliance Ai.
Other tags outside the alliance, namelyGi−Ai, are considered
counterfeit. If counterfeit tags and valid tags coexist in the
system, the reader will obtain two tags with the same ID
but identified in different time slots; the valid tag should
have constant constraints with other tags in the same group,
while counterfeit tags will map to illegal slots, which can be
identified as attackers.

E. ILLUSTRATIVE EXAMPLE
Figures 1, 2, and 3 show an illustrative example of the GSC
scheme with two groups of candidate tags G1 = {t1, t2, t3}
and G2 = {t4, t5, t6}. First, without knowing any information
about the candidate tags, the reader first executes a two
stage estimation phase to obtain the tag number. The rough
estimation algorithm counts the index of the first empty slots
in the time frame and computes the estimation results as n̂r =

24−1
= 8. Then, the accurate estimation algorithms initializes

a n̂r -slot time frame for accurate tag estimation and counts
the number of number of busy slots nb and empty slots ne,
respectively. By submitting the observed ne − nb = −2 into
Eq. 4, we can obtain the accurate tag number as n̂ = 6.3.
After knowing the tag population, the reader will initialize

a time frame for tag identification, which should be long
enough to avoid tag collisions. The reader will record the
identified information in the id : slot format, thus obtaining
the set I = {t1 : 1, · · · , t6 : 8}. The identified information
I will categorized into two groups IG1 and IG2 based on the
group IDs embedded in ti. Each group of tags will be checked
in sequence to find counterfeit tags. For instance, for the tags
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FIGURE 2. The illustrative example of each phase of the GSC protocol: with 6 candidate tags
{t1, · · · , t6} from two groups {G1, G2}, where G1 = {t1, t2, t3} and G2 = {t4, t5, t6}. The tags
in the same group are assigned to a slot with a shifting hash function fi (idj , r ), consisting of
an anonymous part that maps the tags hi (gi , r ) in the same group to the same reference
slot index, and a offset part to map the different tags in gi to the fixed slot offset. Through
this way, we build the slot correlation between tags.

FIGURE 3. The illustrative example of each phase in the GSC protocol:
with 6 candidate tags {t1, · · · , t6} from two groups {G1, G2}. The server
will compute the expected offset between tags and obtain a expected
offset matrix Di . Meanwhile, the server will also derive the observed
offset matrix Si based on the identification phase collected from the
data. Through the offset valuation between two matrixes, we can identify
outlier counterfeit tags without knowing the explicit hash function.

in G1, we will compute the slots offset O1 = {t1 : 0, t2 :

2, t3 : 5} and obtain the expected slot difference matrix
D3×3. Meanwile, the reader can also construct an observed
slot difference matrix S3×3 based on IG1 . By comparing S3×3
and D3×3, we can find that t1 and t2 meet the slot offset
constraints while t3 has a different offset with {t1, t2}, and thus
it is regarded as a counterfeit tag.

VI. PERFORMANCE ANALYSIS
A. COMMUNICATION TIME OF ESTIMATION PHASE
In this section, we try to derive the theoretical execution
time of GSC to understand its performance. First, let Lest be
the number of slots in the estimation phase. According to
Section V-B, it consists mainly of two parts: LRE and LAE ,
which denote the number of slots in the rough and accurate
estimation stage, respectively. In the rough estimation stage,
the sampling probability is reduced at the factor of 1/2, the
probability that the i-th slot is an empty slot can be repre-
sented as

(1 − 1/2i)n ≈ e−n/2
i

Let n denote the number of tags and ϵ denote the probability
of estimation error, the number of required slots should meet
the following equation constraints [38]:

LRE ≤ (ln n+ ln ln ϵ)/ ln 2 (5)

Meanwhile, by subsisting Eq. 5 into LAE = 2LRE−1, we can
obtain:

LAE ≤ −n/2 ln ϵ (6)

Since in the tag estimation phase, the tag only needs to send
binary response, the total exectuion time of estimation phase
can be represented as:

Test ≈ (−n/2 ln ϵ + (ln n+ ln ln ϵ)/ ln 2) ∗ tB (7)

where tB denotes the slot length for the binary response.

B. COMMUNICATION TIME OF IDENTIFICATION PHASE
During the identification phase, the reader needs to initialize
a time frame of f slots for tag identification. Specifically,
there are three types of slots in the time frame: collision slots
containing more than two tags, singleton slots containing
exactly one tag and empty slot containing no tags. Let ne,
ns, and nc denote the number of empty singleton slots and
collision slots, respectively. We have [39]:

ne ≈ f (1 − 1/f )n

ns ≈ n(1 − 1/f )n

nc ≈ f − (f + n)(1 − 1/f )n

To avoid tag collisions, the number of singleton slots ns
should meet the following equation ns ≥ n(1 − ϵ). Since the
exact value of population of tag n is unknown to the reader and
only the estimated tag population n̂ is known, we substitute n̂
into the above equation, and obtain the setting of f :

f ≥
1

1 − (1 − ϵ)1/n̂
(8)

Let te, ts, tc denote the length of empty, singleton and collision
slots, the total execution time of identification phase can be
represented as:

Tidf ≈ n(1 − ϵ) ∗ ts + n ∗ ϵ ∗ tc + (Lidf − n) ∗ te (9)

According to the C1G2 standard, the lengths of each type of
slots are shown in Table 1. The link frequency of the reader
is set to BLF=256 Khz and the adopted encoding method is
set to Miller-4, and the transmission rate is 64 KB/s. Thus,
we have te : tc : ts ≈ 1 : 4 : 30. By subsisting this
relationship into Eq. 9, we have:

Tidf ≈ (Lidf + 29n) ∗ te (10)
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TABLE 3. The length of each type of slot in the common frame slotted alpha scheme, where te denotes the length of the empty slot, ts denotes the length
of a singleton slot, tc denotes the length of the collision slot and tB denotes the length of binary slots.

C. ERROR CASES OF COUNTERFEIT DETECTION
The proposed counterfeit detection protocol would face both
false negative error and false positive error. The false negative
means that some counterfeit tags would be miss identified
by GSC. It happens when the counterfeit tags is assigned a
slot meet the following two conditions: First, if the coun-
terfeit tag maps to the collision slots, its identity cannot
be identified by the reader, since the reader does not know
to which group it belongs to, whose probability can be
represented as

Pcollision = 1 − (1 + n/f )(1 − 1/f )n (11)

Second, if the counterfeit tag maps to a singleton slot that
happens to be same as the associate candidate tag, such a
probability can be represented as

Psingleton = n/f 2(1 − 1/f )n (12)

Thus, the total rate of mis-identified counterfeit tags can be
approximated as:

PFN = 1 − (1 + n/f − n/f 2)(1 − 1/f )n (13)

Meanwhile, false positive error also may happens when
the number of counterfeit tags exceed the number of valid
tags in a group. In such case, the alliance build by coun-
terfeit tags would mislead the majority vote algorithm, and
falsely be identified as valid tags, while other valid tags are
misidentified as counterfeit tags. For a given proportion of
counterfeit tags in a group p, the false positive error occurs
when the number of counterfeit tags exceeds the number of
valid tags. Since there are k tags in a group, the number of
counterfeit tags should be k ∗ p and the number of valid
tags should be k ∗ (1 − p). The RFID tag identification
rate can be represented as q = (1 − 1/f )n, which is deter-
mined by the time frame f and the total population of tags
n. Let i and j denote the number of counterfeit and valid
tags. Thus, the counterfeit tags are falsely identified as valid
tag when:

PFP =

k∗p∑
i=1

qi(1 − q)k∗p−i ∗

 j<i∑
j=0

qj(1 − q)k∗(1−p)−j

 (14)

At least, the proportion of counterfeit tags p in any group
should no more than half of the group population. To control
the risk of counterfeit tags detection, we need to make sure

the proportion of counterfeit tags p is small enough, to ensure
PFP < α, where α is reliability requirements set by the
user. In additional, we can also increase the length of time
frame f to obtain better reliability. This is because the tag
identification rate q increase with the increases of f , resulting
in smaller PFP.

D. ALGORITHM COMPUTATION COMPLEXITY ANALYSIS
Themajor computation cost of the proposedmethods consists
of two parts: (1) tag estimation phase (2) counterfeit detection
phase. In the rough tag estimation phase, the algorithm first
needs to iterate the status of the slot to detect the first empty
slot, which takes around O(logn) judgment operations. Then,
in the accurate tag estimation phase, the reader needs to
further loop the time frame to count the number of collision,
singleton, and empty slots to feed into the estimation algo-
rithm, which introducesO(n) addition operations to count the
type of slots.

Meanwhile, the counterfeit detection phase account for
the majority of computation cost, in each round the reader
need to record the slot index of identified tags, compute
the offset between their slot indexes and compare with the
expected slot offset. During the counterfeit detection process,
the reader needs to take O(n) copy operations to record the
index of the identified slot. To obtain the expected slot offset,
the reader takes O(n) hash operations to compute the slot
index of each tag. Let m denote the number of tags in each
group; thus the reader takes O(m ∗ n) subtraction operations
to obtain the offset in the slot, as well as O(m ∗ n) judgment
operations to identify counterfeit tags. Therefore the total
complexity would growwith the increase of number of tags in
a group.

E. EXECUTION TIME OF COUNTERFEIT DETECTION PHASE
Since the estimation and counterfeit detection phases are a
low-rate online communication process between the reader
and the tag, while the counterfeit detection phase is a purely
high-speed computation process executed on the server, The
first two phases account for most of the execution time of the
GSC protocol, which usually takes tens of thousands of times
in large-scale RFID systems. Meanwhile, the counterfeit
detection task on the server can be performed in milliseconds
on the personal PC. Therefore, the main cost of counterfeit
detection lies in the communication process.
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FIGURE 4. The density distribution of estimator/true value with varying distribution.

FIGURE 5. The cumulative distribution of ARE with varying tag population. The left figure is the CDF
of rough estimation phase and the right figure is the CDF of accurate estimation phase.

VII. SIMULATION RESULTS
A. SIMULATION SETTINGS
We evaluated the time efficiency and precision of the GSC
scheme through extensive simulations with various param-
eters and settings. Since GSC is the only protocol that can
achieve batch counterfeiting tag identification without know-
ing hash functions, we focused mainly on evaluating the
performance of GSC in execution time and accuracy For
simplicity, we assume that each group has the same number
of k tags. For reliability, each result is reported by averaging
100 individual simulations with different random seed.

B. ESTIMATION ACCURACY
In Figure 4, we vary the number of tags from 400 to 12800 to
evaluate the ratio of the estimation value to the true value.
The results is better when the ratio is close to 1, and a ratio
value larger than 1 means overestimation, while a small ratio
value smaller than 1 means under estimation. We evaluate the
estimation performance of both the rough estimation phase
and the accurate estimation phase. Under each tag population
setting, we run the protocol 100 times to obtain the ratio
value and count the histogram of the estimation value.We can
find that the estimate value of the accurate estimation phase
follows a normal distribution and is very close to 1. Most
of the algorithm results within a small ratio range ranging
from 0.95 to 1.05. Meanwhile, rough estimation can produce
overestimation, namely ratio > 6, due to the random nature
of the rough estimator. When tag population is small, the
rough estimator have a higher chance for overestimation. This
simulation illustrates why we need a two-phase estimation

and shows that the estimation results are accurate enough for
the following optimization.

Figure 5, shows the relative error of the protocol with vary-
ing population of tags, the relative error ARE is calculated as
the relative difference in the estimation value, which could be
calculated as:

ARE =
est − true
true

(15)

We can find that the rough estimation phase shows a sparse
ARE accumulation pattern, and about half of algorithm exe-
cution return accurate estimation results with small error,
while introduce large error (ARE > 0.3) in 20% of the execu-
tion round. Meanwhile, the accurate estimation phase shown
in the figure on the right has significantly higher accuracy
than the rough estimation phase. Specifically, 90% of the
estimation rounds return a value of ARE < 0.05. In addition,
we can find that the accuracy improves with increasing tag
population. For example, if the tag number is 6400, the ARE
is around 0.02 within 90% of execution, Meanwhile, the ARE
is increased to around 0.08 if tag number is 400. This is
because when estimating a large number of tags, the reader
initializes a long time frame and enjoys a smaller variance.

C. TIME-EFFICIENCY PERFORMANCE
In Fig. 6, we set the threshold error ϵ = 0.05 and vary the
number of tags to evaluate the execution time of the GSC
protocol. Each point represents the execution time of a single
round, and the area with a deeper color represents the region
of the primary execution time distribution. We can see that
the execution time is proportionate to the increased number
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FIGURE 6. Execution time with varying tag number. Execution time
increases linearly with increasing number of tags population.

FIGURE 7. Execution time with a varying threshold error value ϵ.

of tags, this is because GSC protocols have to identify all
the tags, and thus the length of time frame is determined by
the number of tags. However, GSC still can be regarded as
a time-efficiency solution, since it can detect counterfeit tags
in a batch manner, which takes only 25 seconds to verify up
to 5000 tags. While the state-of-the-art physical layer energy
feature scheme [5] need to verify tag in a per tag manner by
powering the tags and waiting the time it transforms to power
off. It takes about 4 seconds/per tags to verify a tag, which
takes too much execution time in large-scale RFID system.

In Fig. 7, we vary the threshold setting ϵ from 0.025 to 1.0.
We observe that as the decrease of ϵ, the execution time of
GSC protocol significantly increases. For example, when the
number of tags is equal to 5000, the execution of GSC (ϵ =

0.025) takes 50% and 70% more execution time, compared
to GSC (ϵ = 0.05) and GSC (ϵ = 0.1), receptively. The
underlying reason is that the length of the time frame in the
identification stage significantly increases as the decreases of
ϵ. The total number of slots of GSC (ϵ = 0.025) is about 2×
of GSC (ϵ = 0.05) and 4× of GSC (ϵ = 0.1).

D. ACCURACY PERFORMANCE
Fig. 8 shows the corresponding number of counterfeits
missed with respect to the rate of counterfeits and the

FIGURE 8. The number of missing counterfits with varying threshold
error ϵ.

threshold error ϵ. We set the number of candidate tags to be
5000 and vary the rate of counterfeit tags from 0.05 to 0.25.
We can observe that themissed counterfeit tags increases with
increasing counterfeit rate. This is obviously because with
more counterfeit tags, the reader is more likely to misidentify
them due to the unavoidable tag collisions and coincidental
time slot selection. Besides, we can also find that the num-
ber of missed counterfeit tags significantly increase as the
increases of ϵ. The underlying reason is that the GSC with
small ϵ has a shorter time frame Lidf , which increases the
probability of tag collisions, as well as the chance of coinci-
dental slot selection. For example, when the counterfeit rate
is 25%, the number of unidentified counterfeit tags of GSC
(ϵ = 0.025) is approximately 2.4% of the total counterfeit
population, which is only 1/4 of GSC(ϵ = 0.05) and 1/4 of
GSC(ϵ = 0.1).

VIII. DISCUSSION ON PRACTICAL ISSUES
A. ANONYMOUS HASH FUNCTIONS
The proposed method assumes that the tag uses anonymous
hash functions to choose its slot, which is only known by
the manufacturer, and no authentication or attacker should
know about this hash function. Such assumption is aligned
with the common commercial-off-the-shelf system (COTS),
which uses a random number generator to produce unpre-
dictable slot index. The verifiable credential is protected by
the anonymous hash function, if such hash function is leaked,
the proposed method fails to work since the attackers may
produces a perfect counterfeit tag with the same slot index
pattern. In additional, the proposed method is not compatible
with some recent design with high slot utilization, which
assume there is a uniform public hash function shared by all
the tags and reader. Under such an assumption, the reader can
predict the slot picked by each tag and issue some commands
to resolve or skip collision slots for higher efficiency. If the
tag want to supports both high slot utilization and anonymous
hash authentication, a possible solution is to hold two types
of hash functions private h1(·) and public h2(·), where h1(·)
is used to generate verifiable slot index when verifying tags
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and h2(·) is used to generate predictable slot index when
collecting tags.

B. MULTI-READER SCENARIO
In amultiple-reader scenario, we can use an aggregation strat-
egy or a segmentation strategy to coordinate the responses
of multiple readers. With the aggregation strategy, all read-
ers use the same configuration to initialize a same length
of time frame. In this setting, no matter where the tag is
located, it always responds to the reader on the same slot
index. Therefore, the tag ID and the associated slot index
from multiple readers could be aggregated and analyzed in
the back-end, and the reader can use the counterfeit detec-
tion algorithm directly on the aggregated results to verify
their slot offset. When the group size of trust community
is large, the segmentation strategy can be applied to verify
the tags. in this setting, each reader uses an individual con-
figuration to initialize time frame to fit for the tag popula-
tion within the coverage area of the reader. Therefore, the
frame length under the segmentation strategy could be much
shorter than that under the aggregation strategy. However,
since each reader uses different communication settings, the
slot index collected by different readers is incomparable.
To address this problem, the trust community will be split
by their locations, each sub-group of tags within each reader
is considered independently. The segmentation strategy usu-
ally has better time efficiency because it can adapt to the
population of tags with optimized frame setting. However,
dividing tags into subgroups will decrease the accuracy of the
authentication. If several counterfeit tags are located in the
same reader, it may conduct a byzantine attack to cheat the
authentication system. Therefore, the segmentation strategy
is a time-efficient solution that is only applicable when the
trust community is very large, while the aggregation strategy
is a safe choice without accuracy delay.

C. C1G2-COMPATIBILITY
The proposed method is designed following the specification
of the C1G2 standard. For example, the message exchange
format within each communication round is compatible with
the C1G2 protocol. However, it cannot be directly imple-
mented in commercial RFID systems for the following rea-
sons: First, on the tag side, the proposed method requires
RFID tags to select their slot with a shift hashing function,
while current C1G2 tags use a random number generator to
choose their slot. Second, on the reader side, the proposed
method needs to record the index of the identified ID, which
can be supported by the reader theoretically but there is no
API for that information at present. Therefore, to implement
this method on the RFID system, we need to carry out two
modifications: First of all, the tag should support hash func-
tions, which may add extra hardware complexity and cost
compared to the C1G2 random number generator; Mean-
while, the reader should provide more low-level information,
which may add software complexity.

IX. CONCLUSION
In this paper, we propose a Group-based Slot Constraint
(GSC) scheme for lightweight counterfeit detection in
large-scale RFID systems. GSC uses a hybrid hash function
with both private and public parts to map tags to a set of
random and correlated slots with a fixed value constraint,
which can be leveraged to identify counterfeit tags in a batch
manner. Theoretical analysis and simulations demonstrate
that GSC offers desirable accuracy and outperforms existing
physical functional solutions in terms of time efficiency. The
major contributions of GSC lies on offer an effective batch
authentication solution without exactly knowing the hash
functions required by the tags. These features simplify the
authentication process, and enable effective authenticating
group tags without a complicated certificate database. The
major limitations include that it only works in systems with
naturally groups tags and fails to work if the counterfeit tags
become the majority of the group. In future work, we will
investigate how to overcome the above limitations and try to
further extend the applications hybrid hash functions to var-
ious fields of applications to speeds up the tag identification
and event detection in RFID systems.
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