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ABSTRACT This paper covers model-based fault detection and isolation for linear and nonlinear distributed
parameter systems (DPS). The first part mainly deals with actuator, sensor and state fault detection and
isolation for a class of DPS represented by a set of coupled linear partial differential equations (PDE).
A filter based observer is designed based on the linear PDE representation using which a detection residual
is generated. A fault is detected when the magnitude of the detection residual exceeds a detection threshold.
Upon detection, several isolation estimators are designed using filters whose output residuals are compared
with predefined isolation thresholds. A fault on a linear DPS is declared to be of certain type if the
corresponding isolation estimator output residual is below its isolation threshold while the other fault
isolation estimator output residual is above its threshold. Next, the fault location is determined when a state
fault is identified. The second part of this paper focuses on fault detection and isolation of nonlinear DPS
by using a Luenberger type observer. Here fault isolation framework is introduced to isolate actuator, sensor
and state faults with isolability condition by using additional boundary measurements and without filters.
Finally, the effectiveness of the proposed fault detection and isolation schemes for both linear and nonlinear
DPS are demonstrated through simulation.

INDEX TERMS Fault detection, fault isolation, distributed parameter systems, partial differential equations.

I. INTRODUCTION

In order to increase system availability and reliability, fault
diagnosis has drawn significant attention in the area of
modern control systems. Usually fault diagnosis consists
of [1] (a) detection- to indicate the presence of a fault;
(b) isolation- to determine the root cause and location of
a fault; and (c) identification- to estimate the magnitude of
a fault function. Fault isolation is a crucial step in fault
diagnosis.

A variety of fault diagnosis approaches have been studied
in the past two decades and between them, model-based
methods [2] have found appealing since significant amount
of healthy and faulty data is no longer required. Model-based
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fault detection and isolation methods have been developed
for lumped parameter systems (LPS) represented by ordinary
differential equations (ODEs) by using adaptive observer [3]
sliding mode design [4] and fuzzy observers [5] fuzzy pole
placement [6], and adaptive approximation [7]. Moreover,
fault tolerant control for lumped parameter systems has
been extensively studied, for example robust adaptive fault-
tolerant consensus control [8] and fault-tolerant fuzzy
formation control [9]. Despite the comprehensive effort,
they [3], [4], [5], [6], [7], [8], [9] are only applicable for LPS.

However, many systems including heat transfer (for
example thermal power plants and internal combustion
engines), fluid flow (like oil pipelines and water treatment
systems), and chemical processes (like chemical reactors and
fuel cells) are characterized as distributed parameter systems
(DPS) or infinite dimensional systems. Because of their
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distributed nature, the ODE representation cannot describe
the DPS behavior [10] and they are usually modeled by partial
differential equations (PDEs). Fault diagnosis of DPS is more
complicated and challenging when compared to LPS since
the system parameters are defined over a continuous range of
both time and space [11].

In the early efforts, the DPS is approximated by finite
dimensional ODE using Gelenkin’s method [12] by assuming
that the DPS is dominated by finite dimensional system
with slow eigenvalues [13]. Subsequently, several articles
appeared in the literature including an actuator failure
detection method for DPS by identifying the actuator
input [14]. An adaptive observer is developed in [15] to
monitor the distributed parameter system and to provide
information for the diagnosis of actuator faults. A geometric
fault diagnosis approach, on the other hand, is introduced
in [16] by approximating the PDE representation with a finite
dimensional ODE. The authors of [17] use semidiscretization
to transform the PDE model to a set of ODEs and then utilize
Kalman filter and statistical decision making to diagnose
faults. Fault detection and isolation of DPS with parabolic
PDE models is investigated in [18] and [19] based on
deriving a finite-dimensional ODE model via the Galerkin
method. Despite these attractive results [14], [15], [16], [17],
[18], [19], the fault detection and isolation of DPS based
on approximated finite dimensional ODE can lead to an
inaccurate model description and thus can result in false or
missed alarms due to incorrect isolation.

Motivated by the model reduction concerns, authors
investigated fault detection of DPS directly based on
PDE representation of the system in [20], [21], and [22],
unlike [14], [15], [16], [17], [18], [19]. While [20], [21] focus
on fault diagnosis in linear DPS, [22] focuses on actuator and
sensor fault detection and failure prediction in nonlinear DPS.
Authors used an infinite dimensional adaptive observer to
detect faults in [20]. To monitor system behavior, a detection
residual signal, which is defined as the difference between the
actual and estimated output of the observer, was generated.
In the absence of a fault, this detection residual remains below
a predefined detection threshold. A fault acts as an unwanted
input to the detection residual dynamics and increasing it.
A fault is declared active when this residual crosses the
detection threshold. However, [20], [21] only consider linear
PDE models and [22] is only on fault detection. Moreover,
detectability condition for state faults and fault isolation is
not covered in [20], [21], and [22].

Therefore, this paper extends the fault detection and
prediction framework from [20], [21], and [22] to fault
isolation by utilizing the PDE representation of linear DPS.
First, the detectability condition of state faults is introduced.
Upon detection by using the detection observer from [20],
actuator and sensor fault isolation estimators are developed
to identify the fault type when the output residual of the
corresponding fault isolation estimator is below a predefined
isolation threshold while the output residual of the other fault
isolation estimator is above its threshold. In the event that
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the fault type is not an actuator and sensor, several state
fault estimators located over the space are introduced to help
determine the location of the state fault by using a second
output measurement-spatial average over the sensed region.
Several state fault isolation estimator residuals at different
locations are derived and the one that is the minimum among
them will determine the location of a potential state fault.
Next, the magnitude of the fault parameter vector is estimated
upon fault identification for all the fault types.

In the case of a nonlinear DPS, a Luenberger type observer
from [23] is used for fault detection in the presence of
bounded disturbances. For nonlinear DPS, due to lack of fault
filters, isolation estimators cannot be derived and additional
measurements are needed for fault isolation. By using
additional measurements at the boundary condition and
estimated output of the detection observer, an actuator/sensor
isolation residual is generated. It will be shown that in the
presence of an actuator or sensor fault, the corresponding
isolation estimator output residual should exceed its corre-
sponding isolation threshold, respectively while the other
residual stays within its isolation threshold. To the contrary,
when both sensor and actuator fault isolation estimator
output residuals stay within their corresponding isolation
thresholds, a state fault is considered to have occurred.
Next, the isolability conditions are introduced to define the
class of faults which can be isolated using the proposed
scheme.

Note that the isolation framework for nonlinear DPS is
different from linear DPS due to lack of filters in the case
of nonlinear DPS. This weakness is overcome by using
additional boundary measurements. In the analysis, it is
shown that the proposed observer can estimate measured and
unmeasured system parameters satisfactorily under healthy
condition with limited output measurements.

The main objective of this research is to develop a reliable
scheme capable of detecting and isolating actuator, sensor,
and state faults without the use of model reduction. Novelty
and contributions of this paper can be summarized as:
(a) development of a filter-based fault isolation and location
determination for linear DPS by directly utilizing the PDE
model of the system rather than approximated ODE models;
(b) development of a Luenberger-type fault detection and
isolation scheme for nonlinear DPS without requiring any
model reduction as opposed to existing methods [14], [15],
[16], [17], [18], [19]; (c) development of fault isolability
conditions for actuator, sensor and state faults in DPS based
on the proposed scheme. Note that previous works of the
authors in the same field [20], [21], [22] only target the
detection of faults, do not cover nonlinear DPS, and do not
include fault isolation or isolability conditions, which are all
covered in this paper.

The paper is arranged as follows. First of all, a class of DPS
represented by linear parabolic PDE with actuator, sensor
and state faults is presented in Section II. A fault isolation
scheme is introduced for linear DPS in Section III. Then
fault detection and isolation of nonlinear DPS is discussed in
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Section IV. Finally, the proposed schemes are demonstrated
in simulation in Section V.

Il. NOTATION AND LINEAR SYSTEM DESCRIPTION
Before introducing the system description, the notation is
briefly introduced [24]. A scalar function vi(x) € Ly(0, 1)
implies it is square integrable on the Hilbert space L,(0, 1)
with its corresponding norm defined by

1
villy = /O V(x)dx. 0

[L2(0, D" = L(0, 1) x L(0, 1) x ... x L»(0, 1), (2)
n times

with v(x, 1) = [vi(x, 1), va(x, 1), . .., va(x, D17 € [L2(0, D]"
and the norm of a vector function is defined as

n 1
> Ivilly =,/ /0 Vi vdr.  (3)
i=1

In addition, ||-|] denotes a Frobenius norm for a matrix or
Euclidean norm for a vector. For sake of saving space, a
vector, v(x, t) and its partial derivatives are represented as

Now consider

IVll2n =

ve(x, t) = ov(x, t)/0t,
Ver(x, 1) = 8%v(x, 1)/9x>.

Ve(x,t) = 0v(x,t)/0x, and

Now, consider linear DPS expressed by the following
parabolic PDE with Dirichlet actuation

vi(x, 1) = evee(x, 1) + Av(x, t) + d(x, 1), @

where x € [0, 1] is the space variable and ¢ > 0 is the time
variable with boundary conditions defined by

v (0,1) =0, v(l,1)=U(), 5)

for x € (0,1) and + > 0, where v(x,t) =
i@, b), .. va(x, DT € [La(0, 1)]" is the state vector of
the DPS, d(x, t) is a bounded disturbance vector, U(t) =
(1 (e, 1), .. u(x, D)7 € N* denotes the control input
vector, ¢ is a positive constant, A € R"*" is a real valued
square matrix, and y(t) € R" is the system output given by

y(t) = w0, 1). 6)

A second output will be utilized for location determination of
a state fault and it is expressed as

1
yi(t) = /0 Cx)v(x)dx, )

where C(x) € 9" being a known function satisfying
Jo IC@)|dx < 2.

Remark 1: The output defined in (6) is an ideal point
sensor and the output given by (7) represents a spatial
weighting function of sensors which is a spatial average
over the sensed region [25] The output equation (7) is
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required only for location determination when a state fault
is identified. Next, the fault description is defined.
The DPS (4) with a state fault is described as

vl (xs t) = 8Vxx (-x’ t) + AV (-xv t) +d(-x’ t) +hc(y3 xf’ -xv t)’
®

and the boundary conditions with actuator and sensor faults
can be written as

ve (0,0) =0, v(1,1) =U@) + ha(0), ©)
y(#) = w0, 1) + hy(D). (10)

where x; is the location of a state fault, k., h, and h; represent
state, actuator and sensor fault functions respectively. The
fault functions are described by

ha(t) = Qt — 17)Pq (U(1), 1) ba,
hs(t) = Q(t — 1) Py(1)6s
he (y, Xf, X, t) = QI —1r)D: (v, x, 1) Alx —xp)0., (11)

where fr represents the time when a fault occurs, 6, €
N, 0, € N and 6, € N" are the unknown actuator, sensor
and state fault parameter magnitude vector, respectively, with
 U(), 1) = diag(o!”U(t),1)) € K™ is an actuator
fault basis function, (1) = diag[al.(s) (1)] € R denotes a
sensor fault basis function, A(x — xr) = diag[(SEC)(x —x)] €
R"*" determines the location of the state fault, and ®.(¢) =
diag[ai(c)(y, x, 1)] € R is a state fault basis function.

The term Q(tr — tr) = diag[Qi(t — t)],i = 1,2,...n
represents the time profile of the fault defined by Q;(r) =

0, ift<0

l—e™™ ifr>0
growth rate of the fault. The following standard assumptions
are required in order to proceed.

Assumption 1: The disturbance vector is bounded above
such that ||d(x, 1)|| < d forall x and t > 0, where d > Ois a
known constant. A general form is given in this paper and a
more specific representation is found in [15].

Remark 2: The upper bound of the disturbance d is
required to determine the fault detection threshold.

Assumption 2: The magnitude of the fault parameter
vector is considered unknown but assumed to belong to a
known compact set Oy (i.e. Oy € Oy C X", N = a,s,c
where a, s, and ¢ denote actuator, sensor and state faults
respectively), ®, represents an actuator fault, ®; represents
a sensor fault and ®,. stands for a state fault, O’i(N) is a known
smooth function with a,.(a) representing an actuator fault, ol.(s)
represents a sensor fault and ai(c) stands for a state fault.

Remark 3: This assumption is needed to assist in selecting
isolation thresholds.

Assumption 3: Sensor, actuator or state fault types are
considered and only a single fault occurs at a given time.

Assumption 4: For the sake of isolating the actuator,
sensor, and state faults, it is assumed that the DPS runs longer
than the isolation time #;.

Assumption 5: The fault functions are considered bounded.

with constant «; denoting the
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Next a filter-based detection observer is revisited from [20]
to monitor the linear DPS and generate the detection residual.

IIl. FAULT DETECTION AND ISOLATION FOR LINEAR DPS
A fault detection scheme for state fault and isolation
framework will be introduced for linear DPS in this section.
In order to detect unexpected faults, an observer acting as
a model under healthy conditions is utilized to monitor
system behavior. A fault causes the residual to increase
beyond a detection threshold indicating its presence. Upon
detection, a fault isolation scheme is subsequently applied to
differentiate the actuator, sensor and state faults. The location
will be determined if a fault is identified as a state fault.

A. DETECTION OBSERVER DESIGN

A filter-based observer was designed utilizing an input and a
couple of output filters based on an observable form under
healthy conditions. The filter-based observer relaxes the
need for state vector measurements over the range of space.
Next, the detection residual was generated by comparing the
estimated outputs from the observer with measured outputs.
Since only the output y(#) = v(0, 7) is available, the DPS from
(4) and (5) is first converted into the observable form by using
the transformation [26] given by

z(x,l):v(x,t)—/xl(x, )v(r,t)dr, (12)
0

where [ (x, 7) is the solution to the hyperbolic PDE satisfying
Lie — Iz = Ix,0)A/e, (1, 7) = 0 and I(x,x) =
A(1 —x)/(2¢). The following observable form

2(x, 1) = ez (x, 1) + G(x)z(0, 1) + dj(x, 1), (13)
2x(0,1) = Lpz(0, 1), z(1,t) =U(t), (14)
() = z(0, 1), (15)

is obtained where Ly = —A/(2¢), G(x) = —el;(x,0) and
di(x,1) = d(x,t) — [y d(z, 1)l (x, T)dt is bounded since
d(x,t) and [(x, t) are bounded. Notice z(0, t) is available
since v(0,7) = 2z(0,t). This transformation prevents the
unstable term, Av(x, t), from appearing in the design of filters
which are described next.

The system model given by (13) and (14) is a linear
PDE with G(x)z(0, t), Lyz(0, t) and U(t) viewed as external
inputs. According to superposition principle, its solution can
be expressed by summing the response of the PDE due to
each external input [26] considered individually. Therefore,
Z(x, 1) € N" can be represented by a combination of the
solution defined by

Ex(oa t)=07 E(I,I)Z U(t)7

(16)

El‘(xv t) = SEXX(-X’ t)’

where E(x, t) is denoted as an input filter, since it is derived
from the input of the actual system U (¢) [26].
Then consider

Ai(x,t) = eAxe(x,t), Ax(0,1) =y(), A(l,t)=0, (17)
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FIGURE 1. Fault detection flowchart.

where A(x, t) is an output filter since it is derived from output
of the actual system y(¢). It is also important to consider

H[(-x’ 77, t) = 8Hxx(xv 1’], t) + 3(x - U)y(t)
IM,©0,n,t) =0, TIId,n,t)=0, (18)

where Tl(x, n,t) is a second output filter. Therefore, the
observer with its state, Z(x, ) € R", is defined as

1
2(x,t) = B(x, 1) + LoA(x, 1) +/ G(s)I(x, s, t)ds. (19)
0

The estimated output and detection residual are given by
() = z(0, 1), and e(r) = y(¢) — y(¢). Finally, fault detection
is performed by comparing the residual with a predefined
threshold. The complete process for fault detection is
illustrated in the form of a flowchart in Fig 1.

The dynamics of the observer error z(x,f) € N' =
z(x, t) — Z(x, t) under healthy condition satisfies

u(x, 1) = eZu(x, 1) +di(x, 1),
z(0,t) =0, z(1,1)=0. (20)

The detectability condition for the state fault is given
next while the fault detection framework, and detectability
condition for actuator and sensor faults are reported in [20].
In the presence of a state fault, the system dynamics are
modified as (8) with boundary conditions given by (5). Take
the partial derivative of the transformation (12) with respect
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toras
X
Zl(xvt)zvl(xst)_/ l(xv T)V; (7:7 t)d":
0

Substitute the dynamics given by (8) to the equation above
and apply integration by parts to get

Zl(xa t)

= eVye(x, 1) — /x L (x,7)[ever (T,8) + Av (T, t)]dT
0
+Av(x,t) +d(x, 1)+ /x I(x, T)d(z, t)dt
0

X
+he(,x,x,1) — / [(x, Dhe(y, T, x5, t)dT
0
= eVee(x, 1) + Av(x, 1) + el (x,0) v, (0, 1)
— el (x, x)v(x, 1) + el (x, x)v(x, 1) — el (x, 0)v(0, 1)

X X
—s/ lr x,T)v(r,t)dt —/ L, t)Av(r,t)dt

0 0

X
+dl(xv t) + hc(ys xv -va t) - / l(-xs T)hc(Y» Tv -xfs t)d‘c

0
2
Differentiate the transformation (12) with respect to x to get
X
Zx(-xv t) = Vx (-x» t) - l(-x»-x)v(-x$ t) _/ lx (xv T) V(T, t) dT,
0

(22)
dl(x, x)

Zoe(X, 1) = Ve (x, 1) — v(x, 1) — I(x, x)ve(x, 1)

— Le(x, x)v(x, 1) — /x Ly (x, T)v(T,t)dr.
’ 3

Subtracting & x (23) from (21) and applying the dynamics (8)
yields

zt(x, 1) — €2xx(x, 1)
[ di(x, x)
=|A—2¢
dx

i| v(x,t) — el (x, 0)v(0, t)
+di(x, 1) + he(y, x, xp, 1) — /x I(x, Dhe(y, T, x7, )dT
0

+ /OX lelye (x,T) — el (x,T) — L (x, T) A]v (T, t)dT.
By using the fact that Iy, — I+ = I(x, T)A /e, (1, T) = 0 and
I(x,x) = A(1 —x)/(2¢) we get
z2(x, 1) = ez (x, 1) + G(x)z(0, 1) + di(x, 1)
+he@, x, xp, 1) — /x I(x, Dhe(y, T, x7, tydr,
! (24)

with boundary conditions (14) and (15) where G(x) is
defined after equation (15). Next, the following theorem
will introduce a detectability condition for a state fault by
using (24).

Theorem 1 (State  Fault  Detectability ~ Condition):
Consider the observer defined by (19) is utilized to monitor
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FIGURE 2. Fault isolation scheme.

(24) and (14-15). A state fault initiated at the time instant, #7,
and location, x, is detectable if there exists a time T > ¢
such that for all + > T, the following condition

o t 1 X
E / ’2/ [Ac(y, x, X7, T) —/ 1(x,n) he(y,n, x7,T)
n=0"1% 0 0

x dn] cos[(n + 0.5)wx]dx} e FlHOITE=D) g H > 2p,
(25)

is satisfied where n = 0, 1, 2, . .. is an integer.
Proof: See Appendix.

Remark 4: The proof shown in the Appendix demon-
strates that a state fault satisfying this condition given by (25)
can be detectable by using the observer from (19).

The next step is to determine the type and location of the
fault.

B. FAULT ISOLATION SCHEME

Upon detecting a fault, the fault type must be identified
followed by fault magnitude estimation. In the case of a state
fault, the location has to be found.

To determine the fault type, first an additive actuator and
sensor fault isolation estimators, to be presented next, are
activated as shown in Fig. 2 to generate the corresponding
time-varying estimator actuator and sensor output residuals,
ea(t) = y(t) — ya(t) and eg(t) = y(t) — Js(t), respectively.
The actuator and sensor fault locations are trivial since the
locations are automatically determined.

The isolation scheme in Fig 2 shows that when one of the
isolation residuals stays below its isolation threshold p, or
ps for actuator or sensor respectively (to be defined later in
(30) and (37)) and the other exceeds its threshold, the fault is
considered to be of that type. A fault is categorized a state
fault when both the sensor and actuator isolation residuals
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exceed their thresholds. The situation that both of the actuator
and sensor isolation residuals keep below their thresholds will
not happen due to the assumption that only one type of faults
can occur at one time. Next, the actuator and sensor isolation
estimators will be introduced.

1) ACTUATOR FAULT ISOLATION ESTIMATOR
Upon detection of a fault, for an additive actuator fault, a fault
filter given by

Fi(x,1) = eFye(x, 1), Fy(0,1) =0, (26)
F(,0) = [0 2Wa),0), ..., 0200, 0], 27)

is incorporated into the observer (19) to construct an actuator
fault isolation estimator where F(x,t) € R" is utilized to
estimate the fault function with initial condition F(x, t7) = 0.
To match the dimension of ®,(U(t),t) € R, F,(x,t) =
diag[F (x, t)] is used to estimate the fault function. The next
theorem will cover the performance of an actuator isolation
estimator.

Remark 5: By representing ®,(U(t),t) in (27) as a
diagonal matrix to derive the actuator fault filter, the number
of PDE equations can be reduced from n X n to n. In addition,
if [0\ U@, 1), ..., o5 (U@),D]T = U(t), the fault filter
given by (26) and (27) will be same as the input filter
described by (16).

Theorem 2 (Actuator Fault Isolation Estimator Perfor-
mance): Once detecting a fault at time 7, consider

Ya(t) =Z2a(0,1),  (28)

as the estimator at ¢ > 4 for the state and output of the system
in the presence of a bounded actuator fault, where Z(x, t) is
given by (19), and éa(t) € N is the estimated actuator fault
parameter vector. Consider the projection algorithm given by

Za(x, 1) = 2(x, 1) + Falx, )8a(0),

8a(t) = P, (BF(0, Ne(r)), (29)

to tune the parameter vector where B > 0 is the adaptation
rate and Pg,, {-} is the projection operator. The actuator output
isolation residual, e,(#), will remain bounded and stays within
an fault isolation threshold p,.
Proof: See Appendix.
Remark 6: By defining the actuator fault isolation thresh-
old p, as

Pa(t) = p + ka(t) [ Fa(0, 1)l + D, (30)

it can be shown in the Appendix that ||e,(¢)|| < p,(¢) by
using estimator defined by (28) with parameter vector tuned
by (29). This ensures that an actuator fault can be isolated.

Similarly, a sensor fault isolation estimator will be
proposed next.

2) SENSOR FAULT ISOLATION ESTIMATOR

The presence of a sensor fault changes the value of y(z)
and thus causes the dynamics of two output filters given by
(17) and (18) to provide inaccurate state estimates. Two fault
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filters are needed in order to mitigate the changes. Upon
detecting the fault, consider

Fi(x, 1) = eF1a(x, 1), Fio0) =[o, ..., 00,
Fi(1,n =0, 31)

Far(x,n,1) = eFax(x, 1, 1) + 8(x — 0o, ..., ou(®)]”,
(32)
F2(0,1,6) =0, Fa(l,n,1) =0, (33)

where Fi(x,t) and Fp(x,t) € R" are states of fault filters.
Then the following theorem will establish a sensor fault
isolation estimator and define its performance based on these
fault filters given by equations above.

Theorem 3 (Sensor Fault Isolation Estimator Perfor-
mance): Upon detecting a fault, consider the sensor fault
isolation estimator for ¢ > t; given by

Z(x, 1) = 2(x, 1) — [LoM (x, )+ / 1 G(s)W (x, 5, )ds16,(1),
" (34)
with
(1) = 25(0, 1) + D5(1)05(2), (35)

to estimate the state and output of DPS, where
M(x, t) = diag(Fi(x, 1)), ¥(x,s,t) = diag(Fa(x, s, t)) and
by(r) € N represent the estimated sensor fault parameter
vector. Consider the parameter tuning law given by

A(t) = Po, (BFT (0, De(n), (36)

where F(0,t) = ®dy(t) — [LoM(O0, t) + fol G(s)V(O0, s, t)ds],
Ly is defined after the equation (15) and B > O is the
adaptation rate. Then for ¢t > 74, the sensor fault estimator
output isolation residual, eg(¢), will be bounded and remains
below a predefined sensor fault isolation threshold p;.
Proof: Refer to Appendix.
Remark 7: Define the sensor fault isolation threshold as

ps(t) = p + ky(t) | F5(0, )| + D. (37)

By utilizing the sensor fault estimator given by (34) and
output defined by (35) along with the parameter tuned by
(36), we can show |les(?)|| < ps(t) in the Appendix.

Remark 8: 1Tt is shown that in the presence of an actuator
or sensor fault, the corresponding isolation estimator output
residual should be within its corresponding isolation thresh-
old p, or ps, respectively while the other residual exceeds
its isolation threshold. To the contrary, when both sensor and
actuator fault isolation estimator output residuals exceed their
corresponding isolation thresholds, a state fault is considered
to have occurred.

Note the difference between the time-varying isolation
thresholds p, or ps; and the constant detection threshold p.
The isolation thresholds (30) and (37) are generally higher
than the detection threshold. For example, as shown in
Fig 3 (a) the magnitude of the actuator estimator output
residual e,(¢) will cross the detection threshold p and
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FIGURE 3. Isolation results in the presence of: (a) an actuator fault, (b) a
sensor fault, and (c) a state fault.

yet always stay within the isolation threshold of the actuator
fault estimator p,(¢) in the presence of an actuator fault.

The identification of a state fault requires location
determination, which is introduced next.

3) LOCATION DETERMINATION OF A STATE FAULT

First, several state fault filters i = 1,2,3,...,p, will be
designed next with p representing the number of filters,
divide the system space x € (0,1) into p + 1 identical
segments, to construct the state fault estimator. By comparing
the estimated isolation outputs given by estimators with that
of the measured output, p isolation estimator errors will
be generated. The estimator generating the minimum error
magnitude is believed to be closest to the actual state fault
position. Notice that placing more estimators, p, will result
in the determination of accurate fault location but this will
increase the computational cost.

After introducing the state fault filters and the estimator,
the performance of the estimator will be demonstrated and the
isolability condition which defines the class of isolable faults
will be given. Next, the state fault filters will be introduced.

The system dynamics with a state fault can be written as

21(x, 1) = ez (x, 1) + G(x)z(0, 1)
+ &, x,x7, )0 +di(v, x, 1), (38)
with boundary conditions given by (14) and (15) where
Dy, x, xp, 1) = O, x, A — xr)
— /x L(x,7) Dy, T, HA(T — xp)dT.
' (39)

In order to construct the state fault isolation estimators, fault

filters are incorporated into the observer (19). The state of

the estimator, 2(1)(x_, t) at location x = x; with corresponding
estimated output $(¢) can be represented as

B0, 1) =20x, ) + FOx, D80(0), (40)

300 =290, 0. (41)

where F/ C(i) (x, t) represents i fault filter at position x = x; for

x; € (0, 1) withi =1, ... p. The fault filter is designed using

IFD(x,1)/0t = ed*FO(x, 1)/0x* + Doy, x, x;, 1), (42)

IFD0,1)/0x =0, FO(1,1)=0, (43)
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with
ciDC(yv X, Xi, t) == (DC(yv X, t)A()C - xi)
X
— / L (x,t) D0y, 7, ) A(r — xj)dT
0

where FO(x, 1) € ™" is the i fault filter state, 0O(¢) is
the adaptive parameter vector of i state fault estimator. The
state estimation error is defined as

0, 1) = 2(x, 1) — 29(x, 1), (44)

whereas the output residual is given by D) = y(t) — fz(i)(t).
In order to study the performance of the estimation error
7D(x, 1), define

20, 1) =200, 0) + FOx, 6. (45)

It can be observed that as éﬁ’)(t) — 6., the estimator state
defined by (40) is the same as (45).

Define u(i)(x, 1) = z(x, 1) — Z9(x, 1) and its dynamics are
given by

w0y = epe, 1)+ dyx. 1)
+ [qDC(ya xaxfat)_ ch(y,x,xivt)]@c, (46)
uP0.n=0, u1,n=0. (47)

From the definition of Z¥(x, ¢) and u(i)(x, t) we can get
30, 1) = uDx, 1) + FO%, )00 (1). If the estimator is
located at the same position as the actual fault, i.e. x; =
Xz, w®(x, t) will have same dynamics as the one given by (20)
which is bounded for all x € [0, 1], # > #; and the bound only
depends on the upper bound of the disturbance. An adaptive
update law is proposed to tune the adaptive parameter and
an identifiable condition, which defines the class of state
faults whose location can be identified using the proposed
estimators, is included in the next theorem.

Theorem 4 (State Fault Estimator Performance): Let the
state fault estimator be defined by (40) and (41) with
parameter update law be presented as

80 = BLED, )T V(1) — D (1), 48)

where y is a positive constant and 0 < 8 < (2 —4)/2 is the
adaptation rate parameter to be used to estimate the system
state described by (38) and (14) upon detecting a state fault.
By comparing the actual isolation output defined in (7) with
the estimated isolation output defined by

1
$i(0) = / C)P(x)dx, (49)
0

where 7 is the estimated system state given by ?? (x, ) =

20,0+ [y K (x, )29 (v, 1) dT with k = |K(x, 7)|| and
x€[0,1]
K (x, ) being the kennel matrix of the inverse transformation

- - x -
VO (e, 1) =29 (x, 1) + / K (x,0)Z% (r,ndz, (50)
0

the location of a state fault occurred at position x = xy
is identifiable provided the state fault mismatch function
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nix) = @y, x,xp,1) — De(y,x,x;:, 1) and fault filters
defined by (42) and (43) satisfy

1
Il = Il and [ [P0 nax

1
o
0

> v — x|

F(x, t)de when |x; — x|

forsandrel,...p, (&29)]

where x; = \/(Imil> + d2)/ey + 62pqyei = r. 5.
Proof: See Appendix.
Remark 9: 1t is shown in the Appendix that the isolation
output residual defined by S)EZ)(I) = y;(t) — &S’)(t) is bounded
by

Hy?)(r)H <&je+ 4Dy 2y 02, + 2l + dP) e

wx [

when (51) holds and it is clear that the less the distance
between the actual fault and filter location given by
S; = |xf — x,-’, the smaller will be the bound given by (52).
Therefore, the true fault location is determined as the one that
is closest to the state fault estimator generating a residual that
is minimum over others.

Remark 10: The identifiable condition defined by (51) has
two parts because from the isolation output residual given by
(52), we can obtained that the magnitude of the residual is
determined by the value of both ||n;|| and x; folj FC(’)(x, 1) H

In order to isolate an actuator, sensor and state fault,
an isolable condition is required which will be introduced
next.

FOw,nlaxl, 52

4) FAULT ISOLABILITY CONDITION

In this part, a fault isolability condition is derived on the basis
of the proposed fault isolation scheme to define the class of
faults that can be isolated. Faults which can produce enough
difference on the measurements are simpler to isolate. For the
sake of expressing this difference, define a fault mismatch
function

W™ (1) £ F(0, 00, — Fin(0, 0 (0), (53)

where r = a, s, c and F,(0, t)0, represents the change of
the measured output caused by an actuator fault, sensor fault
or state fault respectively, m = a, s and F,,(0, t) denotes
effect caused by an estimated actuator fault or sensor fault
on the output and r # m. The fault mismatch function can
be viewed as the difference between the actual change of the
output F,(0, )0, due to the fault and estimated change of the
output F,(0, 1)6,, given by any other fault estimator m whose
framework does not match with the actual fault r.

Theorem 5 (Isolability Condition for Linear DPS): A fault
r that has been detected is isolable if for each estimator
m € {a, s}\{r}, there exists a time #; > 74 such that the fault
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mismatch function defined by (53) satisfies the following
inequality

™ @) > 2p + k(@) 1 Fn(0, )I| + D. (54)

Proof: See Appendix.
Next the fault isolation of nonlinear DPS is introduced.

IV. NONLINEAR SYSTEM DESCRIPTION

A class of DPS represented by a bank of nonlinear PDEs will
be introduced in this section. The system description under
healthy conditions will be presented first and with actuator
and sensor faults will be given in the second part.

A. SYSTEM DESCRIPTION WITHOUT FAULTS

The state representation of a class of nonlinear DPS is
expressed as

2
aV(.x, t) = Ca V(-;C’ t) +f(v7 x) + d(V, X, t)’ (55)
at X

with boundary conditions given by

vx (0,1) = Qv(0, 1),

v(l, 1) = u(1), (56)
and

YOy =v(0,0), ys(1) =vx(0,7),  ya(t) =v(L,1), (57)

where x € [0, 1] is the space variable, r > 0 is the time
variable, v(x, 1) € N" represents the state vector, y() is
the measured output for observer design and fault detection,
ys(¢) is an additional required measurement for sensor fault
isolation while y,(¢) is the required measurement for an
actuator fault isolation, f(v, x) € " is the nonlinear vector
function, d(x, t) € R" denotes the disturbance, Q € R"*" is
a nonzero square matrix, and ¢ > 0 is a constant.

Assumption 6: The nonlinear vector function f (v, x) satis-
fies the following conditions

a. f(v, x) is Lipschit continuous in v, CY%inx,Clint and

v forx € [0, 1], > 0 and v(x) € L,(0, 1).
b. f(v, x) should satisfy

of (v, x)
av

where Av represents a small change in v and &(Av, x)

is the approximation error satisfying ||sf ||2 . = Ef

f (v,x)
v 1S

fOv+Av,x) —f(v,x) = Av +¢gr(Av, x),

Remark 11: Assumption 6 (a) indicates that
bounded.

Remark 12: In order to meet the requirement ||£f ||2n <
& in Assumption 6 (b), Av needs to be small enough
implying that the initial condition of the observer which will
be introduced in Section IV-B should be close to the initial
condition of the system described by (55) and (56).

In the presence of a state fault, the state representation
given by (55) is modified as

ov(x,t) _
ar

2
D 00 +d e + bt . (659)
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Similarly, the boundary conditions are changed as

v (0,6) =0, v(,t) =u(t)+ ha(u), (59)

in the presence of an actuator fault and
y(@) = w0, 1) + hy(t), (60)

in the presence of a sensor fault.

Assumption 7: The fault type considered in the nonlinear
system is state, actuator or sensor faults and only one fault
occurs at any time.

Next, a detection observer will be first presented and then
a fault isolation scheme for differentiating state, actuator and
sensor faults will be proposed.

B. OBSERVER DESIGN

First the design of the observer will be introduced. Next
for the sake of selecting suitable gains of the observer, the
observer error dynamics will be considered. It will be shown
that by appropriately selecting observer gains, the error
dynamics will be bounded. To monitor the system behavior
described by (55), (56) and (57), a detection observer is
proposed as

O, 1) 9F(x, 1)

9 =cC axz +f(f}v-x)+Pl(xvt)(y_5})v (61)
av(0, N N

% =0y®) +Pio®» -y, v, 1) =u@), (62)

(@) = (0, 1), (63)

where V(x,t) € R" represents the observer state,
Pi(x) € W™ and Pjg € N are observer gains and
y(t) € R" is the estimated output.

Define detection residual as e(r) € R"' = y(r) — (),
and the observer error is given by v € 0" = v — V. Then,
by applying Assumption 6, the dynamics of the observer error
can be obtained as

Ve (X, 1) = cVxx (x, 1) ARV (x, 1) + &7 (V, X)
—Pi(x,t)e(t) +d(x, 1), (64)

subject to the boundary conditions given by

vy (0,7) = —Pro(t)e(t), v(1,t) =0, (65)

where A(t) = W . It can be shown that when the
observer gains are selec‘t}g& as [23]
oL (x,0,1)

Pix,t) =c——F—,

Pio(t) =L(0,0,1), (66)
ot

then by applying the transformation

<

(x,1) = E(x,t)—/xL(x, T,t)B(tr,t)dtr, (67)
0
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to the observer error dynamics described by (64) and (65),
it will be converted into a stable system given by

A& (x,t 928 (x, 1
& _ FECD B

ot dx2
+ em(V, x) +dpy(x, 1), (68)
dE(0, t
(’)20, E(1,1) =0. (69)
0x

where L(x, t,t) is the unique solution to the well-posed
PDE [23] given by

dL(x, t,t)
—a = A(t)L(x, T, 1)+ b(t)L(x, T, 1)
2L(x,t,1) 9%L(x,1,1)
+ C[ arz - 8)62 ]7 (70)
(x—1)
L(l,7,1)=0, L(x,x,1)= n [A®t) + b(O)nxn],

(71)

E(x,t) € R, Lix,t,t) € R and b(r) > 0 is an
arbitrary scalar, dy(x,t) = d(x, t) + fg M(x,n, t)d(n, t)dn
and e (v, x) = (¥, x) + fg M(x, n, t)er(v, n)dn with
M(x,n,t) € N is the kennel matrix of the inverse
transformation given by

E(x,1) =17(x,t)+/ M x,n,t)v(n,t)dn. (72)
0

The following theorem shows the performance of the
detection observer defined by (61), (62) and (63).

Theorem 6 (Detection Observer Performance): Let  the
observer defined by (61), (62), and (63) to estimate the
unmeasured states and measured output of the DPS given by
(55), (56) and (57). In the absence of a fault, detection residual
e(t) will be bounded and maintained below a detection
threshold p. A fault can cause e(?) to increase and exceed
the threshold p.

Proof: Refer to Appendix.

Remark 13: Ttis shown in the Appendix that under healthy
conditions the detection residual defined as e(t) = v(0, 1) is
bounded by

17¢3
2[c + 2b(1)][16b(2) + 1]

and the bound depends upon the disturbance bound. Based
on this bound, a predefined threshold p is selected, and in the
absence of any fault, the magnitude of the detection residual
should be below the threshold. In the presence of any type
of fault (Fig. 4), the measured output will deviate from the
estimated output and thereby cause the detection residual to
increase and exceed the predefined threshold. In that case,
a fault is declared to be active.

eIl <2 (dv + &),

C. FAULT ISOLATION SCHEME

Once a fault is detected by using the proposed observer as
shown in Section III-B, the fault type needs to be identified.
In order to isolate these faults, it is assumed that the system
operates longer than the isolation time #;.
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FIGURE 5. Fault isolation scheme.

The isolation scheme given by Fig. 5 indicates that after
detecting a fault, by using the measurements defined by
(57) and the estimated output given by the observer, the
actuator and sensor fault isolation residuals defined by
eq = ya(t) —v(1, t) and e,(t) = ys(t) — Qy(¢) respectively are
generated. Because the presence of an actuator/sensor fault
can only cause the corresponding fault isolation residual to
increase, if the actuator fault isolation residual e, exceeds
its isolation threshold p, and the other isolation residual
keeps below its isolation threshold, an actuator fault will be
declared; similar a sensor fault is declared. If neither of the
residuals exceeds their corresponding thresholds, the fault is
considered as a state fault.

Theorem 7 (Fault Isolability Condition): Upon detecting
a fault at + = 14, let the additional measurements y, and
ys defined by (57) be used to generate actuator and sensor
fault isolation residuals defined as e,(¢) = y,(z) — V(1, t) and
e5(t) = ys(t) — Qy(7). Then

I. An actuator fault will be isolable if there exists a time
t, > t4 such that the magnitude of the actuator fault
satisfies ||hq(u; 1) > pa;

II. A sensor fault will be isolable if there exists a time
ts > t4 that the magnitude of the sensor fault satisfies
| Qhs(t) Il > ps;

III. A state fault will be identified if ||e,(?)| < p, and
lles(®)]| < ps forallt; <t <t.
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Proof: See Appendix.

Remark 14: Based on the analysis in the Appendix, it is
known that either the actuator fault or the sensor fault
will cause the fault residual to exceed its corresponding
isolation threshold. Therefore, if a fault is detected at ¢; and
lea®lI < pas lesI < ps forall iz < 1 < 1
a state fault will be considered to occur. The selection of
pa and pg can be based on the upper bound of the sensor
noise.

V. SIMULATION RESULTS

The proposed fault detection and isolation scheme for
linear DPS will be demonstrated in the first part of this
section in the simulations by using MATLAB, and the
verification of the scheme for nonlinear DPS will be
introduced in the second part with a normalized heat
equation.

A. FAULT ISOLATION OF A LINEAR SYSTEM

The linear DPS described by linear parabolic PDEs are given
by

av(x, 1) _ 82v(x, t)

+ |:§ 110] vix,t)+d(x,t), (73)

ar  ox?

”?”=mMLxmw=mm (74)
X
V() = (0, y2O1 = (0, 1), (75)

for x € [0, 1] and ¢ > O where v(x, 1) € K21 represents the

0.05¢~5=027 sin(r)
0.06¢=36 =047 gin(27)
the disturbance, u(?) is the control input implemented at the
position x = 1, and the output, y(¢), is measured at the
opposite end.

To simulate the system represented by PDE (73) - (74) and
the detection observer using MATLAB, the space and time
intervals are selected as Ax = 0.05 and Ar = 0.01. Upon
detection of a fault, the actuator and sensor fault estimator
with outputs given by (28), (34) and (35) are employed to
isolate faults. Fig 6 shows that the sensor fault residual stays
under its threshold all the time while an actuator fault residual
exceeds its threshold. Combining the isolation results with the
fault isolation scheme described in Fig 2 indicates a sensor
fault. Once a sensor fault is identified, the update law given
by (36) will be utilized to estimate fault parameters. After
an initial adaptation, as shown in Fig 7(b) and (c), the fault
parameter vector can be estimated satisfactorily, which means
the detection residual is reduced below the threshold again as
shown in Fig 7 (a).

Next, a state fault seeded at xy = 0.2 is considered and the
fault function is characterized as

he (v, x, 1) = diagly} (1), y;(0)16.()8(x —0.2),  (76)

system state, d(x,t) = denotes

where 6.(t) = Q( — 6) é;;l represents the state fault

parameter vector and Q(¢r — 6) = diag(Q;(t — 6)) for
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FIGURE 7. Fault detection and estimation results.

i = 1,2 which is the time profile of the state fault where
0, ift<6

U =0 =1, _ a6,

: with k1 = 0.3 and
ift>6

k2 = 0.6. As noted previously, once a fault is detected, the
actuator and sensor fault estimators are utilized to generate
the corresponding fault residuals. It is obvious from Fig 8
that both the actuator and sensor fault residuals cross their
thresholds implying a state fault.

After the identification of a state fault, the next step is to
determine the fault location. In order to achieve this, four fault
filters seeded at four different locations x; = 0.2, 0.4, 0.6, 0.8
(see Fig. 9) will be applied with isolation output selected
as (notice that the isolation output is not limited to the one
defined next)

vi(t) = [v(0.1, 1) +v(0.3, 1) +v(0.5, 1)]/3. a7

Each fault filter can generate an estimated isolation output
and using which four isolation residuals are generated by
taking the difference between the actual and estimated
isolation outputs. The state fault location is determined as
xr = 0.2 since Fig 9 shows that the magnitude of the isolation
error generated by adding the fault filter at position x; = 0.2 s
the minimum.
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FIGURE 9. Location determination of a state fault.

B. FAULT ISOLATION OF A NONLINEAR SYSTEM
A heat equation with a nonlinear term is expressed as

w1 0%v(x, 1) - ThED
= +4v (x, 1) +20e” THED +d(x, 1),

ot 9x2
(78)
subject to the boundary conditions
av(0, t
% =0.5v0, 1), w(1,1) = u), (79)
X

where v(x, ) is the system state, u(¢) represents the control
input, and d(x,t) = 0.01 sin(t)e_loo()‘_oj)2 denotes the
disturbance and the measured output for observer design
defined as

¥(0, 1) = v(0, £). (80)

The observer is developed based on (61)-(63) to monitor sys-
tem behavior. A fault is declared activated when the detection
residual exceeds the detection threshold. Next, the actuator,
sensor and state fault are incorporated into the system,
respectively, and only one fault is considered at one specific
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FIGURE 11. Fault isolation results of an actuator fault.
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FIGURE 12. Fault detection result of a sensor fault.

time. The fault functions are expressed as

h, = _05(1 _ e—O.S(l—O.6))M(t)7
hy(t) = 1.5(1 — e 0308y, (1),
hc(t) — 08(1 _ e*().g(l*l_/))(l +y(t))26715()€*0.3)2’

where y4(t) = 0.3sin(1.5¢) + 0.5, which is the desired
trajectory of the output. To differentiate these three types of
faults, two measurements at different locations are utilized
which are defined as y,(¢) = v(1, ¢) and ys(t) = v+ (0, t).

In the presence of an actuator fault seeded at # = 6s,
it can be observed from Fig. 10 that the fault can be detected
within 2.5 s. Fig. 11 shows that only the actuator fault residual
exceeded its threshold; thus, an actuator fault is identified.
In the case of a sensor fault, it can be seen from Fig 12 and 13
that only the sensor fault isolation residual goes across the
threshold indicating a sensor fault.
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FIGURE 13. Fault isolation results of a sensor fault.

TABLE 1. Performance comparison between the proposed method in this
paper and a conventional method from [19].

Method — Proposed Conventional
Performance metric 4 PDE-based method ODE-based
method [19]
TPR 0.9921 0.9716
FPR 0.0130 0.0529
Average time to detection 2.05s 0.98 s
Percentage of correctly 98.78% 95.32%
isolated faults
Average time to isolation 54s 2.13s
0.2
s
=]
R e D SR
2 A

0

0 2 4 Time(sec) 6

FIGURE 14. Fault detection result of a state fault.

In the case of state fault, detection occurs around 9 seconds
into the simulation as shown in Fig 14. The isolation results
as shown in the Fig 15 indicates that neither of the actuator
and sensor fault isolation residuals exceed their isolation
thresholds so according to the fault isolation scheme of
nonlinear DPS, a state fault is identified. Above all, the
actuator, sensor, and state faults can be isolated by checking
the status of the actuator and sensor fault isolation residuals.

In order to compare the effectiveness of the proposed
approach with the existing methods that require model
reduction, one of the most recent works in this field
was selected [19]. The scheme presented in [19] was
slightly modified to fit the system under consideration here.
Simulations were performed under identical circumstances
using the proposed approach in this paper and the method
presented in [19]. Simulations were repeated 100 times with
randomized fault locations, magnitudes, rates, and initiation
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FIGURE 15. Fault isolation results of a state fault.

times. 5 metrics including true positive ratio (TPR), false
positive ratio (FPR), average time to detection, percentage of
correctly isolated faults, and average time to isolation were
selected to evaluate the performance of the methods. Note
that in calculation of the average time to detection/isolation,
only cases where faults are correctly detected/isolated were
included. The results are summarized in Table 1. As expected,
the proposed method clearly outperforms the conventional
ODE-based method in terms of TPR, FPR, and percentage
of correctly isolated faults, which is due to the fact that the
proposed method is directly based on the PDE model of
the system and thus is more accurate. On the other hand,
the conventional method appears to be faster in detecting and
isolating of faults. The longer detection time could be due
to the conservative selection of detection threshold in this
paper, which can be revisited in a future work by employing a
time-varying threshold. When the longer time to isolation was
investigated, it was found to be rooted mainly in the isolation
of state faults. In fact, when it comes to actuator or sensor
faults, the average time to isolation of the proposed method is
about 0.6 seconds which is well better than the conventional
method. The state fault takes longer to be isolated with the
proposed method due to the method of isolation that requires
a longer wait time to make sure none of the fault residuals
are going to exceed their threshold. While this may be a
downside, it is possible to alleviate the problem by setting
multiple isolation thresholds and monitoring the rate of
change of the isolation thresholds after detection. Please note
that in the simulations, both methods were implemented at
the same sampling rate which was sufficient in this example.
However, it must be mentioned that the proposed method has
more computational complexity due to the involvement of
multiple PDEs that need to be solved in real time and parallel
to the actual system without a lag. As a result, the proposed
method may require more computational resources compared
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to conventional methods based on model reduction. This may
not be an issue considering the substantial advancement of
processing power in the past couple of decades, but still worth
mentioning.

VI. CONCLUSION

Fault isolation for DPS is more involved when compared
to LPS because the system state in DPS is defined by
spatial variations besides temporal variations. The devel-
oped actuator and sensor fault estimators for linear DPS
with boundary measurement can be utilized to assist in
differentiating actuator, sensor and state faults occurring on
linear DPS. In addition, the proposed location determination
scheme along with the isolation measurement is useful for
identifying the location of a state fault provided enough
estimators are utilized. To mitigate the lack of fault filters,
a Luenberger type observer can be applied to monitor the
abnormal behavior of nonlinear DPS. The proposed fault
isolation scheme is capable of isolating actuator, sensor,
and state faults with additional measurements at boundary
conditions to overcome the need for fault filters. The
determined fault type and location developed in this research
can provide useful information for fault estimation and
accommodation. The proposed scheme does have some
limitations; (a) it is only suitable for DPS that can be
modeled by a parabolic PDE; (b) Although fault detection
only requires one boundary measurement, for successful
fault isolation three measurements are needed; (c) multiple
faults happening at the same time is not supported; (d) more
computational power is needed compared to conventional
models which must be considered when implementing in
real-time on systems with higher dimensions. As future work,
the authors plan to address some of these limitations to further
enhance the effectiveness and practicality of the proposed
scheme.

APPENDIX
Proof of Theorem I: In the presence of a state fault, the
dynamics of the observer error becomes

zf(xa t) = Szxx(xa t) + d[('xa t)
X
+h€(y’x’xf’t)_/ l('x’ T)hC(y7 T’vat)dr’
0
%(0,0) =0, z0,1)=0.

Solving the PDE defined above yields [27]
x, 1)

o0
_ Z efe[(n+0.5)7r]2(t7t_f)Zn(tf) cos[(n + 0.5)7x]
n=0

o0 t
+> / dp(1)e =L HOITEE=D) g cos[(n + 0.5)7x]
—o0/r

o t
+ Z / e elHOSTP(=D) it cos[(n + 0.5)mx],
n=0"1
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where Z,(t/) € N" depends upon the initial condition
e(ty), dm(t) = 2f01 di(x, t)cos[(n + 0.5)mx]dx and h,,(t) =
2f01 [y, x, xp, 1) — fox [(x, Mhe(y, n, xp, )dn] x cos[(n +
0.5)wx]dx. The first term in the above equation is the
response due to initial condition and the second one is the
response due to the fault function and bounded disturbance.
By noting detection residual being e(f) = z(0, t), the solution
to the detection residual is obtained by substituting x = 0 in
the above equation as
oo
ew=72 [Enaf)e—g[("*(’-s””z“—’ﬂ

n=0

t
+/ dm(,L,)e—e[(n+0.5)n]2(t—f)d.L,}
i

ot t
— 20—
+ E /tf hm(f)e e[(n+0.5)m]~(t T)df.
=0

According to triangle inequality (|la; + a2l >
[laz|l — lla1||) and the equation above we can get
o t )

le)l = | > / h(T)e HOITIE=Dg
n=0"1
o0

- Z[Z,z(rf)e“("”j)’f]z“’f>

n=0

t
+/ dm(r)e—s[(n+0.5)7r]2(t—r)dr]
'

oo
_ 2(t—tr)~
Z {e 0Ttz ()

|

>2p—Kp[

t
+ / dm(T)e—a[(n+0.5)n]2(z—r)dr
I

=2p—p=0p,

when (25) holds and the detection threshold is selected as
ad 2

p =k, { D {zn(tf)e—g[("mﬁ)”] (t=1r)
n=0

t
+/ dm(r)efsl(n+().5)7r]z(tfr)dr
I

|

where k, > 1 is a constant, thus assuring the detection of a
state fault.

Proof of Theorem 2: The actuator isolation estimator
state residual, Z, (x, ) = z (x, t) — Z,4(x, 1), can be written as
Za(x, 1) = n(x, 1) + Fg (x, 1) 6,4(t). Then, the actuator fault
estimator output isolation residual can be expressed as

ea(t) = Za(0, 1) = p(0, 1) + Fa(0, 1)0a(2), (81)
where u(x, t) = z(x, t) — Z4(x, t) with Z,(x, t) defined as
Za(xs t) = 2()‘:1 t) + Fa(-x9 t)ea

The eqyation above is viewed as the ultimate target of Z,(x, t)
when 6, is being tuned by (29) and it has the same initial
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condition as Z,(x, t) i.e. Z,(t4) = Z4(t4). In the presence of an
actuator fault, the system dynamics is described by (13) and
(15) with modified boundary conditions given by

zx(0,1) = Loz(0, 1),  z(1,1) = U(t) + Pa(U(2), 1)0a.
(82)
By using the system dynamics given by (13), (15) and (82)
and the observer defined by (19), we can obtain the dynamics
of u(x,t) as
pi(x, 1) = eplax(x, 1) +di(v, x, 1),
ux(0,1) =0, u(,1)=0, (83)
where d;(v, x, t) is defined after (15). The error dynamics
defined in (83) is same as the observer error dynamics given
by (20) whose stability has been shown in [20] and [28]. Now

to obtain the isolation residual, recall (81), when ¢t > ¢4, and
take the norm on both sides to get

lleaIl < (0, DIl +

By solving the PDE given by (83) and substituting x = 0 to
the solution we can get for r > t4,

o
— 20—
(0, 1) = D e~ HOITC—0 1)

B0 IF .0 (84)

n=0
o t )
+ / dm(_[)e—s[(n+0.5)ﬂ] (t_r)df.
Substituting ||1(0, 77)]| = |le(0, t7)|l = p in the equation

above provides

A

[0, Dl = p+

o t
Z/ (0= E1H0TR=) 4
n=0"14

=p+b.

_ o
where D = H > fz; dm(r)e—a[(n+().5)n]2(t—r)d.,; . Recalling
n=0

the inequality given by (84) we can obtain

lea®ll = 1200, 0l + 80| 1Fa0, 1)
< P+ D+ ka0 IF0, 0],

where k,(t) > ” éa(t)) depends upon the geometric properties
of the compact set ®,. Recall the actuator fault isolation
threshold p, defined by (30) to get |le,(¢)|| < pa(t), which
completes the proof.

Proof of Theorem 3: The sensor fault estimator output
error is expressed as

es(t) = y(t) — 3s(1)
= 7,0, 1) + D4(1)0,(1) = (0, 1) + F4(0, )0,(1), (85)

where Zg(x, t) = z(x, t) — Zs(x, t) is the sensor fault isolation
estimator state residual, p(x, t) = z(x, 1) —Zzs(x, t) with z(x, 1)
is defined as

1
Zs(x, 1) = 20x, 1) — [LoM(x,t)+/ G()W(x, s, 1)ds]bs,
0
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which is viewed as the ultimate target of Zs(x, t) when 6’}
is being tuned by (36) and has the same initial condition as
Zs(x, £). In the presence of a sensor fault, the system dynamics
becomes (13) and (14) with output expressed as

¥(t) = 2(0, 1) 4+ P(1)0s,

By taking partial derivative of w(x, t) with respective to ¢
and x, we can get that the dynamics of u(x, t) satisfying (83)
indicating the stability of w(x, 7). Thus, for ¢ > 7, taking the
norm on both sides of (85) we can obtain

lles()Il < (0, )| + x5 |1Fs(0, )]l
< p+ &) IF50, 1) + D,

where [|14(0, )| < p+ D fort > t4 and k,(t) >
relies on the geometric properties of the compact set ®; and
D is decided by disturbance or uncertainty bound. Substitute
the sensor fault isolation threshold defined by (37) to the
inequality above yielding ||es(f)|| < ps(¢), which completes
the proof.

Proof of Theorem 4: Define a Lyapunov function
candidate

1
V= [ O o w0 /2 + GO0 2

the derivative of this Lyapunov functlon with respect to time
is glVCIl by V — f [,u(’)(x f)]T apt (x t)d + [9(1)]T9(C)
By substituting (48) to get

1
V= / (1, 01 ux, 1)
0
1
+ / (P, D17 dy(x, t)dx
0

1

+ / (1O, O [Bely, 2,17, 1) — Doy, x, xis Dbedlx
0

O,

By using integration by parts and Poincare inequality [29]

N2
[0, = 3 |

W and using the adaptive update law
(48), we obtaln

' ex? [T 6 7,0
V<~ 0, 0T u O, 1y
4 Jo
1
+ / (1O, 017 dix, 1)dx
0
1 - —_ —_
+ / (1O, D1 [Bely, x. x7. 1) — Doy, . 31, D)]bedy
0

— BI6"

Because () = 70(0, 1) = uD(0, 1) + F20, 6 (¢) the
above inequality can be rewritten as

[FO©, D1 eP(t) + y 1601769

1
V= —en? / (1O, 1 P, 1) /4
0

1 1
+ / [, 17 dy(x, t)dx + / [P, 01 niCx)dx
0 0
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= Ble%() = 0. 01" 1) + y 181" 07

1
—ex? / (1O e, 017 1@ r, 1)dx /4
0

IA

1 1
+ / [ D, 017 dy(x, t)dx + / (D, 017 ni(x)dx
0 0

= Bl eV(1)/2 + L0, 01" (0, 1)/2
—p[091709 2 4 y62,../2
2
SRR ALY / (1P, DI O, 1)
—y169] Te(”/z + Y02 /2 + @7+ Imil*)/2e
where 0. max > [|6.||. Therefore, the derivative of Lyapunov
function will be less than zero if
2[lImill* + d7]

\/2 eczmax + e

Inll* + d?
> / T’ + 602 00 (86)

With the bounds given by (86), the bound of isolation
output residual defined by yg')(t) = yi(t) — &5’)(0 can be
obtained as

ol

30 =30 = H / ' Ce - 1900l
H /0 1 CP P (x)dx| < a\/m
&y + 42y uf / Fc. s

i@+ 4R 27 02 + 2[”’””2 +dfl/e

(©)

I

0) H
X
Z7(x) -

IA

i

| /\

Ul ey + R [ [P0 0]

where 79(x) = v(x) — ¥D(x) is the state error. The bound
on the magmtude of the isolation output error of the state
fault estimator yl depends upon the value of ||n;|| and

Xi fo H FOx, t)de. Because the mismatch function | ;]|

1
and x; [, ‘
actual fault and filter location given by §; =

}xf — x,~| yielding
the magnitude of 5)51) changes with the distance S;. When
the condition (51) is satisfied, the location of the state fault
will be identified by comparing the isolation output residual
generated by state fault estimators at different locations. The
true fault location is determined as the one that is closest to
the state fault estimator generating a residual that is minimum
over others.

Proof of Theorem 5: Upon detecting a fault, recalling
equations given by (81) and (85) the actuator/sensor fault
estimator error satisfies e, (1) = w(0, t) + K™ (¢). According
to triangle inequality ||a; + az|| > |la2ll — |lai|| and the

equation above we can get ||em(t)||_z 1A ()] — (0, D]l
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If the (55) is satisfied and recall that || x(0, 1)|| < p + D, it is
clear that

lem®Il > 2p + m(®) |Fm(0, DIl + D — [0, )]
=+ km(0) [|1Fn(0, DIl = pm(1)

where p,, is the threshold used for fault isolation defined

by (30) and (37).
Proof of Theorem 6: Define a Lyapunov function
candidate V(1) = ()3, /2c + [E:(®)I3, /2c whose

derivative with respective to ¢ is obtained as
40)
1 1
= / El(x, )Ei(x, t)dx/c +/ Bl (x, 1) (x, tdx/c
0 0
1 1
= / El(x, 1) B (x, 1)dx — b(t)/ &7 (x, )E(x, t)dx/c
0 0

1
+ / BT (x, Dldy (x, 1) + e (7, ))dx /¢
0

1
+ / 27 (v, NdE(x, 1)/,
0

Substitute the dynamics described by (68) and (69) to the
equation above to get

V(t)
< —IEIl3, — b IEW®I3,, /c

1
+ / £ (v, Oldu (e, 1) + e (5, )ldx
0
1
B3, + b(0) /O g7 (x, E(r, H)dx /e

1
- / g1 (x, Oldy (x, 1) + et (7, x)dx /¢
0

—b®) |EMII3,, /c — [c + b ExDI3,, /c
(dm + Em)
c

IA

— 2
— IEa®I3, +

1
X / |:\/ ET(x, E(x, 1) +/ EL.(x, ) Ex(x, t):|dx
0

14+ 16b() 5 e+ 2b(0)
< - [ =(7 _—_—
< T6c eI, %
17¢*(dy + em)?
+

o 2
1213,

where dy > |ldy|| and Em > ||5fM || Therefore, V(t) < 0if
one of the following conditions is satisfied

1B > 2@t + 1), |~

= > & —
2n M EMON T6b(r) + 1
_ 17¢3 - _
1ExDll2,, > (dy + Emr)-

2[c + 2b(2)]
By Agmon’s inequality

- 2 - =
max [[E(x, D)z < 2[E@)l2n |Ex(®l2,n

s
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17¢3 7 =
we can get el = 2/l (@y + Em).

Therefore, the detection residual is bounded and based on the
bound defined above, a detection threshold p can be selected
to assure that in the absence of faults the magnitude of the
detection residual remains below the threshold. A fault can
cause the magnitude of the detection residual to increase and
eventually exceed the threshold which leads to detection of
the fault.

Proof of Theorem 7: In the presence of an actuator fault,
the boundary conditions are modified as (59), and we can get
eq(t) = hy(u; t) for t >ty If ||ha(u; t,)|| > pq, then it can be
guaranteed that |le,(#,)|| > p, and thus, an actuator fault is
isolated. On the hand, the presence of a sensor fault or state
fault will not cause ||e,(¢)]| to go across the isolation threshold
pq forallty <t <t.

In the case of a sensor fault, the sensor fault residual will
become as ey (1) = Qv(0, 1) — Q[v(0, t) + hy(t)] = —Qhy(t)
for t+ > 1t due to the sensor fault. It is obvious that if
|Qhs(ts)ll > ps then |les(ts)|| > ps and thus a sensor fault
is isolated. However, the occurrence of an actuator or state
faults will not make the magnitude of the sensor fault residual
to exceed its threshold for all t; < ¢t < 1;.
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