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ABSTRACT Over the past few decades, Intelligent Transportation System (ITS) has become a vital and
extensive element of daily human life and activity. Vehicular Ad hoc Networks (VANETSs) have become
the most promising components of ITS, which promises to enhance transport efficiency, passenger safety,
and comfort by exchanging traffic and infotainment information to intelligent vehicles. Moreover, VANETS
have emerged with new paradigms (e.g., Cloud, SDN (Software-Defined Networking), Fog computing,
Blockchain, and Al (Artificial Intelligence) techniques) to provide strategic and secure communications
to increase their reliability. Therefore, efficient and robust mechanisms, such as trust management, are
essential requirements in VANETS. This survey provides an extensive overview of the VANET and trust
management’s main concepts. After that, we briefly review existing surveys, followed by the significant
challenges of security and trust in VANETSs. Then, we identify, review, classify, summarize, and compare
related approaches. Finally, we give some future research directions.

INDEX TERMS VANET, SDN, security, privacy, trust management, blockchain.

I. INTRODUCTION

Vehicular Ad-hoc Network (VANET) is a particular category
in mobile ad hoc networks (MANETSs) with highly dynamic
topology and intermittent connections [1]. Since the infor-
mation transmitted is distributed in an open-access environ-
ment, security and privacy are among the most critical issues
related to VANETSs. Hence, any VANET must satisfy the
security services and privacy requirements [2], as illustrated
in Table 1 and Table 2, for an efficient and reliable sys-
tem. It must guarantee that the exchanged messages are not
inserted or modified by any attackers (e.g., insider/outsider,
malicious/rational, local/extended, active/passive attackers).
Any affected application can cause severe threats to drivers
and passengers. According to the World Health Organiza-
tion [3], every year, over 1.35 million road users are killed
on the roads. Therefore, authentication and trust [4] in the
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extensive data exchange are crucial requirements in VANETs.
Privacy is crucial on VANETs. Hence, only Trusted Authori-
ties (TA) [5] have access to sensitive and private information
about vehicles to preserve drivers’ privacy from any third
party and ensure accountability. Therefore, TA can trace
malicious nodes and reveal their real identities in the case
of reporting false information about vehicle position or the
traffic condition by malicious nodes within the network.
Exchanged messages contain private information of the driver
and should be sent anonymously to ensure the effectiveness
of communications. Nevertheless, more is needed to guar-
antee that these messages are authentic. In this case, inter-
nal nodes can disseminate false messages in the network,
which leads to severe accidents. Once TA and RSUs notice
the false messages, they must identify and reveal the real
identity of the malicious node which disseminated this. The
primary role of the TA is registering participant vehicles
and RSUs and generating their private keys and security
parameters [6]. Moreover, TA provides pseudo-identities for
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TABLE 1. Security services in VANETs.

Service Description

Availability It is considered the most important security service
because most of the attacks work on creating a problem
against the availability of resources.

Authentication | Knowing whether the coming data is from a legitimate

node or not.

Data integrity

The intactness of the messages sent by the legitimate
user should be strong so that an attacker can not easily
change messages information.

Confidentiality

This security service controls the revelation of message
contents to unauthorized entities to preserve the user’s
privacy by remaining the exchange of encrypted data
between communicating nodes.

Non-repudiation

prevents the sender/receiver from denying transmitted
messages.

TABLE 2. Privacy requirements in VANETSs.

Requirement

Description

Availability

Since, most of the attacks have been against the avail-
ability of resources, this requirement is considered the
most important in VANETS.

Authentication
of data

Transferred data between VANET entities must be
verified.

Integrity of data

Transmitted messages are forwarded to the correct
locations or not.

Privacy of vehi-
cle

Personal and confidential users’ data should not be re-
vealed to viewers, neither the future activities of nodes
and transmitted messages should be highly secured.

Authorization Only VANET entities can avail the services provided
by the network.

Tracking of vehi- | Network must be able to track the identity of the

cle ID vehicle.

Scalability VANET should add new nodes without affecting its
performance.

Efficiency Improved by minimizing the overhead, computation,
delays, and collisions.

Freshness New messages should be verified regularly to avoid the

use of old one.

registered vehicles and keeps its hands on the real identities
to trace any vehicle’s malicious activities. RSUs must first
analyze the received messages from vehicles to prevent false
information attacks. Hence, RSUs need to have the potential
to detect false information reports sent by vehicles. Therefore,
Public Key Infrastructure (PKI) is a crucial requirement in
VANETs. Several security solutions depend on traditional
PKI that quickly detect only outsider attackers. Traditional
PKI can not detect insider attackers because they are par-
ticipating within the network and already have verified cre-
dentials [7]. Therefore, researchers introduced the concept
of trust [8] as a security parameter that can detect insider
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attackers by analyzing mutual messages. Additionally, trust-
based approaches are still relatively in their early stage to
ensure the effectiveness of VANET deployment. Based on
trust models, a node will assign a trust degree to another
node within the network during communication. Trust man-
agement recently attracted researchers’ attention [9] due to
its potential to broadcast reliable information across the net-
work, eliminate false messages, track selfish and malicious
nodes, and mitigate its activities. So, trust models need to be
installed in RSUs and vehicles to determine the reliability,
accuracy, and authenticity of received messages.

A. CONTRIBUTIONS OF THIS WORK

This paper provides a detailed survey on trust management in
VANETS. Although recent researchers pay great attention to
the trust deployment in such networks, related surveys that
straightforwardly address this topic are limited. Therefore,
we review, analyze, and compare in this survey the proposed
schemes published in the last six years (from 2017 to 2022),
which have been proposed for managing trust in VANETSs.
Also, we classify them based on emerging technologies and
Artificial Intelligence tools. The organization of our survey is
presented in Figure 1.

B. ORGANIZATION OF THE PAPER

The rest of the paper is organized as follows: In Section II,
we provide a comprehensive overview of the trust manage-
ment mechanism in VANETS. In Section III, we discuss some
of the existing survey papers on this topic. Then, we outline
the security and trust management challenges, also the most
common attacks in VANETSs in Section IV. In Section V,
we provide a new classification of these approaches based
on the technology used. In Section VI, we give a summary
of the surveyed trust management approaches in VANETS
and we provide a comparison based on a set of criteria. Some
open issues and future directions are discussed in Section VIIL.
Finally, we make some concluding remarks in Section VIII.

C. METHODOLOGY OF RESEARCH

This paper is meant to review, classify, compare, and summa-
rize work done in the field of trust management in VANETS
over the recent years (from 2017 to 2022). We established this
survey based on a selective methodology of research (mainly
the year of publication and adopted tools as the search’s set
of criteria). Selected works mentioned in this paper must
respond to the following questions:

o What are the main pillars of trust management in
VANETS?

« What are the standard metrics used to assess trust in such
networks?

o« How can we classify the recent trust management
schemes?

e What is the set of criteria to summarize these
approaches?
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TABLE 3. Existing surveys on VANETs.

’ Ref. ‘ Year ‘ Major contributions Topic

[11] 2017 Overview on VANETS architecture, security issues, prevention measures of those issues, and | Security
comparative analysis.

[12] 2020 Comprehensive survey on various attacks, proposed solutions and analysis and comparison Security

[13] 2019 Overview of VANET architecture, security attacks and challenges discussion Security

[14] 2021 Comprehensive survey on VANETS, attack models, analysis of the security and privacy | Security, privacy
requirements for identity-based security and privacy schemes

[15] 2021 Overview of VANETS, different possible attacks, detailed review of privacy and authentication | Security, privacy
schemes, attacks countermeasures and performance measures, some open issues

[16] 2021 Existing authentication and privacy schemes, detailed comparison based on a set of criteria, | Privacy
qualitative comparison with the existing surveys

[17] 2021 This survey review, interpret, and compare some of the recently proposed trust’s building and | Trust
management schemes and discuss the disadvantages of current works and future challenges.

[18] 2019 Detailed overview of VANET, authentication schemes review, location privacy protection | Security, trust and pri-
mechanisms, trust management models analysis, future directions vacy

[19] 2018 Identification and review of recent issues surrounding efficient routing protocols, detailed | Routing
qualitative comparison

[20] 2018 Comprehensive survey and classification of pseudonym changing strategies, comparison based | Privacy
on relevant criteria, open issues, future directions

[21] 2020 Critical analysis of existing machine learning-based trust approaches Trust

[22] 2018 Identification of Trust management approaches, detailed analysis: concepts, methodology, | Trust
algorithm, QoS and performance capabilities, qualitative comparison, open issues

[23] 2018 This survey addressed the quality of service in VANETSs and presented a quantitative compar- | QoS
ison between different routing protocols.s

[24] 2019 Detailed review of security attacks and protection schemes Security

[25] 2019 Survey on recent trust management solutions in VANET Trust

[26] 2017 Overview of security challenges, authentication and trust models Security, trust

[27] 2022 Extensive survey: communications, applications, challenges, open issues Security

To identify our selected surveys, we used relevant keywords
such as “VANET”, “Trust” and “used tools”’. We obtained a
large number of papers related to the topic. During the search
process, we notice that “privacy” and “‘reputation” are
toughly related to “Trust”. To extract more specific and new
papers, we refined our used keywords to combine the “Trust
management” and “VANET” keywords with “Cloud Com-
puting”, “SDN”’, “Edge/Fog Computing”, ‘“Blockchain’,
or “Artificial Intelligence techniques”.

Il. TRUST MANAGEMENT MECHANISM: OVERVIEW

In general, trust is the relationship between two elements
within the network. In this paper, we denote them as trustors
and trustees. The trustor is the participant who will evaluate
the trustee, and the trustee is the participant being evaluated
by the trustor. For example, when we say X trusts Y, X is
the trustor, and Y is the trustee. In this section, we describe
and define the trust mechanism to understand the surveyed
approaches in this paper. Securing vehicular network commu-
nications results in the necessity of the deployment of robust
and efficient trust management models. The trust mechanism
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aims to identify whether information from a sender node
may be accepted or discarded by the receiver node (vehicle
or RSU) based on a specific degree of certainty called trust
value. The trust value is the probability of performing a
specific action by an entity/node within the network. It varies
from O to 1 : O thoroughly distrusted and 1 wholly trusted.
We summarize the main concepts of the trust management
mechanism in Figure 2.

A. PROPERTIES

The trust mechanism has many properties, and we can define
them as follow:

« Direct: The trust value calculation is based on the direct
relationship between the trustor and the trustee.

o Indirect: The trust value calculation is based on the
recommendations broadcast by neighbors of the trustor.

o Local: The trust value is restricted only for both partici-
pants and it can not be broadcast in the network.

« Global: All entities of the network have a specific and
unique trust value shared with each other.
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FIGURE 1. Our survey organization.

o Subjective: The trust calculation only depends on the
opinion formed by the trustor.

o Objective: The trust calculation depends on specific
parameters of the trustee node.

o Asymmetric: One-way trust or unidirectional trust rela-
tionship. For example, when A trusts B that does not
mean that B automatically trusts A. Asymmetric trust
means when A trusts B, B does not trust A.

« History dependent: The trust calculation is based on the
past behaviors of the trustee.

o Context-dependent: The trust calculation depends on
environmental events or circumstances.

o Composite: The trust value is calculated based on some
parameters such as honesty, security, etc.

o Dynamic: The trust value is dynamic with time and can
be updated due to any change of initial parameters.

B. METRICS

Based on the surveyed approaches, we outline in this section
the different metrics generally applied in the trust measure-
ment and evaluation in VANETS.
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IIl1. Exsiting works

lI1.2. Comparison with our survey

IV. Challenges
IV.1.Security challenges

IV.2. Trust management challenges

IV.3. Security attacks in VANETs

Reputation-based: The node calculates the trust value
based on given recommendations/opinions from neigh-
boring nodes in the network about a specific node.
Knowledge-based: The trust calculation of the node is
based on past or direct experience with a specific node
within the network.

Expectation-based: The trust value here is calculated
based on the expectation or prediction of the node’s
behavior. In the expected way, the node will calculate
the trust based on its history with another node or it
will predict it when there is no previous communication
with it.

Node properties: The trust calculation uses the main
parameters of the node like direction, speed/velocity, etc.
Proximity-based: The trusted formula of the network
includes also the proximity parameters of the node like
the time, distance, location, etc..

Environment-based: The network area, density, or topol-
ogy (especially the presence of the main component of
the clustering mechanism: the cluster head) are consid-
ered as factors or parameters which can be included in
the trust formula of the system.

VOLUME 11, 2023
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3.1. Propagation
3.2. Agregation
3.3. Update

3.4. Prediction
3.5. Evaluation
3.6. Formation

Single-trust

Multi-trust

( @ 2. Metrics

2.1. Reputation-based ‘
2.2. Knowledge-based ‘
2.3. Expectation-based ‘

2.4. Node properties-based

2.5. Proximity-based

2.6. Environment-based

FIGURE 2. Trust management main pillars.

C. COMPUTATION MODULES

Trust management is a crucial aspect of securing communi-
cation in Vehicular Ad Hoc Networks (VANETS). The main
modules of the trust management mechanism in VANETS
include:

o Trust Propagation Module: Distributed, semi-
distributed or centralized approaches are applied in
the propagation module. In the distributed approach,
every single node deploys the trust management and
contributes to collecting information, trust computa-
tion, trust updating, storage, and dissemination without
requiring a central agent. However, in the centralized
approach, all these tasks are achieved by a central entity.
Hence, the semi-distributed approach depends on a cho-
sen set of entities and manages trust based on received
information from other entities within the network.

o Trust Aggregation Module: Based on specific mod-
els, this module deals with the different propagated
versions of the trust value of a node through different
network paths from the previous phase. Machine Learn-
ing, Game Theory, Hybrid, Statistical, Probabilistic, and
Fuzzy Logic models are the most used. The choice of the
model depends on input attributes. For example, with a
huge number of attributes we apply a Machine Learning
model. However, the Bayesian model is applied to binary
data.
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~ 1.1. Direct
\ 1.2. Indirect
\ 1.3. Local
\ 1.4. Global

1.5. Subjective

1.6. Objective

1.7. Assymetric

1.8. History dependent
1.9. Contexte dependent

1.10. Composite

1.11. Dynamic

Trust Update Module: This module updates the trust
values of nodes in real-time based on their current
behavior and feedback from other nodes. The update
module may use a variety of algorithms, such as
Bayesian networks, decision trees, or neural networks,
to update the trust values. This module consists of
managing computed trust scores with time. Basically,
we have two main approaches to updating trust: Event-
driven and Time-drive. In the first approach, all activi-
ties (e.g. raising service/access request, delivery service,
etc.) are assumed to be events. The trust value of the
node is dynamically updated with each occurred event in
the system. However, in the Time-event type, trust value
is periodically updated using counter-based strategies
without waiting for the occurred event.

Trust Prediction Module: Trust between nodes is pre-
dicted based on specific metrics. This module deals with
guessing whether a node will be trusted by a trustor or
not.

Trust Evaluation Module: Generally, the evaluation
module depends on experience (direct/local knowledge),
global knowledge parts (direct/indirect trust), and sug-
gestion which is computed after requesting the node’s
neighbors and upgrading the table of trust. Hence, it will
be computed as a recommendation and joins the global
knowledge, and may asses the trustworthiness of an
entity.
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o Trust Formation Module: This module deals with the
definition of the trust formula and how the trust value
can be calculated. Trust formula depends on chosen
metrics and properties which means it can be simple
or composed. Two typical categories are defined in the
formation module: Single-trust and Multi-trust.

Trust Inference Module This module infers the trust-
worthiness of nodes based on their trust values and other
contextual information. For example, if a node with a
high trust value suddenly starts behaving suspiciously,
the inference module may lower its trust value and mark
it as untrustworthy.

Trust Revocation Module This module revokes the
trust of nodes that have been identified as untrustworthy
or malicious. Once a node’s trust is revoked, it is no
longer allowed to participate in the network and its
communication is blocked.

Ill. EXISTING SURVEYS

In this section, we introduce the most recent compre-
hensive surveys addressing trust management in VANETs.
We summarize the contributions of these papers in Table 3.
We remark that a restricted number of articles have under-
lined VANET trust management works. The mentioned sur-
veys exploring the works on VANETS in terms of security and
privacy could bring more understanding to our survey since
we will discuss the critical VANETS’ security challenges in
the next section.

A. CONTRIBUTIONS OF EXISTING SURVEYS

There is a significant number of surveys have been pro-
posed regarding VANETS, as shown in Table 3. Most of
them inspected security and routing protocol issues and pro-
vided a detailed overview of VANETSs from an architectural
view [11], [12]. Other surveys provided detailed reviews
on possible security issues following related solutions [24].
Authors in [14] introduced a comprehensive survey on
VANETSs and outlines some attack models and provided a
qualitative analysis of the security and privacy requirements
for identity-based security and privacy schemes. In [16],
authors provide a comprehensive survey of the existing
authentication and privacy schemes and compare them based
on all security and privacy requirements, computational over-
heads, and the level of resistance to different types of attacks.
This paper also provides a qualitative comparison with the
existing surveys. Reference [20] introduced detailed surveys
regarding privacy in VANETSs.

B. COMPARISON WITH OUR SURVEY

Although there are a considerable number of publications
concerning trust management in VANETS, there are so far
rare exhaustive surveys that cover all the various charac-
teristics of trust. In Table 4, we compare our paper with
the above-mentioned scheme regarding trust management in
VANETS based on: trust modules, trust metrics, trust chal-
lenges, trust attacks, open directions, taxonomy, evaluation
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criteria, and simulator. This comparison shows that our paper
focuses extensively on identifying, reviewing, classifying,
and comparing the different trust-based schemes while cov-
ering the various aspects of trust.

IV. CHALLENGES

In this section, we identify and discuss significant security
and trust challenges of VANETSs. Then, we briefly explain
the most common security attacks and outline some related
solutions.

A. SECURITY CHALLENGES

In VANETS, data is transmitted through a wireless network
vulnerable to malicious nodes intercepting it. Hence, security
issues are the most critical challenges in VANET. Hence, any
affected application can cause severe threats to drivers and
passengers. Also, in VANETS, the high mobility of vehicles,
dynamic topology, scalability, short-duration communication
links, heterogeneity of technologies deployed in the network
make it challenging to detect malicious attacks. Therefore,
maintaining security for VANET’s entities (drivers, passen-
gers, vehicles, roadside units, traffic management authorities,
etc..) is very crucial. Therefore, VANETs must guarantee
that the exchanged messages are not inserted or modi-
fied by attackers. In the case of an impersonation attack,
the attacker uses the identity of another node (e.g., mali-
cious nodes generally masquerade as emergency entities)
and communicate with victim nodes to make them change
their behavior. Security and privacy in VANETS are directly
related to trust issues. Several research works have been
done in the scope of this topic, such as privacy preser-
vation approaches, cryptography-based, pseudonym-based,
certificate/certificate-less-based authentication, and id-based
signature approaches. These schemes are growing signifi-
cantly and ensure the reliability of VANETSs, especially by
combining emerging technologies and Artificial Intelligence-
enabled techniques.

B. TRUST MANAGEMENT CHALLENGES

In recent years, vehicle privacy and authentication concerns
are growing significantly, and trust models are seen as secu-
rity tools in VANETSs. However, they are still relatively in
their early stages and facing many challenges, same as secu-
rity issues. Therefore, VANETSs must ensure trustworthiness
for users when communicating with each other. Trust models
aim to track and eliminate malicious and selfish nodes and
ensure that only reliable information is broadcast in the net-
work. They must be highly resistant to malicious attacks (e.g.,
bad-mouthing, on-off, movement tracking, message sniffing,
etc..) For instance, the on-off attack is a typical node-behavior
attack that aims to avoid a bad reputation by launching a
malignant service and behaving well alternatively. Moreover,
selfish nodes’ attacks aim to seek and deny communications,
just like in greedy nodes, to interrupt event logging and stop
tracking the actions of nodes. Also, we cite the Bad mouthing
attack, another severe reputation-based attack. It aims to

VOLUME 11, 2023



H. Amari et al.: Trust Management in Vehicular Ad-Hoc Networks: Extensive Survey

IEEE Access

TABLE 4. Comparison of our paper with different trust surveys.

Comparison aspects Ref. [17] Ref. [18] Ref. [21] Ref. [22] Ref. [25] Ref. [26] Our survey
Trust’s modules v

Trust’s metrics v v v v v v

Trust’s challenges v v v

Trust’s attacks v v v v

Open directions v v v v
Classification v v v v v
Evaluation criteria v v v
Simulator v v v v v

collapse/reduce the trust reputation of other nodes in the net-
work by providing bad recommendations about them. Then,
VANETS still claim privacy and trust requirements concur-
rently since private and sensitive users’ information can be
revealed (e.g., geographic location, real identity, etc..), which
leads to ruin or infects the trust relationship and communica-
tions between nodes.

C. SECURITY ATTACKS IN VANET

Security means the state of being free from danger or threat.
It means safety, as well as the measures taken to be safe or
protected. VANET is a complex, heterogeneous system with
several vulnerabilities. Therefore, several attacks can occur.
Moreover, VANET’s unique characteristics (e.g. dynamicity,
scalability, etc..) make the prevention/detection of these secu-
rity issues more challenging. Many researchers have explored
the security attacks in VANETS [28] and tried to provide tax-
onomies and related solutions. In this subsection, we outline
security issues in VANETSs and we provide a summary of
these attacks in Table 5.

o Non-repudiation: This attack aims to deny the trans-
mission or reception of messages by the sender
or receiver. It impacts VANET’s resources. In fact,
it overuses the bandwidth of the network by requiring
several retransmissions and resulting in delays prob-
lems.

o Spamming: In this attack, spam messages are sent by
nodes present inside the network. It aims to increase the
rate of transferring of messages, latency, and utilization
of bandwidth and leads to several collisions in the net-
work.

o Denial of Service (DoS): DoS is one of the common
attacks in VANETS, which is caused by internal or
external vehicles in order to make the resources and the
services inaccessible to the users in the network and is
done by either making the channel or the node busy.

o Distributed Denial of Service (DDoS): DDoS attacks
are a common problem in VANETSs due to the decen-
tralized and dynamic nature of the network [29], [30],
[31], [32]. In a VANET, vehicles communicate with
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each other directly or through roadside units, forming
a self-organizing and self-configuring network. This
makes VANETSs vulnerable to DDoS attacks, where a
large number of malicious nodes flood the network with
illegitimate traffic, overwhelming legitimate communi-
cation and making it difficult or impossible for vehicles
to communicate with each other. DDoS attacks can take
different forms in VANETS.

GPS Spoofing: In VANET, the integrity of GPS sig-
nals of nodes has a vital role. So, the position and the
location of nodes must be authentic. This attack aims to
overpower the GPS signal and manipulate it to change
the location table in the GPS satellite and reveal fake
location information to the vehicles which infect its
authentication.

Replay: In this attack, the malicious node stores the
received message by another node and replays it con-
tinuously which make it difficult to identify the vehicles
in case of emergency. This may lead to several disasters
such as potential collisions.

Masquerading: The attacker masquerades using the
identity of another legitimate node as his mask to allow
him to produce false messages looking authentic. This
attack aims to create a black hole in the network.
Man-in-the-middle: This attack takes place in the mid-
dle of V2V communication to change and check the
messages closely. The entire V2V communication can
be accessed and controlled by the attacker.

Wormbhole: In VANET, this attack aims to extend the
tunneling of packets between two malicious nodes. So,
two malicious nodes at least can be controlled by the
attacker. During this attack, malicious nodes include
themselves as a part of the reply Wormhole. In VANET,
this attack aims to extend the tunneling of packets
between two malicious nodes. So, two malicious nodes
at least can be controlled by the attacker. During this
attack, malicious nodes include themselves as a part of
the reply.

Greyhole: This attack consists in removing only the
data packets of certain applications that are vulnerable to
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packet loss. Greyhole is considered as a Blackhole attack
variant and it targets the availability in the network layer.
Jellyfish: This attack targets mainly the availability
of the network layer. There are two types of jellyfish
attacks. The first aims to make the malicious node
reorders the packets before forwarding them; acknowl-
edgments are not received in the sequence which means
messages need to be sent again. The second type is
the periodic dropping attack where packets are ran-
domly discarded during the communication processes,
and incorrect route congestion information is reported.
This information makes the JF node take a decision of
discarding a fraction of packets, for a few milliseconds,
which increases the timeout of retransmission.

Black hole: A black hole means redirected traffic where
the malicious node announces that it has the shortest
path and receives the data from the registered user and
declines to contribute to the system. In fact, all received
packets may be dropped by the receiver too which results
a disruption in the routing table. This attack targets the
availability of VANET.

Sybil: This attack aims to inject wrong information
through the system in order to control the network by
the malicious node which affect directly the generated
reports by different nodes. Therefore, affected vehicular
nodes may take wrong decisions different to the real
scenario which targets the efficiency of the system.
Message tampering: This attack is used when the route
is congested and the attacker wants to clear the road.
Therefore, it modifies or alters a recent message by a
malicious node and then sent to the destination as an
authentic one which targets the integrity of messages and
troubles the network since everyone in the surrounding
can listen to it.

Tunneling: It aims to compromise the system. In fact,
the attacker initiates a private conversation and connects
two parts of the network using an external communica-
tion channel named a tunnel, therefore, the nodes which
are far can communicate as neighbors which completely
troubles the network.

Greedy behavior: The attacker misuses the message
authentication code (MAC) protocol to increase a large
amount of bandwidth and use network resources only
for himself and make other nodes go through alternate
routes and get a clear path to the destination which
results in a traffic overloading, collision on the transmis-
sion channel and delay in the legitimate services of the
registered user.

IMNlusion: This attack received data from antennas and
collected malicious data from sensors and generate traf-
fic warning messages by using the existing road which
may create an illusion for the vehicles. Since drivers
‘behaviors depend on the traffic warning messages they
have received, this attack will cause vehicle accidents
and traffic congestion and also minimize the perfor-
mance of the system.
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« Traffic analysis: The attacker works on extracting the
maximum useful information by listening to the message
transmission and analyzing its frequency. This is one of
the dangerous attacks which threaten confidentiality and
privacy in VANETS.

o Jamming: This attack aims to disturb the communica-
tion channel in VANETSs by using a heavily powered
signal with an equivalent frequency and it lowers the
Signal to Noise ratio for the receiver. Since this attack
did not follow the valid safety alert, then it is considered
the most dangerous attack for safety applications.

« Impersonation: In order to attract other vehicles to
communicate with and change their behavior, some
vehicles masquerade as emergency entities using this
attack. It depends on Building up a Secure Connection
along with Key Factors (BUCK) Filter which detects
impersonation attacks by broadcasting beacons and
detecting the accurate position of the messaged vehicle.
Once the faulty node is detected, it is isolated from the
communication environment.

o Free riding: It occurs by false authentication efforts
while associated with the cooperative message authen-
tication. So, the attacker takes advantage of other users’
authentication contributions without having its own.
This attack is considered a serious threat to cooperative
message authentication.

« Replication: In this attack, the malicious node has the
job to add nodes to the network. It uses the identity of
another node present legally in the network to transmit
false messages to the network. The attacker needs proof
of authentication to create uncertainty in the system so,
he uses duplicate keys and/or certificates of other users
which makes the situation worst for traffic authorities to
identify the vehicle and creates confusion for the Trusted
Authority (TA).

« Eavesdropping: It is against confidentiality and it is
very common in VANETSs. It aims to disclose and get
confidential information from the vehicles’ protected
data. So, non-registered users can get secret details such
as user identity and data location that can be used for
tracking vehicles and performing various attacks easily.

V. CLASSIFICATION

There are basically three types of trust management
approaches currently in use: Entity-based schemes, Data-
based schemes and Hybrid schemes. in this subsection,
we overview these categories and we discuss the proposed
taxonomy based on used technology: emerging technologies
and Artificial Intelligence.

A. ENTITY-BASED SCHEMES

Entity-based schemes focus on associating the trust concept
with the participating nodes in the network. Each entity has
its trust value that evolves. These approaches evaluate the
nodes’ trust levels based on reputation-based trust metrics.
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TABLE 5. Threats and attacks regarding security in VANETS.

Layer Attack name Attacks on C. service ‘ Solution ‘
Physical Jamming Sensors input in vehicle Authentication [35]
Impersonation Infrastructure Authentication [36]
Free riding Infrastructure Authentication [37]
Replication Infrastructure Availability [38]
Eavesdropping Wireless interface Confidentiality [39]
Man in the middle Infrastructure Confidentiality [40]
Data Link Traffics analysis Infrastructure Availability [41]
Ilusion Sensors input in vehicle Confidentiality [42]
Greedy behaviour Wireless interface, hardware and software Authentication [43]
Networking Tunneling Wireless interface Authentication [44]
Sybil Wireless interface Authentication [45]
Message Tampering Infrastructure Authentication [46]
Black hole Wireless interface, hardware and software Availability [47]
Jellyfish Infrastructure Availability [48]
Grey hole Wireless interface, hardware and software Availability [49]
‘Wormhole Hardware and software Availability [50]
Transport Masquerading Infrastructure Confidentiality [51]
Replay Hardware and software Data integrity [52]
GPS Spoofing Sensors input in vehicle Data integrity [53]
DoS Wireless interface Authentication [54]
DDoS Wireless interface Availability [55]
Spamming Wireless interface Availability [56]
Application Non-repudiation Infrastructure Repudiation ‘ [57] ‘

Trust and reputation have been widely used in the literature
to assess the trustworthiness of an entity. Hence, the trust
formula depends on past knowledge-related metrics, such
as the node experience of perceived behavior and activities
over time and the exchanged recommendations among the
different entities. For instance, a vehicle in a specific cluster
thinks all vehicles in the same cluster are more trustworthy
than vehicles in another cluster.

In [57], authors proposed a trust inference scheme invul-
nerable to attack in VANET. This approach is resistant to
black/grey-hole attacks. The model is based on subjective
trust, derived from historical interactions, and recommen-
dation trust obtained from neighboring opinions. Hereafter,
the authors illustrated a trust-aware multicast routing
protocol.

Authors in [58] proposed a similarity-based scheme to
mitigate the injection of false information and, in fact, the
trustworthiness of safety-event reports in the network. In this
work, the trust model generates the similarity rating based
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on periodic beacons containing the location and speed infor-
mation and uses the echo protocol to confirm the produced
reports.

Authors in [59] proposed a trust model based on a
trusted authority node responsible for managing reputa-
tion scores. This entity decides whether a specific partic-
ipant node can access the network or eliminate it. A low
reputation score means an untrusted node that needs to
be revoked. However, a high/acceptable reputation score
means the credibility to access and communicate with the
infrastructure.

In [60], authors integrate the highway platooning concept.
Hence, platoon head vehicles are ranked based on reputation
metrics. The trust model in this work introduces a particular
server to assess vehicle head trust. The reputation calculation
here depends on gathering feedback from vehicles user. The
authors involved an iterative filter in banning the feedback of
malicious nodes. Therefore, a reliable platoon head vehicle is
recommended by the server node.
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B. DATA-BASED SCHEMES

Data-based schemes aim to assess the data produced by an
entity instead of the entity itself. Hence, trust is related to the
content of produced messages. Therefore, the data authentic-
ity requirement is crucial. The data-based trust model eval-
uates the trustworthiness of data content based on its utility.
Utility means the worth of a specific event over another in the
same context. Time, proximity, produced event, and node role
are the influential factors that assess the data utility. Data trust
evaluation is more convenient than the entity’s trust due to the
absence of social connections between fast-moving entities in
VANETs.

A data-based scheme was presented in [61], authors in
this work provided a scheme that detects malicious nodes in
VANETSs based on the similarity of messages. This model
aims to check the similarity of nearby vehicles’ received
and self-reported messages. Based on speed and density
parameters, each node can figure out its flow value using
the Green-shields traffic model. Hence, the vehicle will com-
pare the estimated flow value with the received message.
Then, it will accept the received content if it matches its
own estimation. Else, the sender node will be signaled and
reported.

Another data-based scheme was presented in [62], the
trust model is built based on location, proximity, loca-
tion verification, and time closeness. Hence, the receiver
entity calculates its confidence in each reported event by
a specific sender. In this work, each message has its dis-
tinctive trust value concerning a reported event. There-
fore, the suggested technique sorts the calculated trust
weights to make the judgment in favor of the respective
message.

In [63], authors presented an intrusion-aware strategy to
guarantee the trust requirements in VANETS. In this model,
the trust assessment counts on each content’s confidence and
trust values gathered about an exact event. Therefore, the trust
formula relies on location closeness, data freshness, location
correctness, and time verification parameters. Then, accord-
ing to the sender node number and their confidence values,
the authors proceed to calculate the trust value. Finally, the
receiver will decide whether to accept or block the message
by comparing the trust value to the threshold.

In [64], the authors introduced a trust model based on
the Tanimoto coefficient. This solution depends on the
cooperation between RSU and vehicles within the network.
In fact, trust values are disseminated, built, and used by
RSUs and vehicles after checking the reported events and
beacons.

C. HYBRID SCHEMES

In Hybrid approaches, trust calculation is based on entity
and exchanged data trustworthiness. The primary objective of
hybrid schemes is to provide a more efficient trust evaluation
that considers both the message and the entity’s trustwor-
thiness. In fact, in networks such as VANETS, data content
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evaluated by many trusted entities is exposed as trustworthy
to other nodes within the network.

In [65], authors introduced a hybrid scheme that aims to
enhance the efficiency of trust management in VANETSs by
paying more attention to the decision step. In fact, a decision
must be taken within a specific time slot or when receiving
several messages exceeding defined thresholds.

In [66], researchers introduced a scheme based on vehi-
cles’ and data trustworthiness. This approach is based on
the behavior assessment process and similarity rating. The
trust evaluation is conducted according to the DST-based
data analysis. Then, the trustworthiness of data is estimated
via reported traffic information similarity. Node trustwor-
thiness is expressed utilizing a functional trust, which tells
how probable the vehicle can perform appropriate behav-
ior (the scheme assigns for each node a function of mis-
behavior’s observed by neighboring nodes), and combined
filtering-based recommendation trust. Cosine similarity is
involved in helping the evaluation of recommendations’
credibility, especially in trust rate formation and trusted
neighbor selection. Hence, predicted trust rate computations
are carried out to assist in defining the recommendation
trust.

In [67], authors combined behavior and similarity factors
to illustrate a robust and hybrid trust management scheme in
VANETs. This work aims to detect the malicious data that are
injected by the Sybil attack. The trust values are given via the
verification of the similarity between the envisioned and the
actual behavior (i.e., driver response face to traffic signals)
of a vehicle and the similarity of neighbor vehicles generated
message.

In [68], researchers introduced a model that aims to ensure
location privacy in VANETS. It calculates the entity trust
value by treating and verifying the probability of event and
beacon messages. The trust assessment of the sender’s entity
beacon messages is based on the Cosine similarity technique.
The trust calculations rely on position, velocity, and drive
direction values. It takes into account too recorded trust infor-
mation of neighboring vehicles’ beacons. Hence, data trust
is evaluated in two dimensions direct trust (e.g., based on
event and beacons directly received and by verifying vehicle
position and movement information; by using the Tanimoto
coefficient additionally to the cosine similarity.) and recom-
mendation trust (e.g., estimated based on vehicles recommen-
dations). Then, based on the Dempster-Shafer Theory (DST),
direct and indirect trust values are merged to obtain the final
trust score and proceed to the decision phase according to a
trust threshold value.

D. TECHNOLOGY-BASED CLASSIFICATION

Artificial Intelligence and emerging technologies, such
as Cloud Computing, SDN, Fog/Edge Computing and
Blockchain, are seen as useful tools for developing robust
trust models. In this subsection, we review recent approaches
of each technology.
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TABLE 6. Basic trust managements schemes in VANETs.

Ref. | Class | Used metrics Tools Simulator E. parameters
[58] Reputation, knowledge Markov process SUMO, NS-2: Detection rate
[59] Node proprieties Association rule mining and echo | SUMO Success rate
protocol
[60] Reputation Elliptic curve method Not specified Computation and communi-
cation cost
[61] | Entity | Reputation Iterative filtering method MATLAB QoS of vehicles, accuracy
level and resistance to bad-
mouthing and ballot stuffing
attack
[62] Node  properties,  proximity, | Defined formulas and signature- | OMNET++, Average density and success
environment-factors. based SUMO, rate.
VACaMobi
[63] Proximity Defined formulas and signature- | SWAN++ false location detection ac-
based curacy, false positive rate
[64] | Data Location Defined formulas Not provided Time complexity and false
node impact on trust.
[65] Beacon Tanimoto coefficient NS-2, SUMO Precision, recall, Detection
delay
[66] Reputation, event Decision making process NS-2 Detection accuracy, deci-
sion delay
[67] Reputation, knowledge, environ- | DST-based, osine similarity rule GloMoSim Precision, recall, communi-
ment cation overhead
[68] knowledge+node proprieties Defined formulas, stochastic cel- | Automata Model detection rate,average delay
lular
[69] | Hybrid Beacon+event+reputation Cosine similarity rule,signature- | NS-2 attacks detection rate, mis-
based behaving vehicle rate, de-
tection delay

1) CLOUD-BASED SCHEMES
In [69], the authors exploited cloud technology to develop a
trust approach that depends on the inter-connectivity between
autonomous, connected vehicles. This approach contains
three main layers: the cloud layer, the communication layer,
and the physical layer. Authors suggested the fliplt game to
capture the interactions between the services of the Cloud
layer to support its security, which attackers endanger. More-
over, the different communication between the Cloud servers
and connected machines is illustrated in the communica-
tion layer. Authors introduced in this layer a reputation and
knowledge-based trust model using the signaling game to
determine the trustworthiness of the Cloud services. The
physical layer controls the performance of the participating
devices, the attacker, and the defender in the signaling game.
The performance of the Cloud layer and the physical layers’
performance primarily define the necessary decision.

In [70], authors introduced a trust management work in
VANET, which handles the computation process. The solu-
tion is formed of three steps. The pre-processing data task
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is performed in the first phase by the DST-based technique.
In the next stage, the authors used a Fuzzy analyzer to
determine the trust values of participating nodes in the net-
work. The calculation of the trust values depends on direct
and indirect trust values. Then, they exploited in the thirst
phase rewarding and punishment algorithms to reward the
honest vehicles and punish the malicious, respectively. In this
approach, any vehicle can request the trust value of a neigh-
boring node through the Cloud servers.

Another Cloud-based trust management approach was
introduced in [71]. This work also is formed by three layers
and two trust managers: a central Cloud layer, a roadside
Cloud layer, a vehicle Cloud layer, a global and domain trust
managers. The first layer contains all the vehicles’ history
communications and trust list, which the global trust manager
manages. The performance of the domain trust manager and
the roadside Cloud layer handles the different trust values’
requests (neighboring, friends, history trust requests). The
roadside Cloud layer is responsible for creating vehicular vir-
tual machines. Therefore, the general trust degree is obtained
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at the vehicle Cloud layer, where the vehicle can request the
message’s sender’s trust from a vehicular virtual machine.
This latter calculates the trust values of neighboring and
friends nodes and obtains the history trust value from a central
server. After that, the general value of the requested node’s
trust will be gathered to the requester vehicle. Needed updates
are performed after each request.

Authors in [72] exploited the Cloud technology to intro-
duce an agent-based intelligent scheme to manage the trust
process. This approach contains two principal agents: mobile
and static agents. The authors used both agents to evaluate the
trust value of the Cloud service provider and the user. They
exploited the direct (the past transactions of the accounts)
and indirect (calculated by the mobile agent ) trust values to
estimate the cumulative trust value.

2) SDN-BASED SCHEMES

Authors in [73] exploited the SDN technology and deep
reinforcement learning techniques to simultaneously develop
a trust establishment and path learning solution in VANETs.
Integrating the SDN leads the way to separate the data and
control planes. In this work, a centralized controller contains
the deep reinforcement algorithm so all legitimate vehicles
can locate the best path trust value. Hence, they can establish
performing data transfer. The authors used a Q-learning-
based convolution neural network algorithm and the ratios of
forwarding packets to assess the trust values.

In [74], the authors used the

Another work in [75] exploited the SDN technology
to enhance the network performance by integrating the
on-demand distance vector routing method. The presented
work contains three main layers: data, control, and applica-
tion. The data layer is responsible for forwarding data, and
the control layer aims to discover the data route and manage
the network topology. Tasks such as routing protocols’ con-
trolling are managed by the application layer. The calculation
of the trust value in this work is based on the ratios of both
the data and control packet forwarding.

Another SDN-based scheme was introduced in [76]. The
authors in this work combined a geographic routing protocol
with the capabilities of SDN to develop a routing process
based on a trust management mode and encryption func-
tion. The authors integrate the clustering paradigm, where
nodes are grouped into different clusters. Each cluster has
an elected cluster head and cluster nodes. The cluster head
node represents a semi-centralized controller that manages
its communications’ errors log. The cluster head election
in this work is conducted using a map factor. Hence, the
vehicle that keeps its public key and its neighbors’ weights
will be selected as the cluster head node. Moreover, these
weights values are calculated based on the capacity of load
identified by the trust level and the received beacons. The
saved past interactions in the error log are the main parameter
to determine trustworthiness.
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3) FOG/EDGE-BASED SCHEMES

Authors in [77] exploited the Edge/Fog technology to
enhance trust management in VANET. This approach aims to
execute reputation management using local servers. Hence,
Edge servers are scheduled by trusted local authorities to
improve the trust process. Therefore, a set of reputation seg-
ments will be uploaded to the nearest local authority by each
node. Then, it will be aggregated and updated and stored in a
global reputation dataset simultaneously. Hence, each vehicle
will be able to discover the fresh reputation value of another
passing node before cooperating with it.

In [78], the authors exploited the bidding price-based
method to enhance the trust in Fog services. In this work,
the authors integrate the requirement of certificates by each
vehicle for guaranteeing the registration of legitimate nodes
to the infrastructure to conduct For services transactions.
After registration with their digital currency, accepted vehi-
cles can perform activities within the uncovered zone. Hence,
the need to use the infrastructure-based Fog node resources
to boost the exploitation of the Fog services. The trust calcu-
lation in the rural zone used metrics such as the transaction
record, the type of node, bidding number. It also considers
the global transactions (e.g., infrastructure-based Fog node).
Malicious activities within the network may conduct to reveal
the bidding of actors, which results in a trust loss and victim’s
compensation.

In [79], the authors exploited the Fog computing tech-
nology to manage the trust in VANETSs. This scheme is
composed of two layers. A layer is responsible for the com-
munication system, consisting of a Cloud server and trusted
authority, and the other layer is formed by vehicles and
Edge nodes. The trust value of the sender and the message
is calculated using defined Fuzzy rules that consider the
location verification-based, vehicle type, and experience as
parameters. Hence, each registered vehicle has an authen-
tication level assigned by the Edge nodes. Moreover, this
level is extracted by a query from the relevant Edge node
so the receiver vehicle can make the right decision. The
authors exploited the Cuckoo filter to enhance the system’s
performance against the generated data volume. They also
used the k-nearest neighbors algorithm to mitigate the none
line sight circumstances.

In [80], authors exploited Fog Computing’s capabilities
and proximity from edge users to employ the most competent
node, which reduces the workload demanded by vehicles,
such as the sender’s trust evaluation and propagation of the
details of events. Hence, the trust evaluations performed by
local vehicles are gathered by the fog node, which makes the
vehicles more autonomous to perform specific tasks locally
and reduces the communication of the Edge nodes with the
cloud. The authors developed the trust scheme based on the
vehicles’ performance reputation with the Task-based Expe-
rience Reputation (TER) method. Applying the TER in this
work decreases the overhead of message transmission and
workload on the vehicles.
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4) BLOCKCHAIN-BASED SCHEMES

The use of the Blockchain in VANET for trust management is
gaining more attention. Authors in [81] integrated Blockchain
technology to enhance privacy in VANET by establishing
a reputation management system. This latter comprises the
main entities: the certificate authority and the law enforce-
ment authority. The certificate authority will deal with the
certificates’ generation and management in this work. Then,
it will be added to the Blockchain. The law enforcement
authority performs tasks such as vehicle registration and
reputation assessment. Hence, real identities, public keys
of registered nodes, generated or revoked certificates, and
the exchanged messages of the Blockchain are stored in a
dataset managed by the law authority. Therefore, reputation
management adapts reward and punishment standards based
on an anonymous authentication algorithm to improve trust
establishment.

Moreover, in [82], the authors exploited a regional feder-
ated learning technique to improve security and preserve pri-
vacy in the network. In this work, there are different regions of
vehicle training models locally. The reputation management
of these vehicles is performed by a robust mechanism that
ensures their trustworthiness.

In [83], the authors combined the Blockchain and deep
learning technologies to enhance trust management in
VANET. In this work [83], each node can proclaim malicious
nodes to the RSU entity after assessing all the received mes-
sages from the nearby vehicles. The Blockchain is exploited
to verify the authenticity of these credentials. Thus, the RSU
will correctly revoke the malicious nodes within the net-
work. In another work [84], the authors in [84] introduced a
robust system based on these steps: ratings’ generation and
uploading, trust values offset computation, miner election,
generating new block, and the consensus algorithm. In this
work, the authors exploited the Bayesian inference to filter
the credibility of received messages. Hence, a specific rate
is accorded to each message and uploaded to the RSU. Then,
the trust value offsets are calculated based on weighted aggre-
gation to pack them into one block. The miner election step
aims to determine which node should generate a new offset
block. In this work, the RSU with more stakes is considered
the miner because, according to the consensus mechanism,
offsets absolute values are considered as stakes. Next, a new
offset block will be added to the trust Blockchain. Applying
the consensus algorithm shows good resistance against the
simultaneous receiving of blocks.

5) ARTIFICIAL INTELLIGENCE-BASED SCHEMES

Al-based approaches integrate clustering and reinforcement
learning, fuzzy logic, and game theory techniques in trust
management in VANETSs.

a: CLUSTERING AND REINFORCEMENT LEARNING-BASED
SCHEMES

In [85], authors exploited the stability and clustering algo-
rithms to manage the trust in VANETS using the metrics of
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communication and data trust. In this approach, the vehicle’s
stability depends on the similarity factor of its mobility. This
trust model comprises three phases: neighborhood discovery,
cluster head election, and stability maintenance. The neigh-
borhood discovery phase considers only neighboring vehicles
in the same direction. In the second phase, the authors used
a backoff timer to calculate the trust score depending on
reputation, direction similarity, and mobility. To maintain the
cluster’s stability, the authors also used two main steps. The
Beta reputation system-based to supervises cooperated vehi-
cles’ behaviors with other nodes. The further step consists of
an event reputation-based with severity metric-based system
to evaluate the exchanged information reliability.

Another clustering-based approach was introduced in [86],
where the authors presented a composite metric to contain
the given vehicle’s trustworthiness values and known related
resources. In this scheme, neighboring vehicles can allocate a
trust score to each node using behavior-based metrics. Hence,
all the participating nodes have a precise trust score assigned
by their neighboring nodes. The authors concern the compu-
tation resources by giving more attention to factors such as the
nodes’ link capacity and the remaining power to determine
the later resource requirements of nodes. The cluster head
election in this approach depends on the composite value. The
node with the highest composite value will be elected as the
cluster head.

In [87], the authors presented a collaborative intrusion
detection system for VANETSs. This scheme is based on
ensemble learning and shared knowledge techniques. There-
fore, the participating nodes aggregate rating scores using a
voting scheme to elaborate a set of weighted random forest
classifiers. Hence, these local classifiers will be trained by
each vehicle and communicate its knowledge as a trust factor.

Another scheme was presented in [88]. It integrated crew-
less aerial vehicles to help route and identify dishonest vehi-
cles (e.g., when roads are disconnected, crewless aerial vehi-
cles can assist in relinking communications). This scheme
contains two main routing modes. The routing data among
vehicles with the help of crewless aerial vehicles is to
decrease delay and overhead and the routing data among
crewless aerial vehicles. The uncrewed aerial vehicles choose
the cluster heads based on the speed, position, and trust
parameters. The authors exploited the ant colony optimiza-
tion algorithm to enhance the routing procedure, and the trust
score is knowledge and recommendation-based.

b: FUZZY LOGIC-BASED SCHEMES

In [89], the authors presented a trust management approach
based on fuzzy logic techniques to check the plausibility
of exchanged data. In this scheme, each node encrypts its
transferred data with a unique identifier, which the receiver
node will verify. The authors introduced a range of behav-
ior metrics for the trust evaluation process: cooperativeness,
honesty, and responsibility. Each node with a high trust
value is an excellent cooperative node. Honesty represents
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the percentage of transmitted honest packets. The trustee
node with a high percentage in detecting event reports is
considered a responsible node. The fuzzy logic process in
this solution depends on calculating the mentioned met-
rics to convert them to fuzzy values. Hence, these val-
ues will be applied to fuzzy rules. Hereafter, the final
trust value is calculated after applying the defuzzification
phase.

Another Fuzzy logic-based scheme was introduced in [90].
The authors in this scheme modeled the malicious behaviors
of the node using three trust factors captured by the Fuzzy
sets. In this work, the trust calculation is based on a fuzzy-
logic algorithm. The authors also paid attention to the impact
of content modification. Hence, this impact is defined by a
specific parameter to identify its effect on the trust estimation.
This approach showed a remarkable precision, recall, and
accuracy rate.

Another work was presented in [91], where the authors
proposed a robust authentication scheme to protect the users
from malicious nodes using Fuzzy logic. They developed
a fuzzy-based authentication algorithm to detect the mali-
cious nodes in the system depending on the Mamdani Fuzzy
Inference technique. The authors conducted good simulations
using this technique with MATLAB. This approach allows
only honest nodes to transmit data with participating nodes
within the network.

In [92], the authors presented a trust protocol called Fuzzy
Trust Optimized Link State Routing (FT-OLSR). It is an
extension of the OLSR security protocol. In this approach,
each node will calculate the trust score of its one-hop neigh-
boring nodes by exchanging control messages using the
FT-OLSR routing protocol. Conducted simulations in NS-2
showed that applying the Fuzzy logic to the OLSR routing
protocol enhanced its performance.

¢: GAME THEORY-BASED SCHEMES

In [93], the authors introduced a theory-based game method
to secure communications in the Internet of Vehicles (IoV).
The solution depends on the hedonic coalition’s model. The
coalition vehicle collaboration is formed depending on inte-
grating the vehicles’ trust to enhance building trust relation-
ship and coalition joining intention in the system. Using some
direct historical interactions, the authors used the Bayesian
inference filter to evaluate the trust value. In this solution, the
receiver vehicle compared the content of the transmitted mes-
sage to the real event state. Therefore, it can update the sender
vehicle’s trustworthiness score depending on the incomplete
beta function. The authors also presented a punishing model
for the newly joining nodes with no historical interactions.
This scheme aims to capture trust score changing variation
and derive new coalitions by periodically conducting the
coalitions’ algorithm. This latter forms the final coalition
depending on the vehicles’ trustworthiness and preference
relation. According to this scheme, the shifting rules allow
vehicles to move between coalitions.
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Another multi-layered intrusion detection scheme for
VANET work was introduced in [94]. The authors used the
game theory technique with a distributed Cluster Head (CH)
selection algorithm. Therefore, the classification of mali-
cious nodes is conducted by a lightweight neural network
classifier. To enhance the performance of the vehicles in
electing the relevant cluster head, the authors applied the
Vickey-Clarke-Groves method. Hereafter, the RSUs hold the
reputation values of nodes to evaluate the trustworthiness of
the CH.

In [95], the authors presented a theory-based game scheme
to manage the trust in the IoV system using an evolutionary
game framework within a reputation-based trust model to
simulate the dynamic protection system by giving the attack-
ing strategies models of the malicious nodes. This trust mode
allocates a trust score to the vehicles and traffic-related event
messages. Moreover, the authors introduced a punishment
algorithm for the vehicles sending false reports or deleting
sent messages. Hence, their trust score will be decreased
by one unit. Deception intensity is critical in deploying this
scheme, representing the vehicle’s ability to deceive other
nodes and falsifying events’ reports. These nodes aim to
conduct the best negative system by changing the distribution
of the decision to converge the optimal choice. The joining
or rejoining process and the dishonest nodes’ eviction are
enhanced with the evolution of such a scheme.

In [96], the authors introduced a trust management scheme
to enhance the performance of vehicles to estimate other
nodes’ trust values (using the reputation-based method) and
to assess legitimate messages. Certainty is the critical factor
in evaluating the trust of the vehicles. In this approach, the
direct reputation information is extracted from the direct
interactions and stored in historical communication tables.
However, the indirect reputation is conducted by the neigh-
bors’ ratings and the recommendations of the RSUs. The
authors used the Fuzzy C-means clustering technique to
distinguish the trustworthy reported messages in the indirect-
reputation establishment. Both computed scores are com-
bined using the uncertain deductive theory. The authors used
the K-means algorithm in this scheme to evaluate the received
contents’ legitimacy. Only received messages with a good
reputation level (bigger than a defined threshold) will be
forwarded, else they will be discarded. The authors developed
the scheme to achieve nodes’ cooperativeness. They pre-
sented an evolutionary game theory-based incentive scheme.
This model combined three main modules: nodes cluster,
adopted methods, and payoff calculation.

V1. DISCUSSION

Based on the extensive survey above proposed, trust man-
agement is crucial to ensure the reliability of the network.
We summarize, compare and discuss the surveyed schemes
in Table 6, Table 7, Table 8, Table 9 and Table 10. Integrating
multiple technologies to the network, brings out new security
and privacy challenges
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TABLE 7. Emerging technology-based trust management schemes in VANETSs.

Ref. | Class Used metrics Tools Simulator E. parameters
[70] Reputation, knowledge Flipit game,signaling game MATLAB Cloud’s controlling service
probability
[71] Cloud Reputation,knowledge,event | DST-based,fuzzy rules Java-based Response  time,trust  value
change
[72] Reputation,knowledge Defined formulas Performance Eval- | Throughput,response time
uation,Process Al-
gebra
[73] Node proprieties DST-based Not available Not available
[74] Knowledge,node properties | Q-learning TensorFlow, Throughput
OPNET
[75] | SDN Knowledge+ node proper- | Deep Q-learning, Markov decision | TensorFlow Convergence performance, de-
ties process lay
[76] Node proprieties Defined formulas OPNET Throughput, total messages
sent
[77] Knowledge Clustering  scheme, signature | NS-2.34, Packet delivery ratio, average
based VanetMobiSim end to end delay
[78] Node proprieties Signature-based bidding price Not available Transactions, attacks number
[79] Reputation Multi-weighted subjective logic Not available Average reputation value, De-
Fog/Edge tection rate
[80] Knowledge, node propri- | Fuzzy logic, K-nearest neighbour | NS-2,SUMO, Precision,recall,communication
eties, event algorithm MOVE overhead
[81] Node properties, reputation Task-based Experience Reputation | NS-2 Overhead and workload of
(TER) messages.
[82] Reputation, knowledge Proof-of-work  signature-based | Not available Storage and transmission over-
SHA-256 head
[83] | Blockchain | Reputation Regional FL algorithm signature- | Not available Model accuracy rate
based
[84] Node proprieties Deep Learning (FeedForward | NS-2, SUMO Precision, Recall of malicious
Neural Network nodes detection
[85] Node proprieties Proof of Work, Proof of | Matlab-based unfair ratings vs false reports
stake,SHA-256,Bayesian rates
inference
A. SUMMARY dynamicity, privacy, complexity, computation overhead, and

We summarize the surveyed schemes based on a set of
criteria: approach’s category (basic or emerging/Al based
approach),class of the approach (entity-based, data-based,
or hybrid), used trust metrics, used tools, simulator, and
evaluation parameters (E. parameters), in Table 6, Table 7
and Table 8 This summary serves to display a qualitative
comparison between these approaches in the next subsection.

B. COMPARISON
This subsection serves to display a qualitative compari-
son between summarized approaches in terms of scalability,
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robustness as indicated in Table 9 and Table 10.

In this subsection, we will discuss the surveyed trust man-
agements approaches based on a set of criteria: Privacy, scala-
bility, dynamicity, complexity, overhead communication and
efficiency.

1) PRIVACY

Privacy is still one of the most critical concerns of future
connected vehicle networks. Hence privacy preservation is
highly required by trust management schemes. Using Table9
and Table 10, most of the surveyed approaches (30% of
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TABLE 8. Al-based trust management schemes in VANETSs.

Ref. | Class Used metrics Tools Simulator E. parameters

[86] Reputation, node proprieties | Defined formulas Omnet++ CH’s election time and dura-
tion, rate of malicious nodes
elected as CH, delivery rate.

Clustering

[87] Knowledge, node propri- | Defined formulas Matlab-based Trust metric value with dishon-

eties est vehicles.

[88] knowledge Learning ensemble SUMO Dishonest nodes detection rate,
False Negatives, False posi-
tives, dishonest vehicles detec-
tion accuracy.

[89] Reputation, Knowledge Optimization colony NS-2, MobiSim Communication overhead, dis-
honest nodes detection rate,
hops’ number average, packet
delivery rate, end to end delay.

[90] Knowledge, Reputation Defined formulas NS-2, SUMO, | Behaviour of correlation, de-

MOVE tection accuracy with and with-
out collusion.
Fuzzy Logic

[91] Knowledge, node propri- | Fuzzy logic-based algorithm NS-2, SUMO Dishonest nodes detection rate,

eties precision, Recall, accuracy.

[92] Reputation, node proprieties | Mamdani Fuzzy Inference MATLAB Malicious nodes detection rate,
accuracy

[93] Reputation Fuzzy logic,FT-OLSR NS-2 Delay, packet delivery rate

[94] Knowledge Bayesian inference filter Matlab Computation’s time, compro-
mised decision’s rate

[95] Game theory Reputation Vickrey—Clarke-Groves, Neural | NS-3, SUMO True positives, true negatives,

Network false alarm rate,malicious
nodes’ detection rate.

[96] Reputation Defined formulas Evolutionary Overall utility’s growth rate,

game-theory nodes’ strategy change.
model

[97] Reputation K-means algorithm, fuzzy C- | MobiSim, NS-2 Decision making’s accuracy

means clustering, defined factors rate, throughput, false alarm’s
rate, forwarding rate, packet
delivery delay.

mentioned papers) lack privacy protection. However, in [59],
[62], [63], [64], [68], [77], [79], [80], [81], [90], [92], [93],
and [94] authors paid significant attention to preserving the
privacy of users’ credentials.

2) DYNAMICITY

We notice that most of the referred schemes have ful-
filled dynamicity criteria (i.e., lower infrastructure support,
dynamic trust metrics, fast trust values update, etc.). Basi-
cally, major data-based models are more dynamic than
entity-based models, where there is no requirement for
extended exchanges between nodes to extract global trust.
However, reputation-based models may conduct connec-
tion loss during the trust assessment of highly moving
nodes.

47674

3) SCALABILITY

Scalability is the ability of a VANET to accept an increasing
number of communicating vehicles without any disruption
or loss in data transferring or traffic loading. Also, it means
the stability of the network with numerous malicious nodes.
Some of the surveyed papers satisfied this requirement,
as shown in Table 9 and Table 10.

4) COMPLEXITY

Estimating the time complexity in VANETSs is crucial for
dependable evaluation. The time of trust computation and
its dissemination is essential in the surveyed approaches.
In the IoV context, authors work on deriving the trust value
immediately. A notable delay is presented in the calculation
of direct trust. Also, with the presence of attackers in the
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TABLE 9. Comparison of different surveyed trust management schemes in VANETSs.

Ref. Year Category Privacy Dynamicity Scalability Complexity Overhead Efficiency
[58] 2019 v v v v
[59] 2015 v v
Entity-based

[60] 2019 v v v v v

[61] 2016 v v

[62] 2014 v v

[63] 2014 v v v v
Data-based

[64] 2012 v v v v v

[65] 2013 v v v v

[66] 2014 v v v

[67] 2015 v v v v v
Hybrid

[68] 2016 v v v

[69] 2013 v v v

[70] 2019 v

[71] 2019 v v v v
Cloud

[72] 2017 v v v

[73] 2017 v

[74] 2018 v v v

[75] 2022 v v v v
SDN

[76] 2016 v v

[77] 2020 v v v v

[78] 2017 v v v v v

[79] 2019 v v v v
Fog/Edge

[80] 2020 v v v v v v

[81] 2021 v v v v v

[82] 2018 v v v v

[83] 2021 v v
Blockchain

[84] 2020 v v v

[85] 2018 v v v v v

[86] 2018 v v v

[87] 2019 v v v v v
Clustering

[88] 2020 v v v

[89] 2021 v v v v

VOLUME 11, 2023
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TABLE 10. Continued Table.9.

Ref. Year Category Privacy Dynamicity Scalability Complexity Overhead Efficiency
[90] 2017 v v v
[91] 2021 v v v v v

Fuzzy-Logic
[92] 2022 v v v v v
[93] 2019 v v v v v v
[94] 2019 v v v v v
[95] 2018 v v v v
Game theory
[96] 2019 v v
[97] 2019 v v v

system, some detailed simulations in approaches showed that
the detection rate of malicious nodes decreases due to the high
density of the network.

5) OVERHEAD

The communication overhead must be considered for a dedi-
cated evaluation of such approaches, as it defines the amount
of transmitted data. The efficiency of the network depends
on the communication overhead. The more it is high, the
less the network is efficient. Hence, high consumption of
the allocated bandwidth, delay in response time, etc. Some
schemes introduced a reasonable forwarding rate by increas-
ing the number of malicious nodes. But, authors in some
surveyed approaches need to pay more attention to it. They
deployed multiple technologies in one work, leading to high
communication overhead and complexity.

6) EFFICIENCY

Evaluating the efficiency criteria is essential when inspecting
such schemes. The system’s efficiency means the security
level and the resistance against security attacks. In this survey,
we reviewed schemes as efficient when resistant to multiple
common security attack types. We can notice, using Table 9
and Table 10, that most of the approaches using emerging
technologies are efficient.

VII. FUTURE WORK

This section discusses some of the major challenges and
possible future research directions in trust management in
VANETSs. We outline: Federated Learning-based solutions,
Clustering approaches, energy consumption and emerging
technologies.

A. FEDERATED LEARNING-BASED SOLUTIONS

Integration of the potential of Artificial Intelligence-enabled
techniques in the trust management of VANETS brings more
efficiency to the network. Federated Learning (FL) is a
decentralized Machine Learning approach [97] that solves
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centralized training concerns. All network participants may
contribute to the global model development without sharing
data. In VANETS, participant nodes may not have the same
roles. Therefore, FL will lead to robust trust formulas and
models depending on distributed intelligent approaches with
diverse parameters and metrics.

B. CLUSTERING APPROACHES

Since the trust management is decentralized, applying the
paradigm of clustering [98] scheme serves in enhancing the
reliability of the system specially when integrating emerg-
ing and decentralized technologies like SDN or Blockchain.
These technologies will enhance the performance and th
coordination between different Cluster Heads (CH) in the
vehicular network.

C. ENERGY CONSUMPTION

With each new mechanism or technology deployment in
the VANETS, the communication overhead and the com-
plexity time increase directly, making it a very challeng-
ing task to deal with real-time application requirements.
Hence, future researchers must pay attention to energy effi-
ciency [99] when building trust management models. Such
light-weighted approaches are recommended to reduce the
system’s energy consumption.

D. EMERGING TECHNOLOGIES

Deploying emerging technologies such as Cloud Computing,
SDN, Edge/Fog Computing or Blockchain in trust manage-
ment in VANETSs will serve to enhance the performance of
the system. These technologies provide a credible, dynamic,
scalable and secure trust management. For instance, Cloud
Computing and SDN lead the way to have a scalable, pro-
grammable and flexible system but future research needs
to deal with the complexity time and overhead commu-
nication. Also, a localized processing is provided by the
Fog/Edge Computing but integrating such technology will
enlarge the circle of security and privacy attacks due to the
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close interaction with users identities and sensitive informa-
tions (such as location, identity, etc..). So, this issue need to be
addressed. With the Blockchain, all exchanged data is signed,
verified and stored with resiliency and traceability. However,
trust management Blockchain-based schemes present some
issues with power consumption during the trust building pro-
cess due to the block and consensus generation delays.

VIil. CONCLUSION

This extensive work has discussed the principal concepts of
trust management in VANETSs. Via this study, an efficient
trust management approach design aims to find a suitable
harmony regarding privacy, security, and quality of service.
Unlike the above-mentioned surveys focused on this con-
text, our paper illustrates proposed trust models’ classes in
VANETs. First, we represent a significant overview of ITS
and VANETSs and indicate the significance of security in
this area. We discuss the necessity of building trust models
for VANET communications. We also have discussed the
security and trust management challenges in such networks
and illustrated security attacks with related solutions. Then,
we surveyed the existing trust basic management schemes
(entity-based, data-based, hybrid) and exposed our taxonomy
based on combined Artificial Intelligence (Clustering and
Reinforcement Learning, Fuzzy Logic, Game Theory) and
emerging technologies (e.g., Cloud, SDN, Fog/Edge Com-
puting, Blockchain). After that, we summarized the surveyed
schemes based on a set of criteria followed by a qualitative
comparison. We have discussed four new research directions
related to Federating Learning-based trust approaches, clus-
tering approaches, energy consumption, and the impact of
deploying emerging technologies in the trust models regard-
ing scalability, overhead computation, and time complexity.
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