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ABSTRACT The growth in the use of small sensor devices, commonly known as the Internet of Things
(IoT), has resulted in unprecedented amounts of data being generated and captured. With the rapidly
growing popularity of personal IoT devices, the collection of personal data through such devices has also
increased exponentially. To accommodate the anticipated growth in connected devices, researchers are now
investigating futuristic network technologies that are capable of processing large volumes of information at
much faster speeds. However, the introduction of innovative network technologies coupled with existing vul-
nerabilities of personal IoT devices and insufficient device security standards is resulting in new challenges
for the security of data collected on these devices. While existing research has focused on the technical
aspects of security vulnerabilities and solutions in either network or IoT technologies separately, this
paper thoroughly investigates common aspects impacting [oT security on existing and futuristic networks,
including human-centric issues and the mechanisms that can lead to loss of confidentiality. By undertaking
a comprehensive literature review of existing research, this article has identified five key areas that impact
IoT security for futuristic next generation networks. Furthermore, by extensively analysing each area, the
article reports on conclusive findings and future research opportunities for IoT privacy and security for the
next generation of network technologies.

INDEX TERMS Internet of Things (IoT), IoT standards, 5G and beyond, 6G, security and privacy, data
privacy.

I. INTRODUCTION

Personal security is being challenged in new ways since the
introduction of personal IoT devices. In the last decade, new
developments and more affordable devices has resulted in
the number of personal IoT devices increasing significantly.
While innovative IoT devices have grown in number and
network performance has increased, personal IoT devices
have also introduced significant privacy and security chal-
lenges [1], [2], [3]. With an ever-growing list of personal
devices entering circulation, users of personal IoT devices
face a loss of confidential information with significant
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security implications from a range of issues [3], many of
which have uncertain outcomes on emerging network tech-
nologies beyond the fifth-generation (5G) wireless spectrum.
Through a systematic review, this paper will identify risks and
causes of the loss of confidentiality and security from per-
sonal IoT devices. It will additionally address these concerns
from an Australian context, investigating personal IoT device
security standards.

As highlighted in the previous paragraph, [oT has exploded
in popularity in recent years. This growth has been driven
by new consumer products that autonomously collect and
transmit data. The growth in access to increasingly afford-
able personal IoT devices has allowed consumers to gain
insights into their health and fitness, improve efficiency, and
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FIGURE 1. Number of loT device connections in billions by 2025 with upper and lower bound estimates - [4] and [5].

automate tasks, which results in an overall better quality of
life. Although IoT has grown in popularity in recent years, it is
important to develop an understanding of the technology and
how it will impact futuristic networks. This interpretation will
allow for a better understanding of the challenges to privacy
and security that this technology introduces. 10T, as a technol-
ogy, is defined as a global network of connected sensors and
actuators that communicate autonomously, that is, without
human intervention [6]. The term was originally conceived by
Kevin Ashton of Procter & Gamble when he first envisioned
IoT using communication between Radio Frequency Iden-
tification (RFID) devices and the internet in the company’s
supply chain in 1999 [7]. Despite the innovative concept, the
widespread application of IoT in commercial, government
and private usage did not eventuate until a decade later.
Since 2010, IoT has experienced exponential growth in
worldwide usage, with estimates of the number of connected
devices anticipated to be between 30 billion [4] and 75 bil-
lion [5] by 2025, as shown in Figure 1, with the upper
and lower estimates of connected devices illustrated. Conse-
quently, the growth in the use of IoT has resulted in unprece-
dented amounts of data being generated and captured. With
the emergence of 5G and beyond networks (SGBN), such
as sixth-generation (6G) technology, research has already
commenced developing new technological architectures that
can process the large volumes of information that is captured
via these devices at much faster speeds. These advances,
however, come with significant risks to the personal security
and privacy of all users of personal 10T devices connected
via such networks. This paper will take a deep dive into
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existing literature to investigate the threats to privacy and
security originating from such devices and the development
of protective mechanisms to enhance personal privacy and
security.

A. PROBLEM DOMAIN

An examination of the existing literature has demonstrated
that while additional technologies can be utilised to enhance
IoT security, the proposed methods do not fully address the
three principles of security being confidentiality, integrity and
availability [7]. Additionally, an absence of device security
standards across the industry contributes to an increased
risk of loss of privacy and security. Consequently, privacy
concerns, which are paramount in cyber security protec-
tion, have been absent in SGBN IoT research, particularly
in the Australian context. From this literature examination,
an exhaustive list of relevant high-quality journal articles have
been analysed to investigate the current field of knowledge
and concerns researchers have identified. Due to the rapidly
evolving landscape of [oT and cybersecurity, this paper inves-
tigated additional research areas, including industry white
papers and government publications for the most recent
developments. The process of article selection is highlighted
in Figure 2.

An extensive analysis of existing literature has revealed
that the primary method to enhance the privacy and
security of personal IoT devices on SGBN has been to
utilise cutting-edge contemporary digital technologies such
as blockchain, Machine Learning (ML), and Artificial
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FIGURE 2. Literature selection process.

Intelligence (AI). Many of the scrutinised articles focus on
adding protective layers, such as ML, without fully address-
ing all IoT characteristics and the three basic principles of
security which are confidentiality, integrity and availability
concurrently [8]. While recent studies, such as those con-
ducted by the authors in [9] and [10] explore the use of
emerging technologies and threats, human-centric issues and
the mechanisms that lead to data exploitation through legiti-
mate means are not investigated. Consequently, the prelimi-
nary investigation has identified the following issues related
to cyber security vulnerabilities surrounding IoT data privacy
concerns.

From the preliminary investigation, this research identified
several issues affecting personal IoT privacy and security.
Individual users of personal IoT devices are an unreliable and
uncontrollable variable of data confidentiality. A reliance on
end-users of IoT devices to apply strong password policies
and ensure that device software is kept up to date is inad-
equate and can lead to significant security concerns [11],
[12]. Although the safe handling of confidential information
is paramount to ensuring the security of IoT devices on
5GBN [13], in the study by the authors of [14], half of the
device manufacturers investigated did not adopt an adequate
privacy policy for their devices. Further, two in the study
failed to comply with their own stated policies. Data security
concerns are heightened as data may not always be secure.
Failures of data security are, in part, the result of the low
power consumption and limited processing capacity of IoT
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devices. These power constraints often result in abandoned
or weaker encryption methods [15]. Due to these issues, [oT
on 5GBN will increasingly rely on emerging technologies,
such as Al and ML, to enhance security and privacy, which
are prone to cyber security threats [16]. While researchers
continue to investigate the use of these innovative tech-
nologies to enhance security and privacy preservation, the
resource-intensive nature results in the technologies being
deployed at the edge, either in the cloud or fog. However,
the absence of physical layer security and IoT device security
standards are problematic and create challenges for manufac-
turers to ensure their devices are secure by design. As a result
of the investigations, this paper has identified significant
issues inhibiting the development of IoT security on futuristic
networks, as summarised below:

o Studies have demonstrated that individual users often
fail to follow recommended security procedures for data
protection.

o Half of IoT device manufacturers investigated in one
study did not adopt an adequate privacy policy for their
devices.

o IoT device characteristics contribute to data security
concerns due to low power consumption and limited
processing capacity.

o The physical layer of IoT remains vulnerable to adver-
sarial attack due to the limited computational processing
power.
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FIGURE 3. Categorical organisation of this review.

« To enhance the security of data collected by personal IoT
devices, the use of contemporary digital technologies is
often called upon, which are vulnerable to cyber security
threats.

B. MAIN CONTRIBUTIONS OF THIS PAPER

With the key challenges identified above, this paper has
identified future research directions to enhance personal IoT
device security. The main contributions of this article are
summarised as follows:

o Identify five key areas that impact IoT security for
futuristic next generation networks through a systematic
literature review.

o Classify the risks to security and privacy for users of per-
sonal IoT devices on next generation wireless networks.

« Highlight security risks associated with an absence of
IoT device security standards on futuristic networks.

C. STRUCTURE OF THE PAPER

The remainder of this manuscript is organised as follows:
Section II explains the methodology used and defines the
research questions and article selection process. Section III
will categorically investigate each of the research areas that
influence privacy and security on SGBN, with the organi-
sation of the review illustrated in Figure 3. Section III-A
explores the evolution of internet privacy and how device
exploitation has infiltrated personal privacy and security.
Section III-B investigates how IoT characteristics contribute
to security vulnerabilities. Section III-C examines the role
of contemporary digital technologies in securing personal
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security and the risks of over-reliance on these technologies.
Section III-D explores how human-centric issues generate
security vulnerabilities for personal IoT devices and the
challenges these issues create in security IoT on futuristic
networks.

Section III-E investigates how data is collected and man-
aged by personal IoT devices and the risks associated with
the mismanagement and misuse of the data. Section III-F
explores the role of IoT security standards in enhancing
personal IoT device security. In Section III-G, this paper
investigates the need for futuristic network technologies and
the potential implications for personal IoT device security.
Section IV presents the key findings and future research
opportunities of this literature review. Finally, Section V
presents the conclusion of this work.

Il. METHODOLOGY

This section outlines the methods used in this research to
identify security vulnerabilities of personal IoT device on
5GBN. This literature review identifies the challenges, solu-
tions, and future work to enhance privacy and security for
personal IoT devices on SGBN. To undertake this review,
a preliminary investigation was undertaken to identify gaps
in the existing knowledge of personal IoT security on SGBN.
From the preliminary investigation, issues regarding privacy,
physical layer security and an absence of security standards
were identified as areas requiring further investigation.

A. INCLUSION AND EXCLUSION CRITERIA
With an area of research identified, the development of
inclusion and exclusion criteria for the article analysis was
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developed. The development of inclusion and exclusion cri-
teria for the research allows it to remain focused and on topic.
It additionally aids with the development of database search
terms to identify relevant literature. The exclusion criteria are
listed below with a brief explanation for the exclusion:

« Limit the years of research from 2009 until 2022. As the
IoT industry is rapidly evolving [17], it is necessary
for this research to limit the years of research for spe-
cific areas to no older than 2009. As highlighted by
the authors of [18], they make a case that the age of
IoT began between 2008 and 2009. Although the term
was created much earlier, it was during this time that
the number of devices surpassed the number of peo-
ple. Additionally, the network technology in 2009 was
Third Generation (3G) wireless technology, with 5G
only entering service in 2019. With 3G being superseded
and approaching the end of life, it was necessary to
define a point where IoT in personal communication was
beginning to enter mainstream society and the network
technology available at the time is still accessible by
modern devices.

¢ 4G and older technology. As the research is focused on
5GBN technology, the inclusion of redundant network-
ing technology would add little value to the research.

« Industrial IoT applications. Although related, personal
and industrial IoT device security should be investigated
separately.

o Legislation. While security and privacy encompass areas
of law, it is beyond the scope of this research to identify
legal requirements for the use of IoT and network com-
munication across multiple jurisdictions.

The list of inclusion criteria is included below and allows
for the deep analysis of the research questions formulated in
Section II-B:

« User-centric issues. As users of low-power IoT Devices
have been identified as a significant security challenge
for ToT data, it is necessary to investigate the role of
individual users.

o Contemporary digital technologies. With a grow-
ing reliance on contemporary technologies such as
blockchain, AI and ML, the inclusion of these tech-
nologies is needed to investigate how they can enhance
protection and identify potential issues from their use.

« Security and privacy of data collected on IoT devices.
As this research focuses on data privacy and security of
IoT devices on SGBN, it is necessary to include it in the
research,

« JoT characteristics. As IoT characteristics are contribut-
ing factors to their overall security, the inclusion of IoT
characteristics is necessary.

e 5G and beyond networks. While researchers are cur-
rently investigating 5G applications, preliminary investi-
gations of futuristic networks are already underway. The
inclusion of relevant next-generation technologies will
assist in identifying challenges that lie ahead.
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o Personal IoT device security standards. The purpose of
standards is to ensure the safety of products, services,
and systems through setting specifications, procedures,
and guidelines [19]. An investigation of security stan-
dards for personal IoT devices will help to identify areas
that need further development.

B. RESEARCH QUESTIONS
The following initial thought-provoking research questions
have been investigated with the research issues identified
above. In addressing these questions, the research has devel-
oped an understanding of personal IoT device security and
the role users play in personal IoT device security on futur-
istic networks. Additionally, the research has explored what
data may be collected, how it is used and how personal
IoT device security is enhanced using contemporary digital
technologies. Finally, the research explored gaps in existing
knowledge that impact IoT security and privacy on futuristic
networks. In summary, the following research questions have
been explored as a part of this study:

Research Question 1 (RQ1): How is privacy protected on
low-power personal IoT devices?

Research Question 2 (RQ2): What is the impact of loT
characteristics on privacy for personal loT devices?

Research Question 3 (RQ3): What is the role of contempo-
rary digital technologies in privacy preservation on futuristic
networks?

Research Question 4 (RQ4): How do existing standards
protect confidential data originating from low-powered per-
sonal IoT devices?

C. SEARCH PROCESS
To answer the research questions outlined above, a compre-
hensive search process was conducted to capture the relevant
literature. In aligning with the inclusion and exclusion criteria
outlined in Section II-A, literature searches were kept within
the period of 2009 until 2022. However, as part of the back-
ground discussion of internet privacy, which forms an integral
part of IoT privacy, the research included journal articles from
1989. Google Scholar was used to identify thematic trends
within articles within the periods identified. From the papers
identified, the titles, keywords and abstract were collected for
thematic analysis. From this search process, we were able to
identify 137 articles for inclusion, of which the most related
articles are shown in Table 1. The search terms used in Google
Scholar are highlighted as follows:
TITLE_ABS_KEY((“IoT privacy” OR “IoT security”
OR “‘network privacy”” OR ‘“‘network security”” OR “‘internet
privacy” OR “internet security” OR “IoT AI/ML” OR
“IoT machine learning” OR “IoT artificial intelligence”
OR “IoT blockchain” OR “IoT security standards) AND
(“5G” OR “6G” OR ““futuristic networks” OR “‘beyond
5G”)) AND (LIMIT_TO (PUBYEAR, 2022) OR LIMIT_TO
(PUBYEAR, 2021) OR LIMIT_TO (PUBYEAR, 2020)
OR LIMIT_TO (PUBYEAR, 2019) OR LIMIT_TO
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TABLE 1. Related literature.

Publications odology Strength Limi Future Work
[20] Survey of existing measures to enhance | In depth analysis of current security and | Focus on existing network technology and | Energy conservation security measures,
privacy and security privacy protocols the current IoT landscape low latency guarantee, low overheads
2] Survey of existing risks and development Tn depth analysis of existing risks and Focus on previous and existing network Cryotographic security methods that can
of new layer framework to enhance secu- framework d for i y work efficiently on IoT devices and stan-
rity study dardised data collection method
[21] Experimental development of a probabilis- Identifies that privacy and security will be Reliance on third-party sources for security Focus on edge computing to remain effi-
tic technique to enhance security vulnerable targets, especially to Man-in- and inefficiency cient
the-middle attacks, for emerging 6th gen-
eration IoT technology.
[22] Survey of benefits of 6G technology for In depth analysis of current and future ben- Limited research on privacy and security Investigation of energy efficiency issues
IoT efits of 6G technology relating to 6g IoT networks
[23] Empirical analysis of 265 samples mea- In depth analysis on IoT privacy highlight- No research conducted with reference to Research analyses of external threats
suring differences in vulnerability factors, ing user vulnerability as the highest impact 5GBN technology
along with privacy concerns on home IoT privacy concerns
[24] Quantitative based analysis of user and IoT Investigation into understanding of con- Research on 5SGBN technology not under- Similar work of i0S users and the inclu-
device usage with privacy modelling sumers privacy concerns with IoT taken and limited to android users sion of SGBN technology implementations
[25] Qualitative based research using online Analysis of users perceptions and willing- Limited to a small number of participants ‘Which factors of trust, risk, perception,
surveys and interviews ness to forego privacy in favour of IoT and no focus on emerging networks knowledge, awareness or all determine pri-
services vacy attitude among users
[26] Survey of existing measures for privacy In depth analysis of current security and No research conducted with to to emerging network technolo-
preservation in IoT environments privacy protocols and limitations futuristic network technology gies
27] Experimental analysis of the privacy and Demonstrates risks to privacy associated Limited to IP cameras and ignores emerg- Investigate how to protect consumer pri-
security risk of IoT IP Cameras with IP cameras ing networks vacy and enhance IP camera security
28] Comprehensive survey of existing threats Focused on 6G technology and examines Does not address privacy for the public Connectivity in the 6G era and beyond,
and proposed measures to enhance privacy multiple different proposals including channel estimation, security, and
and security underwater ication
[29] Survey of privacy concerns regarding pub- In depth analysis of privacy implications Pre-dates IoT and modern network security Review of privacy concerns from IP cam-
lic surveillance for the public through surveillance concerns eras and modern IoT devices on modern
networks
[30] Experimental testing and qualitative analy- In depth analysis of common IoT moni- No research conducted with reference to Renewed testing on modern devices and
sis of IoT devices toring devices and the privacy implications futuristic network technology networks
they pose
B31] Review of security and privacy In 6G net- | In depth analysis of security and privacy | Limited discussion on i for ToT iditional research on Al integration in
works concerns in 6G networks which focuses on on futuristic networks beyond 5G technol- relation to cybersecurity threats identified
connected technologies to counter threats ogy by other research
32] Deep analysis of the use of artificial intel- Identifies opportunities and challenges of Very little investigation regarding IoT se- While the author discussed ethical issues,
ligence in 6G networks 6G networks and proposes the use of ar- curity concerns additional research is required to under-
tificial intelligence as a tool to enhance stand the implications to privacy
security and privacy
[33] Review of privacy and security in 6G net- In depth analysis of technologies and chal- Absence of IoT based ies and dditional research in ication pro-
works lenges to security on 6G networks security challenges in the research tocols in relation to IoT to enhance privacy
on 6G networks
[34] A survey of 10T security threats based on | In depth analysis of security threats on | No discussion on the devel of fu- Ti of the proposed classification
IoT architecture each layer of IoT architecture turistic network technology and the im- on 6G networks
plication of developing networks on IoT
security
[35] A qualitative based survey of IoT regula- An extensive study on the regulation of [oT No discussion on futuristic networks and a Calls for further IoT regulation in Australia
tions in Australia in Australia focus on regulation due to no clear regulation direction
[36] A survey on the existing standards of IoT A government regulators survey of IoT Limited discussion on futuristic networks Continued monitoring of standards devel-
in Australia security and standards applications in Aus- and fails to recommend a solution to com- opment, monitoring spectrum demand and
tralia which identifies weaknesses and di- pliance challenges. updating licensing arrangements to support
rections for improvement 10T as required
[C] A survey of security and privacy chal- | Identifies several factors contributing to | Very limited discussion on loT and does | Encourages enhancing loT security to help
lenges on 5G and beyond networks weaker security on 5G and beyond net- | not address human-centric issues regarding | secure 5G networks and future investiga-
works, including an absence of security security. Discussion on regulation imple- tion into a proposed OFDM-SIS scheme
standards i for secrecy performance
[10] A review of 5G and IoT security challenges Discusses different settings of IoT and the Does not investigate security standards or Identifies a range of challenges primarily
security challenges associated with their regulations and no research on human- associated with contemporary digital tech-
application. Identifies challenges with the centric issues related to security nologies that require future investigation
architecture and technologies

(PUBYEAR, 2018) OR OR LIMIT_TO (PUBYEAR,
2017) OR LIMIT_TO (PUBYEAR, 2016) OR LIMIT_TO
(PUBYEAR, 2015) OR LIMIT_TO (PUBYEAR, 2014)
OR LIMIT_TO (PUBYEAR, 2013) OR LIMIT_TO (PUB-
YEAR, 2012) OR LIMIT_TO (PUBYEAR, 2011) OR
LIMIT_TO (PUBYEAR, 2010) OR LIMIT_TO (PUB-
YEAR, 2009)) AND (LIMIT_TO (DOCTYPE, “cp”)
OR LIMIT_TO DOCTYPE, “ar”) OR LIMIT_TO DOC-
TYPE, “ch”) OR LIMIT_TO DOCTYPE, “bk™) ) AND
(LIMIT_TO) (LANGAUGE, “English”))

IIl. 1oT IN PERSONAL COMMUNICATION

This section explores the multiple facets that comprise the
security and privacy of IoT in personal communication and
the implications for personal IoT security with the anticipated
arrival of futuristic network technology. Upon completing
this section, this paper will have identified the leading causes
of security vulnerabilities for personal IoT devices, emerg-
ing technologies to enable strengthened security, the role of
security standards in protecting users of personal IoT devices
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and potential hazards with the arrival of futuristic network
technologies.

A. EVOLUTION OF INTERNET PRIVACY

One of the earliest endeavours of privacy research on com-
puter networks was conducted in 1989 [37]. At the time,
the privacy concerns specifically regarded the most common
form of network communication being electronic mail, oth-
erwise known as email. The author of the paper identified a
lack of security mechanisms for online communication and
proposed a range of measures, such as encryption, to enhance
security and protect privacy. Privacy concerns originally iden-
tified in 1989 continued as an area of investigation for a
decade, emerging as the biggest concern facing users of the
internet in 1999 [38]. At the time, privacy concerns among
internet users surpassed other issues such as spam, ease of
use, cost and even security. Although the concept of IoT was
first introduced in 1999, around the same time as the privacy
research by the authors of [38], IoT technology pre-dates
many of the technologies discussed in the authors study. With
the widespread use of the internet in its infancy, the new
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concept of IoT, and initial research of 4G network technol-
ogy which would become commercially available a decade
later, the privacy and security concerns of these converging
technologies remained uncertain [39].

The introduction of widely used social networks and popu-
larity of services provided by search engines such as Google
in the early part of the twenty-first century heralded a new
era of privacy issues for online citizens. Interactions online
and between website users, their social connections online,
their location and activities, were soon avenues of exploita-
tion by both website administrators and cybercriminals. Pub-
lic awareness to privacy issues arising through unregulated
social networks, search and general website browsing were a
driving force for the introduction of measures to allow users
to protect some of their details online. However, much of the
data collected in the early 2000’s originated through direct
interaction with websites or through tracking of activities
using Cookies. The ability of IoT to collect data without
direct interaction altered the dynamics of online privacy and
security.

Since the research by the authors in 1999 [38], the
widespread usage of the internet has grown exponen-
tially [40], becoming a fundamental part of society, driving
global e-commerce [41], industry and social interactions [42].
With an estimated figure of approximately 5.5 billion users
at the end of 2022 [43], its usage encapsulates a signif-
icant proportion of global citizens. The growth in its use
has partly been driven by increased access to affordable,
portable devices with internet connectivity, such as smart
mobile phones and wearable devices [44]. However, while
increased access to internet connected devices has allowed
more people to engage online, the growth of IoT devices has
resulted in most of the internet traffic having no direct human
interaction [45]. While on the surface a lack of human initi-
ated internet engagement would appear to have a negligible
impact on privacy, the increased amounts of data collection by
IoT devices that have the ability to collect sensitive personal
information are proving problematic for privacy preservation
[46]. With ever-increasing numbers of personal IoT devices,
privacy preservation is becoming increasingly challenging
for the average person [47], [48], and for cyber security
researchers tasked with enhancing IoT security.

While network communication, privacy and security are
now considerably more sophisticated than they were in 1989,
the development of IoT in conjunction with emerging futur-
istic wireless network technology is creating not only new
challenges for researchers, but also new avenues for exploita-
tion. While online security and privacy has been an area of
constant investigation, the potential for device exploitation,
particularly through public surveillance which exposes users’
privacy, has been absent from research. Additionally, the vast
amount of data collected by such devices is creating new
security challenges for cyber security researchers.

In summary, privacy preservation through public surveil-
lance was initially investigated by the authors of [29] in
2009. In this study, the authors primarily investigated the
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impacts of surveillance from cameras and the impacts they
have on privacy. Their study, while addressing many con-
cerns regarding privacy preservation from public surveil-
lance, failed to consider the future potential of IoT devices
and the risks they pose to privacy, only briefly addressing IP
connected cameras. While IoT was new at the time and 3G
network technology was the mainstay of wireless commu-
nication [49], failing to fully address potential privacy and
security concerns originating from mass data collection could
be considered an oversight. Additionally, privacy exploita-
tion through technologies available and widely used at the
time was also not vigorously investigated. One such example
is the Global Positioning System (GPS) location tracking
through smart devices such as mobile phones. The concept
of location tracking through GPS and wireless technology
was investigated in 2002 [50], demonstrating how GPS data
can be transmitted across wireless networks. Nevertheless,
while the research conducted by the authors of [29] does
not consider IoT’s implications on privacy, their investigation
lays the foundations for privacy preservation in computing
networks.

B. IoT CHARACTERISTICS

The characteristics of IoT form a leading role in the cyber
security and privacy challenges of personal IoT devices on
5GBN. These challenges stem from a requirement for low
power consumption, which subsequently results in low com-
putational processing power. Following these limitations at
the device level, the network communication characteristics
of IoT create additional challenges for IoT security. This
paper will now discuss each of the characteristics in detail.

1) LOW POWER CONSUMPTION AND LIMITED PROCESSING
RESOURCES

One of the prevailing requirements for IoT devices is the need
for low power usage [51]. This is often due to the need for
devices to operate by battery power and are required to run
for a significant time between charging cycles [52]. The low
power consumption of personal IoT devices forms security
and privacy challenges that can inhibit privacy preservation
and security from the device [53]. As personal IoT devices
operate for prolonged periods on battery power, energy con-
servation is a priority to ensure the device remains operational
between charging cycles. This energy conservation creates a
trade-off. To conserve power, IoT computational processing
power is commonly restricted, exposing a flaw in the security
of IoT devices [7].

2) PROCESSING POWER LIMITATIONS

As briefly mentioned above, security is often sacrificed for
the benefits of low power usage, potentially exposing sensi-
tive information and weaknesses in the device’s network [7].
The authors of [15] identified this limitation and proposed a
solution for encryption while limiting the power consumption
of low powered devices. While the solutions of encryption
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suit the requirements of an almost instantaneous response
time, the authors of [15] recognise that their proposal may
result in less secure encryption techniques as device power
management becomes active.

The paper by the authors of [54] proposed a different solu-
tion for encryption that uses AES 256 encryption, promising
to enhance cryptographic security without significantly com-
promising power management features. The authors propose
a Low-Power AES Data Encryption Architecture (LPADA)
that maintains the cryptographic security of AES encryption
but maintains the low power usage requirements by encrypt-
ing and decrypting data using low-power SBox, power gat-
ing and power management techniques. While the model
proposed by the authors of this study results in significant
reductions in power, the study authors recognise additional
research needs to be conducted to further reduce encryption
power consumption. However, with battery life and efficiency
improving [55] and devices increasing in processing power
due to more powerful microprocessors [56], the argument for
embedded cryptography is long overdue.

Recently, a solution to add cryptography at the IoT device
level was proposed by the authors of [57]. In their investiga-
tion, the authors devised a solution for end-to-end encryption
in IoT healthcare on 5GBN. The solution proposed by the
authors uses a two-layer symmetric encryption for the data
before transmitting it via software-defined network (SDN)
routers. While the proposed solution provides encryption at
the device level, the authors note that the strength of encryp-
tion can be enhanced by adding more key layers. However,
as they identify, more key layers increases the cost of encryp-
tion and consumes more of the limited available memory
of the IoT device. A proposed solution by the authors is to
apply additional encryption key levels based on the data’s
sensitivity. However, as we demonstrate in Section III-E, even
seemingly harmless personal data can be mined and exploited
using such an approach.

While cryptography is one area under investigation to
enhance the physical layer security of IoT, researchers are
exploring other solutions to solve the security concerns of
the physical layer. The authors in [58] propose using Visi-
ble Light Communication (VLC) through hyperchaos-based
security measures as one possible security enhancement.
Their research notes that VLC has higher security than tra-
ditional radio frequency communication. When coupled with
hyperchaos, it significantly enhances security, particularly
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concerning eavesdropping. However, a limitation of VCL
hyperchaos is the direct line of sight required for commu-
nication and the inability to penetrate physical objects such
as walls. This limitation reduces the effective practical use
of VLC in a wide range of applications where line-of-sight
communication is not guaranteed.

3) loT NETWORK STACK

The IoT network stack can be described as being built on a
protocol of layers [7], as illustrated in Figure 4. Each layer
plays an integral role in ensuring that the automated tasks
initiated at the sensor are completed at the actuator. The layers
of the IoT protocol stack work together to provide a complete
communication infrastructure for IoT devices, enabling them
to efficiently exchange data with each other and over the inter-
net. While the individual layers of the architecture combine to
create the 10T, the authors of [34] illustrate that each layer of
the IoT stack represents unique challenges for cyber security
researchers and opportunities for cybercriminals to exploit
security and privacy vulnerabilities. This investigation will
now briefly explain the security and privacy challenges of
each layer of the IoT stack and its role in IoT infrastructure,
demonstrating that a single solution for privacy security on
IoT is challenging.

a: PHYSICAL/LINK LAYER
The first layer, often described as the bottom layer of IoT
and illustrated as the left most segment in Figure 4, is the
physical/link layer [7]. This layer consists of sensors that
gather information and detect environmental changes. It then
senses other connected devices within the environment to
initiate communication to relay the parameters [59]. The
authors of [34] recognise cyber security risks at this level as
eavesdropping, cyber-physical, and RFID tracking. Of these
threats, eavesdropping is the most likely to result in threats
to privacy. Much like eavesdropping on a conversation, the
authors of [34] explain an eavesdropping attack as when a
cybercriminal attempts to collect information sent from the
IoT device. This type of attack can result in the loss of
confidential information. Eavesdropping is an example of
security considerations that can lead to the loss of privacy
through IoT on SGBN networks.

A cyber-physical attack is when a cyberattack impacts
the physical environment [34]. While this type of attack
represents the potential for significant disruption, loss of
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privacy is of lower concern, and the authors of [34] high-
light several proposed solutions to mitigate the risks from
cyber-physical attacks. Similarly, RFID tracking is when
cybercriminals attempt to disable, imitate, or modify the
contents of an RFID tag. While RFID tracking attacks can
result in significant security incidents, such as unauthorised
access to restricted areas, the authors of [34] discuss solutions
researchers have developed to counter these concerns. Low-
powered devices, such as RFID’s, are incapable of using
physical layer security and they take leverage from the pro-
tocol stack security of the networks to secure their infor-
mation for communication as highlighted in [60] and [61].
Using the network edge for security has several benefits, such
as improved cost of transmission, scalability and superior
security once the data has reached the edge. However, the
benefits gained by using the network edge do come with
risks. Although the network can secure the data transmit-
ted, data collected by the device still remains vulnerable
to cyber-attack until the edge has secured it. As identified
above, failing to secure information will allow cybercriminals
to exploit this vulnerability. Unlike more powerful devices,
such as mobile phones which can implement physical layer
security at the transmitter and receiver, ensuring enhanced
end-to-end security, low-powered IoT devices lack this
capability.

b: NETWORK LAYER

According to the authors of [34] and [62], privacy vulnerabil-
ities are also present at the next layer in the IoT stack, which is
the network layer. The network layer allows communication
between IoT sensors using various networks, such as Blue-
tooth, Wi-Fi, 5G and other network connections [7], [63].
As with the physical layer above, eavesdropping remains a
privacy concern at the network layer along with Man-In-
the-Middle (MIM) attacks [34], [63]. A MIM attack occurs
when an attacker modifies the correspondence between
parties who trust the communication between themselves
[64], [65]. As noted by the authors of [66], a MIM attack
can result in not only the modification of data but also the
loss of privacy. While the authors of [34] note that several
solutions are available to prevent a MIM attack, they also
discuss computational power limitations present in IoT for
advanced protective measures. The authors of [67] discussed
this limitation earlier, particularly regarding authentication
and transport encryption. Transport encryption refers to data
transmission across the internet using secure encryption
technology.

¢: TRANSPORT LAYER

As explained by the authors of [68], the transport layer of
the IoT stack introduces the first step of true IoT security
and privacy enhancements through data encryption. Although
IoT lacks the resources for Transport Layer Security (TLS),
a cryptographic protocol for providing network security, [oT
employs Datagram Transport Layer Security (DTLS), which
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provides similar cryptographic security to TLS [68]. DTLS
is also preferable in IoT applications as it has lower latency.
However, despite the introduction of encryption, the authors
of [69] and [70] explain that the transport layer is still vulner-
able to cyber-attacks, which can lead to loss of privacy. While
encryption offers safeguards against cybercriminal activity at
this level, unencrypted connections are susceptible to MIM
attacks, leading to direct loss of privacy and other cyber
security concerns [64]. Additionally, the authors of [34] iden-
tify resource exhaustion, flooding, replay, and amplification
attacks commonly orchestrated by cybercriminals against the
transport layer. Of the types of attack recognised by the
authors of [34], a replay attack is the most likely to lead to
loss of privacy. A replay attack is a type of MIM attack. In this
attack, a cybercriminal eavesdrops on secure network com-
munications, intercepts them, and then fraudulently delays or
re-sends the message to misdirect the receiver.

d: APPLICATION PROTOCOLS AND APPLICATION

SERVICES LAYER

The next layer of the IoT infrastructure stack that will be
examined for privacy and security concerns is the application
layer. The authors of [71] describe the application layer as
the top layer of the Transmission Control Protocol/Internet
Protocol (TCP/IP) stack. However, unlike the TCP/IP stack,
the authors of [7] describe this layer of IoT infrastructure
as being split into two layers: Application Protocols and
Application Services. In 10T, the application layer connects
the device and the network with which it will communi-
cate [72]. As the authors of [72] note in their research, the
growth of applications at this layer in the IoT stack is not only
generating new opportunities for enhanced security but is also
creating new cyber security challenges and opportunities for
cybercriminals. While the authors propose using ML as a
potential solution to many of the security issues faced by
developing applications, ML also has its own challenges.
The authors of [73] address the concerns of blindly using
ML in wireless communication, which can have disastrous
results and can lead to the exposure of critical network infras-
tructure to cybercriminals and will be discussed in detail in
Section III-CO0.a.

In summary, IoT characteristics contribute significantly
to the security concerns of the technology. From the low
processing power that limits security enhancements to the
network stack, personal IoT devices exhibit several unique
characteristics that contribute to the vulnerabilities of the
technology. While the network stack has the potential to
enhance security by using contemporary digital technolo-
gies, each layer possesses unique challenges to protecting the
security of data collected by personal IoT devices. Despite
efforts to add encryption at the most vulnerable layer by the
authors of [15] and [54], encryption is yet to become an
embedded feature of IoT devices. Although encryption will
degrade battery life and processing performance, improved
battery life and faster microprocessors will reduce encryption
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costs, enhancing security and privacy, which vastly outweigh
the negatives. Although researchers have suggested solutions
to many of the cyber security concerns raised by the char-
acteristics of IoT, more research is required to address the
security concerns and vulnerabilities identified in this paper,
particularly at the physical layer.

C. CONTEMPORARY DIGITAL TECHNOLOGIES
Researchers have identified five main areas of concern to
privacy and security on futuristic networks [31]. They are
authentication, access control, malicious behaviour, encryp-
tion, and communication. With the increased usage of
personal IoT devices and a progression to evolving futuris-
tic networks, researchers have started to investigate the use
of contemporary digital technologies such as AI, ML and
blockchain to enhance the security of these low-powered
devices [74], [75], [76], [77]. This paper will now inves-
tigate the three most researched technologies, AI, ML and
blockchain, to determine the strengths, weaknesses, and suit-
ability of each technology in enhancing the security and
privacy of low-powered personal IoT devices on 5SGBN, as
illustrated in Figure 5.

a: MACHINE LEARNING

ML is a technology often recommended alongside Al as a
solution for enhanced cyber security for IoT devices [78],
[79], often due to its placement on the network edge [80].
Although ML offers significant benefits in enhancing security
and privacy, one of the major disadvantages of the technology
is the ability of cybercriminals to also use it as a tool to
circumvent protective measures [81]. Due to its tendency
to be resource intensive, ML is often implemented later in
the IoT stack, resulting in the physical layer remaining vul-
nerable to exploitation. However, researchers are exploring
ways to optimise resources using federated learning for use
in IoT [82]. To understand the advantages and disadvantages
of ML as a tool to enhance cybersecurity, it is necessary to
explain how the technology works.

ML is used in many daily settings to enhance security
and privacy online. ML is the process of building algorithms
for analysing and predicting results through data and statis-
tics [83], [84]. For ML to be effective as a tool to fight
cybercrime, it relies on a set of rules to work on as a guide.
These rules guide ML in making decisions in real-time to
enhance security and privacy [84]. A typical daily use case of
ML that many consumers use daily is the avoidance of spam
emails. In the email use case, the email provider or a user
inputs a set of rules, such as email addresses, subject lines,
keywords, IP addresses or hostnames and the spam filter will
use those rules in an algorithm to filter spam [85]. While IoT
should not be considered a comparable technology to email,
the application of ML in the setting of IoT is fundamentally
similar. Rules can be created to create a set of filters that
can instantaneously enhance the security of the devices that
use them without the need to be explicitly programmed [86].
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By monitoring how the data from the devices is accessed,
ML can act and block suspicious activity [87]. A significant
benefit of this approach is that zero-day or new exploits
can be quickly identified, and rules deployed to counter the
attack [79], [83]. However, as the author of [88] notes, ML has
an over-reliance on feature extraction. This can result in new
threats being left undiscovered as no feature rule set was
devised to detect them [88]. Although the rapid deployment
of new features in ML can promptly remedy an attack vulner-
ability, the very nature of ML as a technology means that it
can also be used as a tool to discover and circumvent security
systems [81].

Although ML is a valuable tool for enhancing cyber secu-
rity for IoT devices, it possesses several key characteristics
that expose its weaknesses and limitations as a robust solution
against cybercrime. Its principle weakness is its ability to be
used as a cybercriminal tool to exploit vulnerabilities in sys-
tems [81]. A cybercriminal can use ML to continually probe
a system and gain knowledge about the defences in place.
The knowledge built during these probing attacks can be
used to form a successful attack against a system. However,
despite the risks of cybercriminal misuse of the technology,
as the authors of [83] note in their research, ML remains a
significant tool for cyber security protection.

b: ARTIFICIAL INTELLIGENCE

One of the leading technologies in cyber security defence
is the use of Al According to a survey by Information
Technology (IT) consulting firm, Capgemini Research Insti-
tute, 69% of the respondents from a survey of 850 senior
IT executives stated that the use of Al will enable them to
effectively respond to cyberattacks, while 61% believe Al
is essential for identifying threats [89], [90]. These figures
indicate a significant reliance on Al as a tool to enhance
cyber security. However, a deep-seated trust in Al as a robust
solution to cyber security concerns may be misplaced. While
Al is proving to be a reliable mainstay in cyber security, it has
encountered limitations that reduce its effectiveness not only
as a tool for security enhancement but also as a tool used by
cybercriminals [81].

To understand the relevance of Al as a cyber security
tool, it is important to learn what Al is and how it is used
in cyber security. A significant advantage of Al as a tool
for cyber security is the ability of the technology to learn
and behave independently from system administrators [88].
Where a human would be required to perform certain tasks
and checks, an Al system is a purpose-built tool that auto-
mates the detection and decision-making processes. By using
a statistically weighted matrix, also known as a neural net-
work, Al replicates human decision-making using a system-
atic and rationalised approach [88]. The neural network is a
decision matrix where Al applies deep learning. The inter-
connected nodes serve as weighted biases in each filtering
step, where certain rules are given a higher value than others.
After pre-compiling the data, it is stored in a database, which
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is received by the neural network. As the system learns from
the information gathered from previous decisions and new
data, it improves its knowledge of its task. Al creates a bias
based on the collected data, which it then learns and resolves
answers based on the data analysed. Although automated, the
bias follows a set of rules defined in the modelling design,
which may include and exclude certain observations. The data
that is analysed is then subject to the design rules and returns
relevant results based on those rules. While AI provides
significant automation benefits, it has several key features
working both in its favour and against it.

The main advantage of Al in cyber security is its ability
to defend against complex attacks [88]. Today, cybercrim-
inals are honing their skills and developing more complex
methods of attack capable of yielding greater rewards [91].
This compares to attacks in the past that typically con-
sisted of simple trojans and viruses. As the author of [88]
notes, complex attacks require complex cyber security solu-
tions. As technologies and systems evolve and cybercrim-
inals begin using more complex tools, such as Al to cir-
cumvent cyber security defences, more advanced tools must
be developed and deployed to meet these challenges [88].
Thus, AI acts as a double-edged blade. While it can be
used as a tool to combat and help protect sensitive systems
from cybercriminal activity, the technology itself is increas-
ingly being used by cybercriminals to exploit systems [81].
As the author of [88] notes, sophisticated attacks utilising
Al and ML require equally sophisticated tools for defence,
and Al is one such tool. However, while Al is a powerful
tool for cyber security, it has several features that limit its
effectiveness.
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A significant limitation of Al as a cyber security tool is
its accuracy [92]. The accuracy of Al relies in a large part
on the amount of resources available. A large neural network
with many decisions will require significant resources [93].
As mentioned in Section III-E, IoT devices do not possess
the resources to run complex computations. This means that
Al must be implemented later in the IoT network stack, such
as the edge [80]. However, while Al can be outsourced to
related systems, these systems have resource capacity limits
that inhibit the high data requirements of Al [94]. To counter
the capacity limitations, the accuracy of Al is compromised,
resulting in systems that are either too stringent with their
rules or inadequate in their determination of malicious activ-
ity [94]. If a system is too strict, it may inhibit legitimate use,
especially with highly automated systems that incorporate
IoT, and as a result, the rules are often relaxed [95]. This
results in systems that may be vulnerable to exploitation.

Another limitation of Al as a suitable candidate for IoT
security is the nature in which it operates in a production
environment. Once an Al model is trained, it is often not
re-trained in service, resulting in a static environment that
could be vulnerable to cyberattack [94], [95]. There are
several reasons that Al remains static in production usage.
As previously mentioned, hardware resource availability lim-
its the processing capacity of Al training. In a production
environment, new data will be arriving continually, forcing
the Al to train from newly available data, increasing hardware
usage. An additional risk is raised if the Al system learns
something new that makes it less effective [94]. Human-
centric issues also have a hand to play. An error arising
from an operator incorrectly adjusting data can additionally
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result in similar outcomes. To ensure that software meets
specification requirements during use, Al often remains in a
static state and will be updated to counter new exploits when
they arise [94]. This can result in a vulnerability gap before
the software is updated.

¢: BLOCKCHAIN

Blockchain is a novel technology that has gained popularity
among researchers to enhance authentication, access control
and communication. Blockchain came to prominence with
the introduction of Bitcoin in 2008 [96]. According to the
authors of [22], a blockchain is a decentralised, immutable,
and transparent database that operates on a ledger-based sys-
tem and enhances authentication, access control and commu-
nication [31]. While blockchain provides significant security
and privacy enhancements on SGBN, it exhibits several traits
in its current form that make it unsuitable for IoT applica-
tions on futuristic networks. Principle among these traits are
slow transaction processing speed of data on the blockchain
[97], [98], [99] and scalability [96], [100], both of which
will be examined below in addition to security concerns of
the technology. Although research in these specific areas is
ongoing, their limitations highlight the current unsuitability
of blockchain technology as a reliable candidate for securing
IoT data on emerging SGBN.

When addressing the privacy and security requirements of
IoT on futuristic networks a factor that needs to be addressed
is the speed of the data transmission and its scalability. While
being considered as a secure system, blockchain itself suffers
from slow performance [101], with Bitcoin transactions being
limited to only seven transactions per second [102]. Slow pro-
cessing of IoT transactions through blockchain technology
on such networks that require real-time data is counterpro-
ductive to the needs of moving to futuristic networks that
will be discussed in Section III-G. The slow processing time
can be attributed to the nature of blockchain. Much like a
traditional database, the primary function of blockchain is to
store data, making it a type of database [103]. As a database
grows the speed of the response time to the queries from
the database decreases [104]. As explained by the authors
of [104], a database containing millions of rows cannot com-
plete the requested query in real-time. Herein lies a fun-
damental flaw with the reliance of blockchain as a tool to
secure IoT data on futuristic networks. Compared to tradi-
tional databases that are centralised and controlled by individ-
uals, organisations, or groups, blockchain is a decentralised
database that transfers the control and decision making to
a distributed network [103]. However, as demonstrated by
the authors of [105], [106], and [107], research is already
underway to improve the speed and efficiency of blockchain
transactions.

The authors of [105] identified that using blockchain as a
security method for smart home applications brought with it
concerns that it may not fulfil the demand for smart home
security. The cause of the concern is the scalability issues
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arising from the nature of blockchain, identified earlier in
this paper. The authors noted that the scalability concerns
are due to the ability of anyone having the ability to join
the network. This results in increased network costs. The
solution proposed by the authors is the implementation of a
consortium blockchain. A consortium blockchain is a com-
bination of public and private blockchain that work together
to share information to improve existing workflows [108].
By utilising this approach, the user’s performance as a node
in the blockchain process is eliminated. The result is reduced
network costs and the ability to scale.

In the research by the authors of [106], they were able to
improve the speed of the transactions by replacing the consen-
sus algorithm, known as Proof-of-Work, with a more efficient
algorithm they called Proof-of-Enough-Work (POEW). Their
method increased the efficiency of computing resources to
process a block resulting in a significant increase in the
transaction processing rate. When compared to the bank
transaction processing rates of both Swift and Visa, the POEW
method surpassed both. This indicates a vast improvement in
the transaction rate. Although physical drive read and write
limits will still inhibit scalability, this method vastly improves
the blockchain scaling ability.

The authors of [107] were also able to improve the
blockchain transaction processing time by improving the
efficiency of the computing resources. In their experiments,
the authors used Internet of Things Application (IOTA),
which is a decentralized, open-source cryptocurrency specif-
ically designed for IoT. In their approach, they remove two
key inhibitors that reduce the suitability of blockchain as
a security solution for IoT. These are transaction fees and
the concept of mining which require large amounts of pro-
cessing power [107]. In addition to this, the key concept
is the application of a guided acyclic graph for transaction
storage which greatly improves the efficiency of blockchain.
A positive outcome of this approach is that the transaction
speeds increase as more devices join the network. There is,
however, a limitation to this approach. Its effectiveness is
highly dependent on it popularity and uptake. The reliance on
more devices to increase processing speed is a metric which
cannot be guaranteed in a commercial environment.

Despite the advances made in recent studies [105], [106],
and [107] and the benefits of blockchain as a cyber security
tool, the popularity of blockchain has made it an enticing
target for cybercriminal activity [109]. While blockchain
exhibits many favourable characteristics for enhanced secu-
rity and privacy, it does possess security vulnerabilities that
can result in privacy being compromised. A well-known vul-
nerability of blockchain is a fifty-one percent attack [110].
Such an attack occurs when a malicious attacker gains more
than fifty percent of the blockchain ledger. As highlighted
in [110], this type of attack allows the perpetrator to mod-
ify the blockchain transactions. Although researchers have
proposed solutions to this type of attack [110], additional
research must be undertaken to ensure its feasibility for IoT
devices on futuristic networks. A fifty-one percent attack is
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but one of the known vulnerabilities of blockchain. Another
common vulnerability is the forking attack where an attacker
attempts to launch an alternative chain to the most trusted
chain in the blockchain [109]. This attack, if successful, can
lead to fraudulent transactions in the blockchain. A forking
attack is particularly hazardous for users of personal IoT
devices because if the forking attack is a hard attack, it is
not reversible [111]. Further security concerns of blockchain
have been highlighted by the authors of [112] who identified
that blockchain on a wireless network that shares database
access with the network is prone to a range of security threats
that can result in cybercriminals emulating a hidden node.
This can result in a MIM attack or spectrum hijacking.

In summary, while each of the contemporary digital tech-
nologies discussed can be used to enhance the security of
personal IoT devices on SGBN, they each exhibit limitations
that can result in gaps in security defences. As discussed
earlier, individual IoT devices do not possess the computa-
tional power needed by these technologies, and as a result,
they are implemented later in the network stack. This leaves
the physical layer of the network stack where the personal
IoT device sits vulnerable to direct exploitation. Despite this
limitation, the contemporary digital technologies discussed
have an important role to play in IoT security. While the
authors in [106] and [107] offer novel solutions to the scaling
issues of blockchain identified in this paper, their commercial
application may be limited. In another study, [113] authors
have identified that enterprises have demonstrated reluctance
to implement proof-of-work concepts as they offer proba-
bilistic guarantees and can be subject to double spending.
It is foreseeable that a future application of blockchain in IoT
will incorporate a consortium blockchain approach discussed
by [105] alongside methods designed by [106] and [107]
to reduce the cost of the blockchain transaction further and
increase its scalability and suitability to a rapidly growing
IoT industry. It is, therefore, essential that additional research
be undertaken in this area. While these technologies continue
to evolve, an important factor in the security of personal IoT
devices is the regulation of the devices and communication of
the data. Although contemporary digital technologies can be
utilised to enhance security of the devices, failure to develop
workable standards that can be widely implemented can ren-
der such contemporary digital technologies worthless if the
device is not secure by design.

D. HUMAN-CENTRIC ISSUES REGARDING IoT PRIVACY
AND SECURITY

Today, IoT devices are present in a multitude of settings [7].
Government departments such as police and customs rely on
Internet Protocol (IP) cameras to detect biometric features
for crime prevention and improve efficiency in immigration
processing [114]. Federal aviation safety regulators use GPS
sensors to track aircraft movements to enhance safety and
improve response time during emergencies [115]. Primary
production has implemented IoT to improve agricultural
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efficiency with automated harvesting, irrigation, and the sow-
ing of crops [116]. The automotive industry has adopted
innovative technology for crash avoidance, smart parking,
and autonomous navigation [117].

The improvements to efficiency and quality of life demon-
strated above are some of the key benefits offered by IoT
as additionally highlighted in the study undertaken by [26].
However, while these benefits are a driving factor in the adop-
tion of IoT, the researchers have identified a sudden increase
in new users and an increased number of devices acting as
contributing factors due to poor cyber security protocols of
IoT devices [12]. Additionally, the authors of [26] and [12]
identify privacy as a significant cyber security challenge for
IoT.

While beneficial for the user, IoT efficiency and automa-
tion present significant cyber security risks. As identified by
the authors of [26] and [12], privacy is currently a significant
challenge for IoT. The authors did not identify a principal
cause of the privacy challenges; instead, they discovered that
the privacy challenges originate from many sources. While
neither research identified one single cause, common themes
are the lack of a standard security scheme and reliance on the
end-user to protect their devices with strong passwords and
regular software update maintenance [12], [26]. The authors
of [12] further identify the sudden increase of new users and
an increased number of devices as contributing factors to poor
cyber security protocols of IoT devices. The factors identified
are an abundance of weak password policies and a failure
to ensure device software is maintained to a current secure
version.

As stated, reliance on the end-user to conduct software
updates for IoT devices increases the risk of loss of privacy
in addition to device and network vulnerability exploita-
tion [11]. While not apparent to users, vulnerabilities can exist
in systems and may remain undiscovered for extended peri-
ods. Vulnerability discovery often falls upon two groups of
people, ethical hackers, and cybercriminals. Over time, eth-
ical hackers will seek to discover vulnerabilities in systems.
An ethical hacker is a professional that companies employ
to test and detect vulnerabilities in software and systems.
Successful ethical hacking allows companies to patch vulner-
abilities before cybercriminals exploit them [118]. Patching
is the process of releasing changes that fix, alter, repair,
or improve security vulnerabilities or other bugs in soft-
ware [119]. Ethical hacking offers developers, manufactur-
ers, and managers of the device an opportunity to update
to a secure version before the vulnerabilities are discovered
and exploited by cybercriminals. Occasionally, cybercrimi-
nals will discover vulnerabilities prior to ethical hackers or
security researchers and begin exploiting the vulnerabilities
for malicious gain [120]. Malicious exploitation creates an
urgency for the software to be patched, leaving end-users
vulnerable to known and exploitable security vulnerabilities.

As explained by the authors of [12] and supported by the
authors of [121] in their research paper, the reliance on the
end-user to update their devices is unreliable and can expose
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the users’ device and network to cyber security harm if the
update has been delayed or missed. To counter this reliance,
some researchers have suggested the use of automated soft-
ware updating as a means of protecting the software [121].
However, the authors of [122] identified that automated soft-
ware updates can lead to undesirable outcomes. The use of
outdated software, which may contain security vulnerabili-
ties, is exacerbated by end-user’s weak password policies that
may be exploited by cybercriminals [12].

To summarise, the human-centric challenges identified in
this section highlight significant barriers to securing IoT
device confidentiality on SGBN. However, the challenges of
IoT confidentiality are not limited to human-centric issues.
The challenges identified in this section by the authors of [26]
and [12] go beyond the individual devices, with exploits
possible across several layers of the IoT architecture [34],
which was discussed in detail in Section I1I-B3.

E. SECURITY AND PRIVACY OF DATA COLLECTED

ON IoT DEVICES

While the human-centric challenges to privacy and security
of IoT devices offers unique problems for researchers to
solve, the problems identified in the previous section can
be exacerbated by security flaws in IoT devices and misuse
of the data collected by them. One such example of misuse
is the oversight of how the data collected may be used.
The potential of privacy exploitation originating from over-
sights in the use of technology was illustrated by the authors
of [29] in 2009. Their research demonstrated early examples
of the unintended use of personal data originating from public
surveillance and the impacts on privacy. In their research,
they discuss Google’s Street View (GSV) and the approach
used by Google to address privacy concerns from the publicly
available collection of data. The solution deployed by Google
to preserve privacy was the removal of data [29]. While in the
case of GSV the solution preserves privacy by removing iden-
tifiable data, such as faces and number plates from vehicles,
the application of this policy in IoT devices is challenging
due to computational processing power limitations [123] dis-
cussed in detail in Section III-B.

Another approach to protecting privacy investigated by the
authors of [29] is the development of a privacy policy as a
mechanism for privacy preservation. However, as identified
by the authors of [14], the development of a privacy policy
does not guarantee that it will be fully implemented. The
authors of [14] illustrate this fundamental failure with the
privacy policy solution discussed by the authors of [29].
The presence of a privacy policy does not guarantee privacy
protection, with the authors of [14] identifying that half of
all privacy policies do not adhere to their stated policies.
Further to that, the collectors of confidential data rely on
self-regulation for privacy safeguarding, for example, as the
authors of [124] explain with the privacy management by
Facebook.
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Since the inception of the internet, tools have been devel-
oped that have the potential to expose an individual’s personal
data. As is often the case, legislative tools designed to protect
the public from exploitation often lag advances in technol-
ogy. However, as demonstrated in the European Union (EU),
regulators are beginning to catch up with technology with
the introduction of the General Data Protection Regulations
(GDPR) legislation [125]. The role of the GDPR, otherwise
known as the Cookie Consent Law, is to protect internet
users’ privacy online [126]. Websites that operate and are
accessible to EU citizens must comply with the stringent
requirements of the GDPR that guarantee a right to anonymity
with harsh financial penalties in place for companies who
fail to abide by the laws [126]. While the introduction of
GDPR laws to enhance privacy online do introduce levels of
certainty to personal data protection for EU citizens, these
laws are not applicable worldwide, and as identified by the
authors in [127], the GDPR framework has also been criti-
cised for unclear responsibilities in some complex scenarios
and offers only limited protections in others. Consequently,
IoT on 5GBN introduces new paradigms of uncertainty for
privacy online.

Cybercriminals will often attempt to exploit weaknesses
in a system to gain access to confidential information [128].
While systems are often prepared for cyberattacks or have
mechanisms in place to limit the impact of a cyberattack,
private information can be revealed through not only a sophis-
ticated intrusion of systems, but also through access to freely
available data which has been left unsecured either by design
or by accident. Examples of such data are geolocation data,
flight tracking information and daily routines. While much of
this type of data can be considered of little value, there have
already been incidents where this data has been exploited.
When exploited, it can lead to loss of privacy and security
with real world consequences. A notable example occurred
in 2018 when the Strava fitness tracking app unintention-
ally exposed sensitive US military bases in the Middle East.
This was achieved by accessing the publicly available global
heatmap from the Strava fitness app and analysing the GPS
data [129]. This discovery prompted an investigation by the
US military into the incident [129]. This data exploitation was
later expanded by Norwegian broadcasting company, NRK,
who uploaded the Strava data into third party software which
allowed them to identify the profiles of individual European
soldiers who used the Strava fitness app [130].

While the Strava incident appears to be isolated, other
examples of misuse of data from IoT devices exist. In
January of 2022, a Twitter account that tracks the flights
of entrepreneur Elon Musk’s personal jet gained attention
online [131], [132]. The account used publicly available data
transmitted from the planes transponders that records the
flights’ location. It was collected through a service called
ADS-B Exchange which collects unfiltered flight data [132].
While the data transmitted by the transponders is man-
dated by the United States Federal Aviation Administration
(FAA) [133], this incident demonstrates how an oversight
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in how data is managed can be misused. Although it would
appear to be of little value, this information can be misused
to cause personal harm to the person being tracked. While
there is no way to validate that the flight being tracked
belongs to Mr Musk, this incident serves as an example of
how public data can be used in ways for which it was never
intended.

With the introduction of smart speakers, smart toys, smart
cameras and smart homes, the invasion of personal privacy
and security extends to not only the actions people perform
with a device directly but also their daily activities and con-
versation, particularly in the case of smart speakers and IP
cameras which are always on [134]. Further to that, the data
collected via such devices may not always be wilfully granted
by the individuals, or secured [135]. This is of particular
concern for smart toys due to children being the target market.
While it would be assumed the interactions of a child with
their toy would not illicit nefarious activity, the Fisher Price
Bear smart toy is an example of how a toy can be targeted
by cybercriminals. The Fisher Price Bear was a smart toy
that allowed interactions through a variety of communication
technologies. While many of the sensors were invasive of
privacy alone, researchers discovered that the devices were
insecure, potentially allowing cybercriminals root access to
the smart toy with full access control to the nose camera and
other sensors on the toy [135]. This incident may be attributed
to the nature of the IoT device, however, well known devices
common in many households have been known to harbour
security exploits [136], [137].

Smart speakers, such as Google Home and Amazon Echo
have contained exploitable vulnerabilities. Attacks on Google
Home using a smart phone have been shown to demonstrate
effectiveness in infiltrating the target device. These attacks
commonly targeted the authentication and communication
process [136], demonstrating one of the most well-known
vulnerabilities of IoT devices. Another example of smart
home exploitation was the first-generation Amazon Echo
which contained Bluetooth, Blueborne and internal Wi- Fi
network vulnerabilities [137]. Although these vulnerabilities
have been patched, and the authors note that it is not yet
possible to exploit the current versions of the Echo device,
the insecure devices offer a treasure-trove of personal data to
cybercriminals.

In summary, the security and privacy of data collected on
IoT devices has many challenges. While oversights into how
the data may be used in ways it was never intended may
seem harmless, there are real-world consequences due to the
mishandling of sensitive information. Though the number of
incidents is sparse, they are serious, nonetheless. With an
increase in the number of devices that use intrusive tech-
nology such as IP cameras and microphones and few safe-
guards to ensure the devices are secure, users of personal
IoT devices are exposed to potential security incidents that
arise. It is therefore important that personal IoT devices
follow a set of minimum security standards on which to
operate on.
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F. IoT COMMUNICATION SECURITY STANDARDS

When addressing IoT security standards they typically fall
under the jurisdiction of relevant regulatory authorities in
each country. In the United States of America (USA) the
relevant authority is the Federal Communications Commis-
sion (FCC) who work in conjunction with the Federal Trade
Commission (FTC), which is the body responsible for pro-
tecting American consumers. The Office of Communications
(Ofcom) is the relevant authority responsible for IoT com-
munication standards in the United Kingdom (UK) and in
Australia the governing body is the Australian Communica-
tion and Media Authority (ACMA). While industry bodies
such as IEEE Standards Association (IEEE-SA) are develop-
ing a standards initiative, there is also a considerable effort
in open-source groups to develop standardisations [138].
Although the open-source initiative will provide valuable
contributions to enhancing personal IoT device privacy and
security, the governing bodies remain the deciding factor in
the implementation of any rules or standards. This paper
will now briefly discuss the challenges of applying standards
internationally and the move towards a unified approach to
device security.

1) loT STANDARDS CHALLENGES

A particular challenge in securing IoT devices on SGBN is
compliance with different standards across jurisdictions for
devices that can have a global reach [139], [140]. While the
authors investigate the introduction of regulations to enhance
5G and beyond network security [9], previous research has
illustrated several challenges of this approach. As identified
by [139], [140], and [141], ensuring that the data that IoT
devices collect and transmit meets all regulatory requirements
is challenging. This point is illustrated further in the research
undertaken in [140] which highlights that it is often not
enough to ensure that a device meets the strictest of global
requirements as doing so does not guarantee that it will
meet all the requirements of other jurisdictions. To address
this limitation, the author recommends that a complete inter-
national compliance review is conducted. In addition to this,
the author in [140] additionally notes that different legal
provisions often reference international standards. As [oT is a
new and rapidly evolving development, a set of international
standards which address privacy and security has not been
fully developed yet. However, in October 2019, Australia,
Canada, New Zealand, the UK, and the US governments
issued a statement of intent for IoT security, paving the way
to develop a uniform international approach to IoT security
and privacy [142]. The statement agreed to by the five gov-
erning bodies includes a commitment to collaborate with the
relevant standards bodies and industry to give better protec-
tion to consumers. This will be achieved by recommending
that devices should be secure by design and educating the
users about safeguards associated with the security of IoT
devices. Though a statement of intent has been developed
between like-minded governments, it does not solve the
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challenges of securing IoT on 5GBN. As IoT is a global
network of connected sensors and actuators that communicate
autonomously, as explained in Section I by [6], it requires a
complete global solution to be truly secure. Failure to apply
a globally agreed-upon set of standards for IoT devices on
5GBN will contribute to inconsistencies and gaps to solu-
tions [143].

2) loT REGULATION IN THE AUSTRALIAN CONTEXT

When assessing the security regulations of personal IoT
devices from an Australian perspective, it has previously been
identified that the regulation of IoT in Australia could be
more robust [35]. An insipid set of regulations can leave
consumers vulnerable to security, privacy, and consent dan-
gers [144]. However, work in this field is slowly progressing
with the Australian government publishing in 2020 a volun-
tary Code of Practice: Securing the Internet of Things for
Consumers [145] that followed an inquiry into digital plat-
forms by the Australian Competition and Consumer Com-
missioner (ACCC) in 2019. While the voluntary code of
practice is a step forward, standardisation of IoT is neces-
sary for the robust regulation of the industry. As it currently
stands, standards throughout Australia address the overall
electrical safety of the device and not the security and privacy
aspects [35]. This, however, is changing, with recommenda-
tions from the ACCC following their 2019 inquiry paving the
way for a suite of reforms that include enhanced protection
for consumers under the privacy act [35]. It is imperative to
note that various potential risks to users’ privacy, autonomy,
and data security from IoT devices were considered by the
ACCC. In the research by the authors of [35], they noted that
if implemented, the recommendations would result in several
benefits for consumers, with an implementation of standards
to protect consumers from unfair or anticompetitive trading
practices among them. Although [35] notes that the standards
will add protections against unfair and anticompetitive prac-
tices, they fall short of applying consistency to cyber security
and privacy standards for personal IoT devices using wireless
communications across radiofrequency spectrums, and as a
result, as identified earlier by the authors of [143], will only
serve to contribute to inconsistencies and gaps in existing
solutions to these problems.

In Australia, the ACMA is responsible for Australia’s
radiofrequency spectrum [36], which encompasses not only
communication but also device and network standards.
According to ACMA, all IoT devices must comply with
existing standards [36], however, those devices which con-
nect over telecommunication networks must also comply
with the telecommunication standards. While many IoT
devices use non-telecommunications network connections
to transmit data, the devices that do use telecommunica-
tion networks come under the Radiocommunications (Short
Range Devices) Standards Act, 2014, which covers Bluetooth
and Wi-Fi connections [146]. While most IoT devices fall
under existing regulations, ACMA has acknowledged that

39310

the evolving landscape of IoT with new devices, connection
technologies and new participants who may not have experi-
ence with ACMA regulations may introduce new challenges
to the regulatory framework [36]. However, as identified
in [36] IoT security is a global issue affecting all countries.
In Australia IoT security is the responsibility of the Australian
Department of Home Affairs (ADHA).

Although device security is typically the realm of the
ADHA in Australia, the ACMA notes that there are unique
IoT privacy and security concerns [36]. As previously identi-
fied in Section III-D, ACMA also identified consumer aware-
ness of emerging technologies and threats as a particular
challenge that needs to be considered. With more devices
entering service for personal use and becoming more popular
over time, poor consumer awareness to privacy and security
threats is only becoming more challenging. Additionally,
ACMA notes that devices are not always developed with
privacy and security in mind [36]. While typically lacking
the computational power to enhance security as discussed in
Section III-B, failing to take a security-first approach ampli-
fies the privacy and security risks introduced by consumers
who are complacent or not fully aware of the risks of personal
IoT devices on 5SGBN present them.

To summarise this section, 10T devices currently lack a
formal set of security standards on which to operate. This
absence of security standards results in the reliance on device
manufacturers to develop security features. Often, many
devices simply lack security features, resulting in significant
risk to the user. While standards in Australia do exist, they
are designed with electrical safety in mind, highlighting the
disparity between the advances in IoT technology and gov-
ernment progress to catch up to the security threats faced by
the technology. While previous research has advocated for
enhanced regulation of the sector, an absence of IoT secu-
rity standards inhibits the development of robust regulations.
This is amplified with new participants who may not be
aware of existing rules governing IoT devices, particularly
in Australia. Although several countries are working towards
a unified approach to developing a set of standards, for the
application of standards to be meaningfully effective, the
development of standards must include the involvement of
more countries.

G. IoT GROWTH AND THE NEED FOR FUTURISTIC
TECHNOLOGIES

In Section III-A this paper briefly discussed the increased
growth in the adoption of IoT across a multitude of industries
as well as its applications for personal use. While it is difficult
to ascertain precise numbers of IoT devices, several research
papers have attempted to determine the number of devices
currently in use and predict the number of devices in the near
future. While the authors of [4] predicted the number of con-
nected devices to exceed 30 billion by 2025, others, such as
the authors of [147] estimates over 60 billion devices will be
in use by 2025 with the potential to reach 125 billion devices
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in 2030, representing a 12% year on year growth from 2017.
Although it is difficult to estimate precise numbers of IoT
devices in the future, it is possible to hypothesise potential
numbers by studying trends and incorporating Moore’s Law
which states that every two years the number of transistors
in a dense circuit double [7]. Despite discrepancies between
estimates, the need to accommodate an ever-growing influx
of network-connected devices is a necessity.

The growth in the use of IoT devices has already resulted
in unprecedented amounts of data and the need for innovative
technologies capable of processing large volumes of informa-
tion at faster speeds. As identified by the authors of [148],
large IoT networks are already experiencing congestion on
existing fixed and wireless networks due to an overwhelm-
ing number of connected devices communicating copious
amounts of data at peak times. According to the authors
of [149], network congestion is a leading cause of perfor-
mance degradation and variability. Additionally, this network
congestion can result in delays in transmission and packet
losses [150]. While several research papers propose solutions
to congestion control [148], [149], [150], [151], they are sup-
plementary short-term solutions to an ever-growing problem.
Consequently, as noted by the authors of [147], there is a need
to develop innovative technologies capable of processing
large volumes of information faster. As a result, research is
now investigating the development of next-generation wire-
less technologies.

According to the authors of [152], futuristic possibilities
of the next generation of wireless networks are the connected
intelligence in the telecommunications networks, coupled
with advanced networking and Al technologies, as mentioned
by the authors of [31]. Additionally, the authors of [33] note
that the anticipated increase in speed and lower latency will
enable wider use of already growing technologies such as
wearable IoT devices and autonomous vehicles. The authors
envisage that futuristic networks will also pave the way for
Three Dimensional (3D) holographic representation of indi-
viduals at virtual meetings, mixed reality, tactile internet,
and implantable devices. While many potential functions of
futuristic networks discussed by researchers are independent
of IoT, the vast majority incorporate or are related to the
IoT industry. Expanding on this, the authors of [33] illustrate
that one of the key visions for 6G as a potential futuristic
network is an entirely autonomous network, which is pre-
cisely how IoT operates. However, as the authors of [31]
and [33] explain, there are security and privacy concerns
with a futuristic 6G network and IoT that are currently being
explored by researchers that will impact the security of the
visions discussed.

In addition to the network congestion concerns on existing
networks, there is a growing need for faster transmission
of data with lower latency that was identified as early as
2015 [153]. The low latency and improved performance
requirement of IoT, especially in an industrial setting, was
later supported by the authors of [154] in 2017. With research
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continuing in improving latency and overall performance on
existing 5G infrastructure [155], [156], [157], it is becoming
increasingly clear that existing networks lack the capacity and
performance requirements for communication of IoT data.
The slower transmission and latency delays on existing net-
works will worsen due to congestion, as has been previously
highlighted.

According to the authors of [158], the next iteration of
wireless networking is expected to arrive by 2030 when
the number of IoT devices is anticipated to number more
than thirty billion connections. One candidate to replace an
eventually ageing 5G wireless network is 6th Generation
(6G) networks. The next generation of wireless network
infrastructure aims to meet the increased capacity demands
of wireless communication of the next decade [159]. How-
ever, 6G research is in the preliminary stages. The paper
by the authors of [160] identified that existing 6G research
has primarily focused on designing antenna systems suitable
for the evolving network, implementing multiple-input and
multiple-output (MIMO) communication, and the develop-
ment of terahertz frequencies capable of transmitting more
data at a faster rate. While research into the next genera-
tion of wireless technology has begun with an emphasis on
6G, existing research has so far had limited scope, with the
standard functions and specifications still undefined. As a
result, the true potential security and privacy risks have not
yet been explored [31], [152]. However, as discussed by the
authors of [31], emerging network technologies have many
possibilities, including the application of advanced Al and
ML. Although the strengths and weaknesses of both Al and
ML were discussed in Section III-C, their true future potential
on 6G networks is yet to be tested.

The functionality and security features of blockchain and
Al will feature prominently on futuristic networks such as
6G [160]. The authors identified that for 6G to meet its full
automation potential, it will be dependent on the features of
Al They state that the use of Al will support intelligent edge
computing, optimize resource management, and improve user
detection. However, as discussed by the authors of [32], the
reliance on Al to enhance the functionality of 6G will result
in attacks on Al systems. As a result, the authors of [32]
identify that attacks on Al systems targeting data collection
will lead to privacy issues. However, while Al will confront
significant threats, the use of Al will complement other tech-
nologies such as blockchain. The authors of [160] and [32]
illustrate that the use of Al will allow for the identification of
cyber-attacks in wireless networks. Further, Al will enable the
detection and suppression of attacks on blockchain, such as
a 51% attack discussed in Section III-C, allowing for a more
secure network [32].

The security implications for IoT devices on 6G networks
are not limited to contemporary digital technologies, with
security benefits and challenges also affecting the physical
layer. As discussed in Section III-B, the physical layer is
one of the most challenging layers of IoT to protect due to
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the limitations of IoT devices. Futuristic networks such as
6G promise potential benefits to device security, however,
personal IoT devices will continue to be vulnerable to certain
types of attacks. Despite advances in contemporary digital
technologies, potential characteristics of 6G, such as Tera-
hertz (THz) technology and Visible Light Communication
(VLC) technology, will remain vulnerable to certain types
of adversarial activity, such as eavesdropping attacks [152].
Although the authors discussed a method to detect some
forms of eavesdropping attacks on THz technology by clas-
sifying the backscatter of the intercepted channel, they note
that the method does not detect all forms of eavesdropping
attack. Additionally, although the authors of [152] identify
that VLC systems provide heightened security benefits over
radio frequency systems, eavesdropping remains a significant
threat. However, while this remains a significant threat, the
authors note that ML can be utilised for anomaly detection.
In summary, as the number of devices connecting to the
internet increases, there is a growing urgency for develop-
ing new architectural technologies capable of sustaining the
anticipated bandwidth these devices will generate at speeds
faster than they currently exist. While most research has
focused on 6G and the development of data communication,
the full extent of privacy and security implications still need to
be explored. Although AI, ML and blockchain are discussed
as solutions to a litany of security concerns on futuristic
networks, the physical layer of IoT infrastructure remains
vulnerable to malicious activity. It is, therefore, necessary
that future research address the vulnerabilities of the physical
layer to further enhance IoT security on futuristic networks.

IV. KEY FINDINGS AND FURTHER RESEARCH

Personal IoT devices on existing networks rely on developers
and individuals to maintain security of personal information
collected via such devices. Due to power limitations and the
need to conserve energy, cryptographic functions are often
absent from many personal IoT devices. This absence of cryp-
tographic security leaves the personal data collected on these
devices vulnerable to malicious activity. This can result in
personal data, including biometric information falling into the
hands of cybercriminals. The continued absence of encryp-
tion at the device level while battery capacity is increasing
and microprocessor performance is improving raises ques-
tions about the continuation of the status quo. As has been
shown, many devices can be infiltrated and controlled due
to no or low security, placing the owners of personal IoT
devices at risk of harm. Additionally, the data collected can
be used to reveal private information when it is made publicly
accessible. Investigating the practicality of encryption at the
physical layer with battery and microprocessor improvements
is encouraged.

However, while the information collected at the device
level is vulnerable, contemporary digital technologies such
as AIl, ML and blockchain have been utilised to enhance
the security of the data collected. While these technolo-
gies are often proposed as a battle tested solution to
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cybercriminal activity, their success in mitigating the secu-
rity risk of low powered personal IoT devices are limited.
Due to the popularity of contemporary digital technologies,
cybercriminals often explore them for vulnerabilities. This
places devices using these technologies at risk of criminal
infiltration. As low-powered IoT devices possess limited pro-
cessing capacity, they rely on the use of contemporary digital
technologies to enhance security. As a result, a failure in con-
temporary digital technologies can expose individual devices
to cybercriminal activity. Additionally, technologies such as
blockchain, in its existing form, may struggle to keep pace
with the speed of transactions of SGBN, which will demand
faster processing of data. Although research is underway to
solve this problem, more work must be undertaken to make
it commercially enticing. Further, these contemporary digital
technologies can be used as a tool to infiltrate vulnerabilities
of the devices and networks that carry the information. This
can place a powerful tool in the hands of a cybercriminal.
Nonetheless, given personal IoT devices lack security at the
physical layer, and privacy policies are often unreliable to
protect an individual, the use of contemporary digital tech-
nologies to enhance security is necessary.

Currently, the existing standards do not protect individ-
ual confidentiality of the data originating from personal IoT
devices. In many cases, current and developing standards only
contribute to inconsistencies and gaps in existing solutions
to securing IoT data. The development of uniform stan-
dards across IoT is a development that is required to truly
enhance the security and privacy of personal IoT devices
on SGBN. While personal IoT devices are a new consumer
development, the need to develop a global set of recog-
nised standards is a necessity. Currently, IoT standards in
Australia typically rely on electrical safety standards for
safety and communication standards. While these standards
provide some level of protection for device owners, the devel-
opment of security standards for personal IoT devices is a
must to enhance privacy and security for users. Although the
Australian government is working with four other interna-
tional governments to develop standards for device security,
global consistency in the application of minimal standards is
necessary.

In summary, the key findings of this investigation on the
security and privacy of personal IoT devices on 5GBN are
summarised as follows:

o In addressing RQ1, this paper finds that human-centric
issues, such as weak password policies and users’ failure
to update devices, significantly contribute to the security
vulnerabilities of personal IoT devices. Additionally,
due to an absence of a defined set of security standards
and an over-reliance on developers to design secure sys-
tems, personal IoT security and privacy cannot currently
be guaranteed. Instead, security and privacy rely on a
mixture of individuals, contemporary digital technolo-
gies and device manufacturers to implement security
protections.
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o With a multidimensional approach to enhancing per-
sonal IoT cybersecurity, a finding addressing RQ2 is that
the characteristics of personal IoT devices contribute
to the security vulnerabilities of the technology with
a reliance on contemporary digital technologies to fill
this security void. Regardless, the physical layer remains
vulnerable, particularly to eavesdropping attacks. How-
ever, with development already underway on futuristic
networks, the continued absence of encryption at the
device level increases data security risks. With battery
capacity and microprocessor performance increasing,
itis paramount that future research is conducted to inves-
tigate the feasibility of encryption at the device level.

« To enhance the security of personal IoT devices, RQ3
addresses the use of contemporary digital technologies
in securing personal IoT devices. A key discovery is that
these technologies can be implemented to enhance the
security of IoT devices, however, an over-reliance on
these technologies can deliver disastrous results.

o From this assessment of the use of contemporary digital
technologies and the earlier identified vulnerabilities,
a finding which addresses RQ4 is that the absence of [oT
device security standards results in many devices lacking
basic security protection.

o In addressing RQ4 further, existing standards are pri-
marily concerned with electrical safety with no inten-
tion for the confidentiality of data collected on IoT
devices. Therefore, although an in-principal agreement
exists between five nations, global standards must be
implemented to protect users’ privacy and security with
encryption at the device level as a security consideration.

V. CONCLUSION

The security and privacy of data collected by personal IoT
devices on 5G and beyond networks offer many inherent
challenges for researchers. In this article, we identified and
reviewed five key areas that impact security of small IoT
devices on futuristic networks and highlight future research
opportunities to secure the data collected by these devices
through an extensive literature review. With a reliance on a
mixture of security solutions, it is currently difficult to guar-
antee the security of personal data collected via such devices.
Although the use of contemporary digital technologies can
provide significant cyber security enhancements, a grow-
ing interest in the technologies by cybercriminals and an
over-reliance on them as a security solution can lead to disas-
trous results. Additionally, implementing these technologies
does not address other security vulnerabilities that can lead
to loss of privacy at an earlier stage in the IoT stack, such as
human-centric issues and physical layer vulnerabilities. With
users of devices being identified as a significant inhibitor to
device security, work needs to be undertaken elsewhere to
enhance security. Although researchers have advanced cryp-
tographic solutions to enhance security at the device level,
the implementation of cryptography into devices has not yet
eventuated, and as a result, the devices remain vulnerable
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to exploitation. With advances in battery and IoT process-
ing performance, research investigating the implementation
of encryption at the device level is encouraged. This, how-
ever, may depend on the development of IoT device security
standards. As identified in this research, an absence of IoT
security standards contributes significantly to IoT device vul-
nerabilities, with several incidents highlighting significant
flaws in data security. Although several governments are
working together towards the development of IoT standards
with a secure-by-design approach, the lack of consultation
with the wider global community could prove to be coun-
terproductive in the development of secure IoT devices on
futuristic networks. However, as the next iteration of wireless
technology has not yet been fully defined, the security and
privacy implications are yet to be thoroughly investigated.
As the next version of wireless technology approaches, it will
be imperative for future research to address human-centric
issues related to IoT security and enhancing security at the
device level.
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