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ABSTRACT Message Queuing Telemetry Transport (MQTT) is expected to be the de facto messaging IoT
standard. Therefore, MQTT must achieve efficient security. Nevertheless, the most significant drawback of
the MQTT is its lack of protection mechanisms. Meanwhile, the existing approaches have added processing
overhead to the devices and are still vulnerable to various attacks. Therefore, this research work presented
an integrated scheme known as the Robust Security Scheme (RSS) to protect the MQTT against any
exploitations that might result in sophisticated cyberattacks. The proposed RSS employs two cryptosystems:
1) a dynamic variant of the Advanced Encryption Standard (D-AES); and 2) Key-Policy Attribute-Based
Encryption (KP-ABE). RSS introduces a new design architecture of the symmetric AES algorithm to encrypt
the MQTT payload called D-AES. Additionally, the second part of the proposed hybrid cryptosystem is
KP-ABE, which is utilized to cipher the private key of the proposed D-AES to avoid the computation
overhead of bilinear maps. The performance of the proposed RSS is measured in terms of processing time
and traffic overhead. Additionally, the security aspects are evaluated in terms of balance, avalanche effect,
and hamming distance and compared to the existing works in a testbed environment. Results revealed that
the proposed D-AES is more promising with improvements than the standard AES algorithm. The proposed
scheme achieves polymorphism while maintaining interoperability. RSS exhibited improvements over the
standard AES algorithm by 8.75%, 10.45%, and 6.81% in terms of balance, avalanche effect, and hamming
distance, respectively.

INDEX TERMS MQTT, dynamic encryption, cybersecurity, end-end security, Internet of Things, publish-
subscribe systems.

I. INTRODUCTION

Various emerging innovations, such as environmental sensors
[1], smart Homes, industrial devices [2], and vehicles [3], are
anticipated to benefit from the communications possibilities
made possible by the Internet of Things. Of importance is
that IoT objects are expected to be on the rise, as stated by
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Ericsson, where 24 billion IoT devices will be interconnected
and active in 2050 [4]. Besides, over 30.9 billion IoT objects
are expected to be linked by 2025, thus according to Statista
forecasts [5]. The majority of these linked objects utilize
data communication protocols such as the MQTT protocol
to exchange data. This emerging ecosystem introduces new
concerns for communication security [6]. Such scenarios end-
to-end protection is required, the design of which must take
into account the limits of available bandwidth, computing
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power, memory, and power. In light of this, the primary
concern of IoT systems is their level of protection.

New architecture and robust security protocols are required
to be adopted in order to reduce storage, communication, and
computation overheads within IoT networks. The paradigm
of publish-subscribe is a promising design in the IoT arena
because it allows clients to interact with one another through a
centralized message broker [7], [8]. MQTT is widely utilized
in publish-subscribe systems that employ IoT devices [9].
MQTT is considered as the data communications protocol
that is most suited to the 10T because it can be simply
deployed on devices that are low-cost, low-power, and low-
storage [10]. MQTT broker contains several topics that its
clients can use to publish data or subscribe to a particular
topic.

The present deployments of the MQTT standard still
do not adequately account for security concerns. Conse-
quently, IoT systems benefit greatly from the paradigm of
publish-subscribe and protocols when security is considered.
MQTT authentication relies on the user/passcode approach,
and the transmitted passcode is not encrypted. It is possible
to utilize external mechanisms for authentication within the
connecting messages of MQTT such as Kerberos [11] as well
as SCRAM [12]. Furthermore, it is strongly suggested by the
MQTT standard specification that the server utilize Transport
Layer Security (TLS) [13], [14] while implementing the pro-
tocol. However, these methods are not well suited for IoT that
utilized limited resource nodes.

There are, in the current bibliography, many comprehen-
sive studies about applying cryptographic schemes, [15],
[16], [17]. Besides, Authentication and encryption of the pay-
load are two aspects of MQTT interaction that are addressed
in these studies using a variety of techniques and crypto-
graphic primitives. Existing encryption algorithms for MQTT
are either computationally heavy or prone to various cyber-
attacks. One of the most cryptographic algorithms adopted in
IoT is AES which is standardized by the National Institute
of Standards and Technology (NIST). The three most cru-
cial features of AES-128 were conceived during its develop-
ment: extraordinary performance via script compactness and
minimized design complexity, robustness against all known
attacks. Many various types of attacks, such as linear crypt-
analysis, differential cryptanalysis, square attacks, interpola-
tion attacks, and related key attacks, were taken into account
during the construction of AES. However, AES has been
extensively used in various systems since it was standardized
in NIST FIPS-197, although its vulnerabilities have been
thoroughly investigated. Besides, it has spawned novel forms
of assault, such as algebraic attacks, SAT solver attacks, and
hybrid attacks [18]. Due to the number of AES attacks has
been growing, it is important to strengthen the algorithm
so that it can be utilized in the MQTT. In order to achieve
that, the non-linearity of AES must be enhanced which will
enhance the prevalence of confusion and, in turn, the security
of the algorithm will be more effective.
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In this work, the focus will narrow to MQTT security issues
to enable security features for the protocol. Besides, this
research work enables MQTT as an application layer protocol
with enhanced security features for encrypting the protocol
payload with the proposed RSS which has a polymorphic
encryption feature for IoT devices considering the publish-
subscribe communication paradigm. The most significant
benefits of the proposed RSS are simplicity, performance
efficiency, polymorphic feature, and robust security. The idea
is relying on utilizing a less computational structure of the
cryptosystem to be suitable for MQTT nodes. Our main
contributions are summarized as follows:

« Strengthening the unit of key expansion to improve the
strength of the symmetric algorithm at a very good scale
through new advanced construction of the key expansion
unit.

o The symmetric algorithm’s SubByte transformation is
improved to be round key dependent, resulting in a key
change that is easily detected in the cipher text.

o Improvement of the symmetric algorithm’s ShiftRow
transformation in order to overcome the corresponding
drawback and function dynamically and not rely on a
static offset. As a result of the improved design, a better
diffusion is achieved.

« A new security option called RSS is designed to pro-
vide confidentiality, access control, collusion resistance,
and broadcast encryption to secure publisher-subscriber
messages of MQTT-based IoT. In particular, the pro-
posed RSS is able to provide at the same time con-
fidentiality of payload for publisher and subscriber of
MQTT-based IoT using our modified AES symmetric
algorithm, fine-grained access control, collusion resis-
tance, and broadcast encryption by using the ABE
algorithm.

The remaining part of this article is organized as follows.
In Section II, we discuss the [oT protocol stack. The existing
literature related to security solutions for the MQTT is dis-
cussed in Section I1I. Section IV presents the AES Algorithm
and its essential transformations. Then, the methodology of
the proposed solutions is presented in Section V. The core
component of the proposed Secure Publisher-Subscriber mes-
sages of the MQTT is covered in Section VI. Besides, RSS
Design is detailed in Section VII. Implementation of the RSS
is presented in Section VIII. Further, experimental results and
discussion is covered in Section IX. Finally, the conclusion is
given in Section X.

Il. OVERVIEW OF MQTT
MQTT is a data communication protocol utilized in an IoT
context that operates on top of TCP [3]. IBM invented
the protocol as an inexpensive Machine-to-Machine (M2M)
interaction technique which was subsequently recognized by
OASIS.

The basis of MQTT is the publish-subscribe interaction
architecture; under this approach, updates are conveyed to
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subscribers rather than clients directly, which reduces the
resources needed to process messages and makes the protocol
well-suited for usage in constrained environments. Addition-
ally, the protocol also operates on a server-client architecture
wherein a broker broadcasts changes to MQTT nodes of any
updates. Because of the reliance on the broker, nodes will not
be able to interact with one another directly. MQTT messages
have a tree-like form that consists of a topic upon which
users may subscribe or publish. When a node publishes a
message with an action or data, the broker will forward it
to all other clients that have subscribed to that topic. MQTT
was built for asynchronous transmission, in which publishing
or subscriptions to or from separate entities occur in tan-
dem. The protocol can also enable trustworthy transfers by
selecting from among three types of reliability mechanisms,
often known as Quality of Service (QoS) [9]. Compared to
conventional protocols such as Hypertext Transfer Protocol
(HTTP), MQTT has a significantly lower footprint, enabling
it, as previously noted, far more appropriate for contexts with
limited resources. Whereas MQTT offers numerous benefits,
not all MQTT-based brokers have the same or equivalent
entity authentication and encryption capabilities. Mosquitto,
an open-source utility developed by Eclipse, supports the
majority of the MQTT implementation capabilities, including
client certificates and SSL/TLS. The default configuration
of the MQTT broker has not provided protection for its
messaging system, and authentication data is delivered in
plaintext; consequently, it lacks security methods to secure
the transferred data.

MQTT does indeed have a number of built-in security
capabilities, such as encryption and authentication of both
entities and messages, but these features are not enabled
by default and require further configuration. Authentication
techniques, such as utilizing the device’s physical address
(MAC), are available and thus are managed mostly by the
MQTT broker via enrolling a node’s data when it wants to
join. A broker could use a tool called an Access Control
List (ACL) to manage who has access to what resources
[19]. An ACL stores information like client identification
and credentials, as well as details about which entities a
given client is authorized to acquire and what actions the
client is permitted to do concerning those entities. As per
the research work of [20], ciphering the data which has to be
broadcasted at the application layer is a necessary step toward
ensuring the confidentiality of sensitive information. Such
an encryption mechanism may be used in a node-to-broker
configuration or with an end-to-end strategy. By contrast,
with node-to-broker ciphering, the broker deciphers the data
before sending it to all the other nodes, who then cipher the
data they get from the broker. Brokers in E2E scenarios can’t
read the encrypted data being sent out across topics, so they
just transmit it along in a ciphertext version. In those, the
broker merely serves as a mediator and doesn’t even need
extra functionalities that could cipher/decipher data, hence it
consumes negligibly energy as well as negligibly processing
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resources. However, other security methods could be added
at lower tiers if necessary. As pointed out within studies [21],
[22], [23], security protocols such as TLS or maybe even
SSL can be employed to reliably preserve the confidentiality
of a communication channel at the transport layer. Further,
AES in Counter Block Mode or AES in Counter with CBC-
MAC mode, commonly known as CCM mode, could be
utilized for ciphering the communication at the link layer,
as stated in [20]. Such protection solution has several benefits
over others, such as greater efficiency thanks to hardware
acceleration features present within chips.

lIl. LITERATURE REVIEW

A. MQTT PROTOCOL

Considering the importance of securing MQTT protocol in
IoT over the years, different schemes have been introduced
by researchers for protecting data communication protocol in
the IoT arena and the amongst utilized protocol is MQTT.
The default state of the protocol is the cause of basically all
security vulnerabilities.

Since the MQTT was developed primarily for usage in
closed, air-gapped, and trustworthy IoT networks. Therefore,
cybersecurity was not a significant concern during its devel-
opment. Accordingly, it is imperative that the protection of
the MQTT protocol from cyberattacks be ensured. Because
this protocol was developed with a single goal in mind,
performance before any things, the vast bulk of the protocol
lacks security mechanisms and is susceptible to assaults. For
the sake of secure communication within IoT, researchers are
working on methods to protect the MQTT protocol.

Authors in [20] have highlighted the most applicable mech-
anisms in the area of the industrial IoT by presenting a
comprehensive study of several MQTT security, the first eval-
uation option is to use AES-CCM to implement encryption of
the Link layer to achieve hop-by-hop protection. In this sce-
nario, the Link Layer Security (LLSEC) driver is the appro-
priate option to activate good security interactions between
sensor and broker by ignoring the weakness of its “hope
by hope” process to use instead of that single hope. The
second evaluation indicates, offering an “‘end to end”” option
via using AES, AES-OCB, and AES-CBC to encrypt the
payload. It is an attractive option to encrypt the payload with
AES-OCB: it adds more security compared to AES-CCM
and the AES-OCB option could not be handled when the
payload amount is 64-byte, they have focused on the wind
park scenario for their evaluation to impose it in the area of
actual industrial use.

Bashir and Mir in [24], have utilized dynamic key-based
XOR operation for securing publish-subscribe messages of
MQTT. the intended mechanism introduced a lightweight
cryptosystem solution for protecting the messages of the
protocol malicious nodes within the IoT network.

The author in [25] proposed a new hybrid scheme,
which allows using smaller size keys compared to existing
cryptographic solutions by comparing different asymmetric
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(RSA, ECC) and symmetric algorithms (AES 128, XTEA,
HIGHT, RCS5, and PRESENT) to investigate which
lightweight algorithm is better to implement and modify this
scheme due to data sending scenario. The hybrid scheme
includes two types of cryptography at the same time: symmet-
ric algorithms for encryption/decryption data; and asymmet-
ric algorithms for key exchange. The optimal way to combine
two different algorithms is to use ECC as the key manager
and XTEA for encryption data. The proposed scheme can be
applied in every IoT sector when data for sending has a small
size.

The authors in [26], have presented a lightweight
cryptosystem called Secure IoT (SIT). The proposed cryp-
tosystem utilized two cryptography structures: substitution-
permutation network and Feistel. Its 64-bit block size utilized
64-bits as an encryption key. but the 64-bit key is vulnerable
to brute force attacks.

In [27], the authors have suggested a security solution for
protecting MQTT in the IoT arena by utilizing ABE and
Dynamic S-Box AES. They employ the KP-ABE scheme to
make it lightweight [28] over lightweight ECC [29]. Due to
these constraints possessed by existing security mechanisms.
There has been the minimal implementation of security fea-
tures for the MQTT protocol. As a result, the existing mech-
anisms that are being for securing MQTT Publish-Subscribe
messages are still unprotected. They are typically computa-
tionally intensive mostly because of their complexity, need
several rounds to encrypt, therefore squandering the limited
energy of the devices, and are susceptible to cyber-attacks.
Hence, a robust security option is required for securing
MQTT Publish-Subscribe messages in IoT.

B. DYNAMIC ENCRYPTION

The existing approaches for protecting the MQTT network
such as those proposed by [20], [27], [30], and [31] are still
vulnerable to various attacks. All these approaches utilize the
AES but cryptanalysis can be adapted and run successfully
because the encryption algorithm in its design nature has
less complexity in the key expansion. In addition, AES has a
monomorphic design and every monomorphic cryptosystem
performs the identical process with each input regardless of
the key value. Thus, exposing the precise operations details
of a cryptosystem in conjunction with weak implementation
may lead to new ways to obtain significant details regarding
the secret key by the attacker.

Many research works have been stated to enhance the
AES algorithm to achieve a robust cipher. In addition to the
obvious conflict with Kerckhoff’s principle [32]. The authors
[33] have modified the key of the AES to 320 bits in order to
strengthen the key expansion unit by utilizing the Polybius
square technique for deriving the secret keys from a pass-
word. This model has two significant issues. First, retrieving a
password is easier than obtaining an encryption key. Because
a user-selected password has low entropy, it may be obtained
by employing simple approaches like social engineering [34].
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Secondly, it is critical to consider the existing widespread
implementations of the AES. Additionally, several authors
proposed a variation of AES for protecting a certain data type.
Especially, in [35], a cryptosystem was constructed primarily
to improve the computational effort and security of the algo-
rithm when used to encrypt data such as images. the study
employed a chaotic mapping and Exclusive OR function in
place of the MixColumns. This model is primarily intended
to improve the performance of AES on images. Obviously,
standard encryption must operate effectively with all possible
types of data. Likewise, some various hybrid cryptosystems
and protocols utilize the AES as stated in [36], [37], and [38].
Besides the complexity of designing hybrid cryptosystems,
hybrids often require more processing, degrading cryptosys-
tem performance.

Moreover, the authors, [39], [40], [41], [42] altered the
transformation of the AES SubBytes. Instead of employing
the conventional S-Box of the AES, they made it a dynamic
object derived from the secret key. They have been stated
that the constructed S-Box met the properties of the AES
S-Box. As a result, each new key changes the structure of
the cipher. This will definitely slow down attackers’ ability
to break the encryption. Manipulating the AES S-Box is
deemed hazardous because of its careful selection to main-
tain maximum prop-ratio and input-output correlation values
as minimal as possible. Thus, the propagation, as well as
the correlation of input/output of the AES’s S-Box are less
than 2° and 23, respectively. These values determine the
cipher’s robustness to differential and linear assaults. Such
8-bit invertible S-Boxes generally have maximum prop-ratios
of 27> to 2~* and maximum input-output correlations of 272
[43]. As a result, the cipher’s overall resistance to linear and
differential assaults reduces.

In the work of [22], the dynamic S-box has been suggested
in order to replace it with a fixed conventional AES S-box.
They have utilized stream cipher Spritz as well as the hash
function for generating the round key. However, the cryp-
tosystem may be delayed due to the dynamic generation of
the s-box, which requires more processing resources.

The study in [44], has detailed a Model for providing secu-
rity solutions in the cloud that has been offered to be protected
using a variation of the AES cryptosystem. They enhanced the
AES in order to improve the encryption process speed such
as 1000 blocks per second by utilizing the round key twice. In
[45], tried to strengthen the AES cryptosystem for improving
its security. The transformation of the ShifRow has been
replaced with two new operations i.e., column permutation
and row rotation, to have relied on the round key. But, the
enhancement of the algorithm has added extra storage and
substantial execution time.

Another dynamic cryptosystem scheme has been stated in
[46]. The major goal of this scheme is to improve the cipher’s
performance by minimizing the number of cycles to one. The
authors state that certain delay-sensitive systems cannot with-
stand the delay provided by common cryptosystems, such
as AES. Moreover, the encryption must be secure enough
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TABLE 1. The architecture and issues of the existing modification of the AES algorithm.

References  architecture Issues

[33] Increase the number of rounds to 16 and utilize the  -The expense of implementation is significant
Polybius square technique in the key expansion -Retrieving a password is easier than obtaining an encryption key because the low entropy.

-1t is critical to consider the existing widespread implementations.

[35] A chaotic mapping and Exclusive OR function in  -The branch number of replaced Mixcolumn was not proved in order to ensure that any
place of the MixColumns. continuous four rounds of the AES have at least 25 active S-Boxes.

[39]-42] Altered the transformation of the AES SubBytes, -Manipulating the AES S-Box is deemed hazardous because of its careful selection to
made the S-Box a dynamic object derived from  maintain maximum prop-ratio and input-output correlation values as minimal as possible.
the secret key. -The cipher's overall resistance to linear and differential assaults reduces.

[22] Dynamic S-box has been suggested in order to  -The cryptosystem may be delayed due to the dynamic generation of the s-box.
replace it with a fixed conventional AES S-box.

[44] In order to improve the encryption process speed, -Disagreement with Kerckhoff's concept.
they utilized the round key twice. -Issues of interoperability.

-Uncertainty regarding security.

[45] The ShifRow transformation has been replaced -Added extra storage and substantial execution time.
with two new operations i.e., column permutation  -Disagreement with Kerckhoft's concept.
and row rotation -Issues of interoperability.

[46] Minimizing the number of cycles to one -Rounds is the only way to reduce the propagation ratio and correlation for linear trails. As

a result, there is no strong evidence in support of the assertion that linear or differential

analysis is resistant in their approach

to withstand all known assaults. But it is well proven that
repeating any cipher’s transformations i.e., rounds is the only
way to reduce the propagation ratio and correlation for linear
trails. As a result, there is no strong evidence in support of the
assertion that linear or differential analysis is resistant in their
approach [47]. Table 1 depicted the architecture and issues of
the existing modification of the AES algorithm.

Briefly stated, it could be observed that the majority of
current research works seem to have at minimum one of these
issues:

o The expense of implementation is significant.

o There is an obvious disagreement with Kerckhoff’s con-

cept, as well as issues of interoperability.

o Performance reduction is simply inappropriate.

« A monomorphic architecture in which the same actions

are repeated for each new input.

« Uncertainty regarding security.

Therefore, the AES cryptosystem should be enhanced to
make the algorithm function dynamically and work in dif-
ferent forms against these kinds of issues in order to design
an RSS for protecting MQTT data.

IV. ADVANCED ENCRYPTION ALGORITHM
The symmetric algorithm AES operates on plaintext with a
length of 128 bits and utilizes the same key for both encryp-
tion and decryption processes. The algorithm handles data in
blocks of 128 bits and involves 10, 12, or 14 rounds employ-
ing a 128-bit, 192-bit, or 256-bit cipher secret, respectively.
The block cipher of the AES algorithm forms as two diminu-
tion matrices 4 by 4 called state matrix. The state is employed
to carry out the essential procedures of the algorithm.

The 128-bit block cipher of the AES may be broken down
into three phases; the first phase is adding the initial round
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key, the second is rounds from one to nine, and the last
phase is the last round. In the first phase of the algorithm,
the 128-bit data is EXORed with the initial key of 16 bytes.
The transformations such as SubBytes, ShiftRow, MixCol-
umn, and AddRoundKey are executed nine times on a 4 by
4 twodimensional matrix known as a state matrix. In the final
phase, only three transformations will be executed on the state
matrix which are SubBytes, ShiftRows, and AddRoundKeys.

A. SUBBYTES TRANSFORMATION
The one and only non-linear and invertible bytes transforma-
tion is the SubBytes transformation. As a result,

s(y) = Affinetransformation(y'~") ey
Affine Transformation
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AES is sufficiently resistant to attacks. In this transformation
of the algorithm, every byte in the state matrix is substi-
tuted with the stored value in the substitution box. There
are 256 bytes in the lookup table thalt makes up the S-box
structure. The S-box values can be obtained by computing
the multiplicative inverse there in the finite field GF (28),
in which the input element has all bits set to zero, and
then performing an affine translation over GF (2). Eq. (1)
demonstrates the multiplicative inverse in the GF (28). Eq. (2)
depicted the transformation over GF (2).

B. SHIFTROWS TRANSFORMATION

The transformation of the ShiftRows shifts most bytes in the
row of the state matrix cyclically to the left, where rows 0,1,2,
and 3 are shifted by 0,1,2, and 3 positions respectively. The
value of the offset is row-dependent. Therefore, the first row
does not alter at all. Moreover, within the AES, the diffusion
feature is imparted through the cyclic rotation of rows.

C. MIXCOLUMNS TRANSFORMATION

The transformation of the MixColumns conducts processes
on the state matrix for every column one at a time. This
transformation is a diffusion process that involves a linear
trajectory. Thus, every column of state data is treated as a
four-term polynomial over GF (28). The modulo (y4 + 1)
with a fixed polynomial a (y) is multiplied by the column as
presented by Eq. (3).

a(y) = {03} y* + {01}y + {01} y" + {02} 3)

Eq. (3) can alternatively be expressed as matrix multiplica-
tion, which is represented by Eq. (4):

Proy=a@ xp® )

and in matrix form as Eq. (5):

Py, 02 03 01 01 Po.c
P, 01 02 03 01 P
1,c _ 1,c
Py, | T 01010203 || Py (®)
P 03 01 01 02 P

D. ADDROUNDKEY TRANSFORMATION

The transformation of the AddRoundKey is performed in
every round at the end of the round. this transformation
employed the EXOR operation to EXORed the state data with
the acquired round key. The EXOR operation is performed
on the Nb words from the key schedule of each Round Key
and the state matrix columns, as exhibited in Eq. (6).

[PE),C’ /1,0’ P/2,C’ Pé,c] = [P0,01 Pl,c» P2,Cv P3,c]
@ [Pround*NP+c'] (6)

where those words taken from the key scheduling denote as
[Pround], the round is a number that falls in 0 < round <N,,
and the round number is denoted as N,.
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E. KEY EXPANSION MODULE

The module of the key expansion utilizes the actual 128-bit
key to produce the 128-bit keys needed for each cycle of the
AES algorithm. Accordingly, this model has three transfor-
mations which are SubBytes, ShiftRows as well as RCON.
Subsections A and B are clarified SubBytes and ShiftRows
respectively. The round constant (RCON) employs the EXOR
operation by utilizing the RCON array. The RCON array has
data stated by x(~D with [x“=1{00}, {00}, {00}] powers of
x where x represented as {02} in the GF 2%). Consequently,
Eq. (7) is employed to construct each round key.

N(@r —1,c)+ sbox [Rword(N(r — 1, ¢ 4+ 3))]
+Rcon(r — 1)c =1
N@r,c—1)+N@r—1,c)2<c<4

@)

As stated in Eq. (7), N(r, c) represents cM32-bit column of rt
round key, where r > landl < ¢ < 4. Before the first round,
the plaintext 128-bit is EXORed with the initial key r = 1.

N((r,c) =

V. METHODOLOGY

The Hybrid scheme for securing MQTT protocol in IoT has
been proposed to provide confidentiality, access control, and
collision resistance to the Publisher-Subscriber messages of
MQTT protocol in IoT. Whilst designing the proposed tech-
nique, a number of assumptions have been made to ensure
that it met the requirements.

A. ASSUMPTIONS

The proposed secure hybrid approach for securing MQTT
data in the context of the Internet of Things is dependent on
the following assumptions:

o Assume that MQTT publishers, subscribers as well as
a broker have an honest-but-curious threat model which
means they follow the protocol rightly, but as much as
possible they are curious to learn about the transmitted
messages.

o The key Authority, which issues keys for the encryption
and decryption operation which are utilized to protect
the data from unauthorized access, is assumed to be
external to the system. The authority of the system does
not misconduct and therefore is trusted by all entities.

B. SECURE HYBRID SCHEME

The RSS proposes to secure Publisher-Subscriber messages
of the MQTT protocol in the IoT. The hybrid cryptosystem
includes two cryptography algorithms: the proposed D-AES
and KP-ABE algorithms. Therefore, taking advantage of the
characteristics including both algorithms is to design a secure
mechanism that offers a significant security improvement
in the arena of the IoT while maintaining the complexity
at a reasonable level. The next sections will discuss the
symmetric algorithm, KP-ABE, and Broadcast encryption
in detail. Fig. 1. depicts the block diagram of the proposed
RSS.
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FIGURE 1. The block diagram of the proposed RSS.
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VI. PROPOSED D-AES ALGORITHM WITH ENHANCED
SECURITY

The core component of the proposed Secure Publisher-
Subscriber messages of the MQTT protocol is enhancing the
AES algorithm. The AES algorithm has been enhanced to be
secure and employed to design a hybrid scheme to protect the
MQTT message.

Without acquaintance of the key, a cryptosystem must be
impenetrable. The intruder could employ the cryptoanalysis
to acquire the plaintext or even the encryption key via utiliz-
ing linear as well as differential cryptoanalysis. Additionally,
it will be more effective if the algorithm’s complexity is
weak. Cryptanalysis can be adapted and run successfully in
case of the encryption algorithm in its design nature has less
complexity for generating the ciphertext. Two strategies have
been suggested by Claude Shannon, confusion as well as
diffusion for preventing cryptanalysis by employing statisti-
cal approaches [48]. Diffusion hides the association between
unencrypted data and encrypted data, and it represents the
algorithm distribution nature. An encryption algorithm can
have a high level of diffusion if a single bit is flipped in the
original data, then most of the ciphertext data must be altered.

Consider a 128-bit block, if any bit flipped of the plain-
text, then the generated encrypted text must have a sequence
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in which more than 64 bits had been changed. Whilst the
confusion layer implies difficulty in order for identifying
the correlation between the encrypted secret key as well as
encrypted data. Substituting the encrypted data values with
another value will attain confusion. Moreover, utilizing sev-
eral replacements for the data will make the algorithm reach
a heightened degree of confusion. The symmetric algorithm
AES has a different stage to achieve confusion as well as
diffusion.

In order to be effective, AES-128 has to possess three
critical features. Resistance to all potential attacks, a high
performance due to code compactness, and decreased design
complexity. Moreover, attacks such as differential and linear
cryptanalysis as well as interpolation, related key, and square
attacks have not been taken into consideration throughout the
algorithm’s construction. Nevertheless, once NIST-FIPS-197
has announced that AES is becoming the standard cryptosys-
tem and thus its popularization to be utilized in applications
with high levels of security over a broad spectrum, there has
been extensive investigation into the vulnerabilities in the
algorithm. This has resulted in the development of extended
types of threats and new kinds of an intruder, such as SAT
solver and algebraic attacks, as well as hybrid and other
attacks [18]. Therefore, it is important to deal with these
attacks and must prevent them.

This research focuses on enhancing the standard algorithm
to address its vulnerabilities and then employing the enhanced
algorithm D-AES to design a robust scheme for securing
MQTT data. The proposed enhancements will increase the
confusion as well as the diffusion rate of the symmetric
algorithm. To fulfill that, three different enhancements are
made within the symmetric algorithm, as follows:

o A new design of the key expansion of the symmetric
algorithm has been proposed for improving the algo-
rithm security level in terms of diffusion, confusion, and
complexity with enough performance level.

o To propose a new design of the SubBytes transformation
of the AES algorithm to make it round key-dependent.

« Takes into account the downsides of the transformation
of the shift row and proposes a new strategy for the
ShiftRow transformation of the AES algorithm to make

it round key-dependent and for improving the algorithm secu-
rity level in terms of diffusion.

The key expansion unit’s primary weakness is generating
the subkey in a straightforward form. Operations such as
bytes substitute, ShiftRow, and RCON XOR are involved
within the first 32 bits of the key explanation unit. In the
design, confusion could be achieved via diffuse the first word
of a matrix within other words. The mapping of bytes to
words in an expanded key is a very straightforward procedure.
Because the EXOR action with zero yields the same key,
it introduces a flaw within the architecture which enables the
intruder for discovering the round keys, hence, the master
secret key will be compromised. Therefore, the proposed
enhancement of the algorithm key expansion employs round
constants that are the exact length as the word, which means
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that for all 10 rounds of the symmetric algorithm, a total
of 40 round constants have been employed. Compared to
the conventional AES, the proposed enhancements are slight
changes that are introduced to transform components in the
design in order to retain hardware simplicity while providing
better security over the existing algorithm. The technique for
the proposed key expansion improvement will be explained
in more detail within the next section.

A. ENHANCED KEY EXPANSION

When it comes to the operations of encryption as well as
decryption, thus the key is still the most critical element.
Thus, is the key upon which the whole security of the system
has relied; if an adversary obtains knowledge of this key,
the secrecy of the system is compromised. Moreover, it is
vital to take the required precautions in order to make the
disclosure of the key as complex as possible. The process of
generating keys can be run entirely on a decoder as stated by
([491, [50], [51], but in the IoT systems, the node itself serves
as the network node, the functions implicated in the process
of generating the key should correspondingly be taken into
consideration to the significant extent that they guarantee the
essential security in the IoT environment. As presented by the
studies in [52] and [53], the key schedule process of the AES
algorithm suffers vulnerabilities due to the forthright associa-
tions between sub-key bytes that are created as a consequence
of the key schedule operation, an adversary can exploit this
vulnerability in the rounds of the algorithm in order to crack
the key.

The key expansion of the AES algorithm has a critical
drawback in that the words that are produced from the key
schedule are associated with one another. Once the overall
key has been obtained via the differential technique or liner
techniques of cryptanalysis, adversaries can be employed to
crack the key in the AES round [52], [53].

Thus, the intruder could be capable to obtain SK ?3 which
is represented by the byte 13th of the private key in the
algorithm by employing Eq. (8) in case of the intruder has
knowledge about the ciphertext as well as the original plain-
text [53], as follows:

SK{y = SRK (P113; (SBI(ARK (Cy13; SK(5)))  (8)

It will then be possible to obtain SK9l by employing (9) in the
form described below:

SK}5 = SK?;, @ SK{ ()

The true key length SK; Sk must therefore be sufficiently long
to prevent the adversary from performing 2551 encryption
methods in order to conduct key searching attacks. This is
crucial to preserve protection against thorough search attacks.
So, this portion of the algorithm needs to be addressed to
make it strong adequately to remain inconspicuous during
an attack while also using less processing during the key
generation process.

Additionally, despite the fact that the S-boxes, XOR oper-
ation, as well as the shifting in the g function, are all
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contributed to the algorithm’s confusing features, the reverse
engineering technique may readily return to the original key
space. More, the biased inputs in the key space disclose
the distinctions between the words, allowing for the partial
acquisition of the key space.

Therefore, in order to address this limitation, the unit of
the key expansion is structured to utilize four-round constant
values for every round in order to compensate for this vulner-
ability. The values of the RCON are used sequentially accord-
ing to the RCON obtained by the proposal of Rijndael in GF
(28). Fig. 2 depicts the structural layout of the improved key
expansion unit via employing the sequential RCON. Utilizing
these round constants within the key expansion component
effectively improves AES’ confusion feature.
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FIGURE 2. The architecture of the proposed key expansion block.

While taking into consideration the trade-off caused in
the enhanced structure of the key schedule in terms of stor-
age, due to utilizing the RCON values with each expanded
key in the g function will resultant a slight increase in the
terms of area. therefore, 24 registers are required for the
purpose of holding the RCON value. Accordingly, the pro-
posed technique for improving the key expansion security
level has achieved a better level of security at the tradeoff of
an insignificant increase in area. Consequently, the enhanced
key expansion strategy yields a subkey that is not really the
identical subkey that is utilized in Add Round Key (ARK).
Thus, SKlo3 in (6) cannot be the same with SKP3 in (7). As a
result, the attacker is unable to compute the key by employing
these formulas.

AES encryption techniques consist of numerous rounds,
individually of which requires a unique key. The enhanced
algorithm would be a 128-bit as block cipher size, which
probably takes a 128-bit key employed to encrypt 128-bits
of information and is limited to ten rounds; thus, ten indi-
vidual keys are required for the stated purpose. The user is
required to provide a cipher key SK. with a length of 128 bits.
Thus, this key will be utilized as the entry point for the key
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expansion block. The next enhancement will be elaborated on
in detail in the next section.

B. ENHANCED SUBBYTES TRANSFORMATION

This portion of the algorithm transformation of SubBytes has
been enhanced to be key dependent on a round key which
works dynamically with the round key of the algorithm in
order to guarantee that any change in the key is readily
detected within the encrypted message.

The enhanced transformation utilizes the 128-bits round
key, where, all the bytes in the matrix of the 128-bits
round key have been EXORed to get four keys EXORkeyO,
EXORkeyl, EXORkey2, EXORkey3 each one has a size of
eight-bit, as demonstrated by Eq. (10). Behind the getting of
the EXORkeys, each EXORkeyi as stated in Eq. (11)-(14)
was appended to all the other bytes within Rowi of the
state-matrix prior to replacing the values within the substitu-
tion box. Theoretically, the state-matrix S j) is represented
as well as a round key K ), depicted as a 4 by 4 matrix:

Sm(0,0) Sm(0,1) Sm(0,2) Sm(0,3)
Sm(1,0) Sm(1,1) Sm(1,2) Sm(1,3)
Sm2,0) Sm2,1) Sm(2,2) Sm(2,3)
L Sm(3.0) Sm(3.1) Sm(3.2) Sm(3.3)

Kr0,00 Kr0,1) Kr(0,2) Kr(0,3)

Kra,00 Kra,1 Kr1,2) Kr(1,3)

Kr2.0) Kr2,1) Kr2,2) Kr2,3)
| Kr3.0) Kr3.1) Kr3,2) Kr(3,3)
EXORK iy = kr(i,0) ® kr(i,1) ® kr(i2) @ kri,3)
wherei =0to 3 (10)

Sm(ij) =

Ky =

Alternatively,

EXORK;0) = k(0,00 @ kr0,1) ® kr0,2) ® kr0,3y  (11)
EXORK, (1) = kra,00 @ kr(1,1) ® kra2) @ kr3y (12)
EXORK,2) = kr2,0) ® kr2,1) ® kr2.2) D kr2,3)  (13)
EXORK,3) = kr3,0) ® kr3,1) @ kr3.2) @ kr33)  (14)

In order to obtain the new state matrix S’ it was required

m(i.j)
to employ Eq. (15).

N Smii.jy ® EXORK,gywherei,j=0t03  (15)

/ _
m(ij) — “m(i,j

below the following matrix exhibits the operations evidently

'/n(i,j)
Sm(0,0) D Kr0)Sm(0,1) @ Kr0)Sm(0,2) @ Kr0)Sm(0,3) ® Kr(0)
_ Sm(1,0 DK 1)Sm(1,1) © Kr(1)ySm(1,2) ® Kr(1)Sm(1.3) @ Kr(1)
 Sm2.0®Kr2)Smz.1) ® Kr2)Sm2,2) ® Kr2)Sm2,3) ® Kr2)
Sm(3,0) D Kr3)Sm3,1) © Kr(3)Sm3,2) ® Kr(3)Sm3,3) © Kr(3)

The following is the state matrix S’

(i j) that was produced:

70.0) Sm0.1) Sm(0.2) Sm(0.3)
! ! / /

Sn(1.0) S0 Sp1,2) St 3)
S0 Sma.1) Sme.2) Sme.3)

Sm(S,O) m(3,1) Sm(3,2) Sm(3,3)

S/

/ —
m(i,j) —
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upon acquiring the matrix S,, then the S-Box will be utilized
to perform the byte substitution through doing conventional
SubBytes transformation as illustrated in Eq. (16)

S/

(ijy = SubstititutionBox [S/ (i,j):l

m

where j=0 to 3 for each i =0to 3 (16)

C. ENHANCED INVSUBBYTES TRANSFORMATION
The invertibility of the SubBytes transformation has been
verified in order to achieve the enhanced inverse SubBytes
process, as indicated in Eq. (17).

Assumed f (k) and f (x) within GF (28) is operated, in such
a way:

fh)y={FEaf ()
Jfx) = ((F(k)®f ()@f (k) =f (k)®f (h) a7)

as the following is the evidence to proof that:

Two numbers of hexadecimal are assumed CE and EF rep-
resented as 11001110 and 11101111 in binary respectively,
the value x, that is the EXOR of CE and EF, could well be
generated by adding CE to EF while performing an exclusive
OR function on the two numbers. The process is illustrated,
in the manner described below:

It is possible to describe EF and CE as polynomial func-
tions £ (k) and f(x), at Galois Field, to be exact 28(GF(2?)),
in such a way that:

foO) =x"+x+° + 3 +x>+ 1 =EF (18)
o) =x"+ +x+ 3+ +xl+1=CcF (19

Consequently,

f&)=fk) @ f(x)
=x"+xX0 4+ 3+ +x 1@
+00 40+t a1
=x% +xt 4+ x! (20)
f(h) = x® + x* + x' = 21 in hexadecimal represented as
00100001 in binary. in order to prove this f(x) = (f(k) &
fx)Bf (k)®f (k) = f(k)®f (h) via utilizing the polynomials
f (k) ® f(h), this will resultant:
fx)=f&) & f(h)
=x'+ 0+ 0+ 2 x 1o+t +x!
=x"+x0+ X0+ 2 +1 1)
Since f(x) = (f(k) & f(x) & f(k =f (k) @ f (h)
It has been proved that the enhanced transformation of the
SubBytes is invertible. While performing the inverse transfor-

mation of the SubBytes, the substitution is performed prior to
EXORing the state matrix with the EXORkeys via:

S jy = InverseSubstititutionBox [S,’n(l-’ j)]
where j = 0 to 3 for each i = 0 to 3. (22)
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After the substitutions, the state S,’n could be derived in the

following manner:

/ I !

:71(0,0) r/n(O,l) S;/n(o,z) S;/n(0,3)

S0 St 1) Sma1,2) Smat 3)

Sm(2,0) Sm(2,l) Sm(2,2) Sm(2,3)
/ / / !/

Sn3.0) Sm33.1) Sm3.2) Sm3.3)

S S/

/ —_—
m(i,j) —

Hence, the initial state of the matrix S,, could be recovered
with EXORing S,, together within EXORkeys, as demon-
strated within Eq. (23):

Smiijy = Smiij) ® EXORK (i)

m m

where j = 0to 3 foreachi fromOto3 (23)

Below is a matrix demonstrating the transformation of the
inverse SubBytes:

/
m(i.j)

S0.0) D Kr S 10.1) © Kr)S10.2) ® Kr(0)Sp0.3) © Kr(0)
_S1.00 K81 © Kr()S,,1.2) © Kr()Syy1.3) © Kr(1)
80,0 9Kri2S0.1) © Kr2)S,,0.2) © Kr)S)0.3) © Kr2)

513,00 BKr3Sm3.1) ® Kr3Sp3.2) © Kr3)Sp3.3) © Kr(3)

The equation is as follows for obtaining the resulting matrix
S, which represents the initial state:

Sm(0,0) Sm(0,1) Sm(0,2) Sm(0,3)
Sim1,0) Sm(1,1) Sm(1,2) Sm(1,3)
Sm2,0) Sm2,1) Sm2,2) Sm(2,3)
Sim(3,0) Sm3,1) Sm(3,2) Sm(3,3)

Sm(ij) =

It is exemplified in the above demonstration that the transfor-
mation of the SubBytes is invertible, since

SubstititutionBox [Sm(,',j) @ XORKr(i)]

= InvSubstititutionBox[S,/n(l-’ i) ® XORK, ]

where j = 0 to 3, for each i from O to 3.

D. ENHANCED SHIFTROWS TRANSFORMATION

Another improvement has been achieved throughout the
ciphering technique. The transformation of the ShiftRows has
been enhanced in terms of the security level by making the
entire transformation randomized. The process of ShiftRows
in the standard algorithm is dependent on a static number,
known as offset, that specifies which position of the elements
in the state matrix should be shifted. Therefore, the trans-
formation process in this enhancement does not rely on the
static offset but became a dynamic transformation process
that relied on a dynamic value called Position Number P,,.
This P, could be determined by manipulating every row of
the derivative round key and the corresponding row of the
matrix. Following that, the rows will be shifted in the state
matrix based on the obtained position value. The following
below describes how the P, will be obtained by utilizing the
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round key matrix K, j and state matrix Sy, j).

Sim(0,0) Sm(0,1) Sm(0,2) Sm(0,3)
Sm(1,0) Sm(1,1) Sm(1,2) Sm(1,3)
Sm2,0) Sm2,1) Sm2,2) Sm(2,3)
| Sm(3.0) Sm@3.1) Sm(3.,2) Sm(3.3)

Sm(ij) =

)

K 0,0) Kr0,1) Kr(0,2) Kr(0,3)
Kr1,00 Kr1,1) Kr(1,2) Kr(1,3)
Kr,00 Kr2,1) Kr2,2) Kr(2,3)
| Kr3.0) Kr3.1) Kr3,2) Kr3.3)

Ky =

The first step is adding every row in the matrix of the round
key with the state matrix corresponding row utilizing the
EXOR to calculate a new vector called a key state Kj,.
Then, EXORing the obtained vector that has a size Kj, of
4-bytes with the calculated Position Value P,. The next step
is storing the 8-bits position value P, in the state matrix,
particularly in Row;. Repeat the above process again for other
rows Row1-Row3. Now, the position number P, is attached
to the position value P,; that has been calculated previously
for every state row and set with ascending ordering only with
the lowest position value holding one as the position number
and the highest position value holding four as a position
number. This procedure could be represented mathematically
as described in the following:

Eq. (24) is utilized to calculate a vector of the key state K,
such that:

Koy = ((Smi,0) @ kri,0)), S, 1) @ kriiy1))s
Sm(i,2) @ kri,2)), Smi,3) @ kri3)) 24

Besides that, Eq. (24) will be further simplified even more
into Eq. (25), which yields the following:

Ksviy = (8K 0, SKi 1, SKi 2, Ski3),
where Ski,j = (Sm(i,j) (&) kr(i,j)) (25)

As an alternative, Eq. (25) could well be broken down into
the following equations: (26)—(29):

Ksv(0) = (SKo,0, SK0,15K0,2, SKo,3) (26)
K1y = (SK1,0, SK1,15K1 2, SK13) (27)
Ksv2) = (8K2,0, SK2,15K2 2, SK> 3) (28)
Ksv(3) = (5K3,0, SK3,15K3,2, SK3 3) (29)

The position value P,y;) is then calculated employing Eq. (30),
in such a way that:

Py = (SK,"()@SK,'J ® SKigzéBSKi,g,) ,Wherei =010 3

(30)

Instead, Eq. (30) may be split down into the following sepa-

rate equations describing every row in the state exhibited in
Eq. 31)- (34):

Py0) = (SKo,0 ® SKo,1 ® SKp,» ® SKp,3) 31D

Pyy = (SK1,0 ® SK1,1 © SK12 © K1 3) (32)

Py2) = (SK2,0 ® SK2.1 © SK22 @ SK2.3) (33)

Py3) = (SK3,0 ® SK3,1 ® SK32 @ SK33) (34)
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Then the position number P, will be attached to the values
of the position value P,(; in the ascending order, where P,
of 1 will be attached to the smallest value in P, and the
P, of 4 will be attached to the biggest value of P,. Table 3
depicted the association between both the P, and P, to exe-
cute how many elements will be shifted for every row.

Now, every byte in the state matrix will be split up into
tetrad, where every state element will be represented as two
states.

Sm(0,0) Sm(0,1) - - - Sm(0,3)

Sm(3,0) Sm@3,1) - - - Sm(3,3)
Sim(0,04)) Sm(0,04) - - Sm(0,3(4)) Sm(0,3(4))

Sm(3,04)) Sm(3,04)) --- Sm(3.3(4) Sm(3,3(4))

The i row, as well as a j column of each state matrix, are
denoted as S; jk, with K equal to 4 to represent a tetrad-based
operation on the state element rather than performing a byte
operation within the state matrix, similar to the usual form.
The state rows utilize as a tetrad as well as the data is EXORed
according within P, with the constant binary number cor-
responding to each tetrad. Table 2 presented the bite-sized
splitting of the byte, including its operations and binary
values. The same procedure is followed for each and every
column. Fig.3 depicts the decision flowchart for the enhanced
shiftrows transformation. On average, the confusion rate will
be increased when the enhanced method is executed ten
times for the 128-bits block to generate the encrypted data
utilizing the algorithm as well as increasing its resistance to
cryptanalysis. The association between P, and P,_; of the
enhanced transformation is depicted in Table 3.

Find state key vector Kj,
Find position value P,

P, attached into P,
in the ascending order

Split up the state matrix
into tetrad
Exoring each elements in

the tetrad matrix with
constant binary number

LeftRotate Row i
(zero time)

True

Pyiy = Py(ivy)

LeftRotate Row i
(three times)

FIGURE 3. The decision flowchart for the enhanced shiftrows.
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TABLE 2. Bite-sized splitting of the byte including its operations and
binary value.

Tetrad-based Operation Binary value
Smo04) (&) 0000
Sm(ia) ey 0001
Sm24) @ 0010
Sz ® 0011

TABLE 3. Association between P and P,,_, of the enhanced D-AES.

S/No P, P, 4
1 1 0
2 2 1
3 3 2
4 4 3

E. ENHANCED INVSHIFTROWS TRANSFORMATION

The enhanced InvShiftRows transformation differs slightly
from the enhanced ShiftRows transformation; where, every
byte within the state matrix is splatted up to tetrads such
that in the enhanced ShiftRow transformation, where every
state element is represented as two states and the data is
EXORed according to the P, with the constant binary number
corresponding to each tetrad as demonstrated in Table 4. The
same procedure was done for each and every column. where
every state element will be represented as two states.

/ ’ ’
Sm(O,O) Sm(O,l) te Sm(0,3)

.S/. .S/

S/
m(3,0) “m(3,1) " “m(3,3)
! /
S 0,04 Sm0.04y - Sm(0.34) Sm(©,34)
/ /
Sn3.004) Sm.0y -+ Sm3.34) Sm3,34)

The 16-bytes round key will be taken in reverse order through
the encryption manner and the P, the calculation for the
InvShiftRows transformation will remain the same such that
in the enhanced ShiftRows transformation. The only thing
that is different is the direction in that the state matrix rows
are shifted. Where relying on the P,,, the rows within the state
matrix will be shifted into the right for the inverse process.
The block diagram of the enhanced symmetric D-AES algo-
rithm for the 128-bis block is illustrated in Fig. 4.

TABLE 4. Bite-sized splitting of the byte, including its operations and
binary values for the Invshift transformation.

Tetrad-based Operation Binary value
S mo4) @ 0000
S'maaa ® 0001
S mza) (&) 0010
S'm@aa (&) 0011
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VII. DESIGNED RSS

MQTT’s implementation includes no protections against
cyberattacks on its interaction. In addition, the current imple-
mentations of standard MQTT support only simple authoriza-
tion policies and basic authentication. The most important
drawback of the MQTT protocol is it has only a minimal set
of security protections. Consequently, when communication
is exploited threat actors potentially interrupt it and conduct
cyberattacks as a result. this work introduces the design of the
proposed security system, namely, an RSS to secure publish-
subscribe messaging of the MQTT protocol in the IoT.

MQTT Payload (Plaintext)

MQTT Payload (Plaintext)

Cipher Key
@

Initial round

Round Key 0-93 :
. |
- ®
|
|

>
9 main round
|
.

Round Key 10! |

! @
>

—
==
=

?

MQTT Payload (Ciphertext)

Final round

MQTT Payload (Ciphertext)

FIGURE 4. The block diagram of the enhanced D-AES for 128-bits.

The proposed hybrid cryptosystem employs two differ-
ent cryptosystems that include: Symmetric Key Cryptosys-
tem (SKC) and Asymmetric Key Cryptosystem (AKC). The
SKC cryptosystem is utilized for encryption as well as
decryption of the MQTT payload that used a symmetric secret
key. The AKC cryptosystem is utilized in order to distribute
the symmetric key that is utilized by the MQTT publisher for
encrypting the payload as well as to provide confidentiality
of the MQTT payload, broadcast encryption, fine-grained
access control, and collusion resistance. AKC algorithm uses
a public parameter as well as a list of data attributes.

KP-ABE was selected to be used for AKC due to its
promising approach that enables expressive and offers fea-
tures such as fine-grained data access control that is governed
by rules or implies conditions constructed from attributes.
Additionally, AES 128-bit has been chosen to be used with
SKC based to its performance on a variety of systems. Due
to the obvious anticipated significant cost of KP-ABE as
compared to symmetric key encryption, the actual MQTT
payload was not explicitly encrypted utilizing KP-ABE
in this implementation. Rather than that, encrypting the
MQTT payload with the proposed D-AES algorithm which
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uses128-bit secret key; thus D-AES key is encrypted by
employing KP-ABE and dispatched along with the cipher
text to the MQTT broker under the specified topic. As with
many other public key encryption techniques, this is a typical
practice to adopt.

Moreover, KP-ABE mentioned in [28] based on
lightweight ECC [29], [54] was selected to be used for AKC.
Note, CP-ABE has been skipped in the proposed flow as
in [55] and [56], authors have demonstrated that KP-ABE
exceeds CP-ABE and that it is important to limit the length
of time and emphasis mostly on high-level encrypted data
for IoT. Normally, an access policy is stated as an expression
that has a collection of attributes and boolean constructions
(OR, AND). The secure hybrid cryptosystem involves six
algorithms: Setup, SKC_Encryption, AKC_Encryption, Key
generation, AKC_Decryption, and SKC_Decryption.

Setup: This is the initiation phase of the proposed scheme,
which entails the setup algorithm to be run by authority,
which is a randomization process for generating the public
key parameters (PK) as well as a master key (MK). Public
key parameters should be available to be dispatched but the
authority retains the master key secretive.

eSKC_Encryption(P, Sx): The D-AES algorithm is run
by the MQTT publisher to encrypt the MQTT payload and
outputs the encrypted payload EP by taking the payload P
to be encrypted and the D-AES private key Sk as input.
Therefore, the outputs of this process will be the encrypted
MQTT payload.

¢AKC_Encryption(Sx, y, Params): In this stage, the
MQTT publisher performs KP-ABE encryption which takes
the D-AES key ESk, the attributes set y, and the public key
parameters PK as input in order to generate the encrypted
D-AES key Sk, then the generated ciphertext will be dis-
patched to the MQTT broker under a particular topic, along
with encrypted MQTT payload and the attributes set.

eKey-Generation (MK, Params, I"): The algorithm of the
key generation performs by the authority, and it is also a
randomized process. In this stage, when an MQTT subscriber
sends a key request to the authority along with its access
policy, the authority would then run the keygen algorithm,
which will take a master secret key, public key, and the
output of the policy decision I' from the authority as input
in order for generating a decryption key access rights to the
MQTT subscriber. After that, the key authority dispatches the
private key access rights into the subscriber. During this stage,
the authority does partial decryption of the data. Therefore,
the output of this process will be the decryption key of the
KP-ABE that will be used for the decryption process by the
MQTT subscriber.

eAKC_Decryption (ESg, d, Params): In this stage, the
MQTT subscriber first sends a key request to the authority
along with its access policy in order to get the decryption
key access rights. Secondly, the subscriber would then per-
form the decryption process by running KP-ABE in order
for decrypting the encrypted symmetric key of the D-AES
ESk that was encrypted by the publisher node under a set of
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attributes y, which will take the encrypted D-AES key, public
parameter, and the received KP-ABE decryption key from
the authority as input to decrypt the encrypted private key
of the D-AES. After that, in order for a subscriber to decipher
the encrypted private key of the D-AES, the access policy that
is included within the decryption key of KP-ABE must meet
that of the encrypted data, in another word, If I" (y) = 1.
Therefore, the outputs of this process will be the symmetric
D-AES key Sk that will be used for further decryption by the
next process.

oSKC_ Decryption(EP, S): In this stage, the MQTT sub-
scriber performs the D-AES decryption algorithm in order
to decrypt the actual payload data by taking the decrypted
D-AES private Sk from the previous process of KP-ABE
and the encrypted MQTT payload EP as input to decrypt
the payload data of the MQTT. Therefore, the output of this
process will be the MQTT payload.

VIII. IMPLEMENTATION

In order to implement the proposed RSS, the Eclipse Java
platform was used in this experiment. Besides, the elements
of the experimental setup are MQTT Publisher, Subscriber,
Broker, and key authority. The MQTT protocol version
3.1.1 has been utilized [57]. MQTT Publisher and Subscriber
nodes are implemented utilizing the Eclipse Paho Java Client
version 1.1.0 [58], while the MQTT broker is implemented
using the free source Mosquitto version 2.0.14 [59]. MQTT
clients, i.e., Publisher and Subscriber nodes, are present on
the same machine, whereas the MQTT broker is shown on
a separate machine. Fig. 5 depicts the architecture of the
test-bed environment setup that has been designed.

Encrypted payload Encrypted payload
Published
Subscribed
{"List " List .. List
. i, 1D, . |
Cdw, A, i,
L Ang, Au,, . Au, |
A An,,  Au |
Stére . .
v Private key access right v
C g et »
Public Key Key request with
* access policy
. I «iciey
Register —  TUDUCREY
era— Register
Key Authority
Publisher Subscriber

FIGURE 5. Test-bed Environment setup.

This test-bed demonstrates a high-level architecture of
the proposed cryptosystem, which will identify the critical
components involved and their interdependencies. Besides,
it represents a standard MQTT topology, with Publishers and
Subscribers nodes interacting simultaneously.
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MQTT Publisher, Broker, Subscriber, and key authority are
four elements that make up the MQTT test-bed environment.
Moreover, the key authority serves as the key element in
the proposed scheme for the MQTT nodes involved in this
implementation in order to generate the public parameters as
well as the decryption key for the MQTT subscriber. Besides,
partial decryption is achieved by the key authority of the
proposed RSS because the decryption process of the KP-ABE
algorithm will request the decryption key from the authority
and the authority will perform the keygen algorithm which
is run on the authority. Furthermore, as the MQTT protocol
has a centralized structure, which means that every node does
have a direct dependence mainly on the broker, hence it is the
most essential element in the protocol implementation.

IX. EXPERIMENTAL RESULTS AND DISCUSSION

This section illustrates the findings of the implementation
work which was based on the proposed hybrid cryptosystem
to protect the MQTT data in the IoT. The proposed method-
ology was evaluated following standardized evaluation cri-
teria. Two different scenarios are explained: the ordinary
scenario and the upgraded scenario. This is to ensure that
all the design parameters of the proposed symmetric D-AES
algorithm, as well as the proposed secure hybrid cryptosys-
tem, are satisfied as was previously stated. Consequently,
an ordinary scenario was performed to measure the proposed
secure hybrid cryptosystem performance in terms of execu-
tion time, traffic overhead, and memory usage. The achieved
findings were compared to those existent methods as well
as to standard MQTT in order to justify the deployment of
the proposed Hybris Scheme to secure the MQTT protocol
in the IoT. Similarly, an upgraded scenario of the enhanced
D-AES symmetric algorithm was performed to measure the
strength of the proposed D-AES algorithm in terms of bal-
ance, hamming distance, and avalanche effect criterion in
addition to the performance analysis of the algorithm in terms
of processing time. The achieved findings were compared to
those of previous works as well as to conventional AES in
order to justify the implementation of the enhanced D-AES
symmetric algorithm, which would be employed in the pro-
posed secure hybrid system.

A. KNOWN ANSWER TEST

The NIST Cryptographic Algorithm Validation Pro-
gram (CAVP) provides validation testing of Approved
(i.e., FIPS-approved and NIST-recommended) cryptographic
algorithms and their individual components. Cryptographic
algorithm validation is a prerequisite of cryptographic mod-
ule validation. Therefore, the enhanced symmetric algorithm
has been analyzed by utilizing the Known Answer Test
(KAT). Bunches of plaintexts, ciphertexts, as well as keys,
are utilized by known answer test vectors to evaluate the
efficiency of AES implementations, as the name implies.
By utilizing the samples of the KAT vectors, non-linearity,
as well as the security strength of the enhanced D-AES
algorithms, have been investigated by means of hamming
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distance, balance, and avalanche effect rate, in which the
plaintext is randomized and has a key value of zero. Table 5
presents the KAT vectors utilized throughout the security
analysis.

B. BALANCE CRITERIA

The concept of balance is a fundamental precept of crypto-
graphic schemes, and being crucial in establishing the non-
linearity of Boolean processes. The possibility of zeros and
ones is almost equivalent in the balanced function’s output.

TABLE 5. Known Answer test vectors for analysis.

No. of samples The original text and its ciphertext counterpart

PT-CT-1 F34481EC 3CC627BA CD5DC3FB 08F273E6
0336763E 966D9259 5A567CC9 CE537F5E
PT-CT-2 9798C464 OBAD75C7 C3227DB9 10174E72
A9A1631B F4996954 EBC09395 7B234589
PT-CT-3 96AB5C2F F612D9DF AAESC31F 30C42168
FF4F8391 A6A40CA5 B25D23BE DD44A597
PT-CT-4 6A118A87 4519E64E 9963798A 503F1D35
DC43BE40 BEOE5371 2F7E2BF5 CA707209
PT-CT-5 CB9FCEEC 81286CA3 E989BD97 9B0CB284
92BEEDAB 1895A94F AA69B632 E5CC47CE
PT-CT-6 B26AEB18 74E47CA8 358FF223 78F09144
459264F4 798F6A78 BACB89C1 5ED3D601
PT-CT-7 58C8E00B 2631686D 54EAB84B 91FOACA1L

08A4E2EF EC8A8E33 12CA7460 B9O40BBF

Table 6. exhibits the balance rates of the standard algo-
rithm ciphertext as well as the enhanced algorithm ciphertext
for the plaintext that is presented in Table 5. On average,
as compared to the conventional AES, the enhanced key
expansion of the D-AES provides a better balance of 1s for the
plaintext vectors in Table 5. A comparison is made between
the ciphertext’s overall balance in reference to a standard size
of 128 bits for both the conventional symmetric algorithm and
the proposed algorithm enhancements. The ciphertext that
is generated by the conventional symmetric algorithm has a
lower balance, where the algorithm achieved only 46.09% for
plaintext sample 7 and 48.44% for sample 2.

TABLE 6. Balance comparison of enhanced symmetric D-AES.

Avalanche effect of the proposed enhancements

KAT Conventional Enhanced key key expansion with ~ Enhanced
samples AES (%) expansion (%) ShiftRow (%) D-AES(%)
1 50.78 46.09 50.00 53.13
2 52.34 53.13 58.59 54.69
3 51.56 49.22 50.78 57.03
4 4531 46.88 53.13 57.81
5 43.75 53.13 46.88 51.56
6 49.22 46.88 46.09 51.56
7 50.78 50.00 51.56 5391

Average 49.11 49.33 51.00 54.24

Considering 128-bit AES, a reasonable balance in the
ciphertext ought to be 64 bits. Referring to Table 6, it can be
observed that the enhanced Key Expansion obtains an average
balance of 53.56% and that the enhanced Key Expansion
along with the enhanced ShiftRow Transformation obtains
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an average balance of 55.13%, and that the overall enhance-
ment obtains a balance on the average by 55.46%. Whereas
the conventional algorithm achieves balance on average by
51.00%. As a result, for such plaintext-key pairs as depicted
in Table 5, thus, proposed enhancements in the symmetric
algorithm have been achieved a better balance compared to
the conventional AES.

C. STRICT AVALANCHE CRITERIA

The most significant aspect of the security evaluation pro-
cess in cryptography is the Strict Avalanche Criteria (SAC);
it measures overall complexities for transforming plaintext-
into-ciphertext [60]. Besides, when a Boolean function’s
single input bit is flipped, those resultant bits should be
changed within 0.5 probability. All of that is referred to as
the strict avalanche criterion. The effect of the avalanche
assists to determine the level of diffusion and confusion of a
cipher. To specify the degree of change required to obtain the
avalanche effect, a plaintext-ciphertext pair has been adopted,
simply flipping each bit within plaintext by one, and after-
ward comparing the resulting ciphertext to the original. The
most significant bit (MSB) has been flipped in the plaintext
for the analysis. Equation (35) has been used to calculate the
avalanche effect.

change in ciphertext
Avalanche effect = — - 35)
size of ciphertext

TABLE 7. The avalanche effect (%) comparison of the ciphertext.

Enhanced Algorithm

PT-CT Standard key expansion  expansion with ~ D-AES
pair AES (%) (%) ShiftRow (%) (%)
1 54.69 51.56 51.56 50.00
2 48.44 54.69 50.00 60.94
3 52.34 50.78 53.91 50.00
4 51.56 52.34 61.72 53.91
5 53.91 50.00 57.03 64.06
6 50.00 59.38 50.00 52.34
7 46.09 55.47 61.72 57.03

Table 7 depicts the avalanche’s effect. Each of the plaintext
samples 1-7 in Table 5 has had the MSB flipped, then the
effects of the changes have been analyzed utilizing cipher-
texts generated for each algorithm. Table 7 represents the
differences changes in ciphertext bits for a 128-bit key length.
Strict Avalanche Criterion comparison describes how many
bits had been transformed as illustrated in Fig. 6 due to the
avalanche in the ciphertext. The MSB has been flipped in
plaintext for analysis. Table 7 depicts the avalanche’s effect.
Each of the plaintext samples 1-7 in Table 5 has had the MSB
flipped, then the effects of the changes have been analyzed
utilizing ciphertexts generated for each algorithm.

Table 7 represents the differences changes in ciphertext
bits for a 128-bit key length. Strict Avalanche Criterion com-
parison describes how many bits had been transformed as
illustrated in Fig. 6 due to the avalanche in the ciphertext.

As depicted in Table 7, D-AES attained a greater effect
of the avalanche compared to the conventional algorithm
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FIGURE 6. Strict Avalanche Criterion comparison of the ciphertext.

for all sample vectors. The enhanced Key Expansion with
enhanced ShiftRow Transformation recorded an average
SAC of 51.00%, which is much higher than conventional
AES which is increasing the avalanche effect by 3.48%,
and the overall enhanced symmetric algorithm has an aver-
age avalanche effect by 54.24%, as well as higher than the
conventional algorithm by increasing the avalanche effect
by 9.95%.

D. HAMMING DISTANCE

The nonlinearity could be determined by utilizing the ham-
ming distance which is also a critical metric to quantify the
nonlinearity in the cryptosystem. The positions at which the
corresponding symbols differ within two Boolean functions
are known as the hamming distance.

1) CIPHERTEXT ANALYSIS
The analysis of hamming distance bit-by-bit of the resultant
ciphertexts has been performed in order to quantify the non-
linearity in the enhanced cryptosystem. Thus, the hamming
distance between the resultant ciphertexts via enhanced sym-
metric encryption and the conventional AES is calculated
bit by bit. Fig. 7 illustrated the analysis of hamming dis-
tance bit-by-bit. The distance has been determined between
the ciphertext of the standard algorithm for the vectors
1-7 and the ciphertext resulting from the enhanced algo-
rithm. According to Fig. 7, the enhanced symmetric algo-
rithm scored an average Hamming distance by 67.14 bits.
Moreover, Key Expansion enhancement, ShiftRow enhance-
ment, Key Expansion with ShiftRow enhancements, and
overall enhanced D-AES algorithm have scored a ham-
ming distance of 63.14%, 64.14%, 55.29%, and 67.14%
respectively.

It can be observed that the enhancements made in the block
cipher of the symmetric algorithm achieved a better result
in balanced, SAC, and hamming distance improvements.
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TABLE 8. Test samples of the round analysis.

No. Plaintext-samples Key-samples
F34481EC 3CC627BA 00000000 00000000
CD5DC3FB 08F273E6 00000000 00000000

PT1 F34481EC 3CC627BA 80000000 00000000
CD5DC3FB 08F273E6 00000000 00000000
00000000 00000000 10A58869 D74BESA3

PT-2 00000000 00000000 74CF867C FB473859
00000000 00000000 90A58869 D74BE5A3
00000000 00000000 74CF867C FB473859

The proposed enhancements perform better than the stan-
dard algorithm in terms of balance, there exists a 4.82%,
8.09%, and 8.74% difference for the enhanced unit of the key
expansion, Key Expansion with ShiftRow transformation,
and Key Expansion with ShiftRow and SubByte transfor-
mation respectively. While in terms of the avalanche effect,
there exists a 0.44%, 3.84%, and 10.44% difference for the
enhanced unit of the key expansion, the unit of the key
expansion along with ShiftRow transformation, and the unit
of the key expansion along with ShiftRow and SubByte trans-
formation respectively.

Furthermore, the results of the enhanced key expansion
have been analyzed and compared to those others enhance-
ments of the algorithm in terms of hamming distance.
it has been observed that there is a significant improvement
of 3.40% difference within an enhanced unit of the key
expansion along with ShiftRow transformation, and a 6.33%
difference within an enhanced unit of the key expansion
along with ShiftRow and SubByte transformation. Besides,
it has been observed that there exists a 2.83% difference
within an enhanced unit of the key expansion along with
ShiftRow and SubByte transformation compared within an
enhanced unit of the key expansion along with ShiftRow
transformation.
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TABLE 9. Avalanche effect comparison of the internal rounds.

PT-1 (Variable plaintext -

PT-2 (Zero plaintext -

£ e6.00 20 zero key) variable key)
g ’ PT-CT Standard  Enhanced key  Standard  Enhanced key
S 65.00 64.14 pair AES expansion AES expansion
g 64.00 =T Init. Key 0.78 0.78 0.78 0.78
Eszoo 62.86 Round-1 3.13 3.13 3.13 10.94
E Round-2 10.94 10.94 20.31 20.31
g 6200 Round-3 21.88 12.50 17.19 20.31
61.00 Round-4 28.91 44.53 22.66 41.41
60.00 Round-5 39.84 50.00 21.88 48.44
Standerd AES Enhanced Key Enhanced Enhanced D-AES Round-6 32.03 49.22 26.56 53.91
Expansion ShiftRow  ShiftRow and  Algorithm Round-7 38.28 43.75 24.22 39.06
Key Expansion Round-8 35.16 49.22 30.47 51.56
Round-9 22.66 61.72 25.78 38.28
FIGURE 7. Hamming distance (%) of the Enhanced Algorithm. Round-10 29.69 37.50 2734 40.63

2) EXPANDED KEY ANALYSIS
The results of the enhanced key expansion for the inter-
nal round are analyzed compared to those of the standard
algorithm. To investigate the impact of the change of the
key expansion unit in the internal rounds, keys, as well as
plaintext, have been utilized.

The avalanche effect has been determined by analyzing
the results of consecutive key expansion rounds by utilizing
plaintext-key pairs and flipping the highest-order place of
the binary number in the plaintexts and keys. Particularly,
for all of these intermediate key investigations, the KAT
vectors with such as zero plaintext-variable key and variable
plaintext-zero key as exhibited in Table 7 are employed. Two
scenarios have been employed, the first one is variable key
with zero plaintext and the second one is zero key with
variable plaintext. The effect of the avalanche has been found
by flipping the MSB of the encryption key which is the PT
Key pairl and flipping the MSB of zero plaintext which is
the PT Key pair2. Table 9 presents that the enhanced method
has a better avalanche effect for each round of expansion
unit, exhibiting greater confusion for PT key pairl as well
as PT key pair2 when compared to the standard algorithm.
A better avalanche has been achieved due to the proposed
enhancements techniques which illustrate an adequate degree
of confusion. Fig. 8 and 9 depict the change in the percentage
of the avalanche in the enhanced algorithm.

X. PERFORMANCE ANALYSIS

The main goal of this section is to calculate the overall
processing time including the implementations of standard
MQTT as well as the proposed method.

A. PROCESSING TIME

Since the standard implementations of the MQTT do not
possess any security protections. Hence, the processing time
of the protocol is definitely the shortest. Regardless, the over-
all processing time has been measured on both sides of the
MQTT nodes i.e., Publisher and Subscriber. For example, the
processing time has been measured to the overall publication
message as well as the subscription upon receipt. Within that
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FIGURE 9. The avalanche effect between expanded keys of PT2.

way, the computation time of a Publish/Subscribe is thus
determined in two distinct phases, once during the publication
phase and once during the subscription phase of a message’s
lifecycle. Based on the findings of the experiments, the pro-
posed methodology processing time is taking more time than
that of standard implementations of the MQTT protocol. This
is due to the fact that the MQTT payload was encrypted utiliz-
ing the improved symmetric D-AES algorithm, and then the
D-AES key was encrypted utilizing the KP-ABE algorithm,
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which raised the computational cost to achieve the desired
level of security; nevertheless, the significant advantage is
somewhat secure MQTT data as well as protection against
cyberattacks.

Moreover, the overall processing times for standard MQTT
and the proposed hybrid scheme are depicted in Fig. 10,
respectively. Due to the implementation of MQTT does not
include any security options by default, it will take less
processing time, which is almost one millisecond on average.
The time needed for publishing/subscribing data is computed
including both sides. Typically, the Dispatching messages
consist only of the header.

Regardless, data packets differ according to the MQTT
payload as well as the data to be obtained. The computa-
tion time was recorded by all MQTT messages utilizing the
quality of service zero level. The computation time per mes-
sage has been specified by dispatching nodes as well as the
subscription nodes. That is because the dispatcher calculates
the ciphered payload such that it may be securely transmitted
to the endpoint and deciphered by the recipient. whilst it is
essential to calculate the execution time of the same mes-
sage on the endpoint in order to estimate the difference time
between dispatching and subscribing methods.

The findings exhibit that such processing time for dispatch-
ing messages is higher than for subscribing messages. This
is because the publisher is responsible for encrypting and
packing the messages before dispatching them. But in the
case of the RSS, the result indicates that the decryption in
the subscriber node takes longer to process than encryption
in the publish node because the decryption process needs to
get the private key associated with the subscriber access pol-
icy which is required to run keygen algorithm for generating
the privet key of the hybrid scheme which will add more time
to process.

Tables 10 and 11 depict the differences in descriptive
statistical findings for the conventional MQTT and the pro-
posed RSS, accordingly. Each conventional MQTT mes-
sage has a maximum computation time of slighter than
0.5 milliseconds. It is evident that it incurs no overhead as
it does not transmit any data other than the MQTT pay-
load. Conversely, for that very same messages, the encrypted
payload with standard KP-ABE and AES has, on average,
177.1 and 270.15 milliseconds overhead for the MQTT pub-
lisher and subscriber respectively. Moreover, the proposed
scheme with an enhanced symmetric algorithm has, on aver-
age, 204.45 and 297.7 milliseconds overhead for MQTT
publisher and subscriber respectively, as a result of the pro-
tections introduced to stop cyberattacks. In addition, Fig. 11
depicts the total average execution time for two operations
Encryption and Decryption for the proposed approach.

The encryption operation of the proposed approach
includes the encryption time of two cryptography algorithms,
the first one is utilized to encrypt the MQTT data payload
by employing the enhanced AES algorithm, and the second
algorithm is used to encrypt the secret key of the enhanced
symmetric algorithm by adapting the KP-ABE scheme.
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Besides, the decryption operation also possesses the
decryption time of both algorithms the KP-ABE as well as
the enhanced symmetric algorithm. The results were achieved
using an average of twenty iterations for each operation
and using 10 attributes. As expected, the time required to
complete each operation grows linearly relying on how many
attributes are utilized. With up to ten attributes, most oper-
ations take less than a second, apart from the decryption
key generation. Therefore, MQTT nodes will not notice any
significant delay as a result of ABE, because most of the
IoT applications utilize less than ten attributes, as well as the
decryption key in this work, is generated by the key authority.
Besides, in the proposed work, the KP-ABE encrypts only the
D-AES key and the actual MQTT payload is encrypted by the
D-AES algorithm.

TABLE 10. Standard MQTT: processing time (in milliseconds).

MQTT Standard Existing KP-ABE scheme
Publisher  Subscriber  Publisher Subscriber

Min 140 137 328 395
Max 191 180 362 475
Mean 155.75 152.45 340.05 430.4
St. Dev. 12.34 11.16 10.05 27.23
Overhead - - 1843 277.95
Overhead % - - 54.20% 64.58%

TABLE 11. Proposed Scheme: Computation time (in milliseconds).

MQTT Standard RSS
Publisher  Subscriber Publisher Subscriber

Min 140 137 321 418
Max 191 180 358 479
Mean 155.75 152.45 343.45 44375
St. Dev. 12.34 11.16 10.63 16.32
Overhead - - 187.7 2913
Overhead % - - 54.65% 65.65%
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FIGURE 10. Hybrid Scheme: processing time.

B. TRAFFIC OVERHEAD

The traffic overhead will be covered within this section which
is associated with the suggested methodology for enhancing
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FIGURE 11. Average execution time of the dynamic secure scheme.

the security of MQTT interactions. As indicated earlier,
a high density of data packaging of MQTT has little control
overhead. The entire message size ware used to determine
the traffic overhead of the protocol. The number of interacted
messages in the MQTT network depends on employed QoS
levels; where the number of messages, as well as the data size,
will be increased depending on the QoS level. As demon-
strated in Fig. 12, the total data size of the interacted messages
in the MQTT network for the proposed scheme is increased
linearly relying on the QoS level. However, the proposed
approach incurred 229 bytes of traffic overhead for every
communication that is sent between the two devices at each
QoS level. Nevertheless, there is an obvious tradeoff which
is secured transmission. The traffic overhead of MQTT has
been measured on both sides of the publisher node as well as
the subscriber node to verify the efficiency of the proposed
enhancements. Nevertheless, the suggested scheme has intro-
duced an overhead within the MQTT message, the encrypted
payload includes three parts and its size is increased lin-
early reliant on the number of attributes used to generate the
ciphertext to prevent modifications and attacks as exhibited in
Fig. 13. Furthermore, the basic MQTT has minimal overhead
because it is without any security mechanisms; as a result, the
data packing density is the greatest. The overhead is shown
to decrease with increasing payload size and hence has a
minimal impact on the performance.

Regarding the lifetime of the IoT nodes, this research
focuses on IoT nodes that do not use batteries as a power
source. However, the power consumption is almost inversely
related to the processing time [55], [61]. This is expected,
given that all ABE cryptosystem processes need almost the
same computational power, and so execution time is cor-
related with power consumption. Furthermore, IoT nodes
need to execute encryption and decryption, whereas power-
consuming operations that require a lot of power, such as
decryption key generation, are handled by the authority,
relieving the strain on IoT nodes. Besides, the power con-
sumption of IoT nodes with encrypted payloads will be
greater than with unencrypted payloads. This difference is
due to the increased CPU consumption required to encrypt the
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transferred payloads [62]. Consequently, as the time required
for encryption and decryption in RSS increases linearly with
the number of attributes, the power consumption will also be
increased, but the trade-off is secure communication.
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FIGURE 12. The data size of the proposed RSS in the MQTT network.
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FIGURE 13. Traffic overhead of proposed RSS based on the number of
attributes.

XI. COMPARATIVE ANALYSIS

The comparative analysis of the proposed RSS along with
the proposed D-AES algorithm to secure MQTT data in IoT
networks was done in terms of processing time and traffic
overhead as discussed in the next.

A. PROCESSING TIME
The experiments and the obtained results were presented in
Section VIII. Based on the results, standard MQTT con-
sumes less processing time compared to the existing KP-ABE
scheme [27], [55], and proposed an RSS during the process
of the publish-subscribe process in the MQTT network. The
reason for this result is logical since the standard MQTT
does not use any authentication and encryption mechanisms,
thus resulting in lower total processing time compared to the
existing KP-ABE scheme [27], [55], and proposed RSS.
Moreover, the proposed RSS consumes a slight increase
in the execution time of encryption and decryption compared
to the existing KP-ABE scheme [55] during the process of
publishing and subscribing of MQTT messages. It is found
that the existing KP-ABE scheme [55] increases the average
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total processing time by 54.20% and 64.58% milliseconds
overhead for MQTT publishers and subscribers respectively.
In contrast, the proposed secure mechanism increases the
average total processing time overhead by only 54.65% and
65.65%. The proposed RSS has a slight increase in the exe-
cution time overhead different by 0.99% and 3.01% than
the existing KP-ABE scheme [55] for MQTT publishers and
subscribers respectively, that is due to the RSS utilizing the
enhanced AES symmetric algorithm instead of a standard
algorithm but the proposed scheme provides better security
in term of confusion as well as diffusion. The use of a
hybrid cryptosystem in the proposed scheme significantly
reduces the processing time because the hybrid cryptosystem
encrypts the MQTT payload utilizing the proposed symmet-
ric algorithm and the key of the symmetric algorithm will
be encrypted by the KP-ABE algorithm to avoid the com-
putation processing overhead resulting by bilinear maps of
KP-ABE algorithm, which reduces energy consumption,
requires fewer hardware resources and increases the through-
put of the mechanism. Therefore, the proposed RSS is still
viable for resource-constrained nodes compared to the exist-
ing KP-ABE scheme [55] and the scheme of [27].

Furthermore, the existing KP-ABE scheme is more vulner-
able to attacks such as differential and linear cryptanalysis as
well as interpolation, related key, and square attacks, because
the existing KP-ABE scheme employs the standard AES with
KP-ABE and according to [52] and [53], the key schedule
process of the standard AES algorithm suffers vulnerabilities
due of the direct relationships between sub-key bytes that
are created as a consequence of the key schedule operation,
an adversary can be utilized in the round of the algorithm to
crack the key.

Comparing the computing time incurred in encryption and
decryption, as these two parts have a direct impact on the user
experience. Fig. 14 and 15, respectively show the comparison
of encryption and decryption time with a different number of
attributes. From Fig. 14 and 15, it can see that the proposed
RSS has a slight increase in the execution time of encryp-
tion and decryption, owing to the security features included
to prevent cyber-attacks. Besides, the attribute authority
helps the data user doing part of the decryption, leaving
only a small amount of computation overhead to the data
user.

In a word, the proposed scheme effectively improves effi-
ciency and is more suitable for practical application in IoT
systems.

B. AVALANCHE EFFECT

In order to ensure that the enhanced symmetric algorithm has
a better security level, the obtained experimental result was
compared with existing work such as; [27], [42], [44], [45],
[47], and [63] in term of avalanche effect during the encryp-
tion process. Few researchers have employed the avalanche
effect to measure the performance of their algorithms. There-
fore, it is recommended that more researchers should use it,
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as it is a desirable property of encryption algorithms. How-
ever, the comparative results have shown that the enhanced
symmetric algorithm is achieved a significant improvement in
terms of the avalanche effect. Fig. 16 depicts the comparative
results on all existing work i.e., [27], [42], [44], [45], [47],
[63] in terms of avalanche effect measurement in different
modifications of the AES algorithm.

The comparison results signify that the proposed enhance-
ments of the symmetric AES algorithm are working effi-
ciently in terms of the avalanche property compared with the
existing work. In contrast, the proposed enhancements of the
symmetric algorithm recorded an average of 54.24, compared
with the standard algorithm with an average of 49.11 which is
higher than standard AES by 10.45% improvements. More-
over, the proposed enhancements of the symmetric algorithm
achieved a higher degree of avalanche effect compared [27],
[42], [44], [45], [47], [63]. The proposed enhancements dis-
play a higher avalanche which illustrates a good degree of
confusion being obtained by the techniques.

It can be observed that the proposed enhancements of the
symmetric algorithm have a 10.45% increase in avalanche
effect for the entire ten rounds when compared to the standard
algorithm as well as existing works, there is 0.20%, 0.13%,
0.58%, 4.79%, 5.88%, 5.10%, and 2.63% difference increase
[271, [42], [63], [45], [44], and [47], respectively, which
are all achieved less degree of avalanche effect compared
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to the proposed enhancements, that indicates the proposed
changes will make the algorithm very difficult to decrypt
the ciphertext without proper decryption key and control bit
information.

Avalanche Effect Comparison
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FIGURE 16. Avalanche effect differences comparison in different
modifications.

XIl. LIMITATIONS AND FUTURE RESEARCH

A number of future works outside the scope of this research
have been identified. These directions for future research are
recommended in order to overcome this research limitation
for enhancing the performance of the proposed secure hybrid
scheme. In future work, similar manipulations can be sug-
gested to the AES in order to attain better performance and
security without increasing the implementation cost.

Moreover, the secure hybrid cryptosystem scheme is
designed for securing MQTT devices that are employed in
IoT networks. However, an internal/external publisher and a
subscriber can also exploit to cause various cyber-attacks on
the MQTT broker. Since this research work is not focusing
on the cyber-attacks that exhaust the resources of the MQTT
broker. Therefore, the future direction presents a mechanism
for MQTT Broker.

Besides, a DDoS attack is one of the most common net-
work attacks that cause a DoS attack on any server such as
an MQTT broker. The secure hybrid scheme utilized external
authority in this implementation; this authority can be imple-
mented on the same MQTT broker by modifying the broker
and then could be used to propose a mechanism to detect the
abnormal behavior in the DDoS attack.

Additionally, there is potential for the KP-ABE to be
improved such that it is both more secure and a hierarchical
scheme that can allow role delegation in the Internet of Things
applications, in particular IoT-connected healthcare systems.

Furthermore, Blockchain and other emerging technologies
provide intriguing possibilities. However, blockchain tech-
nology and symmetric algorithms such as D-AES could be
employed to ensure the integrity of MQTT data and the
availability of the broker against the most frequent attacks
against IoT systems, such as linking attacks, a man in the
middle, and Distributed.
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Lastly, this study focuses on IoT nodes that do not rely
on batteries for the power source. Therefore, future research
might investigate the effects of the proposed scheme on
battery-powered node-based IoT devices.

XIll. CONCLUSION

In order to address the key expansion limitation of the AES,
the key expansion unit is structured to utilize four values
of the RCON in each round in order to compensate for this
vulnerability. Utilizing these round constants within the key
expansion component effectively improved AES’ confusion
feature. Moreover, strengthening the unit of key expansion
has improved the strength of the D-AES. Further, redesign
the SubBytes transformation of the AES algorithm in order
to ensure that a key change could well be recognized within
encrypted messages by making this transformation work
dynamically by introducing a new design of this transforma-
tion, where all the bytes in the matrix of 128-bits round key
has been utilized.

Moreover, a new design of the shift row transformation of
the AES algorithm has been introduced in order to make this
transformation work dynamically and for improving the algo-
rithm security level in terms of diffusion. the transformation
process in this enhancement did not rely on the static offset
but became a dynamic transformation process that relied on
a dynamic value. The confusion rate has increased when
the enhanced method is executed ten times for the 128-bits
block to generate the encrypted data as well as increasing its
resistance to cryptanalysis.

A new security solution called RSS has been proposed to
be adopted on IoT devices in which security feature is aug-
mented to the existing MQTT protocol. The proposed scheme
uses two separate cryptosystems i.e., enhanced D-AES and
KP-ABE cryptosystems in order to distribute the secret key of
the publisher to the subscriber as well as to provide confiden-
tiality of MQTT payload, broadcast encryption, fine-grained
access control, and collision resistance.

The experimentation results were examined to evaluate
the performance of proposed enhancements of a symmetric
algorithm as well as the proposed RSS in order to achieve
the research objectives of this thesis. The analysis results
showed that the proposed D-AES is more promising with
improvements than the standard algorithm, there exists an
8.75%, 10.45%, and 6.81% difference in terms of balance,
avalanche effect, and hamming distance, respectively. Addi-
tionally, D-AES recorded a slight increase in the average total
processing time difference by only 2.16 and 3.21 millisec-
onds for encryption and decryption, respectively. Besides,
the proposed RSS has a slight increase in the execution time
overhead difference by 0.99% and 3.01% than the existing
scheme, respectively. Furthermore, the basic MQTT protocol
has minimal overhead because it is without any security
mechanisms, while the proposed scheme increases the traffic
overhead by 90.57% for ten attributes, there is an obvious
tradeoff which is secured transmission. It could be concluded
that the proposed security enhancements effectively improve
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the efficiency of the secure scheme compared to the existing
works and are more suitable for practical application in IoT
systems.
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