IEEE Access

Multidisciplinary : Rapid Review : Open Access Journal

Received 2 February 2023, accepted 6 April 2023, date of publication 13 April 2023, date of current version 28 June 2023.

Digital Object Identifier 10.1109/ACCESS.2023.3267048

== RESEARCH ARTICLE

Risk Factors and Practices for the Development of
Open Source Software From Developers’
Perspective

SHEHZAD HAIDER!, WAJEEHA KHALIL“2, AHMAD SAMI AL-SHAMAYLEH 3,
ADNAN AKHUNZADA?#, (Senior Member, IEEE), AND
ABDULLAH GANI“3, (Senior Member, IEEE)

!Higher Education Department KP, Government Postgraduate College Dargai, Malakand 23060, Pakistan

2Department of Computer Science and Information Technology, University of Engineering and Technology at Peshawar, Peshawar 25000, Pakistan
3Department of Networks and Cybersecurity, Faculty of Information Technology, Al-Ahliyya Amman University, Amman 19328, Jordan

4College of Computing and Information Technology (IT), University of Doha for Science and Technology, Doha, Qatar

SFaculty of Computer Science and Information Technology, University of Malaya, Kuala Lumpur 50603, Malaysia

Corresponding author: Adnan Akhunzada (adnan.adnan@udst.edu.qa)

ABSTRACT Open source software (OSS) has achieved popularity, however there are various software
product quality problems, security issues and certain challenges confronting the OSS growth that need to
be identified and addressed. The main focus of this research is to identify the risk factors associated with
open-source software and the practices for those risks which will help software development companies and
individuals to mitigate the risks. A systematic literature review (SLR) is employed for the identification of
potential risk factors in OSS whereas questionnaire survey is used to validate the findings of the SLR from
the relevant expert community. In the second round another SLR is carried out to identify the practices for
softening the effect of risk-factors in OSS development. A total of 14 risk factors from the developers’
perspective are identified via SLR in OSS. Amid the risk factors identified bugs, insufficient product
documentation, and lack of communication and coordination among developers are considered the most
important Further, we performed a secondary SLR to identify the practices for mitigating the effects of the
risk factors in OSS. Therefore, a total of 31 practices for mitigating and addressing the risk factors in OSS
were identified. In this work, we identified 14 risk factors and 31 practices for mitigating the critical risk
factors, through SLR for adapting OSS development from developers’ perspectives. We argue that focusing
on the identified risk factors would minimize the risks associated with OSS. We also recommend that OSS
developers should diligently consider all the risk factors that have been identified in the study for increased
software productivity and distribution of reliable and robust source code.

INDEX TERMS Open source software, open source software development, risk factors, systematic literature
review, open source developers, open source software risk factor, practices of open source software risk
factors.

I. INTRODUCTION

Open Source Software (OSS) is a software, where the source
code is freely available and contained within for reuse,
enhancement and further delivery [1]. OSS is considered to be
a future model to deliver automation through robust software
development, and to meet the everchanging requirements
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through free code. Even organizations like the Microsoft are
joining the open source community. OSS has also good effect
on the economic development of a country [2]. Numerous
countries across the world have started to use OSS solutions
for increased software productivity. This trend has attained a
high degree, an approach towards established economies [3].

However, the OSS benefits will not be achievable until
the associated risks are mitigated. Irrespective of the accept-
ability of OSS, there are various software product quality
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problems, security issues and different difficulties limiting
the OSS growth. Numerous businesses and professional
sectors are practicing or exercising OSS model, since
they understand the advantages like low development cost,
fast development cycle and many others [4]. However,
there are doubts regarding quality assurance in the shape
of program code quality and maintenance of the code
throughout the life cycle of the software [4]. It may cost
too much for stakeholders if serious open source module
crashes halfway over the development phase of a marketable
software [5]. Most of OSS projects do not achieve maturity,
that indicates developmental issues [6]. To stay practical,
several OSS projects require a steady involvement of fresh
volunteers. These newcomers face many difficulties when
take part in software development such as, how to start,
societal connections, code problems, documentation issues
and tenderfoot knowledge [7]. The greatest substantiated
obstacles are newcomers’ technical abilities, getting reply
from community, criticality of social contacts, and finding
the suitable path to start contributing [7]. Guidelines [8]
have been produced for the purpose of synthesizing of
different practices that have been identified for addressing the
challenges of OSS.

This research is carried out to identify and highlight the
risk factors in adapting OSS. For the achievement of primary
idea, four research questions are designed as follow:

RQ1. What are the risk factors associated with the adoption
of OSS?

RQ2. What are the risk factors for adapting OSS in the real-
world industry?

RQ 3. Do the recognized/identified risk factors differ
within both the data sets i.e., SLR and real-world practices

RQ 4. Are there any practices found during the SLR for
lessening the challenges/risk factors during development of
OSS from the developers perspective

A short summary of the sections of the paper is presented
as follow.

Section II poses background study of the OS; Section III
gives detailed description on the adapted research methodol-
ogy for the identification of factors and practices. Section IV
presents the results. Section V discusses the implications of
the findings, whereas section VI presents the conclusion and
future work. Finally, section VII discusses the limitations of
the study.

Il. RELATED WORK

OSS is affordable, re-useable, adaptable, low cost and
provides the liberty of choice. These key characteristics have
facilitated open source as a first-choice platform for many
software companies and individuals [9], [10], [11]. The key
strength of OSSD is its motivation of outside uniqueness;
for example, free access, practicing, assessing, debugging
and enhancing new competences [10], [12]. OSS inspires
individuals to use their expertise to create a value-added
software at a lower cost [4], [9].
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Though OSS has many benefits, yet it faces distinctive
difficulties and challenges in widespread adoption. For
instance, one such challenge is the absence of proper
documentation. Programmers from various parts of the world
and societies are engaged with advancement process who
do not properly document their code. Likewise, there are
usability, configuration, and design issues.

Opensource programming is preferred as an answer
for majority of computing challenges confronting public
sector organizations. Coelho et al. [13] states that one of
the harmful effects of an abandoned project is a number
of bugs. Rashid [14] pointed out that usually developers
are geographically spread out, thus the management and
coordination is not performed face to face hence OSS face
many difficulties.

In this study we have used systematic literature review
(SLR) as a research methodology to identify the risk factors
and the practices for the risk factors in OSS from the
developers’ perspective. As far as our knowledge, there
is no SLR conducted and published for the identification
of risk factors till date which has significant influence on
adaptation of OSS. The findings of this study demonstrates
that the companies have been updated concerning all
possible risk factors/challenges for familiarizing with OSS
for further secure and up to date software production.
Suitable familiarity regarding the risk factors/challenges in
OSSD will similarly insist the outcomes of the methods,
solutions, tools and a model, for mitigating the challenges
faced by OSS developers, which we will deal in our future
study.

IIl. RESEARCH DESIGN

For the identification of risks during the development of
open-source software we have used systematic literature
review and survey as means of research methods. Once
the possible risks were identified, we then validated the
findings from worldwide relevant experts and groups for
its pertinence. These methods were exercised due to the
nature of the research and data used. This kind of research
design is also used by other researchers [15], [16], [17], [18],
[19], [20].

A. SYSTEMATIC LITERATURE REVIEW (SLR)

In this study Systematic Literature Review (SLR) is exercised
as research tool as SLR is detailed, fair, and yields
dependable and consistent outcomes in comparison with
ordinary literature review [21]. A systematic review gives
a high-level authenticity in trying to find, evaluate and
summarize all possible available proofs on an exact research
question, as compared to ordinary literature reviews. A sim-
ilar methodology has been adopted by several researchers
[15], [16], [17], [18], [19], [20]. For the purpose of reviewing
the literature. The below sub units define certain phases for
SLR approach, which have been taken in the conduction of
this study.
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TABLE 1. Query for data extraction.

Query
("Open source software" OR "OSS") AND ("Factor" OR "Challenges"
OR "Risks" OR "Solutions" OR "Practices")

1) IDENTIFICATION OF PROBLEM

The core focus and the objective of this study is to find out
the risks or challenges in OSSD with developers’ perspective.
To this end, research questions are designed to achieve the
objective. The set of research questions are in Section I.

2) SOURCES OF DATA

During this phase, we designed and implemented a experi-
mental search string on certain digital libraries. We searched
the digital libraries including IEEE Xplore, Science Direct,
ACM Digital Library, Wiley online Library and Springer
Link. A total of 4, 289 articles were found. The same sources
are used in the literature as well [15], [16], [17], [18],
[19], [20]. Table 1 presents the search query string. Table 2
gives a summary of the conclusively chosen list of sources
which were examined in this phase. The total articles found
were different in each digital library.

3) SELECTION OF PUBLICATIONS
For final selection of the relevant publications, an inclusion
criterion was used which is as follow:

e Only Computer Science background related papers were
selected and written in English language only.

e Research papers that describe the idea and risk fac-
tors/challenges/of Open Source Software.

e Study that reports practices/patterns for developing OSS.

e Research study which reports tools/expertise for the
OSSD.

4) QUALITY ASSESSMENT OF PUBLICATION

Once the selection of publications was finalized, a quality
assessment check was performed. Some questions were
check listed in the process of selection, in order to make
sure the quality of the chosen study is met. To facilitate the
study selection, process the quality criteria is applied and it is
made sure that only related papers are chosen. The following
questions are used in the quality criteria:

(a) Do we have a strong portrayal for adapting OSS
development? (Yes/No/Partially)

(b) Do we have a clear demonstration of the methodology
used for the identification of risk factors/challenges for OSS?

(c) Do we have a clear idea that how the risk fac-
tors/challenges in OSSD were identified? (Yes/No/Partially)

(d) Have the research questions been reflected through
results in understandable way?

For the purpose of validation, a small subset of secondary
reviewers scored the selected publications. Through quality
assessment, some publications were excluded that did not
meet the quality criterion. Studies that focused only the
risk factors in Open Source Software were selected. In a
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similar way, studies which did not provide convincing
outcome in risk factors related to Open Source Software were
left out.

During searching phase, 4, 289 papers were searched
initially which has been showed in Table 1. Afterwards thru
title-based evaluating and studying the abstract of each article
during searching phase, 833 papers were chosen as primary
selected papers through the search string showed in Table 1.
Afterwards using the inclusion criteria already described,
we chose 159 papers for our final review. Note that the
selection was made in January 2020.

5) DATA EXTRACTION AND SYNTHESIS

During extraction phase, data was extracted through a pre-
defined form while studying each of 159 papers. The
form had the fields including date of review, paper title,
authors, publication year, database it was taken from, most
importantly the risk factors that have impact on OSS, research
methodology, population which was targeted, organization
type, company size and the country. When the data extraction
was conducted, we applied data synthesis to finalize and
synthesize the risk factors. We identified 14 risk factors,
as shown in Table 3 along with their research paper ids
in which the risk factors have been identified. The paper-
id details 159 are mentioned in Appendix. Subsequently
identification of risk factors or challenges for open-source
software from the perspective of vendor, we classified risk
factors as revealed in Portion IV. A certain risk/challenge
was labeled as critical, if its occurrence or frequency in the
finally selected number papers is greater than or equal to
15%. Significant risk factors are ‘“bugs in source code,”
“Insufficient product documentation,” ““Lack of appropriate
Communication and Coordination among developers” and
“Lack of Knowledge.”

B. EMPIRICAL VALIDATION THROUGH QUESTIONNAIRE
SURVEY

After conducting the systematic literature review, we devel-
oped a questionnaire survey in OSSD environment in order to
validate the identified risk factors. There were two purposes
of this questionnaire survey, first, we wanted to certify the
outcomes of our SLR with OSS developers from

Software development organizations and secondly to
identify any other risk factors not identified through SLR.
Hence, we chose questionnaire survey as a means to meet the
self-reported data.

We benefitted from Google Forms, which is a free online
tool for preparation of questionnaire. The questionnaire
too has certain open-ended questions that permitted the
respondents to add new risks/comments, besides the ones
already identified, if any. A similar method has been used
by other researchers [15], [16], [17], [18], [19], [20].
We requested the participants of survey to provide feed-back
on a 7-point Likert scale.

To access our targeted population, several online profes-
sional forums, sponsored by LinkedIn and Facebook were
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TABLE 2. Data sources and search strategy for risk factors.

S. No | Digital Library Search String Search Date Covered | Total No of Initial Final
Years by | Publications | Selection | Selection
Search Found
1 IEEE XPLORE ("Open source software" OR "OSS") | 29" January 2,095 293 41
AND ("Factor" OR "Challenges" OR | 2018
2 Science Direct "Risks" OR "Solutions" OR | 8" August 2018 222 110 37
"Practices") All
3 ACM 228 73 23
4 Springer Link 1,564 244 41
5 Wiley Online 180 113 17
Library
Total 4,289 833 159
TABLE 3. List of risk factors in 0SS identified through SLR.
S. | Challenges Paper ids Total paper
No =159
Yoage
Count
1 P-1,2,4,8,9,11, 12, 13, 14, 15, 16, 17, 25, 29, 32, 33, 40, 41, 49, 50, 51, 52, 53, 56,
Bugs in Source Code 61,62,65,67,71,73,74,75,77,78, 80, 82, 83, 84, 85, 86, 88, 89,92, 94,9 5, 96, 99, 72 45
101, 102, 103, 112, 114,115, 118, 123, 124, 125, 130, 131, 133, 134, 136, 140, 141,
142, 143, 144, 147, 153, 156, 159
2 | Insufficient product documentation P-1, 3,7, 10, 16, 23, 31, 41, 43, 44, 45, 46, 50, 55, 85, 94, 103, 105, 108, 110, 113, 29 18
115,116 124, 128, 131, 139, 157,158
3 | Lack of appropriate Communication | P-1,2,4, 5,7, 35, 38, 43, 47, 55, 60, 64, 67, 70, 75, 81, 86, 89, 91, 92, 97, 99, 113, 28 18
and Coordination among developers 123, 127,131, 134, 157
5 Lack of Project Management | P-1,2,7, 10, 16, 22, 28, 34, 41, 47, 54, 80, 86, 94, 95, 101, 129, 131, 157, 158 20 13
practices
6 | Security, Intellectual Property Rights | P-10, 20, 23,27, 28, 32, 34, 39, 44, 56, 58, 63, 69, 78,79, 87, 108, 121, 131, 139, 158 21 13
and Legal Issues
7 | Inappropriate service Support P-10, 12, 13, 31, 34, 38, 47, 50, 75, 84, 106 108, 118, 129, 137, 138, 146, 158 18 11
8 | Increased Over all Cost P-2, 11, 18, 52, 50, 60, 68, 69, 73, 83, 95, 108, 128, 137, 138, 150, 158 18 11
9 | Lack of Software Quality Assurance P-9, 11, 18, 28, 38, 61, 62, 80, 82, 94, 80, 94, 95, 115, 125, 128, 131 17 11
10 | Lack of Trust P-15, 26, 28, 38, 41, 52, 53, 59, 104, 74, 94, 95, 100, 104, 138, 144, 158 17 11
11 | Lack of Usability P-7,9, 10,12, 13, 31, 38, 49, 82, 84, 106, 111, 113, 131, 158 15 9
12 | Lack of in time Feedback P-34, 35, 38, 68, 85, 86, 131, 132, 135 09 06
13 | Integration Complexities P-10, 69, 75, 70, 118, 127,158 05 03
14 | Compatibility Issues P-10, 75, 127, 158 04 03

accessed. Some OSS development related online research
groups were also joined to approach open source software
professionals to request the related specialists for contribution
to our research survey. Contact was also made with the
experts and writers of papers by sending them emails
individually. We observed a quite diversified participant’s list,
where professionals from different geographical sectors took
part.

A sum of 78 feedbacks were recorded, from OSS
practitioners from various countries. The basic demographics
including experience and company size are summarized in
Fig 1 and Fig 2 respectively.
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IV. RESULTS

A. SYSTEMATIC LITERATURE REVIEW

Table 3 answers RQI1. Table 3 portrays a sum of
14 risks/challenges in open-source software from developers’
perspective. Then, we classified four risk factors as critical
risk factors. We organized the factors based on their
frequency percentage and few were labeled as critical;
those having frequency percentage > 15 are called critical.
The critical risk factors are bugs in source code (45%),
insufficient product documentation (18%), lack of appro-
priate communication and coordination among developers
(18%) and lack of knowledge (15%). Lack of project
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TABLE 4. Comparative Summary of the risk factors in two datasets (SLR and Questionnaire) for 0SSD.

Total No. Of responses from OSS Industry Participants (N=72)
Risk Factors OSSD
Positive (+ve) Negative (-ve) Neutral
> z > z
— [ D — P
) = > 0 W - @
£ £ = F Ec | Eg | zgl =
SRl || |27 28 |BE |-
H<| =« zw< | ma | =8 wzs| & z *
Bugs in Source Code 37 22 8 93 1 1 3 3 4
Insufficient product | 29 20 12 85 2 2 3 10 4 5
documentation
Lack of appropriate | 27 21 15 87 2 2 1 7 4 6
Communication and Coordination
among developers
Lack of Knowledge 24 12 18 75 6 2 2 14 8 11
Lack of Project Management | 26 20 12 80 4 2 1 10 7 10
practices
Security, Intellectual Property | 28 16 12 78 8 4 1 18 3 4
Rights and Legal Issues
Inappropriate service Support 26 24 11 84 3 3 1 9 5 7
Increased Over all Cost 24 16 13 74 7 1 1 12 10 14
Lack of Software Quality | 25 20 15 83 3 4 1 10 5 7
Assurance
Lack of Trust 27 14 18 82 5 2 1 11 5 7
Lack of Usability 21 23 11 77 5 4 2 15 6 8
Lack of in time Feedback 29 19 9 79 4 4 1 13 6 8
Integration Complexities 23 18 18 86 1 3 2 8 4 6
Compatibility Issues 23 18 18 88 1 3 4 5 8

= Junior Level (less than 5
years)

= Intermediate (5-10
years)

SeniorLevel (above 10
years)

FIGURE 1. Details of survey participants experience.

management practices (13%) was also identified in this
study as an important risk factor. This risk factor describes
that since developers are geographically dispersed and lacks
appropriate communication and synchronization, so the
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= Less than 20
= 20-200
Greater than 200

= Not Sure

FIGURE 2. Details of participants’ company size.

standard managerial and project management processes are
not practiced. Rashid [31] mentioned in her study that
OSS systems are mainly developed by volunteers who
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FIGURE 3. Correlation scatter plot for risk factors identified through SLR and questionnaire.

work by choice, where no clear system-level design occurs,
with no project plan, to-do list or list of deliverables.
Security, Intellectual Property Rights and Legal Issues
(13%) was another risk factor identified in the study.
Code is open and programmers all over the globe are
able to make modification to the code according to their
needs and distribute it further. One of the big hurdles
in OSS is how to develop its environment, particularly
enhancements in the security and quality standards of these
systems [32]. Oliver et al. [33] identified that OSS practice
faces difficulties such unanticipated code contamination, loss
of intellectual property rights, license violation or mistreat,
and probable copyright violation. It could eventually lead
to legal implications for the organization with major after-
effects (it should be noted however that license infringement
is not particularly an OSS matter, but it relates the commercial
software too) [33]. Inappropriate service support (11%) is
identified as another important risk factor. Lorraine et al. [34]
has argued that there is no guard as there is no backing and
no organization to support it.

B. FINDINGS OF QUESTIONNAIRE SURVEY (RQ2)

A questionnaire survey was led to answer RQ2 as described
in Section III-B. The data of survey, as depicted in Table 3,
validates that entire identified risk/challenges have obtained
> 50% responses as positive in the sample. The result
demonstrates that entire identified risks are of considerable
significance for OSS developers.

C. VALIDATION OF CRITICAL RISK FACTORS VIA
QUESTIONNAIRE SURVEY, FOR 0SS

Table 4 gives a list of risks factors which have been validated
via questionnaire survey, where 72 OSS experts from various
demography took part. The Table 4 results show that most
of the risk factors identified have attained more than 70%
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rates in the positive list. As “Bugs in source™ is seen to be
the extremely momentous risk factor in the optimistic list,
i.e. 93%.

These outcomes furthermore show that “Compatibility
Issues” (88%) is the 2nd most considerable risk factor for the
development of open-source software. ‘“Lack of appropriate
Communication and Coordination among developers (87%)
3rd and “Integration Complexities” (86%) were seen to be
the fourth extremely momentous and significant risk factor
in the positive list in the below Table 4.

D. RELATIVE ANALYSIS OF THE RFS THRU THE TWO
DIVERSE DATA SETS (SLR VS QUESTIONNAIRE

SURVEY) (RQ3)

For investigating the likeness and differences amongst
the identified risks/challenges, across the SLR and the
questioners survey, we evaluated both SLR and questionnaire
data, as presented in Table 6. It is valuable to observe that
in Table 6 the risks with maximum values are specified
with highest ranks. Those risk factors which are having
same values are given equal average rank. Likewise, the
succeeding risk factor is adapted with next value correctly.
Through analysis we have highlighted the resemblances
and dissimilarities among the results of the two datasets.
To compare these two datasets, Figure 3 demonstrates the
“Positive %" of the risks/challenges taken through the slrs
and surveys results.

To explore unobserved challenges and to improve the
acknowledged list, we put some open-ended questions, which
granted choice to the contributors to include more factors,
they have come across. However, the response from the
survey responders was not significantly different than that
observed in SLR.

Empirical results in Table 6 prove that no single risk factor
has zero frequency in the survey. It is worthy to mention
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TABLE 5. Detailed scores for each risk factor in questionnaire.

Strongly Agree
percentage in the
Risk Factors in OSS Development Questionnaire Avg
SLR Results | (total=72) Rank
(N=159)
% Ranking % Ranking
Bugs in Source Code 45 1 93 1 1
Insufficient product documentation 18 2.5 85 5 3.75
Lack of appropriate Communication and Coordination among developers
18 2.5 87 3 2.75
Lack of Knowledge 15 3 75 13 8
Lack of Project Management practices 13 45 80 9 6.75
Security, Intellectual Property Rights and Legal Issues
13 4.5 78 11 7.75
Inappropriate service Support 11 7.5 84 6 6.75
Increased Over all Cost 11 7.5 74 14 10.75
Lack of Software Quality Assurance 11 7.5 83 7 7.25
Lack of Trust 11 7.5 82 8 7.75
Lack of Usability 09 10 77 12 11
Lack of in time Feedback 06 11 79 10 10.5
Integration Complexities 03 12 86 4 8
Compatibility Issues 03 13 88 2 7.5

that the ranks of both data sets are almost dissimilar e.g.,
insufficient product documentation is rank number 2.5 in
SLR data, while it drops to rank 5 in the questionnaire survey,
as portrayed in Table 6.

To analyze resemblance among the risk factors which have
been identified by the SLR and the survey, a Spearma’s rank-
order correlation is carried out as shown in Table 6. It is
important to mention that ranking of the challenges of the two
datasets are not completely similar. The value of Spearman’s
correlation coefficient is 0.11137. This demonstrates a strong
correlation among the ranking gained from the datasets, with
the value of p = 0.704. The value of p is not statistically
significant, it is signifying that there is no major dissimilarity
amongst the outcomes of the survey and the SLR according to
the relative significance of the risk factors. The conclusions
of the statistical analysis portray that SLR as well as survey
have maximum likenesses than dissimilarities. The stated
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outcomes are illustrated through scatter plot as well in
Figure 3.

E. THE PRACTICE/SOLUTIONS IDENTIFIED BY SLR2 FOR
THE MITIGATING/SOLVING OF THE CHALLENGES IN 0SS
We reviewed the papers selected for SLR again for practices.
SLR guide lines [8] have been followed for the purpose of
synthesizing of different practices that have been identified
for the challenges of OSS. We identified a total of 31 practices
for the mitigating and addressing of OSS critical risk factors.
These practices are distributed across different risk factors as
discussed in the following section.

1) PRACTICES FOR ADDRESSING BUGS IN SOURCE CODE

This section discusses the practices or solutions meant for the
critical risk factor Bugs in Source Code. It has a frequency
of 45%. As program code in OSS software is available to
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TABLE 6. Comparisons of the two datasets for OSS risk.

Strongly Agree
percentage in the

Risk Factors for the development of Open Source Software Questionnaire Avg

SLR Results | (total=72) Rank

(N=159)

% Ranking | % Ranking
Bugs in Source Code 45 1 93 1 1
Insufficient product documentation 18 2.5 85 5 3.75
Lack of appropriate Communication and Coordination among developers

18 2.5 87 3 2.75
Lack of Knowledge 15 3 75 13 8
Lack of Project Management practices 13 4.5 80 9 6.75
Security, Intellectual Property Rights and Legal Issues

13 4.5 78 11 7.75
Inappropriate service Support 11 7.5 84 6 6.75
Increased Over all Cost 11 7.5 74 14 10.75
Lack of Software Quality Assurance 11 7.5 83 7 7.25
Lack of Trust 11 7.5 82 8 7.75
Lack of Usability 09 10 77 12 11
Lack of in time Feedback 06 11 79 10 10.5
Integration Complexities 03 12 86 4 8
Compatibility Issues 03 13 88 2 7.5

everybody, there are more chances that a non-expert may
make changes to source code which may not work properly.
Coelho et al. [13] has rationale that one of the adverse effects
of a cancelled project is bugs. So, it is significant to note the
practices identified in this study in order to mitigate the risk.
Table 7 summarizes the key practices and recommendations
for addressing bugs in source code.

2) PRACTICES FOR ADDRESSING INSUFFICIENT PRODUCT
DOCUMENTATION

This section discusses the solution/practices for the challenge
“Insufficient product documentation.” “‘Insufficient product
documentation” has a frequency of 18%. Most of the
software documentations is usually considered as outdated
[22], [23], weak and inadequate [24], [25], vague [26],
of not good quality [27], and mainly ignored [28]. The
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non-existence of good quality documentation is mainly pre-
dominantly acute for large-scale systems [29] Scott2009. One
of the drawbacks which has been argued by researchers [14]
that the documentation may be out-of-date or might have
perished in development. Table 8 highlights the practices
identified to minimize the risk associated of insufficient
documentation in OSS.

3) PRACTICES FOR ADDRESSING LACK OF APPROPRIATE
COMMUNICATION AND COORDINATION AMONG
DEVELOPERS

In this section the practices/solutions for “Lack of appro-
priate Communication and Coordination among developers™
are discussed. It has a frequency of 18%. Rashid [14] has
urged that maximum number of developers are geologically
dispersed and the organization of tasks among them is by
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TABLE 7. Practices for addressing bugs in source code.

OSSC1: Bugs in Source Code

S. No. Practices/Solutions for Addressing Bugs in Source Code Freq | %
POSSC 1 Use the different bug tracking system or tools and platform such as code repository, JIRA, Mailing lists 18 11
and Bugzilla or its own bug tracking system
POSSC 2 Involve end users to identify and report bugs and even in fixing the bugs 13 8
POSSC 3 Concentrate and give enough time to fix all the bugs 9 5
POSSC 4 Build teams for identification, reporting and fixing of bugs. 5 4
POSSC 5 Categorize the bugs on the basis of fixing status whether the bug status is Fixed, Invalid, Duplicate, Won’t 4 3
Fix or Incomplete
POSSC 6 Release the source code early to have enough time for bug fixing 3 2
POSSC 7 Make sure that a user friendly and effective design is used which reduces the bugs 2
POSSC 8 Decrease communication gap between developers and OSS community which ultimately decreases the 1 1
occurrence of bugs
TABLE 8. Practices for addressing insufficient product documentations.
OSSC2: Insufficient Product Documentations
S. No Practices/Solutions for solving Insufficient Product Documentation Freq %
POSSC 1 Make sure that the appropriate up to date documentation related to the source code like installation 16 3
manuals/user manuals/operational manuals in several languages in OSS is available and accessible
by everyone.
POSSC 2 Write Documentation of software through expert writers and it must be complete and precise in all 3 2
aspects.
POSSC 3 Use visual or view-based software documentation 2 1
POSSC 4 Create log files or a past operation history or document it from code comments 2 1
POSSC 5 Use Gunning fog index for evaluating quality of documentation. 1 1
POSSC 6 Tools for the automatic generation of documentation must be used. For Example, T-DOC 1 1

means of asynchronous communication. Table 9 summarizes
recommendations for addressing lack of appropriate commu-
nication and coordination among developers in OSS.

4) SOLUTIONS/PRACTICES FOR ADDRESSING LACK OF
KNOWLEDGE

Lack of knowledge challenge has a frequency of 15%.
Various researchers [4], [7], [8], [30] have highlighted the
issue of lack of knowledge. It may be technical knowledge
or any skill that may contribute to the OSS projects. Table 10
presents the recommendations for addressing the challenge
of lack of knowledge in OSS.

V. IMPLICATION OF THE FINDINGS

Open Source Software (OSS) is a software where the source
code of the software is willingly available, usually accessible
with no charges or cost, and often developed by voluntary
efforts. Besides the many benefits it has many risks associated
with it. In this study first we have identified a total of
14 risk factors using SLR by studying a total of (N = 159)
final chosen research papers. Then we used a questionnaire
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survey to validate these risk factors through OSS experts
belonging to different countries. The findings of our SLR and
questionnaire survey were almost identical as described in the
above results section. Thus, we came into the conclusion that
if the OSS practitioners take guidance from our findings, they
will come into knowledge that the above mentioned are some
of the risks that are associated with OSS.

After the identification of risk factors, we also identified
31 practices to mitigate the critical risk factors, using SLR
and questionnaire survey in OSS. These practices were also
validated through questionnaire survey from OSS experts.
The critical risk factors were the factors whose frequency
percentage was greater or equal to 15.

Our study describes that if the OSS practitioners take
advantage of the identified practices for each of the critical
risk factor, the risk factors can be mitigate.

VI. LIMITATIONS OF THE STUDY

In this study, a sum of 14 risk factors and 31 practices are
identified in order to mitigate the risk factors, using SLR
and questionnaire survey in OSS. We identified these risk
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TABLE 9. Practices for addressing lack of appropriate communication and coordination among developers.

OSSC3: Lack of Appropriate Communication and Coordination Among Developers
S. No. Practices/Solutions for Mitigating Lack of Appropriate Communication and Coordination Freq %
Among Developers
POSSC 1 Asynchronous communication like mailing lists, web blogs, documentation, discussions forums and 8 5
bulletin boards must be used as they are geographically distributed and cannot give large block of
time to the project in a consistent manner.
POSSC 2 Use face to face meetings, online chats, phone calls, conferences and IRC (Internet Relay Chat) 6 4
among programmers
POSSC 3 It is a natural phenomenon that an individual with a high reputation is listened carefully in 2 1
comparison with low reputation or profile. So, Coordinate and communicate through Developers
with a high reputation as they are better listened.
POSSC 4 Offer contributors with the devices to revolutionize the community — provide them the language 1 1
they demand to contest / discourage discrimination
POSSC 5 Give more time, stay online and connected 1 1
POSSC 6 Use the coordination tools for example the formal planning, system-level design, schedules, and 1 1
defined development processes
POSSC 7 Appoint proper focal person or representative for formal and frequent communication. 1 1
POSSC 8 Define rules and routines to economize on communication 1 1
TABLE 10. Practices for addressing lack of knowledge.
OSSC4: Lack of Knowledge
S. No. Solutions for Mitigating Lack of Knowledge Freq %
POSSC 1 The maximum value operational information regarding a process is reserved by individuals in their 7 4
memory through personal participation so it must be share with others and documented.
POSSC 2 Collect and integrate outside knowledge from research projects and universities, research and 3 2
customers.
POSSC 3 To smooth the progress of knowledge sharing inside, one promising strategy is by having an internal 3 2
module ‘knowledge keeper’
POSSC 4 Develop collaborative ventures/ practice with allies and collaborates with communities e.g. Eclipse 2 1
POSSC 5 Commercialize the knowledge 1 1
POSSC 6 Train and the knowledge will be retained. 1 1
POSSC 7 Document the knowledge for future use 1 1
POSSC 8 Give ontologies to knowledge and information for better access rather being unstructured and 1 1
scattered.
POSSC 9 Individuals should attain their individual knowledge from a miscellaneous variety of informants 1 1
including class-based learning, textbooks, reports, conversation, manuals, online sources, practical
problem-solving and training media.

factors and practices by studying a total of (N = 159) final
chosen research papers. Nevertheless, certain shortcomings
to the research methods adopted exists in this study which is
essential to be acknowledged.

One probable threat to validity is that we have a
conclusive list of articles achieved during the systematic
literature review, where the study method was interviews,
case studies, experience reports, and survey. Considering
the study strategy, the papers were not in right ratio. With
the rising amount of articles available on this subject,
some latest publications with precise study strategy would
have been unused while combining the results of the SLR.
We might have also obtained different paper count if we
could conduct the search on various databases. Another
threat to validity is it is likely that the inclusion criteria
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may have unintentionally omitted some related and important
resources. Along this, non-English language and abstract
only papers were disqualified from inclusion in the SLR.

VIi. CONCLUSION AND FUTURE WORK
Open Source Software (OSS) is a software where the source
code is freely available. OSS is considered to be a future
model for the delivery of IT solutions, according to current
and future world computing demand. Organizations like
Microsoft are moving to open source community. But there
are certain limitations/risks associated with it which are
making the practitioners reluctant to adopt OSS.

In our research work, we identified 14 risk factors, through
SLR for adapting Open Source Software development from
developers perspectives. Through our final outcomes, it is
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TABLE 11. List of research papers reviewed in SLR.

Paper-id Papers
P-1 M. Reboucas, R. O. Santos, G. Pinto, F. Castor, “How Does Contributors’ Involvement Influence the Build Status of an
Open-Source Software Project?” 14th International Conference on Mining Software Repositories (MSR), 2017

P-2 J. Coelho, M. T. Valente, “Why Modern Open Source Projects Fail”, The Journal of Systems and Software 135 (2018) 17—
36,2017.
P-3 O. Gendreau, P. N. Robillard, “A Process Practice to Validate the Quality of Reused

Component Documentation: A Case Study Involving Open-Source Components”, International Conference on Software
and System Process, Pages 61-69 2013

P-4 Bo Xu, Donald R. Jones, “Volunteers’Participation in Open Source Software
Development:A Study from the Social-Relational
Perspective”, International Conference on Software and System Process, Volume 41 Issue 3, August 2010 Pages 69-84

P-5 A. Filippova, H. Cho, “The Effects and Antecedents of Conflict in Free and Open
Source Software Development”, CSCW _'16 Proceedings of the 19th ACM Conference on Computer-Supported
Cooperative Work & Social Computing, 2016

P-6 A. Mockus, “Large-scale code reuse in open source software”, proceeding FLOSS '07 Proceedings of the First International
Workshop on Emerging Trends in FLOSS Research and Development page 7, 2007

P-7 M. Rashid, “Remedying Knowledge Loss in Free/ Libre Open Source Software”, Proceedings of the 20th International
Conference on Evaluation and Assessment in Software Engineering Article No. 4, 2016

P-8 Y. Ye. K. Kishida. “Towards an understanding of the motivation of open source software developers”, Proceedings of the
25th International Conference on Software Engineering, 2003

P-9 H. Hedberg, N. livari, M. Rajanen & L. Harjumaa, “Assuring Quality and Usability

In Open Source Software Development”, FLOSS '07 Proceedings of the First International Workshop on Emerging Trends
in FLOSS Research and Development, 2007

P-10 L. Morgan, P. Finnegan, “Open Innovation in Secondary Software Firms:An Exploration of Managers’ Perceptions of
Open Source Software” the DATABASE for Advances in Information Systems Volume 41 Issue 1, February 2010 Pages
76-95

P-11 Nanthaamornphong, A. Chaisutanon, “Empirical Evaluation of Code Smells in Open Source Projects: Preliminary

Results”, iwor 2016 Proceedings of the 1st International Workshop on Software Refactoring Pages 5-8, 2016.

P-12 M. Rajanen, N. livari, E. Keskitalo, “Introducing Usability Activities into Open Source Software Development Projects —
a Participative Approach”, nordichi '12 Proceedings of the 7th Nordic Conference on Human-Computer Interaction:
Making Sense Through Design, 2012.

P-13 M. Rajanen, N. Tivari, “Open Source and Human Computer Interaction

Philosophies in Open Source Projects — Incompatible or Co-Existent?”, Proceedings of International Conference on
Making Sense of Converging Media, pages 67, 2013

P-14 J. Wang, J. M. Carroll, “Beyond Fixing Bugs:Case Studies of Creative Collaboration in Open Source Software Bug Fixing
Processes”, C&C '11 Proceedings of the 8th ACM conference on Creativity and cognition, 2011.

P-15 V. S. Sinha, S. Mani, Saurabh Sinha, “Entering the Circle of Trust: Developer Initiation as Committers in Open-Source
Projects”, 11 Proceedings of the 8th Working Conference on Mining Software Repositories, 2011

P-16 W. Kim, S. Chung, B. Endicott-Popovsky, “Software Architecture Model Driven Reverse Engineering Approach to Open
Source Software Development” _'14 Proceedings of the 3rd annual conference on Research in information technology,
2014

P-17 M. S. Zanetti, I. Scholtes, C. J.Tessone, F. Schweitzer, “Categorizing Bugs with Social Networks: A Case Study on Four

Open Source Software Communities”, 13 Proceedings of the 2013 International Conference on Software Engineering
Pages 1032-1041

P-18 A. Schilling, S. Laumer, T. Weitzel, Train and Retain— The Impact of Mentoring on the
Retention of FLOSS Developers, 12 Proceedings of the 50th annual conference on Computers and People Research, 2012.
P-19 H. Thorbergsson, T. Bjorgvinsson, A. Valfells, Economic Benefits of Free and Open Source Software in Electronic

Governance, 07 Proceedings of the 1st international conference on Theory and practice of electronic governance pages
183-186, 2007.

P-20 T. Bjorgvinsson and H. Thorbergsson, Software Development for Governmental Use Utilizing Free and Open Source
Software, 07 Proceedings of the 1st international conference on Theory and practice of electronic governance, 2007.

stated that concentrating on the identified risk factors would is to deliver OSS developers with such knowledge that
minimize the risks associated with OSS while vendor would support them to use and plan Open Source Software
companies adapting OSS. The main objective of our research initiatives. Our final results show that Open Source Software
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TABLE 11. (Continued.) List of research papers reviewed in SLR.

P-21 Walt Scacchi, Free/Open Source Software Development: Recent Research Results and Emerging Opportunities, The 6th
Joint Meeting on European software engineering conference and the ACM SIGSOFT symposium on the foundations of
software engineering: companion papers Pages 459-468, 2007.

P-22 Jai Asundi, The Need for Effort Estimation Models for Open Source Software Projects, Proceeding 5-WOSSE Proceedings
of the fifth workshop on Open source software engineering pages 1-3, 2005.

P-23 D. Yuani, S. Park, and Y. Zhou, Characterizing Logging Practices in Open-Source Software, 12 Proceedings of the 34th
International Conference on Software Engineering pages 102-112, 2012.

P-25 A. Thara, Y.Kamei, A. Monden, M. Ohiraf, J. W. Keung§, N. Ubayashi, K. Matsumoto, An Investigation on Software
Bug-Fix Prediction for Open Source Software Projects -A Case Study on the Eclipse Project -, 19th Asia-Pacific Software
Engineering Conference Workshops, 2012

P-26 S. K. Jha, Dr. A.K.D.Dwivedi, Dr.A. Tiwari, RELIABILITY MODELS AND OPEN SOURCE SOFTWARE:

AN EMPIRICAL STUDY, 2010 IEEE International Conference on Computational Intelligence and Computing Research.

P-27 Y. Kashima, Y. Hayase, N. Yoshida, Y. Manabe, K. Inoue, An investigation into the impact of software licenses on copy-
and-paste reuse among OSS projects, 18th Working Conference on Reverse Engineering, 2011.

P-28 R. Kumar, H. Singh , A Model for Quality Assurance of OSS Architecture, 2012 CSI Sixth International Conference on
Software Engineering (CONSEG).

P-29 C. Kuo, C. Huang, S. Luan, A Study of Using Two-Parameter Generalized Pareto Model to Analyze the Fault Distribution
of Open Source Software, 2012 IEEE Sixth International Conference on Software Security and Reliability.

P-30 F. Amin, A. K. Mahmood, A. Oxley, An Evolutionary Study of Reusability in Open
Source Software, International Conference on Computer & Information Science (ICCIS), 2012.

P-31 G. Cetin, M. Goktiirk, A Measurement Based Framework for Assessment of Usability-Centricness of Open Source
Software Projects, 2008 IEEE International Conference on Signal Image Technology and Internet Based Systems.

P-32 O. Fendt, M. Jaeger, R. J. Serrano, Industrial Experience with Open Source Software Process Management, 2016 IEEE
40th Annual Computer Software and Applications Conference.

P-33 A. H. Ghapanchi, A. Aurum, Measuring the Effectiveness of the Defect-Fixing Process in Open Source Software Projects,
44th Hawaii International Conference on System Sciences, 2011.

P-34 A. Hamid, N. L. Abdullah, R. Idrus, Framework for Successful Open Source Software
Implementation in the Malaysian Public Sector, 2016 International Conference On Advanced Informatics: Concepts,
Theory And Application (ICAICTA).

P-35 P. He, B. Li, Applying Centrality Measures to the Behavior Analysis of Developers in
Open Source Software Community, 2012 Second International Conference on Cloud and Green Computing

P-36 H. Hedberg, N. livari, M. Rajanen , L. Harjumaa, Assuring Quality and Usability in Open Source Software Development,
First International Workshop on Emerging Trends in FLOSS Research and Development (FLOSS'07: ICSE Workshops
2007)

P-39 S.A.Hissam, D.Plakosh, cweinstock, Trust and vulnerability in open source software, IEE Proceedings - Software, Volume:
149, Issue: 1, 2002

P-40 C. Huang, C. Kuo, S. Luan, Evaluation and Application of Bounded Generalized Pareto Analysis to Fault Distributions in
Open Source Software, IEEE Transactions on Reliability Volume: 63, Issue: 1, 2014

P-41 W. Lee, J. K. Lee, J. Baik, Software Reliability Prediction for Open Source Software Adoption Systems Based on Early
Lifecycle Measurements, 2011 35th IEEE Annual Computer Software and Applications Conference.

P-42 M. Mahmod, S. A. Mohd. Yusof, Z. Md. Dahalin, Women Contributions to Open Source Software Innovation: A Social
Constructivist Perspective, 2010 International Symposium on Information Technology,2010

P-43 Eunyoung Moon, Gendered Patterns of Politeness in Free/Libre Open Source Software Development, 2013 46th Hawaii
International Conference on System Sciences.

P-44 S. Morasca, D. Taibi, D. Tosi, Towards Certifying the Testing Process of Open-Source Software: New Challenges or Old
Methodologies?, 2009 ICSE Workshop on Emerging Trends in Free/Libre/Open Source Software Research and
Development.
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TABLE 11. (Continued.) List of research papers reviewed in SLR.

P-45

Y. Murakami, N. Funabiki, H. Tokunaga, K. Shigeta, T. Nakanishi, A Proposal of an Installation Manual Generation
Method for Open Source Software Using Operation Logs, 2008 IEEE International Conference on Signal Image
Technology and Internet Based Systems.

P-46

Y. Murakami, N. Funabiki, H. Tokunaga, K. Shigeta, T. Nakanishi, A Web-based Installation Manual Management System
for Open Source Software, 2009 Fifth International Joint Conference on INC, IMS and IDC.

P-47

N. Nan, S. Kumar, Joint Effect of Team Structure and Software Architecture in Open Source Software Development, IEEE
TRANSACTIONS ON ENGINEERING MANAGEMENT, VOL. 60, NO. 3, 2013.

P-48

T. Norikane A. Thara, K. Matsumoto, Which Review Feedback Did Long-Term Contributors Get on OSS Projects? 2017
IEEE 24th International Conference on Software Analysis, Evolution and Reengineering (SANER).

P-49

James W. Paulson, G. Succi, A. Eberlein, An Empirical Study of Open-Source and
Closed-Source Software Products, IEEE TRANSACTIONS ON SOFTWARE ENGINEERING, VOL. 30, NO. 4, APRIL
2004

P-50

A. Raza, L. F. Capretz, F. Ahmed, Maintenance Support in Open Source Software Projects , Eighth International
Conference on Digital Information Management (ICDIM 2013).

P-51

B. D. Sethanandha, Improving Open Source Software Patch Contribution Process: Methods and Tools, 33rd International
Conference on Software Engineering (ICSE), 2013.

P-52

Sara S., Ammara H., Shah N, A Clone Management Framework to Improve Code
Quality of FOSS Projects, International Conference on Communication, Computing and Digital Systems (C-CODE), 2017.

P-53

V.B.Singh, O.P.Singh, R. Kumar, P.K.Kapur, A Generalized Reliability Growth Model for Open Source Software, 2nd
International Conference on Reliability, Safety and Hazard - Risk-Based Technologies and Physics-of-Failure Methods
(ICRESH), 2010.

P-54

L. Steinmacher, I. Wiese, A. P. Chaves, M.A. Gerosa, Why Do Newcomers Abandon Open Source Software Projects?, 6th
International Workshop on Cooperative and Human Aspects of Software Engineering (CHASE), 2013.

P-55

Lr Steinmacher, T. U. Conte, M. A. Gerosa, Understanding and Supporting the Choice of an Appropriate Task to Start
With In Open Source Software Communities, 48th Hawaii International Conference on System Sciences, 2015.

P-56

R. Xie, The Economic Interests and Legal Issues of OSS, 4th International Conference on Wireless Communications,
Networking and Mobile Computing, 2008.

P-57

B. Fitzgerald, Pir J. Agerfalk, The Mysteries of Open Source Software: Black and White and Red All Over*? Proceedings
of the 38th Hawaii International Conference on System Sciences — 2005.

P-58

W. Wang*, N. Hussein*, A. Gupta*, Y. Wang, A Regression Model Based Approach for
Identifying Security Requirements in Open Source Software Development, IEEE 25th International Requirements
Engineering Conference Workshops, 2017.

Chu-Ti Lin, Yan-Fu Li, Rate-Based Queueing Simulation Model of Open Source Software Debugging Activities, IEEE
TRANSACTIONS ON SOFTWARE ENGINEERING, VOL. 40, NO. 11, 2014.

L.Yuanl, H. Wang, G. Yin, D. Shi, H. Mi, Mining Roles of Open Source Software, The 2nd International Conference on
Software Engineering and Data Mining, 2010.

F. Ahmed, H. Mahmood, A. Aslam, Green Computing and Software Defects in Open
Source Software: An Empirical Study, International Conference on Open Source Systems and Technologies (ICOSST), 20
14.

P-62

20 I 4 International Conference on Open Source Systems and Technologies (ICOSST)
M. Alenezi, M. Akour, A. Hussien, M. Z. Al-Saad, Test Suite Effectiveness: An Indicator for Open Source Software
Quality, 2nd International Conference on Open Source Software Computing (OSSCOM), 2016.

P-63

D. Bahn, D. Dressel, Liability and Control Risks with Open Source Software, International Conference on Information
Technology: Research and Education, 2006.

P-64

Christian Bird, Sociotechnical coordination and collaboration in open source software, 27th IEEE International Conference
on Software Maintenance (ICSM), 2011.

P-65

K.Butt, E. Haq, A. Qadeer, A. Waheed, MIPS64 User Mode Emulation: A Case Study in
Open Source Software Engineering, 7th International Conference on Emerging Technologies, 2011.

P-66

J. Cabot, J. L. C. Izquierdo, V. Cosentino, B. Rolandi, Exploring the Use of Labels to Categorize Issues in Open-Source
Software Projects, IEEE 22nd International Conference on Software Analysis, Evolution, and Reengineering (SANER),
2015.

P-67

Jennifer L. Davidson, R. Naik, U. A. Mannan, A. Azarbakht, C. Jensen, On Older Adults in Free/Open Source Software:
Reflections of Contributors and Community Leaders, IEEE Symposium on Visual Languages and Human-Centric
Computing (VL/HCC), 2014.

P-68

J. Chan, K. Husted, Dual Allegiance and Knowledge Sharing in Open Source Software Firms, CREATIVITY AND
INNOVATION MANAGEMENT
Volumel9, Issue3, 2010.

P-69

W. Chen, J. Li, J. Ma, R. Conradi, J. Ji, C. Liu, An Empirical Study on Software Development with Open Source

Components in the Chinese Software Industry, Volumel3, Issuel Special Issue: Advances in Software Process

Improvement, 2008.

P-70

S. Chou, M. He, The factors that affect the performance of open source software development — the perspective of social
capital and expertise integration, Info Systems J (2011) 21, 195-219.
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P-71 G. Ca"mara, F. Fonseca, Information Policies and Open Source Software in Developing Countries, JOURNAL OF THE
AMERICAN SOCIETY FOR INFORMATION SCIENCE AND TECHNOLOGY, 2007.
P-72 D. Cruz, T. Wieland, A. Ziegler, Evaluation Criteria for Free/Open Source Software

Products Based on Project Analysis, SOFTWARE PROCESS IMPROVEMENT AND PRACTICE Softw. Process
Improve. Pract. 2006; 11: 107—122.

P-73 S. Dhir, S. Dhir, Adoption of open-source software versus proprietary software: An exploratory study, Volume26, Issue4
Special Issue: New Strategies for Innovative Performance, Part V, 2017.

P-74 Michael J. Gallivan, Striking a balance between trust and control in a virtual organization: a content analysis of open source
software case studies, Info Systems J (2001) 11, 277-304, 2001.

P-75 Sigi Goode, Exploring Organizational Information Sharing in Adopters and Non-Adopters of Open Source Software:
Evidence from Six Case Studies, Knowledge and Process Management Volume 21 Number 1 pp 78-89, 2014.

P-76
C. R. Lamastra, Software innovativeness. A comparison between proprietary and Free/Open Source solutions offered by
Italian smes, R&D Management Volume39, Issue2 , 2009.

P-77 S. Luan, C. Huang, An improved Pareto distribution for modelling the fault data of open source software, SOFTWARE
TESTING, VERIFICATION AND RELIABILITY Softw. Test. Verif. Reliab. 2014; 24:416—437

P-78 C. Payne, On the security of open source software, Info Systems J (2002) 12, 61-78

P-79 G. Peng, J. Mu, Learning and Open Source Software License Choice, Decision Sciences
Volume 44 Number 4, 2013.

P-80 A. Porter, C. Yilmaz, A.M. Memon,, Arvind S. Krishna, Douglas C. Schmidt, A. Gokhale, Techniques and Processes for
Improving the Quality and Performance of Open-Source Software, SOFTWARE PROCESS IMPROVEMENT AND
PRACTICE
Softw. Process Improve. Pract. 2006; 11: 163-176

P-81 V. Singh, Modes of Technical Support in Open Source Software . Peer to Peer Digital Knowledge Creation, Sharing and
Re-Use, in Proceedings of the American Society for Information Science and Technology 45(1):1-3 - June 2009.

P-82 L. Stamelos, L. Angelis, A. Oikonomou, G. L. Bleris, Code quality analysis in open source
Software development, Info Systems J (2002) 12, 43—60.

P-83 L.Yu, Indirectly predicting the maintenance effort of open-source software, JOURNAL OF SOFTWARE
MAINTENANCE AND EVOLUTION: RESEARCH AND PRACTICE J. Softw. Maint. Evol.: Res. Pract. 2006; 18:311—
332

P-84 L. Zhaol, F. P. Deek, James A. Mchugh, Exploratory inspection—a user-based learning method for improving open source

software usability, JOURNAL OF SOFTWARE MAINTENANCE AND EVOLUTION: RESEARCH AND PRACTICE
J. Softw. Maint. Evol.: Res. Pract. 2010; 22:653-675

P-85 Simmons, G.L., and Dillon, T.S., 2006, in IFIP International Federation for Information

Processing, Volume 203, Open Source Systems, eds. Damiani, E., Fitzgerald, B., Scacchi,

W., Scotto, M., Succi, G., (Boston: Springer), pp. 65-75.

P-86 H. Annabi, K. Crowston, R. Heckman, From Individual Contribution to Group

Learning: the Early Years of Apache Web Server, IFIP International Federation for

Information Processing, Volume 203, Open Source Systems, 2006.

P-87 Ven, K., and Verelst, J., 2006, in IFIP International Federation for Information

Processing, Volume 203, Open Source Systems, eds. Damiani, E., Fitzgerald, B., Scacchi,

W., Scotto, M., Succi, G., (Boston: Springer), pp. 111-122

P-88 Schofield, A., and Cooper, G.S., 2006, in IFIP International Federation for Information

Processing, Volume 203, Open Source Systems, eds. Damiani, E., Fitzgerald, B., Scacchi,

W., Scotto, M., Succi, G., (Boston: Springer), pp. 221-231

P-89 Den Besten, M., Dalle, J.-M., and Galia, F., 2006, in IFIP International Federation for

Information Processing, Volume 203, Open Source Systems, eds. Damiani, E., Fitzgerald,

B., Scacchi, W., Scotto, M., Succi, G., (Boston: Springer), pp. 233-244

P-90 Brink, D., Roos, L., Weller, J., and Van Belle, J.-P., 2006, in IFIP International

Federation for Information Processing, Volume 203, Open Source Systems, eds. Damiani, E., Fitzgerald, B., Scacchi, W.,
Scotto, M., Succi, G., (Boston: Springer), pp. 287-293

P91 Hahn, J., Moon, J.Y., and Zhang, C, 2006, in IFIP International Federation for Information Processing, Volume 203, Open
Source Systems, eds. Damiani, E., Fitzgerald, B., Scacchi, W., Scotto, M., Succi, G., (Boston: Springer), pp. 307-317
P-92 Howison, J., Inoue, K., and Crowston, K., 2006, in IFIP International Federation for

Information Processing, Volume 203, Open Source Systems, eds. Damiani, E., Fitzgerald, B., Scacchi, W., Scotto, M.,
Succi, G., (Boston: Springer), pp. 319-330

P-93 Bonaccorsi, A., Piscitello, L., Merito, M., and Rossi, C, 2006, in IFIP International

Federation for Information Processing, Volume 203, Open Source Systems, eds. Damiani, E., Fitzgerald, B., Scacchi, W.,
Scotto, M., Succi, G., (Boston: Springer), pp. 333-334

P-94 Petrinja, E., Sillitti, A. And Succi, G., 2008, in IFIP International Federation for Information Processing, Volume 275;
Open Source Development, Communities and Quality; Barbara Russo, Emesto Damiani, Scott Hissam, Bjérn Lundell,
Giancarlo Succi; (Boston: Springer), pp. 47-56.

P-95 Orsila, H., Geldenhuys, J., Ruokonen, A. And Hammouda, 1., 2008, in IFIP International Federation for Information
Processing, Volume 275; Open Source Development, Communities and Quality; Barbara Russo, Ernesto Damiani, Scott
Hissam, Bjorn Lundell, Giancarlo Succi; (Boston: Springer), pp. 159-170.
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P-96

Francalanci, C. And Merlo, F., 2008, in IFIP International Federation for Information Processing, Volume 275; Open
Source Development, Communities and Quality; Barbara Russo, Ernesto Damiani, Scott Hissam, Bjorn Lundell, Giancarlo
Succi; (Boston: Springer), pp. 187-196.

P-97

Ravesteyn, P. And Silvius, G., 2008, in IFIP International Federation for Information Processing, Volume 275; Open
Source Development, Communities and Quality; Barbara Russo, Ernesto Damiani, Scott Hissam, Bjorn Lundell, Giancarlo
Succi; (Boston: Springer), pp. 367-373.

Morgan, L., and Finnegan, P., 2008, in IFIP International Federation for Information Processing, Volume 287, Open IT-
Based Innovation: Moving Towards Cooperative IT Transfer and Knowledge Diffusion, eds. Leén, G., Bernardos, A.,
Casar, J., Kautz, K., and degross, J. (Boston: Springer), pp. 229-246.

Hossain, L., and Zhou, D., 2008, in IFIP International Federation for Information Processing, Volume 287, Open IT-Based
Innovation: Moving Towards Cooperative IT Transfer and Knowledge Diffusion, eds. Ledn, G., Bernardos, A., Casar, J.,
Kautz, K., and degross, J. (Boston: Springer), pp. 261-270.

P-100
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developers may take care of all the risk factors that have been
identified in our study for increased software productivity and
distribution of reliable and more advanced source code.

Based on our findings, the following goals have been

planned, to be carried out in near future.

« Toidentify unidentified risk factors in the adopting Open
Source Software from developers’ perspective.

« To discover unidentified practices for implementation of
the identified risk factors.

« To develop open sources software vendo’s readiness
maturity model (OSSVRM) to assist and measure the
maturity of vendor organization in implementing open
source development strategy for software development.

o To carry out several case studies at software vendor
organizations to assess the effectiveness of the model.
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