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ABSTRACT Recently, Blockchain-based applications have become immensely popular because of limited
reliance on a single entity, unlike a centralized system. However, reaching a consensus among blockchain
networks is a challenging and vital aspect of blockchain-based applications. There are various types of
blockchain networks for different kinds of application scenarios. Among all of them, the consensus algorithm
is the most crucial part of reaching an agreement in the complex blockchain network. Over the years,
researchers have focused on dealing with the challenges like distributed computing, storage, transaction
speed, security, validity, interoperability, and many more. However, only some of them are appropriate for
all domains. Therefore, this paper presents an extensive study of different types of consensus protocols
used in existing blockchain solutions with the strength and limitations of each algorithm. We also provide
an inherent comparison among different algorithms to understand consensus protocol selection better.
Moreover, we investigate operational and interoperability issues in existing blockchain-based applications
to understand challenges and provide recommendations for future developers.

INDEX TERMS Blockchain, consensus algorithm, interoperability, cross-chain transactions, architecture,
operational issues, applications, research directions.

I. INTRODUCTION
The blockchain concept was first introduced by Haber and
Stornetta [1], which is considered one of the technologies
with the most potential. After that the introduction of Bit-
coin by Nakamoto [2], it has attracted intense attention from
all over the world. In Blockchain systems, different cryp-
tographic protocols, like hash functions, digital signatures,
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etc., are used to maintain the authenticity and security of the
data. Blockchain is a distributed ledger system that keeps
data secure from unauthorized access. Blockchain technology
allows users to add, view, and validate transactions to the
distributed ledger. These transactions often take place with
the consent of all involved users. Blockchain uses a consensus
mechanism to ensure that all transactions are accurate.

In a trustless environment, blockchain provides users
with desirable qualities like decentralization, auton-
omy, integrity, immutability, verification, fault-tolerance,
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anonymity, auditability, and transparency, which have
received significant academic and industrial attention
recently years [3], [4], [5], [6]. However, the blockchain
system is trustless and ensures blockchain-enabled trust
through other cryptographic peer-to-peer communication in
the decentralized network. Further verification and validation
mechanisms are employed across the decentralized network
as the computation parts to simplify and ease transactions.
However, there are a ton of dependencies that must be met
for blockchain transactions to be successful. Typically, par-
ticipating users and nodes are free to leave at any moment.
Blockchain requires universal consensus, which is challeng-
ing to get, making it challenging to complete a transac-
tion. Furthermore, each node must establish its competency
before adding a block to the existing blockchain. As a
result, consensus is an essential component of Blockchain
applications. It’s also been used in embedded architecture
to improve the power consumption and execution time [7].
However, the researcher has recently expressed a strong inter-
est in inter-blockchain operations, known as interoperability.
But gaining interoperability among different blockchains is
still an important field to explore. Interoperability does not
only conflate flexibility and application portability. It also
has the potential to solve some of the biggest blockchain
research challenges. In particular, interoperability encourages
blockchain scalability because it offers a means to offload
transactions to other blockchains, such as via sharding [8],
[9]. It can also encourage privacy by enabling end users
to use different blockchains for data objects with various
privacy requirements [10]. At this stage, a comprehensive
understanding of current research and practices on consensus
algorithms in the blockchain context is expected to be useful
for various stakeholders. This paper examines the trends in
consensus algorithms in blockchain research and uncovers
various issues that must be addressed to transform blockchain
innovation. From a general viewpoint, some of the consensus
issues in blockchain systems have been discussed in [11],
[12], [13], [14], and [15]. In [11], authors mainly focused
on giving an overview of lesser-known consensus protocols
other than widely used ones. Therein, they tried to provide an
overview of all the alternative consensus protocols, including
their advantages and disadvantages. The survey, presented in
[15], also provided an in-depth overview of different consen-
sus protocols. However, there is no evidence of discussing
the comparative analysis of all the protocols and discussion
of suitability on different platforms. In contrast, our survey
focuses on discussing all the consensus protocols in three
levels, 1-̃ giving an overview of each protocol, 2-̃ providing
an application perspective of each protocol, and 3-̃ in-depth
analyses of the existing issues in each protocol. In particular,
the main contributions of this paper are as follows:

• We provide the general architecture of blockchain appli-
cations and the transaction mechanism.

• We present a simple taxonomy of the consensus algo-
rithms and discuss each branch, including proof-based
and voting-based consensus algorithms.

• We provide a comparative discussion about the algo-
rithms of interest in terms of performances, efficiencies,
and their uses in blockchains.

• We extensively analyze application domains of consen-
sus algorithms in terms of development tools, uses, and
environments.

• We highlight the challenges in Blockchain applications
regarding functional and non-functional issues.

The remainder of the paper is organized as follows.
In section II, we provided a detailed overview of our literature
reviewmethodology. Section III provided a high-level review
of blockchain characteristics and operational concepts. Sec-
tion IV addressed various consensus algorithms, and Sec-
tion V gave detailed information on the uses of different con-
sensus algorithms in various applications. Section VI gave a
comparative analysis of consensus algorithms in terms of Ver-
ification and performance. Section VII provided information
about functional issues in blockchain applications. Finally,
Section VIII is devoted to the discussion and conclusion.

II. LITERATURE REVIEWS METHODOLOGY
Literature reviews are essential in any academic research
to understand existing knowledge and identify research
gaps. Our main purpose of the literature survey was to
provide a comprehensive overview of the current state of
blockchain technology research, focusing on consensus algo-
rithms, architecture, application domains, operational issues,
and interoperability. To achieve this, we followed Two step
review process, which includes a scoping review and a sys-
tematic literature review.

In Fig. 1, we showed a two-step process including a scop-
ing review and a systematic review for our literature survey
focused on the different contexts of blockchain technology.

A. SCOPING REVIEW
A scoping review is a process of identifying a particular
field’s existing literature and research gaps. This review pro-
cess is iterative, involving several stages of searching relevant
literature and screening based on chosen inclusion and exclu-
sion criteria.

In our scoping review, we used specific keywords
like blockchain technology, distributed ledger, Consensus
protocols, comparative analysis, blockchain architecture,
blockchain applications, issues in blockchain, issues in con-
sensus algorithms, comparative analysis of the blockchain,
and many more. We screened the title and abstracts of the
articles and selected those that met our inclusion criteria.
Then we reviewed each of the selected articles to find out the
queries which were used to perform a systematic literature
review.

B. SYSTEMATIC LITERATURE REVIEW
In the Systematic Literature Review, we categorized the
review process based on our queries or research questions we
found from the scoping review.

VOLUME 11, 2023 39067



S. Islam et al.: Survey on Consensus Algorithms in Blockchain-Based Applications

FIGURE 1. Overview of literature review process for blockchain technology research.

• Architecture of existing blockchain solutions: We
found that researchers have used various techniques to
explore blockchain architecture, including conceptual
frameworks, system design, and analysis of existing
systems.

• Existing consensus algorithms used in blockchain:
We found that researchers have used techniques such as
simulation models, analysis of existing consensus algo-
rithms, and experimental studies to explore consensus
algorithms used in blockchain applications.

• Application domain of consensus algorithms in
blockchain: Researchers have used different tech-
niques, such as case studies and empirical studies,
to explore using consensus algorithms in various appli-
cation domains.

• Issues in existing consensus algorithms: Researchers
have used techniques such as analyzing existing consen-
sus protocols to explore challenges and issues in existing
consensus algorithms.

• Interoperability in blockchain application: In this
query, we found that researchers have used techniques
such as analyzing existing protocols and experimen-
tal studies to explore interoperability in blockchain
applications.

C. FREQUENTLY USED TECHNIQUES
We found that the frequently used techniques in the selected
articles were analysis of existing systems, case studies, and
empirical studies. These techniques were used to explore
various aspects of blockchain technology, including architec-
ture, consensus algorithms, application domains, issues, and
interoperability.

Overall, our literature survey methodology was designed
to provide a comprehensive and unbiased review of the
current state of blockchain technology research, focusing on

consensus algorithms, architecture, application domains, and
interoperability. We hope our review will provide a valuable
resource for researchers, practitioners, and other stakeholders
interested in this rapidly evolving field.

III. BLOCKCHAIN STRUCTURE AND TRANSACTION FLOW
Blockchain-based frameworks combine cryptography, public
key infrastructures, and economic modeling to achieve dis-
tributed database synchronization through peer-to-peer net-
working and decentralization consensus. Blockchain is a
secure and distributed system in which the entire network
is broadcast on every transaction. It can record and secure
transactions or transnational events using cryptography [16].
Each transaction has one signature. This signature is used to
verify the transactions on the users based on cryptograph-
ically secured blocks. Each user here is known as a block
miner who created the block as a consensus problem and
solved it in a distributed manner. The miners who solve the
consensus problem broadcast their new blocks throughout the
network [17]. In order to understand the potential applications
of blockchains in the Internet of Things, it is essential to
understand the working principles of blockchains and how
they achieve decentralization.

In the following subsection, more detailed descriptions will
be provided on the key components of blockchains like data
structure, consensus algorithms, smart contracts, and security
analysis on blockchain.

The transaction is the basic unit of blockchain, which
the miners in the network observe. Each transaction initi-
ates with a private key to indicate the miner who requests
the transaction. Each of the private keys corresponds to
a public key for the verification of the validity of the
transaction [2]. The transaction was first used in Bitcoin
to capture the financial interactions between two financial
parties. Transactions have also been used to elaborately
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assign the ownership rights and realize programmable
events [18]

Being the element of the distributed ledger, every block
encapsulates a batch of verified transactions. Each block
is uniquely identified by a hash value generated using the
cryptographic hash algorithm on the header of the block
[12]. Every block also has a header containing a link to
the parent (previous) block (which is the hashed value of
the parent block, e.g., in Bitcoin Blockchain) and an answer
in response to the consensus problem, as will be described
shortly. Depending on specific demands, the block header
may contain other fields, such as timestamps. An ordered
backward-linked list of blocks is maintained, as a local record
of transactions, at every network miner.

In Fig 3, a general structure of blockchain has been shown,
and how the transactions usually happen in the blockchain
network is explained with a flow diagram.

A. NODE/USER
The core part of the blockchain architecture [19] is the node.
Normally, any devices able to connect with cloud or network
servers are considered nodes or users.Whenever a transaction
happens the nodes act as transaction requesters and receivers.
Each of these nodes maintains a copy of the entire blockchain
ledger to do any transactions in a blockchain.

B. MINERS
The nodes capable of adding new blocks are known as miners
[20]. Miners are responsible for the validation, and verifica-
tion of the transactions as well as their authenticity. Miners
add a transaction message to the publicly shared blockchain
ledger for the verification and the validity of the request. This
process of adding a block to the existing blockchain is known
as blockchain mining. It happens through blockchain miners.

C. BLOCK
A block is a representation of transaction details. When a
transaction request is initiated in the blockchain, it implies
the building of a new block. The blocks can be added to
the blockchain, only if they are successfully verified by the
miners. A block has two major parts, namely the header and
transaction details [21].

D. VERIFICATION MECHANISM
To have a successful transaction in a blockchain network, the
transaction needs to be verified through two steps. The first
step involves the use of a smart contract to facilitate the trans-
action between two parties. The second step involves the use
of a consensus algorithm to reach an agreement on the state
of the transaction.Wewill discuss both of these steps in detail
below.

1) SMART CONTRACT
Smart contracts are normally computer-based transaction
protocols that can document, control, execute legal events,

and perform actions based on the contract agreement
[22]. The main objectives of integrating smart contracts in
blockchain technology are to reduce the need for trusted
intermediates and fraud losses and to reduce the mali-
cious, enforcement costs, and accidental exceptions [23].
Blockchain technology is built on top of a smart contract.
When two parties enter into a smart contract and agree to all
of its terms, the contract is instantly added to the blockchain,
and the transaction is carried out when specified terms or
circumstances are met [24].

2) CONSENSUS ALGORITHM
Consensus algorithms aim to securely update replicated
shared states and are the essential piece of the puzzle in
the working principles of the blockchain. In the blockchain,
a system based on state machine replication, consensus pro-
tocols ensure all replicas of the shared state are synchronized
and in agreement at any given point in time [3]. There are
different types of decentralized consensus algorithms that
exist in which the core principles of designing the algorithms
are safety, liveness, and fault tolerance. Here we will discuss
the different types of blockchainswhichwill cover all variants
of consensus algorithms used in different blockchain types.
However, we can generalize different blockchains into either
permissioned or permissionless. Our discussion over the con-
sensus algorithms would be based on these two categories.

E. TYPES OF BLOCKCHAIN
There are normally two types of blockchains: 1) permissioned
blockchain 2) permissionless blockchain. In 2, We showed
the detailed categorization of existing blockchain technolo-
gies. Here we discussed each type shortly.

• Permissioned Blockchain: In permissionedb̃lockchain
deployments such as private and consortium blockchains,
only a limited number of known participants carry a
copy of the entire blockchain [25]. Maintaining con-
sensus, therefore, is much more straightforward and
doesnt̃ require costly proofs for publishing a new block.
Since participants are known, there is no risk of a Sybil
attack, therefore voting mechanisms are used to achieve
consensus. By this virtue, permissioned blockchains
have a much higher performance than permissionless
blockchains.
– Private Blockchain: Private blockchain is a type of

blockchain which restricted by a single authority for
any transactions or changes on nodes. There is a
central authority controlling access to the function-
alities. Private blockchains are normally partially
decentralized due to this reason.

– Hybrid Blockchain: A hybrid blockchain [26] com-
bines the features of public and private blockchains.
It makes use of both the private permission-based
system and the public permission-less system
aspects of blockchains. Users may manage who
has access to what data is stored in the blockchain
with the help of such a hybrid network. Only
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FIGURE 2. Classification of blockchains. Permissionless blockchain could be public and will be fully decentralized. There could be Hybrid blockchains
that could be considered both permissioned and permissionless blockchains. Permissioned blockchains can classify into three categories. Private would
be controlled by a single authority; consortium is a type of blockchain that is controlled by a group of authorities.

a certain subset of the blockchain’s data or records
may be made public, keeping the remainder secret
and confidential. Users may simply combine a
private blockchain with many public blockchains
thanks to the flexibility of the hybrid blockchain
technology. A hybrid blockchain’s private net-
work is often used to verify a transaction. How-
ever, users can also publish it on the open
blockchain in order to be confirmed. The hashing
is increased and additional nodes are used for ver-
ification on public blockchains. As a result, the
blockchain network’s security and transparency are
improved.

– Consortium Blockchain: A consortium blockchain
is a semi-decentralized kind in which a blockchain
network is managed by more than one entity. This
contrasts with what we saw in a private blockchain,
which is administered by a single entity. In this
sort of blockchain, more than one organization can
operate as a node, exchanging information or min-
ing. Consortium blockchains are commonly uti-
lized by banks, government agencies, and other
organizations.

• Permissionless Blockchain: This is a type of blockchain
in which anonymous participants are termed
p̃ermissionlessãnd can be a member of blockchain net-
works. Normally those anonymous users gain their con-
sensus in the permissionless blockchain using the voting

technique. But there is a problem with that where an
attacker can create multiple accounts to launch a Sybil
attack [27] can lead to a false representation to drive the
outcome toward their favor.
Therefore, in permissionless blockchain implemen-
tations, the consensus algorithms are based on a
lottery-based selection of a single node that publishes
a new block onto the blockchain. To ensure security in
public blockchains where anonymous participants are
required to transact in a trustless manner, block creation
needs to be ẽxpensives̃o that the resources of one entity
are insufficient to bias the consensus decisions in its
favor [3].
– Public Blockchain: Public blockchain is a fully

decentralized blockchain where each node or user
will have equal rights for performing any function-
alities like transactions or data sharing.

IV. CONSENSUS ALGORITHMS
When distributed systems first appeared, consensus algo-
rithms first appeared as coordinated transitions inside these
networks. For Blockchain technology, multiple consen-
sus techniques are used. Consensus algorithms are clas-
sified into two types: proof-based consensus algorithms
and voting-based consensus algorithms [28], [29]. The sec-
tions that follow examine and offer instances of these
two categories in terms of permissioned and permissionless
blockchains [12], [13], [30], [31], [32], [33], [34].
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FIGURE 3. Blockchain structure and transaction flow diagram.

A. PROOF OF WORK
The first blockchain consensus protocol was the Proof-of-
work (PoW) consensus [14], [15], [35], [36]. Normally,
blockchain security is based on this concept and a transaction
is only considered valid once the system obtains proof that
enough computational work has been exerted by authorizing
nodes. The miners (responsible for creating blocks) con-
stantly try to solve cryptographically puzzles (named PoW)
[29] in the form of hash computation. The process of adding
new blocks to the blockchain is called mining. Each block
in the chain is identified by a hash in the header. The hash
is unique and generated by the Secure Hash Algorithms
(SHA-256). SHA takes any size plaintext and calculates a
fixed size 256-bit cryptographic hash. Each header contains
the address of the previous block in the chain. The inability to
delete or change information from blocks makes blockchain
the best appropriate technology for most blockchain appli-
cations. However, there are some drawbacks to Blockchain
applications using PoW. Applications must have the capacity
to provide high computational power to solve PoW, low
scalability, and long latency for transaction confirmation over
the network.

B. PROOF OF STAKE
The Proof-of-Stake (PoS) algorithm aims to cut back on
the ever-increasing electricity consumption of the PoW
blockchain network [14], [15], [35], [36]. As an alternative
to computationally expensive puzzle solving, proof of stake
aims to stake peers’ economic share in the network. Here the
termminers are replaced with the validators and similar to the

proof of work algorithm, one of the validators is chosen to
publish a block onto the blockchain [29]. The difference lies
in how the validator is chosen. In proof of stake, a validator is
selected in a pseudorandom fashion, with the probability of
being selected proportional to the validators̃ share in the net-
work. Naive Proof of Stake consensus mechanisms are prone
to attacks like the ñothing at stakeãttack and require further
considerations for them to be consensus-safe. Block finality
in PoS blockchains is faster compared to PoW blockchains
since there is no computational puzzle-solving involved in
choosing the validator.

C. DELEGATED PROOF OF STAKE (DPoS
DPoS [15], [37] has been proposed as an underlying con-
sensus mechanism that outperforms its counterparts, such as
PoW and PoS using a block generation procedure that leads
to faster transactions. DPoS reduces energy consumption by
incorporating a one vote per share mechanism that enhances
the number of process coins [29]. Since stakeholders vote for
randomly selected witnesses to preserve consensus, they are
incentivized and penalized concerning their generated blocks
and accomplishments, respectively. However, DPoS suffers
from a lack of decentralization as it incorporates an extensive
number of validators to reach a consensus.

D. PROOF OF REPUTATION- X (PoRX)
Further alternative consensus algorithms for public
blockchain deployments came about, and are classified as
P̃roof of X.̃ Cachin and Vukolic [38] present an exhaustive
study of these algorithms.
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PoX is a set of consensus algorithms that depends on
the Proof of things like PoW (Proof-of-Work), PoA (Proof-
of-Activity), PoS (Proof-of-Stake), and PoET. PoX can be
extended to another consensus protocol known as Proof of
reputation, where a reputation module can be integrated with
a PoX protocol (Proof-of-Elapsed-Time). PoRX [39], there-
fore, makes use of two factors for choosing block issuers:
reputation and another factor as determined by the base PoX,
such as a stake, activity, elapsed time, and work. The follow-
ing is a better explanation of PoRX: To ensure their legiti-
macy, integrity, validity, and uniqueness, all nodes taking part
in the consensus have their identities recorded in a register
and signed by the declarer. Upon admission, a new node is
given a default reputation value, while an existing node’s
reputation is retrieved upon recognition. When it comes time
to issue/generate a new block (update the ledger), two pro-
cesses are completed: estimation of the reputation rewards
and punishments for the nodes and calculating the mining
difficulty of a specific node wishing to create a block. In the
incentive scheme, a node is rewarded for successfully mining
its block with a certain quantity of tokens, transaction fees,
and reputation fees. Finally, because the consensus nodes are
dynamic, it is necessary to update the protocol settings.

E. PROOF OF ACTIVITY
An alternative to Bitcoin mining was proposed by extend-
ing Bitcoin’s proof of work via proof of stake, which com-
bines aspects of both proof of work and proof of stake to
achieve consensus. The objective is to reward stakeholders
that actively participate in the network. Peers start with min-
ing potential blocks, similar to the proof of work. Decred
[29], [40] uses proof of activity to achieve distributed con-
sensus. Computational puzzle solving in proof of activity
only involves finding proof of work against the block header,
without the transactions in the block. Beyond this point,
a random group of validators is chosen to vote on the validity
of the mined block header. Similar to the proof of stake,
the probability of the validators being chosen is proportional
to their share in the network. The block is considered valid
if all the validators vouch for its validity. If some of the
validators are offline, the next mined block is chosen, along
with a new set of validators, till a block is voted as valid.
Transaction fees in this case are split between the miner and
validators. Criticism of proof of activity includes concerns
pertinent to proof of work and proof of stake. It requires
higher computational power, and a naive implementation can
be prone to nothing-at-stake attacks.

F. PROOF OF ELAPSED TIME
Hyperledger Sawtooth [15], [41] is an open-source project
with its consensus algorithm called proof of elapsed time.
Proof of elapsed time runs in a Trusted Execution Environ-
ment (TEE), like Intels̃ Software Guard Extensions (SGX)
[29], [42]. A trusted voting model built on the SGX helps
elect a validator for publishing a new block. Proof of elapsed

time is another lottery-based consensus algorithm; however,
it foregoes the need for expensive computational puzzle-
solving. The Sawtooth blockchain network node requests a
wait time from a trusted function within the SGX. The valida-
tor with the shortest wait time is selected as the leader as soon
as its waiting time runs out. Another trusted function attests
to the fact that the validator waited an allotted time before
publishing a new block. This second function thus provides
proof of the validator being chosen after its allotted time had
elapsed. The probability of being elected here is proportional
to the resources (general-purpose processors running TEE)
contributed to the network. The algorithmmeets the prerequi-
sites of a viable lottery-based consensus algorithm; however,
its limitation is in its use of specialized hardware.

G. PROOF OF SPACE
Proof of Space is a consensus algorithm that is cheaper than
PoW in terms of required computing infrastructure, as it
requires the use of hard disks or cloud storage systems [15],
[37]. Their multiplicity enhances the probability of mining
a new block for the corresponding node. The proof of space
is executed in two stages. The first stage is plotting, where
the hard disk capacity that the miner has devoted is evaluated
by incorporating Shabal [29], [43] hash function and plot-
ting the hard disk. The hash function is then seeded using
the miners̃ ID and nonce [44]. Mining is performed during
the second stage. It refers to the most recent block on the
chain to calculate the generation hash. The total number of
scoops is then calculated by incorporating the hash module
to generate the target value that also uses the outputs of
the plotting stage. Afterward, the network re-calculates each
hash’s scoop to validate each miner’s deadlines. The miner
that correlates the shortest published deadline generates the
next block and receives a reward for the transaction. The
advantage of PoSpace is its energy efficiency, as it does not
impose high requirements on hardware.

H. PROOF OF APPROVAL
Proof of approval [37] is acknowledged as a permissionless
consensus that intermittently publishes blocks within prede-
fined intervals. Each node can propose a new block; however,
nodes that do not indicate valid transactions are eliminated,
and stakeholders with a minimum stake are authorized to
compete in the block creation procedure. Once the block
generator has been selected, it broadcasts its corresponding
approval block containing the acquired confirmations and is
rewarded with the transaction fees of the proposed block and
coins [45].

I. PROOF OF EXISTENCE
Proof of existence [37] as an online service exploits a decen-
tralized certification SHA256 [29]. PoE permanently vali-
dates the existence of data by storing its cryptographic digest
and the corresponding submission date using blockchain.
This service can publicly prove the ownership of data without
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revealing the data itself. It also eliminates the requirements
for trusting any central authority. This approach provides
anonymity, privacy, and decentralized proof that does not rely
on a single centralized entity.

J. PROOF OF ENERGY
Proof of Energy [37] is a consensus mechanism for admin-
istration of the P2P energy trading using DLTs. PoE uses
smart contracts for regulating energy transactions without
excessive energy consumption. After the validation of each
smart contract, the next block generator needs to be elected to
decide on the next offer. The block generator is elected using
the proof of energy that incorporates a consumption produc-
tion function to calculate the self-consumption proportion
of each prosumer. The user that retains equal consumption
and generation is chosen as the block proposer and incen-
tivized accordingly. This approach empowers the prosumers
to enhance the operation of both distribution and transmission
systems [46].

K. SIEVE
SIEVE [37] was initially employed by Hyperledger as
an underlying consensus mechanism that tolerates non-
determinism. Once performed by distinct replicas, it results
in contrasting outputs. SIEVE considers the blockchain as a
block box that compares the results from different replicas to
sieve out the sequence of diverging outputs. If the diverging
values within a procedure reach a certain threshold, the pro-
cedure is eliminated [47], [48], [49].

L. PROOF OF OWNERSHIP
Proof of ownership has been proposed to ensure a trusted exe-
cution environment for participants. This procedure can be
employed to certify the integrity and ownership of contracts.
The proof is established using a block header and pseudonym.
The consensus is met when a proposed block generated by a
particular trusted execution environment retains most proofs
with unique pseudonyms [50].

M. RIPPLE/PROOF OF CORRECTNESS
Ripple is a consensus mechanism that incorporates validating
nodes to preserve a set of trusted nodes acknowledged as a
Unique Node List (UNL). To append transactions into the
ledger, UNL is required tomaintain agreement among 80% of
the nodes. UNL nodes verify the transactions and broadcast
their corresponding votes to the network. Unverified trans-
actions are discarded and retained in the open ledger until
meeting the validation criteria. As long as the number of
faulty nodes remains under 20%, the ledger is authentic [51],
[52], [53].

N. PRACTICAL BYZANTINE FAULT TOLERANCE (PBFT)
PBFT [15], [29], [54] algorithm involves multiple rounds
of voting by all nodes of the network in order to commit
state change [14], [35], [36]. PBFT consensus provides high

throughput and low latency in validating transactions, how-
ever, the overhead incurred by broadcasting blocks and votes
in PBFT consensusmakes it unable to scale beyond a network
with tens of validators.

O. TENDERMINT TENDERMINT (TT)
TT [55]uses proof of stake in combination with principles of
PBFT to provide security, high throughput, and low block
processing times of 1-3 seconds. While in PBFT, a leader
node is used to get chosen pseudorandomly, Tendermint uses
the lottery-based properties of proof of stake and chooses the
leader node with probability proportional to the stakehold-
erss̃hare in the network. Tendermint provides a safety guaran-
tee that no conflicting blocks are created, and no forks appear
in the blockchain. Tendermint is compatible with public or
private chains; however, it does not enjoy the same level of
scalability as proof of work or proof of stake blockchains.

P. FEDERATED BFT
Blockchain implementations in Ripple [51] and Stellar [56]
extended the traditional Byzantine Fault Tolerance and made
it open-ended for participation in scenarios involving a con-
sortium or federation of nodes. Ripple allows open-ended
participation of users, market entities, and gateways to other
subnetworks [29]. Stellar provides flexible trust, and low
latency, since it is computationally inexpensive, and quorums
contain a limited number of nodes that share vote messages.

Q. PROOF OF AUTHORITY
Proof of Authority [37] has been proposed as an underlying
consensus algorithm for permissioned blockchains [29]. This
algorithm substitutes a lighter message transmission scheme
in comparison with BFT algorithm, which has led to the
superiority of this approach concerning its performance.

R. MACHINE LEARNING-BASED APPROACHES
Machine learning has a wide range of uses and applications,
andwe see them every day all around us. Recently, its benefits
in blockchain consensus are also emerging. For example,
authors in [57] proposed amachine-learning-based consensus
mechanism called Proof-of-Learning (PoL) that establishes
a cooperative relationship between two complex and unre-
lated tasks. Its transaction is validated through a machine
learning task inspired by machine learning competitions like
those hosted in Kaggle. WekaCoin, a blockchain-based cryp-
tocurrency, currently uses PoL. Conventional consensus algo-
rithms, such as PoW-based protocols, routinely perform a
massive amount of computation to solve a cryptographic
puzzle. To overcome the computational complexity, the
researchers in [58] introduced a variation of PoL that directs
the computation spent for block consensus toward optimizing
neural networks. As a result, the algorithm achieves a stable
block generation rate without significantly losing training
performance. Machine learning-based consensus protocol is
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also effective in IoT-based smart cities, where various kinds
of transaction prioritization are often a feature [59].

V. APPLICATION PERSPECTIVE BASED ON CONSENSUS
ALGORITHMS
Blockchain has now been deployed in not only cryptocur-
rency but its underlying technology is used in various appli-
cations [60], [61], [62], [63]. Different application scenarios
required types of consensus protocols. For example, pub-
lic blockchains are more suitable for an open environment,
whereas consortium blockchains are more appropriate for
enterprise cooperation [14]. So the requirement of consen-
sus protocols constantly changes based on the application
requirements. Researchers developed various consensus pro-
tocols for that reason with different aspects kept in mind.
As a result of facts, the blockchain technologies with each
consensus protocol have different development tools, [64],
[65], [66], [67], [68], [69], [70] technologies and platforms.
Some consensusmechanisms are used for public blockchains,
and some are for private ones. Some protocols are used on
both private and public blockchains. Some of the consensus
mechanisms were used in a blockchain because of their node
size, and some were used based on the transaction frequen-
cies. Blockchain Types also play a vital role in selecting
consensus algorithms in a blockchain application.

We investigate the literature regarding the development
tools and application platforms for different consensus pro-
tocols and put them in a tabular form. In Table 1, we pre-
sented the consensus protocols with their applications and
development platforms and the application platforms in detail
[60], [71], [72], [72], [73], [74], [75], [76], [77], [78], [79],
[80]. It also provided development languages for each con-
sensus protocol, including their uses in different blockchain
applications. The table shows a detailed comparative analysis
of the uses of consensus algorithms in different industries.
The blockchain consensus protocol has several specific goals,
including agreement, cooperation, collaboration, mandatory
participation of each node in the consensus process, and
equal rights for all nodes. As a result, a consensus algo-
rithm seeks to identify a standard agreement that benefits the
entire network. Here, we categorically discuss some selected
domain-specific applications with their respective consensus
protocols as follows.

A. FINANCIAL MANAGEMENT
P2P and third-party payment systems have accelerated the
development of financial decentralizationwith the emergence
of Internet finance. Due to the innovation in data storage
and transmission, blockchain is a fundamental technolog-
ical advance in financial systems and the FinTech sector
[81]. In the financial sector, digital currencies have utilized
blockchain to gain faster payment methods. Most of the
discussed consensus algorithms in this paper are used in cryp-
tocurrency applications. Different consensus algorithms are
used in different applications to address different challenges

in the developed solutions. Some of the consensus algorithms
have limitations in energy consumption; some have problems
in centralization, and some have economic security [82].
Blockchain is used not only in cryptocurrency for financial
management but also to transform traditional financial sys-
tems into a cross-border transaction industry. Ripple con-
sensus algorithm has been vastly popularized, based on the
crypto tokens ensuring low cost of transactions and revolu-
tionizing the remittance industry [83].

B. HEALTHCARE
Blockchain Technology has tremendous potential in health-
care. It can be used to manage data that could benefit the
potential to connect disparate systems and increase the accu-
racy of EHR. It can also be used to support drug prescriptions
and supply chain management, pregnancy and any risk man-
agement, as well as to support access control, data sharing
and managing audit trail of medical activities [84]. Proof
of Interoperability, Proof of Movement (share transportation
data with the community and get the reward) and PBFT
are some of the most well-known consensus protocols in
blockchain-based healthcare [60]. Fast Health Interoperabil-
ity Resources (FHIR) profile that shows elements and data
formats, along with providing publicly accessible application
programming interfaces (APIs) for the reason of exchang-
ing EHR [60]. Hyperledger Fabric technique is also used in
privacy-preserving medical systems [60].

C. SUPPLY CHAIN MANAGEMENT
The capacity of blockchain to guarantee the reliability, trace-
ability, and validity of information, as well as smart contrac-
tual connections for a trustless environment, all point to a
major rethinking of supply chains and supply chain manage-
ment (SCM) [85]. All the changes made during the supply
chain process are recorded in the transactions ledger keeping
it secure and unchangeable [60]. Public blockchain consensus
has slow speed, which is a limitation for blockchain to use
in SCM, but a weighted variation of Proof of Stake is being
used for this type of blockchain application to reach out to
underdeveloped and remote areas [60].

D. NFT MARKETPLACES
A Non-Fungible Token (NFT) is a blockchain-based owner-
ship record (such as the Ethereum blockchain). While digital
assets such as photographs and movies are the most com-
monly exchanged as NFTs, the sale of physical assets such
as postal stamps, gold, real estate, physical artwork, and so
on is also gaining popularity [86]. Several NFT marketplaces
(NFTMs), e.g., OpenSea, Rarible, andAxie emerged in recent
years to facilitate buying and selling NFTs [86]. An NFT
is the equivalent of a traditional proof-of-purchase in the
world of cryptocurrencies, such as a paper invoice or an elec-
tronic receipt. NFTs are appealing due to their verifiability
and trustless transfer, among other reasons [87]. Verifiability
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TABLE 1. Comparative analysis of application perspective of consensus algorithms.

entails recording sales as blockchain transactions, enabling
ownership verification [86].

E. HEAVY INDUSTRY & MANUFACTURING
The demands for smart, individualized and sustainable prod-
ucts lead to the emerging of new smart manufacturing
paradigms, for example, cyber-physical production systems,
cloudmanufacturing and social manufacturing in the industry
4.0 blueprint [88]. In the Industry 4.0 vision, machines with
a certain degree of interaction capability will be empowered
to cooperate with each other via the Industrial Internet [89].
Heavy industry or manufacturing requires lots of data sharing
and device collaboration Proof of Stake-based consensus pro-
tocols would be used if there is no need for high throughput.
n the application scenario is the cooperation between a small
number of companies, a Blockchain can be used to record
business transactions among them [14]. PBFT-based or Hash
code-based consensus algorithms could be good choices in
this case [14].

F. SECURING PERSONAL INFORMATION
On the Ethereum platform, there is an identity management
blockchain application where users can claim ownership
of their identities. Users can request and send credentials,
safely store their keys and data, sign transactions, and request
and send credentials [90]. Blockchain can be used to store
academic records, birth, death, and marriage certificates by
making them more reliable and secure. Simply blockchain
can simply be used to protect the identity of users by encrypt-
ing the data and securing it from attackers [91]. As each
individual would have a node and the count of nodes would

be enormous, Proof of work and Proof of stake consensus
algorithms would be better choices [14].

G. SECURE IoT NETWORKS
IoT is based on a centralized network in which numerous
devices are linked to one another through the cloud or any
other central network [92]. The device receives the data
from the cloud. This creates a scalability problem since data
transmission and reception from several devices might cause
the central system to lag and raise security concerns. The
IoT is now more dependable, secure, and effective thanks to
blockchain [60]. In IoT networks, two types of consensus
are normally used, 1. The global consensus facilitates ser-
vice integration and knowledge sharing 2. local consensus to
achieve integration of functional capabilities and knowledge
sharing. There are also consensus mechanisms merging from
proof of work and proof of stake to have two-step authentica-
tion on the IoT networks [60].

VI. COMPARATIVE ANALYSIS OF CONSENSUS
ALGORITHMS
We provided two different types of comparative analysis of
different consensus algorithms. In the first analysis, we com-
pare and contrast different consensus algorithms based on
verification mechanisms. The second type of analysis eval-
uates the performance of different algorithms using various
performance metrics.

A. COMPARATIVE ANALYSIS OF CONSENSUS
ALGORITHMS BASED ON VERIFICATION MECHANISM
In Table 2 and 3, A detailed comparative analysis of the
verification mechanism has been shown. In their comparison,
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a detailed analysis has been found for security, energy con-
sumption, decentralization, scalability, and interoperability.

Let’s look at the verification mechanism for PoW. It can
be secure and decentralized, but it will cost large amounts
of energy, like electricity and processing power. this will
make it slow. On the other hand, PoS is more energy efficient
than PoW, but it would be less decentralized and subject to
centralization risks. The variations of the PoS, like DPoS
and TaPoS are even better in terms of energy consumption
efficiency but the issues of decentralization and security risks
remain.

PoA combines PoW and PoS to balance the trade-off
between security, scalability and decentralization but doing
so introduces so much complexity into the system, which is
difficult to implement. PoSpace is a very effective, secure,
scalable and fast consensus mechanism, but its relatively new
and has a great risk of data vulnerability and tampering.
PoAuthority and PoET are also fast and energy efficient, but
there is a problemwith decentralization in both of them. PoET
requires extra hardware to make it function.

PBFT is a great consensus protocol, but it mainly works
for permissioned blockchains. Though it’s significantly faster
than existing protocols, it can be complex and less decentral-
ized in terms of PoW or PoS. DBFT is an updated version
of PBFT, which is more robust to network failure. But it is
less decentralized and susceptible to 51% attacks. PBFT and
DBFT have high interoperability, as they use a widely used
consensus protocol that can be adapted to work with different
blockchains. And Finally, Ripple is also very fast and cost-
effective, which is also a good option for achieving interoper-
ability and scalability. But it also has some issues with Trust,
and it’s less decentralized than most of the protocols.

So from the analysis, we can say that the consensus
mechanism will depend on the specific requirements of the
blockchain applications. each mechanism has its own trade-
off, and the choice of the consensus protocols will be based
on the application’s needs.

B. COMPARATIVE ANALYSIS BASED ON THE
PERFORMANCE OF CONSENSUS ALGORITHMS
In Table 2,We compared the algorithmic level of comparisons
in terms of performance, efficiency, and uses in blockchains.
Our quantitative analysis of the consensus algorithms gave
a brief idea about the main mechanism, cost, effectiveness,
scalability, etc, to help select consensus protocols for different
applications.

In Table 3, We showed extensive information on differ-
ent consensus algorithm selections in blockchain networks.
We addressed the challenges of each consensus algorithms
[28], [93], [94], [95], [96], [97], [98]. Consensus mechanisms
are responsible for the integrity of the information contained
in blockchain while defending against double-spend attacks
and therefore are an essential part of blockchain technology
[29]. The final goal is to achieve consensus in a distributed
network without central authorities and with participants who

do not necessarily trust each other. There are different consen-
sus algorithms due to different requirements in each domain.
For example, some domains require low power, and others
require faster processing of transactions [12], [13], [30], [31],
[32], [33], [34]. In spite of having so many advantages from
the consensus algorithms, there are some issues that need to
be also addressed in the challenge section. However, apart
from the issues we addressed in earlier descriptions, the per-
formance issues regarding the consensus algorithms, we also
address two very important challenges in blockchain-based
healthcare systems.

Table 3 is providing an extensive comparative analysis of
different performance metrics we defined for the comparison.
From the table, we can see that PoW requires the highest
processing power compared to any other consensus algo-
rithm. Because of the intensive computational complexities in
each node, nodes are required to solve complex mathematical
problems. PoS and its variations are required less processing
power as they rely on validators to secure the network. on the
other hand, PoA came from the combination of both PoW and
PoS where PoW components ensure security and PoS com-
ponents help to validate transactions as a result it requires less
processing power. Similarly, most of the algorithms required
less processing power than PoW. If processing power is not
an issue then PoW works best otherwise, the selection of
consensus protocols would change.

From the table, we can also see that PoW is the most
decentralized consensus algorithm because it does not depend
on the validators to complete its transactions. It’s also notice-
able that DBFT is the least decentralized protocol used in
blockchain applications because transaction validation hap-
pens based on elected validators. if we look into the hardware
requirement, we can see that PoW requires hardware to par-
ticipate in the blockchain, and PoET even requires dedicated
hardware to approve miners. On the other hand, PoS and
DBFT have very low requirements for hardware to participate
in the network. In terms of security, most of the consensus
protocols provide high-end security except PoS, DPoS and
PoSpace. These three are susceptible to specific types of
attacks in the networks. Scalability is a very important aspects
of blockchain nowadays, and poW has very low scalability
due to higher complexity. But DBFT and Ripple are some
highly scalable consensus mechanisms as they have a large
number of transactions per period. In terms of resource cost,
PoW requires a very high amount of resources to participate
as miners. PoS and DBFT, some examples have less resource
consumption.

Difficulty means how much difficult to validate a trans-
action and secure the network. If we look into the table we
can say that PoW is highly difficult and it can be expensive
and slow and sometimes it could be susceptible to attacks
if any miners have a large number of blocks. PoS and its
variations are much less difficult which is making them faster
andmore efficient. On the other hand, PoA, and PBFT, DBFT
are moderately difficult but they have a certain problem being
susceptible to attacks if most of the validators are malicious.
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TABLE 2. Comparative analysis on consensus algorithms.

So, if we look into the analysis, PoW is relatively low
performance compared to other algorithms. PoS and its vari-
ations provide better performance overall compared to PoW.
PoSpace, PoA, PoETand Ripple are some of the very good
consensus algorithms in terms of performance but there are
more issues regarding susceptible to attacks.

VII. OPERATIONAL AND INTEROPERABILITY ISSUES IN
EXISTING BLOCKCHAIN SOLUTIONS
The use of blockchain in smart healthcare, smart homes,
and smart transportation is growing by the day. Although
security mechanisms used in blockchain-based applications
are inexorably connected, they are not immune. Even in
blockchain securities, some concerns do not exist in cen-
tralized systems. We highlighted the problems that make
a blockchain system less efficient and trustworthy in this
part. These factors may expose a blockchain application
to the risk of vulnerability. We thoroughly explored the
issue of compatibility with existing blockchain technologies.
Because of blockchain’s distributed architecture, we may
assume data security is granted in blockchain-based apps,
although this is not the case. Several other factors contribute
significantly to the security and usability of blockchain sys-
tems. However, achieving a perfect blockchain system is
extremely challenging due to the diverse nature of difficulties
and issues. This section addressed all the issues other than
security.

A. OPERATIONAL ISSUES
In the blockchain system, a transaction is completed through
a number of stages. If any process has trouble running across
the entire cycle of steps, it will cause functional problems.
It’s crucial to meet non-functional needs also if you want a
system to work successfully. A system may fail because of
the problems even if it has no functional problems. Therefore,
there is a significant operational difficulty that has to be
resolved.

• Smart Contract Issues: Although there are a lot of
advantages to the smart contract approach in Blockchain
solutions, they are vulnerable to a series of attacks.
Sometimes the execution of an authorized contract
brings some problems within the computer since it
makes them vulnerable to technical issues such as hack-
ing, bugs, viruses, or communication failures. Due to the
irreversibility of the contract coding bug fixing is quite
critical [94].

• Credential Security: In Blockchain, transactions
mainly depend on the private key of a given user. Due to
not having multi-factored authentication in most of the
current systems, it is possible to lead to a complete loss
of patient data by losing private key information to other
users [99].

• Processing time: It is necessary to implement encryp-
tion algorithms for all nodes involved in the Blockchain
IoT ecosystem. Because IoT frameworks are different

VOLUME 11, 2023 39077



S. Islam et al.: Survey on Consensus Algorithms in Blockchain-Based Applications

TABLE 3. Issues exist in consensus algorithms based on different metrics.

have good computational capabilities due to the central-
ized system. But Blockchain. nodes are not identical so
processing time would vary [94].

• Limitations of cloud storage: Due to the change of
storage system from a single central storage server to
a distributed cloud server, the cost of memory signifi-
cantly increases in Blockchain-based IoT system [94].

• Risk over Vendors: As Blockchain is a comparatively
new idea, companies must choose a vendor who can
perfectly build applications that properly address the
risks associated with the blockchains [99].

• Resource constraints: IoT platforms requires very few
resources to compute exchange and store resource infor-
mation, but Blockchain needs a lot of resources.

• Legal and Compliance: Its̃ new territory in all aspects
without any legal or compliance precedents to follow,
which poses a serious problem in IoT manufacturers and
service [99] providers. This challenge alone will scare
off many businesses from using blockchain technology.

• Scalability Issues: Its transaction processing speed is
very slow, and it is impractical to maintain a large user
base. For example, Visa processes thousands of transac-
tions per second for tens ofmillions of customers. On the
other hand, the Bitcoin network is capable of processing
a maximum of seven transactions per second [48].

B. INTEROPERABILITY ISSUES
To discuss the interoperability issues in Blockchain technol-
ogy, first, we should know what Blockchain Interoperability
is. In 1996, Peter Wegner stated that ‘‘interoperability is
the ability of two or more software components to cooper-
ate despite differences in language, interface and execution
platform’’ [100], [101]. Blockchain Interoperability means
providing interoperability between blockchains to explore
synergies between different solutions, scale the existing ones
and create new use cases [102], [103]. For example, a user
should be able to transfer their assets from one blockchain to
another or build a cross-blockchain [100], [104].

Existing systems which ensure interoperability and
their issuesWhen blockchain was first developed, it was first
thought of as a single chain meaning that all transactions
to different endpoints, smart contracts, and other internal
and external operations would have happened on a single
chain. As such a system is not feasible due to the scalabil-
ity issues and improvement constraints, a new technological
advancement in blockchain has been made for communica-
tion between two relatively independent blockchains. Cur-
rently, various ways exist to achieve interoperability among
blockchains.

• Cross-chains To avoid the limitations of a single
chain, the cross-chains protocol is one of the promis-
ing mechanisms to ensure interoperability. Cross-chain
implementations are mainly designed to swap assets
and transfer assets among different blockchains [102],
[105]. There are two types of cross chains 1. Isomor-
phic cross chains 2. Heterogeneous cross-chain. Though
Isomorphic is, the much simpler effective grouping of
isomorphic blocks remains a key challenge. On the other
hand, achieving cross-chain interaction among hetero-
geneous chains requires third-party ancillary services.
Moreover, it is block composition, and the determinis-
tic guarantee mechanism are quite different. So direct
cross-chain interaction mechanism is not easy to design.
Blocknet, Polkadot, Aion, andWanchain are some of the
cross-chain solutions of interoperability [102], [103].

• Sidechains/relays Sidechains are like a central hub
of communication of different blockchain systems.
Sidechains will work as a common client for the
blockchains. It will have access to user data for transac-
tions from real blockchains and can exchange assets by
using sidechains [101], [106]. The sidechain can have
independent consensus algorithms and tokens. They
can have even their own miners, original blockchains
are not responsible for maintaining the sidechains.
To work the sidechains, there should be certain fea-
tures, including multi-sig capability and fast consensus
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finality [101], [104]. It would be very difficult to connect
existing blockchains that dont̃ have those characteristics.

• Proxy Token A proxy token can be called a proxy
contract which would implement a standard interface
and act as a subdomain for the blockchains. In this
approach, the blockchains will not need to change the
application layer. For a blockchain, a new token will
be introduced, and add the address of the proxy token
into the blockchain [102], [103]. But there are several
drawbacks to the approach. There will be additional
function calls and making the ecosystem much slower.
It will also increase the attack vectors in the blockchain
ecosystem [104].

• Atomic Swaps Atomic swaps is a technique that allows
two different blockchain networks to have transac-
tions. These atomic swaps are also known as atomic
cross-chain trading based on smart contracts, and they
allow users to trade their coins directly from their
crypto wallet. So atomic swaps are, essentially, peer-
to-peer trades across different blockchains [107], [108].
Atomic swap protocols are designed to prevent any
of the involved parties from cheating. There are some
drawbacks to the protocols also and the most important
among them is two different blockchains will need to
share the same hash algorithm. Other than that, atomic
swaps bring up concerns about users’ privacy. Thats̃
because on-chain swaps and transactions can be quickly
tracked on a blockchain explorer, making it easy to link
the addresses [102], [103].

• Notary schemes Transactions under this method rely
on a third-party notary. A trusted exchange known as
a notary manages the lack of trust between the two
parties to the transaction. The notary may be a network
of exchanges or a controlled exchange. The notarys̃
integrity is the only factor affecting how well a notary
scheme works [101], [104], [109].
However, it centralizes trust which goes against the main
paradigm of blockchain, namely decentralization. This
consequence might be acceptable in situations where
blockchain consortia members can agree on a central
party to operate the notary scheme [103].

• Oracle Oracles fill the informational gap between
on-chain and off-chain settings in the context of
blockchain technology. By ensuring that multiple
ecosystems are referring to a single source of truth,
decentralized oracle services like Chainlink help to
ensure that off-chain data is fed to blockchain-enabled
smart contracts [109]. The only issue with Oracle is
that it’s not creating block-blockchain interoperability
but making a blockchain system interoperable with non-
blockchain systems [103].

• Hashed TimeLock Contract (HTLC) (HTLC) is also
among blockchain interoperability solutions used to
build smart contracts with the ability to modify pay-
ment channels [109]. It uses interconnected channels
to allow users to send transactions even if they are not

directly connected through a channel, a process known
as network routing. This is the most practical technical
method to interoperability but is also the most limiting
in terms of functionality, only supporting digital asset
exchange [103].

VIII. CONCLUDING REMARKS
This survey discussed the importance of appropriate consen-
susmechanisms for secure blockchain transactions. To under-
stand the landscape of these mechanisms, the study presented
a comprehensive analysis of different blockchain systems
with a focus on consensus algorithms and issues with exist-
ing protocols. A comparative discussion of different con-
sensus protocols was provided to gain insights into their
performances, cost of transactions, and scalability issues. The
categorical discussion on consensus algorithms helped us
understand their systematic uses in distributed systems, both
permissioned and permissionless blockchains. The paper also
provided a critical analysis of various operational prob-
lems and challenges, emphasizing factors such as security,
scalability, efficiency, and interoperability when developing
new consensus protocols to ensure optimal performance and
reliability.

The findings from the analysis suggested that the choice
of consensus protocol significantly affects the design and
operation of blockchain applications. The paper compared
different consensus protocols in terms of their performance,
cost, and scalability and revealed that there was no clear
advantage of one protocol over another in a general sense.
The most suitable protocol depends on the specific appli-
cation requirements. The paper highlighted various chal-
lenges and issues that affected the operational perspectives
of blockchain systems and provided possible solutions to
address these challenges. Overall, the study provided a thor-
ough understanding of blockchain and consensus protocols,
along with critical insights into their operational issues and
challenges. The paper can be used as a guideline for devel-
opers and researchers to design more robust and interop-
erable blockchain systems while addressing the identified
limitations.
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