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ABSTRACT The advent of Intelligent Transport Systems (ITS) has led to the appearance of vehicles
increasingly connected to their environment on global road networks. Due to the strict requirements for low
latency and secure interactions in a vehicular environment, the proposal of new architectures is a crucial
topic for discussion. This paper aims to develop a vehicular network using several access technologies
based on SDN (Software Defined Network) paradigm, to take advantage of the capacities of the various
access networks and provide flexibility in their control and management. Confidentiality, integrity, and
authentication are essential services to prevent an adversary from compromising the security of vehicular
networks. Therefore, good security and privacy management system is necessary to ensure this protection.
We represent then a hybrid SDN-VANET architecture that can address all of the challenges we mentioned
earlier. We are in the process of implementing a dynamic approach to optimize the positioning of controllers
according to changes in network topology due to fluctuations in road traffic. We will also detail the topology
estimation service based on machine learning techniques to provide network control functions with potential
insight into the future state of the network, unlocking proactive and intelligent network control. We also
provide a scheme that prevents and informs about basic and compound attacks and reacts to the privacy and
security conditions of the vehicular network, managing the requirements of security management systems.
The simulation results showed the effectiveness of the proposed schemes in terms of message loss rates,
packet delivery rates (PDR), Round Trip Time (RTT), and delays. With used our scheme, the performance
of the network is improved when SDN triggers the change of the RSU entity. Such as we notice that the
average RTT is lowered by 68 ms and that the PDR remains around 94%. We also notice with the integration
of the security and privacy scheme (SPS) that the performance of the network is improved, the average RTT
is reduced by 51 ms and the PDR persists around 99%.

INDEX TERMS Vehicular networks, intelligent transport system (ITS), software defined network (SDN),
privacy, security.

I. INTRODUCTION
The convergence of microelectronics and wireless commu-
nication technologies has allowed the creation of a com-
bination of embedded systems and distributed systems that

The associate editor coordinating the review of this manuscript and
approving it for publication was Parul Garg.

have generatedWireless Sensor Networks (WSN). WSNs are
increasingly used in large system applications in a variety
of fields: military, environment, health, and habitat grown
tremendously to be one of the most essential components of
the Internet of Things (IoT) [1]. Vehicle-to-vehicle commu-
nication (V2V communication) is the wireless transmission
of data between vehicles (see Figure. 1). It is one of the main
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applications of communicating objects via a specific network
called VANET (Vehicular Ad hoc Network). The concept
of vehicular networks opens up different types of commu-
nications to meet the needs of the Intelligent Transport Sys-
tem (ITS). In another parallel axis, network topologies have
evolved and have given rise to the SDN (Software Defined
Network) architecture which is famous for the separation
between the data plane and the control plane. We can present
SDN as the first network architecture that offers an intelli-
gent materialization transformation to the software world and
the hallmark of virtualization. SDN is the new networking
paradigm with great potential to increase the efficiency of
network management. SDN offers great flexibility and facil-
itates innovation in networks thanks to programmability. The
key concept of SDN is the separation of the data plane and the
control plane. Unlike traditional IP networks, routers perform
both packet forwarding and routing computation, the routing
function is moved from the routers to the SDN controller.
In the SDN architecture, the switches only perform the data
transfer function based on the rules established and installed
by one or more SDN controllers. There has been a lot of
research that has tried to apply SDN to VANET, with the
objectives of quality of service, QoS (Quality of Service),
mobility, security, etc. Secure communication on the road is
the key to reviewing and validating the use of SDN in the
road network [4]. It is therefore within this framework that
this work falls, the contributions of which aim to develop the
concept of VANET defined by SDNET Software (Software
Defined Network to VANET). Our goal is to secure the SDN
network in a VANET environment, it is above all necessary
to understand the technology and design a light solution (in
terms of the execution time of cryptographic operations).
Defining defense techniques and acquiring the required skills
are therefore at the heart of the security challenges of vehic-
ular networks.

We represent the first step in creating a hybrid SDN-
VANET architecture that can address all of the challenges we
mentioned earlier. We are in the process of implementing a
dynamic approach to optimize the positioning of controllers
according to changes in network topology due to fluctuations
in road traffic. We will also detail the topology estimation
service based on machine learning techniques to provide net-
work control functions with potential insight into the future
state of the network, unlocking proactive and intelligent net-
work control. Vehicle communications will allow drivers to
be warned early enough of possible dangers thanks to sensors
installed in vehicles, or located at the edges of roads and con-
trol centers [5], [6]. Vehicular networks have been designed
to bring many advantages, such as the reduction of accidents,
the comfort of drivers and passengers, the ease of payment
for certain services such as parking, gasoline, games, and
the online network, audio, and video downloads, etc. These
applications make it possible to exchange data that can affect
the behavior of conductors and thus modify the topology of
the network. Thus, this means that there is a risk of attack
by malicious users who can alter the messages exchanged on

the network [7]. These VANET networks are still vulnerable
to attacks such as Sniffing, Wardriving, Warchalking, Denial
of Service, Traffic Blocking, Masquerade, Impersonation,
Illusion, etc. [8]. The exchanges between the different types
of objects in a VANET can give rise to internal or external
security attacks [9], [10]. It is therefore essential but difficult
to design an effective system that preserves the security and
confidentiality of information exchanged between vehicles
on VANET networks. To address security and performance
issues, we are introducing a secure and intelligent detection
scheme with strong privacy preservation, allowing a VANET
user to securely receive and share messages. In summary, the
paper’s contributions are overviewed by the following points:

1) Creating of hybrid SDN-VANET architecture
2) Proposal of a dynamic approach to optimize the posi-

tioning of controllers according to several constraints
3) Description of topology estimation service based on

machine learning techniques.
4) Introducing a new secure and intelligent detection

scheme to securely receive and share messages.
The simulation results demonstrate that with a configuration
of our suggested schemes, we have better results in terms of
message loss rate, packet delivery rate, and delay reduction.

FIGURE 1. The architecture of VANET.

The rest of the paper is organized as follows: Section II
highlights the patterns of Software Defined Networks (SDN).
In section III, we introduce our first scheme. Section IV
describes our privacy and security scheme. Section V eval-
uates the solutions. Finally, Section VI concludes the paper
and recommends.

II. LITERATURE REVIEW
We mainly focus on work involving the adoption of SDN as
an architecture for vehicular networks. This paradigmmainly
aims to separate the data plane from the control plane. The
success and achievements it has shown in these networks have
attracted the attention of the community and several works
are interested in its adoption in other types of networks, this
is particularly the case of vehicular networks. Various scien-
tific research, industrial and standardization organizations are
interested in improving them by proposing new architectures
and new mechanisms to efficiently support ITS services.
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A. SDN INTEGRATION IN VEHICULAR NETWORKS
The SDN adoption paradigm for VANET networks is primar-
ily aimed at separating the control plane from the data plane in
the VANET environment. This paradigm has revolutionized
wired network architectures and it has been widely adopted
in the majority of infrastructures (e.g. data center networks,
campuses, etc.). The success and achievements he has shown
in these networks have caught the attention of the community
and several works are interested in its adoption in other
types of networks. This is particularly the case with VANET
networks. These networks form the main foundation of an
intelligent transport system

With this in mind, the authors of [11] proposed an ad
hoc communication control between vehicles (V2V) and
communications between vehicles and RSU (V2I) based on
SDN. The SDN controller represents a single point of failure
(SPOF). To address this problem, the authors proposed a
replication strategy based on a local controller onboard the
vehicle for efficient routing in the event of loss of connectivity
with the controller. In our work, we propose an architecture
that improves the support of ITS services by taking advantage
of the advantages of the SDN paradigm. Our approach evokes
the advantage of being able to dynamically reserve resources
for a demanding security-type service. Other routing algo-
rithms have also been proposed in [12], [13], and [14]. Such
as SDN centrally calculates the optimal routing paths. The
performance of the proposed approaches has surpassed the
other approaches. The authors of [15] proposed SDN-based
network architecture for geo-diffusion in VANET networks.
In this architecture, the RSU entities are Open Flow compat-
ible (communication standard between controllers and pro-
grammable nodes).

Truong et al. [16] explored the use of Fog Computing in
an SDN-VANET architecture. Their proposal called FSDN
integrates Fog computing to support constraining services in
terms of latency as well as those based on location.

The authors of [17] proposed an approach based on
distributed controllers. Their goals were to solve collision
problems in very dense environments. Therefore, the dis-
tribution of the control plane ensures efficient data deliv-
ery by improving the scalability of the network. On the
other hand, the proposed approach implements a data plan
composed of single network technology, namely an RSU
network in DSRC/WAVE technology using a cellular net-
work as a control network. In [18] the authors proposed to
implement software-defined network (SDN) technology in
VANET networks. Their goal was to avoid the complexi-
ties and limitations of basic VANET structures. The authors
highlighted SDN-VANET, services and challenges, attacks
and applications, benefits, and finally how it works. Similar
to the proposal of [16], the authors of [19], and [20] have
proposed some approaches that support the most efficient
VANET services, based on an SDN controller. In the work
of [21] and for effective network control and supervision of
vehicle dynamics, the authors have listed all the opportu-
nities suggested by the use of data and the implementation

of machine learning. The authors of [22], and [23] focused
their work on controlling the VANET network via SDN. They
based their work on learning mechanisms. On the other hand,
the data considered comesmainly from themeasures reported
by the data plane nodes and is not enriched with external data.

In the next subsection, we will present some related works
devoted to finding the best strategy for placing controllers in
vehicular networks.

B. SDN LOCATION STRATEGY
We review the related work dedicated to finding the best
placement strategy (the placement of controllers in the net-
work and the assignment of vehicle nodes to each chosen
controller) that optimizes one or more performance metrics.

Most of the literature work has considered routing
nodes and latency between SDN controllers as a pri-
mary metric. Other metrics were considered, such as
load balancing, controller capacity, communication latency
between controllers, power consumption, and cost of deploy-
ment [24], [25], [26], [27].

Heller et al. [28] initially investigated the effect of SDN
controller location on network performance. The authors
agreed that better localization of the SDN controller signif-
icantly reduces average latency. Researchers have studied
the optimization of latency between nodes and SDN con-
trollers [29], based on a modification of the K-means method.
Also, the authors of [30] proposed an approach based on
a linear formulation to analyze the trade-off between load
balancing and latency.

Likewise, the authors of [31] have proposed to employ
the Bargaining Game to find a compromise between three
factors, namely, the latency between the switches and the
controllers, the latency between the controllers, and load
balancing between controllers. Multi-objective optimization
also has been taken into account by [32]. Based on the Pareto
optimum, the authors have introduced an optimal localization
of controllers SDN. They focus on the resilience of con-
trollers. To avoid computational overloads, an extension of
this work based on a heuristic approach is proposed in [33].

However, the location of the controllers is static in the
works cited above relates to a static placement, that is to say,
the location of the controller is calculated only once before
being fixed on the network. Note that with an unforeseeable
change in the network load, the performance of the con-
trollers will no longer guarantee the expected performance.
To remedy this type of problem, studies have proposed to
enhance the dynamics of network traffic to periodically adapt
the location of the controllers.

To balance the load on SDN controllers, the authors
of [34] proposed a switch migration approach. The results
showed that the proposed approach reduced the load disparity
between SDN controllers.

Recently, the SDN paradigm has been extended to other
types of networks, such as IoT networks [35], [36], [37],
WSN networks, cellular networks, etc. The problem of the
placement of controllers has been the subject of studies in
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these fields, namely wireless networks [38], the LTE cellular
network [39], and vehicular networks [40]. The problem is
different from that of wired networks, especially when the
southern interface (i.e. South-Bound Interface (SBI)) consid-
ered is as of the wireless type. The quality of the wireless
links is a key element in determining the subset of links to
use to connect the controller to the nodes. In addition, the
location of users is also crucial in determining the request rate
per eNodeB entity in cellular networks, a metric necessary
for provisioning SDN controllers. In this study, we focus on
vehicle networks programmable via SDN (SDVN). In this
context, the fittest study of the controller placement problem
was recently proposed by Liyanage et al. [38]. They focus
on minimizing latency between nodes and controllers. Their
approach consists in favoring the RSUs located at strategic
places (ie road intersections with regularly heavy road traffic)
to accommodate the controllers. This choice is motivated
by the fact that vehicles travel less quickly in overcrowded
intersections. This increases the likelihood that vehicles will
stay closer (direct coverage) to their controller for a long time.

Most of the work in the literature dealing with the problem
of controller placement focuses on networks other than vehic-
ular networks. Different optimization methods are used to
solve the problem. And different metrics are studied, mainly
the latency between the controller and the routing nodes,
and the capacity of the controllers. To continue to guarantee
the best performance, regardless of the evolution of network
traffic, the adaptive/dynamic approach has been introduced
in the wired context. However, very little analysis is provided
regarding the impact of controller changes on overall network
performance. The problem has recently been studied in other
emerging areas, particularly in the context of vehicle net-
works programmable via SDN. The first work of the mature
dealing with this problem in the vehicular context was in [40].
It offers a static placement of controllers in RSU entities
having a strategic location. However, with traffic fluctuations,
the fixed location of controllers becomes ineffective for the
overall performance of the VANET network. To overcome
this problem, we propose a dynamic approach to place the
controllers in an SDVN context. Our idea will be to adapt
the location of SDN controllers according to the dynamics of
network traffic.

Subsequently, we review some related works dedicated to
the search for the best protection schemes against attacks in
vehicular networks.

C. SECURITY ISSUES OF VANETS
Several protection mechanisms focus on attacks directed
at VANET network communications and their vulner-
abilities, particularly in information routing and its
integrity [20], [41], [42]. A distributed approach is presented
by Zaidi et al. [43] to detect Sybil attacks and the dissem-
ination of false information from malicious vehicles. Each
vehicle uses the Greenshields model [44] which describes the
relationships between speed, density, and the flow of vehicles

per hour on a road. The relationship between the speed and
density of vehicles in an uninterrupted flow is described
there as a linear relationship in which density is negatively
correlated with speed. In other words, the more vehicles there
are on a road, the lower their speed. Zeng et al. [45], [46]
seek to detect denial-of-service, black hole, and wormhole
attacks, but also Sybil attacks operating onVANETs networks
as well as traffic generated by malware from the ISCX2012
data corpus [47]. They present an approach based on deep
neural networks and compare the detection capacities of three
neural networks LSTM [48], CNN, andDeepVCM. The latter
is itself made up of LSTM and CNN. They also compare
the results of SVM algorithms and decision trees. They find
that their method (DeepVCM) obtains better detection results
than the other solutions studied while being more economical
in storage.

The work presented by Aloqaily et al. [49] presents the
use of a decision tree-based algorithm for intrusion detec-
tion. They offer a framework in which vehicles access the
services offered by cloud services by communicating with
an intermediate vehicle (cluster head) elected from a group
(cluster) of nearby vehicles. Another example not directly
related to the field of the vehicle is presented by Al Mamun
and Valimaki [50]. This work focuses on the detection of
anomalies in cellular networks at the level of the operator
network and its management. They use a support vector
machine to detect anomalies and apply a recurrent neural
network (LSTM) to the detected anomalies to understand
how the anomaly changes over time. They study anoma-
lies based on key attributes of 4G networks such as the
number of connection establishments between mobiles and
the 4G core network or the handover ratio (or handover 6)
that has taken place. V. Singh and K. Mahajan [51], [52],
working on a review article on security issues in VANETs.
The authors worked on the growing interest in VANETs but
highlighted many security issues. Through the use of winning
algorithms, Elliptic Curve [53], [54] offers scientific sugges-
tions to improve public key cryptography and implements
cryptographic systems for security.

Yuh-Min Tseng [55], worked on different Digital Signature
schemes by not using any hash or message redundancy. The
reason for this study was to save from Forgery Attacks that
were proposed by Chang and Chang while working on digital
signatures. The work was then of interest to all the security
designers who worked mainly on hash functions that were
conventionally available to save from outside attacks. The
schemes of security were insecure largely. Alaya et al. [56]
have proposed a distributed key management system for
VANETs based on a symmetric cryptography scheme and
clustering method. A promising approach for privacy protec-
tion in vehicular networks (VANET). This network model
consists of 3 entities: (i) The Authorities (CA) which are
responsible for the management of VANETs, generation, and
revocation of keys. (ii) RSUs are responsible for distribut-
ing a group of private keys on a localized basis. (iii) The
nodes are ordinary vehicles, each vehicle is equipped with
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a GPS receiver and an OBU onboard unit responsible for
all communication and calculation tasks. To guarantee the
security of urban P2P VANET networks, the authors of [57]
have proposed an efficient certification framework, where the
trusted authority starts to initialize the system. Then, for node
�, the mobile proxy sends it its private key and certificate.
To detect routing attacks, the authors proposed an efficient
cooperative neighbor × neighbor (CNN) detection system.
This system can intelligently detect based on two phases
{response requested and response to the request}. Asfara
et al. [58] proposed a solution to secure communication
between vehicles in a VANET environment with the presence
of an SDN Controller and its advantages. The nodes in this
topology reacted with the controller as a trusted Public Key
Generator (PKG) entity and the RSUs as there are switches.
The proposed security mechanism consists of 1) a registration
procedure and 2) an authentication procedure / Session key
generation. Al-Shareeda et al. [59] formalized a model of
the system with social characteristics, i.e., human mobility,
human group, and preferences in an ad hoc network that
consists of a trusted authority (TA), stationary units (SU)
deployed to the social space, and a large number of mobiles
equipped with wireless technology in motion on social space.
They proposed an efficient certificate scheme, where the TA
issues the private key and the certificate. Based on proxy re-
signature cryptographic technology [60], the node requests
the re-signature key and then re-signs the certificates issued
by the TA. A Blockchain-based authentication and revocation
solution is proposed in [61], [62] to allow RSUs to verify
the identity of a vehicle. For each vehicle, a pseudo-ID is
obtained from the certification authority and then stored with
the certificate in an immutable authentication Blockchain
The authors of [63] introduced architectures and protocols
for authentication in vehicular networks as well as the cor-
responding performance analysis. The solution proposed
therein for authentication has been designed to meet not
only the characteristics of service, mobility, connectivity, and
topology of vehicular networks but also the operating charac-
teristics of a vehicular network and the security requirements
of all network services. An approach for optimizing the initial
solution authentication transport has also been proposed.

The following subsection provides a summary of the dif-
ferent aspects taken into account in the articles cited above
and shows our position concerning these related works.

D. RELATED WORK LIMITATIONS AND POSITIONING OF
OUR APPROACH
The majority of works in the literature dealing with the
problem of controller placement focus on wired networks.
Different optimization methods were used to solve the prob-
lem. And different metrics are studied, mainly the latency
between the controller and the routing nodes, and the capacity
of the controllers. To continue to guarantee the best perfor-
mance, regardless of the evolution of network traffic, the
adaptive/dynamic approach has been introduced in the wired

TABLE 1. Our positioning concerning the work presented above.

context. However, very few analyzes are provided regarding
the impact of controller changes on overall network per-
formance. The problem has recently been studied in other
emerging fields, particularly in the context of vehicular net-
works programmable via SDN. We have presented the first
work in the literature dealing with this problem in the vehic-
ular context [40]. It proposes a static placement of controllers
in RSU entities having a strategic location.

However, with fluctuations in road traffic, this static place-
ment may no longer be effective. For example, a traffic jam in
a given area can result in a high number of vehicles located far
from deployed controllers. A detailed analysis of the limits
of static placement in a vehicular context is presented next.
To overcome this problem, we propose a dynamic controller
placement in an SDVN context. The main idea is to adapt the
placement of controllers according to the evolution of road
traffic. Our analyzes are based on a realistic traffic scenario,
compared to the small simplified network considered in [40].

Table 1 shows our positioning concerning the work pre-
sented above. Knowing that in table 1 the goals G1, G2, G3,
and G4 respectively represent: Latency, Capacity, Reliability,
and Replacement cost.

To show the limits of a static placement in an SDVN con-
text, we use a realistic mobility trace to analyze the impact of
road traffic fluctuations on the performance of the placement.

Figure. 2 illustrates a simplified road network, represented
as a graph. Each node represents an RSU entity. The links
represent the roads; each link is colored according to the
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FIGURE 2. Simplified representation of road traffic fluctuations.

traffic density on each road. Blue nodes represent deployed
controllers, and dotted lines represent node assignments to
each controller. The evolution of traffic during the day implies
variations in the number of vehicles and the distribution
of vehicle density. For example, the roads and places used
during working days differ from those on weekends. These
variations mainly affect two measures, namely: i) the load on
the controller (in the number of controlled nodes (vehicles)),
and ii) the number of nodes far from their controller (in the
number of hops), as shown in the graph colored from the right.
Instanced controllers become overloaded (increased number
of managed vehicles) and several nodes are located three
hops away from their controllers (e.g. area pointed by red
arrow). This results in increased latency between controllers
and vehicles, as explained earlier.

III. SDN PARADIGM AND GENERAL DESCRIPTION OF
THE PROPOSED ARCHITECTURE
This section presents the proposed architecture. We first
present the SDN paradigm by describing the key principles
and design choices that guided the development of this archi-
tecture. Finally, we analyze the various opportunities of the
proposed architecture.

A. SDN PARADIGM IN A VANET ENVIRONMENT
In a VANET network, each network device is made up
of a data plane and a control plane. The primary purpose
of the data plane is the routing of data, while the control
plane is responsible for all network control decisions, such
as deciding from which interface data is routed. With con-
ventional networks, the same device comprises the control
plane and the data plane. Each plane makes its own decisions
independently. However, the SDN paradigm recommends

FIGURE 3. The global architecture of the SDN paradigm.

the separation of the control plane and the data plane. This
is because network control functions are outsourced from
network equipment and arranged in software components on
dedicated external equipment called SDN controllers. Fig-
ure. 3 shows our global architecture of the SDN paradigm
composed of an Application Plan, a Control Software SDN,
and a Data Plan, such that the SDN Controller is the central
element of our architecture. It communicates with the various
nodes of the VANET network via a South-Bound Interface
(SBI) protocol. While the Northbound Interface (NBI) proto-
col expresses the need for the SDN controller.

The SDN controller provides an abstraction of the under-
lying network to network applications and services and is
responsible for setting the various network policies. The data
plane is made up of routing nodes often referred to as PFE for
Packet Forwarding Element.

B. GENERAL DESCRIPTION OF THE PROPOSED
ARCHITECTURE
As the main basis, we integrate the SDN paradigm in
our hybrid vehicle network service protection architecture.
To improve the control of the VANET network and facilitate
its management in addition to the advantages of hybridiza-
tion, we still use the advantages of the SDN paradigm. There-
fore, we can develop efficient VANET network protection
algorithms

which will be based on knowledge of the environment
of the vehicle nodes, the global state of the communication
networks (Multi-RAT), and finally the capacity for dynamic
control of the networks. These different data can come from
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FIGURE 4. Global vision of the proposed architecture.

road authorities, VANET operators, etc. Our architectural
goal is to separate the control plane from the data plane
through intelligent integration of the SDN paradigm (see Fig-
ure. 4). Several policies are implemented by SDN controllers,
maintaining the intelligence of the VANET network.

As shown in Figure. 4, the red and blue dotted lines
distinguish the control paths and the data paths respec-
tively. According to the instructions provided by the SDN
controllers, the nodes of the data plane ensure the rout-
ing of the data. We can design three conceptual princi-
ples of our architecture, which are detailed in the following
subsections.

1) HETEROGENEOUS DATA PLANE (MULTI-RAT) IN THE
PROPOSED ARCHITECTURE
We can notice in Figure. 4, that the data plane consists of
components programmable via SDN, such as RSUs, vehicle
nodes, and finally base stations. This choice is motivated by
the vision of hybridizing DSRC and cellular technologies to
take advantage of their advantages and to couple their capaci-
ties to effectively support ITS services.We consider that vehi-
cles are equipped with two or more network interfaces. For
example, one interface to access the RSU network (DSRC)
and another to access the cellular network (LTE / 5G). How-
ever, vehicle nodes are considered programmable via SDN,
by default. The latest studies have shown the motivation of
the SDN paradigm and that centrally computed routing is
more efficient than distributed computed routing. According
to the observed results of SDN controllers applied on VANET
networks, it is clear that the vision offered by SDN can lead to
an interesting reduction in the risk of collisions by controlling
the transmission parameters. We assume that the interface
posed in our architecture also allows performing the choice
of wireless channels, power control, and routing. The differ-
ence between data plane nodes lies in the features supported

by each node and their specific characteristics. From the
perspective of the SDN controller, the nodes are transparently
controlled according to a unified model.

2) HIERARCHICAL CONTROL PLAN
SDN controllers define the rules for different nodes in the data
plane. It represents the essential element of our architecture
which hosts the various control functions of the VANET
network. Given the type of nodes and their locations, SDNs
are connected to nodes.

We have three types of main controllers such as an RSU
network manager, a cellular network manager, and a coordi-
nator of various controllers. The choice of separating con-
trollers by technology is motivated by the fact that each
network could belong to a different actor. For example, the
cellular network is managed by a mobile network operator
and the RSU network is managed by city authorities or road
network managers. Based on the joint control of VANET
networks, we decided on a hierarchical manner for the con-
trol plane organization in our architecture. Indeed, from the
data of each network, a global view of the communication
infrastructure is constructed by the main controller. Note that
the BS and RSU controllers define the specific rules to be
implemented by each node of the network. While the main
controller transmits to each controller the general behavior of
the network. However, some network control decisions can
be made by local controllers and may not require direction
from the global controller. For example, horizontal handover
operations (change of attachment point within the same net-
work, e.g. BS ↔ BS). On the other hand, vertical handover
operations (change of attachment point between two different
RSU ↔ BS networks) may require directives from the
global controller. In any case, we assume that the various
players agree to expose the information from their networks,
necessary to perform hybrid control.
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FIGURE 5. Data-driven control.

3) DATA-DRIVEN CONTROL
For more efficient network VANET control, SDN controllers
can use data from external actors (such as route managers,
VANET operators, etc.). This data is used to derive a poten-
tial view of the network status and to enrich the network
overview.

We notice in Figure. 5 the data exchange between system
actors, the control plane, and the data plane which represent
the vehicle nodes for a detailed design of VANET services.
To enrich the global vision built by SDN controllers, data
plane data can be combined with external data. This ser-
vice can leverage information about the potential trajectory
of MPP (Most Probable Path) vehicles to derive potential
network attachment points for a given vehicle, which will
help estimate potential network load. These data can be
provided by ITS service providers, part of their services of
which are based on the vehicle’s potential trajectory. We cite
the example of the eHorizon driving assistance service [64],
which provides vehicles based on their MPP with condition
road information. On the other hand, the potential network
condition estimation service can take advantage of additional
input weather data to accurately predict signal and network
quality for nodes in a given area.

The network selection function can take advantage of
this potential network vision to effectively guide vehicles
in choosing which communications network to use. This
decision will be based not only on the current condition of the
two networks but also on their potential condition. However,
ITS service providers can design services based on potential

network quality data. For example, the route recommendation
service can take advantage of this data to recommend routes
for vehicles that provide a better network service quality [65].
This property requires collaboration between the various sys-
tems actors for the data exchange.

C. ARCHITECTURE OPPORTUNITIES
The proposed architecture offers many opportunities in net-
work control terms. They are mainly inherited from the prop-
erties of the SDN paradigm coupled with the advantages of
vehicular communication technologies hybridization.

Network programmability contributes significantly to
improving network quality of service management. Indeed,
fine-grained programming of the network makes it possible
to dynamically allocate resources at the scale of a flow [66].
In addition, it offers the possibility of reconfiguring and
adapting to variations in the quality of service. This flexibility
fully responds to dynamic variations in this type of network.
This dynamic of topology caused mainly by the mobility of
vehicles requires an adaptation of the transmission param-
eters. The topology control function can take advantage of
the overall view of the network to quickly reconfigure the
topology to minimize transmission problems (interference,
collision, etc.). Algorithms providing joint control involving
both topology control and QoS management can be designed
to ensure optimal performance.

The global view of the network state allows efficient use
of available network resources, which many algorithms can
take advantage of. For example, network resource allocation

43340 VOLUME 11, 2023



B. Alaya, L. Sellami: Toward the Design of an Efficient and Secure System Based on the SDN Paradigm

algorithms can take advantage of this insight to optimize the
resource allocation of the various available networks. These
algorithms can also take advantage of the potential view of
the network state to optimize these networks’ use. Other
approaches provide load balancing between various networks
and even prioritize the DSRC network to alleviate cellular
network overload and minimize communication costs while
meeting network service requirements.

In addition to major advantages in terms of the develop-
ment of network control functions. The software nature of
these functions provides flexibility in choosing which net-
work control functions to perform in a given area and at a
given time. Indeed, we can consider activating/deactivating
a network control function depending on the environmental
conditions. For example, for the network control functions
ensuring routing based on multiple-hop links, the work of the
literature reports that each algorithm is effective in particular
conditions (environment (urban, rural, etc.), vehicle mobility
(speed, density, etc.)) [67], [68]. Based on the overall view
of the network and the environment in which the vehicles
operate, controllers can decide which mechanism to put in
place and therefore can activate the most appropriate control
functions for each situation.

Finally, the software nature of network control functions
offers the possibility of flexibly adding new control func-
tions to adopt networkmanagement strategies. This flexibility
property offers the prospect of system continuous evolution.

IV. SECURITY AND CONFIDENTIALITY SCHEME
We present, in this section, a confidentiality and security
scheme applied to the ITS environment. This scheme is based
on five steps that are presented as follows.

A. KEY AND CERTIFICATE SENT BY SDN
We assume that there is a Trusted Authority (TA) to initialize
thewhole system.We adopt AODV (Ad hocOn-DemandDis-
tanceVector Routing) [69], as the routing protocol selected by
SDN. We have {MesDem, MesRes, MesNot} in the format
of the message ‘‘RREQ route request’’ [57], the three control
messages which are initialized by SDN. The system will be
initialized by SDN b performing the following steps.

1) The security parameters begin to initialize with the
SDN by executing R.Init(1δ). Knowing that R repre-
sents all of the RSUs which receive an optimum of
the replica messages. R.Init(1δ) allows for generating
a bilinear environment (t, G1, G2, g1, g2, i,F) where
(δ, k) are the security parameters, G1, G2 two groups
of order t , g1 is the generator ofG1, and g2 is the gener-
ator of G2. The SDN selects sands′inZ∗

t and calculates
x= gs1 ∈ G1andy= gs

′

2 ∈ G2. SDN then chooses
a secure symmetric encryption algorithm Enc (.), and
a random number k ∈ Z∗

t selected as a master key.
Next, it chooses two secure cryptographic hash func-
tions �1, �2 [70], [71], such as �1: {0, 1}∗ → G1, as
�2: {0, 1}∗ × G2→ {0, 1}k .

a) Depending on confidentiality requirements, SDN
selects 1ε and decides the certificate validity at
1ε.

b) SDN keeps the master key k as secret,
and shares the system parameters in VANET
(t, G1, G2, g1, g2, i,F , �1, �2,Enc (.) , 1ε).

Suppose that we have a new vehicle node wishing to commu-
nicate with other nodes, for an RSU Ri in the cluster Cl j [72],
the SDN sends the certificate Certvi , and the private key PK vi
as follows:

1) SDN calculates LIDvi = Enc(IDvi ) which represents
the login identity of the vehicle node with the master
key k .

2) Then SDN defines the secret key PK vi = �1
(
LIDvi

)
,

the public key GK vi = sg1, and an arbitrary number
∈ Z∗

t .
3) Using the signature generation algorithm [73], [74],

SDN generates the signature χvi .
4) Finally and safely SDN generates LIDvi ,PK vi , and

Certvi . SDN keeps track of themapping betweenCertvi
and the veritable IDvi .

Using the function R.Monit(χvi , g1,GK vi ), the vehicle node
vi can verify the certificate Certvi . We can discover then that
our scheme can necessarily guarantee optimum confidential-
ity of the identity of the user of VANET by using this key
distribution method.

B. THE CERTIFICATE UPDATE IN THE PROPOSED SCHEME
A restoration policy has been implemented in our proposed
scheme. Such, SDN can offer several certificates for each
vehicle node. However, these certificates should not be used
immediately after they arrive from SDN in the VANET net-
work. Note again that only the certificates issued by RSU
Ri belonging to the Cl j study clusters are valid. As already
presented in [60], we adopt in our scheme the technology
of proxy re-signature cryptography. This technology is based
on requesting the re-signing key from all nodes of Cl j (Nj)
and then deciding whether the certificates issued by the SDN
and those issued by itself are the same or not. Suppose we
have a real-time cT k , then to obtain the re-signature keys
corresponding to Ri, the vehicle node vi can use the Scert sig-
nature certificates. We then present an algorithm that details
the updated certificate.

C. VERIFICATION AND SIGNATURE
The vehicle node vi uses the signature algorithm SigAlg,
to sign the three messages {MyDem, MyRes, MyNot}. Also
note SigAlg represents: R.Sign

(
K,PK vi ,MesDem

)
Concat

hvi,MesDem where K =�2(TP·CertRj,vi ) represents the tempo-
rary key and TP is the time stamp, Certvi is the certificate of
vi issued by the SDN, and PK vi is the private key of vi.
The other vehicle nodes wait for the receipt of theMesDem

from vi, then they begin to check if CertRj,vi is valid. Then
the vehicle nodes check if R.Check(MesDem,hvi,MesRes,K )
is true to accept the message mi.

VOLUME 11, 2023 43341



B. Alaya, L. Sellami: Toward the Design of an Efficient and Secure System Based on the SDN Paradigm

Algorithm 1 Certificate Update Algorithm
1. Select of Certvi ,GKvi , g1
2. if (Certvi isvalid) Then
3. Calculate: C,D,S Such as:

C =s′ · GKvi;D =s′ · g1;S =

EncC(TkconcatCertvi,k)
4. else (Reject)
5. if (S is valid during the gap time Tk+1 . . .Tk+Nj ) Then
6. Calculatethere − signaturekeyRKvi,k)
7. else (Reject)
8. if (RKvi,k is valid ) Then
9. Accept RKvi,k
10. else (Reject)

We can define the detection time for TimeDetvi attacks
from vi based on the following conditions: the time it takes to
send the message MesDem, the real environment of VANET,
and the transmission power and bandwidth of the VANET
network, as follows:

TimeDetvi = TNMesDem −
OT
LS

(1)

That: LS is the light speed, TNMesDem is the send time
of the message MesDem, and OT represents the optimum
transmission. To optimize the number of erroneous decisions
TimeDetvi must be carefully calculated. We can conclude that
this is probably an attack if and only if TimeDetvi< 0 (see
algorithm.)

D. THE REQUESTED RESPONSE
A Vehicle node or RSU node ∈ Cl j sends a request (executes
Algorithm. 2) to the nodes belonging to their routing table to
check and detect the attacks. These attacks can in particular
copy, modify or cut messages to send false messages. To exe-
cute the notification phase, the vehicle, and RSU nodes wait
for the response to its requests.

We can summarize this phase by the following steps:

1) Using the primary key K =�2
(
TP · CertRj,vi

)
, and the

private key PK vi , node vi can sign the message. Also,
he must wait for the time τ to elapse to minimize the
chances of collisions. Then, as already noted in our
Algorithm. 2. line from 1 to 5, sends to its neighbors
a jump in its routing table.

2) The node vi retrieves the encrypted control message
MesRes from γ , after having received MesRes from
vj. As shown by algorithm 2, from lines 6 to 13, if the
signature is valid & TimeDetvi< 0, it considers that the
link with the node vj is proven. Otherwise, it returns
unproven to begin the notification phase.

3) If vi decides to begin the notification phase, it prepares
MesNot and deletes the adversary node vj in its routing
table at one jump. Then vj sends MesNot to all its
neighbors of the same Cl j to delete the adversary node
in its routing table. Finally, as noted in Figure. 6, each

FIGURE 6. MesDem & MesRes.

neighboring node broadcasts MesNot to all the nodes
in its routing table.

In our scheme, by adapting the cryptographic technology
of [60] a node cannot generate a correct signature for false
certificates. Also, a node must limit the misuse of credentials,
since a certificate Certvi is only valid during a fixed deadline.

Algorithm 2 The Requested Response Algorithm
1. Input: Current timestamp &MesDem
2. Calculate K =�2

(
TP · CertRj

)
3. Calculate:

ϕ = R.Sign
(
K ,PK vi ,MesDem

)
concathvi,MesDem

4. Select the shortest time between two messages (τ )
5. Sharing of ϕ

6. Select and retrieve theMesResmessage fromCl j, when
a node detects an encrypted MesRes control message

7. Calculate π= R.Check(MesRes,hvi,MesRes,K )
8. if (π is valid) Then{
9. Calculate:TimeDetvi = TNMesDem −

OT
LS

10. If TimeDetvi< 0 Then
11. return (uncertain)
12. else return (proved)
13. else return (uncertain)}

E. RESPONSE TO THE ATTACK DETECTION DEMAND
A node vj executes the Request-Response algorithm (Algo-
rithm. 4). in the event, that it receives an attack detection
request. Thus, a response to the detection request is summa-
rized as follows: When the node vj receives the encrypted
control message MesDem, ϕ receives and decides whether
it’s signature R.Check(MesRes,hvi,MesRes,K ) is valid or not.
Then, if it is not valid, the node vj sends a requested
response to vi, otherwise the node vj signs the response
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Algorithm 3 The Requested Response Algorithm
1. Input: The attack node & MesNot
2. Calculate γ= R.Sign

(
K,PK vi ,MesDem

)
Concathvi,MesDem

3. if (vx ∈ (1 − jumpofvi)) Then
4. In the routing table of vi at 1 − jump, remove vx
5. return ()
6. else return ()
7. Output: γ available for transmitting

Algorithm 4 The Requested Response Algorithm
1. Input: M the message of encrypted controlMesDem
2. Selected Current times tamp
3. Calculate: K =�2

(
TP · CertRj,vi

)
4. Calculate γ =

R.Sign
(
K,PK vi ,MesDem

)
Concathvi,MesDem

5. if (vireceiveMesDem)) Then
6. retrieveMesDem from M
7. Calculate π= R.Check(MesRes,hvi,MesRes,K )
8. if (π = true) Then
9. send-response (γ, vi)

10. Else Response_demanded ()
11. Output: γ the encrypted control message MesRes

FIGURE 7. Simulation Scenario - Phase 1.

R.Sign
(
K,PK vi ,MesDem

)
Concathvi,MesDem and returns it

to vi.

V. EXPERIMENTAL RESULTS
The experiment aims to show how the global view of
the vehicular network established at the level of the con-
troller, combined and enriched with the data provided
by the external actors, allows more targeted and more
effective control of the network to support ITS services
efficiently.

We show through evaluations how the SDN controller can
leverage its global view of current and potential network loads
to guide the node in selecting the network attachment point
with the best-expected performance.

We first present the simulation tools supporting the
simulation prerequisites of our architecture. Furthermore,
we describe the tools chosen for our studies. Finally,
we present the obtained simulation results.

FIGURE 8. Simulation Scenario - Phase 2.

TABLE 2. Simulation parameters.

A. SIMULATIONS DESCRIPTION
To study and evaluate the proposed architecture for vehicle
networks programmable via SDN, the simulation environ-
ment must combine (in the majority of cases) both: (i) support
for SDN programmable networks, (ii) a wireless communica-
tion medium, and (iii) a vehicular mobility medium.

To meet these simulation needs, we choose the use of
MiniNet-WiFi [75].We opt for a VANET network under SDN
control, which consists of four RSU entities, each with a
coverage of 600 m.

We have chosen a two-phase simulation. First, a phase
where the number of vehicle nodes is average (medium load),
then another phase where the number of vehicle nodes is high
(overloaded network).

We consider 10 vehicles in the first phase, generating a
VANET network in an area of 500 × 500 m. As shown
in Figure. 7, the server node (vehicle node car1) which is
connected to RSU1, transmits the information to the clients
(the vehicle nodes car2 and car3) covered by the entities
RSU2 and RSU4 respectively.

We detail the characteristics of our network traffic in
Table.2. Depending on the frequency of the RSSI signal
received, the vehicle nodes can select the connection point
to the network.

We simulate, in the second phase of an area of 2 × 2 km,
an overload of the entity RSU1. We consider that the vehicle
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FIGURE 9. Round Trip Time (RTT).

node car1 is initially attached to RSU1 and that the overload
of the RSU1 entity is anticipated by the SDN controller.

The idea is to change the state of vehicle node car1 and
become attached to RSU3. As shown in Figure. 8, to support
this state change new rules must be implemented in the RSU
entities.

B. RESULTS AND ANALYSIS
Two metrics are considered in the first assessments:

• RTT (Round Trip Time): It represents the time required
for a round trip of a packet from a given source to a given
destination.

• PDR (Packet Delivery Ratio): It characterizes transmis-
sion reliability. It represents the ratio of the number
of successfully routed packets to the total number of
packets transmitted by the source.

Figures. 9 and 10 show the communication performance
results between the car1 and car2 vehicle nodes with and
without the application of control, and with and without the
presence of our security and privacy scheme (SPS). They
show respectively the Round Trip Time and the Packet Deliv-
ery Ratio.

We can conclude that the performance of the network
deteriorates when the vehicle node car1 is attached to the
entity RSU1 and the latter is overloaded. The Packet Delivery
Ratio decreases by 30% and the Round Trip Time decreases
from 111 ms to 449 ms. However, it can be seen that the
performance of the network is improved when SDN triggers
the change of the RSU entity (attached to the vehicle node
car1). Such as we notice that the average RTT is lowered by
68 ms and that the PDR remains around 94%. We also notice
with the integration of the SPS that the performance of the
network is improved, the average RTT is reduced by 51 ms
and the PDR persists around 99%.

We also notice that the PDR drops to 18% with the for-
warding action between RSUs which has a network perfor-
mance cost. Nevertheless, this loss can be compensated by

FIGURE 10. Packet Delivery Ratio (PDR).

the significant gain in performance in transmission, which
can be used to catch up with certain delays and losses related
to the change of RSU. This fully motivates the consideration
of control via SDN and SPS in a very dynamic VANET
environment.

The consideration of the SDN paradigm as a key principle
in the design of new vehicular network architectures poses
again the challenge concerning the placement of controllers.
Finding a good investment strategy is essential to guarantee
the best performance, especially when it comes to supporting
ITS services with very strict requirements. The first element
of this strategy is to consider the possibility that the RSU enti-
ties can host the controllers [40]. The RSU entities (chosen
as controllers) have limited resources (processing, storage),
which restricts their ability to manage many nodes simul-
taneously, compared to controllers usually installed in data
centers. In our simulations, we consider the network traffic
proposed in [40] to show the impact of the SDN controller
and our security and privacy scheme on the performance of
the studied VANET network.

We consider three scenarios with different numbers and
locations of vehicle nodes such as 50, 100, and 200. Mininet-
WiFi’s base controller operates in hop-by-hop mode, which
means that each RSU entity that is part of a data path, in turn,
asks the controller which routing rule to install via the Packet-
In/Packet-out message exchange. Two metrics are evaluated:

• Overhead: This reflects all messages generated by all
vehicle nodes and RSUs, mainly during the routing rule
installation process.

• Flow Setup Time (FST): this is the difference between
the time when a vehicle node or RSU sends a Packet-In
type message to the controller and the moment when
it receives its corresponding response message, Packet-
Out type (flow instantiation rule).

Figures. 11 (a) and (b) show respectively the overhead and
the average FST as a function of the maximum number of
jumps (tolerated by the placement strategy) and the number
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FIGURE 11. Placement performance as a function of controller load and
coverage.

of vehicles. As expected, the overhead and the FST increase
according to the maximum number of hops between the
controller and the vehicles, for the three, examined scenarios.
The increase in overhead mainly depends on the number of
packet-in messages generated. The more vehicles we have,
the more traffic there will be generated and therefore more
overhead. On the other hand, the increase in controller cov-
erage implies the dispersion of vehicles in the considered
topology. This implies that the data paths include more inter-
mediate nodes and therefore the generation of a significant
number of Packet-Inmessages. It can be seen that the increase
in Overhead and FST is more significant in the scenario
of 200 vehicles. The simulation tool does not allow us to
consider a larger number of vehicles tomore accurately assess
the performance of OpenFlow sessions between vehicles and
the controller. Nevertheless, the evaluations reveal trends,
in particular, the significant increase in traffic control and
interaction times between controller and vehicles as soon
as the number of vehicles is substantial. This increase in
delay is due to the increased load on the controller and the
impact of the increased load on the vehicle-to-RSU wireless
links. These links represent an integral part of the data path
connecting the controllers to the vehicles. Thus, an efficient
placement strategy must consider that the majority of con-
trolled nodes (vehicles) are close to their controller (reduced
coverage) and limit the number of vehicles associated with a
single controller.

FIGURE 12. Packet Loss Ratio vs. VANET network size and (b) Packet
Delivery Ratio vs VANET network size.

With a different number of vehicle nodes and with the two
schemes considered, we illustrate in Figure. 12 (a) the Packet
Loss Rate (PLR). We can notice in this Figure that with an
increase in network traffic, the PLR also increases. With a
scenario of 100 vehicle nodes, the rate drops from 39 to 86%
applying only the first confidentiality and security scheme.
On the other hand, with the same number of vehicle nodes,
it decreases from 26 to 73% if we also incorporate the SDN
control.

Therefore, the PLR becomes weaker, reducing the number
of vehicle nodes in our traffic VANET. By comparing it with
the FLIP scheme [76], the two proposed schemes offer a
lower PLR. Also, with the same load conditions, the two
proposed schemes (SDN) and (SPS) are better in terms of
PLR compared to the Identity-Based Conditional Privacy-
Preserving Authentication Scheme (IBCPA) [77].

With a different number of vehicle nodes and with the two
schemes considered for VANET networks, we illustrate in
Figure. 12 (b) is the Message Delivery Report (PDR) but
compare it in this case with the two schemes IBCPA and
FLIP. By applying SDN and SPS, we can notice that theMDR
goes from 15% to 22% of the MDR value. We can also notice
the difference in MDR value by applying only SDN with the
same load conditions. At the same number of vehicle nodes,
the combination of our two models gives better results than
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FIGURE 13. The average number of key establishments.

FLIP and IBCPA. However, SDN & SPS produces a better
PDRwith 15%more than SDN alone, in the case of a scenario
of vehicles at 50 knots or less. We can conclude that the SPS
scheme is well suited for heavy traffic and an application that
requires reliable and secure message delivery in the VANET
network.

To communicate with each other, the vehicle nodes of
each group must use the group leader key. Additionally, vehi-
cle nodes must exchange keys with each RSU individually.
Vehicle nodes exclusively use the group key shared between
them with our SPS scheme. Our travel strategy is assumed to
be free (direction and distance) for all vehicle nodes in our
simulations. Each group of VANET traffic is covered by four
RSUs.

We can notice in Figure. 13 that the average number of
key establishments in ASPA (Advanced Strong Pseudonym-
based Authentication) [78] and in PACP (Pseudonym
Authentication Based Conditional Confidentiality Proto-
col) [79] becomes more important when the groups are not
used. Note that when the beams are not brought into play
within the 180 s time interval, 13 independent keys have been
transmitted.

VI. CONCLUSION
The contributions proposed in this paper aim at the devel-
opment of a new security concept of vehicular network pro-
grammable via SDN. For the first contribution, we defined
vehicular network architecture based on the SDN paradigm.
We also presented the proposed approach for placing SDN
controllers in the network. This study focused mainly on
the first-level controllers of the defined architecture. The
proposed model is based on a linear formulation. Our
industry-leading approach is to adjust placement based on
traffic fluctuations. The combination of the properties of the
hybridization of vehicular networks and the SDN paradigm
makes the success of the studied architecture. We were also
interested in the controller placement is very critical and must

be done carefully to take advantage of the benefits of central-
ized control without impacting the overall performance of the
network. To further secure VANET networks, we have also
come up with a second intelligent packet protection scheme
(SPS).We evaluated the behavior of SDN and SPS in terms of
message loss rate, packet delivery rate, and delay reduction.
This evaluation allowed us to demonstrate that SDN and
SPS are capable of generating many vehicle communications
while maintaining the expected properties of the network,
particularly in terms of security and confidentiality. However,
we did not evaluate the real-time performance of the entire
system.

Several perspectives are possible such as the operating
mode of data exchange between the different actors of this
system, the definition of the view of the network to be shared,
and how it will be shared, which can constitute a first perspec-
tive of architectural order. The definition of an approach tak-
ing into account the mobility constraints of vehicular nodes
in a vehicular environment represents a second architectural
perspective to be explored.

Furthermore, taking a dynamic approach to placing SDN
controllers is very promising. An analysis of the processing
time for capturing messages, extracting attributes and reg-
istering them in the ontology, analyzing the window, and
generating the report in the event of an anomaly would make
it possible to assess the hardware needs of the device for its
integration into the vehicle.
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