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ABSTRACT Communication of the images over the network calls for an approach to ensure security
and ownership protection while exchanging images over the network. This paper proposes an improved
blind watermarking scheme capable of offering image authentication, protection, and detachment avoidance
between the watermark and its corresponding image. The proposed technique is composed of three modules;
generator, protector, and resizer. The generator deals with embedding and extracting the watermark from the
host image. Protector deals with encryption and decryption using a high dimensional chaotic system. And
resizer deals with compressing and decompressing the watermarked image. The novelty related scientific
literature is the encryption of Singular Value Decomposition (SVD) components, and watermark in a
criss-cross manner using logistic map along with hyperchaotic system to achieve the confidentiality and
avoid false positive problem (FPP).Whereas, embedding into RGB (red, green, blue components) is centered
on singular value decomposition and level-2 Discrete Wavelet Transform. The joint operation is performed
at sender’s side and receiver’s side, i.e., encryption, embedding, and compression is performed at sender’s
side whereas decompression and decryption procedures are performed at the receiver’s side. Additionally,
compressing the data reduces the higher bandwidth requirements. The performance of the proposed scheme
is based on subjective and objective evaluation. Experimental results such as PSNR (peak signal-to-noise
ratio), NC (normalized correlation), BER (bit error rate), CR (compression ratio), NPCR (number of pixel
change rate), and SSIM (structural similarity index) indicate that the proposed technique approaches the
standard main level The best-observed values for PSNR, SSIM, NC, and CR are 73.2211, 0.998816, 0.9997,
and 0.9025 respectively.

INDEX TERMS Watermarking, decomposition, non-linear dynamics, confidentiality, logistic.

I. INTRODUCTION
Dispensing personalized healthcare using IoT-based architec-
tures, artificial intelligence, and 5G-based networks is shift-
ing the world towards Health 4.0 [1]. Security of medical
images embedded with sensitive data is a significant issue
in transferring medical data. Information and Communica-
tions Technology (ICT) tools to manage, store, and transmit
medical data facilitates patients to get health care services by
exchanging their medical records over long distances. These
services may suffer from authenticity and confidentiality
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issues. Since medical data may become susceptible during
storage and transmission; therefore, its security and privacy
must be built into the algorithm. And the providers must
guarantee the authenticity and confidentiality of the sensitive
patients’ data through watermarking and encryption. Other-
wise, the belonging of the specific media will be adversely
affected. The security of personalized images or certain med-
ical information contained in some host images, illegal pos-
sessions, and ownership protection are the issues from the
perspective of communication networks. Moreover, identity
theft, privacy leakage, and authenticity related tomedical data
are a growing issues [2], [3]. Acronyms listing used in this
paper is shown in Table 1.
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Efficient security protocols are desperately needed to cope
with the severity of data breaches in the healthcare industry.
Although, cryptographic algorithms can be used to safeguard
the Electronic Health Records (EHRs), the camouflaged pres-
ence of encrypted multimedia data fascinates more attention
from the invader, thereby increasing the possibility of data
breaches.

Conversely, embedding the EHRs in medical images by
using invisible watermarking algorithms has been an efficient
way of improving the security of multimedia data. Therefore,
the highly imperceptible watermarking techniques can lead
to a reduced number of privacy breaching chances by an
adversary.

Steganography deals with secretly transmitting the piece
of information by embedding it into some trivial cover image
[4], [5]. Although, steganography deals with data confiden-
tiality whereas, invisible digital watermarking offers other
benefits such as (a) confirmation of content creator, (b) non-
susceptibility to illegal distribution, copyright breach prob-
lems, and alteration while sending data over the internet.
However, it is seen that integrating an encryption algorithm
with an invisible watermarking algorithm can generate highly
secured watermarked data [6]. Therefore, integrating water
marking with encryption algorithms can tackle the challeng-
ing issues related to copyright infringement, image water-
marking attacks, and information security.

Digital image watermarking schemes embed a secret
watermark image into the host image using spatial or
frequency domain. The secret watermark image can be
encrypted before embedding it into a host image. For exam-
ple, the author [7] first encrypts the watermark image, then
embeds it into the host image. Commutative watermarking-
encryption proposals implemented by various researchers
in the recent past, are comprised of two main parts, i.e.,
an encryption and watermarking part. The encryption part
uses a spatial or transform domain to encrypt the watermark
bits by exploiting encryption procedures such as permutation-
substitution. Whereas watermarking part is comprised of
watermark key WK , the watermark W , dimension of host
vector and watermarking procedure. In this respect, com-
mutative watermarking-encryption based scheme performs
encryption in the spatial domain by using permutation, and
accomplishes watermarking by exploiting the watermark key
WK , the watermarkW , dimension of host vectors (the number
of coefficients, which is used for embedding one bit) and the
quantization step 1 [8].

Maintaining an appropriate balance between robustness
and imperceptibility has always been a demanding factor.
Besides, other factors to be considered while designing
watermarking schemes are: balance between fidelity and
reversibility, space efficiency, watermarking in encrypted
domain, payload capacity, and reduced size of the water-
marked data. The issue of delegating the multimedia water-
marking service to cloud service providers is tackled in [9],
in which the authors achieve a notable balance between

reversibility and fidelity under the specified constraints.
Additionally, it substantially reduces the size of the water-
marked image and improves the space efficiency.

Although, Singular Value Decomposition (SVD) based
image watermarking techniques offer remarkable invisibil-
ity but suffer from False Positive Problem (FPP). The pro-
cedures that are centered on SVD method decompose the
transformed image into U , S, and V vectors. Embedding
is done into one of these vectors. The S vector is mainly
utilized for embedding owning to its robust nature against
certain attacks [10]. Furthermore, a minor modification in
singular vectors does not affect the host image’s visual
quality.

Conversely, in image watermark insertion, false positive
problem results from singular values of SVD. The vectors
U and V can be interchanged by the adversary’s chosen
matrices for the extraction of new watermark (that has never
been embedded) to appeal the false ownership. By encrypt-
ing the SVD components through one way hash functions
and non-linear dynamics, the FPP problem can be avoided
[11], [12]. The author in [11], tackled the FPP problem
by encrypting the SVD components via a Logistic map.
Therefore, connecting watermarking scheme with encryp-
tion based on non-linear dynamics can generate a highly
secured watermarked image [13], thereby reducing the false
positive problem and other security issues. To that end, a
novel watermarking procedure is formulated that connects
the watermarking part with encryption based on Arnold
transform by using the inter-block coefficient correlation
for embedding purposes [14]. In this scheme, the author
improves the security by resisting image processing and geo-
metric attacks.

The objective of the conducted research is to embed mul-
tiple size image watermarks in the cover image, and 2) to
include encryption of embedded watermarks using hyper-
chaotic system to avoid the false positive problems i.e.,
if intruder becomes successful in extracting the watermark,
he/ she will not be able to understand it or claim ownership
as it is in encrypted form using higher dimensional chaos.
If the intruder claims watermark ownership, he/ she will have
to decrypt it.

Specifically, in this study, a blind color image water-
marking scheme that combines second-level discrete wavelet
transform (DWT), singular value decomposition (SVD),
encryption procedure, and compression technique to pro-
vide security for watermarked images. Before embedding the
required watermark into the host image, it is encrypted by
using a hyperchaotic system in a novel way, and, the encryp-
tion of SVD components is also done using a logistic chaotic
map to get around the false positive problem. Subsequently,
the watermarked image is compressed to decrease the band-
width requirement. Hence, the significant contributions of the
proposed scheme are: (a) a good balance of trade-off between
imperceptibility and robustness with the numerous size image
watermarks is attained, (2) dual encryption, i.e., encryption
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TABLE 1. List of acronyms.

of SVD components based on Logistic map and encryption
of watermark based on a hyperchaotic system in a criss-cross
manner.

The rest of the proposed work is structured as follows.
Preliminaries are given in section II. Related research is
presented in section III, and proposed work related to embed-
ding, encrypting/ decrypting, compressing, and extracting is
given in section IV. Performance analysis of the proposed
technique is given in section V. Finally, concluding remarks
along with the future objectives, are given in section VI.

II. PRELIMINARIES
A. DISCRETE WAVELET TRANSFORM
Discrete wavelet transformation (DWT) has widespread
applications ranging from detection of organ’s diseases to
digital multimedia security [15]. The elementary sense of
DWT in image processing is to pass an image through series
of high and low-pass filters to create higher and lower fre-
quencies i.e. decomposing the image into 4 non-overlapping
frequency sub-bands namely, low-frequency sub-band called
as (LL), mid-frequency sub-band called as (LH, HL), and
high-frequency sub-band called as (HH). LL sub-band is
acquired by passing a host image through low-pass filter
in both directions i.e., row wise and column wise. LL sub-
band possesses most of the information about the original
image and specifies rough approximation about the original
image. Likewise, high pass sub-band i.e., HH sub-band is
acquired by passing an image through high pass filter in
both directions. Whereas, to get HL along with LH sub-
band, the original signal is passed through two filters i.e.,
high-pass followed by low-pass filter and vice versa in both
directions. Any one of the 4 sub-bands can be taken for further

FIGURE 1. Decomposition of a color image up to three levels. Here white
square in the decomposed image represents the level 3 i.e., LL3 sub-band.

transformations. Here we take the LL sub-band for further
transformations as it provides resistance to various attacks.
Each one of these sub-bands behave like a filter against
signal processing attacks such as Gaussian noise, Salt &
Pepper noises, Histogram equalization, Blurring, Sharpening,
Median and Average filtering. Besides, DWT exhibits an
isotropic trait of the Human Visual System (HVS) higher
than other transformation processes such as Fast Fourier
Transform (FFT) or Discrete Cosine Transform (DCT). This
specification aids in the invisibility of embedded watermarks
in less sensitive regions by HVS [16]. Thus, the robustness
of the watermarked image is enhanced without deterioration
of the image quality. Thus, owing to the low-pass features of
the LL sub-band, the embedding into this sub-band provides
resistance to various attacks such as distortion, loss of com-
pression, and geometric distortions.

Additionally, the embedding in this sub-band will have
a nominal influence on the original image but the capac-
ity becomes less than a quarter of the original image size.
In Fig. 1, DWT transforms the original cover image into
4 separate sub-bands (LL, HL, LH, and HH) up to 3 levels.
The LL, HL, LH, andHH sub-bands deal with approximation,
horizontal, vertical, and diagonal details respectively, where
H denotes high pass filter, and L denotes low pass filter. The
three sub-bands i.e. LH, HL, and HH are called detail compo-
nents which comprise high frequencies and are considered the
most appropriate for watermark embedding with more excel-
lent stability and robustness [17]. The DWT is a reversible
transformation. The inverse DWT reconstructs the original
image from the wavelet domain into the spatial domain by
using approximation and detail coefficients. Therefore, the
inverse DWT is a way to reconstruct the original signal
or image from the approximation and detail coefficients
obtained through DWT. The 2-dimensional decomposition of
an image up to level-1 into its sub-bands and reconstruction
is shown in Fig. 2.

B. SINGULAR VALUE DECOMPOSITION
Suppose A is a matrix of size M × N consisting of real
numbers. The SVD procedure on A produces two orthogonal,
unitary matrices i.e., U(M × M) and V(N × N), and one
diagonal matrix, i.e., S(M × N) and can be stated as [18]:

A = USVT . (1)
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FIGURE 2. First-level decomposition using DWT and image reconstruction
using inverse DWT.

The diagonal matrix S represents the singular values (σ i)
of matrix A in descending order, i.e., (σ i > σ i+1). SVD
can be applied to color and grayscale images of size N × N
or M × N . Any minor modifications in the singular values
doesn’t cause significant effect on an image’s visual quality
[19]. SVD procedure reduces an image of size M × M or
M × N into smaller square and invertible matrices. The
unitary property of U and V matrices and stability property
of singular value matrix makes it useful in image invisible
watermarking approaches. But SVD based approaches also
induce False Positive Problems –FPP (extracting the illegal
or non embedded watermark images from the watermarked
images to claim the false ownership is called as FPP) [20].
The singular values of the diagonal matrix S are used for
embedding the watermark into the host image by using an
optimized scaling factor. The SVD componentsU andVT are
used in the extraction process as they provide the geometric
information. If these components are not encrypted, then they
can cause FPP. Therefore it is necessary to encrypt these
components to avoid the FPP [11]. Hence, encryption of these
components, i.e., U and VT Serves as an additional layer of
security against FPPs.

C. WATERMARK ENCRYPTION
Encryption along with Compression helps securely transfer
the image data over the insecure network with less bandwidth
requirement. Protection and compression of image data at the
sender’s side are assured by encryption and compression pro-
cedures. The joint operation, i.e., decompression and decryp-
tion, are performed at the receiver’s side. In our research
study, the encryption is based on a chaotic and hyperchaotic
systems whereas LZW is employed as a lossless compression
technique for compressing the text or image data. The chaotic
system used in this study is given as:

Xn+1 = βXn(1 − Xn). (2)

Here, Xn denotes system variable with n number of iter-
ations, and β denotes control parameter. For 3.56 ≤β ≤ 4,
(2) shows chaotic behavior and generates a set of random
numbers that can be used for scrambling the watermarks.
Whereas the four-wing hyperchaotic system [21] used in this

study is given as:
ẋn+1 = axn + byz
ẏn+1 = cyn + dxnz
żn+1 = exnyn + kzn + mxnwn
ẇn+1 = nyn.

(3)

where x, y, z, w are the state variables, and a, b, c, d , e, k , m,
n signify the system parameters. Equation (3) with a = 8,
b = −1, c = −40, d = 1, e = 2, m = 1, n = −2,
k = −14 becomes hyperchaos, i.e., it has two positive Lya-
punov exponents (LEs). Its LE1=1.39, LE2=0.50, LE3=0,
and LE4=−47.9. Moreover, the visual representation of the
system attractor of (3) shown in Fig. 3 indicates that the
sequences generated by the system are more chaotic.

Chaotic systems exhibit non-linear behavior and are char-
acterized by a sensitive dependence on initial conditions, and
pseudo randomness [22], [23]. On the contrary, the hyper-
chaotic system owns more complex pattern, larger key space,
and randomness. Mathematically, the behavior of chaotic
and hyperchaotic systems can be identified by computing
Lyapunov Exponents (LEs). Chaotic systems have only one
positive LE, while hyperchaotic systems have two or more
positive LEs. LE can be computed by using (4) and is defined
as the average logarithmic rate of separation or convergence
between the two points on the orbits at time series t. Briefly,
LE is the exponential separation rate for two nearby trajecto-
ries of a dynamical system [24].

LE = lim
n→∞

1
n

n∑
i=1

ln

∣∣∣∣ 1Di
1Do

∣∣∣∣, (4)

where 1Do is the initial difference between the two initial
conditions Xo and Yo. If the non-linear system has two
or more Positive Lyapunov Exponents (PLEs), it is called
hyperchaos, and they show much more complicated behavior
as compared to chaotic systems. In the Fig. 4, the encrypted
image is compressed using a dictionary-based compres-
sion technique called Lempel-Ziv-Welch (LZW) compres-
sion [25]. The code length, for this compression technique is
usually fixed and there is no need for additional information
to decompress the data.

III. RELATED WORK
Watermarking schemes having robustness, imperceptibility,
and security features are discussed in this section. A highly
imperceptible watermarking scheme that combines SVD and
fast curvelet transform to embed EHR into OCT scans is pre-
sented [26]; this scheme also resists some image processing
attacks. DWT-based only watermarking schemes have shown
better imperceptibility and compression, but these schemes
do not resist geometric attacks to a great extent [27]. Hence,
these schemes are usually joined with SVD or Hessenberg
decompositions to make them more robust [11]. An innova-
tive approach proposed by [28] applies DWT decomposition
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FIGURE 3. The system attractor.

in an appropriate way, i.e., it makes adjustments during inser-
tion. Afterward, the implementation of SVD to LL, LH, and
HL sub-bands yields three singular value matrices that are
used for watermark embedding. The proposed approach cer-
tifies data integrity, along with confidentiality, and robustness
for image processing attacks. In the interest of maintaining
a high-quality watermarked image, enhancing the security
and ensuring the data integrity, an approach was proposed
by [29] adds the hash of Electronic Patient Record (EPR)
to the original watermark. Afterward, a DWT is applied to
the medical image, then an SVD is implemented to the LL
sub-band. Then watermark is integrated into the least sig-
nificant part of the particular component. A watermarking
embedding and extracting scheme proposed by [30] uses a
dual transform domain, i.e., SVD and DCT, followed by a
chaos-based encryption to avoid the false positive problems.
In addition to watermark embedding, the author [31] presents
a color image watermarking procedure centered on a fast
structure-preserving algorithm of quaternion singular value
decomposition (QSVD). This scheme is effective in invisibil-
ity and confidentiality, and is robust to certain image process-
ing attacks. Likewise, the watermarking schemes proposed
by [32], [33], and [34] encrypt the watermark bits by exploit-
ing hyperchaotic maps before embedding into host image.
A blind watermarking scheme proposed by [32] makes use
of Fractional Moments of Charlier–Meixner for computing
and embedding the watermark bits into the host image. This
scheme demonstrated a better trade-off between robustness
and imperceptibility. The random projection approach imple-
mented by [33] achieves higher imperceptibility and robust-
ness against filtering and geometric attacks. By combining
FFT and DCT in the wavelet domain, the watermarking
scheme exhibited better invisibility and robustness against
geometric attacks [27]. The authors in this scheme got a

FIGURE 4. Compression workflow.

security component by exploiting dual encryption. An invis-
ible blind watermarking procedure proposed by [34] suc-
cessfully authenticates the patients’ images embedded with
EHRs. A new digital watermarking scheme based onmultiple
modules, i.e., orthonormal restoration, level shifting, distor-
tion compensation, etc., significantly improves robustness at
a higher level of imperceptibility by overcoming the flaws of
existing SVD-based schemes [35].

Alternatively, the authors in [36] diffused the watermark
and host images using Arnold’s chaotic map. And the prin-
cipal component (PC) of diffused host image is achieved
through redundant DWT and SVD. Afterward, diffused host
image’s PC is embedded with diffused watermark bits by
exploiting adaptive scaling factors optimized through Arti-
ficial Bee Colony. The adaptive scaling factors accomplished
better invisibility with improved robustness and security.
Apart from using a single transformation, connecting the
multiple transformations such as SVD, DFT, LWT and DCT
bettered the imperceptibility and robustness but resulted
in high computational complexity [37]. Similarly, includ-
ing scaling factor optimization algorithms such as Cuckoo
search [38], firefly algorithm [39], Artificial Bee Colony
(ABC) [40], Particle Swarm, Fruit Fly optimization and
Whale optimization algorithms in the watermarking scheme
achieves better trade-off between robustness and impercepti-
bility. The author in [41] exploited Wang Landau WL based
optimization followed by SVD and wavelet transform up to
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three levels. By doing so, the author got better embedding
coefficient.

To achieve a better trade-off between imperceptibility and
robustness against specific attacks, the watermarking scheme
given by [42], exploited Arnold transform, SVD, DWT, and
finally Differential Evolution (DE) for scaling factor opti-
mization. This scheme achieves remarkable invisibility as the
luminance component is elected for watermark embedding
because the HVS is insensitive to this component; hence,
embedding watermark bits into this component will defi-
nitely enhance invisibility. A secure and acceptable robust-
ness with excellent invisibility is achieved by exploiting the
combination of DWT, IWT, Contourlet Transform and 3D
Henon map [43]. A color watermarking scheme based on
numerous Fourier transform variants is proposed [44]. This
scheme is based on the combined parity of coefficients and
embeds watermark bits in the medium frequency band. And
achieves PSNR≥40db with resistance to specific attacks up
to a certain threshold level. Another watermarking scheme
is based on two parts, i.e., generator and adversary. The
generator deals with producing the watermarked images
by embedding the watermark bits into the mid-frequency
region and extracting the watermarks from the watermarked
images polluted with noise. The adversary part pollutes the
watermarked image by adding particular noise. This scheme
has shown better visual performance and robustness against
noise intrusion [45]. The text watermarking method pro-
posed by [46] exploits the reversing technique to enhance
the security of Arabic Text in the Holy Quran by using
vowels with kashida. The proposed approach achieves an
embedding ratio of about 90.05% and a high impercepti-
bility (PSNR) of 72.33 dB approx. The sensitive data of
patients such as blood pressure, lipid profile and other health
related information is concealed in the host image using IWT
along with standard deviation block (SD-block), least signif-
icant bit replacement, and coefficient alignment technique.
The results confirmed high hiding storage, high impercep-
tibility, and a certain degree of robustness with low time
complexity [47].

In order to achieve a good balance between impercepti-
bility and robustness, Discrete Cosine Transform (DCT) and
Schur decomposition is exploited in first scheme whereas,
DWT along with Schur Decomposition offers more robust
watermark distribution. Tabulated results reveal that the
proposed schemes maintain a high quality watermarked
images and are very robust against various attacks [48].
DWT and SVD is applied to embed and extract the image
watermark into the patient’s image with satisfactory adjust-
ment during the insertion. The proposed scheme confirms
data integrity, confidentiality, and robustness to several con-
ventional attacks [28]. A semi-fragile approach proposed
by [49] reveals the acceptable imperceptibility and robustness
to certain attacks even though controlling the watermark
integrity. Limitations of the previous work are reported in the
Table 2.

TABLE 2. Limitations in previous work.
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TABLE 2. (Continued.) Limitations in previous work.

IV. PROPOSED APPROACH
The proposed scheme consists of three parts at the sender’s
side, and three parts at the receiver’s side, i.e., watermark
embedding, encryption, and compression at the sender’s end,
whereas decompression, decryption, and extraction are done
at the receiver’s end. First, decomposition up to second level
Discrete Wavelet Transform of the cover image is performed.
Discrete Wavelet Transform transforms the original cover
image into 4 separate sub-bands (LL, HL, LH, and HH)
up to two levels. The two levels of DWT are given in
Algorithm-1 (step-1). The LL, HL, LH, and HH sub-bands
deal with approximation, horizontal, vertical, and diagonal

details, respectively, where H denotes high pass filter, and L
denotes low pass filter. The three sub-bands, i.e., LH, HL, and
HH, are called are detail components comprising high fre-
quencies and considered the most appropriate for watermark
embedding with, excellent stability and robustness.

The singular component of the intermediate frequency
sub-band, i.e., LH1 of the first level Discrete Wavelet Trans-
form coefficients, is embedded with the given color water-
mark image. Finally, inverse SVD and DWT procedures are
applied to get the watermarked image. Another aspect that
can present a very critical security situation to the owners
of the media contents in proving their rightful ownership
is the false positive problem in which attackers claim the
false ownership of media contents. The SVD components i.e.
ULH1 and (VLH1)T are also encrypted with the 2D Logistic
map [50] given in (2) to avoid the false positive problem (in
which attackers appeal the false ownership ofmedia stuffing);
that is, if an intruder gets forged SVD components, then the
intruder could only extract a scrambled watermark which
is not recognizable by the human visual system. (2) shows
chaotic behavior and generates a set of random numbers
which are used for scrambling the SVD components.

Control parameter specific values along with the initial
conditions are input to the non-linear differential equation
i.e., (3), then it is solved by using 4th order Runge Kutta
method to obtain the random sequences x, y, z,w and all these
four sequences are combined in to form an array. Control
parameter specific values determine the behavior of non-
linear differential equation either chaotic, hyperchaotic or
not. Initial condition values may be generated from some
random source or can be givenmanually in any range. One set
of initial conditions values exhibit a very different hyperchaos
behavior as compared to the other set of initial condition
values having 1-bit difference. Before embedding, the water-
mark image is encrypted by using the random sequences x, y,
z, w generated by a higher dimensional chaotic system given
in (3), which shows hyperchaotic behavior when a = 8,
b = −1, c = −40, d = 1, e = 2, m = 1,n = −2, k =

−14. Moreover, the binary sequences generated by (3) also
passed (NIST) SP800-22 [54], comprising 15 randomness
sub-tests which designates that (3) is suitable for providing
confidentiality to the watermarked images. Afterward, the
encrypted watermarked image is compressed using LZW
compression and is ready to be delivered over a communi-
cation channel. The specific steps for watermark encryption
and watermark embedding are given in Algorithms 1 and 2.
The complete watermark embedding, encryption, and com-
pression flowcharts are shown in Fig. 5, 6, and 7.

Fig. 7 represents the extraction process on the receiver’s
side. The compressed data is decompressed, extracted by
performing the inverse steps of algorithms 1, and 2 in the
reverse order, and finally, the decryption procedure is exe-
cuted to get the watermark. For the sake of understanding,
an example of a system model is presented in Fig. 8 below.
In this figure, a reference standard color image and water-
mark are taken and passed through the proposed algorithms.
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Algorithm 1 Encrypt Watermark
Input: Image watermark W img, specific values of con-

trol parameters, and initial conditions as input in (3).
Output: EW img. (Image watermark in encrypted form)
Step 1. Solve 4D Hyperchaotic System (3) by using

initial conditions and control parameters to produce an
array of a random sequence Rseq.
Step 2. Compute an array N by adding the constant

number Co ranging from 0 to 255 to each value of Rseq
then take mod to produce key K .

add
(
Co,Rseq(i)

)
H⇒ N

mod (N, 256) H⇒ K

Step 3. Perform XOR between W img and K to get 1st
stage encrypted watermark image Est img.

XOR
(
W img,K

)
= FEW img.

Step 4. Now compute the mean intensity valueMval of
FEW img and compute the modified key K ′.

Meanintensity(FEW img) H⇒ Mval .

add
(
Mval ,Rseq

)
H⇒ N ′.

mod
(
N ′,256

)
H⇒ K ′.

Step 5. PerformXOR operation and getEW img by using
K ′.

XOR
(
FEW img,K ′

)
H⇒ EW img.

Thus, a watermarked image is generated, and sent to the
receiver through the network. The proposed technique is blind
as it doesn’t need original watermark and host images for
the extraction of a watermark. Therefore, the receiver only
gets the watermarked image and can extract the embedded
information. Then, the extracted information is decrypted to
produce a watermark similar the original watermark.

V. RESULTS AND ANALYSIS
In order to conduct experiments, we used hundred dif-
ferent cover images (512×512) and watermark images
(256×256) taken from publically available image database
Medpix (https://medpix.nlm.nih.gov/home) and USC-SIPI
(https://sipi.usc.edu/database). All the simulations are per-
formed on MATLAB R2017a installed on windows 10, 64-
bit operating system with an i7 processor, 8GB RAM, and
2.4GH clock speed. Some sample images used for simulating
experiments are shown in Fig. 9, whereas watermark images
are shown in Fig. 10. Performance of the proposed blind
watermarking scheme is based on objective and subjective
methods. Details of standard metrics (objective measures)
used for evaluation are listed in Table 3. In the proposed
blind watermarking scheme, a watermarked image along with

Algorithm 2 Embedding
Input: Cover Image C img, Encrypted watermark image

EW img, Text watermark.
Note: (The two-dimensional units, i.e., blue, green, and

red channels of an image C img are separately passed as
two-dimensional units to the DWT and SVD, and in the
end, these two-dimensional units are merged to form a
sub-band of the color image. For example, LL1 in step 1
(Algorithm-2) denotes the merged sub-band of a trans-
formed color image, i.e., representing a three-dimensional
unit).
Output: Compressed data Cdata.
Step 1:Apply second-level DWT on a cover imageC img

of size M×M where M=32, 64, 128, 256, 512, 1024 etc.

DWT
(
C img

)
H⇒ [LL1,HH1,HL1,LH1] .

DWT (LL1) H⇒ [LL2,HH2,HL2,LH2] .

Step 2: Apply the SVD procedure on the sub-bands
created in step 1.

SVD (LH1) H⇒ [ULH1,SLH1,VLH1] .

Step 3: Read the watermark image EW img.
Step 4: Do watermark embedding into the singular

matrix SLH1 by using a gain factor α.

ESLH1⇐H
[
SLH1 + α × EW img

]
.

Step 4: Apply the SVD procedure inversely to get the
DWT sub-bands of watermarked image.

ELH1 ⇐H ULH1 × ESLH1 × (VLH1)T .

Step 4.1: Iterate the Logistic map to produce two
one-dimensional vectors T1 and T2 and transform them
into two-dimensional vectors UT1 and VT2 and per-
form encryption to get two encrypted vectors denoted by
mULH1, mVLH1.

XOR (ULH1,UT1) H⇒ mULH1

XOR
(
(VLH1)T ,VT2

)
H⇒ (mVLH1)T

Step 5: Read the text watermark tw of a certain length
(up to 255 characters), convert it into a binary watermark
bw and embed it into the HH2.

binary(‘text_watermark’)H⇒ bw
embed_txt(HH2, bw,L, α1) H⇒ bwHH2

Here, L and α1 signify the length of bw and the gain factor
in embedding the text watermark.

Step 6: Perform inverse DWT to get a watermarked
imageWKDimg.

InverseDWT (LL2,HL2,LH2, bwHH2) H⇒ ILL1.

InverseDWT (ILL1,LL2,ELH1,HH1) H⇒ WKDimg.

Step 7: Perform compression by using LZWorHuffman
technique to get compressed data Cdata.

compression
(
WKDimg

)
H⇒ Cdata.
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Algorithm 3 Extraction
Input: compressed data Cdata.
Output: Extracted watermark image XW img, recovered
watermark RW img, text watermark and recovered cover
image RC img.

Steps: Algorithms 1, 2 are executed in reverse direction.

FIGURE 5. Watermark encryption workflow.

FIGURE 6. Watermark embedding workflow.

a key is used for watermark extraction because in blind-
watermarking schemes, there is no need for original water-
mark and host images for the extraction of the watermark.
Whereas non-blind watermarking schemes demand an origi-
nal cover images aside from the key and watermarked images
for extracting the embedded watermark [55].

The proposed watermarking scheme for various images
is simulated by exploiting various gain factors α as [0-0.2],
but the optimum performance in terms of PSNR, NC, BER,
SSIM, and Compression Ratio (CR) was found at α =

0.115. The performance indicators are shown in Table 4.
The best-observed values for PSNR, SSIM, NC, and CR
are 73.2211, 0.998816, 0.9997, and 0.9025, respectively.
We have also computed the average values by testing the
proposed scheme on 100 dissimilar medical images as shown
in Table 5. The subjective measure is based on the visual
simulation, i.e., qualitative analysis. The best quality water-
marked image is obtained at the main factors in the range of
[0.11-0.2]. The watermarked image quality degrades beyond
this range. Robustness values against specific attacks shown
in Table 6 indicate that the proposed scheme is robust against
JPEG compression, median filter, histogram attacks, salt &
pepper noise, and speckle noise.

The proposed schem’s robustness is compared to some
recently published watermarking schemes. The comparison
based on specific attacks is shown in Table 7. It is observ-
able that NC values are better under specific attacks while
comparable in the majority of the cases. The results of
imperceptibility between the host and watermarked image are
listed and compared in Table 8. It is obvious that the imper-
ceptibility values are better in some cases and comparable
in most cases. Table 9 displays the average computational
time regarding watermark embedding time, watermarked-
image encryption time, compression time, decompression
time, watermarked-image decryption time, and watermark
extraction time. The average computational time is tested
by taking cover images having dimension (512×512) from
Medpix image databasewhile the three images having dimen-
sions 256×256, 128×128, and 64×64 are used as image
watermarks.

To assess robustness under specific attacks associated with
various parameters, we used cover images having dimensions
512 × 512 and watermark images having dimensions 256 ×

256, 128×128, and 64×64. The computed NCs under certain
attacks are shown in Fig. 11. In Fig. 11 (a), the NCs under
JPEG2000 compression remained above 0.8 up to the com-
pression ratio of 36. The NCs for watermark images having
dimensions 256 × 256 and 128 × 128 in Fig. 11 (b) under
JPEG compression crosses 0.9 as the QF approaches 45. The
NCs in Fig. 11 (c) remain above 0.8 up to the sigma 4.5. The
NCs in Fig. 11 (d) remain above 0.8 up to the window size of
5 for watermark images and above 0.8 up to the window size
of 5 for watermark images with dimensions 256 × 256 and
128 × 128. The NCs in Fig. 11 (e) under Gaussian Noise are
all above 0.9 at the variance of 0.001 and degrade to 0.8 up
to the variance of 0.007. Moreover, in the sharpening attack
(Fig. 11 (f)), the NCs under various strengths are above 0.8.
Safeguarding the image watermark ownership and authen-

tication is one of the applications of invisible watermark-
ing schemes. In this regard, False Positive Problem FPP is
becoming a challenging issue in digital invisible watermark-
ing schemes, where an invader states false ownership by
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FIGURE 7. Watermark extraction workflow.

FIGURE 8. An example of the system model.
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TABLE 3. Objective measures [3].
TABLE 3. (Continued.) Objective measures [3].

FIGURE 9. Cover images each of dimension (512 × 512) and size
[25KB≈27KB].

FIGURE 10. Watermark images, size [2KB≈6KB].

TABLE 4. Performance indicators.

inserting and extracting the forged watermarks, thus creat-
ing a severe security problem [36]. Specifically, there are
two approaches to embedding the watermark by using the
SVD domain: Firstly, computing the watermark’s and cover
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TABLE 5. Average performance computed on hundred images.

TABLE 6. Robustness analysis under specific attacks.

FIGURE 11. NC values between original and extracted watermark under
several parameters and attacks: (a) JPEG2000 compression attack,
(b) JPEG compression, (c) Gauss low pass filter, (d) Median, (e) Gauss
Noise, and (f) Sharpening.

image’s singular values and then embedding the image water-
mark’s singular values into the singular values of the cover
image. Secondly, embedding the image watermark’s bits
directly into the singular values of the cover image. But,
SVD-based watermarking schemes provide excellent invisi-
bility but come down with an increased probability of FPP.
The singular values of the diagonal matrix S are used for
embedding the watermark into the host image by using an
optimized scaling factor. The SVD components U and VT

TABLE 7. Performance comparison based on average NCs of the
proposed scheme under certain attacks.
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TABLE 7. (Continued.) Performance comparison based on average NCs of
the proposed scheme under certain attacks.

TABLE 8. Average values of NC, PSNR, and SSIM for comparison without
attacks.

are used in the extraction process as they provide geometric
information. If these components are not encrypted, then it
will facilitate the intruder to easily extract the embedded
information, consequently causing FPP. Therefore it is nec-
essary to encrypt these components to avoid the FPP [11].
Hence, encryption of these components, i.e.,U andVT serves
as an additional layer of security against FPPs.

Therefore, we have exploited double-layer encryption to
cope with the FPP problem. The first layer makes use of the
higher dimensional chaotic system that encrypts the water-
mark image, whereas the second layer encrypts the SVD
components i.e. ULH1 and (VLH1)T By using the logistic
map, thereby providing extra security against FPP, that is,
an intruder with forged ULH1 and (VLH1)T components
would only extract the insignificant watermarks.

TABLE 9. Average computational time comparison. The cover images of
figure 9 and watermark images of figure 10 are used to compute the
average values.

FIGURE 12. FPP simulation: (a) original watermark, (b) watermarked
image, (c) watermark extracted from the watermarked image with
incorrect parameters, which is random like and is not recognizable, and
(d) watermark extracted from the watermarked image with correct
parameters which is not random like and is recognizable.

Therefore, the components of the watermark image U and
VT of SVD are encrypted to solve this problem in this work;
that is, an attacker with counterfeit U and VT could only
extract a random-like watermark.

A watermark (64 × 64) is chosen to simulate the FPP,
as shown in Fig. 12 (a). The watermark is first encrypted and
embedded into the cover image Lena (512× 512). Fig. 12 (b)
is the watermark extracted from the watermarked image with
incorrect parameters, which is random and unfamiliar; Fig. 12
(c) is the watermark extracted from the watermarked image
with incorrect parameters, which is random and unfamiliar,
Fig. 12 (d) is the watermark extracted from the watermarked
image with correct parameters which is not random like and
is familiar.

VI. CONCLUSION AND FUTURE WORK
This article proposed a blind watermarking scheme based
on three modules, generator, protector, and resizer, to deal
with the issues such as image authentication, detachment
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avoidance between the watermark and its corresponding host
image, and confidentiality of watermarks in the host image.
Watermarks of various dimensions can be embedded into the
host image. Average PSNRs without attacks of watermarked
images exceed 70db. And average PSNRs of extracted water-
marks under specific attacks remain in the range [28-40db].
Similarly, average NCs under specific attacks listed in Table 6
are all greater than 0.85 for Gaussian low pass filter, Median
filtering, Average filtering, and Histogram Equalization and
more significant than 0.9 for Gaussian Noise, Salt & Pep-
per Noise, JPEG Compression, and Flip horizontal/ verti-
cal attack. Anyway, the proposed scheme has demonstrated
exemplary performance towards imperceptibility, security,
robustness, and compression ratio.

In the future, we aim to substitute the proposed scheme
with other transformations, encryption, and compression
techniques tomake it capable of administeringDICOM imag-
ing formats. Moreover, the concept of deep learning with
better error-correcting codes can be integrated to make it
more secure and robust.
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