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ABSTRACT Due to the fast advancement of Internet technology, the popularity of Online Social Networks
(OSN) over the Internet is increasing day by day. In the modern world, people are using OSN to communicate
with others around the world who may or may not know each other. OSN has become the most convenient
means to transmit media (news/content) and gather or spread information in the world. The posts (contents)
onOSN affect and impact people, andminds at least for some time. These contents are important because they
play a crucial role in taking the decision. The posts which are available on the OSNmay be information or just
misinformation. The misinformation may be a type of fake news or rumour. This is very difficult for people
to differentiate whether the posts are information or rumour. Therefore, the development of techniques that
can prevent the transmission of false information or rumours that might harm society in any way is critical.
In this paper, a model is developed based on the epidemic approach, for examining and controlling fake
information dissemination in OSN. The proposed model illustrates how different misinformation debunking
measures impact and how misinformation spreads among different groups. In this article, we explain that
the proposed model will be able to recognize and eradicate fake news from OSN. The model is written
as a system of differential equations. Its equilibrium and stability are also carefully examined. The basic
reproduction number (R0) is calculated, which is an important parameter in the study of message propagation
in OSN. If R0 < 1, the propagation of rumor in the OSN will be minimal; nevertheless, if R0 > 1, the fake
information/rumor will continue in OSN. The effects of disinformation of rumours in OSN in the real world
are explored. In addition, the model covers the fake information/rumour dissemination control mechanism.
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The comparative study shows that the proposed model provides a better mechanism to prevent the dissemination
of fake information in OSN in comparison to other previous models. Extensive theoretical study and computation
analysis have also been used to validate the proposed model.

INDEX TERMS Basic reproduction number, epidemic, fake information, misinformation, rumor, online social
networks (OSN), stability.

I. INTRODUCTION
The modern world is moving around the Internet technol-
ogy which is used to communicate the information from
one location to another location in the globe. Internet is the
fastest mode of information dissemination. Therefore, this
is important to study the pros and cons of this technology.
Internet technology is the backbone of Online Social Net-
works (OSN). People have been getting information quicker
and faster in the past few years due to the advancement of
Internet technology and the methods of obtaining informa-
tion have become increasingly diversified with the uses of
social media platforms such as Facebook, Instagram, Twitter,
WhatsApp, Wechat, Google and microblogging sites have
become a source of information exchange may be positive
or negative information [1]. These platforms are used by
users to connect with people from around the globe and
transfer as well as share data at a very low cost. This is one
of the important advantages of OSN but it is very difficult
to identify whether the available data is correct informa-
tion or misinformation/rumour. This is essential to under-
stand and identify that the available information is not a
rumour. The statement has no facts but disseminates widely
with the wrong intention. The identification of rumours is
important because they affect the personal and social lives of
people [2].

In recent times, taking the example of COVID-19 disease,
the different OSN platforms spread the fake information
about COVID-19 [3]. The fake information about COVID-19
treatment was spreading on Facebook [4]. Due to the fake
information about COVID-19 the treatment of the people
badly suffered. The vaccination study for COVID-19 in the
United Kingdom was affected when it was mistakenly stated
that the first patient treated with the vaccine of COVID-19
had died [5]. The ramifications of this COVID-19 myth were
unknown at this time because it was so new but the impact
was genuine that individuals will now be more afraid to get
COVID-19 vaccination. Bolsonaro president of Brazil made a
false statement regarding COVID-19. This statement affected
the people’s health of Brazil because he is the president
of the country and his statement hasmeaning. So the people of
the country become careless. The senate committee claimed
that 600000 Brazilians lost their lives due to misinforma-
tion [6]. Islam et al. [7] have presented an analysis of global
media in which they analyzed the effect of misinformation
on public health due to COVID-19 related rumours. Loomba
et al. [8] measures the impact of online misinformation on
vaccination intent in the USA and UK. Rumours have a
significant influence on society [9].

People are more likely to become easy targets as a result of
these realities, and they are more likely to get scared and
become sad as a result of false information. They also make
poor judgements based only on misinformation. Another
example of the effect of fake news on people is the Zika virus.
Sommariva et al. [10] discussed the influence of fake news on
people concerning a well-known Zika virus case study. The
authors discovered that fake news spreads quickly on OSN
and tends to reach a massive audience. Verification is one of
the key challenges connected with OSN.

The number of messages sent and received by the ONS
users is more but the identification of message validity is
very difficult. The misinformation disseminates very fast
via social networks. It may be possible that due to mis-
information social media may wreak havoc on peace and
societal harmony [11]. Such communications, which are
now referred to as fake news/rumours theses messages
may be life-threatening. These messages are essentially
rumours/misinformation that are disseminated in various
ways with different objectives [12], [13], either for fun or
malevolent intent. Unnecessary fear may grow among the
public as a result of such messages and nations may suffer
unnecessary panic or economic losses [14], [15]. One of the
facts is that information on OSN disseminates at a rapid rate
and information can spread globally within seconds [16].
There have been several occasions when the propagation
of fake information on OSN has resulted in unfavourable
and harmful outcomes for society. For example, two bombs
exploded in the White House on April 23, 2013, wounding
the US president and causing a $ 10 billion loss [17]. Another
example is the ancient Mayan calendar, 21 December 2012,
which was supposed to be the last date for a human being
when the world will perish completely. This rumour rapidly
spread in the world through OSN even after being rejected by
Mayan descendants and eminent scientists of the world [18].
Hence, to minimize the loss to society as well as the nation
due to rumours, it is essential to study rumour dissemination
dynamics.

The spreading dynamics of rumours are similar to the epi-
demics [19], therefore the concept of epidemiology has been
used by researchers to analyze the rumour spreading dynam-
ics. The first classical SIR epidemic model was proposed by
Kermack andMcKendrick [20] in 1927 to study the spreading
of infectious diseases. Afterwards, many researchers have
proposed different models based on the concept of epidemic
modelling for the prediction and controlling of infectious dis-
eases. Delay and Kendal studied the rumour spreading model
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based on the theoretical study and practical examination of
epidemic models in 1964. They noticed that there are some
similarities between infectious disease spread and rumour
spreading, but not exactly alike. Based on infectious disease
spread, Delay and Kendal [21] proposed a classical rumour
spreading model based on epidemic theory and this model
was known as the DK model. In the DK model, the total
population consisted of three types of population: ignorant
(those people who do not know rumours), spreader (those
people who know and spread rumours) and stifler (those
people who know but do not spread rumours). In 1973 Maki
and Thomson [22] modified the DK model and proposed an
MK model to study the dynamics of rumour spread. The MK
model explains the actual process of rumour propagation by
classification of the contact of the direct spreader or another
way. DK and MK models explain the process of rumour
propagation in detail, but some important parameters which
affect the process of rumour propagation were not taken into
account. Based on DK, MK, and infectious disease mod-
els, considering the different aspects of rumour propagation
extensive analysis has been performed on rumour propaga-
tion. Zantee [23] studied rumour propagation on small-world
networks in both static and dynamic conditions. The mechan-
ics of rumour propagation on complex social networks were
explained by Nekovee et al. [24]. The researchers looked
at how rumours propagate in various network topologies,
including scale-free networks, uncorrelated scale-free net-
works, and random graphs. The authors discovered a thresh-
old value to prove that below a certain level of a threshold
value, a rumour could not successfully propagate in a specific
OSN. The other factors which affect the spreading of rumour
are network topology, activity of spreader, hesitating mech-
anism, forgetting mechanism, forget-remember mechanism,
etc. [25].

As the popularity of OSN is increasing the speed of fake
information dissemination also speeds up exponentially in
comparison to traditional networks. Therefore, Rumour/fake
information detection and prevention measures have become
a potentially significant field of research as a result of the
enormous extent and relevance of OSN. This encourages
the researchers to develop diverse mathematical models for
rumour propagation detection. Shah [26] utilized the SI
model to detect the source of fake information in the net-
work. Zhan et al. [27] proposed an SIS model to analyze
the dynamics of information diffusion in a complex network.
Abdullah and Wu [28] utilized the SIR model to explain
the spreading dynamics of news on Twitter. They identified
the factors that can affect the particular news spreading on
Twitter. Dhar et al. [18] proposed an SEI model to investigate
the spreading dynamics of news in OSN. They analyzed the
impact of wrong news propagation on people. The method
of detection and control of unauthenticated news propagation
in OSN was discussed. Dong et al. [29] proposed SEIR to
analyze the propagation of rumour in OSN considering the
different sizes of the population. They also analyzed the

impact of new users and other factors in OSN. The model
describes the behaviour of the exposed class of users in OSN.
The extended SEIRmodel was proposed by Zhao et al. [30] to
analyze the information propagation dynamics in OSN. They
studied the effect of the homepage on the propagation speed
of information in OSN. The equilibrium state of the system
was analyzed and obtained two equilibrium points. One of
the important control parameters basic reproduction number
of the model was obtained, which was used to analyze the
spreading dynamics of information in OSN. To prove the pro-
posed model they use a case study and numerical simulations.
To protect the OSN from fake information spreading it is nec-
essary to verify the users who want to join social media plat-
forms. Srivastava et al. [31] proposed a susceptible-verified-
infected-recovered (SVIR) model to prevent the spread of
misinformation in OSN. The concept of user or message
authentication through the verified class was introduced.
They also analyzed the global and local stability of the OSN.
The value of the basic reproduction number was also obtained
by them to describe the status of fake information in OSN.
These models are useful to analyze the rumour spreading
in OSN.

Nowadays criminal groups are using OSN portals to spread
rumours or fake information. These users intend to dissemi-
nate incorrect information, resulting in dangerous and detri-
mental situations throughout the world. People are impacted
and scared as a result of such communications. The increasing
penetration rate of social networks into people’s daily lives
has resulted in a new source of concern. The propagation
of information on social media is extremely rapid. It is very
difficult to prevent and remove untrustworthy content. As a
result, developingmodels that canmanage rumours and avoid
unanticipated situations in the world is necessary to safeguard
the OSN from this sort of activity.

To control the fake information/rumour dissemination in
OSN by use of the concept of epidemic modelling, we pro-
posed a Susceptible - Verified - Exposed - Infectious - Recov-
ered/Removed (SVEIR) model. In the proposed model, this
is assumed that all the users of the OSN are in the susceptible
category and they can be a victim of fake information or
rumour. To prevent malicious users in OSN the verification of
users are important. Therefore, a method of user verification
is applied to authenticate the users, those who want to join
OSN. Due to the variety of users in OSN, verification of all
types of users are very difficult. So, those users who are not
verified can be considered exposed users of the OSN. It might
be that some of the users have been verified in OSN by use
of wrong information and are kept in the observation because
in OSN there is no physical verification of the users. After
some time, the exposed users turn into a spreader and they
have the potential to infect and spread fake information in the
OSN. Hence, to preclude fake information dissemination and
the unwanted user activities in the OSN, apply the techniques
of removal and/or blocking of malicious users as well as fake
information.
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The proposed model’s main goals are to keep a watch on
the presence of fake information/rumour and spreaders in
OSN and to implement an appropriate corrective mechanism
for blocking and/or removing these forms of fake information
and spreaders.

The following is a summary of our contributions:

1) Devise a technique to prevent the transmission of fake
information by developing a mathematical model for
monitoring spreaders and fake information in OSN.

2) Apply the user’s authentication mechanism in OSN by
using the concept of verification through the verified
class.

3) Analyse the impact of a verified state on an OSN’s
responsiveness and its function in preventing the dis-
semination of fake information in OSN.

4) Study the importance of the exposed state in controlling
fake information dissemination in OSN. The exposed
state provides the mechanism to detect rumours early
and take corrective action on time.

5) Investigate the effect of a recovered state (blocking,
deleting, or leaving a spreader group) on fake informa-
tion and a spreader in OSN.

6) Analyse the stability of rumour-free equilibrium and
rumour-prevailing equilibrium and verify theoretical
conclusions with comprehensive simulation results.

The rest of this article is organized as follows. In Sec-
tion II, related work is discussed, and model formulation
for OSN and its fundamental characteristics are presented in
Section III, while local and global stability of the proposed
model is discussed in Section IV, simulations and experimen-
tal analysis, as well as comparative studied, are presented in
Section V. Fake information dissemination control technique
and sensitivity analysis of the parameters are presented in
section VI. Section VII discusses the conclusion and future
work.

II. RELATED WORK
Online social networks have been the subject of a tremendous
amount of study. To analyze the process of fake information
or rumour dissemination in OSN, the researchers have pre-
sented several rumour-spreading models. In the OSN, there
are numerous types of users with various intentions. A few of
them are spreading fake information on the OSN and others
may not even be aware of it. So, different techniques can
be used to tackle the problem of fake information dissem-
ination in the OSN. One way is to block the rumour [32],
while another is to propagate anti-rumour to reduce the
impact of rumour [14], although both are time-consuming
and costly mechanisms. The suppression of rumour may
have the opposite effect, increasing people’s desire to know
more about it. Other techniques are employed to combat
rumours and disseminate the facts [33] especially done by
the government in case of emergency. In this technique, the
undesirable message is first recognized and then stopped,
as well as spreading the truth in OSN at the same time.

Escalante and Odehnal [34] proposed a SIRS epidemic model
to study the effect of two rumours spread on a social net-
work. They discussed the effect of counteracting rumours
from the original rumour spread. The stability analysis along
with rumour-free and rumour-endemic equilibrium is dis-
cussed. They performed the numerical analysis of a model for
validation.

Jiang and Yan [35] analyzed the rumour spreading on
OSN using the SIR model. The number of spreaders changes
dynamically in the OSN, this has been taken into account in
the analysis. For the determination of rumour spreading trend
in the OSN obtained the value of basic reproduction number
R0. The value of R0 determines the status of the rumour in the
OSN. If R0 > 1, the rumour will persist in the OSN. Other-
wise, disappear from the OSN when R0 < 1. For controlling
rumour spreading in the OSN they suggested amechanism for
susceptible users’ immunization. Huo et al. [36] considered
the activity of the spreader and proposed an I2SR model for
the study of rumour spreading in homogeneous networks.
They also discussed the local stability and global stability of
equilibrium. The numerical simulation has been performed
to analyze the effect of different parameters on the spreading
of rumours. Zhao and Wang [37] proposed an ISRW model
for the analysis of rumour spreading in OSN. This model
took into account the rumour spreading methods between
individuals and from medium-to-individuals. The stability of
the system is established. Sensitivity analyses of the different
parameters are also carried out.

The social network is a scale-free network that learns
rumour spreading in practical knowledge to develop a het-
erogeneous epidemic model [38] for rumour dynamics.
Moreno et al. [39] proposed models and examined the effects
of network topology on rumour propagation rate in a scale-
free network. In an epidemic SIRS model, Zhu et al. [40]
described the joining and departure of users in OSN. The
model is validated by simulation. Huang and Su [41] devel-
oped an improved SIR epidemic model for the study of news
dissemination on OSN, as well as a mechanism for rumour
management. They discussed the consequences of rumour
spreading on ONS. They calculated the value of the basic
reproduction number (R0) to determine the rumour spreading
status in OSN and found that if R0 is less than one, the OSN
will be free of unauthenticated news, but if R0 is greater than
one, unauthenticated news will remain in the OSN indefi-
nitely. Numerical calculations have also been used to verify
the suggested model’s results.

The effect of the exposed state on ONS is described by
Dong et al. [29] using the SEIRmodel. They took into account
the variation of OSN users over time. In this model, the
user’s joining and deactivation rates are explored. They also
determined the model’s basic reproduction number and exact
equilibrium points. In OSN, the impact of user variety on
rumour diffusion is explained. They noticed that the number
of new users who joins OSN has an impact on the rate at
which rumours propagate. Simulation findings back up the
proposed model.
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TABLE 1. Symbols and their meaning.

FIGURE 1. Different states of Users in the OSN.

TABLE 2. Used parameters and their meaning.

III. FORMULATION OF THE MODEL AND PRELIMINARIES
The rumour propagation flow of the proposed model is given
in Fig. 1. The meaning of the different states of the proposed
model is described in Table 1.

From the above propagation rule, the rumour spreading
SEIVR model in OSN is divided into the following differ-
ential equations.

dS(t)
dt

= λN −
βSI
N

− (δ + γ )S

dV (t)
dt

= γ S −
ρβVI
N

− δV

dE(t)
dt

=
βSI
N

+
ρβVI
N

− (µ + δ)E

dI (t)
dt

= µE − (α + δ)I

dR(t)
dt

= αI − δR (1)

Let s = S/N , e = E/N , i = I/N , v = V/N , r = (R)/N
denote the proportion of the users S,E ,I ,R and V to the total
numbers of users respectively. Therefore, s+ e+ i+ v+ r =

1 After straight forward calculation, the resulting system of
equation shall be

ds(t)
dt

= λ − βsi− (δ + γ )s

dv(t)
dt

= γ s− ρβvi− δv

de(t)
dt

= βsi+ ρβvi− (µ + δ)e

di(t)
dt

= µe− (α + δ)i

dr(t)
dt

= αi− δr (2)

The meaning of the symbols used in model formulation is
explained in Table 2. From Eq. 2 it is clear that users of class
r do not appear in the first four equations of Eq. 2. It means
that four equations are independent of the fifth equation for
study is

ds(t)
dt

= λ − βsi− (δ + γ )s

dv(t)
dt

= γ s− ρβvi− δv

de(t)
dt

= βsi+ ρβvi− (µ + δ)e

di(t)
dt

= µe− (α + δ)i (3)

A. SEIVR MODEL ANALYSIS
Positivity of the Model Since the model monitor number of
users for a different class, it is clear that all state variables in
the different class remain positive at all times.
Theorem 1:� = (s,e,i,v) ϵR4

+: s(0) > 0, e(0)>0, i(0) >0,v(0)
is possible for all t ≥ 0. Proof: Considering the first equation
of system (2), we get

ds(t)
dt ≥ −(δ + γ )s ⇒ s(t) ≥ s0e−(δ+γ )t

≥ 0
which shows that s(t) may remain positive for all t ≥ 0.

In the similar way, we can i(t) ≥ 0, v(t) ≥ 0, r(t) ≥ 0 Which
proves the Theorem 1.

B. EQUILIBRIUM POINTS
We will analyze two types of behaviour of the SEIRV model,
one behaviour where the rumour persists in the system i.e
E ̸= 0, I ̸= 0 and the other in which rumour is completely
removed i.e E = I = 0 The rumour free equilibrium of
the system (3) is given by setting all derivatives to zero with
i = 0 and e = 0. PRFE0 = (sRFE0 , eRFE0 , iRFE0 , vRFE0 ) =

( λ
γ+δ

, 0, 0, γ λ
δ(γ+δ) )

C. BASIC REPRODUCTION NUMBER R0
R0 is calculated by using the next-generation matrix [42]. The
components e and I of the system (3) are explicit with rumour
propagation. The matrices F, V represent new rumours and
transitions, given by

F =

(βs0 + ρβv

0

i

V =

 (µ + s)e

(α + δ)i− µe


Their corresponding Jacobian matrix at a rumour-free state

is

F̃ =

0 βs0 + ρβv0

0 0
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Ṽ =

µ + δ 0

−µ α + δ


The basic reproduction number R0 is the dominant eigen-

value of the matrix F V−1. That gives
R0 =

βs0+ρβv0
(α+δ)(µ+δ)µ

Representing the value of S0 and V0 in (4), we get
R0 =

βλµ(δ+ργ )
δ(γ+δ)(α+δ)(µ+δ)

IV. STABILITY ANALYSIS OF THE PROPOSED MODEL
Local and Global Stability Analysis at Rumour-Free Equilib-
rium:

Local and Global stability analyses at rumour-free equilib-
rium PRFE0 of the proposed model are analyzed with help of

the Jacobian matrix.
(

λ
(γ+δ)(µ+δ) , 0 , 0 ,

γ λ
δ(γ+δ)

)
The Jacobian matrix at PRFE0 is given by

J (PRFE0 ) =


−(δ + γ ) 0 −βsRFE0 0

0 −(δ + µ) βsRFE0 + ρβvRFE0 0
0 µ −(δ + α) 0
γ 0 −ρβvRFE0 −δ


Theorem 2: At rumour free equilibrium PRFE0 =(
λ

(γ+δ) , 0 , 0 ,
γ λ

δ(γ+δ) ,
)
If R0 < 1 then the OSNmodel (3) is

locally asymptotically stable otherwise unstablewhenR0 > 1
Proof: Two eigenvalues of the above Jacobian matrix

J(PRFE0 ) are
λ1 = −δ, λ2 = −(δ + γ ) and the other two eigenvalues

are the roots of equation
σ 2

+ θ (σ1 + σ2) − σ1σ2R0 = 0 where σ1 = (µ + δ),
σ2 = (α + δ)

λ3 = −

[
(σ1+σ2)+

√
((σ1+σ2)2+4σ1σ2R0)

2

]
&

λ4 = −

[
(σ1+σ2)−

√
((σ1+σ2)2+4σ1σ2R0)

2

]
It is clear from the above expression that λ3 < 0 and

λ4 < 0 when R0 < 1, since all eigenvalues at PRFE0 ,
are negative, therefore rumour-free equilibrium of the OSN
model are locally asymptotically stable and if R0 > 1, λ3 <

0 and λ4 > 0 and in this case rumour-free equilibrium PRFE0
is locally asymptotically unstable.
Theorem 3: The rumour free equilibrium PRFE0 is globally

asymptotically stable if R0 ≤ 1
Proof: Consider the Lyapunov function as follows:

L = τ1E + τ2I (4)

Now taking the first derivative of Eq. 4, we get
L̇=τ1 Ė + τ2 İ
=τ1{βsi+ ρβvi− (µ + δ)e} + τ2{µe− (α + δ)i}
Let τ1 = µ and τ2 = (µ + δ), we get
L̇=(R0 − 1)(α + δ)(µ + δ)i ≤ 0
from LaSalle invariance principle [43] PRFE0 is globally

asymptotically stable when R0 ≤ 1

A. RUMOUR PREVAILING ENDEMIC EQUILIBRIUM:
EXISTENCE AND UNIQUENESS
In this section, we investigate the existence and uniqueness
of the endemic equilibrium. For endemic equilibrium.

λ − βs∗i∗ − (δ + γ )s∗ = 0

βs∗i∗ + ρβv∗i∗ − (δ + µ)e∗ = 0

µe∗ − (δ + α)i∗ = 0

γ s∗ − ρβvi∗ − δv∗ = 0 (5)

Let σ1 = (δ + µ), σ2 = (δ + α), σ3 = (δ + γ ) then from
Eq. 5, we get
s∗ =

λ
βi∗+σ3

, e∗ =
σ2
µ
i∗, v∗ =

λγ
(βi∗+σ3)(ρβi∗+δ)

replace the value of s∗, e∗, v∗ in the second equation of
equation 5, we get
q̃0i∗2 + q̃1i∗ + q̃2 = 0, where q̃0 = σ1σ2β

2ρ, q̃1 =

σ1σ2δβ + σ1σ2σ3ρβ − µρβ2λ, q̃2 = σ1σ2σ3δ[1 − R0]
It is clear that q̃0 is always positive and q2 is negative when

R0 > 1, therefore from theory of equation i∗ has a unique
positive value when R0 > 1, therefore, a unique rumour
prevailing equilibrium exist when R0 > 1

B. LOCAL STABILITY ANALYSIS OF RUMOUR-PREVAILING
EQUILIBRIUM POINT
In this section the local stability analysis of rumour-prevailing
equilibrium points P∗RPE

= (s∗RPE , e∗RPE , i∗RPE , v∗RPE ) is
given. The Jacobian matrix is

J (P∗RPE ) =


−(βi∗+γ+δ) 0 βs∗ 0

βi∗ −(µ+δ)βs∗+ρβv∗ ρβi∗

0 µ −(α+δ) 0
γ 0 −ρβv∗ −(ρβi∗+δ)


Theorem 4: At rumour-prevailing equilibrium P∗RPE ,

if R0 > 1 then OSN model (3) is locally asymptomatically
stable.
Proof: In order to check the stability at the point P∗RPE ,

we will find the eigenvalues of the above matrix. The charac-
teristics equation are given by

T̃0θ4 + T̃1θ3 + T̃2θ2 + T̃3θ + T̃4 = 0 (6)

where T̃0 = 1
T̃1 = a1 + a2 + a3 + ρL + δ + L
T̃2 = a2a3 + (a2 + a3)(ρL + δ) − µN − ρµM + (L +

a1)(a2 + a3 + ρL + δ)
T̃3 = a2a3(ρL + δ) + (L + a1)(a2a3(a2 + a3)(ρL + δ)) −

(L + a1)(µN + ρµM ) − µNδ − µρMδ − µNL
T̃4 = (L + a1)(a2a3(ρL + δ) − ρµNL − µNδ − ρMδ −

µNL) − NµρL2 − NµδL − NµρLr where L = βi8,M =

βv8,N = βs8, a1 = γ + δ, a2 = µ + δ, a3 = α + δ

The coefficient of Eq. 6 are satisfied using Routh - Hurwitz
criteria for the fourth degree polynomial if R0 > 1: which
implies that all characteristic root have a negative real parts
and therefore the system is locally asymptotically stable at
rumour-prevailing equilibrium point P∗(RFE).

32234 VOLUME 11, 2023



R. P. Ojha et al.: Controlling of Fake Information Dissemination in OSN: An Epidemiological Approach

FIGURE 2. The status of users in OSN when R0 < 1.

FIGURE 3. The status of users in OSN when R0 > 1.

V. NUMERICAL SIMULATIONS AND ANALYSIS OF THE
MODEL
In this section, numerical simulations have been undertaken
to validate mathematical studies. The effect of different
parameters on OSN and the controlling mechanism of fake
information dissemination is explained in this section. MAT-
LAB (R2018a) is used for the simulation of the proposed
model. The state of different categories of users is chang-
ing with time which can be realized from the analysis. The
dynamics of information dissemination and state of change
of different categories of users in OSN are presented in Fig. 2
and Fig. 3.

Taking the value of different parameters are λ = 1, δ =

.1, β = 0.05, γ = 0.2, ρ = 0.004, α = 0.07 and µ = 0.4,
after computation the value of R0 = .79. Fig. 2 illustrates
the different categories of users’ states when R0 < 1. It is
concluded from Fig. 2, that the susceptible S(t) category of
users decreases and other categories of users increase in the
OSN. But after some time t = 20 the number of susceptible
users starts to increase and other categories of users gradually
become zero when R0 < 1. The infectious users (spreaders)
gradually vanish from the OSN. The fake information will
not survive in the OSN. This satisfies the theorem 2 that the
OSN will be globally asymptotically stable. In another case,
change the value of β = 0.5 and µ = 0.6, the remaining
values are the same, the value of R0 = 8.47, which is greater
than 1. In this case, as noticed in Fig. 3, the infectious users
(fake information)or spreader will continuously be present in
the OSN. The susceptible categories of users decline sharply
and are exposed and the infectious category of users increases
very quickly. After some time exposed and infectious cate-

FIGURE 4. Comparison with existing models.

gory of users begins to decline and exposed users reach zero
but infectious users become stable. In this condition, the fake
information will disseminate in the OSN. This satisfies the
second condition of Theorem 4. Comparative Analysis: The
proposedmodel is comparedwith some existingmodels (SIR,
SEIR, Extended SEIR and SIVR) under similar conditions.
It is observed that a lesser number of users become a victim
of fake information in comparison to other existing models.
The peak becomes early in SIR and SIVR models in compar-
ison to others. This is noted in Fig. 4 that fake information
flow is very slow in the case of the proposed model. From
Fig. 4, it is clear that the proposed mechanism for control-
ling of fake information is more suitable than these existing
mechanisms.

VI. CONTROLLING TECHNIQUE OF FAKE INFORMATION
DISSEMINATION
To examine the sensitivity of R0, to each of its param-
eters [44], the normalized forward sensitivity index with
respect to each of the parameters is calculated:
R0 =

βλµ(δ+ργ )
δ(γ+δ)(α+δ)(µ+δ)

0β =

∂R0
R0
∂β
β

=
β
R0

∂R0
∂β

=
βλµ(δ+ργ )

R0δ(γ+δ)(α+δ)(µ+δ) = 1

0λ =

∂R0
R0
∂λ
λ

=
λ
R0

∂R0
∂λ

=
λ
R0
[ βµ(δ+ργ )
δ(γ+δ)(α+δ)(µ+δ) ] = 1

0ρ =

∂R0
R0
∂ρ
ρ

=
ρ
R0

∂R0
∂ρ

=
ρ
R0
[ βµργ
δ(γ+δ)(α+δ)(µ+δ) ] > 0

0γ =

∂R0
R0
∂γ
γ

=
γ
R0

∂R0
∂γ

=
βµδγ λ

R0δ(γ+δ)2(α+δ)(µ+δ)
[1 − ρ] > 0

It is clear that 0γ < 0, if ρ > 1, 0γ > 0, if ρ < 1 and
0γ = 0 when ρ = 1.

0µ =

∂R0
R0
∂µ
µ

=
µ
R0

∂R0
∂µ

=
δ

(µ+δ) > 0

0α =

∂R0
R0
∂α
α

=
α
R0

∂R0
∂α

=
α

(µ+α) < 0

It can be observed that out of these six parameters,R0 in
proportions with α, γ, ρ and µ are the most sensitive to
changes in these parameters and out of four parameters one
parameter α has an inversely proportional relationship with
R0. Below, let us explain how these properties of the model
can be utilized to control the fake information dissemination
in OSN.
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FIGURE 5. Effect of λ.

A. SENSITIVITY ANALYSIS OF PARAMETERS
1) IMPACT OF NEW USER INFLOW ON THE ONLINE SOCIAL
NETWORK
To investigate the impact of new user inflow on the OSN,
we will maintain all other parameters constant as in the
previous section and vary the value of parameter λ. Consider
value of parameters δ = .1, β = 0.05, γ = 0.2, ρ =

0.004, α = 0.07, µ = .4 are same and change the value of
λ = 1, 1.5, 2.0, 2.3 and 3 respectively. As previously stated,
the effects of fake information dissemination are represented
by the tendency of the graph concerning the time given in
Fig. 5. It depicts the nature of curve of i(t) simultaneously
w.r.t. time t for various values of λ. From Fig. 5 it is observed
that, as the value of λ increases, the position of the initial
peak of the i(t) curve is delayed in time, and the peak value
gradually decreases, but these changes are subtle. As the
value of λ rises, an infectious number of users increases in the
OSN. Overall, data suggest that the influx of new users has a
considerable impact on fake information dissemination in the
system (3). The inclusion of a higher number of newmembers
into an OSN in a given period has been demonstrated to result
in a broader scale of dissemination in the OSN.

2) IMPACT OF SPREADING RATE OF RUMOUR ON THE
ONLINE SOCIAL NETWORK
In this section, we will study the effect of the spreading
rate (β) on fake information dissemination in the population
through OSN. The frequency of fake news/messages received
by an average user in the OSN is characterized by the degree
of activity of OSN.

We kept the other parameters the same as in the previ-
ous simulation and changed the parameter β. Now change
the value of β = 0.05, 0.08, 0.2, 0.6 and 0.9. respectively.
Figure 6 depicts the nature of the curve of i(t) with the
different values of time t . Fig. 6 shows that as the value
of the spreading rate of fake information in OSN increases,
the position of the first peak of the curve i(t) emerges earlier
and these variations are significant and visible. Therefore, it is
clear that when the value of β will is large more susceptible
users become a victim of the fake information in the OSN.

FIGURE 6. Effect of β.

FIGURE 7. Effect of µ.

FIGURE 8. Variation in number of spreaders from Exposed individuals.

3) IMPACT OF LATENT RATE ON USERS ENTERING INTO
TRANSMISSION USERS ON RUMOUR DISSEMINATION IN
THE ONLINE SOCIAL NETWORK
The exposed category of individuals that believe in untrusted
messages/fake news/misinformation and be active spreaders
of rumours in the OSN is investigated. The other parameters
remain the same as in the previous section and change param-
eters µ = 0.4, 0.6, 0.8 and 1.0. As the value of µ increases
the number of spreaders increases in the OSN. Fig. 7 shows
that as the value of µ rises the number of spreaders reaches a
peak quickly. In the case of a higher value higher peak value
attain early.

Fig. 8 shows the relationship between e(t) and i(t). It is
observed from Fig. 8 when the value of µ is larger more
exposed (latent) users become spreader. This is also sup-
ported by Fig. 7.
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FIGURE 9. Effect of α.

FIGURE 10. Effect of removal rate on spreaders.

4) IMPACT OF RECOVERY RATE ON INFECTIOUS USERS ON
RUMOUR DISSEMINATION ON THE ONLINE SOCIAL
NETWORK
The effect of the recovery rate on the infectious cat-
egory of users that believe in untrusted messages/fake
news/misinformation and are active spreaders of rumours
in the OSN is analyzed. The parameters are the same as
in the previous section and change the recovery parameter
α = 0.07, 0.1, 0.4, 0.8 and 1.0. As the value of α increases,
the peak appears early with less number of infectious users
(spreader) in the OSN which is shown in Fig. 9. The changes
are obvious.

Fig. 10 illustrates the relationship between infectious users
and removed/blocked users in the OSN. The result of figure
9 is supported by figure 10, in which as the value of α is
increases, number of infectious users start to decrease.

5) IMPACT OF VERIFICATION OF USERS ON RUMOUR
DISSEMINATION ON THE ONLINE SOCIAL NETWORK
The effect of the verification of users on OSN is an important
parameter. The verified users are very sensitive to responding
to any kind of information on the OSN. They first verify the
information then forward, share, like and join the unknown
groups on the OSN. The parameters are the same as in
the previous section and change the verification parameter
γ = 0.2, 0.4, 0.6, 0.8 and 1.0. As the value of γ increases
the number of verified users increases in the OSN and the
chance to become a victim of fake information decreases. The
peak appears early with a lesser number of infectious users
(spreader) in theOSNwhich is shown in Fig. 11. The changes
are obvious.

FIGURE 11. Effect of γ .

FIGURE 12. Effect of verification on spreaders.

FIGURE 13. January 2020 through mid-July 2020 misleading tweets
timeline [45].

Fig. 12 illustrates the relationship between infectious users
and verified users in the OSN. The result of figure 11 is
supported by figure 12, in which as the value of γ increases
number verified users will increases, and the infectious num-
ber of users in the OSN will decrease.

Shahi et al. [45] shows the timeline of tweets with false
information as shown in Fig. 13, authors showed the timeline
of the false tweets made from January 2020 to mid-July 2020.
The black colour shows that the false (fake news) category
is spreading, while the red colour shows that the fake news
is only partly true. The tweet’s timeline shows that false
misinformation spreads faster than partially false misinfor-
mation. Frommid-March to mid-April, when COVID-19 was
at its peak, the most false and partly false tweets were sent.
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Misinformation tweets can be tracked by how many likes and
retweets they get. Likes show how many times a user marked
the tweet as a favourite, while retweets and retweets with
comments show how many times a user shared the tweet.
With the help of the timeline, we can see how many likes
and retweets each fake tweet got. The number of retweets
and favourites varies a lot, so we decided to normalise the
data. We use Min-Max Normalization to put the number of
likes and retweets on a scale from 0 to 1. We figured out the
average number of retweets and likes for the whole month
and plotted the average number of retweets and likes for both
fake and partially fake for each month. The timeline analysis
of normalised retweets shows that fake information gets more
likes than partially fake information, especially from the mid-
dle ofMarch to themiddle of April 2020. As shown in Fig. 13,
the most fake information was spread fromMarch 16 to April
23, 2020. But for a retweet, there is no clear way to tell the
difference between fake and partially fake. Overall, though,
there are more likes than retweets for tweets that spread fake
information.

VII. CONCLUSION AND FUTURE SCOPE
This article presented an epidemic model for controlling fake
information dissemination in OSN. To investigate the dynam-
ics of fake information dissemination inOSNproposedmodel
utilized a set of differential equations which describe the vari-
ous states of the users in OSN. The different types of activities
in the social network need to be examined for corrective
action on time that helps in the control of fake information
dissemination. For controlling fake information, the latent
state of users is included in the model, this type of user first
identifies the authenticity of information before sharing it in
a group of OSN. The impact of latent users with verification
and blocking of users and the dissemination of information
on OSN is discussed. The fake information can have a false
impact on the people, in the long run, therefore to control
the dissemination of unauthenticated information in OSN,
an important threshold R0 is defined as a basic reproduction
number and its expression is computed. TheR0 is useful in the
analysis of fake information status in the OSN. The analysis
result shows that if R0 < 1, the OSN becomes free from
rumour/unauthenticated information. In this case, the status
of authenticated information will remain the same with time
and OSN will achieve local stability. The Jacobian matrix is
used to establish rumour-free local stability. The rumour-free
global asymptotic stability in OSN is also obtained by the
use of the Lyapunov function. On the other hand, if R0 > 1,
the rumour/unauthenticated information is sustained forever
in the social network. The sensitivity analysis has been also
performed and explained the effect of different parameters on
the dissemination of fake information in OSN. By utilising a
quarantine and delay strategy sometime in the near future,
it will be possible to prevent social networks from the spread
of rumours and the transmission of fake news. The issues that
are discussed in this article are very relevant at the moment,
and the COVID-19 pandemic is generating a crisis in the

dissemination of misleading information on OSNs all over
the world. This crisis is likely to continue until the disease
is either treated or eradicated. The dissemination of false
information may be extremely harmful to individuals, organ-
isations, and many other parts of society, as is unmistakably
demonstrated by real-world events. As a result, the findings
of this research have the potential to make a contribution to
the solution of some contemporary global issues related to
the dissemination of fake news. In the future, with the use
of this approach, it will be possible to prevent the spread of
fake news on the internet platforms that are used the most,
such as WhatsApp and Telegram.The comparative analysis
is presented in the paper and found that the proposed model
ensures a better controlling mechanism of fake information
dissemination in the OSN in comparison to previous models.
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