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ABSTRACT The state of computer network technologies has continually advanced at a rapid pace. Software
Defined Networking (SDN) and Blockchain (BC) have emerged as complementary technologies providing
support that facilitates greater security and greater network performance for many domains of application,
including the Internet of Things (IoT) ecosystem, ideally resulting in an improvement to our collective
quality of life. The proliferation of IoT devices is driven by a wide variety of use cases and by their
ubiquitous availability. When combined with the emergence of SDN and BC, this environment presents
rich opportunities for various emerging research efforts and provides a motivation for this paper. Here,
we present a comprehensive survey of the studies in which BC and SDN have been integrated into the
IoT ecosystem, referred to hereafter as BC-enabled Software-Defined IoT (BC-SDIoT). The paper first
discusses the motivations and drivers for integrating BC-enabled SDN and BC-SDIoT, as well as their
benefits and drawbacks. Second, we categorize the relevant studies according to six key implementation
objectives and ideas that combine BC, SDN, and IoT technologies to create smart, secure, and effective
frameworks: Security, computing paradigms (edge and fog computing), trust management, access control
& authentication, privacy, and networking. In the corresponding sections, we present the categories (i.e.,
problem domains) of the aforementioned novel taxonomy and discuss related studies (i.e., solutions) in
depth. Finally, we outline potential major challenges, open issues, and future prospects that require further
research attention and intensive endeavors for complete and ground-breaking frameworks to broaden newer
research domains in BC-SDIoT. This survey paper may serve as a fruitful primer for the reader investigating
the exploitation of BC in SDN and IoT ecosystems.

INDEX TERMS Blockchain, IoT, SDN, survey, BC-SDIoT.

I. INTRODUCTION
As our needs for improved network services have increased,
we have collectively observed the technologies of computer
networks advancing quickly to keep up with our society’s
demands. The operational needs of devices, along with the
constraints imposed by network connectivity, have changed
rapidly in recent years. Two notable developments have
received expanded interest among the research communities:

The associate editor coordinating the review of this manuscript and

approving it for publication was Jad Nasreddine .

the emergence of Software Defined Networking (SDN) [1]
and Blockchain (BC) [2] provide many opportunities for
secure and flexible network management, which are impor-
tant characteristics in the rapidly growing domain of the
Internet of Things (IoT) [3]. These technologies can be
implemented in numerous different contexts, each with its
own advantages and disadvantages.

A. PRELIMINARIES
As is evident in the expanding worldwide deployments,
SDN and BC have emerged as complementary technologies
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that provide support for ensuring security while improving
network performance. According to Statista,1 the worldwide
market sizes of SDN, BC, and IoT are growing rapidly. In
2020, the market size of SDN was $8B and is projected to
reach $43.3B by 2027, with a compound annual growth rate
of 19%.2 As shown in Fig. 1, the worldwide market size of
BC is nearly $12B in 2022, with a projected value of nearly
$163B by 2027.3 Meanwhile, the global market for the IoT
is already significantly larger, with market size of $749B in
2020 and projected to reach $1.1Tr in 2023.4 This mirrors
the growth in the number of IoT devices worldwide, which
is nearly 43B in 2022 and projected to grow to nearly 76B in
20255 as shown in Fig. 2.

FIGURE 1. Size of the blockchain technology market worldwide
from 2017 to 2027.3

FIGURE 2. Number of IoT devices worldwide from 2015 to 2025 in
billions.5

This growth is being driven by a wide variety of newly
discovered use cases. The applications of IoT are numerous,
and the technology has become ubiquitous due to its
capabilities for improving the devices that we use in our
everyday lives. SDN is the most important breakthrough

1https://www.statista.com
2https://www.statista.com/statistics/468636/global-sdn-market-size/
3https://www.statista.com/statistics/1015362/worldwide-blockchain-

technology-market-size/
4https://www.statista.com/statistics/668996/worldwide-expenditures-for-

the-internet-of-things/
5https://www.statista.com/statistics/471264/iot-number-of-connected-

devices-worldwide/

of the past two decades in computer networking, enabling
more effective and flexible network management, which in
turn improves the performance of the network in support
of other technologies like BC and IoT. Since the invention
of BC, organizations worldwide have begun to employ
it in numerous areas. Among the most commonly cited
use cases, BC is employed in digital currency, secure
information exchange, asset tracking and management,
digital identification, regulatory compliance, financial flow
traceability, digitization of documents and records, licens-
ing/credentialing, tokenization of assets, tracking supply
chains, payment/trading processing, contract management,
internal control, and anti-counterfeiting.6 The various use
cases in organizations worldwide, as of 2021, are illustrated
in Fig. 3.

FIGURE 3. Blockchain technology use cases in organizations worldwide
as of 2021 from Deloitte’s 2021 Global Blockchain Survey [4] and also
from the Statista report.6

SDN separates the control and data planes where network
intelligence and state are logically centralized and the
underlying network infrastructure is abstracted from the
applications. BC is a decentralized database of transactions
across a peer-to-peer network, where information is stored in
encrypted blocks and tracked using ledgers stored on each
network node. IoT is a significant driver of industrialized
cyber-physical systems (CPSs). It has begun to engage in
nearly every aspect of our daily lives, including monetary
transactions, medicine, communication, security, themilitary,
and home automation.

There are numerous motivations to study the integration
of BC with SDN and IoT (BC-SDIoT). To start, IoT devices
are inherently simple and lacking in security features [5].
As they become more common, it is only a matter of
time before widespread security attacks occur to violate
personal privacy, data integrity, etc. [5], [6], [7]. Simulta-
neously, BC is highly useful in securing some aspects of
computer networks [8], [9], presenting a countermeasure
opportunity for the defense of IoT networks. Coupled with

6https://www.statista.com/statistics/878732/worldwide-use-cases-
blockchain-technology/
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FIGURE 4. The outline of the paper structure.

its decentralized implementation, BC improves upon the
single point of failure characteristic of shared digital assets.
SDN is a technology that is highly useful in enabling
flexible network management to optimize the Network
Operations (NetOps) [1]. Accordingly, it becomes apparent
that the combination of BC and SDN provides numerous
opportunities to secure the IoT domain while effectively
supporting the IoT infrastructure through better network
control and management.

B. CONTRIBUTION AND ORGANIZATION
This paper presents a survey on the research efforts in which
BC and SDN have been integrated into the IoT ecosystem
(BC-SDIoT). Therefore, the scope of the study revolves
around integrating three concepts: BC, SDN, and IoT. In this
context, we organize the related studies into six categories
that are the most prominent implementation goals and con-
cepts in which BC, SDN, and IoT technologies amalgamate
to provide intelligent, secure, and efficient frameworks:
Security, computing paradigms, trust management, access
control & authentication, privacy, and networking. It is worth
noting that each of these categories reflects a problem domain
in BC-SDIoT. Accordingly, the organization is a taxonomy
of the problem domains therein. We explain these categories
(i.e., problem domains) and related studies (i.e., solutions) in
corresponding sections. Also, we give the motivations behind
the integration of BC-enabled SDN and BC-SDIoT, along
with the advantages and disadvantages. Finally, we outline
the potential challenges, open problems, and future directions
that should be addressed further, to develop breakthrough
and comprehensive frameworks in BC-SDIoT networks.
This survey paper may be a useful primer for a reader
investigating the exploitation of BC in SDN and IoT
ecosystems.

The following questions constitute the backbone and
motivation for our investigation of the research works
in BC-SDIoT:

Q1.What are the advantages and challenges of combining BC
and SDN for IoT (BC-SDIoT) networks? (Section III)
Q2. What are the classifications of BC-SDIoT networks from
the perspective of their implementation goals and respective
research challenges regarding infrastructure, security, trust
management, and data management? (Section V)
Q3. What are the open research challenges and potential
future directions of BC-SDIoT networks in terms of infras-
tructure, security, trust management, and data management?
(Section VI)
Answering the questions above, our main contributions are

as follows:
• We provide overviews of BC and SDN technologies
along with their merits and drawbacks.

• We introduce a novel taxonomy of approaches combin-
ing BC and SDN.

• We present a comprehensive discussion of existing
studies that integrate the development and deployment
of BC and SDN to serve an IoT infrastructure.

• We report on the status of existing open challenges,
identifying new open challenges and potential research
directions for SDN integrated with BC for IoT applica-
tions.

The outline of our paper’s structure is as depicted in
Fig. 4 and briefly explained as follows: Section II briefly
explain SDN and BC technologies along with their merits
and drawbacks as background information to make our
paper as self-contained as possible. Section III elaborates
on the advantages and disadvantages, as well as introducing
a taxonomy of approaches, to the integration of BC with
SDN. Section IV presents other survey papers of BC
with various networking technologies, including SDN and
IoT. Section V is an in-depth survey of the use of BC
and SDN in the IoT ecosystem, together with the two
novel classifications. A detailed discussion of open issues,
challenges, and potential research directions is presented in
Section VI. Finally, we provide the concluding remarks in
Section VII.
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II. BACKGROUND
Although SDN and BC technologies have great advan-
tages, the widespread implementation of each is plagued
by challenges such as integration, interoperability, adapt-
ability, hybridization, processing of diversified data vol-
ume and types, etc. In this section, we give background
information on SDN and BC technologies, presenting a
discussion of their merits and drawbacks, as well as
providing a technical overview of each, to make the paper
self-contained.

A. SOFTWARE DEFINED NETWORKING (SDN)
TECHNOLOGY
This section presents a brief overview of SDN, followed
by a discussion of the benefits and disadvantages that SDN
technology brings to networking architectures.

FIGURE 5. SDN architecture with its main planes and interfaces.

1) OVERVIEW OF SDN
The basic SDN architecture is mainly defined in three
parts: Data plane, control plane, and application plane,
as depicted in Fig. 5. SDN has interfaces between devices
in a control plane and a data plane. These interfaces let
devices communicate with others in the network. East-
West APIs [10] aim to exchange information between

controllers, which may be from the same or different
organizations. Northbound APIs facilitate communication
between network applications/services and controller(s), for
purposes of network security, management, etc. In con-
trast, southbound APIs enable the communication between
the controller(s) and data plane devices such as routers,
physical switches, or virtual switches [11], [12], [13].
The OpenFlow [14], [15], [16], [17] protocol is the most
prevalent standard southbound interface used for commu-
nication between the control and data planes [18]. SDN
also simplifies network operations and reduces the cost of
network administration. These advantages are provided via
its programmable, centralized, vendor-free, and adaptable
characteristics.

a: DATA PLANE
The data layer is comprised of networking equipment
(e.g. routers, physical/virtual switches, and access points).
Packet forwarding is a fundamental operation of the data
layer. An SDN controller may contact and administer this
equipment using Controller-Data Plane Interfaces (C-DPIs).
C-DPI messages are sent within a secure channel, such
as TLS. The OpenFlow protocol is the most widespread
standard C-DPI used for connectivity among controller(s) and
data layer equipment.

b: CONTROL PLANE
An SDN control layer may include one or more software-
based SDN controllers. They deliver control functions by
focusing on how the network forwards traffic using the C-
DPI. In addition to the C-DPI, there are interfaces allowing
interaction among controllers (Intermediate-Controller Plane
Interface or I-CPI [10]) and between controllers and appli-
cations (Application-Controller Plane Interface or A-CPI).
I-CPIs are exploited to share data among controllers. An A-
CPI enables communication among network applications and
controller(s) to communicate for security, management, etc.
Functional components and control logic are the two primary
components of a controller.

c: APPLICATION PLANE
An SDN application layer is comprised of applications that
interact with the controller(s) and use an abstract view of the
network in their interior decision-making algorithms to fulfill
a particular networking task. These programs connect with
the controller(s) over an open A-CPI interface, such as REST
API. An SDN application is composed of an SDN App Logic
and an A-CPI Driver. They are typically grouped based on
the network services they accomplish, such as security, traffic
engineering, load balancing, etc.

2) MERITS AND DRAWBACKS OF SDN
The architecture of conventional IP-based systems has
surpassed its limits. Expanding cloud solutions, server
virtualization, the dramatic rise of mobility, and data, such
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FIGURE 6. Overview of blockchain and block data structures.

as video and big data, have prompted experts to reconsider
the network designs of today. In conventional topologies,
network equipment is complicated, complex to (re)configure
and (re)install, and requires qualified expertise. Adding or
removing a node from a system incurs additional expense.
IT personnel must work with many switches, routers, and
other network hardware, as well as be able to update ACLs,
VLANs, and several other techniques [19]. Moreover, when
industry expectations or customer requirements expand daily,
software developers, providers, and companies must engage
in the introduction of new services and capabilities. Yet,
companies’ reliance on vendors is a hindrance that prevents
them from creating new network apps and systems for
their networks, given the lengthy production run of network
hardware. Consequently, the data centers, providers, and
organizations of today require more responsive network
designs.

The SDN architecture [1], [20], [21], [22] has been devel-
oped as an answer to the constraints imposed by conventional
networks. The goal of SDN is to separate the forwarding
and control planes, which facilitates an effective allocation
of network resources and enables programmability to alter
system properties more effectively and more quickly. This
makes network administration more convenient, simpler,
and more cost-efficient since the separation allows network
operators to swiftly administer, operate, and optimize net-
work capacity using reactive, autonomous, and proprietary-
free applications that they have created themselves under
SDN [23]. Moreover, since network control is centralized
in SDN, controllers have a holistic view and awareness of
the entire network, as opposed to the view within traditional
networking. Therefore, they can enhance resource utilization
and flow management in response to network dynamics and
contingencies.

SDN also presents several technical challenges.
Sezer et al. [19] state that these challenges can be
classified into four categories. The first is dealing with high-
performance packet processing in a flexible/programmable
manner. The second is interoperability or standardization,
which needs to be addressed in the SDN infrastructure.
The third is the security issues in SDN. The final
category is its scalability, which needs more attention by
researchers [24].

B. BLOCKCHAIN (BC) TECHNOLOGY
In this section, we first present an overview, followed by a
discussion of the merits and drawbacks of BC technology in
networking architectures.

1) OVERVIEW OF BC
BC is an update-only database that typically stores data that
is small in size, usually records of transactions in a system.
These records are individually encrypted to preserve security
and anonymity, and all network nodes participating in a BC
agree on the validity of each record, ensuring unanimous
agreement on outcomes, and also establishing trust.

When a transaction occurs, it is added to the distributed
database through specific steps: (i) a user executing a
transaction submits it to the blockchain by using a private key
to sign the transaction, broadcasting that to one-hop peers;
(ii) the neighboring peers validate the incoming transaction
then relay it such that the transaction eventually spreads
across the entire network; (iii) after a (typically) agreed-
upon time interval, nodes engage in a process that includes
mining, involving processing overhead to create/propose
a new block for validation, as well as participation in a
consensus algorithm to validate the block; (iv) the block is
added to the existing BC. Nodes may receive a reward for
activities in the mining and consensus process, and the choice
of mining nodes may depend on the consensus mechanism
employed in the network.

The peer-to-peer nature of BC is an essential property
that eliminates the need for a trusted third party and hence
provides a solution to the well-known single-point-of-failure
problem of centralized systems, including SDN. In systems
with multiple equal participants, establishing trust is a known
problem toward ensuring all participants can mutually agree
on some solutions. BC uses consensus algorithms to ensure
trust and alleviate the need for external authority. Consensus
algorithms consume resources (e.g., CPU time), so a reward
mechanism may be employed to incentivize participation. A
punishment may also be used as a cost a node must pay
if it violates a procedure, in order to discourage malicious
behavior.

A high-level representation of the BC structure is illus-
trated in Fig. 6. Each block typically contains a sequence
number, a hash, a pointer to a prior block using the prior
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TABLE 1. Works citing specific blockchain advantages.

block’s hash, a timestamp, and a set of transaction data, for
which it is desirable to maintain an immutable and secure
record. The hash pointer data ensures a block’s location in
the chain, and the local hash is typically the hash of a Merkle
tree root used to validate the information contained in the
transactions stored in the block.

Several variations of blockchain exist, a classification of
which is presented in [2]. The original version is a public
blockchain, an open platform that allows anyone to join,
transact, and mine. It is also known as permissionless because
no access restrictions exist and all participants are given
authority to read and write transactions. Private blockchains
(also called permissioned) were developed to allow private
sharing and exchange of data, with mining controlled by
selected hosts (e.g. an organization), and access is restricted
to specific entities. A hybrid approach is the consortium
blockchain, which is partially private and partially public;
a set of predetermined nodes are responsible for validating
blocks and consensus, and they decide which nodes may
belong to the network and which nodes may mine.

2) MERITS AND DRAWBACKS OF BC
BC has been developed in part from a desire to address the
double-spending problem in cryptocurrency systems while
simultaneously alleviating the need for a (single-point-of-
failure) trusted third-party to store transaction records [25].
Since its inception, the applications of BC have expanded
well beyond that of cryptocurrency, although that likely
remains its most commonly publicized and known use case.
BC’s growing popularity in research and industrial circles is
largely due to its positive characteristics or advantages.

Table 1 indicates how the works surveyed here specifically
address one or more of the various advantages of the use of
BC technology in their research. These advantages include:

• Immutability, the property that transactions cannot be
changed once they are committed to the BC.

• Traceability, the property that the entire database is open
and the history of transactions is completely available to
be examined.

• Transparency, the property that transactions in a BC
are publicly viewable due to its being stored at all
participating hosts.

TABLE 2. Works citing specific blockchain disadvantages.

• Decentralization, the property that no centralized author-
ity controls the BC.

• Anonymity, the property that transactions can be stored
while preserving, yet hiding, the identity of those
enacting the transactions.

• Shared ledger, the property that all nodes involved in the
BC maintain an identical copy of it, which may also be
referred to as unanimity.

• Trust, the property that allows mutually unknown or
untrusting hosts to establish a trusting relationship,
which is supported by BC technology.

Disadvantages identified previously include BC’s require-
ment of computational load, storage, and latency. These are
highlighted in Table 2, which identifies the works surveyed
here that specifically address one or more of the various
disadvantages of the use of BC technology in their research.
Computational load is typically cited as a disadvantage due
to the additional processing requirements of consensus algo-
rithms, such as proof of work [25]. Storage is a disadvantage
because each node participating in the BC stores an entire
copy of the BC. Latency is a concern due to the computational
requirements of various consensus algorithms, which slows
the performance of BC implementations. Taken collectively,
these disadvantages have raised concerns about the scalability
of BC while simultaneously presenting opportunities for
research efforts. The advantages and disadvantages of BC
have been highlighted in Tables 1 and 2 in order to provide
further guidance for researchers interested in refining their
search with these specific characteristics.

III. MOTIVATION
The combination of technologies resulting in BC-SDIoT also
has a number of advantage and disadvantages. The following
subsections provide an elaboration on this statement by
highlighting them, as well as introducing a taxonomy of
approaches to the integration of BC with SDN.

A. PROS AND CONS OF BC-ENABLED SDN
The BC and SDN technologies are complementary and
synergistic in the sense that they typically serve different
purposes and can be combined to create a whole greater than
the sum of parts. As noted in Section II-B, BC is, by design,
a distributed database implementation in which transactions
(or decisions) are transparently available and visible to all
participants. In contrast, and as noted in Section II-A2,
SDN is a technology employed to flexibly manage and
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control operations in a network by separating network control
from the data flows. The original conception of an SDN
employs a single centralized controller with domain over
an entire network, which represents a significant challenge
in the form of performance scalability, as well as the issue
of it becoming a single point of failure and a magnet for
security attacks. A significant advantage of integrating BC
with SDN is that the BC mitigates the problem of having
a single point of failure by enabling a network of SDN
controllers to collaborate and collectively make decisions that
are mutually trustworthy and immutable. This allows security
measures to be integrated into BC-SDN implementations,
and it facilitates scaling of the network infrastructure as
needed.

Additionally, some of the challenges of BC are addressed
through its combination with SDN. Computational load is
often cited as a problem with BC implementations, and
several works surveyed here examine consensus algorithms
requiring lower computational effort. However, it is also
true that SDN controllers are typically fully equipped
computers with high-powered CPUs and sufficient memory
to execute the consensus algorithms required by BC. These
characteristics enable them to store the BC and to execute
with sufficient speed so as to reduce compute (clock) time as
much as poassible. We also note that consortium and private
BC implementations may require a lighter computational
load, as reflected in some of the papers cited in this
survey.

The examination of the literature revealed a taxonomy
of three primary approaches in the implementation of a
BC-enabled SDN, as illustrated in Fig. 7:

1) Integrated approach, in which the BC is implemented
directly as an integral part of each SDN controller.
Typically, the BC plays a key role in implementing
algorithms executed in the control or data planes of
the SDN controller, albeit more often in the control
plane. For example, BCmay be used to establish a con-
sensus among SDN controllers concerning flow rules
updates.

2) Collaborative/cooperative approach, in which the BC
and the SDN are separated but work together to
accomplish a single goal. The BC isn’t implemented as
a part of the SDN control stack but may provide some
service, to assist the SDN controller in its functions. For
example, SDN controllers may employ BC as a service
to be consulted in making flow rule updates.

3) Overlay approach, in which the BC is implemented
alongside the SDN but does not directly provide input
into the SDN’s operations. Working separately, the
SDN continues its usual management and control
functions, while the BC is added to provide an
additional service, such as security. For example, the
SDN may focus on network control, while the BC as
an overlay provides separate security services.

Table 3 presents a classification of the literature surveyed
in terms of their approach to implementing BC with SDN.

TABLE 3. Approaches to implementing BC with SDN.

B. PROS AND CONS OF BC-SDIoT
The combination of BC and SDN in addressing IoT issues
is compelling. In this context, BC and SDN serve as
complementary technologies that mitigate the known disad-
vantages of IoT devices [5]. IoT devices’ hardware simplicity
often renders them incapable of significant computation,
such that they may be collectively incapable of executing
complex security protocols, including implementing BC.
Their massive numbers also make solutions difficult to scale
due to the requirement that any BC-enabled SDN solution
must implement an effective underlying infrastructure to
handle a large and dynamically varying number of IoT
devices.

The advantage of the combination of BC and SDN is that
we can create scalable and flexibly managed infrastructures
capable of interacting with large numbers of IoT devices.
SDN manages the network while BC mitigates SDN’s
single-point-of-failure nature, and both technologies may
be combined to facilitate the implementation of effective
security services within the network.

The disadvantages of combining BC and SDN with IoT
devices typically lie in the underlying challenges faced by
IoT devices themselves. Since IoT devicesmay be susceptible
to security attacks, BC-enabled SDN implementations face
challenges in isolating these types of faults. Indeed, some of
the research efforts attempt this by presenting an architecture
in which small sub-nets of IoT devices are organized into
clusters that may employ localized fog/edge computing
providing access to the network. These localized clusters may
be susceptible to security attacks because the IoT devicesmay
not be capable of self-protection. However, the organization
into clusters protected by BC and SDN technologies can help
to localize any damage and provide early detection and fast
response to attacks.

Still, this represents one significant open issue or disad-
vantage to this approach: the IoT devices themselves are
naturally insecure, and it remains a challenge to completely
overcome this problem using BC and SDN technologies. Yet,
the security posture improvement of such an approach is still
significant.

IV. RELATED SURVEYS
There have been several surveys previously published
addressing various combinations of networking technologies,
including BC, SDN, and IoT. Table 4 gives an overview
of these studies, chronologically introduced below. To the
best of our knowledge, there are currently no surveys in the
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FIGURE 7. BC-SDN approaches.

literature that specifically feature the integration of all three
network architectures, that is, the integration of IoT with BC
and SDN, in the depth covered within this paper.

The study in [70] reviews earlier studies that combined
SDN and BC technology to create strong cyber-security
solutions for shielding the SDN architecture from threats.
Despite significant advancements in research, there is still
a need for intrusion detection and threat mitigation that
can safeguard the control and data planes as well as the
communication channel. In order to secure SDN security
and provide a chance for a more scalable and effective
SDN architecture, the paper also provides a strategic
vision for adopting BC technology and leveraging its
advantages.

The authors in [71] examine current security problems and
their potential countermeasures for blockchain-based SDN.
Specifically, this work introduces the most current research
efforts related to the general structure of BC-based SDN.
The authors also discuss several security vulnerabilities (e.g.,
scanning, spoofing attack, hijacking attack, etc.) and the
solution to these weaknesses through techniques, such as
traffic and flow control, policy enforcement, and Denial-of-
Service (DoS) defense.

In order to propose an SDN data chain based on BC
that realizes the consistency of data records and breaks
manufacturer isolation, improves network fault resistance,
and achieves unified scheduling of business capabilities,
the authors of [72] organize the current development status
of BC-SDN in terms of consensus algorithms, encryption
guarantees, data security, and log transparency.

To examine the possible advantages of BC technology
when applied to future Data-Driven Networks (DDNs), the
authors in [73] analyze the related pioneering research works
in the survey and their uses in computer networks. When
considering the distinctive features of BC technology, several
research problems (e.g., privacy, security, authentication)
are also recognized for Blockchain-empowered Data-driven
Networks (BDNs). Their research paves the way for the
creation and implementation of future BDNs by providing a
deeper knowledge of how BCs might be included in future
DDNs to enhance the functionality of data-driven apps and
network management.

The research in [74] provides an overview of blockchain
SDN in healthcare in terms of using the BC benefits for
network traffic prioritization, lowering occurrences of failure,
changes in track configuration, suitability for mergers and
acquisitions, data sharing, personal identity, maintenance of
personal health records, insurance claim, and auditing.

The authors of [75] give the first in-depth analysis of BC-
based Border Gateway Protocol (BGP) inter-domain routing
security solutions. According to the type of BC being used,
the research systematically classifies and identifies outstand-
ing problems that need to be solved and offers fundamental
knowledge to researchers interested in this field. This survey
also compares and analyzes their limitations, scalability, level
of protection against BGP assaults, performance metrics, and
capabilities.

In [76], the authors analyze current BC technologies used
with SDN from both security-aware and security-agnostic
perspectives. The background information on BC technology
and its current consensus methods were presented, and the
study examined various current polls along with their flaws
and restrictions.

The work in [77] describes the design principles of the BC
paradigm, gives an overview of common security concerns
with SDN when connected to IoT clouds, and argues for
the benefits of using BC as a significant security factor for
solutions involving SDN and IoT. Furthermore, the research
presented in this position paper was intended to serve as
the foundation for a more thorough investigation into the
potential applications of BC.

Similarly, the survey presented in [78] presents an
overview of the literature background on BC and SDN,
with a broad presentation of BC-SDN integration discussing
the benefits and limitations of BC-SDN approaches. In the
survey, the authors address the key features of the BC-
SDN ecosystem, the main security and privacy weaknesses
of BC-SDN, and the integration of BC-SDN to new smart
system applications (e.g., healthcare system, supply chain
management, e-voting, etc.).

The study in [79] presents a good overview of intru-
sion detection approaches (e.g., anomaly detection, misuse
detection, etc.) in SDN-based IoT networks while applying
Machine Learning (ML) andDeep Learning (DL) techniques.
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FIGURE 8. General structure for the integration of BC and SDN in IoT (BC-SDIoT).

Although it addresses the potential integration of BC with
SDN and IoT, it does not comprehensively survey approaches
in which BC has been integrated.

The authors of [80] and [81] analyze the resource con-
straints, centralization of the identification and authorization,
and privacy issues to track and monitor users’ personal data
throughout IoT applications and devices by integrating BC
technology into SDN infrastructure. In the survey, the authors
explore the convergence of blockchain and IoT for security-
based weaknesses due to the lack of using traditional security
mechanisms with limited resources and energy capacities of
IoT devices. The fundamental cryptographic methods used
in BC’s current implementations are thoroughly discussed.
Additionally, the authors recommend using lightweight
cryptography to improve the security features of IoT devices
with limited resource availability.

The authors in [82] review blockchain, SDN, and Network
Function Virtualization (NFV) for smart-home security.
The study proposes a smart-home security architecture
and discusses smart-home features and security challenges.
Furthermore, the paper describes blockchain, SDN, and NFV
and how they improve smart-home security. SDN gives home
nodes a programmable controller to manage and regulate the

home network, while NFV virtualizes network equipment
like firewalls and monitors to assure network availability.
Blockchain enhances IoT data privacy, integrity, security, and
trust in transactions between untrusted devices.

In [83], the authors elaborate on increasing requisites
and the use of SDN and IoT designs for resolving these
features for Industry 4.0 by trying to support the integration
of artificial intelligence and blockchain, as well as analyzing
the future research prospects and the usability impact of these
architectures.

While all of these surveys have been comprehensive, they
have not specifically addressed integration and related issues
of IoT with the technologies of blockchain and SDNs, except
for [83], which focuses primarily on the technical details
of Industry 4.0. Our survey differentiates itself by placing a
primary focus on the integration and related issues of IoTwith
the technologies of BC and SDN.

A very recent survey of blockchain in SDN IoT with NFV
for smart applications is presented in [84]. While it provides
very good coverage of the individual components of BC,
SDN, IoT, and NFV, the BC-SDIoT coverage as a complete
system is very limited and at a very high level. Further,
their focus is smart applications. In our paper, we approach
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FIGURE 9. A high-level classification of proposals in BC-SDIoT from the perspective of implementation goals.

BC-SDIoT at a fundamental level with special emphasis
on infrastructure, security, trust, and data management from
a system research perspective. Further, in contrast to the
approach in [84], we include several taxonomies of BC-
SDIoT from different angles.

V. SDN AND BLOCKCHAIN EMPLOYED IN IoT (BC-SDIoT)
The general structure for integrating BC and SDN in IoT
(BC-SDIoT) is depicted in Fig. 8. The structure consists
of four main layers: IoT layer/network, data layer, control
layer, and BC layer/network, where the data and controller
layers comprise the SDN network that holds multiple Internet
Service Providers (ISPs). The IoT network accommodates
smart devices collecting information from the environment.
While the data layer consists of OpenFlow-enabled infras-
tructure devices such as switches and routers, the SDN
network controllers reside in the control layer. Finally, the
top layer is the BC network, where network controllers
build a BC network to maintain a distributed shared ledger
keeping transactions representing network state or data (such
as topology, devices, flows, etc.) related to either SDN or IoT
networks. These controllers act as representatives for the BC-
participing nodes. As noted in Section III, the BC layer may
be integrated with, cooperating with, or an overlay on top of
the SDN control and/or data layers.

Fig. 9 presents a high-level classification of various
problem domains addressed in the literature for the integrated
SDN-BC approaches, discussed in the following subsections,
into six main categories based on the published literature:
Security, Computing Paradigm, Trust Management, Access
Control and Authentication, Privacy, and Networking. The
details for each are given in the following subsections.

A. SECURITY
A significant portion of the constantly evolving computing
paradigm is to be provided by the anyplace, anytime,
anywhere, anything IoT ecosystem. This, in turn, offers
tremendous opportunities for new services that may improve
aspects of our personal lives, gain efficiency, reduce errors,
and increase production capacity in business. Nevertheless,
there is a consensus on the subpar cyber-security techniques
in the IoT ecosystem to safeguard ourselves against many
adversaries [5], [85]. The combination of SDN with BC
provides a viable and promising solution to these cyber-
security challenges in IoT.

Numerous approaches, as shown in Fig. 10, have examined
attack detection, mitigation, and prevention, as well as cloud
security. A number of studies are classified as general security
approaches and may either state less specificity or include
multiple techniques in our taxonomy. The taxonomy is also
outlined in Table 5, which provides a brief statement of each
work’s objective(s), along with solution techniques.

1) ATTACK DETECTION AND MITIGATION
In general, attack detection and mitigation can be considered
complementary efforts that may be addressed in combination.
The works in this area focus on approaches to one or both
of these. Additionally, many studies focus on Distributed
Denial of Service (DDoS) attacks, including TCMP/SYN
flooding, TCP and/or UDP flooding, and ICMPflooding. The
differences lie in their respective approaches to detection and
mitigation.

FIGURE 10. Classification of proposals in BC-SDIoT from the perspective
of implementation goals for the security category.

Several works employ deep learning approaches to train
the network to discern between valid and attack data. [26] pro-
poses a distributed attack detection system using an Ethereum
BC for IoT networks. The method focuses on dynamic traffic
flow control and addresses TCP and ICMP flooding and
DDoS attacks. BC is employed to prevent attacker injection
of undesirable data at fog and edge networks. The BC uses a
deep learning approach to train the SDN by classifying and
identifying traffic types and mitigating the attacks. Based on
early detection and classification, the mitigation strategy is
to prevent further malicious data from entering the system,
reducing the chances of attack.
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TABLE 4. An overview of the surveys addressed the use of BC with various networking technologies.

TABLE 5. Classification of studies regarding objective and solutions to security approaches.

The approach in [29] uses another deep learning approach,
which is specifically used to detect the attacks themselves.
It employs a distributed SDN architecture that removes
concerns over a single point of failure in a centralized SDN
controller while simultaneously implementing a distributed
BC that enables sharing security models among fog nodes.

This sharing improves on other approaches that could not
develop accurate attack models due to fog nodes being
associated with a limited number of IoT devices. The
sharing of models allows the fog nodes to expand their data
sets significantly to improve attack detection accuracy. The
authors identified areas for improvement in other approaches,
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including single-point-of-failure issues with centralized SDN
controllers and the difficulty of edge and fog nodes in
developing accurate models due to the lack of available data.
This approach implements a distributed SDN architecture to
mitigate the single point of failure problem, along with an
architecture in which fog nodes share their models among
themselves to gain more data and improve the accuracy of
their models.

The study in [41] employed a different approach that
assumes trusted IoT nodes are known in advance, with autho-
rized IoT devices placed in groupings according to geogra-
phy. The attack detection mechanism places responsibility
on gateway nodes at the edge-cloud layer, which implements
SDN and BC to improve security and performance. The edge-
cloud servers aggregate and authorize transmission of IoT
data and serve as management front-ends to the IoT devices.
The approach improved throughput and packet data rate while
reducing packet jitter and energy consumption in the network.

Another approach is to employ BC to store network
information allowing the SDN to discern valid traffic from
an attacker. In [46], the authors proposed a mechanism
specifically focusing on the detection of botnets, with
detection occurring in the SDN controllers themselves. The
mechanism employs BC with SDN to automatically detect
changes to the system data plan, topological features, and
flow status. In this approach, the BC is extended to use
a colored coins approach, in which bitcoins are marked
to contain specific assets. The assets are the markings
of IoT nodes meeting minimum security requirements to
provide an additional level of security by allowing SDN
controllers to distinguish authorized vs. unauthorized traffic
more efficiently.

Reference [42] employs a forensic detection approach
that uses automatic features of SDN in combination with
additional new features. The data plane of the SDN
will automatically discard packets not obeying flow rules
and automatically migrate packets in cases of overloaded
switches. The control plane is employed to validate devices
using a linear homomorphic signature algorithm, further
classifying the devices using a neuro multi-fuzzy network.
One stated advantage of their approach lies in the authen-
tication using LHS. Instead of using unique identities that
might be predicted or forged by attackers, the LHS uses the
device identity in combination with a unique elliptic curve
point chosen by each device, which helps to prevent identity
forgeries. Forensic activities employ packet analysis to detect
malicious activities by examining logs of the classified
packets. The authors of this study compare its performance
with that of [47], although the work in [47] is not explicitly
focused on forensics. Performance improvements were
found in delay, response time, throughput, and processing
time.

DDoS mitigation is addressed in [62] and [63]. This
approach employs a decentralized BC using smart contracts.
The BC is used to store network flow rules to track suspicious
traffic, while the smart contracts are used to store information

on suspicious nodes, so that authorized participants may
receive access to the list of nodes to be blocked. Accordingly,
smart contracts enable peers being attacked to automatically
propagate lists of suspicious hosts while taking action in a
collaborative fashion.

2) ATTACK PREVENTION
The approach described in [46] (also presented above as a
detection scheme) combines attack detection with a level of
mitigation to effect attack prevention. The work considers
attacks on the network of SDN controllers, wherein their
distributed botnet detection scheme addresses problems
with large numbers of IoT devices using a network of
distributed SDN controllers that implement a distributed BC.
Each controller participates in the implementation of policy,
control, and log modules; controllers exchange authenticated
flow rules that are verified using the BC. The colored coins
approach is used to label IoT devices and determine which
may be in botnets so that traffic is readily filtered and attacks
are prevented.

By addressing features of an Intelligent Transportation
System (ITS), the authors in [33] address attack prevention
by ensuring message-passing systems that are immutable,
credible, and authentic while simultaneously preserving
user privacy. They based the study on the premise that
Vehicular ad hoc networks (VANETs) are typically composed
of large numbers of vehicles that automatically do not
trust each other. The work examined the use of vehicle
trust scores to prevent the existence of counterfeit or
forged information. It features a blockchain-based security
framework that supports vehicular IoT services, including
real-time cloud-based video reports and trust management in
vehicular messages. Vehicles uploading information to the
VANET have a trust score assigned to their messages by
nearby vehicles already authenticated in the network. Privacy
is preserved by storing vehicle authentication information
separately from user identities. The SDN data plane consists
of all vehicles in the VANET, while the control plane
implements policies, authentication, and traffic management
functions. BC is implemented in RoadSide Units (RSUs) to
store trusted traffic information.

Another study addressing vehicular networks places its
focus on SDN-IoV networks. To improve data collection
and processing, an SDN-based architecture with multi-access
edge computing built on top of a spatial crowd-sourcing [87]
is introduced in [69]. The study addresses effective means to
deal with large numbers of computational tasks in SDN-IoV
networks. Due to network constraints, the vehicles rely on
spatial crowd-sourcing to request and receive various tasks in
the network. The problem addressed is ensuring the privacy
of the vehicles’ users while simultaneously acknowledging
that they need to be fully trusted. Multiple BCs are used to
prevent a single point of failure and for privacy preservation
against collusion and Sybil attacks. A novelty is that a deep
reinforcement learning algorithm also allocates ITS tasks
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to select the consensus algorithm, block size, and block
generation rules.

In a secure routing architecture, [27] uses smart contracts
storing abstract topologies along with SDN controllers’
reputations to ensure secure routing and prevent black-hole
attacks. The SDN is used to implement a more flexible
and agile IoT network. In this architecture, local topologies
are abstracted to preserve privacy within local domains.
These abstract topologies, along with the reputation scores
of the SDN controllers, are shared and recorded in the BC,
creating a secure global view of the network topology. The
authors found the architecture effective at building global
trust between multiple controllers and protecting routing
reliability among multiple domains.

References [38] and [51] address the problems of flow con-
formance and tampering with messages between controller
and switch. This is accomplished through BC as a Service
(BaaS), which is used to verify inserted flows. The authors
also noted that using an external BaaS obscures knowledge of
agents responsible for flow conformance testing. They also
introduce a strategy that prevents these agents from acting
arbitrarily. The strategy is based on a mathematical model of
a fair reward scheme in game theory. Their results introduce
a measurement of social welfare, a measure of profits of
verifier and verification initiator. The study demonstrated that
the mechanism creates a balance among blockchain agents by
maximizing social welfare among all participants.

Gao et al. [37] examine data security and privacy in
a pervasive edge computing (PEC) environment. Their
specific goal was to develop a secure data-sharing model.
Their approach combines identity-based proxy re-encryption
(IBPRE) with a consortium blockchain implemented in an
SDN-enabled PEC environment. BC is used to store crypto
keys, and users can make updates using smart contracts. The
system is also employed to authorize IIoT devices to provide
reliable and credible connectivity to the PEC environment.

3) GENERAL SECURITY
The works classified as general security included a variety
of approaches that were not always as easily classified. One
aspect includes attack defense, similar to mitigation strategies
while providing additional protection. We start with several
works that propose general security frameworks, each of
which could be used to implement several specific security
initiatives.

Reference [31] proposes a security framework that
employs a hierarchical organization of SDN controllers to
implement multiple BCs to enforce security. A global BC is
employed by decentralized SDN controllers, storing source
IP addresses that are allowed or blocked. Network segments
attached to the primary network employ private BCs to store
transactions, and they employ smart contracts for access
control. The SDN controllers in each segment respond to
attacks in the specific segment, and mobile agents are
employed to connect each segment BC to the global BC.

Reference [32] proposes an architecture, DistBlockNet,
in which a BC controls flow rule tables to ensure their
validity. The architecture implements a global BC among
a decentralized SDN controller network, with controllers
for local network segments maintaining several modules to
handle security threats at different levels. The local network
view modules implement access control, data protection, and
threat intelligence at the management and application layers
and flow control and packet analysis at the data and control
layers. In performance comparisons with existing distributed
SDN controllers without their architecture implemented, the
DistBlockNet was shown to provide superior bandwidth for
nodes in the network.

Reference [45] presents a design of architecture intended to
accommodate IoT node capabilities, in which IoT nodes are
clustered into BCs based on their computational capacity and
proximity to an SDN switch. IoT nodes act as blocks in a BC
implemented directly on an Open vSwitch. Reference [43]
proposes a broad security approach employing BC and
SDN to store and securely transmit information among IoT
nodes in a smart building. The approach implements a
distributed BC to secure smart lighting, firewalls, switches,
and camera services for an intelligent building control
system. A significant aspect of this study is the cluster head
selection algorithm for IoT devices, which seeks to optimize
communication and reduce energy consumption.

Another approach to addressing energy consumption is
presented in [44], which also seeks to answer broad questions
of efficient deployment of IoT in distributed networks,
as well as suitable security enhancements of an SDN-enabled
distributed system. Similar to the approach in [43], the
authors developed a new cluster head selection algorithm
to optimize communication and reduce energy consumption.
The authors also proposed developing a layered hierarchical
approach to developing a blockchain-enabled IoT network.
The BC is employed in their approach to track and enforce
consistency of flow rules within an SDN. Security is
enforced when switches not following rules are blocked from
participation in the network.

The main focus of the work in [30] is to present a wireless
virtualization framework to enable the operation of virtual
wireless network operators (VWNOs). The idea is for SDN
to facilitate dynamic configuration and efficient management
of network resources, employ edge computing to improve
network performance and utilize BC to ensure that RF slices
are not allocated to two separate communications, noted as a
form of a double-spending attack.

In [56], the primary focus is on ensuring cooperative
management among controllers from different operators
while simultaneously ensuring the security of the SDN
controllers. It employs a novel approach to overcome the low
efficiency of BC through the use of sharding, as illustrated
(for example) in [88].

The approach in [57] is to connect the network of
SDN controllers using a public BC while employing
them as cluster heads managing IoT devices with private
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BC implementations. The authors developed an associated
routing algorithm that performs well in terms of throughput,
delay, and power consumption.

A high-level distributed SDN controller architecture
enhanced with an IDS is proposed in [86] where implemen-
tation in the open-source OpenDaylight controller.

Network management relies on accurate network traffic
measurement and estimation, yet it is elusive and challenging.
The simplified network management of the SDN paradigm,
combined with the authenticity, credibility, transparency, and
reliability provisioning of BC, comprise the foundation of the
approach proposed in [55] for IoT networks. Fine-granularity
traffic estimation is formulated as an optimization problem
based on the coarse-granularity counterpart and an ant colony,
and a solution based on heuristics is provided since the
original problem is NP-Hard.

4) CLOUD SECURITY
Efficient cloud storage security is addressed by [58], which
focuses on privacy-related issues. The architecture, Block-
SDotCloud, implements a BC at the cloud layer to enhance
security and privacy in a cloud, also facilitating load
balancing among SDN controllers.

B. COMPUTING PARADIGM
The computing paradigm has played a significant role
in several works, as categorized in Fig. 11 and outlined
in Table 6. The efforts are focused on edge and fog
computing, and notably, some authors equate fog computing
with edge computing [89], [90], while others consider
fog to be a version of the edge more suitable for IoT
networks [68]. Nevertheless, others classify various cloud-
based technologies according to use cases [91]. Extending
cloud services to the edge or fog means placing computing
infrastructure at the network’s edge to make it physically
closer to the IoT nodes. This often is pursued to reduce
latency and potentially provide early processing of data being
offloaded to the cloud and ensure high availability, real-time
data delivery, scalability, and security.

FIGURE 11. Classification of proposals in BC-SDIoT from the perspective
of implementation goals for computing paradigm category.

In recognizing the drawbacks of cognitive radio network
approaches, [30] proposed an approach in cellular 5G/6G that
fuses SDN, edge computing, and BC for wireless network

virtualization. Virtual wireless network operators share RF
slices with wireless users, and the BC protects users from
allocating the same RF slice to multiple virtual networks
while increasing trust.

A network architecture combining SDN, BC, and fog
computing is provided in [47], where fog nodes localize
computing to the extent possible to reduce processing delay
and improve other performance issues, such as availability,
scalability, and security. The study exploits the concept of
edge computing by using fog nodes that localize computing
to reduce the delay associated with processing in a centralized
cloud computing paradigm. A distributed peer-to-peer cloud
storage solution for IoT devices with the help of base stations,
likely 5G or 6G, facilitates fog layer nodes with BC-enabled
SDN controllers, which are interconnected with the other
fog nodes employing a centralized BC-based cloud layer.
A similar approach in [68] proposes a BC-enabled SDN
network to handle IoT devices by adding a fog layer between
sensing and cloud-based computing. SDN provides flexibility
and management (aka orchestration), the BC serves as a
general structural component for security, and the fog layer
facilitates a data offloading algorithm from the cloud to
the fog to reduce end-to-end latency for computational
tasks. [37] cites pervasive edge computing (PEC) as an
emerging paradigm for IIoT, and their approach addresses
PEC issues with data security and privacy by employing BC
and proxy re-encryption to enable IIoT nodes to share data
securely. Smart contracts are also employed for searching and
updating BC records.

C. TRUST MANAGEMENT
We focus on the trust management category in this section,
as categorized in Fig. 12 and outlined in Table 7.

One form of trust management is designed to ensure
cooperation, through consensus, among BC participants.
Studies reported in [53], [61], and [60] consider the problem
of achieving consensus among multiple controllers in a
software-defined Industrial IoT. A permissioned BC main-
tains a network-wide view among multiple SDN controllers.
A trust feature model is coupled with other approaches to
represent node states in a deep Q-learning approach to reach
a consensus.

FIGURE 12. Classification of proposals in BC-SDIoT from the perspective
of implementation goals for the trust management category.

A different approach uses a scoring mechanism for
nodes participating in the network. In recognizing that most
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TABLE 6. Classification of studies regarding objectives and solutions to computing paradigms.

TABLE 7. Classification of studies regarding objectives and solutions related to trust management approaches.

TABLE 8. Classification of studies regarding objective and solutions to access control and authentication approaches.

vehicle occupants do not trust each other due to anonymity,
the authors in [33] developed a trust management system
combined with BC in a vehicular IoT environment using a
radio access network over a 5G infrastructure. Cars upload
real-time videos and current traffic conditions, which are
scored for accuracy and are used as a trust computation. The
BC enhances security and preserves privacy by separating
user identity from operators of vehicles.

The work in [50] presents an architecture in which SDN
is used to route network traffic, and BC is used to store keys
and the trust history of IoT devices. IoT devices register key
pairs, communicate securely, and provide feedback to the
BC to record whether communications are trustworthy. The
approach outlined in [37] is to employ several critical servers
as BC participants, such as a policy management server that
employs smart contracts to establish penalties for vehicles
providing false information, with trust being administered
through the BC.

Home networks of IoT devices suffer from the lack of
acceptable security measures and often present an easy target
for adversaries [5]. SDN-based home networking in [66]
is proposed to group connected IoT devices into simplified
risk management levels from ISO/IEC 3100:2018 where

trust scores of device classes are computed from the crowd-
sourced data. BC serves as the immutable and trustable
platform to store trust scores.

D. ACCESS CONTROL AND AUTHENTICATION
Fig. 13, along with Table 8, provide the focus of this
section. Reference [59] employs a permissioned BC-based
SDN, in which controllers maintain access policy/security
information in the BC and is found to improve performance
in the face of spoofing and DDoS. The approach employs
digital signatures as authorization tokens controlling access
to specific resources. [34] employs a combination of public
and private BCs to provide P2P communication and secure
access control for IoT devices.

In [48], the network management characteristics of SDN
combine with a public BC among SDN nodes in multiple
domains and a private BC that eliminates PoW among IoT
devices and SDN controllers, providing enhanced generic
security and reduced energy consumption. Reference [54]
presented a robust access control scheme using a private
BC that alleviates a variety of well-known security threats.
The mechanism also facilitates centralized administration
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FIGURE 13. Classification of proposals in BC-SDIoT from the perspective
of implementation goals for the access control and authentication
category.

and performs well compared to comparable schemes. Ref-
erence [49] employs an access module in a broader effort
toward a trust management system for patient healthcare
information. The access control module grants access to
applications based on a trust level established by a trust mod-
ule. The forensics architecture in [42] also employs a linear
homomorphic signature algorithm in its BC implementation
for user authentication.

Reference [36] proposed the use of a lightweight BC-based
authentication mechanism in which IoT device credentials
are stored in a BC to achieve lightweight authentication.
Trust List was proposed in [40], representing a distribution
of trust among IoT-related network devices and providing
autonomous enforcement of IoT traffic at the network’s edge
by integrating SDN and BC.

Reference [64] presented an architecture employing a BC
above the SDN control layer, in which the BC receives
requests through the SDN for services related to IIoT data.
The BC is employed to validate service requests from the
database stored in the cloud.

Reference [65] presented an architecture used to improve
authentication efficiency in 5G networks that may include
IoT devices. The architecture employs a BC to store regis-
tration and identification information for mobile units that
may move among different cells. Registration information is
transmitted from the BC to the SDN controller of the relevant
cell, which shares this information with access points in its
current cell, as well as with controllers of adjacent cells.
This eliminates the need for re-authentication when handover
occurs while the mobile unit is moving among heterogeneous
cells.

E. PRIVACY
In Fig. 14 and Table 9, we highlight the privacy category for
our following discussions.

A healthcare monitoring system, with sensors forming a
Body Area Network (BAN) at the outermost edge connected
over a 5G/6G access technology, is proposed in [49].
It includes architectural support from SDN for modular
coordination based on a trust value as a function of reputation,
privacy, operational, and information risk. A permissioned
BC is overlaid on top to protect patient information privacy.

FIGURE 14. Classification of proposals in BC-SDIoT from the perspective
of implementation goals for privacy.

Reference [33] developed a traffic information collection
system, which includes uploading encrypted videos. The
desire was to preserve users’ willingness to participate under
the conditions that videos could be used for evidence. Hence,
their approach uses a department of motor vehicles (DMV)
and a trusted authority to ensure that anonymity remains
among vehicles in the system. BC is used to store trust values
about participating vehicles.

F. NETWORKING
In the content area of networking, categorized in Fig. 15 and
outlined in Table 10, we consider more classical networking
tasks as the main goals, addressed as follows:

FIGURE 15. Classification of proposals in BC-SDIoT from the perspective
of implementation goals for the category of networking topics.

1) SECURE ROUTING
The agility and flexibility of SDN-enabled networks provide
a viable solution for the IoT ecosystem with a large number
of devices organized topologically into multiple domains.
However, a malicious takeover of one of the domains
may easily deceive others by disseminating false routing
information to attract and discard traffic, known as a black-
hole attack. This is addressed in [27] through a multi-domain
secure routing infrastructure that employs BC enhanced with
a local and global reputation as a metric.

2) ENERGY AWARENESS
A variety of approaches maintain energy-awareness to
minimize power consumption. The work in [34] employs
public and private BCs for peer-to-peer communication
among IoT nodes and SDN controllers. BCs eliminate
PoW and use efficient authentication methods executing
on resource-constrained IoT devices to minimize energy
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TABLE 9. Classification of studies regarding objective and solutions to privacy approaches.

TABLE 10. Classification of studies regarding objectives and solutions to networking.

usage. Reference [43] employs a new cluster head selection
algorithm, where a cluster head interacts with IoT-enabled
SDN gateways.

An energy-optimizing approach is also used in [39]
for cluster head selection and communication. The paper
presents a layered architecture of a smart city/cloud con-
nected to a network of IoT devices. The architecture includes
a perception layer consisting of IoT devices, an edge layer
that provides processing of perception layer data, and a
cloud layer for storage. The BC is employed to store IoT
device addresses securely. Energy savings are realized in the
perception layer through efficient cluster head selection and
the employment of network function virtualization [92] for
IoT communication.

A similar approach in [44] adds BC-enabled flow rules to
track and maintain consistency within the controller clusters.
The approach in [68] is to use SDN with distributed fog
computing to bring cloud computing capabilities close to IoT
nodes and thus improve energy efficiency.

3) QoS
QoS provisioning is briefly addressed in [28]. The archi-
tecture uses BC with smart contracts implemented on
SDN switches interacting with IoT sensor nodes. QoS
rules and services agreements are implemented by smart
contracts.

4) FORENSICS
A single work was identified that specifically addresses
forensics [42]. The approach has packets being classified and
logged on the SDN controllers for subsequent examination
by forensic investigators. Security of the information is
maintained through the implementation of a BC on the
controllers.

5) WIRELESS VIRTUALIZATION
As mentioned previously, the work in [30] addressed the
drawbacks of cognitive radio approaches in wireless network
virtualization. In this case, BC protects network users from
double-spending by double-allocation of RF slices.

VI. OPEN CHALLENGES AND FUTURE DIRECTIONS
This literature review revealed a number of categories
presenting open challenges and avenues for future work.

IoT challenges have been identified as security, pri-
vacy, interoperability, and performance/scalability. Security
issues [5] in IoT derive from the devices’ simplicity overall;
they tend to be constrained by limited power and are built with
low-capability CPUs, relatively small memories, low network
bandwidth, etc. An IoT device is typically incapable of
executing complex security protocols due to these constraints.
The solutions surveyed within this paper have generally
focused on implementing security within the infrastructure,
using SDN and BC as the underlying technologies coupled
with fog/edge computing networks or within the underlying
network infrastructure itself as implemented in a cloud
service.

Privacy challenges also derive from IoT device simplicity
and also exist as a result of security challenges. Simply
put, if an IoT device is incapable of implementing security
measures, then it is likely that the data it transmits cannot
preserve confidentiality. This makes IoT devices vulnerable
to Machine In The Middle (MITM) attacks. The interoper-
ability challenge results from the vast number of IoT devices
being built. There is a great degree of heterogeneity in IoT
hardware, along with software protocols implemented for
communication. Performance and scalability are affected by
the fact that there are an ever-growing number of IoT devices
in the IoT ecosystem; as noted earlier in this paper, as of
2022 there are nearly 43B IoT devices worldwide, with
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predictions of 76B by the year 2025. It seems apparent that a
goal of any system supporting IoT devices is security coupled
with reasonable scalability.

Open challenges within the BC-SDIoT environment are
derived from existing challenges and peculiarities introduced
by this combination. The following subheadings identify
particular areas of opportunity for further investigation.

A. BC-SDIoT SECURITY
A number of security challenges arise. First, maintaining
IoT device authenticity in the presence of localized attacks
presents a challenge. A significant question is: ‘‘how can
IoT devices be initially authenticated and maintain that
authentication when their hardware simplicity renders them
susceptible to being spoofed?’’ A related issue is preserving
data privacy while transmitting from IoT devices. It remains
to be seen whether IoT data encryption mechanisms [93]
will prove effective at protecting data transmitted from IoT
devices. Somewhat related to this is the proxy activity
that may be necessary when interacting with IoT devices.
Since these devices are very simple, it would serve the
community well to devise proxy mechanisms allowing local
infrastructure (e.g., fog/edge computing facilities) to act on
behalf of the local population of IoT devices. Effective
efforts in this sense will enable the well-configured BC-SDN
network to isolate segments of compromised IoT devices,
as well as to more efficiently authenticate well-behaving
IoT devices in localized areas. Finally, for the long-run, the
recently endorsed lightweight cryptography by NIST7 may
be a promising solution strategy.

B. BC-SDIoT SCALABILITY
Other challenges are related to scalability, as well as related
performance issues. Many of these surveyed works present
novel and apparently effective solutions, but it is unclear
whether they can be scaled to a much larger network size.
The performance of BC always remains in question due to
questions about its computational load. It is notable that
IoT devices are typically straightforward and lacking in
computational and storage capability; several works surveyed
here propose solutions accommodating this, but it also
remains a clear opportunity for further research, especially
in consensus algorithms. Efforts at providing a scalable
localized edge/fog infrastructure for connecting IoT to the
cloud also remain a challenge. Another effort for scalability
is that of BC scalability. Various consensus algorithms exist,
and many are specifically cited as limiting factors in the
performance of BC. While several of the proposals surveyed
here identified great improvements in alternative consensus
algorithms, this remains a fruitful area of inquiry.

Further issues related to IoT devices relate to cluster
maintenance. A cluster of IoT devices may be highly

7NIST Lightweight Cryptography Standardization Process announced
a winner (Ascon family) on February 7th, 2023 for the lightweight
cryptography for IoT devices, https://csrc.nist.gov/projects/lightweight-
cryptography

dynamic, and a significant question is how to maintain the
cluster in the face of this dynamism, even with effective and
energy-efficient cluster-head selection algorithms.

C. BC-SDIoT WITH AI/ML
ML and Artificial Intelligence (AI) techniques have been
providing viable solutions to cybersecurity vulnerabilities
since the days of the spam [94], [95]. While there are
studies in the literature for various combinations of these
technological components, such as Artificial Intelligence of
Things (AIoT) [96], AI for IoT Security [97], [98], ML/AI for
IoT security [99], AI for BC [100], [101], AI for SDN [102],
[103], ML and SDN for IoT security [104], and ML for
SDN [105], a holistic study of ML/AI for the enhancement
of BC-SDIoT (while integrating SDN and BC in the scope
of IoT) is lacking in terms of performance, synergy, and
security/privacy provisioning.

D. BC-SDIoT IN THE METAVERSE
IoT and BC are two of the most important technologies
in the Metaverse since they provide ubiquitous computing
with dependability for all Metaverse operations. In the
Metaverse, Virtual Reality (VR) and Augmented Reality
(AR) technologies transform actual items into digital repre-
sentations using IoT framework sensory networks, mandating
data transmission and process automation in intelligent
IoT devices without human involvement [106]. Therefore,
to protect the security and integrity of the information
sent from harmful agents such as malevolent users or
malicious code, this automated transmission needs a method
for authentication and control. Additionally, centralized
administration may come with hazards such as DoS, the
ability to analyze and track user activity, restricted user
control over personal information, etc. Due to its benefits,
such as decentralization, privacy, transparency, auditability,
and others, BCmay provide intelligent and efficient solutions
for these demands in the Metaverse. The ubiquity of network
access and real-time huge data transfer across the physical
and digital ecosystems and between sub-metaverses are made
possible by networking enabler technologies such as 6G,
SDN, and IoT [107].

The exponential growth of IoT devices nowadays makes
it impossible for the centralized management approach to
handle data efficiently from start to end. Additionally, con-
trolling a large number of different devices is not an easy task.
To fulfill the demands of IoT networks’ requirement for speed
and accuracy in processing, connections between devices
must be highly compatible. SDN’s capacity to monitor all
network paths and states, modify traffic flows automatically,
and notify congested links in the network and other unusual
network states by a centralized controller via a standardized
interface like OpenFlow may be the key to unlocking this
door for the IoT-conquered Metaverse world [108]. SDN
makes it possible to manage massiveMetaverse networks in a
flexible and scalable manner because of the separation of the
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control and data planes. This allows virtualized computation,
storage, and bandwidth resources to be dynamically allocated
in response to the real-time needs of various sub-metaverses.

E. BC-SDIoT AND BIG DATA
Due to its relative simplicity, an initial impression of an IoT
device is that it makes a small impact on its local (wireless)
network. While this is true individually, the vast numbers
of IoT devices already in place today tell a different story.
Even within a localized geographic region, the large numbers
and variety of IoT devices have the capability of potentially
overwhelming local infrastructure with volume, velocity, and
variety, i.e., the three Vs of Big Data [109].

This leads to potential opportunities in future research
related to big data analytics [110], as well as the management
of the data. The localized infrastructure should be capable of
management of the data, as well as potentially handling some
of the analytics functions also required of big data processing.
Localized edge/fog computing holds potential, as identified
in several works surveyed here. This type of infrastructure
can be expanded to increase its capability specifically for
management and analytics, not to mention IoT security.
Consequently, BC with smart contracts presents a potential
avenue for both management and analytics of data produced
by localized clusters of IoT devices. SDN combines with BC
in this sense to flexibly manage the network flows toward the
cloud while simultaneously potentially reducing its volume
through the pre-processing occurring at local edge/fog nodes.

F. BC-SDIoT IN 6G NETWORKS
The next generation of cellular networks presents a vast
opportunity for BC-SDIoT research. The technology is
characterized by potentially immense improvements in
network capabilities to wireless devices; some experimental
results suggest on the order of many Gbps up to Tbps data
rates [111]. However, 6G is not only characterized by its
data rates - it is expected to support a diverse population
of devices (e.g., traditional mobile phones, as well as a
variety of IoT devices) [112]. Applications are also expected
to move beyond current use cases to include VR and AR,
ubiquitous instant communications, multisensory Extended
Reality (XR), connected robotics, autonomous systems, and
even wireless brain-computer interfaces [112]. As applied
within the context of the IoT, we anticipate numerous
opportunities for new research involving the BC-SDIoT
paradigm.

Very high volumes of data will exist in these networks
due to the capabilities being established by ongoing research.
Built-in infrastructure (e.g., network transponders) may
include embedded support for BC and SDN so that the
volume is captured ‘‘at its source’’ to prevent overwhelming
the network infrastructure. Current physical limitations of
next-gen millimeter waves may present opportunities in
physically securing network infrastructure; because the small
waves cannot penetrate physical objects (e.g., buildings),

it presents an opportunity to confine signals to localized areas
to help establish secure network clusters.

G. BC-SDIoT IN MOBILE EDGE COMPUTING
With the advanced IoT network, the shareable amount of
data in the network is growing substantially. Processing data
on a cloud server is a challenge because of the quantity
of data that must be stored, as well as the high bandwidth
requirements [113]. In this situation, it is essential to have a
computer system to process tasks at the edge environment.
By using local data processing at the edge, the latency of
the whole system is effectively reduced. Furthermore, since
computing is split between several nodes, each node is in
charge of making decisions. When there is a node failure in
the communication network, the processing assignment can
still be performed by the other devices in cloud networks.
Mobile Edge Computing (MEC) does the same thing by
moving the processing work to the edge of the mobile
network. On the other hand, computing resources at the edge
may be vulnerable to break-ins by a third party. Therefore,
it is crucial thatMEC has extremely solid privacy and security
measures to protect against any possible intrusion [114]. Even
though an important goal of edge computing is to act as a
bridge between IoT devices to support a requested QoS, the
security of MEC must be strong enough to keep sensitive
user data from being changed by an intruder. In this situation,
BC can help protect data security, privacy, and anonymity by
using its well-known encryption methods to be provided in
healthcare, smart-city, and energy distribution systems.

H. BC-SDIoT IN FEDERATED LEARNING
Federated Learning (FL) is an algorithm for ML that lets
multiple devices work together to learn a distributed model
while keeping the data that was generated on each device.
FL enables ML models to be equipped with decentralized
data while simultaneously protecting user confidentiality by
the design of the system [115]. When protecting users’
personal information is a top priority, many companies turn
to FL as a shared ML model. A distributed method is
utilized in FL to train clients utilizing local data. In this
scenario, decentralized clients or nodes are trained with the
help of local data, and system parameters are discussed and
shared. The creation of a global model through the use
of a server requires the accumulation of system or model
parameters. A device that has access to a greater number
of data samples makes a greater contribution to the overall
global training. A device of this kind is less likely to federate
with other devices containing limited data samples if it is
not provided with any form of compensation [116]. Further,
ML/AI techniques can potentially augment the SDN/BC
integration processes through more effective and efficient
mechanisms.

By utilizing BC as an alternative to the central server, the
BC network enables the exchange of local model updates
of the devices in the IoT network while simultaneously
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confirming and paying their associated incentives. This
is done to overcome the critical difficulties brought to
light. Through a technique of validating the local training
outcomes, Blockchain-aware FL (BC-SDIoT-FL) can avoid
having a single point of failure and expand its federation
to unreliable devices in a public network. In addition,
BC-SDIoT-FL allows for a greater number of devices
to be federated in IoT infrastructure by offering rewards
proportionate to the amounts of training samples.

I. BC-SDIoT IN OTHER NOTABLE AREAS
Some other notable areas for future work include smart con-
tracts, interoperability, portability, and applications. Many
of the works surveyed include the use of smart contracts,
but it is largely an area that has (so far) received relatively
little attention. Similarly, interoperability and portability
present open issues and future opportunities; several versions
of BC, numerous SDN implementations, and thousands
of IoT device types exist. Scant attention has yet been
paid to ensuring interoperability and portability across these
variations, suggesting that these key technologies remain
immature despite their current success in the marketplace.
As far as applications are concerned, we note that while [84]
presented a comprehensive catalog of smart applications,
only a few papers surveyed here specifically included a
focus on the BC-SDIoT ecosystem. Some papers examined
home networks [66], healthcare [49], and VANET/IoV
[33], [69].We expect that there will bemany other application
areas that will benefit from the combined application of BC,
SDN, and IoT.

The review also revealed that the overwhelming majority
of approaches examined architectures in which BCwas added
to an existing SDN-IoT application in some fashion to benefit
the IoT domain. It remains to be seen whether this approach is
ideal, that is, whether similar or greater benefit may be found
by adding SDN to an existing BC-IoT application.

VII. CONCLUSION
Due to the great separate potentials of SDN, BC, and
IoT technologies, they have attracted significant attention
in research and businesses, albeit on an individual basis.
Although the combination of SDN, BC, and IoT are
complementary and synergistic, much less work has been
carried out that takes advantage of the joint approaches. This
survey has focused on using BC and SDN technologies to
establish or enhance the security and performance of the IoT
ecosystem. We refer to this system as BC-enabled Software-
Defined IoT (BC-SDIoT).

SDN offers a revolutionary approach to network manage-
ment with visibility and centralized configuration to enable
fine granularity operational control. Yet, it suffers from the
classical single-point-of-failure, making it an attractive target
for adversaries employing a variety of malicious exploits.
BC is an excellent complement for the aforementioned SDN
deficiency, with its powerful distributed ledger implemented
among mutually distrusting entities. This combination of

SDN-BC creates a desirable infrastructure for maintaining
the exponentially growing IoT networks.

In the paper, we have elaborated on the pros and cons
of BC-SDIoT from multiple perspectives. We have then
provided a novel taxonomy of BC-SDIoT networks from
the perspective of their implementation goals and respective
research challenges regarding infrastructure, security, trust
management, and data management. Since BC-SDIoT is an
emerging area, naturally it has many different challenges,
open issues, and potential future research directions; all
of these are explained in detail in order to facilitate more
discussion and trigger more studies in these areas.
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