IEEE Access

Multidisciplinary : Rapid Review : Open Access Journal

Received 6 February 2023, accepted 11 March 2023, date of publication 22 March 2023, date of current version 27 March 2023.

Digital Object Identifier 10.1109/ACCESS.2023.3260183

== PErsPECTIVE

Privacy-Preserving Social Media With
Unlinkability and Disclosure

HIDEAKI MIYAJI“1, PO-CHU HSU ', AND ATSUKO MIYAJI'-2, (Member, IEEE)

!Graduate School of Engineering, Osaka University, Suita, Osaka 565-0871, Japan
2JAIST, Nomi, Ishikawa 923-1292, Japan

Corresponding author: Hideaki Miyaji (hideaki @cy2sec.comm.eng.osaka-u.ac.jp)
This work was supported in part by the Japan Society for the Promotion of Science (JSPS) KAKENHI under Grant JP21H03443, in part by

the Innovation Platform for Society 5.0 at Ministry of Education, Culture, Sports, Science and Technology (MEXT), and in part by the
Joint Supervisory Team (JST) Next Generation Researchers Challenging Research Program under Grant JPMJSP2138.

ABSTRACT Social media (SM) has become a primary communication tool in the modern world, with
an ever-increasing volume of users. Many SM users use anonymous nicknames as their public usernames.
However, Zhang et al. (2018) were able to demonstrate an attack that can identify users from the contents
of their posts. This attack is caused by the fact that two different posts can be guessed to be the same
user. Such linking of different posts is called a linkable feature. On the other hand, usually post under an
anonymous nickname, but when a post is thrust into the limelight, we may want to claim the post as our own.
Unfortunately, however, current SM offers only two options: using an anonymous nickname or publishing
under our own name. In other words, the function of disclosure, which is to make some posts public even
though they are usually anonymous, has not been realized in existing SM. In this paper, we propose a SM
with unlinkability and disclosure simultaneously, which is achieved by applying a commitment scheme.
A commitment scheme consists of commitment and decommitment phases. As for unlinkability, we newly
introduce a one-time post name, which is a commitment value of nickname and post. As for disclosure,
we use a decommitment phase to one-time post name. We also have demonstrated that our SM is practically
feasible.

INDEX TERMS Cryptographic scheme, commitment scheme, homomorphic encryption, ring signature,
unlinkable posts, social media.

I. INTRODUCTION

The explosive growth of media over the past decade has
drastically transformed the World Wide Web, enabling bil-
lions of people to freely engage in various activities within
a richly heterogeneous environment [3]. In particular, the
emergence of social media (SM) networks, such as Twitter
and Facebook, has accelerated the speed of information trans-
mission [23]. For instance, Twitter alone generates an average
of 500 million tweets per day from 328 million monthly
active users as of June 2017, whereas Facebook has gener-
ated multiple petabytes of data per day from approximately
1.3 billion daily active users during the same period [26].
SM is used to not only communicate with friends but also
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share life experiences and express opinions on sociopolitical
events and commercial products [26], Consequently, SM has
become inseparable from our daily lives.

As SM has ingrained itself into everyday life, various prob-
lems have arisen regarding its use. One example is the issue
of linkable features, wherein a user may set a pseudonym
(nickname) as an username to anonymize their identity.
Although such a system is employed by existing SM net-
works, including Twitter and Instagram [2], [3], posts associ-
ated with the same username are interlinked, enabling the user
to be identified. In fact, a risk has been reported in [22] that
users may be identifiable from published posts using linkable
features. The vast amount of user information and availability
of up-to-date data in SM easily allow a user U to collect and
aggregate other users’ information [5]. In other words, there
is a privacy risk inherent to SM networks [3], [14].
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Although the protection of privacy is essential, it may also
be desirable to control the disclosure of identity. For instance,
users may desire to assert ownership of specific posts [6].
In other words, they may want the option to provide their
name in response to certain posts. However, such a feature
is currently not offered by most SM services.

SM users are generally presented with two choices when
publishing posts: they may either use their own names, or an
anonymous nickname.

A. EXISTING RESEARCH ON PRIVACY PRESERVING OF SM
Several prior studies have been conducted on privacy preser-
vation in SM. Gross and Acquisti [10] focused on the impor-
tance of privacy among SM services [10], whereas Cutillo
et al. addressed security and privacy problems [7]. Elmendili
et al. [8] proposed a new approach to control the spread
of spam content and malicious profiles, thereby preventing
privacy breach attacks [8].

Zhang et al. [26] demonstrated for the first time how a
user’s username can be identified from post content [26],
representing an attack caused by linkable features. As a pre-
ventative measure, they proposed a framework for differential
privacy-preserving SM data outsourcing. Their differential
privacy mechanism is based on the novel notion of e-text
indistinguishability, which they proposed to thwart text-based
user-linkage attacks. Although their approach successfully
achieved unlinkable features, they were unable to achieve
disclosure features simultaneously.

In 2016, Ma et al. conducted an online experiment to study
the relationship between post messages and the willingness
to disclose personal information, examining the relationship
between identification and audience type [18]. Within their
study, they considered the need for a disclosure feature in SM
services, as well as the potential risks associated with such
a feature. Currently, no mainstream SM networks provide
unlinkability and disclosure concurrently, which increases the
privacy risks associated with these services.

B. OUR CONTRIBUTION

In this paper, we propose the Privacy-Preserving Social
Media with Disclosure (PPSMD), which offers both unlink-
ability and disclosure simultaneously, thereby enabling
pseudonymous posting.

In PPSMD, users may generate a one-time post name
using a commitment scheme. These names are associated
with individual posts, remaining mutually unlinkable. As a
result, attacks in [26] can be prevented. Furthermore, users
may control the disclosure of their identity respective to
specific posts using a function of the decommitment phase.
Thus, even if one post is disclosed, all other posts made by
the same user remain anonymous. In addition, the use of ring
signatures anonymously guarantees all posts to be associ-
ated with their legitimate users. We have proven PPSMD to
successfully prevent username recovery and spoofing attacks
owing to the hiding and binding properties of its underlying
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commitment scheme. Finally, we confirmed PPSMD to yield
satisfactory performance by conducting experiments with an
implementation.

PPSMD satisfies the following features, proof, and
implementation:

1) Privacy-Preserving Unlinkable Posting: By intro-
ducing a one-time post name com;; associated with
username;, posts M; ; sent by the same U; are mutu-
ally unlinkable. Furthermore, as com;; is a commit-
ment value, username; is difficult to recover.

2) Disclosure: When U; wishes to disclose a post M;. jer
the post is linked to the user. However, any other post
M, j, is not linked to M; j, or U;.

3) Anonymous Authentication of Posts: By generating
ring signatures associated with posts, each post is veri-
fied to be sent by a legitimate user.

4) Security Measures Against Username Recovery
Attacks: randomname; cannot be recovered from the
commitment value.

5) Security Measures Against Spoofing Attacks: Users
cannot be impersonated in the transmission (publica-
tion) of posts.

6) Practicality: Our experiments found the time required
for one post by a user to be 57.94 ms and that
required for Manager to verify a ring signature to be
218.07 ms in 100 users and 10000 posts (each user
publishes 100 posts). The storage cost of Manager
for 10000 posts was 143.66 MB. All experiments were
conducted on a CPU based on AMD EPYC 7601.

This paper is the final version of the study presented at
CANDAR 2022 [19], wherein only features (1) and (2) were
achieved. In this final version, we implemented features (3)-

(6) into PPSMD.

C. PAPER ORGANIZATION

The remainder of this paper is organized as follows. Section II
summarizes our commitment scheme and other definitions.
Section III summarizes existing related works on unlinkabil-
ity and disclosure. Our proposed PPSMD is presented in Sec-
tion IV. The details of its implementation and its evaluation
are described in Section V. Section VI discusses the issues
that need to be addressed in contemporary research and future
works related to privacy. Finally, the paper is concluded in
Section VII.

Il. PRELIMINARIES
The following section presents the definitions pertaining to
a commitment scheme and all other building blocks used in
this paper.

« 1¥: security parameter

e pp: public parameter

« Hash: hash function

o Writer W: users who publish posts

o Reader R: users who read posts

« Manager: server
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o M: message space

« C: encryption space

« space: server for SM posts

o PPSMD: our proposed SM

« U;: user who joins PPSMD

o (rsk;, rpk;): secret and public keys of user U; used in
the ring signature

e U:user’s public key group

. Urpk: user’s public key group of ring signature

« KeyGen: algorithm that generates (sk;, pk;) automati-
cally

o ¢(k): negligible function in k

o username;: registered name of user U;

« randomname; = Hash(M; ;||username;): random-
ized pseudonym of U; used for an unlinkable post

o M;;: j-th post message sent by user U;

o ck;j: commitment key associated with user U;’s post
message M; ;

o Commit(ck; ;, randomname;): probabilistic commit-
ment scheme applied to PPSMD

« COM;;: commitment value of randomname; and M, ;,
referred to as the “one-time post name”’.

Definition 1 (Commitment Scheme [6]): A commitment
scheme is a two-phase protocol scheme between two proba-
bilistic polynomial-time parties W and R.

During the first phase (commitment phase), W commits
message string a to a pair of keys (com, dec) by executing
(com, dec) «— W(1¥, a, PP). Then, W sends commitment
string com to R.

During the second phase (decommitment phase), W sends
keys dec (decommitment string) with a to R. Then, R verifies
the decommitment string by executing R(com, dec). If the
result is invalid, R(com, dec) outputs a special string L, indi-
cating that R rejected the decommitment of W. Otherwise,
R(com, dec) efficiently computes string a revealed by W,
and verifies whether a was selected by W during the first
phase.

Let us consider the KeyGen, Commit, and Decommit algo-
rithms, which have 1¥ as an implicit input:

o KeyGen A PPT algorithm that outputs the public param-
eters PP € {0, 1}7°b®) containing a definition of the
message space M

o Commit A PPT algorithm that receives the public param-
eters PP and message x € M as input, and outputs
¢, r € {0, 1}poby®)

e Decommit A deterministic polynomial-time algorithm
that receives the public parameters PP, message x € M,
and values ¢, r € {0, l}pOIy(k) as input, and outputs a bit
b e{0,1}

A secure commitment scheme must satisfy binding prop-
erties and hiding properties. In this studdy, we applied a
probabilistic commitment scheme with different commitment
values for the same input.

Definition 2 (Probabilistic Commitment Scheme): Let
k be a security parameter for a given x and x’ where
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x,x' € {0,1}*(x = x’), and Commit is a commitment
scheme. We assume Commit to be a probabilistic commit-
ment scheme if the following holds:

Pr[Commit(x) = Commit(x")] < e(k).

The following section describes the security properties of
the commitment scheme Commit(com, dec).

Definition 3 (Computational Binding Property [1]): Let
Commit be a commitment scheme, com be a commitment
string, dec be a decommitment string, and .A be a PPT adver-
sary. The commitment scheme satisfies the binding property
if the following equation is satisfied:

A(com) — (dec, dec’)
Pr| s.t. Commit(dec) = Commit(dec’) = com
Adec # dec’

< e(k)

We now define the computational hiding property of a
commitment scheme.

Definition 4 (Computational Hiding Property [1], [11]):
Let PPT adversary .4 be given a commitment string com <«
Commit, where com is constructed by X € C. We assume that
the commitment scheme satisfies the computational hiding
property if the following holds:

|Pr[A(com) = 1] — Pr[AU) = 1]| < &(k)

Definition 5 (Collision-Resistance): We have an arbitrary
probabilistic polynomial-time algorithm Adv, given a descrip-
tion of the hash function and the length parameter as inputs.
If the probability of Adv outputting x,x’ € {0, 1}¥ that
satisfies x # x'and f(x) = f(x') is negligible, then the
function is a collision-resistant hash function.

PrAdv(f, 1¥) — (x,x") s.t. x # X', f(x) = F(x)] < (k).

Definition 6 (A Ring Signature Scheme [24]): A ring
signature scheme RS = (RGen, RSign, RVerify) is con-
structed using three polynomial-time algorithms.

« RGen(1¥): Receives a security parameter k as input, and
outputs a private/public key pair (rsk, rpk).

« RSign(rsky, m, U): Receives a message m € M, group
U = {rpky, rpky, ..., rpk,} of the signers’ public
keys, and private key rsks(l < s < n) of member
Ug(1 < s < n) as input, and outputs a ring signature
RSign(rsk;, m, U) — og.

o RVerify(U, m, or): Receives a ring signature og, mes-
sagem,and U = {rpky, rpks, ..., rpk,} asinput, and
outputs “valid” if RVerify(U, m, og) = 1 is satisfied or
“1” otherwise.

A secure ring signature scheme must satisfy existential

unforgeability and signer ambiguity.

An adversary’s advantage Advgs, 4 is defined as its proba-

bility of success in the following game between a challenger
C and adversary A:

o Setup. The challenger runs the KeyGen algorithm, and
PKi, ..., PK, is given to A.

28957



IEEE Access

H. Miyaji et al.: Privacy-Preserving Social Media With Unlinkability and Disclosure

« RSignQueries. Proceeding adaptively, A requests a sig-
nature on a message m for a group U = {PKj, ..., PK,}
of signers’ public keys; C returns a ring signature
RSign(SK;, m, U) — o;

« Output. Eventually, .A outputs ¢ on a message m for U
and wins the game if

1) The message m has not been requested to the
RSign oracle for U.
2) RVerify(m, U, og) = 1.

Definition 7 (Existential Unforgeability [24]): A forger
A(t, gu, gs, €) breaches aring signature scheme RS if A runs
at most time ¢ and makes at most gg signature queries and gy
general queries to the hash function, and Advgg 4 is at least
€. A ring signature scheme A(f, g, gs, €) is existentially
unforgeable under an adaptive chosen-message attack if no
forger Advgs Al(t, gH, gs, €) breaks it.

Definition 8 (Signer Ambiguity [24]): A ring signature
scheme is said to have an unconditional signer ambiguity if
for any group U = {PKj, ..., PK,} of users’ public keys,
message m, and signature RSign(SK;, m, U) — o, no ver-
ifier A with arbitrary computing resources can identify the
actual signer with a probability higher than that of a random
guess. That is, A can only output the actual signer indexed by
s with a probability no higher than 1/n.

Ill. RELATED WORKS

This section describes related works on privacy with unlink-
ability and disclosure. First, we introduce related work
that satisfies unlinkability in Section III-A. In this section,
we describe how they achieve unlinkability. Next, in Sec-
tion III-B, we explain the importance of disclosure in SM.
Finally, in Section III-C, we discuss a related work of SM
satisfying unlinkability.

A. EXISTING RELATED WORKS THAT SATISFY
UNLINKABILITY [16]

This section describes related works proposed by Liu et al.
that satisfy unlinkability in vehicular networks [16]. In vehic-
ular networks, each vehicle receives messages before taking
action to avoid interaction with other vehicles. Most of them
do not provide privacy protection. For example, the sensed
data could reveal the capacity of a vehicle’s sensor and hence
reveal the personal information of the vehicle [13]. Another
concern is location privacy [17] since the location of a vehicle
is closely related to its driver. To achieve location privacy, Itis
desirable to use unlinkable pseudonyms that are periodically
changed when publishing messages.

They used the 0-1 encoding technology [15] to achieve
location privacy. They included the different random numbers
in messages by using 0-1 encoding technology. This made it
difficult to infer the original messages and achieved unlinka-
bility.
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B. IMPORTANCE OF SM SATISFYING DISCLOSURE [18]

In this section, we explain the importance of disclosure in
SM as investigated by Ma et al [18]. They investigated the
intimacy and disclosure of posted messages. In their study,
they described that the more anonymous the content, the more
willing to disclose information about themselves.

In SM, it is necessary to be unlinkable with its own infor-
mation to protect privacy. On the other hand, it is difficult to
propose an SM that satisfies both unlinkability and disclosure
at the same time, and there is no SM that satisfies both
unlinkability and disclosure.

C. EXISTING SM SATISFIES UNLINKABILITY [26]

In this section, we describe the method proposed by Zhang
etal. (ZSZZH) [26]. They proposed SM that satisfies unlink-
ability using perturbations and differential privacy, against
user-linkage attacks. They describe two methods of user-
linkage attacks.

1) By finding some target users through random browsing
or searching, an attacker can obtain textual data on
target users with real IDs. Then, he/she can link the
corresponding anonymous IDs to the real IDs.

2) By finding some interesting posts/tweets in the
anonymized dataset, an attacker can find the real users
by simply matching text on social networks. Once the
real users are located, the attacker can learn their latest
information.

They performed perturbations on the posted content to pre-
vent user-linkage attacks. Their proposed defense against
user-linkage attacks consists of three steps. First, they
mapped the intact data of all users to a high-dimensional user
keyword matrix. Second, they added controlled noise to the
user keyword matrix to satisfy differential privacy. Finally,
they disclosed the user keyword matrix to the data users and
anonymize each user ID.

However, since unlinkability depends on the parameters
used for perturbation, it is not always possible to achieve
unlinkability for every post. Furthermore, this method does
not have a function that allows users to disclose themselves.

D. THE SUMMARY OF RELATED WORKS

Liu et al. showed that unlinkability is necessary to protect
privacy and Ma et al. explained the importance of disclosure
in SM. However, although the SM of Zhang et al. can satisfy
unlinkability, it can not satisfy disclosure simultaneously.
In addition, their unlinkability depends on the parameters of
perturbation.

To solve these problems, we propose PPSMD in which
each post satisfies a function of unlinkability and disclosure
at the same time. Remark that, by realizing unlinkability with
a commitment scheme, it is possible to realize SM with the
feature that all published posts are unlinkable.
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IV. OUR PRIVACY-PRESERVING SOCIAL MEDIA WITH
UNLINKABILITY AND DISCLOSURE

This section describes our privacy-preserving social media
with unlinkability and disclosure (PPSMD), which satisfies
the Feature 1.

Feature I (Feature of PPSMD): 1) Privacy-Preserving
Unlinkable Posting: All posts sent by a user U; are
mutually unlinkable. Furthermore, any post with a
one-time username and signature cannot reveal per-
sonal information associated with username;.

2) Disclosure: When U; wishes to disclose a post M j,,
the post is linked to the user. However, any other post
M, j, is not linked to M j, or U;.

3) Anonymous Authentication for Posts: All posts are
anonymously verified to be sent by legitimate users.

4) Security Against Username Recovery Attacks:
randomname; ; cannot be recovered from the commit-
ment value.

5) Security Against Spoofing Attacks: Users cannot be
impersonated during post transmission.

We tested an implementation of our PPSMD protocol to
verify the time required for a user to make a post, as well as
that required for a Manager to disclose each post by verifying
its authenticity.

A. CONSTRUCTION
PPSMD comprises the following algorithms:
1) Registration phase by user U; and Manager (Algo-
rithm 1)
e (User U;): generates secret and public keys for
a ring signature (rsk;, rpk;), and registers their
name username; together with their public key
rpk;.
« (Manager): publishes the set of public keys of all
users Uppy.
2) Unlinkable post phase by user U; (Algorithm 2)

o (User U)): constructs a one-time post name COM;. j
and generates a ring signature og, ;.
3) Disclose post phase by user U; and Manager (Algo-
rithm 3)!
e (UserU;): sends (usernameg, Ckg’j) for the decom-
mitment value.
« (Manager): verifies that the correct registered
name was published.
4) Read phase by viewer U; (Algorithm 4)
e (User Uy): verifies whether it satisfies a
RVerify(Urpx. My, com;;}, ok, ;) = 1.

The following algorithm corresponds to the detailed struc-

ture of PPSMD.

IThe verification steps from (2) to (5) in Algorithm 3 are executed by a
Manager.
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Algorithm 1 Registration Phase by User U; and Manager
1: Each user U; generates a secret and public key corre-
sponding to a ring signature (rsk;, rpk;), and registers
their username; together with their public key rpk;.
2: U; sends rpk; to Manager.
3: Manager collects public keys rpk; from all users, and
generates Urpk = {rpky, rpksy, ..., rpk,}.

Algorithm 2 Unlinkable Post Phase by User U;

Input: registered name username;, U;’s j-th message M, ;,
public key Uk

Output: ({Mi’j, com,»,j} , GRi,j)

1: U; constructs
randomname; ; = Hash(M; ;| lusername;) for M ;.

2: U; randomly generates a key (commitment key) ck; ;.

3: U; constructs a one-time post name COM;; using
randomname;; and commitment key  ck;;.
Commit(ck; ;, randomname; ;) = com; ;.

4: U; constructs a ring signature
OR;; = RS|gn rsk;, {Mi,ja comi,j}, Urpk)'

5. U; posts ({Mi,j’ coml-,j} s O'R[._j).

6: return ({M,’J, comi,j} , UR,-J‘)-

Algorithm 3 Disclose Post Phase by User U; and Manager

Input: username; (registered name) of user U;, commit-
ment key Cké’ j» and message (post text) M ;
Output: L or (M;;, username;)
1: U; sends (username’, Ck:-’ ;) for the decommitment value
to Manager.
2: Manager  constructs randomname; ;
randomname;,j = Hash(M; j|lusername)).
3: Manager constructs a one-time post name as
Commit(ck; ;, randomname; ;).
4. Manager verifies if the correct username was sent by
checking whether

from

/
i,j°
= com, ;.

Commit(ck; ;, randomname; ;)

5: Manager outputs “there is no match in the space”,
if Commit(ckg’j, randomnameQ’j) # com, ;. Con-
versely, Manager outputs {M; ;, username} to U;, and
(M; ;, username;) is published.

6: return L or (M;;, username,).

Algorithm 4 Read Phase by Viewer U;
Input: public key U rpk> {M; ;, com; j}, ring signature og,;
Output: 1 or L.
1: User U, verifies whether
RVerify(Uy p, (M, cOm; j}, og, ;) = 1 is satisfied.
2: return 1or L.

28959



IEEE Access H

. Miyaji et al.: Privacy-Preserving Social Media With Unlinkability and Disclosure

1. Registration phase User U;
> (rsk;, rpk;)

ok, / manager \

o
(rsk;, rpk;) M

Collects public keys

.I
H
H

-

'* randomname; = Hash (M; ;||username;)

com; ; = Commit(ck; ;, randomname; )

i,j

+ signature:
TR, = RSign(rsk;, {M; ;, com; ;}, Uppi)

3. Disclose post phase

: username; :: @ Message M” ! commitment key ckl]

FussssEEsEEnEnEnEe U [ U =3r k 3wy I k
username, | et || T P P
sssssmsmsmsmEmEEs . ShOW H
2. Unlinkable post phase : :
({Mi,j,comi,j}, O-Ri,j) ‘E. (Ml,], comy; 5, O-Ri,j) :
T e L LRt L LLCETETTICTTETETITLICTTETELIEr E. (Mil'jl' Comil'jl’ O-Ri1,j1) i

Saiin e i i e e % 8 NS WKL 8 G S S I
,........1........................I....................... . (Mznjn COMY; i OR; oo )

Commitment value: one-time post name

(username;’, ck; ;") Hash (M, ;||username;")

1. randomname;’ =

User U;
® Disclose: (M

i,jr

2. Checks whether com; ; =
usernamei’) Commlt(cku ,randomname; )

\fverlﬁes success:

FIGURE 1. Our proposed scheme PPSMD.

B. SECURITY

The following subsection discusses the security of PPSMD.
We first define the username recovery attack in Attack 1, and
the spoofing attack in Attack 2.

Attack 1 (Username Recovery Attack in Unlinkable Post
Phase): Inthe unlinkable post phase, an attacker may recover
randomname; ; from the commitment value com ;.

Attack 2 (Spoofing Attack in Disclosed Post Phase): In
the disclosed post phase, an attacker may send a different
registered name or commitment key.

Theorem 1 illustrates that PPSMD prevents username
recovery attacks (Attack 1), whereas Theorem 2 shows that
PPSMD prevents spoofing attacks (Attack 2).

Theorem 1: Let M;; be a message value, com;; be a
commitment value, Commit be a commitment scheme, and
randomname; ; be constructed from username; of U;. The
commitment value com; ; is generated from randomname; ;
and a commitment key ck;; in the unlinkable post phase.
When the computationally hiding property of the commit-
ment scheme is satisfied, then it is difficult to execute a
username recovery attack in PPSMD.
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Proof: Assume that A is an adversary seeking to execute
a username recovery cttack. In other words, A can obtain
randomname; ; from the post-name com;; of PPSMD.
We verify whether a different adversary A’ can break the
computationally hiding property of the commitment scheme.
First, the oracle of the computationally hiding prop-
erty constructs a value Y, either by commitment scheme
Commit(ck; j, randomname; ;) or uniform randomness.
The oracle then sends y to adversary .A’, who sends y to A. If
y is a value constructed from the commitment scheme, then
A can derive the following Equation (1):

I;r[A(y)—>(randomname,-,j, ckip]| > k) (1)

A is thus able to obtain (randomname; ;, ck; ;) from the
commitment value y. Subsequently, A sends (randomname; ;,
ck;j) to a second adversary .A’, who in turn sends
(randomname; j, ck; ;) to the oracle. The oracle can easily
verify whether Commit(randomname, j, ck; ;) = Y satis-
fies.

VOLUME 11, 2023
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If y is constructed from a uniform distribution, A cannot
output any value from y, which also informs us that y was con-
structed from a uniform distribution. Using this information,
A’ sends the oracle a message indicating that y is uniformly
distributed.

Consequently, A’ can obtain the input value sent by the
oracle irrespective of the construction of y.

From the contraposition, if the commitment scheme fea-
tures a computationally hiding property, a username recovery
attack is difficult to execute.

1

Theorem 2: Let M; ; be a message value, randomname; ;
be constructed from username; of U;, Commit be a
commitment scheme, and com;; be constructed from
randomname; ; and a commitment key ck; ; in the unlink-
able post phase. When the computationally binding property
of the commitment scheme holds, then it is difficult to execute
a spoofing attack in PPSMD.

Proof: Assume that A is an adversary seeking to exe-
cute a spoofing attack. We verify whether another adversary
A’ can breach the computational binding property of the
commitment scheme. First, the oracle of the computationally
binding property generates the commitment value com; ;
from randomname; ; and a commitment key ck; ;, according
to Equation (2):

Commit(randomname; ;, ck; ;) = com; ; 2)

Then the oracle sends com; ; to adversary .A’. A’ then sends
com; ; to another adversary A, who can execute a spoofing
attack and generate Equation (3).

com; ; = Commit(randomname;,, ck;, j,)
= Commit(randomname;,, ck;, ;,)
A randomname;, # randomname;,
A Ckilﬁjl 7 Ckiz,jz 3

Adversary A is able to obtain two different inputs
((randomname;,, ck;, ;,), (randomname;,, ck;, j,))  that
construct the same commitment value com; ;. We set dec =
(randomname;,, ck;, j,) and dec’ = (randomname;,,
cki, j,). Then, A sends (dec, dec’) to A’. A’ derives Equa-
tion (4):

A'(com; ;) — (dec, dec’)
Pr| s.t. Commit(dec) = Commit(dec’) = com;;
Adec # dec’

> e(k). 4

Equation (4) shows that A’ is able to break the com-
putationally binding property if they obtain dec =
(randomname; ;, ck; ;) and dec’ = (randomname; . ck; ).
Consequently, A’ can obtain the oracle’s solution.

From the contraposition, if the computationally binding
property holds, a spoofing attack is difficult to execute.
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In addition to security against two types of attacks,
we demonstrated PPSMD to satisfy the following three fea-
tures: Privacy-Preserving Unlinkable Posting (Feature (1)),
Disclosure (Feature (2)), and Anonymous Authentication
(Feature (3)).

Theorem 3: PPSMD satisfies Privacy-Preserving Unlink-
able Posting (Feature (1)), Disclosure (Feature (2)), and
Anonymous Authentication (Feature (3)) in Feature 1.

Proof:

« Privacy-Preserving Unlinkable Posting (Feature (1)):
Each post uses a one-time post name com; ;, generated by a
probabilistic commitment scheme. All one-time post names
are mutually unlinkable. Furthermore, the post names cannot
reveal any randomname by the computational hiding prop-
erty of the probabilistic commitment scheme.

o Disclosure (Feature (2)):

When U; wants to disclose a post M;;, then by execut-
ing a decommitment phase of the probabilistic commitment
scheme, M; ; can be linked to U;. However, any other post
M; ¢ is not linked to M; ; owing to the computational hiding
property.

« Anonymous Authentication (Feature (3)):

By generating a corresponding ring signature, each post is

anonymously verified to be sent by a legitimate user.
]

C. THEORETICAL ANALYSIS OF PPSMD

We theoretically analyze how computation cost, communica-
tion size, and storage cost in Algorithms 1, 2, 3, and 4 depends
on the number of users and the number of posts, which are
shown in Table 1. The analysis assumes that there exist n
users, and each user U; publishes p unlinkable posts and reads
P posts.

In Algorithm 1, each user generates {(rsk;, rpk;),
username;, rpk;}. In this case, the computational cost for
each user is O(1). The computation cost of manager is
not required since the manager does not generate anything.
On the other hand, the manager receives rpk; from all users,
the total communication size and the storage cost of the
manager are O(n), respectively.

In Algorithm 2, each user publishes unlinkable posts. The
computation cost for each user is O(np). Since n ring sig-
natures need to be generated for one post of one user, the
computation cost and communication size for one post of
one user is O(n). Thus, for p posts, the computation cost and
communication size for one user is O(np). Since the manager
needs to verify n ring signatures for one post of one user, the
computation cost is O(n). Thus, for n users and p posts, the
computation cost is O(n’p). Because the total communication
size for all n users sending p unlinkable posts is O(n’p), the
storage cost for the manager is also O(n’p).

In Algorithm 3, the user discloses their post. In this
phase, the user only needs to send (usernameg, Ckg’ j) to
the manager, and no computation is required. The manager
receives np posts and verifies them one by one, so the
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computation cost of manager, total communication size, and
the storage cost for manager is O(np), respectively.

In Algorithm 4, since each user only verifies and reads p
posts, the user’s computation cost is O(p), and the computa-
tion cost of manager is not required. Thus, for n users and p
posts, the total communication size is O(np), and no storage
cost is required for the manager.

D. DIFFERENCE BETWEEN PPSMD AND ZSZZH

In this subsection, we compare PPSMD with the existing
related work of ZSZZH. In PPSMD, Theorem 3 shows
that unlinkability and disclosure are simultaneously satis-
fied. Moreover, PPSMD can prevent user-linkage attacks
by making the user’s information anonymous, because the
user’s information cannot be linked from the published post
information.

On the other hand, SM of ZSZZH achieves unlinkability
using perturbations and differential privacy. In other words,
unlinkability and user-linkage attacks depend on the param-
eter for perturbations. Furthermore, it does not satisfy the
disclosure of users” own published posts. Therefore, PPSMD
is the first SM that satisfies both unlinkability and disclosure.

Table 2 shows the functional difference between ZSZZH
and our proposal.

V. IMPLEMENTATION

The following section examines the implementation and per-
formance of our proposed PPSMD with ring signatures
applied. We implemented PPSMD using Python 3.10.6.> In
the ring signature part, we use the pyring package,’ which
provides a one time ring signature scheme based on libsodium
over curve Ed25519 [25]. In the commitment part, we use
AES ECB mode provided by the PyCryptodome package.
In the hash function part, we use sha256 provided by libhash.
Benchmarks are given by an AMD EPYC 7601 CPU.

A. EXPERIMENTAL RESULTS OF PPSMD
In this subsection, we evaluate the following 3 phases of the
proposed PPSMD.

1) Registration phase:

o (User U;): generates secret and public keys for a
ring signature (rsk;, rpk;), registers their name
username; together with their public key rpk;,
and gets all user’s public keys from Manager.

« (Manager): publishes the set of public keys of all
users Uppy.

2) Unlinkable post phase:

o (User U;): constructs a one-time post name COM;
and generates a ring signature og, ;.

« (Manager): verify the ring signature og, ;.

3) Disclose post phase:

2The implementation is available at https://github.com/ENLINKER/
commitment

3 https://github.com/bartvm/pyring
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o (User U;): sends (username;, Ckg’j) for the decom-
mitment value.

« (Manager): verifies that the correct registered
name was published.

We evaluate computation and storage costs, and communica-
tion sizes for Registration, Unlinkable post, and Disclose post
phase. The computation cost (ms) is calculated for one user
and Manager to execute each phase of the process. The com-
munication size (Bytes) is the sum of data a user/Manager
sent and received in each phase. The storage cost is the
total storage of all public keys and posts kept in Manager.
We describe the evaluation conditions as follows.

o Table 3: Computation cost and communication size in
Register phase for 10 and 100 users.

o Table 4: Computation cost and communication size in
Unlinkable post phase for (10 users, 100 posts), (100
users, 1000 posts), and (100 users, 10000 posts).

o Table 5: Computation cost and communication size in
Disclose post phase for (10 users, 100 posts), (100 users,
1000 posts), and (100 users, 10000 posts).

In the registration phase, a user generates both (r sk, rpk) of
a ring signature, and Manager registers all public keys from
users. The computation cost of Manager includes the time to
register these public keys. Table 3 shows that the computation
cost and communication size depend on the number of users.
As the number of users increases, the number of public
keys created by users increases, and the number of public
keys registered by Manager also increases. This is why the
computation cost and communication size for the user and
Manager increases if the number of users increases seen in
Table 3.

In the unlinkable post phase, a user generates both a com-
mitment value and a ring signature, and Manager executes a
ring signature verification. The computation costs of gener-
ating and verifying ring signatures depend on the number of
users.

Let us investigate results on #(users, posts) = (10, 100)
and (100, 1000). These results correspond to cases in which
the number of users is 10 times but the number of posts for
each user is the same. Then, from Table 4, the computation
cost of user and Manager for #(users, posts) = (100, 1000)
is about 10 and 100 times of that for #(users, posts) = (10,
100), respectively. In the case of (100, 1000), the computation
cost is about 10 times larger than in the case of (10, 100)
because the number of users is 10 times larger and therefore
the computation required to create a ring signature for each
user is also 10 times larger. On the other hand, since both
the number of users and the posts are 10 times larger, the
computation cost for a Manager is about 10 10 times larger
than that of (10, 100). For the same reason as the above, the
communication size of the unlinkable post for #(users, posts)
= (10, 100) is around 77 times of that for #(users, posts) =
(10, 100) from Table 4.

Let us investigate results on #(users, posts) = (100, 1000)
and (100, 10000). These results correspond to cases in which
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TABLE 1. Theoretical analysis of all algorithms in Computation cost and communication size, and Storage costs (we assume there exist n users and each

user publishes p posts).

computation cost total communication size storage cost for
Manager | user U; TOTAL Manager
Algorithm 1 (Registration phase) - O(1) O(n) O(n)
Algorithm 2 (Unlinkable post phase) || O(n?p) | O(np) O(n?p) O(n?p)
Algorithm 3 (Disclose post phase) O(np) - O(np) O(np)
Algorithm 4 (Read phase) - O(p) O(np) -
TABLE 2. Comparison of PPSMD with ZSZZH. TABLE 3. Computation cost and communication size in Register phase.
SM _Pr(‘%vent unlinkability | disclosure computation costs (ms) | communication sizes
user-linkage attacks #user | Manager user U; (KB)
zszzH 6] | ooPendson ol Depends on No 10 | 0.02138 0.07792 14
O L L - 100 | 0.15081 0.1311 404

the number of a user is the same but the number of posts for
each user is 10 times. Comparing #(users, posts)=(100, 1000)
to (100, 10000), the total number of posts increases 10 times,
so the theoretical value of the ratio of computation cost and
communication size from (100, 1000) to (100, 10000) is 10.
From Table 4, the ratio of computation cost and communica-
tion size for #(users, posts)=(100, 1000) and (100, 10000) is
as follows:

« Ratio of computation costs of Manager:
570642.56/57947.75 = 9.84,

« ratio of computation costs of one user:
5794.33/590.18 = 9.818, and

« ratio of communication sizes:142690/14269 = 10.

Consequently, Table 4 reflects the execution well since the
experimental and theoretical values are close. Remark that,
the time required for one post by a user is 57 ms when #(users,
posts) = (100, 10000).

In the disclose post phase, a user has only to send the
necessary data to open a commitment value, and a Manager
only needs to verify the commitment value. Remark that the
disclose post phase does not use a ring signature. Let us
investigate results on #(users, posts) = (10, 100) and (100,
1000). These results correspond to cases in which the number
of users is 10 times but the number of posts for each user
is the same. Then, from Table 5, the computation cost of
user for #(users, posts) = (100, 1000) is almost the same
as that for #(users, posts) = (10, 100). Since disclose post
phase is independent to ring signature, only the number of
posts influence the computation cost for a user. On the other
hand, since the total posts are 10 times larger, the computation
cost for Manager in #(users, posts) = (100, 1000) is about
10 times larger than that of (10, 100).

Let us investigate results on #(users, posts) = (100, 1000)
and (100, 10000). These results correspond to cases in which
the number of a user is the same but the number of posts
for each user is 10 times. Comparing #(users, posts) = (100,
1000) to (100, 10000), the total number of posts increases
10 times, so the theoretical value of the ratio of computa-
tion cost and communication size from (100, 1000) to (100,
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10000) is 10. From Table 5, the ratio of computation cost and
communication size for #(users, posts) = (100, 1000) and
(100, 10000) is as follows:

« Ratio of computation costs of Manager:
218.06973/25.077197 = 8.696,

« ratio of computation costs of one user:
0.1815/0.02023 = 8.972, and

« ratio of communication sizes: 1620/162 = 10.

Consequently, Table 5 reflects the execution well since the
experimental and theoretical values are close. Remark that,
the time required for sending one post by a user is 0.0018 ms
when #(users, posts) = (100, 10000) in disclose post phase.

Table 6 shows the total storage of Manager for all
public keys U rpk and all the post in each case of (10
users, 100 posts), (100 users, 1000 posts), and (100 users,
10000 posts). From Table 6, the cost of post storage linearly
increase depending on the increase of the total posts. On the
other hand, the cost of all public keys U -, linearly increases
depending on the increase of the user. The maximum cost of
the disclosure post is the same as the storage cost of all posts,
so the additional storage for the disclosure of 10000 posts are
143.66 MB.

VI. DISCUSSION

This section summarizes a brief discussion of the issues that
need to be addressed in contemporary research and future
works beyond the scope of this paper.

Privacy is important in SM, but privacy protection makes
it difficult to claim the thoughts of the user. In the same
way, privacy protection is essential for any digital technol-
ogy, but privacy protection can degrade the benefit of these
data technologies. For example, Privacy and usability, pri-
vacy and copyright are in a trade-off relationship, and it
will be important to realize these in a by-design manner.
In this paper, we proposed a method to claim the copy-
right of contents by using a commitment scheme. It will
be increasingly important to achieve a balance between
privacy protection and trade-offs by using simple security
technologies.
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TABLE 4. Computation cost and communication size in Unlinkable post phase.

computation costs (ms) | communication sizes
# (user,post) Manager user U; (KB)
10 users, 100 posts (each user publishes 10 posts) 587.54 57.87 183.7
100 users, 1000 posts (each user publishes 10 posts) 57947.75 590.18 14269
100 users, 10000 posts (each user publishes 100 posts) | 570642.56 5794.33 142690

TABLE 5. Computation cost and communication size in Disclose post phase.

computation costs (ms)

communication sizes

# (user,post) Manager user U; (KB)
10 users, 100 posts (each user publishes 10 posts) 2.298494 0.01553 16.2
100 users, 1000 posts (each user publishes 10 posts) 25.077197 0.02023 162
100 users, 10000 posts (each user publishes 100 posts) | 218.06973 0.1815 1620

TABLE 6. Storage costs of Manager.

Urpk storage | post storage | total storage cost

(KB) (KB) (MB)

10 users and 100 posts (each user publishes 10 posts) 0.4 193.4 0.1938

100 users and 1000 posts (each user publishes 10 posts) 4 14366 14.37
100 users and 10000 posts (each user publishes 100 posts) 4 143660 143.664

VII. CONCLUSION

In this paper, we propose privacy-preserving social media
with disclosure PPSMD, which satisfies the properties of
privacy-preserving unlinkable posting, disclosure, anony-
mous authentication, security against username recovery
attacks, and security against spoofing attacks. Our platform
is based on fundamental security technology such as a com-
mitment scheme and ring signature. Moreover, PPSMD is
demonstrated to work as a practical application.

Currently, PPSMD is implemented using the P256 elliptic
curve ElGamal, which can be employed for any other com-
mitment schemes. For example, we may use a commitment
scheme based on the prime factorization problem [9], the
discrete logarithm problem [21], or a hash function [12].
Moreover, our platform can also be implemented with a com-
mitment scheme based on lattice cryptography [1], [4], [20],
which represents a post-quantum cryptographic approach.
Because PPSMD is extendable to a variety of commitment
schemes, it is highly versatile in practice.
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