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ABSTRACT This paper presents a novel methodology to control Internet of Things (IoT) devices syn-
chronized with digital TV (DTV) signal dynamic video flow. Through this approach, broadcasters can send
commands to digital TV receivers and produce multiples physical effects on IoT devices paired with TV
sets. Among IoT devices examples, are: smart lamps, robotic seats, smart watches, wearable devices, etc.
Those devices will synchronously react with the video scene, according to the IoT command type received
by TV set. With this methodology, broadcasters may multiplex multiple IoT commands and be able to
produce several effects at same time, through different IoT devices, creating a home multi-dimensional
environment. In case there is any command that does not correspond to any paired device on receiver side,
or the command is corrupted, the same is simply discarded. The validation of this methodology is based on
the development of a receiver embedded system to detect signalization of IoT commands, Data filtering and
IoT device control through Smart TV. The IoT devices control is sync with video scene and is based at time
stamps added to the DTV signal. Furthermore, to check transceiver channel behavior, a transport stream
benchmark, composed by IoT commands data flow multiplexed with audio and video medias in multiple
complexity levels, was generated. Lab experiments with transmission tests and IoT devices control results
shown technical feasibility to use this methodology in a real digital TV environment. The main contribution
of this methodology is to facilitate the creation and dissemination of multi-dimensional entertainment
environments, on worldwide households, improving the Smart TV user experience.

INDEX TERMS Internet of Things, digital TV, multidimensional theater, multimedia environments,
SBTVD, ISDB-TB, data broadcast, WiFi, communication protocols, smart TV.

I. INTRODUCTION
The recent worldwide pandemic has been raising new digital
media trends with greater impact to streaming services [1].
Easy access to digital media is changing people’s life in
such a way that nowadays they have been opting to stay at
home watching movies and other entertainment, more than
other leisure options. These trends expanded the TV market,
due to Smart TV’s major role as an end point for deliver-
ing multimedia content through internet. Recent stats shown
that in 2022 Smart TV device is already present at 1.7 bil-
lion households worldwide with forecast of 51% household
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worldwide to purchase a new Smart TV until 2026 [2]. With
the already wide TV market expansion, in a couple of years,
almost every household worldwide will have a Smart TV.
Those trends associated with the Internet of Things (IoT)
advent may create a huge entertainment market with devices
interacting with each other allowing the user to immerse him-
self with the multimedia content. IoT devices are everywhere,
performing important roles to help people perform their tasks
or communicate more effectively [3], [4]. These devices use
communication protocols to exchange data with each other
producing a powerful communication chain [5], and these
chains can be connected with internet, collecting data to feed
this immense source of knowledge [5].
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Nowadays, it is common to have multiple IoT devices at
home, which may be paired to control or even be controlled
by a TV set. Those electronic devices are present at domestic
scene being part of people’s everyday life. Among a variety of
IoT devices, examples are smart lamps, smart air conditioner,
smart clocks, smart easy chair, etc. All devices present at the
home scene can be part of a multi-dimensional environment,
reacting to multimedia content being reproduced in a Smart
TV set. Thus, people can enjoy this realistic experience at
their own house.

Around the world, few people have the privilege to feel
the experience provided by multiple dimensions multime-
dia environments. Besides that, in general, small cities in
emerging countries do not even have a mainstream movie
theater available to the local population. The impact is even
greater in rural communities where movie theaters play a
major role promoting socioeconomic development [6]. Some
studies have shown that strategies used to acquire, renovate,
and maintain movie theaters provide ideas for rural commu-
nity development elsewhere [6]. Therefore, multidimensional
movie theaters are a privilege of great urban centers and some
country capitals.

Normally those expensivemultidimensional indoorsmovie
theater environments are composed by control motion based
at pneumatic systems developed to react synchronously with
media playback [7], [8].

Digital TV environments are defined by complex standards
allowing broadcast signal delivering for thousands of digital
TV receivers within signal range. Digital TV environment
follows digital TV standard adopted by each country. Nowa-
days, around the world there are four digital TV systems [9]
covering all livable areas in the world. Digital TV stan-
dards share similarities using the same strategy to data trans-
portation. Theoretically, any data type may be transported
through digital TV transceiver channel. The literature offers
several works involving data transportation from broadcaster
to receivers for different purposes [10], [11], [12], [13].
Fig. 1 shows the main agents involved in IoT devices control
through a digital TV signal.

FIGURE 1. Overview involving communication between broadcaster,
smart TV set and IoT devices.

In this scheme, the broadcaster is responsible to add a
new flow with IoT commands synchronized with audio and
video (A/V) elementary streams. On the receiver side (Smart
TV) the commands are extracted from digital TV signal,
parsed and ready to control devices. It is worth remembering

that all controllable IoT devices must be paired in advance
with a Smart TV receiver. In short, the main contribution
of this work is to facilitate the creation and dissemintaion
of multi-dimensional entertainment environments, on world-
wide households, which, until now, were extremely limited
and not viable.

Throughout this work all details referring to this methodol-
ogy are thoroughly presented. Beginning with the study and
analysis of other approaches, the background necessary to
understand the steps of this work, detailing every step of this
methodology, broadcast content preparation, reception, and
data processing until the control of IoT devices mentioned at
digital TV signal. After this, there is a detailed explanation
about a benchmark that holds a set of five different transport
streams with different level of control of IoT devices and is
used to evaluate the technical feasibility to deployment in a
real digital TV environment, through digital TV broadcast
tests. Lastly, the obtained results and work conclusions are
presented.

II. STUDY AND ANALYSIS CONSIDERING DIFFERENT
APPROACHES
Related works have been used in the entertainment industry
for some decades in major areas, such as multidimensional
theaters and Digital TV. On the theaters, there’s the notable
work of [14], which uses a subtitle file format (SubRip) infor-
mation to synchronize the physical effects of the Player5D
along the displayed audiovisual content, to contribute to the
viewers immersive experience.

On the DTV scope, there are works like [15] and [16], who
overlaps the layers of video and Flash animation, using an
XML file to synchronize the object on the television screen
with the object in the Flash animation, therefore, promoting
their interaction. These works use the features of a local
station, so the number of people, per session, benefiting from
this kind of service is limited and relatively low. But in a
scenario of high public, approaches like these are highly
capital demanding [17]. To avoid that, one can take advantage
of the vast market presence of Smart TV’s and their DTV
broadcasts, who allows simultaneous transmission of data
alongside the audio and video (A/V) content. As an example,
the work of [18] introduces the very notion of broadcast
games. By taking advantage of the broadcast high range,
and combining elements from both television, gaming, and
real-time data, such as the car telemetry, camera, and object
tracking, into the DTV signal. With this info at the receiver,
people could go to a live game mode and play against the
pilots of the broadcast, by feeding the simulator game AI the
telemetry and tracking received from the broadcast.

The approach presented here uses open digital TV sig-
nal plus Smart TV to provide a suitable solution of 3D
entertainment environment at households or indoor environ-
ments. Nowadays, there is a lack of IoT devices available
on the market. Nonetheless, the possibility shown in this
work may potentially create those environments and provides
entertainment at any place with a Smart TV. Here, the home
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environment configuration and pairing IoT devices may be
under TV user control, and is not dependent on specific
devices, such as game consoles or internet services, as already
shown by similar solutions.

III. BACKGROUND
This chapter shows an overview referring to the mainstream
technology, aiming to providing a better understand about the
methodology presented in this work.

A. INTERNET OF THINGS COMMUNICATION PROTOCOLS
Internet of things (IoT) is a well discussed topic in literature
contemplating all technology that allows the most different
communication devices connection to the internet and inter-
action with it. Several communication protocols are already
available at the market. Those protocols use distinct connect-
ing strategies to perform communication between the most
variable kind of devices and this section brings some details
of the most common IoT communication protocols.

1) WiFi
Is a network that can send wireless signals to devices, for
example smartphones, routers, computers and in this par-
ticular case, IoT devices. It can provide internet connection
to devices closely located. It works in frequencies range
between 2.4GHz or 5GHz to establishing communication
through radio waves. The range of a typical Wi-Fi connection
is around 100 meters, although the most commonly used
range is only 10 to 35 meters. The speed and the range of
Wi-Fi connection heavily depends on the environment, which
means the speed is higher when the device is closer to the
main source and the range depends on the antenna strength
and obstacles in the way [19].

2) ZigBee
Is a short-duration wireless communication protocol greatly
used in IoT devices because of its low energy consumption.
The base of ZigBee protocol is IEEE 802.15.4, that speci-
fies low-rate wireless personal area networks (LR-WPAN)
standards. The protocol stack for ZigBee is composed by
MAC, network and application layer, supporting three dif-
ferent types of devices: ZigBee coordinator, router and end
device. The coordinator is a device responsible for managing
the entire network. The router is responsible in tree and
mesh networks only. Application object is a software used
for controlling hardware units like switches or transducer on
devices. These application objects contain a unique identi-
fication used for communication with others. The ZigBee
Device Object is responsible for managing requests, devices
discovery, security, etc [20].

3) Z-WAVE
Is a wireless, interoperable, based on a RF communication
technology created for monitoring, controlling and status
reading applications for both residential and light commercial

environments. Unlike ZigBee, Z-wave supports full mesh
networks without the need of a coordinator. It is a Low Pow-
ered RF communication that operates at a lower frequency
(sub-1GHz), which prevents interference from other wireless
technologies, such as Wi-Fi, Bluetooth, ZigBee, etc. It is
mainly designed for control and status apps, with data rates
of up to 100kbps with AES128 encryption, multi-channel
operations and IPV6 [21].

4) PAIRING TECHNIQUES TO P2P COMMUNICATION
Peer-to-peer (P2P) is a computer network architecture where
each point or node on the network works as a client/server
for the other points on the network. With this, it is possible to
provide shared and common access to various resources by
excluding a central server, which allows data sharing without
the need for a central server. As it is not based on a client-
server architecture, where the server is responsible for the
execution of all network functions and for being distributed,
it divides all the work between the pairs involved in the
network, with this in view, it is clear that the main advantage
is not being dependent on a central server. As all nodes are
interconnected, it is possible for a node to access through any
other node in the network, thus providing a high degree of
network availability [22].

B. DIGITAL TV TRANSCEIVER CHANNEL
Digital TV transceiver channel is composed by a broadcaster
and a digital TV receiver unit, here represented by Smart
TV’s. Naturally, so that every communication environment
works correctly, it is mandatory that both communication
sides follow the rules of the adopted digital TV standard.
Among the main existent systems around the world are: Digi-
tal Video Broadcasting (DVB), Advanced Television Systems
Committee (ATSC) and Integrated Digital Services Broad-
casting (ISDB). Brazil and other countries from Latin Amer-
ica adopted ISDB standard with the improvements added by
Brazil generating the Brazilian Digital TV System (SBTVD).
Digital TV environment is composed by complex subsystems
allowing broadcast of High-Definition Television (HDTV)
content to thousands of receivers within signal range based at
a binary transportation flow (digital TV signal). Those sub-
systems adopt different media coding formats, modulation
schemes, strategies of channel coding, techniques of error
correction, schemes for data transportation provided byMov-
ing Pictures Experts Group (MPEG), etc. The transportation
layer (MPEG2-TS) uses metadata to signalize the transport
stream content, such as, Program Specific Information (PSI)
tables, System Information (SI) tables and descriptors [26].
Among PSI tables are the program association table (PAT),
program map table (PMT), service description table (SDT)
and network Information table (NIT). The descriptors, in turn,
give more information about the transport stream content and
the broadcaster channel. These metadata, known as signal-
ization info, are mandatory to inform service data, such as,
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stream identifiers, stream type, component tag, PID, etc., and
any other info necessary to decode digital TV multimedia
content [26]. MPEG2-TS defines two hierarchical data trans-
port levels, sections, for signalization content and packetized
elementary stream (PES), to carry audio and video (A/V)
media streaming and other data streams such as sign lan-
guage [11], [13] and closed caption, or even IoT commands.

IV. METHODOLOGY TO CONTROL IoT SMART DEVICES
DRIVEN BY DIGITAL TV VIDEO SCENE
Themethodology proposed in this work has its usage premise
in a complete digital TV environment, composed by a Broad-
caster and Receiver (transceiver channel) plus IoT devices
previously paired with digital TV receiver. In short, the Fig. 2
depicts a diagram with all necessary interaction to control a
single IoT device (i.e. smart lamp).

On the broadcaster side, the IoT command, here repre-
sented by a lamp, is encoded in a private format then pack-
aged into PES transfer level structure. Similarly, audio and
video (A/V) are encoded then packaged into PES to finally
be multiplexed with other contents, such as metadata with
signalization info, necessary to inform the receiver about
signal content and stream identifiers. In the end of this process
a transport stream (TS), composed by 188 bytes packages,
is generated. After this, the transport stream is modulated and
broadcast through air.

On the receiver side, the digital TV signal is received and
demodulated, generating a single transport stream (MPEG2-
TS) as output. Then, the transport stream is demulti-
plexed into elementary streams carrying on different con-
tents, including audio/video (A/V) medias and metadata.
The signalization info and descriptors (metadata) are equally
obtained from section transfer level. Firstly, the receiver
unit uses metadata to check the receiver eligibility (i.e. sup-
port to play IoT commands). After this check, the native
system proceeds with IoT stream commands decoding and
devices control. In this case, in particular, the parsed IoT
command correspond to a smart lamp. After parsing this
command, the system checks the existence of a smart lamp
device paired with Smart TV receiver to finally transmit
the action control to it. To better explain each step of
this methodology, the subject was split in the following
parts:

• Broadcaster Content Edition
Add signalization info through PSI tables and descrip-
tors and the new elementary stream with IoT com-
mand controls synchronized with other A/V elementary
streams.

• Receiver’s IoT Devices Pairing
Scan the IoT devices compatible with this methodology
through home network in order perform the pairing with
TV device.

• Receiver’s Eligibility Checking
Analyses the signalization info to check the receiver
eligibility to decode IoT commands.

• Receiver’s IoT Devices Controlling
After eligibility checking, the native system starts to
extract the IoT commands, from data elementary stream,
and control the IoT devices continuously.

A. BROADCASTER CONTENT EDITION
For this methodology, the broadcasters must include the
necessary info to guide the receiver’s units to detect the
content being transported. Among this information are meta-
data, such as PSI tables and descriptors, and elementary
streams (i.e. audio, video, closed-caption, accessibility info,
etc). All content added in the signal must be signalized in
order to guide the receiver during content decoding. In the
IoT Devices Commands case, this signalization is done by
labeling the IoT Device Commands data flow as an additional
PES private component, at the broadcast PMT section table.
For this new stream flow, two fields need to be correctly
inserted: stream_type and component_tag.

This first PMT field is needed to define the structure of
the data contained within the ES packet identifier. For this
work, the used PES private data flow is identified by stream
type (0 × 06), which is also used to carry on subtitles data.
Whereas, the component_tag inside the Stream Identifier
Descriptor signalizes the content type flowing through this
private data. For the IoT commands, the component_tag was
defined with the available value 0 × 95. According to [23],
the recommended component_tag values are clustered by
component type (i.e. Reserved 0×94 - 0xFF). Although those
values were reserved and available for this purpose, it is worth
mentioning that the definition of any new PES private data
content (IoT data) must be discussed and regulated by the
digital TV standard regulatory council.

1) SYNCHRONIZATION DATA INSERTION
For synchronization, broadcasters must include timestamps
to guide the receivers during inter-media synchronization,
which is responsible to maintain sync between audio, video
and subtitles decoding. To that end, MPEG2-TS defines a
timestamp metadata field, called Presentation Time Stamp
(PTS), in order to guide the receiver when it needs to present
the content during media decoding process. This value is
given in units related to a program’s overall clock reference,
usually the Program Clock Reference (PCR), which is trans-
mitted as a time reference in the receiver [24]. The Fig. 3 show
how IoT commands are added at PES packet structure.

Starting with the first field showed in (a), packet start code
prefix (PSCP), that is a standardized value to indicate the
beginning of each PES package, then, the extended header
indicating that there is program time stamp (PTS) info for
sync and cyclic redundancy check (CRC) value of previous
package [25]. And, finally, starts the PES payload area with
the IoT commands. The empty PES showed in (b) carries
the CRC value refer to previous PES package content. The
CRC is a hash value corresponding to whole package content.
A hash algorithm accepts variable-length input and produces

VOLUME 11, 2023 27809



R. Ribeiro de Oliveira et al.: Methodology to Control IoT Smart Devices Driven by Digital TV Video Scene

FIGURE 2. Overview about how an IoT device is controlled by digital TV Signal.

a fixed-length output which uniquely stands for the input
data. This value is necessary to make sure the content from
previous PES package (a) was not received corrupted.

As described in [26], the PES packet supports payloads
with variable size, up to 65536 Bytes, leaving it up to appli-
cation how to use it. Therefore, as the PES packet use the
variable size strategy, for bounded contents, as is the case
of IoT commands, it is necessary to indicate the beginning
and ending of each transported data. Thus, to indicate to
receivers that the whole IoT command have been broadcast,
the tags ‘‘BEGINCMDS’’ and ‘‘ENDCMDS’’ were defined.
It is important to notice that this methodology consider the
usage of a single PES package to transport a single IoT com-
mand, or a sequence of IoT commands that are also wrapped
between the tags (BEGINCMDS and ENDCMDS) based
at same PTS value. Besides that, to maintain IoT devices
controlling precision on receiver side, it is important to send
the commands as close as possible to the presentation time
(PTS) value.

B. RECEIVER’S IoT DEVICES PAIRING
Modern smart TVs provide multiple ways to establish con-
nections with external devices. Among those, there are sev-
eral IoT communication protocols covering a great part of
electronic devices present in the home environment (see,
chapter III-A). These protocols consist basically in pairing
(e.g. connect) two devices establishing a peer to peer (P2P)
communication. This process is already well established and
performed by most part of electronic devices available at
market. This step is crucial for the operation of this methodol-
ogy considering it works with IoT devices previously paired.
At this work, the IoT devices pairing with the TV can be seen
at the diagram described in Fig. 4.

FIGURE 3. (a) PES with PTS and IoT commands, (b) Next PES with CRC
from previous package.

To pair the TV with other IoT devices, first the TV must be
set to enable the pairing mode and, only then, the IoT device
must be enabled to pairing mode. The next statement ‘‘TV
Receiver searching for IoT devices’’ starts a pairing process
that consists in setting up a linkage between TV receiver and
IoT devices to allow communication between them. After
that, the receiver tries to search for a device present within
the range of the communication protocols. At this point, the
found device is either paired with the DTV receiver and
enabled to use, or the receiver may define a timeout to the
searching engine in order to save processing, in case no device
is present. In any case, the execution line checks if there
are more IoT devices to be paired and, if positive, the next
IoT device enters pairing mode and the subsequent steps are
repeated again, until there are no other devices ready to be
paired.

C. RECEIVER ELIGIBILITY CHECKING
The signalization on digital TV is essential to incorporate
new features at digital TV standards without interfering at
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FIGURE 4. Diagram IoT devices pairing with TV set.

legacy receivers located in field. As an example, the sig-
nalization may avoid issues in receivers that do not support
some features. Signalization, ‘‘guides’’ receivers about the
content being transported at digital TV signal. Thus, receivers
can check whether or not they support broadcast content
(Eligibility).

The eligibility check is shown at flowchart of Fig. 5
where the receiver consult digital TV tables and descrip-
tors to check if it has support to decode transported
content.

The premise before the start of this procedure is that the
receiver check is tuned to a valid digital TV channel out-
putting a transport stream after demodulation step. There-
after, the receiver control system subscribes at section filters
to get the program system information tables, such as, pro-
gram association table (PAT), program map table (PMT) and
service description table (SDT). Throughout those tables, the
system get the channel service list. After this, the execution
line reach a conditional statement to check the existence of
data elementary stream (stream_type== 0×06). In negative
case, the execution line goes to ‘‘Receiver filters transport
stream’’ statement remaining in this checking loop. Other-
wise, the execution line reaches statement ‘‘Get stream iden-
tifier descriptor’’ that provides information about elementary
data stream content.

The next conditional statement checks if component_tag
field has the value 0 × 95, that indicates the presence of
IoT device control commands. Soon afterwards, the execu-
tion line reach conditional statement ‘‘Receiver supports IoT
device Control’’ deciding receiver eligibility. Finally, when
the verification is concluded, the system may start the next
step and filter IoT commands.

FIGURE 5. Detect receiver eligibility through signaling info provided by
broadcaster.

D. RECEIVER’s IoT DEVICES CONTROLLING
This step starts after the receiver eligibility confirmation,
shown in the previous section. Here, the receiver control
system subscribes to a PES filter using component_tag 0 ×

95 to get the IoT commands flow according with flowchart of
Fig. 6. It is worth to remember that the receiver system also
must constantly extract the program clock reference (PCR)
info, which is present at transport stream (TS) packages of
tuned channel/service and is responsible to guide the receiver
during synchronization tasks. As it is a multitask system, this
task occurs in parallel.

At the statement ‘‘Filter PES flow using Comp. Tag 0 ×

95’’ the receiver system filters and remounts PES packages
based at component Tag (0 × 95). Firstly, on the ‘‘Extract
PES Package’’ statement the system remounts the PES with
IoT commands. Soon afterwards, the system extract CRC
value (hash of whole previous package content) from the
extended header of next PES package. After this, the system
reaches conditional statement ‘‘Checksum OK?’’ that in turn
check package integrity performing checksum of received
data. If the checksumis is different, the system drops the cor-
rupted PES packet and go back to ‘‘Receiver filters transport
stream’’ statement, repeating all process again. Otherwise,
the system reaches ‘‘Extract/Parse IoT command’’ statement,
extracting the IoT command(s) from PES payload and adding
it at CMD (n) Queue processing list. After that, the system
reaches ‘‘Select IoT device from paired list based at received
IoT command and gets IoT device current state to restore
it in a given timeout. In parallel with this, the system reach
‘‘Extract PTS from PES header’’ statement that store related
PTS (timestamps) necessary to have the exact time to send the
command(s) to IoT devices. Finally the end of this process is
the ‘‘Transmit IoT command to Device (s)’’ statement that
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FIGURE 6. PES packet extraction, error checking (checksum), IoT
command parsing and IoT device control.

will happen when elapsed time achieve the timestamp. Here,
the clock time reference is given by service PCR value. Using
the service clock reference (PCR) and the timestamps (PTS)
value, the system knows when transmit command to IoT
device.

In order to validate the transceiver channel described in this
Chapter (Sections A to D), it was necessary to complete all
the necessary steps to have a proof of concept using a real
digital television environment. To accomplish section (A),
some ISDB-T transport streams with IoT commands data
flow, were created. The details about these transport streams
are show at Chapter V-B. In case of Section (B), the pairing
of IoT devices with smart TV procedure is a well-defined
task and already accomplished at current smart TV’s mod-
els available at market. Therefore, the details provided by
Chapter III-A and Section (B) are enough to understanding
this procedure. Section C, in turn, depict how receiver native
application performs signalization info detection and how
it verify receiver eligibility for transported content. Finally,
Section D showed how the receiver native app filters, parses,
and uses timestamps to control paired IoT devices. The whole
system architecture involved in this process is shown at Sec-
tion IV-E.

E. DIGITAL TV RECEIVER ARCHITECTURE
The native app developed in this work confirmed the
technical feasibility to deploy this methodology in the
field. In short, the system reproduces the flowchart
shown in sections C and D. Fig. 7, shows the receiver
architecture and the main components involved in this
process.

Among the main tasks of hardware layer are, A/V media
decoding, transport stream demultiplexing, signal error rate
measuring, signal descrambling, etc. This layer must have,

FIGURE 7. Digital TV receiver software architecture.

FIGURE 8. Graphical user interface of native app.

at least, two digital signal processing (DSP) dedicated mod-
ules available to perform section and PES filtering. Normally,
the receiver hardware provides multiple DSP instances to per-
form those tasks and, to use it, the native app must subscribe
to those services. In short, the hardware layer filters sections
and PES packages from the transport stream packages to
provide it to software layer.

Next is the OS system layer, which is on top of the
hardware layer and manages the receiver hardware resources
allocation, task scheduling, etc. At last, the IoT protocols
module is provided in modern receiver architectures provid-
ing support to different IoT communication protocols. This
module supports the IoT devices manager, from the native
app, that in turn manages pairing and communication with
external IoT devices.

To guide users about which IoT device is being con-
trolled by broadcaster signal, the native application provides a
graphical user interface (GUI) with several IoT devices. This
interface shows an IoT device reacting when some command
arrives. At the example shown in Fig. 8, the native application
received a smart lamp command and reacted to it by changing
the lamp icon to its full opacity value.

It is worth to remember that, to this end, there are actually
few types of IoT devices, available at the market and, among
those, are the smart lamps, that support different IoT proto-
cols and can be paired with smart TVs. However, to comple-
ment the GUI, an hypothetical domestic environment, with
many IoT devices that in a few years may be available on the
market, was devised.
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TABLE 1. IoT devices command list.

V. EXPERIMENTS BASED IN THIS METHODOLOGY
To simulate the whole transceiver channel, it is necessary
to perform the IoT commands broadcasting, receiving tests,
as well as controlling the IoT devices paired with the digital
TV receiver. Firstly, was defined a generic IoT command for-
mat to fit all possible devices used to this end. The proposed
IoT command starts with an exclamation point (!), followed
by the device name (DeviceName), plus a separator under-
score (_), soon after, comes the action name (ActionName)
field, then the optional arguments list enclosed by brackets
[arg1, arg2, . . . , argn], to finally reach the end exclamation
point (!) completing the IoT command:

!DeviceName_ActionName[arg1, arg2, . . . , argn]!

This simple command definition may cover features from
several IoT devices, even those that do not exist yet. A simple
parser may identify the device type to be controlled, get the
action to be produced on device and the action specific values,
given by argument list. As an example, the IoT command list
necessary to produce different effects on a generalized smart
lamp (SL). Another example, but not limited to, is the IoT
command list for a hypothetical robotic seat (RS). Both lists
are shown at Table 1.
Despite these devices being completely different, it was

possible to define an IoT command list for both, following
the generic IoT command format.

A. EXPERIMENTAL SETUP
The experimental setup is composed by auxiliar tools used
to prepare broadcast material having IoT data, digital TV
signal modulation and reception, and was used for tests
and verification of technical feasibility for this methodology.
For transport stream generation was developed an auxiliary
data inserter and multiplexer tool. This tool was based at
OpenCaster toolset version 3.2.2 [27] and is able to mul-
tiplex transport streams with IoT commands synchronized
with pre-defined video scenes. For signal modulation and
broadcast were used a ISDB-T signal USB modulator tool
Dektec DTU-215 plus desktop TS playout tool StreamX-
press (Fig. 9). Transmission parameters used in the modu-
lator were: RF frequency: 617.143 MHz, Channel: 37, Data

FIGURE 9. Experimental setup flowchart.

TABLE 2. Measures on receiver side.

output level: 29.958.294 bps, TMCC option checked, Mod.
Bandwidth: 6MHz - ISDB-T. On reception side, was used a
commercial digital TV receiver running the native application
shown at section IV-E. As external IoT device, a smart lamp
model Philips Hue White and Color 800 and Philips Hue
Bridge, which uses ZigBee protocol to connect to the Wi-Fi
and control the device via internet, were used.

B. BROADCASTING TESTS RESULTS
To understand the broadcasting channel behavior, some
broadcasting and reception tests were performed. Thus, two
ISDB-T transport streams composed by A/V media streams
and smart lamps IoT commands (shown at Table 1) multi-
plexed at a additional elementary stream (PES) according the
procedure presented in Chapter IV-A, were generated. It is
worth to remember that for each IoT command, or block of
commands, there is a single timestamp, needed for synchro-
nization on receiver side. On test file ‘‘one_cmd_block.ts’’
26 IoT commands to control a smart lamp were multiplexed.
However, on test file ‘‘two_cmd_block.ts’’ 52 smart lamp
commands, divided in 26 blocks with two commands each,
were multiplexed. The transmission experiments show at
Table 2 aims to measure the general queue waiting time,
which consists of average time since the IoT command
arrived at receiver until it is consumed, (Average Waiting
Timestamps - AWT) and the general IoT command response
interval, given by the average time since the IoT command
is transmitted by smart TV until it reaches the smart lamp
(Average Device Response - ADR).

The experiments results based at broadcasting and recep-
tion of IoT commands are shown at Table 2. The transmission
tests using ‘‘one_cmd_block.ts’’ (single command per PES)
the AWT was 4, 29sec ± 0, 021σ . This result shows the
average queue waiting time until the command is used or
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transmitted from smart TV to IoT device. The ADR result
for ‘‘one_cmd_block.ts’’ was 6, 03 ± 0, 363σ showing the
average time since the command was transmitted until it
reached the IoT device. It is worth remembering that ADR
considers the total time since the command was transmitted
by TV set and received by IoT device Web server to finally
reach the device. Besides that, the test results with stream
‘‘two_cmd_block.ts’’ (two commands per PES) had an AWT
result of 4, 32 ± 0, 019σ , which is slightly longer than the
previous, due to the fact that the composed commands were
distributed in blocks and therefore consists of a bigger string
to be parsed. The ADR result for ‘‘two_cmd_block.ts’’ was
8, 30 ± 0, 474σ , which is noticeable longer then the sim-
ple command result. This difference is expected, since the
Web server side must process two commands arriving, from
the same source, at the same time, to be executed in the
same device, also at the same time. For this to be avoided,
an approach with peer to peer (P2P) or TV to device direct
communication, sharing the same Wi-Fi network connec-
tions, may be considered.

VI. CONCLUSION
This work introduced a novel approach allowing to control
home IoT devices synchronized with video scenes of digital
TV channel. The methodology used to broadcast IoT com-
mands based at time stamps allows a precise sync of device
control with A/V media playback. The experiments using a
smart lamp showed the precise device response in sync with
A/Vmedia playback. Broadcast tests using the ISDB-T trans-
port stream and a commercial TV receiver in application level
validated the reception, parsing, remounting, and queuing of
IoT commands. The IoT generic command format defined in
this workmay be used as reference control of new IoT devices
control. Finally, it is expected that this methodology may
bring to market new home entertainment environments based
on new business models for TV manufacturers, TV broad-
casters and streaming providers.
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