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ABSTRACT Several threats, such as misinformation and hoax, exist in social media as a frequently used
technology to exchange information. These threats can be prevented if the reader can verify the message’s
content integrity and source authenticity. One recent solution to overcome these threats was proposed by
Ahvanooey et al. called ANiTW. ANiTW uses an invisible text watermarking scheme to verify social
media message integrity and identify the message source. However, ANiTW is still vulnerable to undetected
malicious text modification. Moreover, ANiTW has no tools to authenticate the extracted message source.
The proposed method aims to overcome those vulnerabilities and improve ANiTW performance as a
tool to verify message content integrity and message source authenticity in social media. To overcome
vulnerabilities in ANITW, a part of themessage hash and IBS-based signature is introduced as thewatermark.
The message integrity is verifiable by using part of the message hash as a watermark to detect any
malicious.Moreover, implementing an IBS-based signature enables any reader to verify themessage source’s
authenticity easily. In addition, to improve ANITW performance in embedding capacity and invisibility,
a novel bigram-based character encoding and embedding rule are also introduced. Based on the experiment
and analysis result, it is proven that the proposed method can perform better than ANiTW in the security,
embedding capacity, and invisibility aspects.

INDEX TERMS Text watermarking, ID-based signature, source authentication, steganography, text integrity.

I. INTRODUCTION
Social media and messaging applications are among the most
popular technologies today. Social media users continuously
increase yearly, from over 4.26 billion in 2021 to almost
a projected 6 billion in 2027 [1]. Data and information
sharing via social media have also increased significantly
following user growth, such that information security must
be considered in social media usage [2]. Amidst the growing
pace of information sharing, problems, threats, privacy, and
security issues are growing as social media traffic increases.
Social media faces several threats, such as fake information
or hoax, scamming, sybil, malware, phishing, identity theft,
and attacks from malicious users that can exploit the share
and reshare functions to spread misinformation [3], [4], [5].

One common method malicious users use to perform these
threats is to distribute modified text messages with false
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information on social media [6]. Distributed malicious text
messages may contain false or exaggerated information to
herd public opinion. A malicious user may also impersonate
an official or a trusted source on social media by distributing
fake official texts from a well-known or trusted source.
A malicious user can create and distribute a believable fake
text message by slightly modifying the official message from
a trusted source. The modification may include a modifica-
tion of vital information, such as phone numbers, emails,
or links to bait and scam victims, into an impersonating
malicious party. For example, a fake website for phishing can
be created by simply modifying the extension from ‘‘.com’’
to ‘‘.net’’ of an official domain.

To prevent these kinds of threats, other users, such as the
reader, need to verify two aspects of the receivedmessage: the
source or author validity and the message content integrity.
To ensure the message’s source (author), the reader may
check the validity of the original author via the in-app
feature, if available. However, if the message is forwarded
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by copy-pasting between different social media applications,
there is no tool to verify the message’s source (author).
Consequently, the reader does not know whether the author
is legitimate only from the received text message. Moreover,
since there is no modification trace or history on the received
message, it is also difficult for the reader to verify the
content’s integrity.

One solution is to detect the modification and validate
the text message’s source using text watermarking. Text
watermarking can embed data or information (e.g., the
original author’s name, creation time stamp, or related
original information), which is required for the message
integrity and source validation process into the message as
cover text. A cryptographic function can also be used as a
watermark in a text watermarking scheme with a higher level
of security. The reader can verify text content integrity and
validate the message’s source by extracting the embedded
data from the received watermarked message. Depending
on the design, text watermarking can be used to prove
the author’s ownership, forgery detection, and text content
authentication [2], [7], [8], [9].

Aside from its functionality to verify text integrity and
source validity, several aspects need to be considered when
applying text watermarking to social media. First, the
maximum length of social media messages, depending on the
application, is often limited. Following that, the maximum
length of the watermark that can be embedded in the message
is also restricted. This aspect affects how the watermarking
scheme is designed, as the designed scheme is unusable if
the length of generated watermark exceeds the social media
maximum character count. The second is the applicability
of the watermarking scheme across social media platforms.
The symbol or method used to represent the watermark has
to be supported in the platforms. The information embedded
into the message must persist when the message is circulated.
The watermark needed to be persistent when the message
is forwarded via the forward function or manually reshared
via copy-paste. Finally, the watermark used in social media
should also be invisible without changing the original text
context and purpose.

As one of the latest solutions to verify social media
text integrity, Ahvanooey et al. introduced a robust text
watermarking technique called ANiTW [10] in 2019.
Ahvanooey et al. claimed ANITW as the state-of-the-art text
watermarking technique to identify spurious information on
social media using invisible signatures. This technique uses
zero-width character (ZWC), an invisible character, to embed
the author’s name and the message’s original number of
words into the message. The use of ZWC in ANiTW provides
a text watermarking scheme that is invisible and applicable
to most social media platforms. By implementing ANiTW,
the reader can identify the message source by extracting
the author’s name embedded in the received message.
Furthermore, ANiTW also proposed a text integrity checker
based on word-counting instances. ANiTW can verify the
message content integrity by comparing the number of words

calculated from the received message with the extracted
number of words from the watermarked message.

However, on ANiTW, there is no tool for the reader to
authenticate the validity of the extracted author’s name, such
that an impersonation attack can be implemented. Suppose
that once the ZWC pattern is known, a knowledgeable
attacker may imitate the pattern to impersonate another eligi-
ble author. There are also some vulnerabilities in the ANiTW
text integrity checker caused by the ANiTW’s dependencies
on word-counting instances. Some modifications that do not
change the message’s number of words may go undetected,
such as character insertion, deletion, and word reordering.
As discussed, that kind of modification provides a sufficient
opportunity for a malicious user to perform further threats on
social media.

Furthermore, in ANiTW, four ZWCs are required to embed
one character of the watermark in the message. Considering
social media’s limited character count, this requirement
consumes a lot of character space in social media messages.
The maximum embedding capacity of ANiTW is constrained
by message length, as we can only use the remaining
character space on social media. Thus, it is still challenging
for ANiTW to embed other information to verify message
content’s integrity and source validity.

The main contributions of this research are as follows:
• We are introducing a watermarking scheme for
verifying a message’s source authenticity. The
proposed method introduces a pairing-free IBS scheme
as a watermark to verify the authenticity of the message
source. The signature generated from IBS, verifiable by
a signer public ID, is chosen to simplify the verification
process. The verification process is conducted using the
extracted ID, which acts as a public key in the IBS
scheme. The reader can verify the ID as a message
source by verifying the signature extracted from the
watermarked message. The reader can then easily verify
the source of the received message by using only the
watermarked message. This capability of the proposed
method does not yet exist in ANiTW.

• We are Overcoming ANiTW vulnerabilities in
detectingmaliciousmessagemodification. Amessage
hash value as a watermark is introduced to overcome
ANiTW vulnerabilities in detecting malicious message
modifications. The message hash value is used in the
proposed method to verify the watermarked message
content integrity. We assume that whitespace and
character capitalization modifications can be ignored for
the proposed method. This assumption is made because
the whitespace and character capitalization are often
automatically modified while reformatting the message
without changing the context. In the proposed method,
the hash value extracted from the watermarked message
is compared with the message’s hash calculated by the
receiver to verify the message’s integrity. Thus, the
proposed method is able to detect a modification over
a watermarked text that goes undetected in ANiTW.
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• We are improving ANiTW performance in embed-
ding capacity for increasing the watermark security
level. To increase the ANiTW embedding capacity, this
research proposes a novel bigram character encoding
to embed a watermark by mapping it to a combination
of ZWC-cover text characters. The proposed method
utilizes the existing message character to represent the
watermark, such that the number of ZWC needed to
represent the watermark is reduced. Using the proposed
bigram mapping concept, the proposed method can use
the remaining character space on social media more
efficiently. Thus, we can attain a higher maximum
embedding capacity by using the proposed mapping
concept. By improving the embedding capacity, we can
achieve a higher level of security because the length
of the key used as a watermark on the scheme is also
increased.

• We are overcoming ANiTW vulnerabilities in invis-
ibility and social media entity incorrectness. A
novel embedding location rule and position setting are
introduced to increase ANiTW performance in terms
of invisibility and usability. In the ANiTW method,
a visible trace can be seen in social media special
entities, such as hashtag, links, emoticon, and mention
on the watermarked text. Moreover, the function of a
watermarked entity in ANiTW differs from that of the
original keywords, leaving them to work incorrectly
(e.g., a watermarked mention in a social media message
is linked to a different account). Meanwhile, in the
proposed method, we analyze the existence of these
entities as an unembeddable location to maintain their
functionality. Thus, the proposed method can overcome
ANiTW vulnerabilities in invisibility and maintain
social media entity correctness.

The rest of the paper is organized as follows: Section II
briefly explains previous methods and other related sub-
jects used to improve ANiTW. In Section III, we give
implementation details of the proposed method. Section IV
shows experimental results and analysis of four watermarking
aspects to evaluate ANiTW and the proposed method’s
performance. Finally, Section V presents our work’s research
findings and conclusion.

II. BACKGROUND
This section provides a brief description of the text water-
marking scheme, previous method: ANiTW [10], ZeroWidth
Character (ZWC), watermarking criteria analysis, Identity-
Based Signature (IBS), and character bigram that is being
utilized in this research.

A. TEXT WATERMARKING SCHEME
The text watermarking technique is divided into two types
based on its approach, linguistic and structural [11]. The
syntactic and semantic properties, such as grammar and
synonyms, are utilized to embed the watermark for the

linguistic-based approach. This technique modifies the cover
text following the cover text language rule without changing
its original meaning [11], [12]. A machine learning-based
algorithm may also be implemented to achieve a natural
watermarked text [13].

This technique is robust against watermarking schema
attacks such as OCR and retyping. However, since the
linguistic-based technique modifies the content of the orig-
inal cover text, this technique is unusable for a sensitive
document that cannot be tempered [11], [12], [13]. Moreover,
a high computational cost in a machine learning-based algo-
rithm is not applicable in a low computational environment
such as social media.

The second approach, the structural or format-based
technique, embeds the hidden watermark by modifying
the feature or the structural properties of the cover text
[11], [12]. Properties such as word spacing, line spacing,
font formatting, and emoticons are used to represent the
watermark without changing the original content of the cover
text [12].

However, using those properties for this technique will
leave a visual trace on the watermarked, making them
distinguishable from the original cover text. Following
that ZWC-based structural watermarking technique is pro-
posed, allowing an invisible text watermarking scheme
[10], [12], [14], [15], [16]. This technique is advantageous
regarding invisibility, embedding capacity, and robustness
against attack on structural watermarking technique [12].
Thus, following those properties, the ZWC-based structural
watermarking technique is suitable for application in the
social media platform. The ZWC-based scheme advantages
are also the basis for why ANiTW is chosen as the main
comparator for the proposed method.

B. PREVIOUS METHOD: ANiTW
Ahvanooey’s method, ANiTW (A Novel Intelligent Text
Watermarking) [10], is a watermarking technique for social
media that uses a Zero-Width Character (ZWC) to embed the
watermark. Ahnvanooey also proposes a word-count-based
algorithm to check the integrity of received watermarked
messages. Three main components are embedded into the
cover text (CT) on the ANiTW method, the author’s name,
the number of words counted on CT, and the mark for each
word on CT. Those three components and the mark of each
CT’s words are represented using ZWC.

The embedding process begins by converting each digit
of the number of words and each character of the author’s
name as watermark text into a 6 bits binary string, as shown
in Table 1. The binary string representation of the number
of words is nw, and the binary string representation of the
author’s name is nameW. A complete binary string (HBS)
is constructed by concatenating nW with a binary string
‘‘101111’’ as a component separator, and further, this binary
string is concatenated with nameW.

Furthermore, a hidden watermark (Wh) is constructed by
converting each 3 bits of HBS into two ZWCs based on
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TABLE 1. Look-up table to convert watermark character into binary.

TABLE 2. Look-up table to convert watermark bits binary ZWC
representation.

Table 2. Wh is inserted before every punctuation mark that
ends a CT sentence, such as ‘.’, ‘!’, and ‘?’. In addition,
a ZWC character (ZWC 202D) is also inserted before
every last character of each word on CT. The processing is
conducted to mark every original word in CT, which will later
be used to analyze the watermarked CT content integrity.

Supposes CT is ‘‘Stay alert Impersonators are sending
QR codes to steal your money. It is important to remember
that no one from the government will ever tell you to
pay with cryptocurrency. Learn how to avoid falling for
QR code and other crypto scams: https://bit.ly/3LHfPHL’’
where the number of words in the sentence of CT is 42.
The account’s ID, as the equivalent for the author name,
is ‘‘100064701336980’’. For this example, the HBS for
nameW+ ‘‘101111′′ + nW has a total length of 108 bits.
Thus, there are 42 202D ZWC and 72 Wh ZWC on the
watermarked cover text.

The extraction method is straightforward: Wh is extracted
from the watermarked CT and converted into a binary string

based on Table 2. By detecting the location of separator
‘‘101111’’ in the watermark extracted from CT, the original
nW and nameW can be extracted. The original value of
the number of words and author names can be obtained by
converting nW and nameW to original characters based on
Table 1.
The number of words in the received watermarked CT

(nW′) is counted manually. The text integrity rate (AC)
of received watermarked CT is calculated using (1). The
message is considered original if AC equals 1.

AC=



(
Number of ZWC

202D in Received CT

)
nW

, if nW > nW′(
Number of ZWC

202D in Received CT

)
nW′

, otherwise

(1)

As has been discussed before, text watermarking for social
media messages is limited by the associated social media’s
maximum character count. With the length of the original
CT as |CT|, the number of available embedding locations on
social media (ELSocialMedia) is calculated using (2).

ELSocialMedia =

(
maximum character

count on social media
− |CT|

)
(2)

On Ahvanooey’s method, since four ZWCs represent
each watermark character, the embedding capacity for each
ELSocialMedia is equal to 1/4 character if the ‘.’ or ‘?’ or ‘!’
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character exists on CT. The maximum embedding capacity
for ANiTW can be calculated by (3).

Max. ECANiTW =
ELSocialMedia

4
(3)

C. ZERO WIDTH CHARACTER (ZWC)
Unicode is a standardized coding system that processes,
encodes, and displays almost all modern digital text,
including the one used in the social media application.
Since 1987, the Unicode standard has been implemented
in various internet protocols, programming languages, and
operating systems. Moreover, Unicode is also applicable to
multi languages [10], [14]. Zero Width Character (ZWC) is
a special character in Unicode that can be used as a format
or control character such as a Left-to-Right Mark (e.g., LRM
makes words written from left to right in the middle of a right-
to-left text in a certain language such as Arabic). ZWC has no
width, length, or written symbol when deployed in a digital
text that uses the Unicode system [10], [17]. ZWCs have
been used as a hidden character to hide data into a cover text
without leaving a trace [10], [14], [16], [18]. In Ahvanooey’s
method, 4 ZWCs are used to embed the watermark into
the message, while for the proposed method, six ZWCs are
employed to embed the watermark into the cover text as
shown in Table 3.

TABLE 3. List of used ZWC for the ANiTW and proposed method.

D. WATERMARKING CRITERIA ANALYSIS
There are four aspects of text watermarking criteria, embed-
ding capacity, invisibility, robustness, and security.

1) EMBEDDING CAPACITY
Cryptographic functions such as hash can secure watermark-
ing schemes against estimate-based attacks [19]. The purpose
of the text integrity checker, proof of ownership, and temper
proofing can also be achieved by implementing a suitable
cryptographic function as the text watermark. For those cases
where the watermark consists of a cryptographic function,
a higher security level means a longer watermark is necessary.
Hence, a watermarking technique is desired to embed as
many watermark characters as possible into the cover text.
Moreover, embedding capacity is one of the most important
criteria to evaluate in the text watermarking scheme in social
media with a limited text length.

Embedding capacity or payload is defined as the number of
bits or characters that can be embedded into one embeddable

location. Embedding capacity is calculated using bits-per-
location (BPL) or character-per-location (CPL). Embeddable
location (EL) refers to how many available positions in CT
can be embedded with a watermark following the algorithm
designed in the watermarking scheme. Maximum embedding
capacity for CT is calculated based on (4) [12], [19].

EC =

{
BPL× EL or
CPL× EL

(4)

2) INVISIBILITY
Aside from embedding capacity, the invisibility aspect is
also important in the text watermarking criteria. Evaluating
the invisibility aspect of watermarking technique refers to
how many perceptual modifications are on watermarked
CT [12], [19]. Even though the embedding capacity for one
technique is high, it is undesirable if the cover text gets
altered profoundly [16], [20], [21], [22], [23]. An invisible
or undisguisable alteration on CT is also important to
avoid suspicion and to protect the watermark against visual
attack [18].

The best way to evaluate the invisibility aspect is by
visually comparing the original and watermarked CT [7],
[16], [20], [21], [23], [24]. Statistically, the similarity between
original and watermarked CT can also be calculated using
Jaro–Winkler Distance or Jaro-Similarity (dj). Original and
watermarked CT is similar with a dj value of 1. Two
characters between st1 and st2 can be identified as a match if
the distance between the two characters is less or equal than
[max(|st1|, |st2|)/2]−1 [12], [15], [25].Withm as the number
of matching characters and t as half the number of characters
transposition, dj between two strings st1 and st2 is calculated
using (5).

dj =

 0, if m = 0
1
3

(
m
|st1|
+

m
|st2|
+
m− t
m

)
, otherwise

(5)

3) ROBUSTNESS
Intentional or unintentional changes may break or remove
the watermark in watermarked CT circulated in public
communication channels such as social media.Watermarking
schemes can be fragile, semi-fragile, and robust, depending
on the watermark’s survivability against such attack [8].

Previous research mentions that the watermark’s robust-
ness can be calculated by evaluating the probability of
the attacker founding the watermark character on CT such
that an attack can be implemented. This probability can be
calculated by the number of embedding locations (NL) and
the length of CT. The higher the NL value is, the higher
the chance that the watermark character can be found. The
probability of founding the watermark character P(DR) can
be calculated following (6). The higher the P(DR), the more
robust watermarking scheme [12], [16], [19].

P (DR) =
NL
|CT|

(6)
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4) SECURITY
The trade-off between embedding capacity, invisibility, and
robustness must be evaluated following the desired properties
of each watermarking technique [10], [12], [19]. The security
aspect of the watermarking technique as a text integrity
verification tool can be evaluated by how well the algorithm
detected changes in the watermarked CT.

Even though the hidden symbol used is invisible,
an estimate-based attack and other analysis tools can still be
used to reveal the existence of a watermark in watermarked
CT. The attacker may remove the watermark or create an
unauthorized embedding process using the pattern learned
from watermarked text [26]. Furthermore, it is also important
to evaluate the security aspect by calculating the possibility
of obtaining the map of the watermark character [10].

E. IDENTITY-BASED SIGNATURE (IBS)
Identity-Based Signature (IBS) aims to create a signature
on a message where any user can verify the signature using
the signer’s public information (such as email address, ID,
or telephone number) instead of using the conventional
public key. This method can simplify certificate management
[27], [28], [29]. Since Shamir initiated an ID-based
cryptosystem in 1984 [30], many IBS schemes have
emerged. Pairing-based cryptography, an extension of elliptic
curve cryptography (ECC), has been used in most IBS
approaches [29], [31], [32], [33]. However, the high cost
of pairing computation and long signature size can be a
problem for the implementation process in low-bandwidth
environments (e.g., cell phones where most users use social
media) [34]. A pairing-free scheme has also been proposed
as an alternative approach for generating a faster and
shorter signature generation over an elliptic curve [34], [35].
Moreover, since the signature is a point element in an elliptic
curve, we can shorten the signature size by performing point
compression and decompression [36].

F. CHARACTER BIGRAM
N-gram is an n-adjacent sequenced element from a series.
This series can include a sequence of letters, words,
or syllables. The bigram of character is an n-gram of character
sequence for an n = 2. For example, the word ‘‘Fraud’’ can
be divided into a bigram of ‘‘Fr’’, ‘‘ra’’, ‘‘au’’, and ‘‘ud’’. The
bigram frequency distribution analysis can be used in many
fields of application, including natural language processing
and cryptography [37], [38]. The proposed method uses the
bigram frequency distribution of social media messages to
create a novel mapping concept based on the bigram character
and ZWC combination to represent the watermark.

III. PROPOSED METHOD
Social media messages are often shared and forwarded
without any information concerning the original message
source (e.g., via copy-paste from one socialmedia to another).
Consequently, the reader cannot verify the message source

or the content’s integrity. One of the solutions is to embed
necessary information into a message with a watermarking
technique. The information embedded can include the
message hash to verify the message content and the author’s
signature to validate the message source. However, the
embedded signature must be verifiable without knowing
the original sender. Moreover, the embedding capacity of
social media messages also has to be maximized following
its limited character count. Therefore, a text watermarking
scheme using identity-based signature and bigrams character
encoding is proposed. In the proposed method, part of the
message hash and signature generated by the IBS scheme is
introduced as a watermark to increase the security aspect of
the watermarked message. A novel bigram-based character
encoding is also proposed to increase embedding capacity
and invisibility.

Supposes every message from a particular official or a
trusted author is watermarked. The watermarked message
may get shared and forwarded to the public via social
media. Furthermore, there is an official public application
or website where any reader can extract the watermark
from the watermarked message. The reader may not gain
any other information except the watermarked message
itself. However, by implementing the proposed method
scheme, every reader can check the author’s authenticity
and message integrity status using the extracted watermark
elements without contacting or checking directly with the
author.

The watermark used in the proposed method needs to
provide enough information to verify the watermarked text
content integrity and validate the authenticity of the message
source (author). Three watermark elements are embedded
into the social media message as the cover text (CT)
to achieve that objective. The watermark elements are as
follows:
• ID Number of Author Social Media Account.
Every social media account can be identified by a unique
ID accessible to the public. Following its unique and
public properties, ID is chosen as one of the proposed
method watermark elements to identify the message
source or author. By getting the ID, any reader can
retrieve the associated social media account. Moreover,
the ID is also used as the public key in the IBS scheme.

• Author Signature.
The signature is another watermark element used to
validate the author’s ownership and authenticate the
message source. For the proposed method, a signature
is generated using the IBS scheme. The IBS is chosen
since the signature generated using this method can
be verified using the embedded author ID. Thus, the
signature verification is simplified.

• Selected Part of the Message Hash.
Message digest or hash is commonly used to validate
message integrity. The proposed method uses part of the
message hash as a watermark element to authenticate
message integrity. Any hash function can be used
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FIGURE 1. Overview of the proposed method.

to generate this third element. However, to prevent
a false negative result in the text integrity checker,
the hash value is desired to ignore some properties
such as whitespace and case. These properties are
necessary since unintentional changes may occur in
text resharing between applications in social media
messages.

The security level of the embedded watermark element
depends on the number of embeddable bits in social media
messages. To achieve a k-bits level of security, then it is
required for the system needs to be able to embed a k-bits
long watermark component. The maximum number that can
be embedded into the social media message depends on the
platform used to post the message. To achieve this objective,
we proposed a novel bigram-based character encoding to
embed the watermark with a combination of ZWC and
CT characters. Each digit is embedded into the CT by
searching for a possible character pair in the CT’s character.
Using the proposed method, we can embed the same length
of watermark character with fewer ZWC than ANiTW
Method.

The proposed method consists of three main processes:
preliminary, embedding, and extracting. The preliminary
process is conducted to create the experiment dataset and the

look-up table used in the proposed method. The embedding
process is conducted on the author’s side to embed three
watermark elements (ID, signature, and part of message
hash) before the message is published online. The embedding
process is divided into two subprocesses: the ID embedding
process and the hash and signature embedding process. The
output of the ID embedding process is used to determine the
randomization factor in the hash and signature embedding
process. In the extracting process, the reader extracts those
elements to check the validity message source or author and
content integrity. The overview of those processes is shown
in Fig. 1.

Furthermore, the detail of the proposed method is dis-
cussed in three subsections, the preliminary process, the
embedding process, and the extracting process.

A. PRELIMINARY PROCESS
This process is conducted once, before the embedding and the
extracting process, to create a mapping table of bi-gram and
prepare the dataset needed for experiments. This process is
divided into three sub-processes: social media data scraping,
message length distribution analysis, and message’s bigram
frequency distribution analysis.
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1) SOCIAL MEDIA DATA SCRAPING
Social media data scraping is a process for collecting data
from social media. Social media data scraping is necessary
to achieve a realistic dataset and an efficient mapping in the
look-up table used in the proposed method. For this research,
we collected 753523 social media messages and author’s
ID from three social media platforms: Facebook, Instagram,
and Twitter. In the data scraping process, the account on
each social media is divided into three types, personal,
business/cooperate, and official government accounts. The
minimum number of accounts for each type is 30, with a
minimum of 30 messages for each account. The messages are
divided into two languages, Indonesian and English.

2) MESSAGE LENGTH DISTRIBUTION ANALYSIS OF SOCIAL
MEDIA MESSAGE
This process aims to analyze and categorize the message
collected from the social media data scraping result based on
its length. This process is necessary since the performance
of both Ahvanooey’s and the proposed method on social
media is depended on the cover text length. This process
takes social media messages as input to analyze social media
message length distribution. The result from this process is
used to determine message length categories variation for the
experiment. Based on the message length, the message will
be grouped into three categories, short (message length <=

Q1), medium (Q1 < message length <= Q2), and long
(Q3 < message length).

3) MESSAGE BIGRAM FREQUENCY DISTRIBUTION ANALYSIS
The proposed mapping concept combines ZWC and CT
characters into a digit value 0-9 to represent the watermark.
Following that concept, frequency distribution analysis is
conducted to achieve an optimal look-up table. This process
aims to analyze the bigram frequency analysis from the
message in the data scraping result. The unique character
value of the first and second characters of CT’s bigram is
mapped with a ZWC to represent the watermark character.
This mapping process is explained further in Section III-B1.d.

B. EMBEDDING PROCESS
The proposed method’s watermark components consist of
the author’s social media ID, signature, and the selected part
of the message hash. As shown in Fig. 1, the watermark
component is embedded into the CT using two consecutive
subprocesses: ID embedding and hash and signature embed-
ding processes.

1) ID EMBEDDING PROCESS
As discussed in the previous section, ID is embedded
as the author identifier and the public key for the IBS
scheme. Before being embedded into the CT, ID is shifted to
randomize the ZWC pattern on watermarked CT results. This
process is necessary to prevent attackers from learning the
embedding pattern when the message is repeatedly posted.

The idea to prevent this attack is to create a unique embedding
pattern for each posting time, even for similar messages and
IDs. The ID embedding process is conducted as follows:

a: CHOOSING THE CHARACTER REFERENCE
The ID pattern is randomized based on the occurrences of
randomly chosen character references (CharRef). A character
reference index (indexCharRef) ranging from 0 to 4 is chosen
randomly based on the look-up table shown in Table 4.

TABLE 4. Character reference for shifting the watermark.

b: SHIFTING THE ID BASED ON THE CALCULATED SHIFTING
VALUE.
The shifting value for ID (ShiftVal) is calculated by counting
the occurrence of CharRef in CT. The shifted ID (ShiftedID)
is generated by shifting(rotating) the ID’s character ShiftVal-
step to the left.

Suppose we choose a random number, 1, as our
indexCharRef with ‘i’ as our CharRef with nine occurrences
within the chosen cover text. With ‘‘100064701336980’’ as
our ID and nine as our ShiftVal, the ShiftedID for the example
is ‘‘33698010006470’’.

c: COMBINING ShiftedID AND indexCharRef
This step combines indexCharRef and ShiftedID to ensure
that the extraction algorithm can shift back the ID. This
step is conducted by concatenating indexCharRef at the
end of ShiftedID. The combined ShiftedID||indexCharRef is
embedded into CT as the watermarking input (W ) for the ID
embedding process.

d: EMBEDDING THE WATERMARK INPUT (W) INTO CT
The process of embedding the watermark input (W ) is
conducted to embed each watermark element into the CT.
For the ID embedding process, W refers to the ID with
the original message from the author’s social media as the
CT. Embedding the watermark input into the CT begins by
converting each character of the W into a 2-digits decimal
representation (W_Digits). The determined pattern between
the W character and its 2-digits decimal representation is
shown in Table 5. For example, the first character ‘3’ from
the ShiftedID ‘‘33698010006470’’ is converted into ‘‘13’’ as
its decimal representation.

After each character in W is converted, W_Digits is
embedded into the CT using the determined rule of embed-
ding mode, embeddable location, and position setting. The
details of each rule are explained as follows:
i. Embeddingmode. Each digit ofW_Digits is embedded

into the CT using two possible modes. The first
combines CT’s character with a ZWC called Match
Embedding Mode (MM). The second one uses only
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TABLE 5. Look-up table to convert watermark character into digits decimal Representation.

TABLE 6. Mapping type for match embedding mode using the
combination of ZWC and CT character.

ZWC, called Non-Match Embedding Mode (NM),
to represent the digit.
For the MM, every digit in W_Digits is represented

by a combination of one CT character and one ZWC.
The ZWC can be combined with the character before,
after, or before and after the ZWC. As shown in
Table 6, MM is divided into three types based on
which characters are used in MM. These types can
be distinguished by the ZWC type placed between
the characters. The first type of MM with ZWC1
is called Before-ZWC Match Embedding Mode or
BMM, the second one with ZWC2 as After-ZWC
Match Embedding Mode or AMM, and the third one
with ZWC3 as Before-ZWC and After-ZWC Match
Embedding Mode or BAMM.

Suppose the received watermarked CT consists of
‘A’ + ZWC + ‘N’. If the ZWC type being embedded
is ZWC1, then we can take ZWC1 + ‘N’ as the
representation of the digit in W_Digits. If ZWC2 is
used, we can take ‘A’ + ZWC2 as the watermark
representation. Lastly, if the ZWC type is ZWC3, we can
take both ZWC1 + ‘N’ and ‘A’ + ZWC2 for the
extraction process.

TABLE 7. Look-up table for matching embedding mode between CT
character and ZWC.

The CT Character and ZWC pair are being deter-
mined based on the data scraping result to achieve a
higher possibility of finding a suitable MM, especially
BAMM. The bigram of collected messages from data
scraping is ranked based on its occurrence frequency.
BAMM pattern can be generated if the CT character
used for AMM and BMM is adjacent, where the first
character from the bigram is mapped for AMM and the
second character is mapped for BMM.

Based on the number of available character pairs
discussed in Section III-A, there are three possible char-
acter sets for each digit of the watermark representation.
The mapping between each character in the set to the
digits is randomized. The mapping between a digit and
its possible character pair is shown in Table 7.
As for the NM, every digit in W_Digits of W is

converted into a ZWC representation based on the non-
match look-up table as shown in Table 8. As seen on
the look-up table, each digit in W_Digits is represented
using one to two ZWCs. Two to four ZWCs are then
needed to represent one watermark character in NM.
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FIGURE 2. The embedding position setting.

TABLE 8. ZWC representation for watermark digits decimal
representation in non-match embedding mode.

For example, there are two possible ways to embed
the first two digits ‘‘13’’ from the W_Digits. The first is
by separately representing each digit using either AMM
or BMM. The second one uses one ZWC to represent
both digits using BAMM. For the digit ‘1’ AMMpattern,
we can use either ‘‘n + ZWC2’’ or ‘‘h + ZWC2’’ or ‘‘. +
ZWC2’’. The possible BMMpatterns for ‘1’ are ‘‘ZWC1
+ [space]’’ or ‘‘ZWC1 + o’’ or ‘‘ZWC1 + 0’’. The second
digit, ‘3’, can be represented using either ‘‘[space] +
ZWC2’’ or ‘‘u + ZWC2’’ or ‘‘ˆ + ZWC2’’ following
the AMM pattern. While for the possible BMM pattern,
we can use ‘‘ZWC1 + d’’ or ‘‘ZWC1 + j’’ or ‘‘ZWC1
+,’’ to represent the digit ‘3’.

Suppose there is a CT ‘‘Stay alert Impersonators are
sending QR codes to steal your money’’, and the ID is
embedded by consequentially searching for a possible
match in CT. The digit ‘1’ is embedded using the
combination of ZWC1 or ‘‘U+200C’’ + the first space
character on CT. Meanwhile, the digit ‘3’ is embedded
using the combination of the second space character +
ZWC2 or ‘‘U+200E’’ on CT. By using the ZWC men-
tioned in Table 3, the watermarked CT for this example
is ‘‘Stay[U+200C] alert [U+200E]Impersonators are
sending QR codes to steal your money’’.

However, if we changed the CT into ‘‘Fend off
fraudsters by taking this safety measure!’’ we can use

BAMM to represent the ‘13’ with one ZWC. This
condition occurs since the position of ‘‘n + ZWC2’’
for 1’s AMM pattern is adjacent to ‘‘ZWC1 + d’’ for
3’s BMM pattern in the word ‘‘Fend’’. Consequently,
following the BAMM pattern, we can use only one
ZWC3 or ‘‘U+202A’’ placed between ‘n’ and ‘d’ to
represent both digits. Therefore, the watermarked CT
for the BAMM mode of ‘‘13’’ is ‘‘Fen[U+202A]d off
fraudsters by taking this safety measure!’’.

Following those examples, it is clear that combining
CT’s character and ZWCcan reduce the number of ZWC
needed to embed the watermark. Contrary to NM, which
needs at least three ZWCs, using the AMM or BMM,
only two ZWCs are needed to embed one watermark
character. Furthermore, only one ZWC is needed to
represent one watermark character if the CT condition
is fitted for the BAMM pattern.

ii. The rule for embeddable location. As mentioned,
ZWC is used as a hidden symbol for both embedding
modes to represent the watermark. ZWC can be placed
anywhere on text messages. However, on social media,
some special attributes such as emoticons, hashtags,
and links behave differently from regular messages.
ZWC in social media is considered or acts as an
invisible space, such as placing ZWC on those attributes
will affect the functionality of those entities and the
invisibility aspect of the embedded watermark. ZWC
is also getting cut off if placed at the end of the
line on CT. To ensure the watermark is still invisible
and to prevent against watermark’s accidental data loss
on social media messages, there are several rules as
follows:
• No ZWC is placed at the beginning or the end of the
message.

• No ZWC is placed before, in between, and after an
emoji.

• No ZWC is placed in-between social media special
attributes such as hashtags, links, and mentions.

• No ZWC is placed before, in-between, and after ‘\n’
or end of line character.
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iii. Position setting. NM and MM used to represent all
watermark elements are placed in a specific pattern
on CT based on the position setting shown in Fig. 2.
Suppose the CT[k] is used to embed W_Digits[j]
using MM, then the NM pattern used to represent
W_Digits[i : j− 1] is placed at the CT[k− 1]. The
embedding area for the ID embedding process and the
signature and selected hash embedding process are also
regulated to achieve an efficient embedding process. For
this research, since the signature and hash are generally
longer, we limit the ID embedding to only a third of the
length of CT. The signature and selected hash can be
embedded before the first and after the last position of
the ID embedding location on CT (marked by separator’
ZWC3ZWC3’).

Following the embedding mode, the rule of embeddable
location, and the position setting discussed above, the
embedding process is conducted using steps shown in
Algorithm 1. MM is prioritized on the embedding algorithm
to achieve a maximum embedding capacity. Following that,
the W_Digits embedding process is started by trying to find
a matching CT’s character that is suitable to embed the digit
using MM.

Searching for a suitable location or a matching CT’s Char
(matchChar) is conducted for each digit in W_Digits within
all CT’s characters. If no matchChar is found, then the NM
representation of the digit based on Table 8 is collected as a
group in nonMatchZWC. Meanwhile, if matchChar is found,
an embed value depending on the digit’s MM type based on
Table 6 is added into an array (arrayCT) as a tracker to find a
possible BAMM for the next digit. Furthermore, the current
group of nonMatchZWC is embedded into the CT before the
matchChar position.

After attempting to embed each digit using MM and all
groups of nonMatchZWC are already embedded into CT,
we evaluate arrayCT for a BAMM possibility. For every MM
position in CT, ZWC is embedded into the CT following the
arrayCT value based on Table 6.
Finally, a separator character is embedded into CT

before the first and after the last embedding position. This
embedding position includes either MM or NM position on
watermarked CT. This step is only conducted for the ID
embedding process to separate the ID from other watermark
elements.

For the ID embedding process, the outputs of this algorithm
are ID-watermarked CT and the collection of embedding
positions using MM (matchEmbedPos), which are used for
the next hash and signature embedding process.

2) HASH AND SIGNATURE EMBEDDING PROCESS
The hash and signature embedding process aims to
embed part of the message hash and signature into the
ID-watermarked CT. The part of the message hash and
signature is embedded outside the embedding location on
CT. This location refers to before the first and after the last

Algorithm 1 Embedding the Watermark Input (W) Into
CT
Function Embed_W_into_CT:

Input : Cover Text (CT), watermark input (W)
Output: Watermarked CT (CTW), all index of CT

characters used for MM (matchEmbedPos)
arrayCT← [0] × length of CT
CTW← CT
foreach char ∈ W do

W_Digits←W_Digits + 2-digits decimal
representation of char based on Table 5

end foreach
foreach digit ∈ W_Digits do

matchChar← Find an available character in CT
that matched for digit’s MM based on Table 7
following the embedding rule, position setting,
and the rule for embedding location as written in
Section III-B1.d on point i, ii, and iii.
indexMatch← index of matchChar in CT
MMType← BMM or AMM
if matchChar is not found then

nonMatchZWC← nonMatchZWC + ZWC
representation of digit using NM based on
Table 8

else
if MMType is BMM then

indexMatch← indexMatch-1
end if
arrayCT[indexMatch]←
arrayCT[indexMatch] + embed value of
matchChar based on Table 6
CTW[indexMatch – 1]←
CTW[indexMatch – 1] + nonMatchZWC
nonMatchZWC← ’’
matchEmbedPos.append(index of matching
CT)

end if
end foreach
if nonMatchZWC is not empty then

CTW[indexMatch]← CTW[indexMatch] +
nonMatchZWC

end if
foreach matchPos ∈ matchEmbedPos do

zwcMatch← ZWC representation of
arrayCT[matchPos] based on Table 6
CTW[matchPos]← CTW[matchPos] +
zwcMatch

end foreach
Embed separator (ZWC3+ZWC) before the first and
last embedding position on CTW (For the ID
embedding process only)
return CTW, matchEmbedPos

End

position of the separator character. This process consists of
steps as follows:
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TABLE 9. Example for embedding process in proposed method.

a: CALCULATING AND SELECTING HASH
This step begins by cleaning the CT by lowering all the
characters and choosing only alphabet characters and digits
from the original CT. The cleaned CT (cleanCT) is used
to calculate the hash value of the social media message.
The hash value is selected by taking the first N digits from
the hash calculation result with N equal to the length of
matchEmbedPos from the ID embedding process.

b: GENERATING SIGNATURE
Considering the signature length and the computational cost,
we choose to implement a modified scheme of Yaduvanshi
and Mishra [34] and Mishra’s [35]. The scheme is divided
into four stages, setup, user key extraction, signature genera-
tion, and signature verification. On the proposed method, the
setup and key extraction scheme proposed by Yaduvanshi and
Mishra [34] is implemented with hash functions proposed by
Mishra et al. [35]. Two hash function used on this process
are H1 : (0, 1)∗ → Zq∗ and H2 : (0, 1)∗× (0, 1)∗ ×
G × G → Zq∗. Assume a valid setup by a trusted CA
and a key generation stage by a valid author are already
performed before the embedding process. The results of the
setup process are system master key (s) and system public
parameter (G, q, P, Pub, H1(), and H2()). Meanwhile, the
results of the key generation process are the user’s public
parameters (ZID) and the user’s secret parameter (dID). The
signature generation process is conducted as follows:

• Choosing rmID ∈ Zq∗ randomly, where rmID is a
random number corresponding to m and ID using
matchEmbedPos and ShiftVal from the ID embedding
process.

• Calculating S1 = rmIDZ ID ∈ G, where G is an additive
cyclic group of prime order q, generated by point P. G
is defined over a non-singular elliptic curve over a field
of q (E(Fq)) that satisfies y2 = x3 + ax + b with 4a3 +
27b2 ̸= 0.

• Calculating h = H2(cleanCT||ID||ZID||Pub) ∈ Zq∗ and
S2 =

[
(rmID + h)dID

]
∈ Zq∗

• Compressing S1 by selecting only x-ordinate from the
S1 point coordinate.

• Appending ‘0’ at the beginning of the compressed S1
(compressedS1) if y-ordinate is even or ‘1’ if y-ordinate
is odd.

c: COMBINING SIGNATURE AND SELECTED PART OF
MESSAGE HASH
The compressed S1 (compressedS1), separator character
‘*’, S2, and the selected part of the message hash
(selectedHash) is combined for the second watermark
input. The watermark input for this process is W =

compressedS1||‘ ∗′ ||S2||selectedHash.

d: EMBEDDING THE WATERMARK INPUT (W) INTO CT
Watermark input (W ) is embedded into watermarked CT
generated from the ID embedding process, as discussed in
Section III-B1.d.
An example of the proposed method embedding process

can be seen in Table 9. Based on the watermarked CT in the
example, an example of position setting is shown in Fig. 3.
An example of the final result of watermarked CT in social
media (Facebook) is shown in Fig. 4.

3) CALCULATING MAXIMUM EMBEDDING CAPACITY
As has been discussed in Section II-D1, in the proposed
method, the payload for each ELSocialMedia will differ based
on the embedding mode used to embed the watermark
character. Suppose nCEaB is the number of CT characters
that can be embedded with ZWC before and after the
character. Furthermore, the number of CT characters that can
be embedded with ZWC only before or after the character is
nCEoB. The total value of nCEaB is used as the embedding
location for BAMM ELBAMM as shown in (7).

ELBAMM = max (ELSocialMedia, nCEaB) (7)

The total value of nCEoB within unused space in the social
media is used as a location for AMM or BMM ELAMMorBMM
as shown in (8).

ELAMMorBMM = max(ELSocialMedia

−ELBAMM, nCEoB) (8)
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FIGURE 3. Example of position setting implementation in watermarked CT.

FIGURE 4. Example of watermarked text posted on facebook. the result of the proposed method is invisible
on social media.

The leftover character count of social media is used as an
embedding location for NM mode (ELNM) as shown in (9).

ELNM = ELSocialMedia − (ELAMMorBMM

+ ELBAMM) (9)

As has been discussed in Section III-B1.d, the embedding
capacity for each ELBAMM is equal to 1 character.Meanwhile,
the embedding capacity for each ELAMMorBMM is 1/2 and
for each ELNM) is 1/4 character. Following that, for the
worst-case scenario, themaximum embedding capacity of the
proposed method is equal to ANITW. As for the best-case
scenario, the maximum embedding capacity of the proposed
method can be calculated using (10).

Max. ECProposed = (ELBAMM)

+

(
ELAMMorBMM

2

)
+

(
ELNM

4

)
(10)

C. EXTRACTING PROCESS
All watermark elements are extracted and used to verify the
message’s source authentication and content integrity in the
extraction process. As shown in Fig. 1, the extracting process
consists of four subprocesses, converting the ZWC pattern
to watermark digit representation, obtaining the original
signature and part of the message hash, obtaining the original
ID, and signature and text integrity verification process.

TABLE 10. Lookup table to decode CT Bigram.

1) CONVERTING ZWC PATTERN TO WATERMARK DIGIT
REPRESENTATION
This process aimed to rebuild the original CT, collect all
parts of the W_Digits, and store the number of MM found
on watermarked CT. This process analyses each bigram in
the watermarked CT (CTW). First, the original CT can be
retrieved by evaluating whether bigram’s first character is a
ZWC. If the first character in the current bigram is not a ZWC,
then the first character is collected to rebuild the original CT.

Second, we retrieve each W_Digits digit by evaluating a
possible embedding pattern on each bigram. This evaluation
is conducted by analyzing bigram’s decode value. The
bigram’s decode value (decodeValue) is determined by the
bigram’s first and second character combination as shown in
Table 10.

If decodeValue is ‘X’, that means the current bigram is
not included in our embedding pattern such that the current
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Algorithm 2 Converting ZWC Pattern to Watermark
Digit Representation

Function Extracting_the_Watermark_Character:
Input : Watermarked CT (CTW)
Output: received CT without watermark

(receivedCT), an array of W_Digits in
CTW(arrW), the total MM pattern found in
CTW for all W_Digits (arrMatch)

foreach bigram ∈ CTW do
if the first character ∈ bigram is not a ZWC then

receivedCT← receivedCT + first character
endif

decodeValue← decode value of bigram based
on Table 10.
if decodeValue is ’X’ then

continue
else if decodeValue is a decimal or ’*’ then

receivedW.append(decodeValue)
else if decodeValue is BMM/AMM/BAMM then

digitValue← watermark digit representation
of bigram based on Table 7
receivedW.append(digitValue)
matchCount← matchCount +1

else if decodeValue is ’Sep.’ then
arrW.append(receivedW)
arrMatch.append(matchCount)
receivedW← ’’
matchCount← 0

end foreach
return receivedCT, arrW, arrMatch

End

bigram is ignored. If the decodeValue is a decimal ‘0’..‘
9’ or ‘*’, then the digit value is equal to the decodeValue.
If the decodeValue is ‘BMM’ or ‘AMM’ or ‘BAMM’, the
digit value can be retrieved by looking at the look-up table.
The digit value is grouped into one temporary variable called
receivedW. In addition, the number of decode values with
‘BMM’, ‘AMM’, or ‘BAMM’ is also collected to keep track
of MM found in CT.

The W_Digits are grouped into three parts based on two
separator characters in watermarked CT. The first part of
W_Digits is placed before the first separator character. The
second part of W_Digits is placed between two separator
characters. The third part of W_Digits is placed after the
second separator character. Following that, if the bigram
decodeValue is ‘sep.’ which marked a separator, the existing
W_Digits is grouped by appending receivedW into an array
arrW and matchCount into an array arrMatch.

This detail of this process is shown in Algorithm 2.
There are three results for this process, received CT without
watermark (receivedCT), an array of W_Digits parts in
CTW (arrW), and the collection of the number of MM

patterns found from each W_Digits part in watermarked CT
(arrMatch).

2) OBTAINING THE ORIGINAL SIGNATURE AND PART OF
THE MESSAGE HASH
This process aims to extract and separate the original
signature and part of the message hash character from an
array of W_Digits. The input of this process is arrW and
arrMatch extracted from III-C1. The outputs of this process
are selectedHash, compressedS1, and S2 as extracted hash
and signature value. This process consists of the following
steps:

• Getting the W_Digits of signature and part of the mes-
sage hash by combining the first and second elements of
arrW with W_Digits = arrW[0]+ arrW[2].

• Converting each two digits of W_Digits into one
watermark character based on Table 5.

• Separating the signature (compressedS1 and S2) and
selectedHash by taking theWatermark character’s N-last
character as selectedHash, with N equal to the length of
arrMatch[1].

• Separating the compressedS1 and S2 by using the
character ‘*’ position as a reference.

3) OBTAINING THE ORIGINAL ID
This process aims to extract the original author’s ID from
an array of W_Digits. The input of this process is arrW and
arrMatch extracted from III-C1. The outputs of this process
are ID as the original author identifier. This process consists
of the following steps:

• Getting the W_Digits of Signature and part of the
message hash by combining the first and second
elements of arrW with W_Digits = arrW[1]

• Converting every two digits of W_Digits into one
watermark character based on Table 5.

• Separating ShiftedID and indexCharRef by taking the
last character from the watermarks as indexCharRef.

• Shifting the ShiftedID to the right using ShiftVal.
ShiftVal is calculated using the steps mentioned in
Section III-B1.

4) SIGNATURE AND TEXT INTEGRITY VERIFICATION
PROCESS
The watermark element extracted from the previous process
is evaluated to prevent information manipulation by a
malicious attack such as a tampering attack. Two aspects can
be evaluated on the watermarked CT: text integrity and the
author or source integrity.

The text content integrity is evaluated by comparing the
calculated and extracted part of the message hash from
the watermarked CT. The hash value of receivedCT is
calculated and selected using the same step mentioned in
III-B2 with matchEmbedPos = arrMatch[1]. The message
integrity status (integrityStat) is considered valid (TRUE),
or the message content is original if the comparison results
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between a part of the message hash from receivedCT and
selectedHash are equal.

The received message source can be checked by using
the extracted ID. Moreover, the reader can check the author
or user’s validity by verifying the signature component.
Using cleaned receivedCT (see Section III-B2.a), receivedID,
compressedS1, S2, and other parameters as has been dis-
cussed in Section III-B2, the signature verification process
is conducted as follows:

• Recalculating S1 by decompressing compressedS1 by
recalculating y-ordinate from x-ordinate value by con-
sidering the ‘0’ or ‘1’ mark at the start of compressedS1.

• Calculate h = H2(cleaned receivedCT||receivedID
||ZID||Pub) ∈ Zq∗

• The signature verification phase refers to Yaduvanshi’s
method [34]. However, the variable xID is replaced
by rmID. The replacement is conducted because the
proposed method uses different randomization factors
and hash functions, as discussed in Section III-B2.b.
Thus the signature verification is done by comparing
S2P and S1 + hZID. If the comparison holds, then the
signature is valid.

Based on the result of the hash comparison and signature
verification process, there are three possible evaluation
results:

• The content is valid, and the author is legitimate if the
message integrity and the signature verification result
are TRUE.

• The author or message’s source is not legitimate if the
signature verification result is FALSE.

• The message has been modified if the message integrity
is FALSE.

IV. EXPERIMENT RESULT AND DISCUSSION
This section discusses the experiment scenario, result, analy-
sis, and discussion of four watermarking criteria: invisibility,
embedding capacity, robustness, and security.

A. EXPERIMENT SCENARIO
The proposed method applies to any Latin-based platform
that implements the Unicode system. However, to analyze
how bothmethods perform in a real-life application, an exper-
iment is conducted on Facebook and Instagram as one of
the most frequently used social media platforms [39]. The
cover text and ID data are taken from the social media data
scraping. For the experiment, we used 180 social media
covers (Instagram’s caption and Facebook’s post) as the input
CT with its associated ID. Based on the message length
distribution, the CT is divided into three categories, short,
medium, and long. This categorization is necessary since
the embedding capacity in social media will depend on the
cover text length. The experiment evaluates ANiTW and
the proposed method’s performance in four watermarking
criteria: embedding capacity, invisibility, robustness, and
security.

The maximum embedding capacity of ANITW and the
proposed method is calculated based on (4), as mentioned
in Section II-D1. Two scenarios are used to evaluate the
maximum embedding capacity. The first scenario is taken
from the original calculation used in ANITW, assuming
an optimal embedding condition. The available embedding
location is calculated solely based on the maximum character
count on social media (see (2) in Section II-B). All of CT’s
character is assumed to be a suitable embedding location for
ANiTW and the proposed method. On the proposed method,
all available embedding locations are assumed to be suitable
for BAMM (see (7) in Section III-B3). For this scenario,
the embedding capacity is calculated when the cover text
used 25%, 50%, and 75% of the social media maximum
character count. However, in a real-life implementation, the
maximum embedding capacity in social media depends on
the details of the cover text. The maximum embedding
capacity is influenced by the message length, character
combination, punctuation marks, and whitespaces. Following
that, for the second scenario, the embedding location rule of
both methods is implemented within the dataset of real-life
social media messages. The rule will determine the number
of available embedding locations for each message. The
embeddable location for ANiTW depends on the existence
of a punctuation mark, as mentioned in Section II-B.
While the embeddable location for the proposed method
depends on themessage character occurrence as mentioned in
Section III-B1.d.
The invisibility aspect of the ANiTW and the proposed

method performance is compared statistically using the
Jaro-Similarity calculation following (5) and by visual
comparison between the watermarked CT with the original
CT posted on social media as discussed in Section II-D2.
The evaluation is conducted since there are two possible
ways for the reader or an attacker to obtain the watermarked
text, by seeing it visually (e.g., directly seen on social media
message posted on a digital device) and as a string data (e.g.,
obtain the data by scraping process or when the message
is being transmitted). Both methods should be visually and
statistically invisible to avoid suspicion. For calculating Jaro-
Similarity, following (5) in Section II-D2, the original CT
is used as the input st1, and the watermarked CT is used as
st2. For the second evaluation, both methods’ original and
embedded cover text is posted on the associated social media
in the same order. The invisibility aspect of the uploaded
embedded cover text is evaluated visually using the original
cover message as the reference. The embedded cover text for
ANiTW and the proposed method is considered invisible if
there is no visual difference between the watermarked text
and the original cover text.

The robustness of the ANiTW and the proposed method
performance is compared statistically using (6) mentioned
in Section II-D3 following the original evaluation used in
ANiTW. In addition, the robustness of both methods is also
evaluated using a simulation-based experiment to see how
watermark performs under deletion attack (e.g., from an
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TABLE 11. Maximum embedding capacity comparison between ANiTW and the proposed method in social media.

intentional deletion in an attempt of malicious modification).
For the simulation-based experiment, all the watermarked CT
is truncated at the sentence’s beginning, middle, and end,
where the cropped location area varies from 20% to 80%. The
robustness of this simulation-based experiment is calculated
from the percentage of remaining ZWC over the total number
of the original watermark’s ZWC.

The security aspect evaluation focuses on the method’s
text integrity verification system. It is evaluated whether the
ANiTW and the proposedmethod can detect the modification
applied on watermarked CT. Moreover, the possibility of
obtaining the map of the watermark character in ANiTW
and the proposed method is also calculated to evaluate the
probabilities for the attacker to convert the ZWC pattern
to the original hidden watermark character using brute
force.

B. EXPERIMENT RESULT
This section will discuss the experiment result and the
analyses of both ANiTW and the proposed method based on
the experiment scenario.

1) MAXIMUM EMBEDDING CAPACITY ANALYSIS BETWEEN
ANiTW AND PROPOSED METHOD
For the first scenario, where all CT’s character is considered
an embeddable location, the maximum embedding capacity
comparison between ANiTW and the proposed method is
shown in Table 11. As shown in Table 11, the embedding
capacity of the proposed method is higher than ANiTW, with
an improvement of at least 400%. Thus it is shown that, in the
optimum condition, the proposed method is able to increase
the maximum embedding capacity of ANITW.

The embedding capacity of the proposed method is also
higher than ANITW for the second experiment scenario,

where the embeddable location depends on a social media
message condition. For this second scenario, before cal-
culating the maximum embedding capacity, the CT has to
be evaluated to determine whether it is embeddable. The
maximum embedding capacity comparison between ANiTW
and the proposed method for each CT in the dataset is
shown in Fig. 5. As shown in the experiment result, when
the CT is embeddable, the embedding capacity of the
proposed method is higher than ANiTW, with a maximum
improvement of around 400% for CT with ID 160 and
163. This condition occurred because, with the same CT
length, the proposed method can embed more characters
than ANiTW by using the proposed bigram-based character
encoding.

However, there are cases where the CT is unembeddable
using the proposed method, as shown in CT with ID 33 and
48. This condition occurs since CT with ID 33 consists
of only one link. Meanwhile, the CT with ID 48 consists
of only one hashtag. Therefore, the CT has no available
embedding location following the rule discussed in III-B1.d.
Meanwhile, on ANiTW, the CT with ID 2, 3, 6, 12, 21,
24, 34, 39, 42, 48, 54, 60, 77, 83, 89, 108, 132, 141, and
153 is considered unembeddable using ANiTW since no
punctuation mark end a sentence (‘.’, ‘!’, and ‘?’) on the
CT.

The maximum embedding capacity of the proposed
method is greater than the ANiTW method in most cases
of the experiment. The proposed method can achieve a
greater maximum embedding capacity by prioritizing the
MMmethod to embed the watermark. The higher the number
of matching characters found on CT, the lesser the number of
ZWC needed to represent watermark characters. Therefore,
the higher the number of MM methods found, the higher the
maximum embedding capacity. Thus, it is proved that the
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FIGURE 5. Maximum embedding capacity comparison between ANiTW and proposed method (a), (b) on Facebook and (c),
(d) on Instagram.
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proposed method’s watermark mapping is more efficient than
the ANiTW.

2) INVISIBILITY ANALYSIS BETWEEN ANiTW AND PROPOSED
METHOD
Based on the statistical and visual comparison results,
the proposed method performed better in the invisibility
aspect in most experiments. For the statistical comparison,
since ANiTW and the proposed method are embedding the
watermark by inserting the ZWC into the CT, there is no
character transposition or t in the Jaro-Similarity calculation.
Consequently, the statistical similarity between original and
watermarked CT for both methods depends on the number
of matching characters and the length of each CT. The
more ZWC is embedded between the original characters, the
less possibility that two original characters are considered a
match. Thus, it can be concluded that in most cases, the more
ZWC used to embed the watermark, the smaller the Jaro-
Similarity.

The assumption above is proven following the experiment
result, as shown in Fig. 6, where the proposed method
scored higher than ANiTW for the Jaro-Similarity calculation
between the watermarked CT and the original CT. For
the case where the message is embeddable, the proposed
method scored an average of 0.936, whereas ANiTW scored
0.86. This condition occurred because the proposed method
mapping concept is more efficient than ANiTW, such as the
number of ZWC used to embed the same watermark length
is smaller than ANiTW. However, there is a case where the
Jaro-Similarity of the proposed method is less than ANiTW,
as seen on CT with ID 129. This condition occurred because
the length of CT is relatively short, such that any additional
inserted character will increase the number of unmatched
characters and decrease the similarity.

For the visual comparison experiment, the watermark in
ANiTW and the proposed method are considered invisible
if there is no visual difference between the watermarked CT
and the original CT. Using the proposed method, 89.44% of
180 data experimented with is invisible, whereas, by ANiTW,
only 29.44% of all data is invisible. Most of the visual
differences for ANiITW are found in the hashtags, links, and
mentions entities on the watermarked CT.

The ZWC placement of ANiTW can cause visual differ-
ences, as shown in Fig. 7. This condition occurs because
all the entities embedded with ZWC are considered two
separate instances at the last character of a word and
the ‘.’. For example, the hashtag ‘‘#EnergizingYou’’ is
sliced into two, ‘‘#EnergizingYo’’ and ‘u’ and the links ‘‘
https://bit.ly/3LHfPHL’’ is sliced into two, ‘‘https://bit’’ and
‘‘.ly//3LHfPHL’’. Furthermore, visual differences can also
occur in emoticons. This difference is occurred because the
ZWC embedded will contradict the existing ZWC used to
format the emoticon, erasing the existing ZWC function to
show the color choice from the original emoticon. Aside from
the visual, the function will change since those watermarked
entities are linked to a different endpoint.

Thus, it is proven that statistically and visually, the
invisibility aspect of watermarked text using the proposed
method is better than ANiTW.

3) ROBUSTNESS ANALYSIS BETWEEN ANiTW AND
PROPOSED METHOD
The CT length is the same for both ANiTW and the proposed
method. Following that, by using (6), the probability of the
attacker founding the watermark character on watermarked
CT (P(DR)) can be calculated using the number of embedding
locations. The higher the number of embedding locations,
the lower the P(DR) is, and the less robust the watermarked
CT is. Based on the experiment result shown in Fig. 8, for
the case where CT is embeddable, ANiTW scored higher
than the proposed method in 152 cases. The proposed
method P(DR) average is 0.95, whereas the ANiTW P(DR)
average is 0.98. This condition occurred because the proposed
method prioritizes a higher maximum embedding capacity by
maximizing the usage ofMM, such as the embedding location
of each ZWC is more widely distributed on CT than ANiTW.

All the watermarked CT is truncated at the sentence’s
beginning, middle, and end, where the cropped location
area varies from 20% to 80%. The robustness of this
simulation-based experiment is calculated from the number
of remaining ZWC over the total number of the original
watermark’s ZWC. The result of the simulation-based
experiment is shown in Fig. 9. In the case where the
watermarked CT is truncated from the end of the sentence,
the proposed method scored higher than ANITW with an
average of 80.12%, whereas the ANiTWonly scored 45.59%.
However, where the watermarked CT is truncated from the
beginning and themiddle of the sentence, the proposed scored
lower than ANiTW. The proposed method’s average score is
38.20% and 39.63%, whereas the ANiTW score is 61.55%
and 42.90%. This condition occurred because the proposed
method embedding algorithm is designed to find the possible
embedding location for MM starting from the beginning of
CT. This design is necessary since the end of the message
in social media gets truncated when the maximum character
count is exceeded.

4) SECURITY ANALYSIS BETWEEN ANiTW AND PROPOSED
METHOD
For the text integrity verification, the watermarked CT is
modified to simulate the scenario where an attacker has
obtained the watermarked CT, manipulated it, and then
reshared the manipulated watermarked CT on social media.
The manipulation includes the insertion, deletion, reordering,
and replacement of words or characters into the watermarked
CT (e.g., an attacker might do some character insertion to
perform a phishing attack by redirecting other users using the
wrong links as shown in modified watermarked CT with ID
CTE 1 as shown in Table 12). We evaluated both ANiTW
and the proposed method’s ability to detect modification over
the CT, such that it can prevent an attacker from gaining a
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FIGURE 6. Watermarked cover text statistical similarity comparison between ANiTW and proposed method (a), (b) on
Facebook and (c), (d) on Instagram.

VOLUME 11, 2023 24275



N. B. Rofiatunnajah, A. M. Barmawi: Improving ANiTW Performance

FIGURE 7. Visual comparison of social media original CT (Left), watermarked CT using ANiTW (Middle) and watermarked CT using the proposed
method (Right).

malicious advantage. As discussed in Section II-B, ANiTW
considers the received text invalid if the AC < 1. Meanwhile,
the proposed method considers the text invalid if the text
integrity and user authentication verification status are false.

Based on the experiment result, the proposed method
performed better than ANiTW in detecting a modification
implemented on the watermarked CT. ANiTW can only
detect 46.67% out of the total of 180 modified watermarked
CT, while the proposed method is able to detect 93.89%. This

condition occurred because the ANiTW integrity checker
only depends on the changes in the number of words in
watermarked CT. Therefore, modification without changing
the watermarked CT’s number of words will go undetected.
Meanwhile, the proposed method used the hash value of the
message that is able to detect any changes in the original CT’s
alphabet character and digits sequences.

However, there are 6.11% of cases where the pro-
posed method cannot detect the manipulation applied on
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FIGURE 8. Distortion robustness comparison between ANiTW and proposed method (a), (b) on Facebook and (c), (d) on
Instagram.
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TABLE 12. Comparison between ANiTW and proposed method on detecting modification on watermarked text.

FIGURE 9. Comparison of percentage of watermark remain on truncated
watermarked CT.

watermarked CT. Two reasons cause the undetected 6.11%
case using the proposed method, the modification ignorance
and format changes of watermarked CT once posted.
The modification of characters such as ‘!’ or ‘?’ on the
proposed method is ignored. In addition, some links from the
watermarkedCT on Facebook can automatically be converted
into a linked webpage, which results in negative false in the
extraction process.

From the result, we can conclude that in most cases, any
modification of character or number in watermarked CT can
be detected by the proposed method using the part of message
hash and the signature from IBS. While on the ANiTW
method, the text integrity checker based on word as CT’S
instances can still be bypassed, especially using a character
insertion attack.

Another thing to discuss in the security evaluation is the
probability of obtaining the watermark character mapping.
Some attackers may learn the ZWC pattern from the
watermarked text. For example, the attacker may see the
repeating pattern of ZWC representing the user’s name or ID

as proof of text ownership. Using that knowledge, an attacker
can perform an impersonation attack by copy-pasting the
ZWC into their own CT, pretending to be the valid user.
This attack will depend on the probability of obtaining
the watermark character mapping. The security aspect for
ANiTW and the proposed method for this evaluation depends
on the look-up table used to encode the watermark character.
The security evaluation for both methods is conducted based
on the probability of obtaining the map of the watermark
character. Suppose there are n ID characters that are mapped
into x unique code. Then there is a Pxn possible map.

As discussed in II-B, two look-up tables are used in
ANiTW. These look-up tables convert a character into a
6-bits binary string and a 3-bits binary string into 2 ZWC.
Thus, if there is an attack attempted on the ANiTW method,
the probability of obtaining the correct mapping is 1/[P6464 ·

(P98)
2
]. In the proposed method, instead of only guessing

the ZWC-Character map, the attacker must also guess the
embedding mode used. As discussed in III-B1.d, there are
four embedding modes, NM, AMM, BMM, and BAMM.
Following that, the probability of obtaining the correct map in
the proposed method is 1/{P10064 ·shiftVal ·[P

36
10+(P

30
10)

2
·P63]}.

Thus, it is clear that the proposed method is more secure than
ANiTW in terms of the probability of obtaining the map of
the watermark character.

C. DISCUSSION
This section analyses and discusses research findings not
included in the main experiment.

1) COMPUTATIONAL COMPLEXITY
In addition to the four watermarking criteria aspect, we can
also compare the computation complexity of a watermarking
scheme. For both ANiTW and the proposed method, the main
embedding algorithm is divided into two processes: mapping
the watermarking character into the ZWC and placing the
ZWC into a suitable embeddable location. Since the length
of the look-up table is static, there is no significant difference
in the mapping process. Following that, the computational
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complexity between both methods is compared by the
embeddable location searching process.

On ANiTW, the algorithm will search for a punctuation
mark that ends a CT sentence, such as ‘.’, ‘!’, and ‘?’ to
place grouped watermark’s ZWC representation. Suppose
a watermark with a length of L is embedded into a CT
with a length of N , the computational complexity for this
process in ANiTW isO(L). Meanwhile, the proposed method
finds the suitable embedding location for each watermark
character by searching for a suitable CT character following
the rules mentioned in Section III-B1.d. The computational
complexity for this process in the proposed method isO(NL).
Thus, the computational complexity betweenANiTW and the
proposed method depends on the message’s length.

V. CONCLUSION
In order to improve the performance and overcome the
problem of ANITW, this proposed method provides a novel
approach to a text watermarking scheme that embeds a
high-level security component to verify themessage’s content
integrity and source authenticity. To secure the integrity
aspect of social media messages, a part of the message
hash is implemented as a watermark so the system can
detect a malicious modification over a watermarked text.
In addition, to improve the source authenticity, an ID and
signature generated by IBS Scheme are embedded, which
enable the reader to authenticate the received message’s
source easily. Moreover, to improve the performance of
ANITW, a novel bigram-based character encoding and
embedding rule are proposed to enable the scheme to
achieve a high embedding capacity and invisibility. The
bigram encoding can obtain a high embedding capacity,
so a longer hash and signature function can be embedded
into social media messages as a cover text with limited
space. As an impact, the proposed watermarking scheme
can achieve a higher security level. Based on the results
of the analysis result, the proposed method is applicable
as a tool to verify text integrity and source authenticity
without interfering with the functionality of social media
messages. The experiment results proved that the proposed
method is able to overcome the vulnerabilities and improve
the performance of ANITW in terms of embedding capacity,
invisibility, and security. For future works, a modification
and improvement of the embedding mode, position setting,
and embedding location rule on the proposed method can
be evaluated to implement the designed scheme in another
aspect. Repeating the watermarking process with a modified
rule allows the proposed method watermarking scheme to
be used as a copy-control or modification history tracker
for Latin-based text documents. Adding an escape character
into the scheme can also prevent the proposed method’s
false negative extraction process. Moreover, a multi-level n-
gram coding system can also be designed to improve the
embedding capacity such that a higher security level of the
watermark can be implemented. The extraction process can
also be improved by analyzing a higher n-gram value from

the watermarked CT to identify illegal embedding and to add
an error correction feature to the system.
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