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ABSTRACT User authentication is crucial in the digital learning environment to preserve the integrity and
reliability of the learning process. Implicit authentication using biometrics has been proposed to improve
the user experience while resolving the issues that password dominant authentication faces. Implicit authen-
tication does not require explicit user actions as it is a background process that implicitly acquires a user’s
identifying information through sensors embedded within the authenticating devices. To accommodate a
variety of user contexts, context-aware implicit authentication has gained attention—especially in the mobile
device domain—but it has not been fully explored in digital learning environments. This study is motivated
to determine how implicit authentication can observe students’ behaviour without causing disruption to their
learning activity. The study provides a structured systematic review of the existing literature to identify and
discuss the structure of context-aware continuous implicit authentication systems and future directions. The
study found that requirements in the future will be: 1) to consider diverse authenticators to cover all possible
user interactions with online learning environments, including coverage of course participants not engaged
with online exams; 2) to investigate template adaptation to overcome template ageing issues with biometrics;
and 3) to explore evaluation approaches of context-aware implicit authentication systems.

INDEX TERMS Biometric (access control), context-aware, implicit authentication, online learning.

I. INTRODUCTION

The transition from face-to-face learning and teaching to
online learning (E-learning) or blended learning has been the
subject of considerable interest over the last couple of decades
[1] and it has been accelerated recently by the COVID-19
pandemic [2], [3]. In the current climate, online learning and
teaching have become common practice. Moreover, numer-
ous methodologies and learning management systems have
been introduced and applied to deliver and promote online
learning successfully [4], [5]. With the opportunities and
benefits of online learning, there are also unique challenges
encountered including, for example, content management,
effective invigilation of online exams, and online lecture
delivery [4]. Among different challenges in online learning
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environments, the critical risks unique to online learning
models are, impersonation and weak authentication, which
lead to poor trust in the security and integrity of the online
learning model [6]. It is important to ensure that the person
accessing the course resources and performing learning activ-
ities is enrolled in the course [5]. Therefore, authentication
is the key aspect of online learning as a means to retain the
integrity, reliability, and transparency of the learning process
(61, [7].

Most online learning management systems allow learners
to log in to their own course through authentication. Dif-
ferent authentication mechanisms can be applied in online
learning environments including (1) knowledge based (what
a user knows), (2) possession based (what a user has) and (3)
biometrics based (what a user is) [3]. Knowledge based
authentication using usernames and passwords (also known
as password-based) is the most widely applied authentication

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.

VOLUME 11, 2023

For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/ 24561


https://orcid.org/0000-0001-9238-6358
https://orcid.org/0000-0002-5843-101X
https://orcid.org/0000-0003-1419-7580
https://orcid.org/0000-0003-1930-9473

IEEE Access

R. Ryu et al.: Comprehensive Survey of Context-Aware Continuous Implicit Authentication

method, but passwords can potentially be vulnerable and
stolen, leading to a failure to authenticate the genuine learner
[81, [9], [10]. The prime example where this is of concern
involves academic integrity — consider that learner A (who
is the genuine enrolled student) provides their authentication
credentials to person B (an imposter), who then completes
some or all of the learning activities and assessments required
instead of learner A. Such a scenario may be partially mit-
igated by using the unique physiological characteristics of
an individual (e.g., face or fingerprint) for authentication;
therefore, it cannot be shared with others and it is much
more difficult to falsely claim the identity [11]. However, it
is only a partial mitigation strategy as such authentication
occurs only at login time paving the way for the possibility of
impersonation to occur after the initial login phase [12]. For
instance, learner A and a person B are in the same physical
location and after learner A is authenticated, then person
B completes the learning activities for them. Additionally,
physiological authentication techniques create a low level of
user experience as they require users to explicitly engage and
enter authentication information (i.e. explicit authentication)
through sensor activation (and they can also engender privacy
concerns with the biological sample collection [10]).

Considering existing authentication solutions, continuous
implicit authentication was proposed to authenticate a user
continuously without interrupting an activity that the user
is engaged in [8] and [9]. Implicit authentication does not
require explicit user actions as it is executed as a background
(non-interactive) task whilst it unobtrusively builds a user
behaviour profile through sensors embedded in the authen-
tication device [13]. It is considered as a promising authen-
tication method with recent, increasing scrutiny as a method
to enhance the usability of an authentication system [8], [9],
[10], [14]. Implicit authentication has, however, the poten-
tial for poor authentication performance in practical applica-
tions as the performance tends to be impacted by associated
environmental conditions [9], [15]. This leads to research
interests in the study of context-aware implicit authentication
systems — such systems will dynamically adapt authentica-
tion outcomes to include the contextual information such as
environmental lighting and sound conditions, motion, body
posture, body gesture, etc. [9].

Despite the great potential of a context-aware continuous
implicit authentication mechanism, implicit authentication
has not been widely applied throughout the entirety of an
online learning environment, although some studies and com-
mercial sectors have investigated its possibility for online
invigilation during exam sessions [4], [6], [16], [17]. There
are several studies where intensive reviews and surveys are
performed to investigate online learning systems as a whole
[1], [18], or they are focused on online exams [4]. Further-
more, there are few attempts to analyse the authentication
perspective in online exams [19] or online learning plat-
forms [6]. While these works provide valuable insights on
authentication in online learning environments, they are not
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concerned with unobtrusive authentication of users consid-
ering the potential of contextual changes in online learning
environments. There is a lack of studies that systematically
analyse and summarise the current state of context-aware
continuous implicit authentication applied in online learn-
ing environments in the literature to the best of our knowl-
edge. Therefore, this paper sets out to systematically review
context-aware continuous implicit authentication in online
learning environment with the further aim to reveal the gaps
in the literature covering the most up-to-date mechanisms.

It establishes a research roadmap to foster advances in the

field and to influence real-world implementation. The contri-

butions of this article are:

1. The provision of a detailed analysis of the most up-
to-date academic literature about context-aware con-
tinuous authentication approaches in online learning
environments;

2. identification and discussion of current research chal-
lenges and limitations;

3. suggestions for future research directions through the
identification of gaps in current research.

The rest of the article is organised as follows. First, the

paper introduces relevant context-aware continuous implicit

authentication concepts in Section II to aid with interpre-

tation of the survey methodology described in Section III.

Section I'V analyses and summarises the design of the contin-

uous implicit authentication systems found in the literature.

Section V discusses the gaps identified through analysis to

provide a roadmap for future research. The paper closes with

a conclusion in Section VI.

Il. CONTEXT-AWARE CONTINUOUS IMPLICIT
AUTHENTICATION SYSTEMS

A. THE NEEDS OF A CONTEXT-AWARE CONTINUOUS
IMPLICIT AUTHENTICATION SYSTEM

In online learning environments, the system should ensure
that the learner who is indeed enrolled in the course is the
actual individual who completes all course activities [6], [7].
Although there are various user authentication approaches
applied in online learning environments, it is still susceptible
to identity misuse.

Identity misuse occurs when the learner actively gives
access to their account to someone else, or their account
is accessed by unauthorised parties who have attacked the
authentication process (typically via the use of stolen cre-
dentials) [20]. The former case has already been described
as a form of academic misconduct [20]. The latter misuse
occurs when password-based authentication techniques are
used through attack methods such as shoulder-surfing attacks,
touchscreen smudge attacks, hash-lookups in pre-computed
rainbow tables and brute-force approaches using heuristics
and extensive dictionaries [8], [9], [10] are used. By their very
nature, online learning environments allow students to access
the system remotely. The hosting educational institution has
no control over remote students, and this places an added
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essential requirement on the learning management system to
ensure the learner is a legitimate registrant on the system,
especially when assessments are concerned [4], [20].

Compared to password-based authentication, biometric
techniques such as face or keystroke recognition can reduce
the issues of credential sharing and attacks (e.g. shoulder-
surfing attacks) while achieving high authentication accu-
racy [3], [4]. Although biometric systems represent a robust
method to authenticate users, challenges have been reported.
As demonstrated in previous studies, some biometric features
can change over time (for example, through ageing), and
environmental conditions may also significantly influence the
quality of the captured data (such as illumination, noise, and
even pose). As a result, the biometric sample used to authen-
ticate a user may no longer match the reference biometric
features of the enrolled user [9], [11], [21], [22]. Samples
collected during the user enrolment phase of authentication
may not be representative for all possible conditions that
may be encountered during the recognition phases. A simple
physical change such as the distance between the sample
capture device (like a camera) and a user can vary between the
enrolment and recognition phases —which then highlights
the need for a normalisation process of the data to amelio-
rate such variances. Another reason previously mentioned
is due to physiological changes related to time [22], [23].
Physiological characteristics (e.g., face) are altered over time
due to factors like wrinkles, injury, weight loss and gain.
Sometimes illness or related treatment may impact on speech
and behaviour: for example, a broken ankle will severely alter
a user’s gait, a broken nose may alter the facial geometry.
In short, intra-class variability can decrease the authentication
performance of the user in the system [9], [24].

There is a possibility of identity impersonation after the ini-
tial login phase since such authentication occurs only at login
time [12], [25], [26]. Additionally, some biometric techniques
require users’ explicit engagement to provide authentication
information through sensors; therefore, the level of user expe-
rience may reduce as a user requires active engagement for
authentication [10].

B. THE DEFINITION OF A CONTEXT-AWARE CONTINUOUS

IMPLICIT AUTHENTICATION SYSTEM

A context-aware continuous implicit authentication system

has three key characteristics:

1. Context-awareness: the authentication system takes into
account contextual data to adapt its operations [27]. The
context, — also known as contextual data — is considered
to be any information that may affect the authentication
process (such as environmental conditions, operative con-
ditions, type of usage, etc. [9]). An awareness of context
allows the authentication system to adapt accordingly,
e.g., by examining the operational environment and subse-
quently considering the best approach to react to changes
in the environment. An example might be visible wave-
length images sampled under low light levels to authenti-
cate a physical feature may cause another authentication
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factor to be used instead. Related studies have proven the

importance of considering contextual data in improving

the authentication performance [9], [24], [28], [29], [30].
2. Continuity: the system has the ability to monitor a

user’s identity continuously during sessional use of the

accessing device(s) to avoid issues arising from one-time
authentication.

3. Non-intrusiveness: the system uses implicit authentication
(IA) methods to authenticate a user without interrupting
user-device interactions or requiring explicit participation
during the authentication process [31]. IA harvests data
about the user unobtrusively as a background task and
it samples authentication data at regular and potentially
short intervals (approaching continuous sampling) with-
out requiring dedicated user action [31], [32], [33]. In gen-
eral, IA does not rely on explicit input (e.g. PIN, Password,
fingerprint, etc.) to authenticate a user but it closely refers
to the behavioural record of the user [34]. The behavioural
record should contain distinctive and measurable patterns
of device usage that can be sampled without requiring
deliberate user actions [28], [34].

This paper defines a context-aware continuous implicit
authentication system as a system that authenticates users
with an unobtrusive approach that can modify its process
and/or structure based on contextual data to improve authen-
tication accuracy and performance.

lll. METHODOLOGY

The main objective of the study is to investigate the field

of context-aware continuous implicit authentication systems

in online learning to identify the knowledge gaps and the

direction to advance research. Therefore, the study uses a

systematic literature review method, which is a structured

way to synthesise the knowledge available from primary

studies in the research field [35].

The guiding research question is “How are authentication
systems designed and implemented in online learning plat-
forms to authenticate a user unobtrusively and continuously
whilst considering contextual information?”’ . The paper anal-
yses the proposed system based on the research categories
below:

1. Authenticator: what are the resources used to authenticate
users?

2. Authentication process: what is the purpose of the authen-
tication process?

3. Machine learning techniques: what are the machine learn-
ing techniques used in the authentication process?

4. Contextual information: what contextual information is
considered in the system and how does the system change
its reactions based on the contextual information?

This paper uses the search phrases ‘“‘continuous context-
aware implicit authentication”, ‘‘continuous adaptive
implicit authentication” and ‘“‘continuous risk-aware implicit
authentication”. The discovered literature is then filtered
through the specific scope: online learning or e-learning.
Based on the search terms, after removing duplicates,
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we obtain a set of 1,766 research papers that were published
from 2017 through to 2021. The following exclusion criteria
are applied in order to increase the relevance of the papers
selected for this study.

Documents were excluded if:

1. The publication format is other than peer-reviewed aca-
demic journal or conference paper;

2. The paper could not be retrieved using ACM digital

library, IEEE explore, ScienceDirect, Scopus, or Web of

Science;

The publication language was not English;

4. Another paper by the same authors supersedes the work,

in which case the most complete (recent) work was

considered;

It is a short paper/poster/review paper;

6. The focus is not on the design of continuous context-aware
implicit authentication systems in online learning; or

7. The approach is described through non-specific generali-
ties and not enough details were provided that addressed
the research questions.

A final corpus of 17 papers was selected for a detailed
review. Each paper was reviewed based on the research cat-
egories defined above. The literature is then examined to
identify gaps and challenges to provide a roadmap for future
research possibilities.

hed

hd

IV. ANALYSIS AND RESULTS

The corpus is sub-categorised according to the scope
of authentication: 1) authentication for online learning
platforms (OLP) to access learning materials and learning
activities, 2) for online exams only, and 3) for virtual labo-
ratory (VL). For most studies, authentication and invigilation
of online exams (12 out of 17 papers) are the target area
where proposals are made to use continuous authentication
that considers contextual information in order to improve
authentication performance. It is also observed the increase
in the number of publications after COVID-19 outbreak
even though research apparently decreased between 2017 and
2018 (Figure 1). It can be interpreted that there is an increase
in the interest on how to secure online learning platforms due
to the fast, forced transition to learning online.

A. AUTHENTICATORS

Authenticators are the managed resources used in an authen-
tication system as a main factor to acquire user identity ver-
ification information. Authenticators are widely categorised
into three categories as biometric, knowledge-based and pos-
session based. The usage of authenticators implemented in
this work, however, is divided into two categories: biometric
based and knowledge based (Table 1). It is observed that there
was no published use of possession-based authenticators for
authentication in online learning environments.

The flexibility of authentication systems can be improved
by adding diverse sets of authenticators for different sce-
narios [47]. Face and keystroke dynamic authenticators are
supported by the majority of the surveyed works while other
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The number of papers published (2016-2021)

2016 2017 2018 2019 2020 2021
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FIGURE 1. The number of candidate papers published in each year
from 2016 to 2021.

TABLE 1. Overview of authenticators applied in authentication system.

Scope Paper ' Biometrics K
F Fi MK T WV S G B P
[12] X X X
[36] X
[37] X X X X
[38] X X X X X
[39] X X
[40]
Exam [41] < X
[23] X
[42] X
[25] X X X
[43] X X
[44] X
[21] X
[26] X X X X X
oLp [45] X X
[16] X X X X
VL [46] X

Legend: K. = Knowledge-based; F = Face; Fi = Fingerprint; M =
Mouse Dynamics; K = Keystroke Dynamics; T = Touch; W = Writing
Style (text); V = Voice; S = Speech; G = Gaze (Eye movement); B =
Behaviour Profile; P = Password.

features (e.g.., fingerprint, mouse movement, speech, etc.)
are less common authenticators (Figure 2). The implication
is that samples of face and keystroke dynamics can be eas-
ily collected using standard computing devices without any
additional hardware [12], [26]. In addition, face and keystroke
dynamics can be captured automatically and continuously
without interrupting a user’s interactions with the accessing
device during the entire online interaction session [12], [16].
One paper that uses both keystroke dynamics and passwords
as authenticators applies the keystroke dynamics as an addi-
tional assurance for a password [45]. For example, a password
is required from the user as a first factor of authentica-
tion, and keystroke dynamics of the password input itself is
used as an additional assurance of authentication behind the
scenes. Behavioural characteristics, in particular, are included
more frequently in authentication rather than physiological
traits and knowledge-based authenticators. The reason for
this choice is that behavioural traits are good candidates for
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continuous authentication purposes compared to physiologi-
cal characteristics, since the user can be implicitly detected
without requiring explicit interaction.

Authenticators used in the surveyed papers
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FIGURE 2. The frequency of authenticators used in the survey paper.

B. AUTHENTICATION PROCESS

The authentication process can be categorised into two
sub-processes based on purpose: i) identity assurance and
ii) authorship assurance for fraud detection. Authentica-
tion verifies a user’s credentials using the system’s defined
authenticator to ensure that the users are who they ‘say’ they
are. The identity assurance ensures the identity of the learners
in online learning environments while authorship assurance is
concerned with the identity of the creator of user-generated
content in order to ensure that the learning outcomes are
achieved by the authenticated user [40], [48], [49]. Table 2
provides the overview of the authentication process in the
surveyed papers and what authenticators are used for identity
assurance and authorship assurance.

1) IDENTITY ASSURANCE
Identity assurance is the first and primary step in the authen-
tication process for online learning [48]. It is important to
have an effective identification strategy to track the user’s
activity and progress in online learning environments [40],
[48]. Identity assurance starts with the pre-registration of a
user through the acquisition and recording of a user’s infor-
mation using the authenticator. Regardless of the type of
authenticator used, an accurate identity template should be
created prior to the identity assurance process. The authenti-
cation system then compares the real-time collected sample
to the template that has been generated during the enrolment
process [48].

It is observed that the majority of the surveyed papers
investigate the use of the face as a main authenticator for

VOLUME 11, 2023

TABLE 2. Overview of the authentication process detailed in the surveyed
papers with the use of authenticators in each process.

. Authorship assurance
Scope Paper  Identity assurance (Fraud detection)
Face, Mouse,
(12] Keystroke
[36] Keystroke
Password,
(371 Fingerprint Eye-Gaze
Computer monitoring,
[38] Face Text, Speech, Eye-Gaze
Password,
[39] Behavioural Behaviour analysis
profile
Exam . .
[40] Face, Voice ertl(rilg/quglarlsm
etection
[41] Face, Keystroke Face, Keystroke
[23] Face Face
[42] Keystroke Keystroke
Face, Fingerprint,
(23] Keystroke
[43] Face Eye-Gaze
[44] Keystroke
[21] Keystroke Keystroke
Face, Mouse,
[26] Keystroke, Touch,
OLP Voice
[45] Keystroke Keystroke
[16] Face, Keystroke, Behaviour analysis,
Voice Computer monitoring
VL [46] Face Face tracking

identity assurance. This may be because: i) facial recog-
nition has shown a high accuracy rate consistently in the
literature facial recognition has shown a high accuracy rate
consistently in the literature [16], [23], [26]; ii) real-time
facial recognition can leverage commonly integrated web-
cams in the authenticating device [46]; and/or iii) a face
cannot be lost or forgotten (ignoring trauma and/or deliberate
masquerading) [40].

Among the behavioural authenticators, keystroke dynam-
ics is the most popular characteristic used for identity assur-
ance. The reasons for this choice are: 1) it can be used with
password for additional assurance; ii) it does not require
additional hardware; and iii) it can collect the data pas-
sively. Continuous face and keystroke dynamic authentica-
tion verify a user during an entire session which can detect
fraud/cheating as an alert can be raised if a user has been
replaced by other individual [12], [14], [16], [25], [26], [36],
[44], [45], [46]. The surveyed papers use both static and free-
text keystroke dynamics to verify a student’s authenticity by
collecting keystroke information during the overall online
learning process, which includes factors such as how the user
manipulates text, how they capitalize letters and the position
of the control keys used [45].
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2) AUTHORSHIP ASSURANCE

Authorship assurance is another critical factor in the learners’
authentication process [48]. Authorship assurance is more
focused on verifying the user activity continuously; therefore,
it is observed that the authenticator used for authorship assur-
ance is chosen depending on whether it can monitor a user’s
continuous activities. Authorship assurance can be confirmed
though cheating behaviour detection.

Cheating behaviours include: 1) the presence of alternative
or additional people in an assessment session for an individual
[16], [38], [43]; 2) abnormal eye movement indicating the
user is looking elsewhere for the answer [37], [38], [43]; and
3) the use of non-permitted devices/sources [16], [38], [43].

Vision and audio technologies which use face, speech,
or voice detection are widely used to detect whether there are
multiple people present during the session. Audio detection
determines whether there are any unnecessary conversations
occurring [16], while face recognition is used to detect 1) only
one person is in view, whether this person is the person who
was authenticated at the beginning of the session [16], [23],
[41] and/or 2) if multiple faces are detected [16], [38].

Tracking eye movement (including gaze monitoring) is
the most popular method to detect cheating behaviour dur-
ing online exams [37], [38], [43]. Although an abnormal
gaze does not directly mean the confirmation of cheating
behaviour, it is an important clue to suggest the possible
subsequent cheating actions [38]. Two studies monitor and
detect abnormal gazes of the user along with face recognition
[38], [43]; while Bawarith et al. [37] continuously senses eye
tracking without face recognition.

The use of non-permitted devices/sources are detected
through computer monitoring or device detection using
images captured from web cameras [16], [38]. The activity
within the devices of the users who are doing the assessment
activity is also monitored [16]. The most common method of
computer monitoring is observing active windows running in
the system [16], [38]. Apart from the detection of active win-
dows, Labayen et al. [16] explored additional tools to monitor
the computer’s activity including the detection of the run-
ning process, peripheral devices connected to the computer,
browser history, screenshots, device information such as IP
address, operating system, etc. It is expected that including
information associated with various monitoring techniques in
the analysis of the authenticity of the student may provide a
more comprehensive authentication and invigilating process
[16]. Texting/messaging and phone detection are performed
through a camera to prevent cheating arising from reading
non-permitted text or phone usage [38].

C. MACHINE LEARNING IN THE AUTHENTICATION
PROCESS

Machine learning (ML) is a branch of artificial intelligence
that enables systems to recognise patterns in data and to
predict outcomes using a mixture of algorithms and sta-
tistical models without explicit instructions [50]. ML has
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been widely applied to construct a verification model for
authentication by building a mathematical model-based train-
ing dataset — predictions (regressions), classification and
pattern recognition. The various ML techniques are utilised
to analyse videos, images, sounds, etc. [24], [36], [38], [42].
This section discusses the different types of machine learn-
ing techniques used for feature detection and verification in
authentication systems.

1) FEATURE DETECTION

OpenCV [51] is an open-source library of computer vision
and object detection techniques, which is widely applied to
face recognition. It has been used for face recognition sys-
tems to save development time with the Principle Component
Analysis (PCA) method [46]. However, OpenCV’s existing
face tracking algorithm does not scale and/or perform well in
real-world environments for continuous authentication pur-
poses [12]. Traoré€ et al. [12] modified the tracking algorithm
to work with individual face frames sent to the system for
recognition without requiring a specific number of frames
before decisions can be made.

YOLO (You Only Look Once) [52] is a neural network
used to detect objects in real-time. It has been widely applied
for face detection in literature due to its speed and con-
venience — it scans an image only once for object detec-
tion while other systems need several analytical passes on
an image for detection [43]. YOLO with a Convolutional
Neural Network (CNN) feature extractor has been applied
to detect faces during an exam [43], while Ganidisastra and
Bandung [23] combined two different deep learning face
detection methods, Multi-Task Cascaded CNN (MTCNN)
and YOLO-face, to detect the faces under various light and
pose conditions.

2) VERIFICATION/CLASSIFICATION
For face verification, deep learning algorithms are a fre-
quent method applied in authentication systems. The FaceNet
model for face recognition provides high accuracy in verifi-
cation and identification [23]. VGG Face [53], which uses
the CNN architecture for recognition, is widely adopted
in the literature since it is proven to be very effective in
image recognition and classification compared to FaceNet
and the DeepFace system [41], [43]. Two reviewed papers
[16], [46] use different verification/classification methods for
face recognition such as the Nearest Neighbour algorithm
[46] or FaceBoxes methodology to optimise GPU usage [16].
For keystroke recognition, Subash and Song [42] compare
the authentication accuracy with different classification algo-
rithms: Multi-Perceptron (MLP) algorithm [54], CNN [55],
Naive Bayes (NB) [56], and Decision Tree (DT) [56] to find
the best classification methods and proposed architectures in
their study. The combination of CNN and Recurrent Neural
Network (RNN) models has been applied to learn the personal
keystroke input for continuous authentication to improve the
performance of authentication accuracy [16].
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Ensemble-based classification — when the system uses
multiple authenticators to authenticate the user — is used
as it reduces the errors in predictions in the model due to
variance, bias and noise [38], [43]. One of the surveyed papers
investigates four supervised classification algorithms: DT,
Logistic regression, k-nearest neighbours scheme and a NB
classifier for the continuous analysis of face and keystroke
during the session [41].

It is observed that various machine learning techniques
are applied to the system; however, there is a lack of dis-
cussion on the impact of the machine learning technique
during the authentication process in terms of accuracy and
efficiency. There is the trade-off between system performance
and strength with the adoption of machine learning tech-
niques for the biometric authentication system [57], however,
most studies are focused on the accuracy of the authentication
system while neglecting the computation complexity and
latency caused by the machine learning which influences the
resulting usability of the system.

D. CONTEXTUAL INFORMATION

A authentication system’s behaviour may be affected through
the inclusion of contextual information [9]. Such information
is usually considered in attempts to improve the system per-
formance (Table 3).

User activity is the most popular contextual information
that is considered in the literature. Depending on the mea-
sured interactions between a peripheral device and the user,
the system may initiate another authenticator to identify the
user [12], [37]. For instance, if the user has less mouse and
keyboard interactivity, the system may then initiate a face
authenticator, or alternatively, when user eye-tracking mon-
itoring fails, re-authentication may be required using finger-
prints [37]. Haytom et al. [41] activates keystroke dynamics
only when the input text is longer than the equivalent of
one page of content; otherwise, the face is the main user-
verifying authenticator. The engagement between users and
online learning courses is also considered as contextual infor-
mation to detect abnormal behaviour and build the student’s
profile [39], [42], [45]. For example, to build a more compre-
hensive template for keystroke dynamics, the length of words,
repetition of the word and the number of words found in the
student’s writing are considered [21].

External conditions such as illumination or noise in the
background of images have a significant impact on the
recognition performance of physiological biometric traits
(e.g., face) since it impacts on the quality of the data collected
from the user. Therefore, studies take into account external
conditions so that the system can adjust its parameters during
the recognition process [16], [23], [41], but the approaches
on how to use external condition contextual information in
the recognition process differ. Since the quality of the facial
images is a crucial factor which determines the accuracy of
the recognition performance, if the image quality is too low
it is discarded [41]. Different body movements or poses also
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influence the authentication performance. Hence, Ganidisas-
tra and Bandung [23] collect the face images with various
poses and lightning conditions during the registration phases,
then update the face data during the online lecture session
using incremental training, which adds new data to the train-
ing dataset. Interestingly, human-interruption is proposed by
Labayen et al. [16] when the quality of vision and audio do
not meet the required threshold(s).

Regardless of the type of biometric authenticators, biomet-
rics change over time due to various factors such as physical
ageing, emotional status, etc. Therefore, updating the refer-
ence of the biometric traits over time has been suggested so
that the most accurate authentication based on contemporary
biometric features can be achieved [36], [46]. The emotion
of the user is also considered during the collection of data
by relating each sampled feature to a user’s emotional status
[36], [43].

Fenu et al. [26] suggested a system which integrates with
five biometric subsystems by applying a reliability mea-
sure. The reliability measure considers the context where the
matching score for the classification is computed rather than
just selecting the score based on the quality of input data. The
reliability of the system is calculated considering the device
that the user is using and the interaction between the device
and the user. It helps to identify which device that is coupled
to the system can achieve more accurate authentication of the
user, which can then enable suggestions as to which device
should be used for example, for online exams.

TABLE 3. Overview of the contextual information considered in the
literature to improve authentication performance during sessions.

Scope | Paper E U B T Em SB TR
[12] X

36] X X

37
38
9
0

AW

Exam

it e W e S Y S W B i W

[ye)
N

OLP

~

5
16
VL 46] X

Legend: E = External Conditions (e.g. light, noise, etc.); U = User
activity; B = Body movement/Pose; T = Time; Em = Emotion; SB =
Soft Biometrics (clothes, gender, skin colour, etc.); TR = Technical
Resources
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E. EVALUATION APPROACH
The evaluation of authentication systems is important to
ensure the feasibility of the system as a safeguard of online
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learning environments. Various evaluation approaches have
been performed in the literature to provide assurances of
the online learning environment’s security trustworthiness
(Table 4).

TABLE 4. Overview of the type of datasets used in system evaluation.

Type of
Scope | Paper dataset Dataset
. Public: AT&T Face Database,
Public
12 d Yale Face Database,
(2] P:il\l/ate Yale Face Database B
Private: 11 participants
[36] Private 8 participants
[37] Private 30 participants
[38] Private 24 participants
[39] N/A MATLAB simulation
[40] Private 3500 participants
Exam [41] Private 30 participants
[23] Private 4 participants
[42] Public CMU benchmark
ORL database
Yale face database
. FASSEG database
[25] Public FVC 2004
Keystroke: : Killourhy and Maxion
(58]
[43] Private 4 participants
Public Public: Data from the articles :
[44] and Killourhy and Maxion [58], Sun,
Private Ceker and Upadhyaya [59],[60]
v Private: 27 participants
[21] Private 60 participants
26 - -
OLP [26]
[45] Private 8 participants
[16] Private 350 participants
VL [46] Private 30 participants
1) DATASET

When the system requires continuous authentication of a user
while considering the context of the environment, the dataset
used in the system is expected to contain several samples
per user captured over time under uncontrolled circumstances
[22]. One study — [12] — is an exception as it uses both
public and private data. But otherwise the majority of the
papers reviewed collect data from participants to evaluate the
system instead of using available public datasets (Figure 3).
Due to the limited availability of suitable public datasets
for evaluations of authentication systems for online learning
environments it is difficult to generalize these evaluations for
comparison purposes [38].

The datasets collected by the surveyed researchers range
from 4 to 3,500 participants. Other than the TeSLA
project [40], which is a collaboration between seven uni-
versities, most of the reviewed papers have fewer than
30 participants — the small number of participants may

24568

The type of data used in the surveyed paper

x o o

Number of papers

2 ]
0

Public
Type of datasets

Private Public and Private

FIGURE 3. The type of datasets used in the surveyed papers to evaluate
the proposed system.

create doubt in the validation results of the reviewed authen-
tication systems.

Some of the data are collected in controlled environments
such as typing a pre-defined sentence to collect keystroke
data [36] or typing a password [45]. Alternatively, there are
attempts to collect dynamic datasets by scheduling different
experimental sessions to justify the use of a context-aware
continuous authentication system.

When detecting cheating behaviour, participants are asked
to actively cheat through various activities while completing
an exam without any instructions on what cheating behaviour
to perform or how to perform it [37], [38].

Zamfiroiu et al. [45] collect two types of keystroke datasets
with different usage purposes — static text from entering a
password and dynamic text while sitting an exam. The static
dataset which is acquired through typing a password is then
utilised for one-time authentication to access an exam session
while keystroke data collected from dynamically entered text
is used to verify the student’s identity after taking an exam.

Different experiments are undertaken to collect more
dynamic data to prove that the authentication accuracy has
improved in their studies [16], [23], [41]. The external con-
ditions (lighting, occlusion and background noise) and user
activity (distance between the webcam and the user, pose,
and expression) were manipulated while collecting the face
dataset to acquire a variety of face images [23], [41] Gani-
disastra and Bandung [23] collect different facial images for
participants by varying pose, lighting, occlusion, expression
and distance between the camera and the participant while
Haytom et al. [41] acquire different biometric data (face and
keystroke) under three different experimental sessions with
different purposes. The first session is targeted to collect a
variety of facial images in both controlled and uncontrolled
environments through the variation of the light, pose and
background images. Keystroke data is acquired in the sec-
ond session for a day without pre-defined text. The third
experiment is focused on the collection of fraudulent data
with audio, image and keystroke dynamics data. Instead
of setting up different environments to collect the specific
dataset, each experiment is held with different assessment
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activities involving different e-learning institutions in dif-
ferent countries [16]. This enables the collection of large
datasets reflecting real-world activities as they occur on the
learning platform, and as a consequence a more complete
experience of the biometric authentication and invigilating
systems is obtained.

Different public datasets are also utilised to evaluate some
of the systems proposed in literature since a number of pub-
lic datasets are available for face and keystroke dynamics
[12], [25], [42], [44]. With public datasets, a system can be
evaluated with the large number of datasets to explore the
feasibility and effectiveness of the authentication framework
[44]. As a general principle, evaluation results are more
statistically significant and trustworthy if a higher number
of users are engaged for the performance experiments [22].
It is also important, however, to have a comprehensive dataset
which has varied environmental and behavioural contexts to
effectively evaluate context-aware systems [11], [22].

2) EVALUATION METRICS

Different evaluation metrics have been applied in the litera-
ture to assess the recognition performance of context-aware
continuous implicit authentication systems. The evaluation
metrics are categorized into 1) technical and 2) user evalu-
ation (Table 5).

a: TECHNICAL EVALUATION

Technical evaluation involves monitoring the error rates of
the authentication system in order to improve the recogni-
tion performance [22]. The most popular evaluation metric
applied is a matrix based on the confusion matrix (known
as the contingency table, —Table 6) which contains four
cells, and using the confusion matrix, four different aspects
of performance can be measured [12], [23], [25], [36], [37],
[38], [42], [43], [46].

Several metrics used to assess the recognition performance
of biometric systems are also common to the evaluation of
other authentication systems such as False Acceptance Rate
(FAR), False Rejection Rate (FRR) and Equal Error Rate
(EER). FAR calculates the ratio of imposter attempts that
were wrongly classified as an authentic user by considering
the rate where the system fails to obtain a biometric sample.
In contrast, FRR considers the rate of authentic user attempts
that were incorrectly classified as an imposter with the pos-
sibility of a failure of acquiring a biometric sample [22]. The
EER can be calculated through finding the points where both
FAR and FRR are equal — the lower the EER value, the
higher the accuracy of the biometric authentication system.

Since some of studies are focused on invigilation as well as
authentication, other approaches have been used to evaluate
how the system detects cheating [38], [44]. Average monitor-
ing cycles to catch cheaters (CTC) and average false rejection
counts (FRC) are calculated to evaluate how effectively the
keystroke continuous authentication system detected cheaters
[44]. Atoum et al. [38] evaluated a proposed system using
two different approaches: a segment-based metric and an
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TABLE 5. Summary of evaluation approaches and indicators used in
surveyed papers.

. # of
Approach Indicator papers Paper
[12, 23, 25, 36-38,
Accuracy 9 42,43, 46]
Precision 4 [16, 25, 37, 42]
. Sensitivity
mca‘t’rrfs;‘;‘; g (Recall, 4 [16, 25, 37, 42]
TPR)
F-measure 3 [25,37,42]
Specificity
(TNR) 2 [25, 37]
FAR 7 [21, 25, 38,41, 42,
Common in (FPR) 44, 45]
biometric FRR 5 [21,25, 41,44, 45]
systems (FNR) T
o EER 2 [41, 44]
g
§ Cheating- TDR 1 [38]
s focused CTC/FRC 1 [44]
g Kappa 1 [42]
= statistics
< Others .
3 Authentica 1 (39]
&= -tion level
Time 1 [23]
Efficiency Disk usage 1 [23]
Computati 1 (38]
on cost
Long-term
stability ! [26]
Effectiveness D:r‘;ctie(/):t
. 1 [26]
agnosticis
m
Usability
(Disturbance) ! [26]
Security 1 [26]
User evaluation Usgr 3 [16, 40, 46]
Experience

Legend: TPR (True Positive Rate); FAR (False Acceptance Rate); FPR
(False Positive Rate); FRR (False Rejection Rate); FNR (False Negative
Rate); EER (Equal Error Rate); TDR (True Detection Rate); CTC (Cycles
to catch cheaters); FRC (False Rejection Count)

TABLE 6. A confusion matrix used for biometric authentication systems
with the formulas of accuracy, sensitivity, specificity and F1- measure.

Unauthorised user
(Negative)

Authorised user
(Positive)

Grant Access

(Positive) True Positives (TP)

False Positives (FP)

Deny Access False Negatives
(Negative) (FN)
Accuracy = (TP + TN) / (TP+TN+FP+FN)
Sensitivity (True Positive Rate (TPR), Recall) = TP / (TP+FN)
Specificity (True Negative Rate (TNR) = TN / (TN+FP)
F1-measure = 2TP / (2TP + FP +FN)

True Negatives (TN)

instant based metric using FAR and True Detection Rate
(TDR) (Figure 4).
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FIGURE 4. The example of segment and instance-based metrics used in
Atoum et al. (2017).

Most of the reviewed papers provide a quantitative analysis
to evaluate the system’s technical performance, however,
a preliminary qualitative comparison between a proposed
system and other existing solutions was conducted by
Fenu et al. [26] identifying six dimensions: security, usabil-
ity, efficiency, long-term stability, device-agnosticism and
interaction-agnosticism. The study elaborates how the pro-
posed system can alleviate the challenges captured in other
existing solutions, for example, how the proposed system
is designed to work across various types of devices or how
much the system disturbs a student’s activity to ask specific
interaction for recognition purposes.

b: USER EVALUATION

User evaluation qualitatively measures a user’s overall per-
ception and acceptance of the system and it is one of the
most important factors to ensure the system’s feasibility under
real-world deployments [16]. Investigating user experience
on a proposed system using a participation/post-participation
survey is the most popular method in the literature that was
used to evaluate the suitability of a system or the attitudes
of the users towards a proposed system [16], [40], [46].
While Zhanget al. [46] and the TeLSA project [40], [61]
focus solely on the students’ attitudes, the students’ and the
teachers’ perceptions are considered in Labayen et al. [16].
The latter’s survey questions are formulated to evaluate the
users’ experiences of using the online learning system with
the proposed authentication system, such as the acceptance
of using the system (i.e., how much the users are in favour of
using the system), convenience of undertaking the required
task with the proposed system, or the perception of using the
system in an online learning environment.

V. DISCUSSION AND FINDING

This systematic review has investigated the current status of
the research literature on context-aware continuous authenti-
cation applied in online learning environments. The issues of
how to maintain and integrate academic integrity in online
learning environments have been the major considerations
for more than decade [4], [6]. Nevertheless, the possibil-
ity of academic misconduct exists in face-to-face learning
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environments as well, and the absence of face-to-face inter-
actions between instructors and students in online learning
environments has enforced new means for academic miscon-
duct and dishonesty to develop.

To combat academic dishonesty and misconduct, an online
learning environment should 1) verify the identities of online
students, 2) ensure that there is no cheating involved during
online assessment activities including exams and 3) assess the
performance sufficiently [26]. In the reviewed literature, most
solutions are designed to authenticate and invigilate students
during online exams (see Figure 2) without considering other
aspects of the learning process and experience. Academic dis-
honesty and misconduct occur not only during online exams,
but also, for example, through course participants sharing
identities. Therefore, there is a requirement to explore how
to authenticate users to establish trust in the authorship of the
work during, and after, learning sessions [16], [26], [45].

A. AUTHENTICATOR DIVERSITY CHALLENGES

Using biometrics in a continuous context requires a system
to constantly collect and measure biometric traits during a
session [11]. Hence such systems must satisfy the following
criteria: performance (recognition accuracy and speed) and
collectability (features are measurable and are able to be
represented in digital formats). Collectability relates to the
usability of the systems as it requires a minimum threshold
amount of user involvement to acquire the data. In cases
where a user may not be willing to cooperate in the pro-
vision of the required biometric data, certain biometric
traits (e.g., fingerprints) are simply unsuitable for continuous
authentication systems even though they are successful in
non-continuous authentication systems.

Thus, face and keystroke dynamics are appropriate authen-
ticators in online learning environments since users usually
do not significantly move in relation to their position with
respect to the camera [11] and those features can be cap-
tured passively without interrupting users’ activity during the
session [11], [26], [41], [46].

There are various biometric features that are increasingly
being applied to cater for a multitude of different (and increas-
ingly ubiquitous) devices such as touch, and biomedical sig-
nals. By contrast, face (or face-related features such as iris
analysis) and keystroke dynamics are the dominant biometric
features used in online learning environments — with the
assumption that a user will only use a laptop or desktop
system. Since there are various devices available to connect
to online learning platforms, however, such as smartphones,
tablets, etc., a user may utilise multiple devices to perform
online learning activities including exams. In these cases,
the user’s face may not be visible using mobile devices
such as a mobile phone as the user will move their position
frequently [11] and video processing may impact energy
consumption [62]. Therefore, an exploration of the dynamic
use of authenticators is needed to cover other types of user
interaction in online learning environments. This leads to the
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investigation of various machine learning techniques applied
in the authentication process including feature extractions and
classifications in relation to chosen biometric features so that
the authentication system can leverage different devices with-
out any performance or accuracy hurdles ensuring continuous
recognition.

B. TEMPLATE AGEING

Due to challenges associated with the use of biometric
authenticators such as template ageing or intra-class varia-
tion, considering additional contextual information has been
proposed to improve the recognition performance. Context-
aware continuous authentication systems include dynamic
operating environments in the literature in relation to the
biometric authenticator they have chosen. Regardless of the
type of authenticator used, all the included studies have con-
sidered a passive context-awareness approach — the system
constantly observes the environment or user activity in order
to offer the appropriate options to the user [63]. The sys-
tem monitors users’ activities in online learning platforms
to utilise the best authenticator to identify the user without
interrupting their activities. For example, if face recognition
is not available or it is not suitable due to the system assign-
ing method with a low confidence score due to poor image
quality, then keystroke dynamic may be chosen if a user’s
typing is detected instead. Along with physiological traits, the
external environment (e.g., illumination) has been considered
since physiological characteristics are more sensitive to the
surrounding environment [16], [23], [41]. Therefore, most
studies are more focused on how to tune the parameters or
structure in the authentication process considering the con-
textual information given with acquired data. Physiological
characteristics, however, also can be changed due to physical
ageing or injury (e.g. scars on face due to the injury) caus-
ing template ageing of biometric references. Although some
studies consider template adaptation to minimise the impact
of change in a biometric measure over time [36], [46], they
lack an investigation into template adaptation which includes
determining when and what thresholds trigger an adaptation
process to update the biometric data, or how to change the
biometric data in detail.

C. SECURITY AND PRIVACY CHALLENGES

One of the most common security attacks toward biometric
authentication systems is a presentation attack to cheat the
authentication process with something that would otherwise
be an authentic identity. A face presentation attack happens
when the user presents a printed or digital photograph of the
claimed identity, or through video play back on an electronic
screen [64]. Voice presentation attacks concern replaying
the recorded speech of the claimed identity or using voice
software to generate the voice of the claimed identity from
text [65]. Only limited studies consider how to protect the
biometric authentication system from these types of attacks
using standard encryption and digital certificates [41]. It is
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observed that most surveyed papers neglect privacy issues
associated with the use of biometric traits even though the
privacy of the collection of biometric traits has been a major
concern for a considerable time [14], [41], [66]. Hence, there
is a requirement to investigate how to secure the biometric
authentication systems from privacy and security attacks.

D. EVALUATION CHALLENGES

Experimental studies in most of the reviewed literature have
been conducted in small- to medium-sized datasets ranging
from 4 to 350 participants (see Table 4). Even though the
systems are evaluated under unconstrained environments to
reflect real-world interactions, the number of users of the
system in online learning environments is typically much
higher. The lack of evaluation with a large-scale scenario
is a current challenge. With a large-scale evaluation, new
questions could be addressed such as whether the perfor-
mance of the authentication system scales efficiently with
the system load associated with activity (e.g., taking exams,
online learning activities, etc.). This finding will give insights
on how a proposed system can integrate with the current
online learning platform offering the same or a higher quality
of service.

The majority of studies are focused on the evaluation of a
system’s recognition accuracy based on the confusion matrix
and/or common matrix in biometric systems (see Table 5).
As there is no standard to evaluate the accuracy of context-
aware continuous authentication systems, it is difficult to
determine whether the indicators used for recognition accu-
racy provides reliable results. Since authentication in online
learning environments involves two phases with different
purposes — identity verification and authorship assurance —
there is a need to explore whether applying the same criteria
is appropriate to evaluate a system or whether the evaluation
approach commonly used in authentication systems can pro-
vide reliable results.

Usability is a key aspect of secure system design as it
is related to favourable user acceptance [47]. Despite its
importance, few studies on context-aware continuous authen-
tication include usability studies which include effectiveness,
efficiency, and user acceptance of the system [16], [23], [26],
[40], [46]. Therefore, there is a need for future studies to
explore user acceptance and the usability of the system that
considers different devices (e.g., mobile devices).

VI. CONCLUSION

Context-aware continuous implicit authentication can verify
the identity of individuals continuously, considering con-
textual information given, and can do so passively, without
interrupting users. The aim of this study is to provide a review
of context-aware continuous implicit authentication systems
applied in online learning environments, covering aspects
such as authenticators, the authentication process, contextual
information, and evaluation approaches. To the best of our
knowledge, this is the most up-to-date review of context-
aware continuous implicit authentication in online learning
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environments. This paper has provided a review of works in
authentication in online learning platforms by categorising
systems based on their targeted scope so that the reader can
readily perform comparisons. The scope has been divided
into online exams, online learning platforms and virtual labo-
ratories with detailed analysis of the design of context-aware
continuous implicit authentication systems provided.

A discussion of the systems including their evaluation
approach is a key aspect of this article. Based on the dis-
cussion, this paper concludes that there are several gaps in
the literature: authentication scope, authenticator diversity,
template ageing, and system evaluation. We believe that
this paper can assist in the understanding of context-aware
implicit authentication systems in online learning environ-
ments and foster research advances on the topic.
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