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ABSTRACT Women’s safety has been highlighted as one of the major concerns of any society where several
women are dealing with various safety issues like harassment, rape, molestation, and domestic violence
due to different social or cultural reasons. Internet of Things (IoT) is becoming a promising technology
to support day-to-day concerns and provide support in handling various affairs. Many IoT-based devices
have been introduced by the community to help women deal with their potential safety threats. This study
presents a systematic literature review of research studies exhibiting the IoT devices for women’s safety,
the main features these devices offer as well as the wearable, sensors used, and the machine learning
algorithms used. The review is carried out by carefully examining and synthesizing the research articles
published between 2016 to 2022 in well-reputed research venues. The results revealed that different types of
sensors are used to capture the state of women undergoing safety issues where the pulse-rate, and pressure
sensors are most commonly used sensors in these devices. In addition, the devices used different technology
to transmit the alerts including global positing system (GPS), global system for mobile communication
(GSM), and Raspberry pi. Furthermore, several machine learning algorithms such as logistic regression,
hidden Markov, and decision trees are used to identify the potential under threat women and help prevent the
undesirable situation for women beforehand. It was identified that despite producing notable research in the
underlying domain the systems emphasizing auto-activation of alert generation with lesser human interaction
and improved accuracies are required to be developed for effectively addressing the concern. In addition to
reviewing the literature, this study suggests a taxonomy posing different techniques, features, wearables, and
sensors used in [oT-based women safety devices. Furthermore, the gaps and challenges pertaining to the IoT
devices and their usability for women’s safety have also been highlighted. In addition, this work proposes
an architectural model that presents prominent components necessary to develop IoT-based women’s safety
devices. Lastly, this study emphasizes the use of combinations of sensors to get multiple types of input data
that could lead to determining the possibility of threat with better accuracies and precisions.

INDEX TERMS Women’s safety, women'’s safety using loT, safety devices, human safety, machine learning,
IoT-based security devices.

I. INTRODUCTION Many organizations reported the statistics about women’s
Women’s safety has been one of the critical issues violence cases indicating the worldwide severity of the
where several women are globally facing different types issue. ActionAid UK reported at International Safe Cities for
of threats such as violence, molestation, and harassment. Women that nine out of ten women have dealt with some

sort of violence [1]. The findings of WHO (World Health
The associate editor coordinating the review of this manuscript and Orgamz.atlon) 2%150 showed that every one in three women
approving it for publication was Jiafeng Xie. are subject to violence globally [2]. The Global Gender Gap
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Report showed that every fifth woman is suffering sexual
violence globally [3]. These figures show that the women
re becoming unsafe day-by-day [4], [S]. Women face safety
issues at public places, which include workplaces and mar-
kets, as well as in their houses. Women are harassed not
only during night-time or evening but also during daylight
even in public places. Almost 80% of women have fear of
being not safe at all [6]. In the recent situation, women are
employed and working outside to meet their ends but there
is a lack of safety for them. The crimes against women are
increasing where the security of women is becoming one of
the most important concerns of societies these days. Efforts
are required to prevent occurrences of these cases enabling
the women to live their lives with confidence and perform
their roles in society effectively. The infusion of technology
supported many walks of life in combatting the prevailing
issues and difficulties [7]. In the same vein, the use of technol-
ogy needs to be explored to find how it can support to prevent
occurrence of women’s violence cases and help women deal
with potential situation of security threat and danger.

Internet of Things (IoT) has emerged as a promising field
of study that provides support through technological assisted
solutions of connected devices. Several IoT-based devices
have been introduced by the community for the safety and
protection of women. Some of these devices automatically
capture and identify the safety concerns through their voice
recognition systems [8] while some are operated by sending
explicit alerts through mobile phones [9]. These devices offer
different types of features to help support the cause that is
mainly related to sending alert to the guardian of the women
under threat. Reference [10] proposed a device with finger-
print sensor and shock generator along with facility of voice
recording. Then the global positing system (GPS) and global
system for mobile communication (GSM) are used to trace
the location and send message of danger to the guardian of the
woman. Another study [11] presented a device that is used to
protect women by tracking the exact location and send alert
or the message of danger to the guardian of the woman.

The advancements in loT-based devices for women’s
safety are observed as they become wireless and embedded
in wearables of women. IoT-based wearable devices are inter-
connected with different sensors. These devices are small and
wireless. The wearable devices have to be worn on human
body in different forms like gadgets, cloths, accessories, and
even as smart tattoos. The devices are associated with the
sensors that are used to take the readings from the particular
device and activates the modules. The choices of sensors are
conducted on the validation of methods related to the targeted
device [12].

In the domain of women’s safety, the wearable devices
are incorporated in smart gadgets, smart foot device and
even smart jacket. All of these devices have built-in sen-
sors depending on the targeted device. Like the smart foot
device is inaugurated with only accelerometer or acceleration
sensor [13].
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The IoT-based devices for women’s safety also use several
sensors to sense the state and movement of women in order
to detect any safety threats. Such sensors gather data from
different parts of the body. This includes the acceleration
sensor [14], pulse-rate sensor [15], heartbeat sensor [16] and
temperature sensor [17]. Some of the sensors are body-area
specific such as heartbeat and pulse-rate sensors while some
could work by taking input from any part of the body such
as temperature and tilt sensors. Although some sensors can
relate to specific body areas whilst there are sensors which
could generally be related to movement of any body part such
as tilt sensor [18], and flex sensors [19].

Applying the machine learning algorithms on the input
data captured through these sensors would result in making
decisions reflecting whether the particular state of women
could be considered as unsafe or not. Hence, various machine
learning algorithms are applied in IoT devices for women’s
safety to decide the state of the women [20], [21]. In addi-
tion, different technology like GPS, GSM, and Raspberry
Pi [19], [20], [21], [22] is applied to transmit alerts to the
guardian. Although a number of these devices are in place
yet their working and effectiveness need to be explored in
order to identify areas for further improvements and deter-
mine the directions for future research in the specified field
of study.

A number of research articles have been published by the
researchers to throw light and due attention on the underlying
issues. It has been observed that with the development of the
world, instead of decreasing, women’s unsafety issues are
increasing. This reflect the gap of any comprehensive studies
that could guide the future research direction to optimize
the efforts of community and make better solutions as the
phenomenon is highly affecting the economies and societies
considering the significant role of in the development and
growth of any economy or society.

The prime focus of this literature review is to highlight the
flaws of apps and devices introduced to date. Many studies
have been published in this field and gaining importance due
to women'’s independence and courage to go out from home
for work purposes. Hence, a comprehensive investigation is
important to recognize and summarize the current research
developments in the field. This SLR (Systematic Literature
Review) proposes a taxonomy for IoT-based women’s safety
devices, reflects gaps in various apps and devices, proposes
an architecture for women safety system based on the gaps
and challenges identified in existing devices including the
solutions used for the betterment of security systems.

Further sections of this paper are categorized as: Section II
identifies the related work and section III has been desig-
nated for the research methodology adopted in this review,
elaborates research objectives, the research questions and
motivations, search strategy, selection procedure to obtain
relevant articles, abstract based keywording to classify the
articles and quality assessment criteria. Analysis and results
representation has been presented in section IV, taxonomy
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along with open issues and challenges have been discussed
for help in future aspect.

Il. RELATED WORK

Few studies identified the IoT-based devices for women’s
safety, to the best of our knowledge. A research presented
survey on women’s safety using IoT [6]. The scope of this
survey was mainly focused on mechanisms used for detecting
human body sensors as well as highlighted the limitations of
previous studies. Another study [22] presented a survey and
comparison of existing works discussing the guardian device
for the protection of women. The researcher developed a
novel guardian device to receive alerts. The device is designed
to work with the sensors and women in danger require to
trigger the button for sending alert to guardian. Though the
device depicts an effective solution for potential victims,
yet a shortcoming is observed, as the victim has to operate
the device for its activation where the people in danger are
generally immobilized due to which some specific actions
from them could not be taken.

Reference [23] presented a literature review on recent and
emerging technologies used for the safety and protection of
the women. The researchers gathered and conducted online
searches on women’s safety devices showing new as well
as emerging technologies. However, this study has utilized
the IoT-based technologies efficiently by proposing an IoT-
based women’s safety architectural model. The study in
[5] conducted a systematic literature review on evolution
of women’s safety devices using IoT by reviewing a few
sensors and dominating features used in existing IoT-based
women’s safety devices. However, the taxonomy proposed
in this review highlights a number sensors and dominating
features of IoT-based women’s safety devices. Whereas, the
researchers in [24] presented a Woman Safety System (WSS)
that is designed especially for the protection of women and
send message for the situation of danger. The WSS device is
designed in a smart jacket that is not wearable everywhere
and anytime. However, the model presented in this study is
designed to be adjusted in various number of wearables that
can be used in any situation.

Reference [25] showed the comparison of IoT-based
mobile applications and IoT-based hardware gadgets and
found that IoT-based smart hardware gadgets are more help-
ful and effective in protecting a woman in danger. This
study is more focused on comparative analysis of loT-based
mobile application and loT-based hardware gadgets while our
work synthesizes the state-of-the-art loT-based smart devices
with detailed analysis of the sensors, wearables, as well as
advanced machine learning algorithms used in IoT-based
systems for women’s safety.

The above discussion showed that our review differentiates
itself from the existing reviews by concentrating on the publi-
cation channels related to IoT-based women'’s safety devices,
deeply exploring the technologies and identifying the gaps
and challenges faced by women of modern era. Furthermore,
we followed a more balanced and comprehensive approach
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than the existing reviews as we selected techniques, tech-
nologies and sensors in a systematic way, and utilized them
in presenting the state-of-the-art enhancements in women’s
safety devices based on IoT. In addition to this, we suggest
a taxonomy for IoT-based women’s safety devices based on
the gaps and challenges identified in existing devices and
propose an architecture for women safety system that could
work on multiple sensors and machine learning algorithms
having the potential of providing more accurate results of
attack on women.

IlIl. RESEARCH METHODOLOGY

The Systematic literature review (SLR) has been carried out
to conduct this review as it provides organized approaches
to search, classify and synthesize the literature based on
pre-defined objectives leading to highlight the areas that
could guide the future research dimensions in the specified
domain [26]. The research methodology of this review is
sketched in Figure 1 depicting three stages.

Stage 1: Planning the review
Defining research |, | Devising research || Developing search Defining Inclusion/ | |Establishing Quality
objectives questions scheme Exclusion criteria scoring criteria

Stage 2: Shortlisting and synthesis

Stage 3: Analysis

Analyzing the le | o
review Classification and Data extraction Applying Quality pria
= 2 Inclusion/Exclusion
Isynthesis of papers|| and reporting scoring criteria

criteria

FIGURE 1. Research methodology.

Initially the review is planned by defining the research
objectives based on which the research questions are elab-
orated. After this, the search scheme to identify the suitable
literature is established. This was followed by devising the
inclusion/exclusion and quality scoring criteria.

The shortlisting of the studies was then carried out by
applying the inclusion/exclusion criteria. This was followed
by ranking the studies on the basis of the quality scoring cri-
teria. Then, the classification and synthesis of the shortlisted
studies according to the investigating areas of this study has
been conducted. Lastly, the discussion and analysis on the
results were made.

A. RESEARCH OBIJECTIVES (ROs)
The fundamental objective of this study is to ascertain the
IoT-based devices for women’s safety in order to identify
the areas that could lead to guide the future efforts in the
specified domain. In this context, more specific objectives of
conducting this SLR includes:
RO1: To explore the state-of-the-art technologies used in
IoT-based women’s safety devices.
RO2: To evaluate the use of different sensors and major
features the IoT-based women’s safety devices exhibit.
RO3: To examine the impacts and effectiveness of
decision-making algorithms used in women'’s safety devices.
RO4: To identify the wearables used for women’s safety
and the sensors these wearables used.
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B. RESEARCH QUESTIONS (RQs)
The research questions to investigate the underlying domain
along with the respective motivations are listed in Table 1.

TABLE 1. Research questions with respect to motivations.

V Primary keyword N V Secondary keyword A Tertiary
keyword

LISTING 1. Combination of types of keywords and Boolean operators in
search string.

Research Question Major Motivation

RQ1 To understand various

mechanisms involved in the field

What technologies are used in IoT-
based women’s safety systems?

RQ2 ‘What are the prominent features and
sensors used in used in IoT-based
women’s safety systems?

To examine the dominating
features and sensors used in IoT-
based women’s safety devices

RQ3 ‘Which machine learning algorithms To unde.rstand the_ apphcal?lhty
- . s of various machine learning
are used to identify the women’s . L e
algorithms in identifying the
safety threats?
safety threat.
RQ4 To identify various IoT-based

Which loT-based wearables are

s o wearables used for women’s
used for women’s safety?

safety

V(IoT-based V IoT V Internet of things) A V (smart
women’s safety v Women’s safety V Women’s security V
Women’s safety devices) A (Violence V Harassment V
Rape V Threat V Molestation)

LISTING 2. General search string for repositories.

TABLE 3. Specific search strings with respect to digital repositories.

C. SEARCH SCHEME

The most important step of conducting an SLR is the prepara-
tion of a search plan to collect relevant and authentic research
on the particular area. This step entails identifying resources
to search the relevant literature, developing search string,
and establishing the inclusion/ exclusion criteria. The articles
selected for this literature review are searched and collected
from well-reputed digital repositories such as IEEE, Springer
Link, Elsevier, Research Gate, ACM digital library and
Academia. We have also considered google scholar to search
the articles that have overlooked from the previous search
cycles. The journals related to the field and those, which
are most prominent, have been searched using a number of
keywords categorized as primary, secondary, and tertiary. The
keywords used to devise the search string are listed in Table 2.

TABLE 2. Keywords used for searching.

Primary Secondary Keywords | Tertiary
keywords Keywords
. ToT-based . Women'’s safety . Violence
. IoT . Smart women’s . Harassment
. Internet of safety . Molestation
Things . Women’s . Threat
security . Rape
. Women'’s safety
devices

The search string, to search the relevant records, is shown
as listing 1, which is formed by combining the types of
keywords as well as the Boolean operators. Mapping the
search string with specific primary, secondary and tertiary
keywords resulted in formulating the general form of string
shown as listing 2. Table 3 lists the search string applied to
specific digital repositories.

D. INCLUSION/EXCLUSION CRITERIA
Inclusion criteria (IC) and exclusion criteria (EC) were care-
fully devised to shortlist the relevant literature from the papers
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Repository Search Strings
IEEE (“I0OT-BASED” OR “IOT” OR “INTERNET OF
XPLORE THINGS”) AND (“WOMEN’S SAFETY” OR
“SMART WOMEN’S SAFETY” OR “WOMEN’S
SECURITY” OR “WOMEN’S SAFETY DEVICES”)
AND (“VIOLENCE” OR “HARASSMENT” OR
“MOLESTATION” OR “RAPE” OR “THREAT”)
Springer ‘(“IOT-BASED” OR “IOT” OR “INTERNET OF
Link THINGS”) AND (“WOMEN’S SAFETY” OR
“SMART WOMEN’S SAFETY” OR “WOMEN’S
SECURITY” OR “WOMEN’S SAFETY DEVICES”)
AND (“VIOLENCE” OR “HARASSMENT” OR
“MOLESTATION” OR “RAPE” OR “THREAT”)’
ACM [[ALL: “I0T- BASED ] OR [ALL: “I0T "] OR
Digital [ALL: “ INTERNET OF THINGS ”[] AND [[ALL: “
Library WOMEN’S SAFETY 7] OR [ALL: “ WOMEN’S
SAFETY DEVICES ] OR [ALL: “ WOMEN’S
SECURITY”] OR [ALL: “SMART WOMEN’S
SECURITY”]] AND [[ALL: “VIOLENCE”] OR
[ALL: “ HARASSMENT ”] OR [ALL: “
MOLESTATION ] OR [ALL: “ RAPE”]OR[ALL:
“THREAT”]]
(("IOT-BASED”OR “IOT” ) AND (WOMEN’S
SAFETY OR WOMEN’S SAFETY DEVICES OR
WOMEN’S SECURITY OR SMART WOMEN’S
SAFETY) AND (THREAT OR MOLESTATION OR
RAPE OR HARASSMENT OR VIOLENCE))
((“IOT-BASED”OR “IOT” OR “INTERNET OF
THINGS”) AND (“WOMEN’S SAFETY” OR
“SMART WOMEN’S SAFETY”OR “WOMEN’S
SECURITY”OR “WOMEN’S SAFETY DEVICES” )
AND (“VIOLENCE” OR “ HARASSMENT ” OR “
MOLESTATION” OR “RAPE”OR “THREAT?”))

Elsevier

Science
Direct

identified by applying the search string to the digital reposi-
tories. Following criteria were devised to include the studies.
e IC-1: Study is primarily conducted for security of
women.
o IC-2:Study is targeting the IoT-based devices for
women’s security.
The studies are excluded on the basis of the following exclu-
sion criteria.

o EC-1: Study is focused holistically on applications of
IoT.

o EC-2: Study is not written in English Language.

o EC-3: Study is published before 2016.
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E. STAGE-WISE SHORTILISTING

Applying the search string to digital repositories resulted in
acquisition of a large volume of data, which was required
to be shortlisted by going through multi-stage shortlisting
process, Figure 2 shows the stage-wise shortlisting of studies
along with the number of papers included and excluded at
each stage. This process is started through an initial search
and scrutiny of papers from the databases. Then, the papers
were shortlisted by excluding the duplicate records. After
this, the shortlisted paper obtained till that stage were further
examined by reading the titles and abstracts. The exclusion
of papers was further made by reading the introductions and
conclusions. The shortlisting at various stages was made by
applying the IC/EC criteria. This process resulted in identifi-
cation of 34 articles to carry out the review process.

Records identified through initial search
and scrutiny from databases:
IEEE Xplore =39
ACM Digital Library =151
Springer Link= 64
Science Direct= 204
Elseveir= 269
(n=726)

Duplicate records
removed

Records after removing
duplicates
(n=697 ) (n=29)

Records screened by reading Records excluded by |
titles and abstracts (n=477) —» reading titles and
abstracts (n=220)

Eligibility checked through Records excluded
introduction and conclusion through introduction
(n=142) and conclusion (n=335)

Records excluded by
assessing full text
(n=108)

Studies included for synthesis
by assessing full text (n= 34)

Included |Eligibility Screening Identification

FIGURE 2. Stage-wise shortlisting of studies.

F. QUALITY SCORING

Quality assessment is one of the important steps of SLRs
to appraise the quality of included studies. The shortlisted
studies have been scored for quality based on the criteria
presented in Table 4.

G. RESULTS AND FINDINGS
This section explains the results obtained and the main
findings after performing classification and synthesis of
thirty-four articles selected for review. The classification of
studies on different investigating aspects and quality scoring
are shown in Table 5. The studies are classified according to
the investigating areas of this work where the respective study
for a particular investigating area is marked as None in case
a required information is not clearly provided in a study.
The data extraction and synthesis of the selected articles
are performed according to the investigating areas of this
work. The years for selecting the papers for this review ranged
from 2016 to 2022. Figure 3 shows the distributions of IoT-
based women’s safety devices over the specified range of
years. The synthesis on years of publications of selected
studies depicts an increasing trend of publications in the
underlying domain from the year 2019 where most of these
publications are made in years 2021 and 2022. Out of the
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TABLE 4. Quality scoring criteria.

Criteria | Description Rank Score
Internal scoring

a) Did the abstract clearly | Yes 1
define the technology Partially | 0.5
and method of the No 0
device?

b) Did the study show Yes 1
comparison of the Partially | 0.5
particular system with | No 0
previously designed
devices?

c) Was methodology Yes 1
clearly defined? Partially | 0.5

No 0
d) Was the conclusion Yes 1

based on results? Partially | 0.5

No 0

External scoring

e) What is the ranking of | Q1 2
the publication source Q2 1.5
? Q3 0.5
Core A 1
Core B 1.5
Core C 0.5

34 papers selected for review, 50% (17) are presented in
conferences while 50% (17) of these papers are published in
journals. The journal publications are more in the years 2019,
2020, and 2021 than conference papers unlike the years 2016,
2017, 2018 and 2022, which show more conference papers.
The years 2016 and 2017 are outliers exhibiting no journal
article in the pool of selected studies for this review.

The validation has been carried out in 59% (20) of the
selected studies while 41% (14) of these studies are not vali-
dated, which has generally made through real time processing
of the particular devices specifically based on machine learn-
ing algorithms. Real time sensors readings are fed to the
devices for training and then tested by creating real time
harassment and molestation scenarios.

The quality assessment results according to different scor-
ing classes such as above average, below average, and
average are presented in Figure 4.

Table 6 enlists the studies according to the total quality
scores the studies obtained. It shows that 24% studies are
below average, 41% studies have an average score and 35%
of papers have above average scoring.

The studies are scored based on investigating areas of this
work and the comparison with already conducted research.
The papers clearly demonstrated the investigating areas of
this work are ranked higher than others. The studies provided
no or lesser details of sensors, dominating features, wearables
and machine learning algorithms obtained the lesser aggre-
gate score. The facts gained after synthesizing the selected
studies were discussed with respect to the research questions.
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TABLE 5. Classification of shortlisted studies.

Ref Publication Classification Internal External
No. Empirical Scoring Scoring Total
Validation Score
Channel Year Machine Technology Sensors Dominating ‘Wearable 1 2 3 4 8
learning Features
algorithm
[4] Journal 2020 None Bluetooth, Pulse-rate Location None Validated 1 1 1 1 0.5 4.5
GPS sensor tracking
[5] Journal 2020 None None None None None Not validated = 0.5 0. 0 0.5 0 1.5
5
[6] Journal 2018 None None None None None Not validated = 0.5 0. 0 0.5 0 1.5
5
[8] Journal 2021 None GPS, GSM, Vibration Location, Smart band Not validated 1 1 1 1 0 4
Bluetooth sensor shock wave
generator
[9] Conference 2018 None Raspberry Pi None Image capture, Smart ring Not validated = 1 0. 0.5 1 0 3
location 5
tracking
[10] Journal 2019 None GSM, GPS Fingerprint Shock wave, None Validated 1 0. 1 1 1.5 4.5
sensor audio record, 5
location
tracking
[11] Journal 2019 None GPS, GSM Vibration Location Smart band Validated 1 1 1 0.5 0.5 4
sensor tracking,
shock
generator
Channel Year Machine Technology Sensors Dominating Wearable 1 2 3 4 5
learning Features
algorithm
[13] Conference 2016 Decision Bluetooth Acceleratio Location Smart shoe Validated 1 0. 1 1 0 35
Tree n sensor tracking 5
[14] Journal 2020 None GPS, GSM Acceleratio Location None Validated 0.5 0 0.5 0.5 0.5 2
n sensor tracking
[15] Conference 2019 None GPS, GSM, Pulse-rate Location Smart band Not validated = 1 0. 0.5 0 0 2
Raspberry Pi sensor tracking 5
[16] Journal 2021 Logistic Raspberry pi Heartbeat Location Smart band Validated 1 1 1 1 0.5 4.5
regression and tracking
temperature
sensors
[17] Conference 2018 Logistic GPS, GSM Temperatur ~ Location None Validated 1 1 0.5 1 0 35
regression e, pulse- tracking, alarm
rate,
heartbeat
sensors
[18] Journal 2018 None GPS, Tilt, Location None Not validated = 0 1 0.5 0 0.5 2
Raspberry Pi heartbeat, tracking
vibration,
flex sensors
[19] Conference 2021 None Raspberry pi, Flex sensor Location Inner wear Validated 0.5 1 1 1 0 35
GPS, GSM tracking
[20] Conference 2018 Hidden GPS, GSM Pressure, Location None Validated 1 1 1 1 0 4
Markov pulse-rate, tracking
Model temperature
sensors
[21] Journal 2022 Logistic GPS, Pulse-rate, Location Smart band Validated 1 0. 0.5 1 0.5 35
regression Bluetooth tilt sensors tracking 5
[22] Conference 2021 None GPS, GSM Vibration, Location None Not validated = 0.5 0 0 1 0.5 2
pulse-rate tracking,
sensors Image capture,
alarm
[23] Journal 2019 None None None None None Not validated = 0.5 0. 0.5 1 2 4.5
5
[24] Journal 2021 None GPS, GSM Temperatur  Audio record, Smart Not validated = 0 0. 05 0 0.5 1.5
e, heartbeat location Jjacket 5
and tracking
vibration
sensors
[27] Conference 2020 Outlier GPS, GSM Pressure, Location None Validated 1 1 1 1 0 4
detection temperature | tracking
, pulse-rate
sensor
28] Conference 2017 Decision GPS Breathing, Location Smart band Not validated 1 1 1 1 0 4
tree heartbeat tracking
[29] Journal 2021 Logistic Raspberry pi Pulse-rate, Location Smart band Validated 1 1 1 1 0 4
regression temperature  tracking
sensors
[30] Conference 2022 None GPS Pressure Live video, None Validated 1 1 1 0 0 3
sensor shock wave
generator,
location
tracking
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TABLE 5. (Continued.) Classification of shortlisted studies.

[31] Conference 2016 None GPS, GSM Motion, Location
temperature  tracking
, pulse-rate
sensors
[32] Conference 2021 None GPS, GSM None Location
tracking
133] Conference 2021 None Raspberry pi, Flex sensor Location
GPS tracking
[34] Journal 2019 Logistic GPS Pulse-rate, Location
Regression temperature  tracking
, motion,
vibration
Sensors
135] Conference 2019 None GPS, GSM None Location
tracking,
shock wave
generator
Channel Year Machi Technology Sensors Dominating
learning Features
algorithm
[36] Conference 2022 None GPS, GSM None Location
tracking
[37] Conference 2021 None GPS, GSM Vibration Location
sensor tracking
[38] Journal 2020 None GPS, None Location
Raspberry Pi, tracking
GSM
[39] Journal 2021 Hidden GPS None Location
Markov tracking
Model
[40] Journal 2020 Logistic GPS, GSM Pressure Location
regression sensor tracking
[41] Conference 2020 None Raspberry Pi, None Image
GPS, GSM capturing,
location
tracking
Year-wise Analysis
@
z 8
g
g 6
s
s 4
2 2
E " I I N
z 0

2016 2017 2018 2019 2020 2021 2022
Years of publications
= Journal

u Total Papers = Conference

Smart band

Smart band

Smart
jacket

Smart band

None

Wearable

None

Smart band

None

Smart band

Smart garb

None

||
Above average score

Validated 1 1 1 0

Not validated | 1 0. 0.5 0.5
5

Validated 1 0. 1 1
5

Validated 0 0. 05 0.5
5

Validated 1 1 0.5 1

Validated 1 0. 0.5 0.5
5

Not validated = 1 0. 0.5 0.5
5

Not validated = 1 1 0.5 0.5

Not validated =~ 0.5 0. 0.5 0.5

5
Validated 0.5 1 1 0.5
Validated 1 0. 0.5 1

Quality Scoring Analysis

0 3
0 25
1.5 5
0.5 2
0 35
5

0 25
0 25
0.5 35
0.5 25
0 4
0 3

||
Average score

FIGURE 4. Quality scoring classification analysis.

TABLE 6. Quality assessment of selected papers.

FIGURE 3. Distribution of selected studies over the years.

Below average score

All the questions are answered concisely to clarify the respec-

tive investigating areas of the selected domain.

1) ASSESSMENT OF QUESTION 1- WHAT TECHNOLOGIES

ARE USED IN I0T-BASED WOMEN'S SAFETY DEVICES?
IoT-based women’s safety devices use technologies that acti-
vate various features and play important role in sending the

danger alert to the guardian of the woman under threat. Some
of the main technologies used in women’s safety devices are
GPS (Global Positioning System), GSM (Global System for

VOLUME 11, 2023

References Score Total
[33] 5 1

[4] [16][10][23] 4.5 4
[27] [8] [20] [28] [29] [11] | 4 7
[40]

[19][17][20] [35] [38] 3.5 5
[9]1[30] [31] [41] 3 5
[32][36][37][39] 2.5 4
[15][18][14][22] [34] 2 5
[5116] [24] 1.5 3

Mobile Communication) and Raspberry Pi.
track and locate the location of the victim whereas GSM is
used to send the alert of danger to the guardian. Raspberry pi

GPS is used to
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is a small computer chip-based technology used in IoT-based
devices, which has further extensions such as Raspberry pi
zero and Raspberry pi 3. Like GPS and GSM, Raspberry pi is
also used to activate dominating features in women’s safety
devices. Bluetooth is another technology used in IoT-based
women’s safety devices to detect other nearby devices.

GPS and GSM are most common technologies used
for tracking and communication systems. Considering the
women’s safety systems, GPS and GSM play crucial role.
Bluetooth is used least in women safety devices because of
the reason that the Bluetooth detects the nearby devices only;
so, in case of kidnapping, the kidnapper could be out of
reach shortly after incident occurs. Hence, considering the
Bluetooth offers limited range, it fails to work in kidnapping
and snatching cases. Figure 5 shows the percentages of main
technologies used in IoT-based devices for women’s safety..

Technologies become the main driver in the implication
of IoT applications. These technologies are used to monitor,
control and track the underlying phenomenon. 10T tech-
nologies make the system durable, and exhibit low energy
consumption and a wide range of coverage. With the mod-
ernization of society, the common public streets, offices
and various places have become the dominion of harassers.
To account for this Sogi in [9] developed a device that is
comprised of Raspberry Pi Zero and Raspberry Pi Camera,
the device is implemented in the form of the smart ring which
is connected to the mobile phone of the victim and works by
pressing the button.

As we have discussed earlier, the woman is in danger have
no sense to press the button consciously. The device should
work automatically to avoid human interaction. The tech-
nologies used in [20] are GPS and GSM modules. The GPS
module is used to track or send the live location of the victim
to the particular contact whereas the GSM is used to send the
SMS or MMS to the guardian. GPS and GSM modules play a
vital role in [oT-based safety devices. In this particular device
the GPS and GSM modules are designed to send the warning
to the guardian just in case of aftershock.

Jesudossas in [18] proposed a device comprised of tech-
nologies using GPS to track the live location of the victim
and Raspberry Pi. The raspberry pi and GPS module are
connected to the Arduino. The limitation of this study is that
the Arduino is a microcontroller, hence the device is hard-
ware based whereas, an automatic emergency alert system
is required for the safety of women. The current version of
Arduino Uno comes with USB interface, 6 analog input pins,
14 T/O digital ports that are used to connect with external
electronic circuits. Out of 14 I/O ports, 6 pins can be used
for PWM output [42].

In [35] the author proposed a device using loT-based tech-
nologies of GPS and GSM modules to track the location and
send the message but the device is designed in such a way
that the victim has to trigger the button to activate it. After
triggering the device takes three seconds for the first buzzer.
The user has to again trigger the button to activate the device,
it takes 10 seconds again for the second buzzer. The device
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is based on human interaction which takes some time for
activation. During the time of the attack, no one can control
the device. On the change of location, the victim has to again
repeat the process for the activation of the device. The device
should be designed in a way to activate automatically.

Technologies used in women safety
devices

12%

= GPS = GSM = Raspberry Pi - Bluetooth

FIGURE 5. Technologies used in loT-based women'’s safety devices.

Gulati in [4] designed an intellectual device using GPS,
GSM and Bluetooth modules. The author has also elaborated
the estimated cost of the device which seems to be high for
lower class woman. Every woman should be protected either
she is poor or rich. Another study uses Raspberry Pi 3 along
with the GPS and GSM modules technologies. Raspberry pi 3
is used to connect automatically to the internet on the activa-
tion of the device. The device is designed to send the URL
location to the guardian of the victim [41]. But the drawback
of the device is that it would not be able to work at places
where there is no internet. The model proposed in this paper
can work even without an internet connection.

Kumar in [40] designed a device which works automati-
cally with machine learning algorithm. It is comprised of a
GSM module which makes the device expensive. The pro-
posed device is similar to [40] but it is made cheap to be
reached by every woman of society. To avoid physical human
interaction Agrima in [8] proposed a device that activates by
voice recognition. If the voice is recognized by the device,
using GSM it automatically alerts the guardian and police
station of the victim about the location via GPS. In case if
the voice does not match with the features fed to the device
the victim will fail to inform the guardian.

In [11] Sathyasri designed a smart band consisting of GPS
and GSM. The victim has to press the trigger to activate the
modules that are attached to the microcontroller. The device
should be automatically operated without human interaction.
In [24] a women’s security system covering all the flaws
of previously designed devices is comprised of GPS and
GSM modules to track the location and inform the guardian.
It has a built-in hidden camera and audio recorder to help
police for investigating. But the device activates the buzzer on
activation, which will alert the attacker and he would snatch
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the device. The device should be designed in such a way that
no one gets to know about the device.

IoT-based evidence collecting and women protection
device designed in [19] designed a device which uses GPS,
GSM and Raspberry Pi. The device is wearable with the
clothes of the woman. The woman has to press the button
for activation. There is a probability that the woman could
not get a chance to trigger the button for activation. A gadget
designed for the security of woman in danger in [36] has
technologies of GPS, GSM that sends a customized mes-
sage for help during an alarming situation. Like many other
devices designed with human interaction. This model also has
the drawback of human interaction. It works by pressing the
button.

A women’s safety jacket in [33] is designed by using
Raspberry Pi and GPS module to track the location of the
woman. The woman can wear the jacket anywhere but there
is sometimes weather when wearing the jacket is not possible.
The system proposed in [29] uses GPS, Raspberry pi and
a camera. The device works automatically using a machine
learning algorithm by taking the values from attached sen-
sors. The limitation of the particular device is that it cannot
work without connectivity of the internet. In case of kidnap-
ping, the kidnapper would take the victim to a place where
there is no internet connection.

Like many other devices, the Guardian device proposed
in [22] uses GPS, GSM and IoT modules and activates on
pressing the button by the victim. The proposed system is free
of human interaction. A BEACON device introduced in [21]
is designed using the GPS and GSM module with the facility
of Bluetooth. The device takes the reading from the postures
of the victim and predicts whether the woman is in danger or
not based by evaluating her posture.

Machine learning and Raspberry techniques utilize the sen-
sors. These IoT-based technologies are used to minimize the
difficulties, labor and time. But the devices associated with
the above discussed technologies requires full time internet
connection and becomes expensive with the use of wide range
of technologies. Therefore, a simple and efficient system
should be designed to develop communication between the
women and guardians.

2) ASSESSMENT OF QUESTION 2- WHAT ARE THE
PROMINENT FEATURES AND SENSORS USED

IN IOT-BASED WOMEN'S SAFETY SYSTEMS?

Whenever a woman feels danger around herself, the devices
must be capable of automatically sensing the danger by
identifying specific state of the woman under threat. The
specific state of the woman reflecting her under threat can
be identified through various factors such as a fast heart-
beat, body shivering, and sweating. Different devices offer
different features to further process for alert generation on
identifying a woman under threat. The sensors that are used
to activate these features and their respective operations are
listed in Table 7.
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TABLE 7. Sensors involved in women'’s safety devices.

Sensors
Acceleration sensor

Operations

For women safety it additionally detects the
presence or lack of motion and if the
acceleration on any axis exceeds a user-set
level, then the system is activated [14].

it is important to monitor the human body
temperature constantly. For women safety
purpose temperature sensors like LM35 series
are used [32].

it is a small chip that monitors pulse-rate.
Normal pulse-rate is 80 to 90, in case of
increase in this value then it activates the
system [15].

To monitor the safety of women heartbeat is
taken for every 20 milliseconds. [18]

Flex sensor is a compact device that is used as
a sticker with the cloths. It calculates the
pressurized movement of women hand [19]
Tilt sensors are used to find orientation of
body. For women safety the orientation of
body is calculated every 20 milliseconds [18]
It measures the frequency of the wearable
device.

Temperature sensor

Pulse-rate sensor

Heartbeat sensor

Flex sensor

Tilt sensor

Vibration sensor

Main features involved in women’s safety devices are pre-
sented in Figure 6. A model designed by [24] is a jacket
that tracks the location from time to time through GPS. The
jacket comprises of temperature sensor along with a buzzer
and electric shock generator as a protection tool in it for
self-defense. The limitation of this study is that it activates
the buzzer sound which would alert the attacker about the
device. Similarly, [14] designed a device that consists of a
panic button with GPS tracking system and GSM module.
In this system, the location is tracked frequently by the IoT
module. Also, the accelerometer is used to activate the buzzer
that is used as an alarm if the women fall down. This jacket-
based device can be carried anywhere, but it cannot be worn
every time.

A smart ring [9] designed for the protection of women
consists of a buzzer with a button for activation. After activa-
tion, it sends the current location through GPS and captures
the image of the attacker through the Raspberry Pi camera
to the emergency contacts. It has the facility of an electric
shock generator that gives an electric shock to the attacker.
It has the same drawback of human interaction, as seen in
many other devices. A low-cost smart footwear device [13]
that is activated with the tapping of one foot in front of the
other three times. This activates the GPS and GSM. It has
been analyzed by a decision tree classifier. The values are
fed to the decision tree classifier from the motion sensor of
the woman. A smart band or watch [15] with a button on it
can collect information like location, body posture and pulse-
rate and send it to the predefined number by using GSM via
Raspberry Pi. The readings are collected from the pulse-rate
sensor but the drawback is that the pulse-rate can change due
to any reasons.

Another smart device [27] for the safety of women is auto-
mated to collect the pulse-rate and pressure by using outlier
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detection. The device does not need physical interaction with
humans and sends messages with location to relatives. The
blood pressure of the woman could change even due to health
issues.

Similarly, a smart wearable band [29] designed by
researchers for women tracks the location and sends the alert
to the police station message using Wi-Fi module designed
in raspberry pi 3. A machine learning algorithm “Logistic
Regression” has been used to monitor the pulse-rate and
temperature continuously. The algorithm should be trained
by the real-time values of attack on women because the pulse-
rate and temperature can change due to health issues.

Sunehra in [41] proposed a smart wearable device that
sends email through GSM/ GPRS (General Radio Packet
Service) technology by locating the user through GPS. It also
captures the image via a USB Camera. For the activation of
the device, the user has to press the panic button attached to
the smart wearable device, the system discussed has no sensor
attached to it which makes the device manual. However, the
device should be automated that collect the readings from
IoT-based sensors as proposed in this study.

An advanced smart protection system [30] that cannot just
collect information and track location but also send a live
video. It also activates the buzzer that makes loud noises
to alert near ones. It has a shock module as a self-defense
system. Many of the devices are designed by using combi-
nation of sensors. III-G3 shows the percentages of various
sensors used in loT-based devices for women’s safety. Most
of the devices are designed using pulse-rate and temperature
sensors. Sensors are used to activate the tracking and commu-
nication modules to get the dominating features of the device.
The main feature used in women’s safety devices is location
tracking.

By considering the flaws of several devices Sumanth
Paglada in [16] proposed a device that uses technologies like
IoT and Machine Learning. The device is trained to collect
the values of heartbeat and pulse-rate of women in danger
through Logistic Regression. The heartbeat can change even
due to fast walking or moving into the rush area.

4 1
w Live
Location
Tracking

Dominating
Features of
\ Women Safety
Devices

% P ziss,

FIGURE 6. Dominating features of women'’s safety devices.

Akram in [10] designed an IoT-based smart device that has
a fingerprint facility. The victim has to activate the device
by fingerprint method. Also, it has a shock wave generator
that works as a self-defensive system for women. It has
additional features like audio recording and sending group
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messages. The device is activated through a fingerprint that
is not sufficient at the time of attack.

A smart device [19] that is secretly kept by the women
to collect pieces of evidence of harassment or molestation.
It consists of a camera and flex sensor along with GPS and
GSM module. The device is small in size kept with undergar-
ments easily. As discussed above there is the chance that the
woman could not get time to trigger the device.

To avoid human interaction a smart device is designed
in [40] that is fully automated and needs zero per cent of
human interaction in case of danger. It automatically collects
the data through machine learning algorithm. As the system
has to undergo many prediction sets for applying machine
learning algorithms. So, once the device gets the correct
prediction set it can easily alert the relatives and nearby
police station in case of danger. But the device is designed to
collect the values from the pressure sensor of the body, which
could result in the wrong prediction because the pressure can
change due to many reasons.

Similarly, [18] uses the heartbeat, flex, tilt and vibration
sensors that has also the facility of capturing the images
of attack. The tilt sensor collects the values of inclination..
The device is automated but using multiple sensors makes
the device costly. Reference [8] is designed with several
dominating IoT-based features like image capturing, location
tracking and shock generator. But the device has no sensors
attached to it. It is a self-defense device that is activated
by the voice recognition of the victim. So, the devices have
IoT-based dominating features: Live video recording, live
location, audio recording, image capturing, alarm system, and
shock generator

Sensors provide portability, durability, reliability and
power consumption. All sensors and dominating features play
vital role in women safety devices. But each feature needs
special assistance which might be difficult in some situations.
Like some of the features are associated with the connectivity
of internet only and some sensors requires human interaction
for activation. Hence, the devices should be designed in a way
that they could work in any unrealistic and emergency situ-
ation quickly. Temperature, heartbeat and pulse-rate sensors
are commonly used in women safety domain.

3) ASSESSMENT OF QUESTION 3- WHICH MACHINE
LEARNING ALGORITHMS ARE USED TO IDENTIFY

THE WOMEN'S SAFETY THREATS?

The machine learning algorithms used in IoT devices are
customized to learn the individual pattern of women’s state of
body, e.g., heartbeat patterns and changing patterns of body
temperature. Firstly, the devices are trained with the normal
heartbeat and temperature readings and then the devices are
trained. Incase readings are higher than the normal read-
ings, a signal of danger might be generated. Also, some
of the devices encounter internet problem, which can be
avoided through ZigBee Mesh network. The ZigBee Mesh
network is useful when it needs to send data to multiple hop
distance [17].
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TABLE 8. Percentages of sensors and features used in literature.

Sensors Dominating Features
Pressure Pulse Heartbe Tilt Temperatu | Flex Acceleratio | Vibratio | Image Location Live Live alarm Shock
sensor rate at sensor re sensor sensor n sensor nsensor | capture tracking audio video wave
sensor sensor
9% 29% 15% 6% 24% 6% 6% 21% 9% 91% 6% 3% 6% 15%

Machine Learning Algorithms used in Literature

Outlier Detection
Decision Tree | ]

Hidden Markov

R
Logistic Regression
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FIGURE 7. Percentages of machine learning algorithms used in literature.

Figure 7 presents the percentages of machine learning
algorithms used in literature.

Machine learning algorithms used to train the devices for
their betterment and advancement are discussed further:

a: LOGISTIC REGRESSION

Logistic regression is a classification problem that is used
to classify binary and linear problems simply and effi-
ciently [42]. Logistic regression is used in women’s safety
devices to predict danger. The danger indicator has values of
yes (when there is danger) or No (when there is no danger).
Pulse-rate and body temperature are used as independent
variables, the predictions range from —oo to +00 but prob-
abilities lie between O and 1. Hence log is applied to the
dependent variable which then expressed the linear function
of independent variables [17].

A smart wristband is designed in [34]. It collects the values
from sensors and predicts whether the woman is in danger
or not through the logistic regression model. A large amount
of training and test dataset is fed into the logistic regression
model for the prediction. During analysis, the sensors are
continuously tested and monitored. The drawback considered
in this is that the values should be real time based otherwise
the prediction can be wrong.

Samantha developed a novel device in [16] which works on
the logistic regression model. It detects the heartbeat rate and
temperature of the woman by analyzing the readings on the
online portal. If the values match the prediction of a woman
in danger then the device automatically informs the guardian.
But the device uses online portal for accurate prediction,
which is not useful in places where internet connection is
disabled.
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b: HIDDEN MARKOV MODEL
Hidden Markov Model provides better prediction and pro-
vides immense sensing on suspicious activities. Regarding
women’s safety, it provides analysis of face recognition as
well as labelling of verbal conversation. The device shows
94.7 % of accuracy [20]. The device will be activated just in
case of after-shock, otherwise, only the device will be warned.
Another Hidden Markov Model-based device is designed
in [39], which collects the values with the help of IoT and
HMM by the voice recognition of the victim woman. Speech
recognition proves to be a compatible solution for HMM. But
the device can fail to protect the woman in the worst situation
if the attacker recognizes the device and cover the victim’s
mouth also the device has no sensors attached.

c: DECISION TREE CLASSIFIER

A data set is used to make predictions in terms of yes or no
and continuously splits that dataset into the tree [44]. With
the help of a decision tree, the women’s safety system will
be able to detect whether the respective women are in danger
or not.

A work in [28] designed a device named MoveFree which
works on the machine learning algorithm of Decision Tree
Classifier. It predicts whether the woman is in danger or not
by collecting the values from breathing, heartbeat and blood
flow rate and glucose count. The readings are categorized as
normal and abnormal. MoveFree considers the values to be
abnormal if the readings are greater than the threshold value.
Whereas, the threshold values are determined based on health
experts. The algorithm decides whether a woman is in danger
or not, based on sweating. If the woman is sweating she is in
danger otherwise not. The device also informs the guardian
if she is sweating due to some health issues. There is a major
limitation considered in the device, the woman could sweat
even due to weather then the prediction would be wrong.

d: OUTLIER DETECTION

The pressure sensor and temperature sensors are used in
women’s safety systems for outlier detection. As any of
the sensors detect any type of abnormality the danger is
detected [27]. Like the temperature sensor activates when
someone suddenly approaches the woman and the tem-
perature of her surroundings increases then the danger is
detected [27]. The limitation considered for the outlier detec-
tion would be that the temperature can increase due to many
reasons; it could be a health issue.
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4) ASSESSMENT OF QUESTION 4- WHICH IOT-BASED
WEARABLES ARE USED FOR WOMEN'S SAFETY?

Wearable sensors are embedded in IoT-based wearable
devices that collect the readings fed to the sensors. The sen-
sors activate the modules via internet connection if the
specific values fed to the sensors exceeds. Considering the
women’s safety devices loT-based wearables are developed
in form of smart cloths, smart bands and smart ornaments.
By reviewing the literature, it has been observed that there
is still limited technology in women’s safety domain. The
researchers developed most of the devices in form of smart
band. In literature, smart band is used 35%, smart jacket and
other cloth based smart devices are used about 6%, smart ring
and smart shoe up to 3% as shown in Figure 8. Table 9 enlists
the sensors used in different wearables.

In [9] a smart ring has been developed for the protection
of woman in case of any danger, which is useful in few
circumstances. However, it has limitation that, it could fail
to protect the women in case of hustle or snatching there is
the chance for woman to lose the smart ring.

Wearables used for women's safety

Smart shoe g
Smart ring H

w w

Smart cloth

—
Smart jacket % 6
Smart band R 15

10 20 30 40

Wearbales

o

Percentages

FIGURE 8. Percentages of wearables used in women's safety devices.

There should be a device that is hidden from the eyes
of attacker. Reference [16] proposed a novel smart band
based wearable device that consist of heartbeat rate sensor
and temperature sensor that takes the values from logistic
regression model. The device is designed smartly for smart
safety solution for women. But the device could fail to protect
the women because it is also connected to the online portal
that can fail in case of slow internet connection.

Bharadwaj designed a device named suraksha [45] for
the safety and protection of women travelling alone and
Kumar [40] designed a smart garb, which is any kind of
special cloth. So, these systems can be used with various
forms of cloths. The device can be made more portable and
easier to use by replacing the solid wires with the comfortable
and flexible wires. Another smart band wearable based on
voice recognition of women is considered in [8] which detects
vibrating motion of voice and activates the vibration sensor
attached to the device. According to the analysis this device
needs full time charging and exact matching of words fed to
the device in case of any danger. Reference [33] proposed a
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TABLE 9. Sensors associated to the specific wearables.

References | Wearables Sensors

[9] Smart ring None

[16] Smart band Heartbeat and
temperature sensors

[40] Smart garb Pressure sensor

[44] Smart band Vibration sensor

[24] Smart jacket Temperature,
heartbeat and
vibration sensor

[19] Inner wear Flex sensor

[33] Smart jacket Flex sensor

[29] Smart band Pulse-rate and
temperature sensor

[21] Smart band Pulse-rate and tilt
sensor

[37] Smart band Pulse-rate and tilt
sensor

[28] Smart band Breathing and
heartbeat sensor

[13] Smart shoe Acceleration sensor

[15] Smart band Pulse-rate sensor

[34] Smart band Pulse-rate,
temperature, motion,
vibration

smart wearable shoe device that works through human inter-
vention and consists of only one sensor named as acceleration
sensor. According to my opinion this device is not efficient
and difficult to use because the single sensor attached to it
could fail in any condition.

Researchers and developers are making loT-based wear-
ables more advanced and portable. For example, in [19]
Prottasha Gosh developed a device wearable with undergar-
ments. The device is compact in size and easy to hide from
the attacker, which gives the ease to the victim.

By reviewing the literature, it has been observed that same
wearable can work on different principles. The wearables
proposed in [24] and [33] are based on smart jackets. By com-
paring both studies we get to know that [24] uses temperature,
heartbeat and vibration sensors whereas [33] uses only flex
sensor. According to the gaps and challenges identified in
this review, the wearable consisting of multiple sensors is
more vulnerable and efficient because any of the sensor can
fail to detect or sense the values under certain conditions.
Relying on data obtained through single sensor may not
give appropriate results while determining the under potential
victim as under threat or not, e.g., consider the study where a
device rely only on flex sensor to measure the bending of the
body where it is possible that the potential victim has to bend
due to the reasons other than attack. This may cause failure
of the device.
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FIGURE 9. Taxonomy of loT-based women'’s safety devices.

Most of the wearables for women’s safety are developed
in the form of smart bands. Smart bands are easier to use
as compared to smart shoe or cloth-based wearables. As we
have discussed smart wearables have embedded sensors that
takes the values from the specific parts of body. Smart bands
can have exposure to the whole body easily. But women
in our society need more advanced and protected shield for
safety due to increasing number of attacks. the researchers
have to make more advanced wearables designed with a huge
plethora of sensors. Cloth is mentioned for the studies where
the specific cloth is not specified.

IV. DISCUSSIONS AND ANALYSIS

This section provides discussion and analysis on the results
and findings of the review. Based on analysis of the findings,
ataxonomy of IoT-based women’s safety devices is proposed,
the gaps and challenges of existing devices are highlighted,
a model is suggested for practitioners and researchers as
guideline to build the IoT-based women’s safety devices, and
implications as future directions of the underlying domain has
been presented.

A. PROPOSED TAXONOMY

The findings of this research have been summarized by devel-
oping an IoT-based women’s safety taxonomy, as shown in
Figure 9.

The designed taxonomy consists of four primary attributes.
These are IoT-based safety sensors, dominating features,
machine learning algorithms, IoT-based wearables in which
sensors are embedded and IoT-based technologies, which
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cover most of the findings that are analyzed in this paper. IoT-
based technologies monitor, control, and track the different
precision attacks and locations of victims and systems. loT-
based technologies used in women’s safety devices with their
sub-domains have been demonstrated. Sensors produce valu-
able data by sensing and monitoring multiple variables. The
data generated through sensing and monitoring devices are
transferred through the communication protocols (Internet,
ZigBee, Bluetooth, WIFI) on the other side for a user or
guardian of women.

The designed taxonomy consists of four primary attributes.
These are IoT-based safety sensors, dominating features,
machine learning algorithms, loT-based wearables in which
sensors are embedded and IoT-based technologies, which
cover most of the findings that are analyzed in this paper.
IoT-based technologies monitor, control, and track the differ-
ent precision attacks and locations of victims and systems.
IoT-based technologies used in women’s safety devices with
their sub-domains have been demonstrated. Sensors produce
valuable data by sensing and monitoring multiple variables.

The sensors used in women’s safety devices have been
discussed in detail. Moreover, the dominating features of
IoT-based women’s safety devices, which make the devices
efficient, used by the victim in different situations, are high-
lighted. Furthermore, to emphasize auto-activation of the
alert generation feature, the data is collected through sensors,
which on observing the readings that could depict specific
state of women’s body reflecting potential threat, enables the
machine learning modules, after which alerts are generated
and transmitted.
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The machine learning algorithms are used by training these
algorithms on the obtained input values of sensors under dif-
ferent conditions enabling the potential women under threat
secretly inform the guardians without making any explicit
interactions with the devices. The proposed taxonomy also
presents the IoT-based wearables used for women’s safety in
which sensors are embedded to sense the danger and activate
the algorithms of machine learning for further processing in
terms of identifying the threat.

The wearable used to embed the IoT devices for women’s
safety rely on sensors that fetch the data from the user
and make the device automated. As the sensors for taking
input are required to be hidden from human eye, these are
embedded in some wearables. Sogi in [9] proposed a smart
ring-based device by combining the Raspberry Pi and the
server but did not use any sensor. But Navya R. Sogi also
mentioned that the device can be made more compatible by
adding sensors. Another device proposed in [34] is com-
prised of multiple sensors and proves to be more efficient
because smart IoT-based wearable devices turn out to be
more efficient and portable by the use of wearable sensors.
It has been observed that IoT-based women’s safety devices
using sensors are portable and easy to use without human
interventions; however, the existing systems can be made
more compatible by using multiple sensors in a single device.
Hence, the architecture proposed in this literature review
contains multiple sensors with multiple functionalities in a
single wearable device to provide protection to women in any
kind of undesirable situation.

B. GAPS AND CHALLENGES

The 21% century is the era of women empowerment, where
not just financial security is important but also social security
is necessary [8]. Although there are many ways for pro-
tection like CCTV cameras are fixed all around in this era
but still women need protection from their guardians. But
with the modernization of time, parents or guardians cannot
travel with women all the time. Hence, there must be some
technology for the protection of women by the guardians.
Table 10 enlists the potential flaws of IoT-based women’s
safety devices presented in research.

A gap identified in IoT-based women’s safety devices is
that some of the devices use only one or two sensors but it has
been observed that the devices consisting of different sensors
provides better accuracies and improved results. It might be
possible for the device not to detect the attached particular
sensor during a situation. So, the devices comprising multiple
sensors can sense the other attached sensor in case of failure
of any of the sensors.

Since women belong to different age groups and having
different normal ranges of the input readings; hence, acti-
vation of IoT-based wearables devices on sensing a threat
depends upon reading of the sensor which is compared to the
normal ranges as per the age group. However, only one sensor
would not be given appropriate threat results as the reading
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could be lied out of normal range due to several other reason
which could not be specifically relate to any threat. In this
regard, multiple sensors reading and the combinations of their
input values could be useful to reach to the more accurate
results of determining whether the potential victim is under
threat.

The studies generally do not mention any adjustment to the
device depending upon women of which age is using the
device. Another challenge faced by wearable devices is water-
proofing and battery life. These devices can run out of battery
at any time. In case of exposure to water and sweat, the
devices will fail to work.

A major gap that most of the studies have concluded about
the women’s safety systems is of physical interaction of
humans with the devices. There is a need to make the devices
and apps automatic and free of human intervention, as dis-
cussed previously that no one remains in sense during the
time of the attack. However, many researchers have proposed
human interaction-free systems but still, there is a need to
make these systems automatic. Lastly, problem-focused is
that the accuracies the devices exhibit have the potential of
improvement as none of the devices show 100% accurate
results even by using machine learning algorithms. However,
the algorithms applied gave better results but still, some more
improvement is needed with the prediction data sets used.

Till now many devices have been designed but each of them
has some flaws. The foremost drawback and challenge faced
has been the human interaction with the devices as the victim
never gets enough time to operate the devices. Almost all of
them are manually driven or operated via mobile phone [7].
Women are not as physically strong and fit as men that’s why
they need a helping hand to travel alone and feel independent.
Table 10 shows devices with their flaws. At the time of
the attack, women are not in the state of consciousness that
they could operate mobile phones or any device. We humans
cannot respond aptly during any kind of attack or critical
situation, there is still a need for a device which automatically
rescues the victim. [29].

TABLE 10. Potential flaws in devices.

Flaws References

[91 [11][10] [4] [19] [41] [40] [8]
[24] [33][22][30] [37] [21]
Precision gaps [18] [35] [20] [29]

Smartphone dependency [36]

Require human interactions

The previously proposed devices are not much effective to
provide full fledge protection to the women of our society.
Even after using machine learning algorithms researchers
faced the gaps in the accuracies and precisions in results.
Because body temperature and heartbeat could change even
due to some health issues or change in other physical states
such as while running or walking briskly. Hence, all of these
devices have some flaws. More is the accuracy more will be
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FIGURE 10. An architectural model for loT-based women'’s safety devices.

the reliance on the results and surety of danger in case of
identification of threat resulting in appropriate transmission
of alerts so that emergency contacts could reach out on time
in an alarming situation. [17]. There must be a model that can
be carried anytime outside. It must be designed in a way that
copes with women’s safety issues in alarming situations and
help them to inform guardians or police automatically [21].
Even during the case of kidnapping, the kidnapper snatches
a mobile phone or any other gadget; hence, the usefulness of
these devices in such scenarios could be questionable.
Moreover, some devices need more time for activation or
some need to be used with smartphones, which could also be
the reasons for the failure of existing devices and applications.
The device proposed in [7] showed a smart band that needs
two times tapping on the device after which the device is
activated to track the temperature and pulse rate of the victim.
It requires the victim to throw the band with force towards the
attacker for sending the location to the police, it activates a
piezo buzzer first before the activation of actual device, which
shows the whole procedure is time taking. Even some devices
need full-time internet connectivity for activation [38].
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The accuracy level of detecting violations can be improved by
making the devices more efficient and use more input types
taken from multiple sensors.

IoT-enabled women’s safety devices are not yet secured
and robust because of this it is difficult to predict and
identify all possible attacks on women in the IoT women’s
safety domain. Nonetheless, when researchers identify dif-
ferent security solutions to resolve predictable and manifest
problems, they should have the capability to design a sys-
tem that should have the capability to protect the woman
from unpredictable and unseen attacks. To achieve such a
security solution, a security system should be designed and
implemented with vigorous properties. Consider a scenario
in which the security system consists of different sensors and
schemes to detect that women are under attack. Now consider
that with an expansion of the women’s protection system,
an attacker pledges an attack that threatens women. In such
cases, existing security systems are expected to be not enough
to control and design a new system that is human interaction
free by implementing artificial intelligence-based dynamic
algorithms.
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C. PROPOSED ARCHITECTURAL MODEL

Based on the review of results and findings, an IoT-based
architecture for women’s safety devices has been proposed
as presented in Figure 10.

The proposed architecture is designed by considering the
gaps and challenges of existing devices. The gaps identified in
previous devices highlight the physical interaction of human
required by the devices and potential of improvement in the
accuracies of machine learning algorithms. The design of the
architectural model is free of human interaction and uses
lightweight and efficient machine learning algorithms for
better decision.

The suggested system works as an automatic danger detec-
tion tool that works through artificial intelligence without
human interaction and even works in places where there is
no internet connection. A similar device has been proposed
in [17], but the device is operated by pressing the button.
The architecture proposed in this paper is free of human
interaction, automatically collects the data through sensors
and informs the guardian of the woman in danger. The sensors
used in this proposed architectural model are designed to
detect something as complicated as a human brain signal. The
development of sensors allows the developers to use them
technically and invent different smart wearables. The smart
wearables are designed by using the microcontroller and
sensors. These wearables are intelligent enough to protect a
woman in danger. Sometimes, these devices have the facility
to provide self-defense on spot.

ZigBee network is used in place of low internet connec-
tivity. It uses low cost and low data consumption. And mesh
is used as a type of network connectivity [46]. For women’s
safety, to overcome the problem of internet ZigBee Mesh
Network. The ZigBee module used will only work when
there is no internet. It can be noted that we can attach as
many routing devices working to increase the range of data
travelling to multiple hops and then reaching the gateway
which is attached to the internet [17]. Muskan in [17] uses
Zigbee Mesh Network to deal with scenarios where there is
no internet connectivity. The same network is used in this
proposed architecture to make the system more efficient.
The transmission layer has a gateway connected to the cloud
service which is used to send live location and attack alerts to
the guardian of the victim.

The purpose of using machine learning algorithm is
to make the devices learn for themselves without need
of human intervention. IoT-based sensors being intelligent
already, when combined and trained with machine learn-
ing produce excellent results in protecting the women from
danger.

As shown in Figure 10, the proposed architecture consists
of input, processing and transmission layers. The architecture
proposed in model is basically designed to detect that the
woman is in danger or not. These devices are constructed in
form of wearables. The sensors and technologies are embed-
ded in a smart loT-based wearable, that a person can wear
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anywhere. Multiple sensors are used to detect the activity of
the woman and the sensors’ data is sent to the cloud where
machine learning algorithms make the decision. The guardian
will be alarmed if there is more accuracy in danger with more
surety of danger [17].

The device will be able to read and create patterns of
danger automatically. The input layer is comprised of mul-
tiple sensors used in women safety devices. The sensors are
attached to the particular wearable device by the woman.
Sensors are used to activate the modules, which are trained
by machine learning algorithms. The sensors are linked to
the Artificial intelligence based different algorithms in the
processing layer. The device is trained by using real time
values of woman under threat and not under threat. Existing
devices are designed to collect the readings of heartbeat and
pulse-rate from the sensors but these values can change due
to many reasons. But the proposed model is associated with
the computational models and multiple sensors that are fully
trained after collecting a large number or real time values of
heartbeat-rate, pulse-rate, motion-rate and temperature, when
a woman is under attack.

IoT sensors are designed with different specifications and
variations, such as, sensors are designed to deal with 2-mile
communication distance with the included antennas and up to
28-mile range. It takes up to 50s for the loT-based sensor to
send 1000 sensor data points at a time [47]. A GSM operates
on a SIM card and over a network range subscribed by the
network operator. It can be connected to a computer through
serial, USB or Bluetooth connection [42].

The processing layer makes the decision whether the
woman is in danger or not, considering the features of
machine learning algorithms. It determines whether the
potential victim is under threat or not. If determined as not
under threat then the woman is not in danger and the process
terminates. If yes then the woman is suspected to be under
attack and the alert generation process starts.

The alert is generated in transmission layer by activat-
ing the tracking and communication technologies. The GPS,
GSM, Raspberry and Bluetooth technologies are used to
capture the motion of the victim.

The modules then send the signal to the network protocols.
After activation of tracking and transmission technologies the
dominating features are activated through internet protocols.
Then an alert of danger is sent to the guardian’s device
through gateway and cloud service. The IoT gateway is the
bridge between sensors and internet protocols.

The dominating features involved in the process are image
capturing, location tracking, audio and video recording and
message sending. Each dominating feature is specifically
associated with the tracking and transmission technologies.
The location is tracked by the GPS module whereas the GSM
is used to send the message and Raspberry Pi activates other
features like image capturing and acquisition. The Raspberry
pi is a small chip, which has many versions introduced till
the date, i.e., Raspberry pi 3, Raspberry pi 4. The features
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and specifications of Raspberry Pi are different from version
to version such as one of the raspberry is available with the
dimensions of 85.60 mm x 53.98 mm x 17 mm, weighing
only 45 g is given in [47].

Existing devices also contain the feature of shock genera-
tion. Shock generator helps the woman or the person under
attack to fight against the attacker. In early times, people
used to have pepper spray like stuff with them for protection
but now with the advancement of technology and women’s
safety devices all the features are contaminated in one sin-
gle wearable device. Although the model is suggested for
women’s safety IoT devices, yet it can be used to develop
any IoT device for any person under threat. The system
will decide whether the woman is in danger or not based
on readings collected through the motion, breathing, pulse-,
temperature and touch sensors. The motion sensor identifies
the gait movement of the woman. The major sensors are heart
rate, pulse-rate and breathing sensor. During the case of any
attack the heartbeat, breathing, and temperature increase with
the decrease in pulse-rate. The proposed architecture could
be beneficial to decrease the cases of sexual harassment and
crimes against women, and also provide confidence to the
modern woman of this modernizing era to walk alone in
society. As the proposed architecture is based on gaps and
challenges identified in the existing literature. Although this
architecture is suggested as guidelines to develop more useful
IoT devices for women’s safety yet the same components
could be used for any potential victim who fear similar
threats. Although the model is proposed by carefully review-
ing and analyzing literature yet it has some limitations as
proposing an absolute women’s safety system is not realistic.
IoT-based women’s safety solutions can save women from
any kind of physical abuse or harassment but still, there is no
such active device that could prevent victims before assault-
ing like an acid attack. Considering state-of-the-art women’s
safety devices, it has been concluded that existing devices
need human interaction for prevention. However, applying
machine learning algorithms to women’s safety systems will
lead to IoT’s realization.

Although women’s safety system with machine learning
algorithms addresses some IoT network issues, significant
research issues still need to be addressed through women’s
safety. The real-time-based training dataset is required to
achieve high accuracy of machine learning models for mak-
ing efficient women’s safety systems. There is a risk that the
device or system might go under the wrong prediction or may
stop working due to technical reasons on time. The readings
of sensors may change due to any reasons it can be due to bad
health, weather or any technical issue. The proposed system is
free of human interaction as compared to the existing systems
but still, the proposed system needs a physical attachment
to the human body. There are chances to lose the device by
the victim. If the decision-making step goes wrong due to
uneven readings of sensors it will give wrong information to
the guardian.
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D. IMPLICATIONS

Considering the previous devices and apps, the future demand
for women’s safety devices is that they should be compact,
with low prices and easy-to-use instructions. With all the fea-
tures of protection. The new device should be the approach for
women in rural areas because the number of physical abuse
cases is higher in rural areas. The device should be designed
in a way that it gives 100 per cent correct information about
danger to the guardian of the woman. It has been noticed that
even machine learning trained devices do not give 100 per
cent accurate results. So, the devices must undergo more
prediction sets. A new system needs to be developed that has
a self-defense mechanism too without human intervention.
The system should be designed in a way that the location of
the victim changes on the guardian’s phone with the actual
change in location. The device should not rely on internet
connectivity. As well as the device or system should be
trained by real-time attacks on women.

Multiple input from more than one sensors and their com-
binations could give more precise and accurate results interns
of determining the potential victim as under threat or not.
In this regard, more full body sensors like temperature, tilt,
and flex along with the sensor which can take input or related
to specific body area such as heartbeat sensor should be used.
As the potential victim needs to wear different gadgets having
the IoT-based devices for safety, the use of multiple body-area
specific sensors emerges the inherent need of wearing more
than one gadgets.

If designed up to the mark, women’s safety systems will
be beneficial for the women who have to travel late at night
or at workplaces. They will feel safe up to some extent
while going out. It will help us to analyze the severity of
crimes against women [17]. With the help of these devices’
women's safety is properly protected and they won’t feel
alone. These devices should be compact to easily carry and
the key concern should be including unique features from dif-
ferent approaches [38]. For providing security various smart
devices should be more advanced. Currently, there is no such
solution but these devices should be more effective with time
as the cases of women violence are increasing day by day.
There is a serious need for the advancement of these devices
and apps so that parents could have watched young girls. With
the advancement of time, there must be a better and more
advanced security system for the safety of wo_Ref11804061 1

V. CONCLUSION

This study reports a systematic literature review of loT-based
devices designed for women’s safety to protect them from
threats like molestation, harassment, rape, and abuse. It was
conducted by reviewing 34 research articles gathered through
eminent publication sources. The papers for reviewing the
IoT-based devices for women’s safety are gathered by con-
sidering a number of keywords and their alternate words.
Though a number of the keywords are used to search the
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relevant literature, there exist the possibility that some studies
used other words and their synonyms in their work that could
affect the final results. This risk was mitigated by carefully
considering various keywords and classify these keywords as
primary, secondary, and tertiary to form the search string and
apply different Boolean operators to combine the specified
classification of keywords. In addition, the classification of
the studies has been made by authors, which is reviewed by
two independent reviewers. In case any disagreement was
observed, a comprehensive discussion among the authors was
made till reaching to consensus. The interrater reliability
was 0.92 that depicted a high agreement.

After detailed analysis of the shortlisted studies, it was
identified that IoT-based women’s safety devices use differ-
ent technologies as well as exhibits a number of prominent
features, sensors and machine learning algorithms. Various
categories of these aspects are classified to present a taxon-
omy of IoT-based women’s safety devices. Although each
system provides different features which define the main
working of those devices yet there are some shortcomings
due to which these systems still not able to give effective
support to deal with the potential safety threats for women.
Moreover, this study presented the gaps and challenges of
using the previous devices due to which some devices could
not work effectively to serve the purpose. Furthermore, this
review proposed an architectural model for IoT-based devices
for women safety as future recommendation. This work will
be helpful for the researchers to gain the state-of-the-art
insight into the IoT-based women’s safety devices as well as
the practitioners to build useful and more effective loT-based
women safety devices.
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