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ABSTRACT Traditional identity verification of students based on the human proctoring approach can
cause a scam identity verification and ineffective processing time, particularly among vast groups of
students. Most student identification cards outdated personal information. Several biometric recognition
approaches have been proposed to strengthen students’ identity verification. Most educational adoption
technologies struggle with evaluation and validation techniques to ensure that biometric recognition systems
are unsuitable for utilization and implementation for student identity verification. This study presents
the internet of things to develop flexible biometric recognition systems and an approach to assess the
quality of biometric systems for educational use by investigating the effectiveness of identity verification of
various biometric recognition technologies compared to the traditional verification method. The unimodal,
multimodal, and semi-multimodal biometric technologies were tested using the developed internet of
things-base biometric recognition systems examined by applying the proposed quality metrics of scoring
factors based on accuracy, error rate, processing time, and cost. Hundreds of undergraduate exam takers
were a sample group. Key findings indicate that the designed and presented systems suitably attain identity
verification of exam students using a unimodal biometric. The unimodal facial biometric system promises
excellent support. A unimodal fingerprint biometric system ensures second excellent aid for student identity
verification. However, multimodal and semi-multimodal biometric systems provide better accuracy with
fewer handling times and higher costs. This study contributes significantly to the knowledge of utilizing
biometric recognition for identity verification in smart educational applications.

INDEX TERMS Biometrics, recognition, identity, verification, Internet of Things, quality assessment.

I. INTRODUCTION
The internet of things (IoT) has ushered in a new era
of connectedness, allowing numerous objects and systems
to communicate and share data effortlessly [1]. This has
resulted in various applications, including biometrics [2].
In recent years, considerable advances have been in the
IoT research. Incorporating IoT technology into biometric
recognition systems enables real-time monitoring and remote
system access [3], thereby increasing system accessibility
and flexibility. Moreover, IoT technology can improve the
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accuracy and efficiency [4] of biometric recognition systems
by enabling the integration of several biometric modalities,
such as facial recognition and fingerprint identification [5].
These systems can leverage physiological or behavioral
characteristics to identify individuals uniquely, lower the
chance of cheating, and enhance educational security [6].
IoT-based biometric recognition systems can provide a more
secure and convenient method of identifying and confirming
students during classes and exams in the educational setting.
However, these studies also identify key implementation
issues, such as assuring the accuracy and dependability of
the identification process, protecting students’ privacy, and
controlling implementation costs.
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FIGURE 1. Traditional approach of examination takers’ identification
verification.

Moreover, information technology is a widely used in a
variety of educational tasks. To become a smart school digital
framework [7], numerous schools implement systems such
as registration systems, and schedule management systems
in their institutions [8]. However, the examination system
is one of the most important factors in determining each
student’s academic achievement. Although many educational
institutions have incorporated an electronic system into
examination tasks, such as web-based examinations [9],
online testing [10], and online examination systems [11],
previous research has focused primarily on how to manage
basic information and general tasks [12]. Student verification
is the examination’s most important and primary procedure
for identifying the correct candidate for school, class, and
examination authentications. Numerous educational insti-
tutions continue to use the conventional method, which
includes personal documentation (e.g., student card and ID
card), to verify exam takers. One of the most prominent
issues with the conventional examination approach is that
the proctor must be confident, and the student is the actual
exam taker. No technological tools are available to the proctor
to verify student identity. Even if a student’s photograph
appears on a personal document, it may not be possible
to identify the actual exam taker using the photo. The
student’s personal document is also susceptible to lose or
damage.

Checking a student’s identification documents, such as
a personal identification card, a student identification card,
and a driver’s license card is the standard procedure for
confirming a student’s eligibility to take an exam. Numerous
complexities associated with this approach. At Valaya Rajab-
hat University in Thailand, for instance, the conventional
approach to verifying student identity documents prior to
entering an examination room is depicted in Fig. 1.

As shown in Fig. 1, verifying the identity of each
exam candidate involves multiple steps and considerations.
A student must present his/her document to a proctor prior
to taking an exam. The proctor must then verify and match
the information as well as the photo on the identification
document to the specific student. There are multiple potential

causes for student verification, the first of which is how the
proctor determines that the student is the actual exam taker.
The student is granted access to the examination room if the
student and the identification document match. The second
scenario addresses the proctor’s actions in the absence of
an identification document. The proctor must contact the
administrator of the registrar office at the university. The
administrator must then provide the students with a one-day
temporary identification card. In the third scenario, if the
proctor suspects an exam taker, the student may request
additional documentation or leave the examination room.
Typically, proctors walk around the examination room to
collect each student’s signature. Consequently, this action
may disturb the concentration of other test-takers during the
exam.

An automated verification system is a contemporary
method of identifying the correct individual. Several auto-
mated verification systems that employ biometric technolo-
gies have been proposed. The use of biometric technology
in identity verification systems has several advantages over
traditional identity verification. Access control using finger-
print recognition [13], face recognition to grant access [14],
healthcare [15], citizen identification [16], [17], security
systems [18], finance [19], airport [20], canteen management
systems [21], visitor management systems [22] and parking
management systems [23], [24], [25] have addressed the
advantages of implementing biometric technologies. Bio-
metric technology is a practical and useful alternative for
verifying exam takers. Students were not required to provide
or present identification during the examination. However,
automated student verification requires extensive research
into personal information technology verification design and
development. Certain researchers have implemented a uni-
modal biometric technique as a face or voice-only biometric
technology. Multiple biometric modalities are utilized in
multimodal biometrics to ensure system quality and prevent
biometric systems from having a single point of failure
[26]. The biometric protocol gaps between unimodal and
multimodal biometrics for identity verification in education
are primarily concerned with the cost and accuracy of
identity verification [27], [28]. The system evaluation is
a crucial stage when standard objectives are evaluated to
compare the new system’s performance to those of the
existing system [29]. There has never been a system that uses
multimodal biometrics to verify the identity of students taking
exams. Therefore, this research proposes an education-based
biometric recognition system for identity verification services
that focuses on a quality assessment metric.

This study makes three contributions to the scientific
community as follows:

• The authors propose a system design and software
development for examination management and biometric
recognition systems using the IoT technology named bio-
metric examinee personal verification system (BEPVS). The
proposed system can support face and fingerprint recognition
using many verification protocols.
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• The authors compare the system quality of unimodal,
semi-multimodal, and multimodal biometric examination
verification systems. The qualitymeasurementmetrics for the
proposed system are a pioneer investigation. The practical
application’s quality measurement metrics of biometric
verification systems consisted of accuracy rate, error rate,
response time, and cost.

• A relevant evaluation result for measuring the quality of
each biometric verification protocol is analyzed to summarize
the optimal biometric technology of IoT-based development.

The rest of the paper is organized as follows: Section II
presents the literature review and theoretical background. The
methodology used in this paper is deliberated in Section III.
The experimental evaluation is described in Section IV.
Section V reports the results and presents the discussion.
Finally, Section VI summarizes the conclusions of this
research.

II. LITERATURE REVIEW
This section summarizes the biometric technology principles,
unimodal and multimodal biometric technologies, biomet-
ric verification systems in education, Internet of Things
platforms for biometrics, and open-source computer vision
(OpenCV) image processing for application development.
The following section describes the works mentioned in this
article.

A. BIOMETRIC TECHNOLOGY
Surveillance, identification, and access control are the three
most prevalent biometric technology uses [30]. Numerous
types of biometric technology-related research include algo-
rithms, architecture, modalities, and applications. Physical
biometrics focuses on human physical measurements such
as the face, fingerprints, palm, retina, iris scans, and hand
geometry. Behavior biometrics focuses on human operations,
including voice, signature, gait, keystroke dynamics, and
other activities (for instance, behavioral biometric authen-
tication on smartphones [31]). Chemical biometrics are
concerned with chemical identifiers, such as a person’s scent.
The biometric system can be classified as either unimodal or
multimodal [32].

B. UNIMODAL BIOMETRIC TECHNOLOGY
The unimodal system uses a single biometric verification
source, such as the face, iris, fingerprint, palm, or other
distinctive human body parts.

Face recognition - The unimodal system employs a
single biometric verification source, such as the face, iris,
fingerprint, palm, or other distinctive human body parts. The
human face is a well-known biometric characteristic utilized
in various applications, including criminal identification,
security systems, forensics, surveillance systems, credit
card verification, etc. According to [33], the face is a
passive biometric, and face images are used for effective
development regardless of the individual’s participation. The
facial recognition system is a biometric artificial intelligence

system that identifies individuals by analyzing patterns of
facial texture and shape patterns. Face biometrics primarily
rely on visible imagery because temperature and eyewear
have no effect on face verification.

Face recognition is a commonly used method for iden-
tifying or validating a person, and it is utilized in a
variety of scientific disciplines. The three primary aspects
of face biometrics are face recognition, feature extraction,
and face matching. Recent studies [34], [35] focused on
face recognition techniques and implemented real-time face
recognition systems using Raspberry Pi, internet of things
device. Yadav and Vishwakarma [36] proposed a novel,
sophisticated, and efficient framework based on the interval
type-II fuzzy membership with the kernel-based sparse
method. The percentage of pixels contributing to the image
was determined using interval type-II fuzzy logic, specifically
an extended interval type-II membership function. Using
the K nearest neighbor and Euclidean distance metric for
sparse representation, the experimental analysis revealed a
two to ten percent increase in accuracy over the current
standard.

Kas et al. [37] presented a novel method for developing a
feature descriptor called mixed neighborhood topology cross
decoded patterns (MNTCDP) that can be combined across
platforms to produce robust, computationally affordable, and
simple solutions. MNTCDP depends on the pattern encoding
scheme and neighborhood topology to produce a stable
and discriminative face representation. Face alignment and
detection supervised image classification, and the K-Nearest
Neighbor classifier can improve precision rates. Experiments
were conducted on the YALE, ORL, FERET, and AR
datasets under various illumination conditions, and it was
determined that the proposed MNTCDP descriptor exhibits
outstanding performance. Yaddaden et al. [38] presented
an efficient facial recognition system based on a Convo-
lutional Neural Network architecture and radio-frequency
identification (RFID) tags equipped with an error detection
module. The experiment was conducted on five benchmark
facial expression datasets and yielded promising results
above 95 percent, with a false positive detection rate that
was decreased by 20 percent and consistently improved
results.

Fingerprint recognition - Fingerprint recognition is a well-
established biometric technique. Hardware is used to collect
and scan fingerprint data by the development system. Each
fingerprint recognition technique utilizes a unique fingerprint
data format. Awojide et al. [39] developed a biometric
fingerprint system for candidate authentication in Nigeria
Institution Examinations using online-based pattern recogni-
tion. Taileb [40] provided fingerprint recognition and RFID
technology to verify students. Tatar [41] presented a novel
algorithm for fingerprint recognition to illustrate research
employing a novel algorithm. A finger vein recognition
system has two primary phases: enrollment and verification,
according to Wencheng et al. [42]. First, finger vein images
are captured and enhanced for quality.

VOLUME 11, 2023 22769



M. Rukhiran et al.: IoT-Based Biometric Recognition Systems in Education for Identity Verification Services

The extracted features are then saved as templates. In the
second authentication phase, a vein sample is extracted
from the user’s finger for testing, followed by preprocessing
and feature extraction techniques. The testing features were
compared to the stored templates to display the verification
result. In their study, Xi et al. [43] proposed a framework
for a biometric system based on the finger vein modality,
employing the discriminative binary code method and the
PolyU and MLA databases. Moreover, they use supervised
information and support vector machines (SVM) to make
discriminative binary codes (DBC) more discriminatory
and shorter. Various biometric systems, including Noma-
Osaghae et al. [44], have granted door access using an iris
and fingerprint verification.

C. MULTIMODAL BIOMETRIC TECHNOLOGY
Numerous researchers have examined multimodal biometric
verification to improve the performance of the biometric
recognition systems used to verify exam takers. Emmanuel
and Ogadimma [45] created a multimodal cloud-based bio-
metric service for online examinations. The proposed system
uses face and voice recognition to access cloud services so
students can access web-based examinations. Mir et al. [46]
designed a novel framework for multimodal systems. The
system utilized face and fingerprint images with block-based
and feature-image matrices. The proposed method retrieved
the semantic features of the middle layer of local biometric
features, resulting in improved characterization capabilities,
reduced dimension, and high accuracy rates for multimodal
biometrics. They achieved highly stable and generalizable
outcomes using the variational bayesian extreme learning
machine (VBELM). The experimental results demonstrated
greater precision, efficiency, and consistency in testing than
conventional techniques.

Gomez-Barrero et al. [47] presented a method for devel-
oping a multibiometric system based on the homomorphic
encryption method, with all encrypted database information.
Multibiometric fusion utilized the characteristics, scores, and
decision levels. On Biosecurity identification’s online signa-
ture and fingerprint database, experiments were conducted.
The system complied with the ISO/IEC 24744 requirements.
Walia et al. [48] proposed a robust biometric system based on
the optimal score-level fusion model and multiple identifiers.
The system considered iris, finger vein, and fingerprint
biometric modalities. The backtracking search optimization
technique and proportional conflict redistribution rules were
utilized in this study. Using multiple traits and a fusion
approach to biometric scores produced better results than a
single biometric. The multimodal system can be divided into
the following four subcategories:

• Multiple modalities: the examination uses more than
two types of biometric technology, such as face image and
fingerprint verification. For instance, Ammour et al. [49]
utilized the face and iris to identify a system user.
Gunasekaran et al. [50] fused the face, fingerprint, and iris
for the purpose of identifying individuals.

• Multiple sensors: the same inspection pattern is utilized
with multiple sensors, such as images from two cameras. For
instance, Zhao et al. [35] utilized two mobile phone cameras
to detect the objects.

• Multiple features: multiple algorithms are used to extract
images or data from the source [51], such as extracting
fingerprint images using the first and second methods.

• Multiple and repeated occurrences: multiple biometric
forms are used, such as left and right iris images for iris recog-
nition, or the same biometrics are used multiple times. A brief
overview of deep learning techniques for the re-identification
of individuals. Fenu et al. [52] and various publications on
multimodal biometrics presented a multibiometric system for
continuous student authentication in e-learning platforms that
uses face, voice, touch, mouse, and keystroke verification
to authenticate students for e-learning. Traore et al. [53]
designed a framework for a multimodal biometric system
for online examinations via continuous image capture with
a webcam.

D. BIOMETRIC EXAM TAKER VERIFICATION SYSTEM
Many obstacles are involved in the biometric verification
of test-takers in higher learning. To support the biometric
verification technology, a number of factors, including the
integration of an existing system, the developers’ skills,
and the technology’s maturity, must be considered. Using
fingerprint recognition [54] provided a safety infrastructure
for the online examination. The biometric system developed
to authenticate examinees in Nigeria was created by [45].
Another reason for utilizing biometric technology in edu-
cational institutions, such as those researched by [46]. The
objective of Okokpujie et al. [55] was to develop an iris-
based biometric system for verifying the student’s attendant.
A smart door using biometric development enhanced a
security system [22]. The BEPVS [56] was presented with
the conceptual design model for verifying exam takers, which
included components for developing a biometric system.
The six components of an examinee biometric information
system are illustrated in Fig. 2 of the BEPVS conceptual
model. The purpose of this framework is to demonstrate
the creation and implementation of the biometric exam-taker
verification system. Examiner information, the examination
information system, the result and output, biometric technol-
ogy, the biometric examinee personal verification system, and
the intelligence system are the six principal components of
the system development framework.

The BEPVS conceptual framework also presented the
specifics of a revised software design model created software
for use in an educational institution. Fig. 3 depicts the
BEPVS architecture, consisting of thirteen system com-
ponents demonstrating the design and development of a
biometric exam-taker verification system.

Exam taker information is provided by examiner informa-
tion (EI) component. The examination information system
(EMS) component provides an examination information
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FIGURE 2. Revised BEPVS conceptual framework.

FIGURE 3. Biometric recognition framework in education.

management system. A component of the examination
information database (EIDB) manages the student database
by communicating with a component of biometric informa-
tion (BI) stored on a component of the biometric device
(BD). Exam taker verification system (ETVS) component
responds to detect and identify students using exam taker
verification (ETV), examination schedule database (ESSDB),
and examination schedule system (ESS). A Personal Man-
agement System (PMS) and personal management database
(PMDB) components oversee student data creation, retrieval,
modification, and deletion. A personal management system
(PMS) is an administration system of faculty in the educa-
tional institute. A result component provides feedback on a
student’s system identification. An intelligent component of
the system prepares for a future support system for artificial
intelligence.

E. BIOMETRIC TECHNOLOGY ON INTERNET OF THINGS
PLATFORM
The IoT is currently the most popular platform for human
life support, particularly in education [1], [7], [8]. Utilizing
biometric technology on IoT platforms has the advantages
of being economical, compact, and mobile. Recent studies
have demonstrated various biometric applications utilizing
the Internet of Things to create systems and applications.
Emerging internet of things services in smart cities, industry,
smart homes, and personal assistants, among others, require
security at multiple stages. Intruders may inject fabricated
data into the communications of the internet of things.
Applying security to IoT devices makes it possible to realize
mobility, portability, and multiple services. These issues are

FIGURE 4. (a) Eigenfaces, (b) Fisherfaces, and (c) LBPH in OpenCV.

circumvented by utilizing biometric security, which does
not require action or memory. Biometric authentications are
popular, more reliable, and user-friendly than conventional
methods. The previous research has discussed IoT issues
and challenges regarding biometric security and application,
including where biometrics can be integrated into IoT
infrastructure [26], [51], [57].

F. OPENCV FACE RECOGNITION DEVELOPMENT
OpenCV is a well-known artificial intelligence library for
image processing founded in 1999 by Intel. The cross-
stage library emphasizes continuous image processing and
includes non-patent-protected implementations of the latest
computer vision calculations. OpenCV now includes a
programming interface for the C, C++, Python, and Android
programming languages. OpenCV is distributed under the
BSD license, which is used for academic projects and
commercial products. Fig. 4 illustrates OpenCV’s three
primary algorithms.

Eigenfaces - The image depiction is rendered with a
high degree of dimension. Two-dimensional PQ grayscale
images span PQ-dimensional vector space, so a 100 ×

100 pixel image resides in a 10,000-dimensional image space.
A developer can settle on any variation in relevant data
and search for information. Pearson [58] and Hotelling [59]
independently proposed the Principal Component Analysis
(PCA) to transform a large number of possibly related factors
into a more compact arrangement of uncorrelated factors.
Frequently, associated factors represent a high-dimensional
dataset. The majority of the data is comprised of a handful
of significant aspects. The PCA technique tracks down the
bearings with the best difference in information called the
head parts. Fig. 4 (a) illustrates the Eigenfaces of OpenCV
image processing.

Fisherfaces - Principal component analysis (PCA), the
core of the Eigenfaces method, identifies a direct mixture of
components. The method accentuates the extreme fluctuation
in data. Although this is an unquestionably excellent method
for addressing data, it does not consider classes. As a result,
many discriminative data could be lost when discarding parts.
Imagine a scenario in which an external source modifies
the information of a user. Let there be no darkness. The
components distinguished by a PCA lack discriminative data,
so the projected examples are dispersed, making it impossible
to characterize the population. The fisherfaces of OpenCV
image processing are depicted in Fig. 4 (b).
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Local binary pattern histogram (LBPH) - Eigenfaces
and fisherfaces are adaptable to support a comprehen-
sive acknowledgment strategy. Information is represented
as a vector in high-dimensional image space. High-
dimensionality is awful, so a lower-dimensional subspace
is distinguished and (presumably) utilized to store useful
information. The Eigenfaces strategy expands the total
dissipate, which can cause issues if an external source
fluctuates since parts with the greatest difference in overall
classes are not useful for arrangement. The authors have
utilized a linear discriminant analysis to safeguard some
discriminative data, which was enhanced according to the
fisherfaces method.

Numerous types and techniques have been investigated
by analyzing the development performance of biometric
systems. Under various weather conditions, Ahsan et al. [60]
compared the performance of three facial recognition algo-
rithms in OpenCV, including eigenface, fisherface, and local
binary pattern histogram-based methods. In their research,
the evaluation criteria were the accuracy, precision, recall,
F1 score, and execution time. According to the findings of
their study, LBPH had better outcomes than other treatments.
Fig. 4(c) depicts the LBPH of the OpenCV image processing.
The factors used to assess biometric efficiency in the various
domains are presented in Table 1.

III. RESEARCH MODEL AND HYPOTHESES
This primary objective of this study was to experimentally
investigate a biometric recognition system for education.
This investigation commences with a framework design
for IoT-based biometric technologies, which consists of
designing and developing a biometric exam-taker manage-
ment system and biometric verification architecture. The
authors developed an IoT-based biometric verification system
that supports various biometric technologies, including face
and fingerprint-based unimodal, multimodal, and semi-
multimodal biometrics. The developed system’s effectiveness
and efficiency have been evaluated. The accuracy rate,
error rate, response time, and cost are used to compare the
effectiveness and efficiency of using a biometric verification
system for exam takers. Four biometric approaches involve
the experimental study of the system’s evaluation: zero-
biometric (Z), unimodal biometric system (U), multimodal
biometric system (M), and semi-multimodal biometric
system (S). Using face and fingerprint experiments, the
authors implement a biometric verification system for each
testing group. Identifying the sampling group, testing the
system, and collecting data for each testing group are the
three aspects of each experiment. This study has compared
each experimental outcome by determining which biometric
protocol best suits the biometric verification system for
educational applications.

A. RESEARCH OBJECTIVES AND HYPOTHESES
The authors have adopted the BEPVS conceptual frame-
work [56] depicted in Fig. 3. To investigate the research

TABLE 1. Survey of performance evaluation criteria in biometric system
usages.

objectives, the practical implementation of an IoT-based
biometric system for exam taker verification is also created.
This section describes the design and development of the
experimental system in accordance with the IEEE systems
design—software design descriptions (SDD) standard [68]
and systems and software engineering - Systems and
software quality requirements and evaluation (SQuaRE) [69].
Use-case diagrams represent the context viewpoint, class
diagrams represent the information viewpoint, deployment
diagrams show the composition viewpoint, and graphi-
cal user interface (GUI) diagrams represent the interface
viewpoint, and sequence diagrams represent the interaction
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FIGURE 5. Biometric verification processing framework.

viewpoint. Using this study’s quality assessment metric
approach, the following are the primary concerns for
confirming and evaluating the practical use of the IoT-
based biometric recognition system for identity verification
services.

Using IoT technology, the first objective is to propose soft-
ware design and development for examination management
and biometric recognition systems with face and fingerprint.
IoT-based biometric examination verification systems can
utilize unimodal, semi-multimodal, or multimodal biomet-
rics. Consequently, the feasibility and promise of biometric
technologies used for student identity verification can be
evaluated by effectiveness and efficiency to determine if the
IoT-based biometric system for verifying exam takers could
adequately replace traditional proctoring for student identity
verification.

The secondary objective is to examine quality mea-
surement metrics for the biometric verification system
by analyzing biometric effectiveness in an actual exam
environment. The proposed quality metric for biometric ver-
ification of students in actual examination classrooms could
evaluate and ensure biometric quality assurance of accuracy
rate [49], error rate [23], [70], response time [46], and
cost [66].

The hypotheses of this study are identified as contributing
to biometric assessment quality assurances for educational
applications. The following are the answers to the questions
posed by the hypothesis:

Hypothesis 1 (H1): The quality of the unimodal biometric
system for verifying exam candidates is superior to that of a
conventional system.

Hypothesis 2 (H2): The quality of the multimodal biomet-
ric system for verifying exam takers is superior to that of a
conventional system.

Hypothesis 3 (H3): The multimodal biometric system for
verifying exam takers is of a higher quality than the unimodal
biometric system.

B. BIOMETRIC DATA ENROLLMENT
Fig. 5 depicts the system architecture derived from the
revised design model of a biometric examinee personal
verification system as illustrated in Fig. 3. Examinee registra-
tion, biometric collection, biometric verification, biometric
databases, and verification results are components of the
biometric verification processing framework. The framework
comprises twomajor components: exam taker enrollment and
authentication.

The data enrollment or training phase involves collect-
ing test-takers biometric information into a database. The
information about the exam taker is typically personal
information, including biometric data. The system can collect
personal information from existing data by accessing student
identification numbers. However, biometrics collection is
contingent on the biometric trait and devices used. This
study employs the face and fingerprint as biometric system
characteristics. Face and fingerprint biometrics share similar
data collection procedures. By implementing an IoT-based
biometric verification system in front of the examination
room, the biometric registration device must install drivers,
set the verification environments, and configure parameters
to function correctly. After acquiring a student’s face and
fingerprint, the feature extraction processes commence, and
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FIGURE 6. General use-case diagram of examination management
system.

the system registers students’ biometrics and information
as a training set in a database. Face and fingerprint-based
multimodal biometric systems have been investigated in
this study. Therefore, two biometric scanners are config-
ured to support dynamic manners. Each scanner device
can seamlessly switch between unimodal and multimodal
modes. The IoT-based biometric verification system box
is developed as a biometric system controller. The smart
box can scan facial and fingerprint biometrics and manage
biometric recognition algorithms for experimental data
enrollment.

The testing phase of biometric recognition is a verification
procedure utilizing an IoT-based biometric verification
system for exam takers. The verification of an exam taker’s
identity relies on biometric datasets. A smart box permits
flexible examination verification protocols. If a test taker
uses face-only biometric verification, the system verifies
only the test taker’s face. The verification result can be
determined by accuracy and error rates by comparing recent
biometric datasets from training sources in the database
system. The results of the detection is then reported as
the verification value. Educational administrators can utilize
face and fingerprint biometric systems to match a test-
biometric taker’s data with the biometric data stored in a
database.

C. EXAMINATION MANAGEMENT SYSTEM DESIGN
Fig. 6 depicts a use-case diagram that describes the system’s
actors and their respective responsibilities. Beginning with
a user needs survey, the authors analyzed and designed the
exam taker biometric verification system using a use-case
diagram containing three actors: the exam taker, the admin-
istrator, and proctor. The test-taker biometric verification
system consists of twenty-two key processes. Administrators

are responsible for managing all data, including exam
subjects, exam information, biometric information, proc-
tors, exam lists, exam locations, and student information.
The examinees use the system to register their biometric
data and review the exam details. Proctors utilize the
biometric verification system to verify the identity of
examination candidates and monitor the functionality of
the system. Fig. 7 depicts a database system with a class
diagram format, a data format, and a relationship for the
biometric exam-taker verification system. The developer
team can create the database system. Seven classes make
up the database collection (verified-result, examsched-
ule, examinerbiometricinfo, examiner, subject, place, and
proctor).

D. INFRASTRUCTURE DEVICES
The IoT-based biometric verification system consists of
the hardware of the system, face images and fingerprint
template-based biometric technologies. This research uses
two biometric devices: an 8-megapixel Raspberry Pi camera
for face recognition and a fingerprint scanner (Arduino
compatible). Raspberry Pi cameras can capture 1080p images
with a high resolution and can be completely programmed.
A Raspberry Pi 4 8GB is connected to a camera, fingerprint
scanner, and monitor in front of an exam room. This research
uses two Raspberry Pi Camera (8-megapixel) biometric
devices for face recognition. The Raspberry Pi camera can
capture high-resolution images, 1080p video in full HD, and
programmable code. Fingerprint scanners compatible with
Arduino are used for fingerprint recognition. In Table 2, the
specifics of each device are listed.

E. IOT-BASED BIOMETRIC VERIFICATION SYSTEM DESIGN
AND DEVELOPMENT
Fig. 8 represents an overview of the experiment’s IoT-based
biometric verification system architecture. EDIB, ESSDB,
and PMDB were developed using MySQL server as a cen-
tralized biometric database to support web-based application
programs for exam taker verification systems. Students face
images, and fingerprint templates were collected and stored in
a centralized database. Each training dataset for an IoT-based
biometric verification system must be used to train the two
biometrics listed below:

• Face recognition training: The system is developed using
the OpenCV library with Python and the LBPH model as a
face recognition algorithm to recognize a student’s face.

• Fingerprint recognition training: The OpenCV library
and Python programming language, in conjunction with the
scale-invariant feature transform (SIFT) algorithm, are used
to extract key points and detect descriptors for the best-
retained features.

After receiving the examination room’s student roster, the
proctor logs into the system during the verification phase.
The students formed a single line in front of the examination
room, awaiting verification. Each student requires to use face
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FIGURE 7. Class diagram of exam taker biometric verification system.

FIGURE 8. Overview of experimental scenarios of IoT-based biometric
identity recognitions system.

and fingerprint biometric verification to identify the identity
phase as follows:

• Face recognition matching algorithm: The system
matches biometric data utilizing the LBPH model within the
OpenCV framework.

• Fingerprint recognition matching algorithm: The authors
used feature matching with the fast library for approximate
nearest neighbors (FLANN) algorithm to match the finger-
print image of the exam taker with the pattern from the
database.

The quality scores and scanning times for student recog-
nition were recorded in a database log and displayed on an
LCD screen after biometric verification.

This study categorizes the potential biometric verification
case studies into eight identity verification approaches. The
first method employs identification cards. Other approaches
rely on biometrics for identification. The second method
employs facial biometrics, while the third method employs
fingerprint biometrics. The fourth method employs face and
fingerprints. The fifth method uses a face captured by two
cameras, while the sixth method uses fingerprints captured
by two scanners. The seventh method uses the face, then the
fingerprint, while the eighth method uses the fingerprint, then
the face. Each biometric protocol’s configuration is handled
by a single-board computer (Raspberry Pi 4). Over a wireless
network, the Raspberry Pi 4 connected to biometric devices
captures a student’s identity and retrieves the student’s
biometric from the database system to determine whether the
student is authentic or fraudulent.

IV. METHODOLOGY
The experimental methodology includes collecting and
analyzing datasets, training and testing datasets, comparing
various biometric verification approaches, and evaluating
biometric quality criteria for effectiveness and efficiency.

A. DATA COLLECTION AND ANALYSIS
The preparation and conduct of this study occurred between
January andOctober of 2022. This researchmeetingwas open
to sixty undergraduates from three examination classrooms
at the Valaya Alongkorn Rajabhat University, Thailand. The
authors explained the research’s objectives, contents, and
methodology to the students. When students had questions,
the authors provided online contact information to the
researcher and research assistant. The authors informed the
students through consent that they would provide facial and
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TABLE 2. Biometric device specification in development.

fingerprint biometric data voluntarily. Students’ information
confidentiality and biometric information were safeguarded
and only used to verify their identity in front of examination
rooms on scheduled examination dates. All the students
consented to participate in the research project. To ensure
the accuracy of the biometric data, each student’s face and
fingerprint recognition during the training and testing phases
must reach an accuracy score of 85 percent. The study

recruited thirty students by dividing each sample group into
two types of exam takers: five fake exam takers and twenty-
five real exam takers. The first sample group confirmed each
student’s identity using an IoT-based biometric verification
system. A second sample group was subjected to traditional
examination proctoring in which an identification document
verified each student’s identity.

By comparing zero-biometric, unimodal, multimodal, and
semi-multimodal biometrics, the data analysis measured
the quality of an IoT-based biometric verification system.
As depicted in Fig. 9, the metric performance of the quality
measurement could be assessed using a combination of
conventional and biometric verification techniques. The pro-
tocols for detecting student identification consisted of 1) stu-
dent identification for a traditional method of verification as
a zero-biometric. 2) The facial unimodal biometric system
recognizes only the face. 3) Only fingerprint recognition is
supported for the unimodal biometric system. 4) Face and
fingerprint verifications for a multimodal biometric system.
5) Face recognition through two cameras for a multimodal
facial biometric system. 6) Fingerprint examinations utilizing
two scanners for the multimodal fingerprint biometric
system. 7) Face and then fingerprint verification for the semi-
multimodal biometric system. 8) For the semi-multimodal
biometric system, fingerprint verification is followed by face
verification. Comparing traditional and biometric verification
methods, the system then calculates the exam-identity taker’s
recognition results for quality scoring.

B. TRAINING AND TESTING DATASET
This experiment’s dataset preparation consisted of two
distinct phases: preparation for facial recognition and prepa-
ration for fingerprint recognition. The development of the
biometric recognition system utilized OpenCV and Python
to train and test a portion of the training and testing datasets.
According to the findings of Ahsan et al. [60], the LBPH
algorithm is the simplest and most effective face recognition
method. In this experiment, system development utilized
the LBPH algorithm. To optimize the environment for face
recognition with the camera, experimentation was conducted
by [51] to determine the optimal distance between the camera
and the subject for a 640 × 480 resolution. This experiment
replicates their findings by limiting the camera-to-subject
distance to 1.12 meters and employing the Python face
recognition package to calculate the bounding box around
each face, facial embedding, and face comparisons in the
encoding dataset.

The authors took ten photos of each exam taker’s face
without eyeglasses from various angles for the training
dataset and then used the LBPH method to train and store the
biometric pattern of each exam taker in the database. Each
participant collected their faces in a single round. Ten images
were captured by the IoT camera for each student using the
same camera angle and distance.

The training and testing datasets of students’ faces
were collected under the same environmental conditions of
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ambient daylight with two fluorescence in open areas from
8:00 a.m. to 9:00 a.m. A digital multimeter measured the lux
level of illumination for a light meter as 197.

The authors captured two images of each finger as part
of the biometric fingerprint training and testing dataset.
Using cloud computing, one exam candidate enrolled and
remained in the database using two fingers. Proctors
applied alcohol every time fingerprints were collected.
A fingerprint reader’s glass must be wiped clean for each
student scanned. This study configured the fingerprint
reader Adafruit R305 and Arduino libraries using the
solution from [71] to match the fingerprint image to the
examinee.

C. COMPAIRISON OF DIFFERENT VERIFICATION
SCENARIOS
This experiment compared four testing technologies of
biometric approaches to evaluate the quality of an IoT-based
biometric verification system for the identity verification
of exam takers in a higher education institution: Zero-
Biometric System (Z), Unimodal Biometric System (U),
Multimodal Biometric System (M), and Semi-Multimodal
Biometric System (S). Therefore, the experimental results can
be divided into eight protocols.

1) ZERO BIOMETRIC (Z)
The zero-biometric system is a conventional method of
identity verification that employs human proctors. A proctor
verifies the students’ identities by examining the photographs
on their identification documents, such as student ID cards,
personal ID cards, driver’s licenses, and passports. Consider
a student who appears to lack identification. In such a case,
a proctor will request that a student obtains a day temporary
identification card from the registrar’s office or contacts
the instructor of a specific examination subject to confirm
a student’s status. The instructor can verify the student’s
identity. As depicted in Fig. 1, a proctor will then permit the
student to sign a temporary identification form for entry into
the examination room.

2) UNIMODAL BIOMETRIC (U)
A unimodal biometric system includes only a single biomet-
ric. This experimental protocol utilizes facial or fingerprint
biometrics. This study chose facial and fingerprint biometrics
because examination verification systems require speed and
convenience, and numerous exam candidates are available in
the exam room. The study utilizes biometrics with universally
high acceptance, reasonable costs, and experimentation
suitability.

Algorithm 1 depicts the verification procedure for exam
takers utilizing facial or fingerprint biometrics in conjunction
with an IoT-based verification system. The examination
results indicate that the examinee’s biometric information
does not match the biometric data in the database. In such
a circumstance, the examinee will be denied entry into the

Algorithm 1 Pseudocode of Unimodal Biometric Verifica-
tion
Input A student’s face or fingerprint
Output The verification result of each student
Start Algorithm
A biometric verification system sets active
A biometric device is activated with configuration
A student walks into an examination room
Foreach data acquire on training dataset

For each biometric data captures, n data
Biometric area detection
Biometric preprocessing
Biometric feature extraction
Store a biometric feature as a biometric template
on the database
Display storing information

Display results
End
For each data acquire on testing dataset

Biometric area detection
Biometric preprocessing
Biometric feature extraction
Match a biometric feature to biometric templates on
the database
Return the verification result
If the accuracy matching result is more than 0.85
Accepted result of identity verification

Else
Unaccepted result of identity verification

Display results
End
End Algorithm

examination room. The rejected candidate must contact the
subject instructor or other instructors who can verify the
candidate’s eligibility to take the examination. A proctor will
then permit the student to sign a temporary identification
form for entry into the examination room.

3) MULTIMODAL BIOMETRICS (M)
Amultimodal biometric system incorporates at least two bio-
metrics. This experiment requires two facial and fingerprint
biometrics to detect and verify the identity of students.

Algorithm 2 represents the identity verification workflow
of the multimodal biometric method. There are three possible
verification outcomes. The system accepts two biometric
protocols for the student to enter the exam room. The
system accepts either protocol but denies access to the
examination room if neither is presented. A proctor requests
that the student undergo verification multiple times until the
system can confirm his/her face and fingerprints. The system
rejects all biometric protocols, denies the student access
to the examination room, and flags him or her as a fraud
student.
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Algorithm 2 Pseudocode of Multimodal Biometric Verifica-
tion
InputA student’s faces and fingerprints
OutputThe verification result of each student
Start Algorithm
A biometric verification system sets active
First biometric devices are activated with configuration
Second biometric devices are activated with configuration
A student walks into an examination room
For each data acquire on training dataset

For each of the first biometric data captures, n data
First biometric area is detection
Second biometric area detection
Both biometric data preprocessing
Both biometric features extraction
Store biometric features as biometric templates
on the database
Display storing information

Display results
End
For each data acquire on testing dataset

First biometric area detection
Second biometric area preprocessing
Both biometric data extraction
Both biometric feature extraction
Match first biometric feature to biometric templates
on the database
Match second biometric feature to biometric
templates on the database
Return both verification results
Accuracy fusion calculation of first and second
biometric recognition
If the fusion biometric recognition of accuracy
matching result is more than 0.70

Accepted result of identity verification
Elseif the accuracy matching of first result is
more than 0.85

Accepted result of identity verification
Elseif the accuracy matching of second result is
more than 0.85

Accepted result of identity verification
Else

Unaccepted result of identity verification
Display results

End
End Algorithm

Face and fingerprint - Upon student entry into the examina-
tion room, the multimodal biometric method can simultane-
ously apply face and fingerprint recognition. A web camera
focuses on a test-taker as they enter a fingerprint-scanning
device and sends the data to a database. Only examination
candidates accepted by both biometric devices may enter the
examination room. If a candidate were accepted by only one

biometric device, he or she would be denied access to the
examination room.

Face with two cameras - Using multiple sensors and two
cameras, this experimental group has verified exam takers.
The brand and quality of the first and second cameras are
identical, but their positions differ. Consequently, the images
captured by the two cameras have distinct perspectives.
The proctor admits only examination candidates who are
approved by both cameras. If only one camera accepts an
exam candidate, that individual will not be allowed into the
examination room.

Fingerprint with two scanners - This experimental group
has implemented a technique involving multiple sensors and
two fingerprint scanners to verify exam takers. The quality
and brand of the first and second fingerprint scanners are
identical. Examinees must scan their fingerprints simultane-
ously on two fingerprint scanners. The proctor admits only
exam candidates who both scanners have approved. If either
scanner permitted the examinee to enter the exam room, the
examinee would be denied entry.

4) SEMI-MULTIMODAL BIOMETRICS (S)
A single biometric system incorporates two biometrics. Face
biometrics and fingerprints are sequentially required by semi-
multimodal biometrics to detect and confirm student identity.

This experimental method sequentially verifies the face
and fingerprint biometric identifiers. In our research, face
recognition precedes or follows fingerprint recognition or
vice versa. For instance, a genuine student may walk past
a camera sensor or scan a fingerprint. Consider that the
first biometric recognition using the camera sensor, or the
fingerprint scanner captures the student’s biometrics, and
then the biometric database management system identifies
biometric extraction. In this instance, the student’s identifi-
cation is accepted for entry into the examination room if the
biometric templates captured match the biometric templates
contained in the biometric database. If the initial biomet-
ric recognition during biometric scanning fails, a proctor
asks the student to rescan the biometric until a result is
obtained.

Alternatively, if the student’s first biometric is rejected,
he or she must scan a second biometric device to confirm his
or her identity. If the student is scanned by a second biometric,
the scanned biometric template is located on the biometric
database management system. Then, the student is permitted
to enter the examination room after his or her identity has
been confirmed.

The biometric database management system cannot con-
firm the student’s identity if the second biometric scan fails.
A proctor will then be alerted by the system notification.
Suppose that the student continues to be rejected by both
types of biometrics. In such a scenario, a proctor requests
that the student contact an instructor of the exam subject,
who can verify the student’s identity to verify student
identity. If an instructor of the exam subject can verify the
student, a proctor will provide a temporary identification
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Algorithm 3 Pseudocode of Semi-Multimodal Biometric
Verification
Input A student’s faces then fingerprints, or vice versa
Output The verification result of each student
Start Algorithm
A biometric verification system sets active
First biometric devices are activated with configuration
Second biometric devices are activated with configuration
A student walks into an examination room
For each data acquire on training dataset

For each of the first biometric data captures, n data
First biometric area is detection
Second biometric area detection
Both biometric data preprocessing
Both biometric features extraction
Store biometric features as biometric templates
on the database
Display storing information

Display results
End
For each data acquire on testing dataset

First biometric area detection
First biometric data extraction
First biometric feature extraction
Match first biometric feature to biometric templates
on the database
Return verification results
If the accuracy matching result is more than 0.85
Accepted result of identity verification

Else
Second biometric area preprocessing
Second biometric data extraction
Second biometric feature extraction
Match second biometric feature to biometric
templates on the database
Return verification results
If the accuracy matching of second result is
more than 0.85
Accepted result of identity verification
Else
Unaccepted result of identity verification

Display results
End
End Algorithm

form with the student’s signature. This method’s workflow
is represented by Algorithm 3.

D. BIOMETRIC QUALITY METRIC OF EFFECTIVENESS
EVALUATION CRITERIA
Numerous researchers evaluate the biometric system and
determine its quality based on various factors [24], [71], [72].
The essential aspects of a biometric system’s quality
investigation involve measuring its performance, accuracy,
precision, recall, and execution time. Cost is also taken into

account when assessing biometric quality. Using a set of eval-
uation criteria, the authors compare biometric approaches.
The biometric quality metric evaluates quantitative factors,
including accuracy, error rate, processing time, and cost,
as indicated by (1), the biometric quality metric.

Biometric quality metric

= {Accuracy, ErrorRate, Processing Time, Cost} (1)

The average classification accuracy (ACE) formula has been
utilized by Accuracy to evaluate and compare verification
performance. ACE can be calculated using (2).

ACE = 100
(FMR + FNMR)

2
(2)

The error rate is a numerical score that indicates the
proportion of potential genuine cases. False exam-takers
have been permitted to enter a room titled false accept rate
(FAR). Genuine exam candidates were denied entry to the
examination room named false reject rate (FRR). The error
rate indicator score should ideally be nearly zero, meaning
that FAR and FAR are equal to zero. FAR can be expressed
as (3).

FAR = FMR ∗ (1 − FTA) (3)

In addition, False match rate (FMR) is the percentage at
which biometric processing incorrectly identifies biometric
signals from two distinct individuals originating from the
same individual. FMR is designated as (4).

FMR =
Number of false acceptance
Number of impostor attempts

∗ 100 (4)

False reject rate (FRR) is the inverse of the false acceptance
rate (FAR), which is the error rate score when the system
denies the real examinee access to the examination room.
FRR can be computed using (5). In addition, False to acquire
(FTA) is the percentage of attempts in which the system
fails to acquire a sample of adequate quality. FNMR can be
computed using (6).

Time (T) is the duration of an exam-taker verification’s
execution. When the system cannot acquire an examinee
detection result, the exam taker must re-verify his or her
face or fingerprint until the system can acquire the biometric
information. As (7) summarizes that each examinee is subject
to multiple checks.

FRR = FTA + (FNMR) ∗ (1 − FTA) (5)

FNMR =
Number of false rejection

Number of genuine exam taker attempts
∗ 100

(6)

T =

n∑
1

Tn (7)

where n is a number of verifications for a student
Cost (C) is the cost of equipment for the IoT-based

biometric system used to verify exam candidates. While
the multimodal biometric system is more efficient than the
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unimodal biometric system, the Internet of Things-based
multimodal biometric system has a higher budget.

V. RESULTS AND DISCUSSION
The experimental verification results of eight testing proto-
cols were as follows: first protocol (student identification card
detection), second protocol (face detection only), third pro-
tocol (fingerprint detection only), fourth protocol (face and
fingerprint detection), fifth protocol (face with two- cameras
detection), sixth protocol (fingerprints with two- scanners
detection), seventh protocol (face then fingerprint detection),
and eighth protocol (fingerprint then face detection). For each
testing protocol, the outcome is subdivided into five criteria
of verification result: the average accuracy rate, the average
error rate, the effective response times, the cost of biometric
devices, and the estimated cost of 500 hours of usage. The
verification results of eight testing protocols are summarized
in Table 3 in terms of average precision, average error rate,
average processing time, and the average cost of biometric
devices.

According to Table 3, the sixth testing protocol (two fin-
gerprints) has the highest average rate of identity recognition
accuracy at 96.67 percent. In contrast, the initial testing
protocol received the lowest score of 66.67 percent. The
sixth testing protocol has the lowest average error rate for
identity recognition at 1.82 percent, while the first testing
protocol has the highest average error rate at 21.29 percent.
The second testing protocol has the best average response
time for identity verification at 2.49 seconds, while the
first testing protocol has the worst average response time
at 14.01 seconds. The cost of the biometric device is the
subject of this study. Due to the absence of biometric devices
in the first testing protocol, the device cost is unavailable.
Therefore, the sixth testing protocol has the highest cost of
biometric devices, at $110, while the second testing protocol
has the lowest cost, at $40.

Valaya Alongkorn Rajabhat University proctor was esti-
mated to cost US$11.43 per hour. The estimated cost of
IoT usage is based on the mean time before the failure of
Raspberry Pi (MTBF). It has been estimated that Raspberry
Pi could operate reliably for five to seven years [73]. The
authors assume that the minimally functional hardware will
continue to operate reliably for 1.5 years (approximately
500 hours). The IoT-based biometric verification system
costs $720 (according to Table 2), and biometric sensors
are excluded. Using these formulas, the price of the IoT-
based biometric verification system with biometric sensors
was determined (8).

Total system cost = System cost +

n∑
1

Sensorn (8)

where n is the number of biometric sensors
For instance, a facial biometric verification system based

on IoT was estimated to cost a total of US$760 (US$720 +

US$40). Therefore, the cost per hour was calculated to be
$1.52 (US$760 / 500 hours).

Therefore, the first testing protocol has the highest esti-
mated cost per examination class (three hours), at US$34.29.
In contrast, the second testing protocol costs the least at $4.56.

To rank-compare the scores of each testing protocol in
Table 3, the authors reformat the result using the triangular
law. Consider the maximum value of the average processing
time to be 14.01 seconds. In this instance, the value is
converted to 100 percent, and the new score is computed
using the triangular law, as shown in Table 4. The total score
for each of the eight testing protocols was determined by
using the category rankings. The values for each category
range from five to zero. The same proportion of ranks and
scores in each category are identical. The highest possible
score in each category is 5 for the categorywinner. In contrast,
the lowest position receives no points. Each group was
responsible for determining the sum of their scores. The
highest total scores are converted to 100 percent using the
triangular law, and a new score is calculated. Table 4 displays
the revised score.

Table 4 and Fig. 9 detail the biometric quality metric
scores for each testing protocol, excluding the traditional
proctoring system, also known as a zero biometric system,
which received no score. Fig. 9 demonstrates that the best
scoring system was the unimodal face biometric system.
The multimodal face and fingerprint biometric system, the
multimodal fingerprint biometric system with two scanners,
and the semi-multimodal face then fingerprint biometric
system received the second-highest scores. The two-camera,
multimodal face biometric system received the third-highest
score.

To prove the research hypotheses H1 and H2, it was
determined that the unimodal and multimodal biometric
approaches’ accuracy, error rate, and processing time are
superior to the conventional verification method.

H1: The quality of the unimodal biometric system is
superior to the quality of the conventional system for exam-
taker verification.

Fig. 10 (A) displays the outcomes of the zero and unimodal
biometric approaches utilized in the experiment. The results
of the biometric quality metric were calculated and reported
to compare the biometric techniques. The biometric quality
metric employs identity verification factors to assess the
quality scores of biometric devices (1). The traditional
method yielded the highest scores for error rate, processing
time, and cost but the worst performance in terms of accuracy
rate for exam-taker identity verification.

However, the conventional approach’s biometric quality
metric is not calculated. On the other hand, the results indicate
that the unimodal face or fingerprint has greater accuracy,
processing speed, and effectiveness while maintaining a
lower error rate and cost. The biometric quality metric of the
unimodal face biometric system is the highest-ranked metric.
The unimodal fingerprint biometric verification system ranks
second. Therefore, the overall quality of unimodal biometric
verification systems is superior to that of a biometric
verification system with no biometric features.
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TABLE 3. Results of biometric quality metric for traditional and biometric verification approaches.

TABLE 4. Transformation scores for each testing group.

FIGURE 9. Comparison testing scores of biometric quality metric for different verification approaches.

H2: The multimodal biometric approach is supe-
rior to the conventional approach in terms of quality.
Fig. 10 (B) and (C) depict the experimental outcomes of the
conventional verification approach andmultimodal biometric
approaches. The results of the biometric quality metric
calculation revealed that the traditional approach yields the

highest scores for error rate, processing time, and cost but the
worst performance in terms of accuracy rate for exam taker
identity verification. However, the conventional approach’s
biometric quality metric is not calculated. The results of
multimodal verification systems indicate, however, that face
and fingerprint biometrics, face biometrics with two cameras,

VOLUME 11, 2023 22781



M. Rukhiran et al.: IoT-Based Biometric Recognition Systems in Education for Identity Verification Services

FIGURE 10. Each biometric verification approaches ranking by biometric quality metric.

and fingerprint biometrics with two scanners are more
effective and efficient in terms of accuracy, processing time,
and cost while maintaining a lower error rate and expense.
In addition, the results of semi-multimodal verification
systems indicate that face verification followed by fingerprint
verification and fingerprint verification followed by face
verification is more effective and efficient in terms of
accuracy, processing time, and cost while maintaining a
lower error rate. Face and fingerprints are utilized in
the biometric quality metric of multimodal verification
systems. The two fingerprints and the semi-multimodal face
are ranked highest, followed by the fingerprint biometric
verification system. Consequently, the overall quality of

multimodal and semi-multimodal biometric verification
systems surpasses that of the zero biometric verification
system.

H3: The multimodal biometric approach is superior to the
unimodal biometric system for exam-taker verification in
terms of quality. Fig. 10 (D), (E), and (F) illustrate that the
biometric quality scores of unimodal face biometrics are the
most effective and efficient overall. Multimodal biometric
recognition systems employing face and fingerprint biomet-
rics, face biometrics with two cameras or two fingerprints,
have improved accuracy and a lower error rate at the expense
of a significantly slower processing speed and a rising price.
Multimodal biometric verification systems produce identical
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TABLE 5. Comparative analysis of approaches.

results to semi-multimodal biometric verification systems.
Thus, out of eight testing protocols, unimodal face recogni-
tion is an excellent factor for verifying the identity of exam
candidates. These experimental results demonstrate that
unimodal biometric technologies are superior to multimodal
ones. However, the performance of the multimodal biometric
approach in the IoT-based biometric system used to verify
exam candidates is superior to that of the unimodal biometric
approach. Regarding cost and processing time, it was deter-
mined that the performance of the unimodal biometric system
was superior to that of the multimodal biometric method.
In contrast, the multimodal biometric system has superior
reliability.

Therefore, hypotheses H1 and H2 are accepted. The
biometric quality scores of unimodal and multimodal face
recognition systems indicate that unimodal face recognition
is marginally superior to multimodal face recognition and
finger recognition systems. Numerous researchers [47], [74]
have confirmed the experimental findings that biometric
verification techniques are more accurate, efficient, and
stable than conventional methods.

Contrary to the results of this study, hypothesis H3 is
rejected. A multimodal biometric system is more expensive
than a unimodal system. Several studies have demon-
strated that multimodal protocols are superior to unimodal
protocols in terms of complex human verification and
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security [75], [76], regarding those studies showing that
multimodal protocols are superior to unimodal protocols. The
multimodal biometric system is superior to the unimodal
biometric system in terms of reliability criteria. Employing
the IoT-based biometric system to verify exam candidates
in educational institutions presents constructive challenges
depending on the institution’s existing systems. Some
higher education institutions have extensive information and
communication technology. Others, however, were unable
to afford IoT-based biometric systems to verify exam
candidates.

This research aims to not only compare the effectiveness
of various unimodal and multimodal biometric technologies
for identity verification systems of exam candidates but
also to provide a methodology for developing an IoT-based
biometric system used by higher education institutions to
verify exam candidates. The biometric quality metric may
employ a variety of criteria to implement the exam taker
verification system in accordance with institution-specific
requirements. Table 5 illustrates the comparative analysis of
proposed identity verification methods based on this practical
evaluation of IoT-based biometric recognition systems. Face
+ Finger, Two Faces, Two Fingers, and Face then Finger or
Finger then Face approaches have the potential to increase
the security of the identification and verification process,
as indicated by the comparative results. However, they are
more complex and costly than a single form of identification.
In contrast, the single form of recognition is user-friendly,
inexpensive, and susceptible to a few errors.

Nevertheless, the biometric quality metrics have demon-
strated that unimodal, multimodal, and semi-multimodal bio-
metric verifications depend on numerous factors, including
accuracy, error rate, reliability, processing time, and cost.

Because the proposed factors are calculable, the unimodal
approach to face recognition has the highest overall score
compared with the alternatives. This study strongly suggests
that contemporary universities should at least offer the
unimodal biometric approach as an alternative to traditional
methods of verifying the identity of exam-taking students.

VI. CONCLUSION
The IoT hardware, system development, and evaluation of the
actual use of examination management and identity verifica-
tion for exam candidates in education were among the most
significant findings of this empirical study. Utilizing face and
fingerprint biometric devices, an IoT-based biometric verifi-
cation system has been developed to facilitate the collection,
storage, detection, and verification of student information,
including examination details, identification, identity, and
biometric data. The proposed system design and development
can recognize test-takers identities without identification
documents using multiple biometric recognition techniques.
In addition, this study describes different algorithms for
IoT-based biometric verification of exam takers. A novel
biometric quality metric is proposed for scoring biometric
exam taker verification systems based on ISO/IEC 25000

and software quality models. By investigating and evaluating
the biometric quality metric in the IoT-based biometric
verification system, the findings of this study could have
a direct impact on whether biometric technologies are
used in education. Using the proposed architecture and
system, this study compared the biometric technologies
of unimodal, semi-multimodal, and multimodal approaches
for recognizing exam-takers identities. Using the biometric
quality metric to compare a combination of traditional
proctoring and several biometric verification protocols, the
effectiveness and efficiency criteria are defined as accuracy
rate, error rate, processing time, and cost.

The results revealed that the two-fingers multimodal
biometric system had the highest average accuracy of
96.67 percent and the lowest error rate of 1.9 percent. The
traditional proctoring system, known as a zero biometric
system, had the lowest average accuracy of 66.67 percent,
resulting in the highest average error rate of 21.29 percent.
With an average processing time of 2.49 seconds, the face
unimodal biometric system was the most responsive, while
the traditional proctoring system was the least responsive.
The face unimodal biometric system had the lowest estimated
cost for a 3-hour examination class at $4.56, while the
conventional proctoring system had the highest estimated
cost at $34.29.

To summarize the optimal IoT-based biometric systems,
the triangular law was used to reformat the results of all
system testing comparisons. The findings indicated that the
unimodal face biometric is the most effective scoring system.
The multimodal face and fingerprint biometric system, the
multimodal fingerprint biometric system with two scanners,
and the semi-multimodal face then fingerprint biometric
system received the second-highest scores. The two-camera,
multimodal face biometric system received the third-highest
score.

A biometric system based on the Internet of Things
promises to verify exam candidates accurately and could
replace the traditional proctoring method for student iden-
tity verification. In addressing the research hypothesis,
the evaluation results of the quality metrics demonstrate
that unimodal, multimodal, and semi-multimodal biometric
verification systems outperform the conventional proctoring
system in terms of reliability, validity, processing time, and
investment. In education, the unimodal face biometric system
exhibited the highest overall system quality for examiner
identity verification.

This study has several implications and applications. The
findings enable educational institutions to more effectively
use biometric technologies for the identity verification of
exam takers by selecting a biometric technology suited
to their objectives. Comparing the outcomes of various
biometric technologies aided organizations in determining
their preferred trade-offs between the number of resources
and the consideration factors of desired accuracy, error rate,
processing time, and cost to meet requirements. This research
not only conserves time, resources, risk, and investment
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but also demonstrates a greater understanding of biometric
recognition for identity verification to reduce application
failures. In addition, the results of this study can serve as
recommendations for implementing biometric technologies
in educational settings.

The study of an IoT-based biometric verification sys-
tem demonstrates the proposed design and development,
compares various biometric techniques, and determines
the efficacy and efficiency of each biometric technique.
This study has some limitations that can be addressed
in future studies, including system development (hardware
and software), user behavioral intentions (sociodemographic
factors), and biometric quality metrics for varying biometric
recognition. This study is based on Raspberry Pi 4, bio-
metric devices, OpenCV, and wireless networks, whereas
other researchers may use different hardware, software
libraries, implementation strategies, and networks. Thus,
future development systems should investigate the effects
of changes. In addition, it is necessary to validate and
analyze the impact of technology acceptance factors on user
perceptions of actual system use. In addition, the biometric
quality metric can be adapted to support additional biometric
recognition.
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