
Received 10 February 2023, accepted 25 February 2023, date of publication 28 February 2023, date of current version 3 March 2023.

Digital Object Identifier 10.1109/ACCESS.2023.3250398

Observer-Based Secure Control for Vehicular
Platooning Under DoS Attacks
SAKINEH KHODADADI , TOHID KARGAR TASOOJI , AND
HORACIO J. MARQUEZ , (Senior Member, IEEE)
Department of Electrical and Computer Engineering, University of Alberta, Edmonton, AB T6G 1H9, Canada

Corresponding author: Sakineh Khodadadi (sakineh@ualberta.ca)

This work was supported by the Natural Sciences and Engineering Research Council (NSERC) of Canada.

ABSTRACT This paper investigates an observer-based secure control problem for platooning of connected
vehicles in the presence of Denial-of-Service (DoS) attacks. DoS attacks usually prevent the vehicle-to-
vehicle data packets transmissionwhichwill lead to performance degradation of platooning system or vehicle
collision. To deal with DoS attacks, we consider an observer-based mechanism to estimate the state of
vehicles based on available sensormeasurements which significantly improves the resilience and tolerance of
platooning system during the attack interval. Then, we provide the optimization framework to maximize the
duration of the DoS attack such that the platooning system can tolerate safe operation without performance
degradation. The simulation results verify the effectiveness of the proposed method.

INDEX TERMS Platooning system, observer-based secure control, denial-of-service (DoS) attack.

I. INTRODUCTION
The the rapid development of intelligent transportation sys-
tems (ITS) has paved the way to consider vehicular platoons
in which vehicles move in a coordinated manner, maintaining
a minimal inter-vehicular distance. Compared with individ-
ual driving, platoon-based driving can significantly improve
traffic efficiency and fuel economy while reducing traffic
congestion and the risk of accidents [1]. Due to these potential
benefits, cooperative platooning control has been extensively
investigated over the past few years [2], [3], [4], [5], [6],
[7], [8], [9], [10], [11], [12], [13], [14], [15]. Yue et al. [16]
investigate the dynamic event-triggered fault-tolerant model-
free adaptive platooning control problem of vehicle pla-
toon systems under sensor faults. Deng et al. [17] address
the resilient practical cooperative output regulation problem
for heterogeneous linear multi-agent systems (MASs) with
unknown switching exosystem dynamics under DoS attack.
The safe operation of platoon systems can be guaranteed
using cooperative control that employs measurements from
onboard sensors and state packets of neighboring vehicles
through Dedicated Short Range Communication (DSRC)
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radios to control the speed of the platoon system, as well as
inter-vehicular distance [18].

In the future, it is expected that vehicles will receive basic
safety information about roadway infrastructure warning the
drivers about road crashes via Vehicle to Infrastructure (V2I)
communication and exchange information between vehicles
via Vehicle to Vehicle (V2V) communication. These commu-
nication systems can be implemented using DSRC networks.
Such complex systems, including communications, comput-
ing, and control devices, can be viewed as vehicular cyber-
physical systems (VCPSs), where all vehicles are coordinated
in a platoon pattern based on information exchange. One
potential vulnerability of VCPSs is that since these systems
rely on network communications, they are vulnerable to
cyber-attacks.

Cyber-attacks represent a serious hazard. An adversary
may launch an attack in the form of an attack signal that
either blocks or compromises the transmission of data packets
over the network, thus leading to performance degradation
and possible vehicle collisions. As a result, cyber-attacks are
considered one of the main threats in VCPSs [1].

In general, cyber-attacks can be categorized a denial of ser-
vice (DoS) attacks, relay attacks, and deception attacks [19].
DoS attacks are the easiest to implement by an adversary
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and are therefore commonly encountered in communication
networks. In DoS attacks, an adversary aims to overload
communication devices by propagating a random jamming
signal that prevents the exchange the information with neigh-
boring vehicles. Consequently, DoS attacks can cause insta-
bility in the platoon system which can result in multiple
collisions.

In this paper, we focus on addressing control issues in the
presence of DoS attacks. To the best of our knowledge, there
have been very few results on resilient platoon control of
VCPSs in the presence of DoS attacks [1]. In particular, the
problem of designing a resilient platoon control mechanism
that achieves asymptotic stability in the presence of DoS
attacks remains an open problem.

A. RELATED WORKS
Up to date, there are few works in the literature address-
ing the impact of cyber-attacks on VCPSs. Zhao et al. [1]
investigated the platoon control problem for VCPSs in the
presence of DoS attacks with multiple disturbances. The
authors propose a recovery mechanism to restrict the time
duration rate and occurrence frequency of the adverse impact
of DoS attacks on VCPSs. Mousavinejad et al. [20] develop
distributed attack detection and recovery mechanisms in a
vehicle platooning control system. Biron et al. [21] propose
a real-time scheme to detect the occurrence of DoS attacks
and estimate the impact of the attack on the connected vehi-
cle system. The scheme relies on a set of observers that
can detect the attack and estimate its effect on the platoon.
Petrillo et al. [22] propose a secure adaptive coopera-
tive control approach to solve the problem of tracking the
time-varying motion of the leading vehicle under different
types of cyber attacks as well as network-induced phenom-
ena. The authors prove analytically the effectiveness of their
approach using the Lyapunov–Krasovkii method under the
assumption that the information provided by the leader vehi-
cle cannot be falsified.

B. MAIN CONTRIBUTION
In this paper, we consider VCPSs and propose an
observer-based control strategy that is resilient to DoS
attacks. Our goal is to achieve asymptotic tracking of the
leader while maintaining the desired intervehicular spacing
despite the presence of DoS attacks. We cast our solution
as an optimization problem that maximizes tolerance of the
attack duration without degradation of performance.

Our main contribution can be summarized as follows:

1) Different from the existing work in resilient platoon
control, [1], where the authors assume a recovery
mechanism to deal with DoS attacks, we develop an
observer-based secure control for the platooning sys-
tem. The observer is employed to estimate the state
of vehicles based on available measurements and the
adverse impact caused by the DoS attacks can be weak-
ened with the observer.

2) Unlike [1], [21] which consider periodic DoS attacks
and unknown but constant delay, we consider a more
practical attack scenario where a DoS attack occurs
aperiodically. Our goal is to obtain an upper bound
for the duration and frequency of attacks such that
platooning system can achieve asymptotic tracking of
the leader while maintain the desired intervehicular
spacing.

3) We establish an optimization framework in order to
maximize the duration of the attack such that the
platooning system can tolerate safe operation without
degradation of performance.

The remainder of this article is structured as follows. The
problem statement and preliminaries are given in Section II.
In Section III, we design a secure controller that stabi-
lizes the platooning system in the presence of DoS attacks.
In Section IV we present numerical simulations to verify the
theoretical results. Finally, Section V contains the conclu-
sions and final remarks.

TABLE 1. Notation.

II. PROBLEM FORMULATION AND PRELIMINARIES
A. GRAPH THEORY
We consider a platoon-based vehicular system with
N + 1 vehicles including a leader vehicle and N following
vehicles. An directed communication graph G = (V, E,A)
is used to describe the interaction among vehicles. Here V =

{v1, . . . , vN } is the set of follower vehicles in the graph, E is a
set of edges andA = ⌊aij⌋ ∈ RN×N represents the adjacency
matrix. The identifier ‘‘i’’ denotes the ith follower vehicle in
the platoon. If (i, j) ∈ E , then the two follower vehicles i
and j are adjacents with aij = 1. In this case, vehicles i and j
can exchange information with each other, otherwise aij = 0.
Ni represents the communications neighbouring set of vehi-
cle i. The matrix L = [lij] ∈ Rni×ni represents the Laplacian
matrix of the graph with lij =

∑
i̸=j,j∈Ni

aij and lij = −aij
where i ̸= j.
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We also consider a graph Ḡ = (V̄, Ē, Ā) to describe a
communication graph between a leader and the followers
where V̄ = V ∪ {0}. Note that node 0 denotes a leader
vehicle and V = {1, 2, . . . ,N } denote the index of all other
follower vehicles. If a follower vehicle i receives information
from the leader, then ai0 > 0, otherwise ai0 = 0. Also,
the leader does not receive information from the follower
vehicles. Therefore, the communication interaction between
a leader and followers is directed. We define H = L + 1

where 1 = diag(a10, . . . , aN0).

FIGURE 1. A platoon of connected vehicles under DoS attacks.

FIGURE 2. Block diagram of observer-based secure control for a platoon
of connected vehicles under DoS attacks.

B. PROBLEM STATEMENT
Consider a platoon-based vehicular system with a group of
autonomous vehicles including a leader vehicle andN follow-
ing vehicles (see Fig. 1). Specifically, we use an observer for
each vehicle i equipped with onboard sensors to reconstruct
the state based on available measurements. Then, each vehi-
cle exchanges the estimated states with other vehicles through
a Dedicated Short Range Communication (DSRC) network.
As Fig. 2 shows, each vehicle i can transmit the estimated
position p̂i(t), estimated velocity v̂i(t), and estimated accel-
eration âi(t) with neighboring vehicles through an unreliable
communication network susceptible to DoS attacks. In this
paper, we consider a scenario in which the attacker can launch
a DoS attack on the communication channels between vehi-
cles for a period of time so that the transmission of infor-
mation among vehicles is not possible. Our goal is to design

a resilient controller for each vehicle i with the observer
scheme and investigate under what sufficient conditions the
platooning system achieves asymptotic tracking of the leader
and maintains a safe inter-vehicular distance.

C. VEHICLE DYNAMICS
The longitudinal dynamic of each vehicle i ∈ V can be
represented as follows [1]:

ṗi(t) = vi(t)
v̇i(t) = ai(t)
ȧi(t) = −

1
τ
ai(t) +

1
τ
ui(t),

(1)

where τ denotes the inertial time constant of a vehicle and
ui(t) is the control signal of each vehicle i. Note that we
assume that the external disturbance caused by wind gusts,
ground frictions, and rolling resistance is negligible. The
main goal of the platoon control is to ensure that each fol-
lower vehicle tracks the velocity v0(t) of the leader while
maintaining a desired inter-vehicular distance di,i−1 with its
predecessor vehicle i − 1. In other words, each follower
vehicle i is expected to achieve the following:{

pi(t) − pi−1(t) → di,i−1
vi(t) → v0(t).

(2)

D. DoS ATTACK MODEL
DoS attacks are one of themost commonly encountered cyber
attacks in communication networks. DoS attacks in VCPSs
impose illegitimate requests in order to change the average
service time in the communication network. Therefore, DoS
attacks induce extra service time which leads to interrup-
tions of the transmission of information over the network.
An attacker uses an attack signal to flood the communication
channels, jamming the network nodes so that information
packets transmitted by legitimate users have to queue up for
the duration of the attack. There are several ways of mathe-
matically representing DoS attacks, including (i) treating the
attack as packet losses [24], [25], or (ii) as a time-delay [4],
[26], [27]. In the first case, the model assumes that the attack
causes network congestion ultimately leading to the loss of
useful communication packets between vehicles.

FIGURE 3. Illustration of DoS attack strategy.

In the second, the network congestion produces a delay
such that vehicles in the platoon cannot access to the DSRC
on time and receive information from other vehicles with a
time delay.
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In this paper, we consider the first type of the DoS attack
model. Fig. 3 represents the DoS attack strategy. The attacker
launches an attack signal of variable duration.We assume that
the attacker signal consists of the variable on and off periods.
This situation is typical in DoS attacks, primarily to avoid
detection, and also due to limited energy resources by a non-
sophisticated attacker. Accordingly, we assume that the total
time sequence is divided into two parts: (i) normal period
without DoS attacks and (ii) intervals where a DoS attack
blocks the transmission of information between vehicles. The
mth attack period is denoted as Dm = [tm, tm + 1m) where
tm is the time instant that the DoS attack starts and 1m is the
duration of attack. For given t ≥ τ , the set of intervals such
that the communication between vehicles is denied is defined
as 4a(τ, t) =

⋃
Dm

⋂
[τ, t], the set of time intervals where

communication between vehicles is allowed is 4s(τ, t) =

4a(τ, t)\[τ, t].We alsomake the following assumptions with
respect to the duration and frequency of the DoS attacks (see
reference [28]):
Assumption 1: ([28]) For any T2 > T1 ≥ t0, Na(T1,T2)

represents the total number of Dos attacks over the inter-
val [T1,T2). The frequency of DoS attacks over the interval
Ta(T1,T2) is defined as follows:

Fa(T1,T2) =
Na(T1,T2)
T2−T1

. (3)

Assumption 2: ([28]) For any T2 > T1 ≥ t0, let Ta(T1,T2)
represent the total time interval of DoS attacks over the inter-
val [T1,T2). The attack duration over [T1,T2) is described as
follows: there exists scalars T0 ≥ 0 and τa > 1 satisfying

Ta(T1,T2) ≤ T0 +
T2−T1

τa
. (4)

III. OBSERVER-BASED SECURE CONTROL SCHEME
DESIGN FOR PLATOONING SYSTEM
A. CLOSED-LOOP SYSTEM MODEL
The dynamical equations of vehicle (1), can be written in the
following form:

ẋi(t) = Axi(t) + Bui(t), i = 1, 2, . . . ,N , (5)

where xi(t) = [pi(t), vi(t), ai(t)]T , represents the state vector
of vehicle i, and the matrices A and B are given by:

A =

0 1 0
0 0 1
0 0 −

1
τ

 , B =

 0
0

−
1
τ

 .

where we assume a homogeneous platoon of vehicles. The
observer for each vehicle i is designed to estimate the state
of vehicle i based on available sensor measurements with the
following structure:

˙̂xi(t) = Ax̂i(t) + Bui(t) + Gob
(
yi(t) − ŷi(t)

)
, i = 1, . . . ,N

(6)

where x̂i(t) = [p̂i(t), v̂i(t), âi(t)]T is the estimate of vehicle
state xi(t), ui(t) is the control input to be designed, yi(t) is
measured onboard sensors in vehicle i, ŷi(t) = Cx̂i(t) is the

observer output, and Gob is the observer gain matrix to be
determined.

The control law to achieve the platoon control objective (2)
is defined as follows:

ui(t) = K
[∑N

j=1
aij

(
x̂i(t) − x̂j(t) − Dij

)
+ ai0

(
x̂i(t) − x̂0(t) − Di0

)]
, (7)

where Dij = [dij, 0, 0]T with dij =
∑i−1

l=j dl,l+1 being the
desired space between the vehicle i and vehicle j; K =

[kp, kv, ka] is the controller gain to be designed and aij is the
element of the adjacency matrix and indicate the interaction
between vehicle i and vehicle j. The parameter ai0 indicates
the communication interaction between the leader and fol-
lower. Note that each vehicle i needs to know its interaction
with other vehicles which can be detected by roadside infras-
tructures and transmitted to all vehicles through Vehicle to
Infrastructure (V2I) communication [1].
Assumption 3: Each vehicle needs to know the interaction

topology of the platooning system, which can be detected by
roadway infrastructures and transmit to each vehicle via V2I
communications which is free of DoS attacks.
Remark 1: Assumption 3 reflects the fact that current

approaches in cyber-attack detection and network recovery
mechanisms [29], [30], [31], [32] all rely on dedicated
trustworthy roadside units (RSUs) to ensure high-quality V2I
communications, which can be guaranteed by large-scale
deployment of roadside units (RSUs) or by employing visible
light as communication links [29]. Therefore, in this work
we consider secured V2I communications to broadcast the
interaction topology of the platooning system while designing
an observer-based secure control for each vehicle to handle
DoS attacks on the V2V network.
Consider now vehicle i in (5) and the objective of the pla-
tooning system (2). The tracking error between the leader and
vehicle i can be defined as follows:

ei(t) = xi(t) − x0(t) − Di0, (8)

where x0(t) = [p0(t), v0(t), 0]. Using Eqs. (5)-(8) and con-
sidering the observer error x̃i(t) = xi(t)− x̂i(t), we obtain the
following expression for the tracking error:

ėi(t) = Aei(t) + BK
[∑N

j=1
aij

(
ei(t) − ej(t) − x̃i(t) + x̃j(t)

)
+ ai0

(
ei(t) − x̃i(t)

)]
. (9)

Let the extended vectors e(t) and x̂(t) be defined as
follows: e(t) = [eT1 (t), e

T
2 (t), . . . , e

T
N (t)]

T and x̂(t) =

[x̂T1 (t), x̂
T
2 (t), . . . , x̂

T
N (t)]

T . We can write:

ė(t) =

(
IN ⊗ A+H⊗ BK

)
e(t) −

(
H⊗ BK

)
x̃(t)

(10)
˙̃x(t) =

[
IN ⊗ A− IN ⊗ GobC

]
x̃(t), (11)
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whereH = L+ 1. Then, we say that the platooning system
is stable provided that:

limt→∞ ei(t) = 0. (12)

Therefore, our objective is to design the feedback controller
gain K and the observer to gainGob for each follower vehicle
i and derive sufficient conditions for the duration Ta(T1,T2)
and frequency Fa(T1,T2) of the DoS attacks such that sta-
bility of all follower vehicles in the platooning system is
guaranteed.
Remark 2: In this paper, the observer plays an impor-

tant role during the DoS attack interval. We consider a
scenario in which each vehicle i in the platooning system
is equipped with onboard sensors to measure, directly or
indirectly, relative distance, velocity, and acceleration, with
respect to the preceding and follower vehicles. This task can
be accomplished by fusing LiDAR data and image-based
object detection, and estimating the state of vehicle j in order
to design the controller of vehicle i during the attack interval.
In other words, by using exteroceptive sensors in vehicle i
and the state estimate of neighboring vehicles we obtain the
control input during DoS attack intervals. However, a DoS
attack does not affect the measurement yi(t) received from
the onboard sensors used in the observer. Therefore, the
observer is used to mitigate the adverse effects caused by
Dos attacks and to improve the resilience and tolerance of
the platooning system against DoS attacks. We emphasize
the difference between this approach with previous work.
Indeed, some references (see for example [23], [28]) set the
control input to be either zero or constant during the attacked
period.
Remark 3: We consider a platoon of vehicles with the

vehicle model described in continuous time. We chose this
formulation because vehicles respond to continuous-time
commands and therefore a continuous-time representation
is the most natural model for these systems. Implicit in our
formulation is the assumption that sensors communicate with
their neighbors at a sampling rate much higher than the vehi-
cle dynamics. Thus, communications between sensors can be
considered virtually continuous. Communication constraints
can, of course, be addressed using the event-triggering frame-
work. We have not made use of the event-triggering approach
explicitly to simplify our presentation.

B. STABILITY ANALYSIS
In this section, we develop sufficient conditions for the dura-
tion and frequency of the DoS attacks for the platooning
system to achieve asymptotic tracking of the leader and
maintain the desired inter-vehicular spacing.We then propose
an optimization framework to improve the resiliency and
tolerance of the platooning system against DoS attacks by
simultaneously designing the controller gain and observer
gain.
Theorem 1: Consider the system dynamics described

in (5) with the observer structure (6). If Assumptions 1-3 are

satisfied, then stability of the platooning system is guaranteed
if the following conditions are satisfied:

1) There exist a constant ξ∗ such that the frequency of DoS
attacks Fa(t0, t) satisfies the following inequality:

Fa(t0, t) =
Na(t0, t)

t − t0
≤

ξ∗

ln(µ) + (γs + γa)1∗
. (13)

2) There exists a positive constant τa in the duration of
DoS attack with an arbitrary constant T0 ≥ 0 such
that

τa >
γs + γa

γs + ξ∗
. (14)

The parameters γs and γa can be obtained from the following
linear matrix inequality (LMI) conditions: QA+ ATQ+ γ1I QC H⊗ BK

CTQ R 0
(H⊗ BK )T 0 P

 < 0, (15)

[
ATP−1

+ P−1A+ γ2I + ϵ−1P−1 P−1B
BTP−1

−T

]
< 0, (16) QA+ ATQ− γ3I QC Hδ(t)

⊗ BK
CTQ R 0

(Hδ(t)
⊗ BK )T 0 S

 < 0, (17)

[
AT S−1

+ S−1A− γ4I + ϵ−1S−1 S−1B
BT S−1

−T

]
< 0, (18)

where convergence rate γs during normal periods and
convergence rate γa during attack intervals are given
by

γs = max{γ1, γ2},

γa = min{γ1, γ2}.

Proof: Step 1 (Two Intervals Classification):
We define the interval of time where the communications
are free of DoS attack and also the interval of time with
DoS attack. The mth time interval of DoS attack is as
follows:

ϒm = [tm, tm + 1m + 1∗),

where tm is the time instant that the DoS attack starts, 1m is
the duration of attack and 1∗ represent the uncertainty in the
mth time interval of DoS attack. Therefore the time interval
[τ, t) consists of the following union of subintervals: [τ, t) =

4̄s(τ, t) ∪ 4̄a(τ, t) with

4̄a(τ, t) = ∪ϒm ∩ [τ, t], 4̄s(τ, t) = [τ, t] \ 4̄a(τ, t).

Step 2 (Lyapunov Stability Analysis):
1) We consider the time interval 4̄s(τ, t) where vehicles
communicate with each other without DoS attack and choose
the following Lyapunov function:

V1(t) = x̃T (t)(8 ⊗ Q)x̃(t) + eT (t)(8 ⊗ P−1)e(t). (19)
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Using Eqs. (10)-(11), the time derivative of (19) is given by:

V̇1(t) = x̃T (t)
[
8 ⊗

(
QA+ ATQ

)]
x̃(t)

− x̃T (t)
(
8 ⊗ QCR−1CTQ

)
x̃(t)

+ eT (t)
[
8 ⊗

(
ATP−1

+ P−1A
)

+

(
HT8 +H8

)
⊗ P−1BT−1BTP−1

]
e(t) +M ,

(20)

where

M = x̃T (t)
(
8H⊗ BK

)T
P−1e(t)

+ eT (t)
(
8H⊗ P−1BK

)
x̃(t). (21)

Using Young’s inequality 2aT b ≤ εaT a + ε−1bT b for any ε

and a, b ∈ Rn we can write:

V̇1(t) ≤ x̃T (t)
[
8 ⊗

(
QA+ ATQ

)
−

(
8 ⊗ QCR−1CTQ

)
− ε

(
8H⊗ BK

)T
P−1

(
8H⊗ BK

)]
x̃(t)

+ eT (t)
[
8 ⊗

(
ATP−1

+ P−1A
)

+

(
HT8 +H8

)
⊗ P−1BT−1BTP−1

− ε−1P−1
]
e(t)

=

[
x̃(t)
e(t)

]T [
51 0
0 52

] [
x̃(t)
e(t)

]
. (22)

Therefore, the condition for stability of the platooning system
in a period of normal operation without attack is:

51 = 8 ⊗

(
QA+ ATQ

)
−

(
8 ⊗ QCR−1CTQ

)
− ε

(
8H⊗ BK

)T
P−1

(
8H⊗ BK

)
+ γ1I < 0,

(23)

52 = 8 ⊗

(
ATP−1

+ P−1A
)

+

(
HT8 +H8

)
⊗ P−1BT−1BTP−1

− ε−1P−1
+ γ2I < 0. (24)

Using the Schur complement lemma, inequalities (23)-(24)
can be transformed into the following LMI conditions: QA+ ATQ+ γ1I QC H⊗ BK

CTQ R 0
(H⊗ BK )T 0 P

 < 0, (25)

[
ATP−1

+ P−1A+ γ2I + ϵ−1P−1 P−1B
BTP−1

−T

]
< 0. (26)

2) We now consider the DoS attack periods. During
attack intervals, malicious attacks affect the communica-
tion channels between vehicles and the interaction topology
becomes Hδ(t). We consider the Lyapunov function V2 for
observer error dynamic and tracking error dynamics:

V2(t) = x̃T (t)(8 ⊗ Q)x̃(t) + eT (t)(8 ⊗ S−1)e(t). (27)

Taking the derivative of V2(t) along the trajectories (10)-(11)
we have:

V̇2(t)

≤ x̃T (t)
[
8 ⊗

(
QA+ ATQ

)
−

(
8 ⊗ QCR−1CTQ

)
− ε

(
8Hδ(t)

⊗ BK
)T
S−1

(
8Hδ(t)

⊗ BK
)]
x̃(t)

+ eT (t)
[
8 ⊗

(
AT S−1

+ S−1A
)

+

(
Hδ(t)T 8 +Hδ(t)8

)
⊗ S−1BT−1BT S−1

− ε−1S−1
]
e(t)

=

[
x̃(t)
e(t)

]T [
53 0
0 54

] [
x̃(t)
e(t)

]
. (28)

Therefore, the condition for stability of the platooning system
during attack intervals is:

53 = 8 ⊗

(
QA+ ATQ

)
−

(
8 ⊗ QCR−1CTQ

)
− ε

(
8H⊗ BK

)T
P−1

(
8H⊗ BK

)
− γ3I < 0,

(29)

54 = 8 ⊗

(
ATP−1

+ P−1A
)

+

(
HT8 +H8

)
⊗ P−1BT−1BTP−1

− ε−1P−1
− γ4I < 0. (30)

Then, we obtain the following LMI conditions: QA+ ATQ− γ3I QC Hδ(t)
⊗ BK

CTQ R 0
(Hδ(t)

⊗ BK )T 0 S

 < 0 (31)

[
AT S−1

+ S−1A− γ4I + ϵ−1S−1 S−1B
BT S−1

−T

]
< 0 (32)

Based on above analysis, we can combine both scenarios for
the platooning system with/without DoS attacks to obtain the
following relationship:

V (t) =


e−γs(t−tm−1−1m−1)V (tm−1 + 1m−1), t ∈ 4s(τ, t)

eγa(t−tm)V (tm), t ∈ 4a(τ, t).
(33)

Our goal is to find an upper bound on the DoS attacks fre-
quency and duration. The solution of the Lyapunov function
can be written as follows:

V (t) ≤ eγa(t−tm)V (tm) ≤ eγa(t−tm)V (t−m )

≤ µeγa(t−tm−1)[e−γs(t−tm−1−1m−1)V (tm−1 + 1m−1)]

≤ µ2eγa(t−tm−1)[e−γs(t−tm−1−1m−1)V (t−m−1)]

≤ µ2eγa(t−tm−2)[e−γs(t−tm−2−1m−2)V (tm−2 + 1m−2)]

≤ · · ·

≤ µm+1e−γs|4̄s(t0,t)|eγa|4̄a(t0,t)|V (t0), (34)

where Na(t0, t) = m + 1 is the number of activation attacks.
Also, γa represents the convergence rate of the error system
in (9) during the attacked interval, and γs is the convergence
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FIGURE 4. Communication topology of vehicles.

rate of the error system in (9) during normal intervals. Note
that |4̄s(t0, t)|= t − t0 − |4̄a(t0, t)| and due to uncertainty of
duration attack |4̄s(t0, t)|≤ |4̄s(t0, t)|+

(
1 + Na(t0, t)

)
1∗.

Then,

−γs

(
t − t0 − |4̄a(t0, t)|

)
+ γa|4̄s(t0, t)|

= −γs(t − t0) + (γs + γa)|4̄s(t0, t)|

≤ −γs(t − t0) + (γs + γa)

×

[
T0 +

t − t0
τa

+

(
1 + Na(t0, t)

)
1∗

]
(35)

We can write:

V (t) ≤ e(γs+γa)(T0+1∗)e−γs(t−t0)e
(γs+γa)

τa
(t−t0)

× e[ln(µ)+(γs+γa)1∗]Na(t0,t)V (t0). (36)

Considering Eqs. (13)-(14) and ξ = γs+
(γs+γa)

τa
−ξ∗ > 0 we

obtain:

V (t) ≤ e(γs+γa)(T0+1∗)e−ξ (t−t0)V (t0), (37)

which completes the proof.
Remark 4: Notice that even though P and P−1, S, and S−1

appear in the LMIs, each LMI is only a function of one of
those variables, thus resulting in a well-defined LMI.

□
Remark 5: According to the result of Theorem 1, stability

of the platooning system can be guaranteed provided that
conditions (13) and (14) are satisfied. Notice that, according
to the assumptions and practical considerations, DoS attacks
have limited duration and frequency. The system tolerance
to DoS attacks, however, is proportional to the maximum
convergence rate γs during the normal period and minimum
convergence rate γa during attacked intervals. Therefore,
by maximizing the γs and minimizing the γa, our solution
can improve the tolerance of platooning system against DoS
attacks. Theorem 1 provides conditions for the upper bound of
the attack duration to achieve the platooning objectives (2).
Therefore, asymptotic tracking of the leader and maintain-
ing the desired safety distance of platooning system can
be achieved provided that the attack duration is smaller
than a certain value. This is accomplished provided that

τa >
γs + γa

γs + ξ∗
. We consider a practical case where the DoS

attacks occur aperiodically. This is contrary to [1], [33]
which assume periodic DoS attacks. To this end, we added the
uncertainty term 1∗ in Eq. (35) to model the aperiodic DoS
attack scenario. In this equation the value of the parameter
1∗ is unknown and can take a different value for each attack,

FIGURE 5. Spacing errors of vehicles under DoS attacks [1].

FIGURE 6. Velocities of vehicles under DoS attacks [1].

thus resulting in aperiodic behavior. Our goal is to design
the control gain and observer gain such that tolerance to the
duration of DoS attacks is maximized as much as possible to
ensure the robustness of the platooning system against DoS
attacks. To this end, we establish the following optimization
problem:

min
K ,Gob,γs,γa

γs + γa

γs + ξ∗

s.t. LMI conditions (15) − (18). (38)

Remark 6: As mentioned in the optimization problem (38),
the control gain K = [kp, kv, ka] is designed to reduce the
impact of DoS attack in control performance and achieve
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FIGURE 7. Spacing errors of vehicles under DoS attacks.

FIGURE 8. Velocities of vehicles under DoS attacks.

the desired tracking performance for the platoon of vehicle
system. In other words, the optimal control gain is designed
based on the worst-case attack duration (maximal attack
duration) that the system can tolerate.
Remark 7: Since the DoS attack duration is typically

unknown to the defender and is not periodic, the defender
might consider a worst-case attack scenario. This can
be done by a suitably small τa and regard it as the
maximum-allowable attack duration bound to account for
a worst-case attack scenario during the design procedure.
Therefore, we choose τa according to the optimization prob-
lem (38) in a way that the tolerance to the duration of
DoS attacks (proportion of 1

τa
) is maximized to ensure the

FIGURE 9. Spacing errors of vehicles under DoS attacks [1].

FIGURE 10. Velocities of vehicles under DoS attacks [1].

robustness of the platooning system against DoS attacks.
It is worth noting, however, that in either case the design
procedure inevitably introduces certain conservatism since
the actual/real-time attack duration may be smaller than the
worst-case attack scenario.

IV. SIMULATION RESULTS
In this section, we provide simulation results to illustrate the
effectiveness of the proposed method. We consider a team
of seven vehicles, consisting of one leader and six follower
vehicles. The vehicle state is defined as follows:

x(t) =

 x1(t)
x2(t)
x3(t)

 ,
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FIGURE 11. Spacing errors of vehicles under DoS attacks.

FIGURE 12. Velocities of vehicles under DoS attacks.

where x1 represents position, x2 velocity, and x3 acceleration
of the respective vehicle. The communication topology of
vehicles is shown in Fig. 4. The inertial time constant of each
vehicle is assumed as τa = 0.54. We consider the system (5)
with

A =

0 1 0
0 0 1
0 0 −1.8519

 , B =

 0
0

−1.8519


C =

[
1 1 0

]
.

Considering the directed communication topology of the six
follower vehicles, the associated adjacency matrix can be

selected as follows:

L =


1 0 0 0 0 0

−1 1 0 0 0 0
0 −1 1 0 0 0
0 0 −1 1 0 0
0 0 0 −1 1 0
0 0 0 0 −1 1



1 =


1 0 0 0 0 0
0 1 0 0 0 0
0 0 1 0 0 0
0 0 0 1 0 0
0 0 0 0 1 0
0 0 0 0 0 1

 .

We consider the optimization framework (38) to design the
controller and observer gains that maximize the duration of
attack. Using the MATLAB software and selecting T = 0.5,
R = 0.1, we obtaine the set of feasible solutions for the
Lyapunov matrices P, and S, as well as the control gain K
and observer gain G:

K =
[
−2.7386 −5.3068 −2.7725

]
,

G =
[
−1.2247 −2.6814 −1.3229

]T
,

P =

1.4533 1.0331 0.1479
1.0331 1.8541 0.2866
0.1479 0.2866 0.1497

 ,

Q =

1.6420 1.4225 0.3307
1.4225 2.7837 0.7240
0.3307 0.7240 0.3572

 .

In our simulation, we assume that the initial state of the
leader vehicle is x0(0) = [0, 15, 0]T . The initial state of the
followers is as follows: x1(0) = [−7, 15, 0]T , x2(0) =

[−15, 15, 0]T , x3(0) = [−35, 15, 0]T , x4(0) = [−44, 15, 0]T ,
x5(0) = [−57, 15, 0]T , x6(0) = [−68, 15, 0]T . Also, the
desired trajectory of the leader vehicle is as follows:

v0(t) =


15, 0 ≤ t < 10
15 + 2t, 10 ≤ t < 15
25, 15 ≤ t < 35
25 − t, 35 ≤ t < 40
20, 40 ≤ t < 65

. (39)

The simulation results in Fig. 5-8 show a comparison between
the approach proposed in this article and the traditional
method in [1] considering the effect of DoS attacks. As can be
seen from Fig. 7 and Fig. 8 that using the proposed approach
(observer-based resilient controller) the platooning system
can tolerate safety distance and velocity tracking longer than
using a traditional approach proposed in [1] (Fig. 5 and Fig.6).
In other words, using a traditional control scheme where
the control signal is maintained zero or constant during the
DoS attack interval, the time to tolerate safety distance and
velocity tracking is shorter than using our proposed method.
Therefore, using our proposed approach (see Fig. 7-8) the
follower vehicles can tolerate the DoS attacks at [0s, 10s]
and [16s, 35s] and continue to track both the velocity and
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trajectory of the leader while maintaining the desired safety
distance with slight performance degradation.

Figures 9-12 expand the previous case by extending the
duration of the DoS attack. Considering the same system,
we now simulate DoS attacks over the intervals [0s, 10s] and
[16s, 45s]), with the same initial conditions. Figures 11 and
Fig 12 shows the system performance using our controller
whereas figures 9 and 10 show the same system response
using the controller of [1]. As can be seen from the fig-
ures, our proposed controller show significantly improved
tracking, thus illustrating the advantage of the proposed
approach.

V. CONCLUSION
In this paper, we investigated the problem of observer-based
secure control for platooning systems suffering from aperi-
odic DoS attacks.We consider the design of a resilient control
that preserves the stability of the platooning system under
DoS attacks. We obtain sufficient conditions on the duration
and frequency of DoS attacks such that the platooning system
achieves asymptotic tracking of the leader and maintains
the desired safety distance. We also provide an optimization
approach tomaximize the duration of the DoS attacks without
performance degradation.
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