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ABSTRACT Migrating to Zero Trust Architecture (ZTA) is a strategic approach to strengthen the enterprise’s
security postures. The shift to ZTA requires changes across the enterprise which can be challenging to
achieve. Utilizing an effective framework for migrating from the old security architecture to ZTA can help
ensure smooth transitioning to the Zero Trust journey. In previous research, the effective frameworks and
processes for migrating to ZTA have not been achieved in an integrated and comprehensive manner. This
study introduces a comprehensive framework for migrating to ZTA. The methodology of this study is to
analyze and synthesize published studies relating to ZTA migration. The findings from existing knowledge
construct a process-driven for the ZTA migration. In addition, the study addresses migration challenges and
gaps in existing ZTA migration approaches. As a result, a comprehensive Zero Trust migration framework
is developed to construct streamlined processes. The proposed framework can be used as a reference model
for effective transitioning to ZTA.

INDEX TERMS Zero trust, zero trust architecture, ZTA, zero trust migration, zero trust challenge.

I. INTRODUCTION
Nowadays, the border of the perimeter of an enterprise net-
work security is widened due to the proliferation of cloud
technologies, IoT devices, and remote workforce. As a result,
the traditional perimeter-based method will become obsolete
and less efficient in protecting the enterprise from cyber
threats. Hence, enterprises are driven to adopt effective secu-
rity strategies to improve security visibility and controls to
prevent the risks and challenges of data and revenue losses.

Zero Trust Architecture (ZTA) is a security strategy devel-
oped to handle cyber threats and security breach risks. Zero
Trust (ZT) assumes that there is no trusted perimeter. Users
and devices only receive the least privileged access. In the
Zero Trust environment, continuous verification and autho-
rization are required for users when accessing enterprise
resources [1]. Thus, ZTA can help improve visibility and
analytics across the enterprise network. 83% of 1,300 security
and risk specialists that responded to an Ericom Software
survey agreed that Zero Trust is an effective security strat-
egy. They plan to implement Zero Trust solutions in their
enterprises [2].
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However, transitioning to ZTA is challenging and can be
a long journey. The enterprise may encounter many chal-
lenges and barriers when migrating to a Zero Trust ecosys-
tem. One of the challenges is the lack of industry standards
and concrete frameworks for effectively implementing ZTA
in enterprises. In addition, migrating to ZTA requires IT
system compatibility and interoperability. Therefore, before
migrating to ZTA, it is crucial to understand infrastructure
requirements completely.

This research aims to study and examine existing knowl-
edge and techniques of the ZTA migration by applying a
systematic review to analyze and synthesize the published
studies relating to ZTA migration. The analysis creates a
process-driven framework for the migration to ZTA. Further-
more, this study argues the need for a comprehensive ZTA
migration by identifying what is lacking in other frameworks.
As a result, an appropriate Zero Trust migration framework
is developed to establish effective processes that serve as a
reference model to support a smooth transition to Zero Trust
Architecture.

This paper is organized as follows. Firstly, the background
of ZTA migration and challenges are described in section II.
Secondly, section III describes research methodology and a
comprehensive framework for migrating to ZTA is discussed
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in section IV. Next, section V shows framework evaluation
and section VI provides discussion of this study. Section VII
describes limitations and section VIII discusses potential
future work. Finally, we conclude this paper in section IX.

II. ZTA MIGRATION AND CHALLENGES
This section explains some migration methods from many
studies that we obtain for the analysis. Additionally,
it describes common challenges and roadblocks that hinder
the success of implementing ZTA in enterprises.

A. ZTA MIGRATION
The ZTAmigration is an essential security strategy that many
enterprises plan to adopt to help improve security and pro-
tect enterprises from cyber-attacks and data breaches. In this
study, we obtained relevant published studies regarding the
ZTA migration from many sources, namely business, aca-
demic and governmental organizations. These studies provide
knowledge and methods to migrate to ZTA in their practices.

According to NIST SP 800-207 [3], it is recommended to
utilize an incremental approach by having a pilot program.
An enterprise identifies the first group of candidates and
extends themigration to subsequent phases. Furthermore, this
study emphasizes the importance of identifying assets, busi-
ness workflows, and risk management. Similarly, the tech-
nical guidance by CISCO focuses on establishing user trust
and device visibility. Their ZTA migration concerns three
main perspectives: strategic, managerial, and operational [4].
However, there is a lack of details on migration methods and
techniques to migrate to ZTA.

The ZTA migration of Google BeyondCorp concentrates
on technical migration methods by showing the implemen-
tation of devices, users, and network management in the
ZT environment. The migration is undertaken in repetitive
processes from a small pilot and increases the rollout for
candidates over time [5], [6]. In contrast, Microsoft concerns
with managerial methods for the ZTAmigration by having all
stakeholders buy in and define the scope of implementation.
They divide the implementation of the ZTA into different
components, namely identity, device, access, and service.
Furthermore, they define the criteria of ZTA implementation
measurements [7], [8].

Many ZTA implementation studies suggest the main steps
for migrating to ZTA. The initial step is to identify the
protecting surface, particularly data, assets, applications and
services. After that, the protecting surface will be mapped
to transaction flows. Moreover, the network needs to be
architecturally designed to be micro-segmentation. Then,
an enterprise creates and enforces the Zero Trust poli-
cies. The final step focuses on monitoring and maintaining
the ZTA to securely and efficiently protect the enterprise
[9], [10], [11], [12]. However, most studies lack theoret-
ical support for their migration techniques. Furthermore,
some studies mainly focus on migration’s technical or man-
agerial perspectives. There is also a lack of dynamic and

comprehensive frameworks or processes to depict how to
smoothly and efficiently migrate to ZTA.

B. ZTA MIGRATION CHALLENGES
This section shows common challenges when migrating to
ZTA based on the analysis and synthesis of obtained studies.
There are eleven challenges that discuss technical and man-
agerial issues on ZTA migration.

1) VENDOR LOCK-IN
This issue has occurred in other technologies, such as IoT and
cloud technology. Some cloud service providers, for instance,
offer discounts and special deals to attract new customers to
join their services and discourage users from switching to
other cloud services. In addition, cloud service providers may
prevent users from leaving by imposing legal restrictions,
technical barriers, or additional fees [13].

2) LACK OF INDUSTRY STANDARD
Currently, no industry standard provides concrete guidance
on how to implement ZTA in the enterprise. Consequently,
it is challenging to have a complete picture of whether the
ZTA has successfully implemented it in their enterprises [14].
Additionally, some ZT platform components require stan-
dardization. For example, the policy decision point (PDP)
involves the collection of information exchange from several
sources. However, this system lacks uniform standards for
data exchange [13].

3) USER DISRUPTIONS DURING MIGRATION
The enterprise may experience technical issues and user dis-
ruption during each migration phase. The ZTA migration
aims to replace users from the old system with the new
IT environment [13]. Therefore, the enterprise may need
to prepare to provide remediation for users when they are
experiencing errors or difficulties during the ZTA migration.

4) LEGACY SYSTEMS
Migrating to ZTA may cause some defects to the old sys-
tems, applications, or infrastructure. As a result, it might
create a situation where more resources must be carefully
managed than initially planned. In addition, if these systems
require redesign or modification to support ZTA, it may
require more cost and time to facilitate this ZTA transi-
tion [10]. For instance, many enterprises may currently use
legacy identity systems that have been using many years,
such as password-based user authentication. However, using
password-based verification has been shown to be ineffi-
cient [14]. Therefore, an enterprise should determine whether
to upgrade or replace the legacy technologies to work effi-
ciently in the ZT environment.

5) ZTA SERVICE CONTROLS
The ZT platform consists of several intelligently supported
systems to make an appropriate decision to grant user’s
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access. These systems require accurate and reliable trust lev-
els and trust algorithms. However, determining an appropriate
level of trust can be challenging to ensure that a trust level
is not too high or low [13]. For example, too high trust
levels may block users when attempting to access the service.
In contrast, the level of trust should not be too low; otherwise,
securitymay be compromised. Furthermore, as security infor-
mation comes from many sources and systems, an enterprise
must ensure that supported systems in the ZT platform do
not work in isolation [15]. Having isolated security tools may
prevent the ZT platform’s efficient and accurate visibility and
analytics.

6) INTEGRATION ISSUES
Migrating to ZTA is a complex adjustment and configuration.
First, an enterprise must understand infrastructure require-
ments and ZT-supported systems to support security func-
tions. The ZT platform may comprise many services across
multiple providers. [17]. For example, the ZT platform should
be able to integrate with a software-defined network (SDN),
Secure Access Service Edge (SASE), or cloud-based security.
It should also interact with any network, such as broadband,
5G, or LTE [19]. Making them serve as a single control pane
may be difficult and cause integration concerns.

7) ZERO TRUST POLICIES
It can be challenging for an enterprise to develop valid,
consistent, comprehensive ZT policies to support ZT deci-
sions. The ZT policies must be up-to-date with the context
changes and access restrictions [18]. Many enterprises use
simple access control policies, such as RBAC or ABAC. It is
essential that the policy rules must be based on the least
privilege principles with dynamic trust-based access control
that users only have access to information or resources they
need [19]. In addition, The ZT policies should not be too
complex. However, developing ZT policies to accommodate
the changes is challenging, mainly due to time limitations.

8) DISCOVERY RESOURCES
Discovering all resources to accommodate the ZTAmigration
requires time and effort to gather and analyze data. For large
and complex organizations, it can be challenging when enter-
prises have inadequate monitoring of their IT environments.
Moreover, there are issues with shadow IT or unmanaged
devices. These issues may cause difficulty when performing
resource discovery because the enterprisemay not completely
control these devices [13].

9) POLITICAL RESISTANCE
The migration team may encounter political resistance to
change when introducing new systems or technologies to
the enterprise. For example, employees or individuals resist
change due to technical bias in security systems or architec-
ture [20]. Therefore, when migrating to ZTA, the migration

team should consider managing political resistance in the
organization.

10) REGULATORY COMPLIANCE
Industrial or supervisory authorities regulate many enter-
prises. As a result, specific data or systems of the enterprises
must comply with regulatory requirements. However, these
regulatory bodies may lack behind innovative technology
solutions [20]. Consequently, it is challenging for enterprises
to adopt new technologies and satisfy regulatory require-
ments.

11) ANALYSIS PARALYSIS
An enterprise should thoroughly understand its technology
and architecture requirements before implementing the ZTA.
Moreover, it is essential to identify the scope and understand
risks as these factors may delay the actions of the ZTA
implementation [20]. However, inadequate ZTA research and
analysis can cause difficulty in the zero-trust journey of the
enterprise.

III. RESEARCH METHODOLOGY
This study defines research questions and uses a system-
atic literature review to obtain quality studies relevant to
ZTA migration. Additionally, we develop our methodology
to develop a proposed comprehensive ZTA migration frame-
work as described in the following subsections.

A. RESEARCH QUESTION
The transition to ZTA can be challenging for an enterprise.
Therefore, it is essential to thoughtfully implement ZTA with
effective strategies and leverage appropriate technologies for
the migration. In this research, we would like to answer the
following questions:

1) RQ1: What are the existing Zero trust migration con-
cepts and processes of Zero Trust Architecture?

2) RQ2: What are the Zero Trust Migration challenges,
and what is lacking in other Zero Trust migration
frameworks?

3) RQ3: By reflecting on other technological migration
frameworks, can they help optimize and enhance a
proposed zero trust migration framework?

4) RQ4: What can be an appropriate Zero Trust Migration
Framework?

B. A SYSTEMATIC REVIEW
A systematic review in this study is conducted by using the
PRISMA method (The Preferred Reporting Items for Sys-
tematic reviews and Meta-Analyses) to perform a literature
search to identify published papers and relevant reports on the
ZTA migration. The PRISMA provides a transparent method
for reviewers to identify, select and synthesize studies [21].

The literature search is conducted in two parts. Firstly,
we perform a literature review by searching and select-
ing academic peer-reviewed literature such as journals and
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FIGURE 1. The PRISMA flowchart showing the process of selecting and obtaining the literature for our study [21].

conference papers. Secondly, we use a web search to find
and select literature from credible expert sources such as gov-
ernment reports and white papers from Zero Trust provider
reports. We then record the identification of studies used in
this study by adding information to the PRISMA flowchart,
as shown in Fig. 1.

1) IDENTIFICATION OF STUDIES VIA ACADEMIC DATABASE
We define the search strings ‘‘Zero Trust’’ and ‘‘Zero-Trust’’
as the terms for searching scholarly publications. We run
the search term through six reputable academic databases:
IEEE Explore, ScienceDirect, ACM Digital Library, Web of
Science, JSTOR, and SpringerLink.

Next, we review the title of the academic articles and
found 295 studies that are relevant to the ZTA concepts to
perform a further screen for the review. After that, we exclude
duplicate articles from other databases and eliminate articles
not published in English. Then we review the abstracts of
78 publications and excluded 44 studies that did not con-
tribute to our research questions. Finally, we perform a full-
text review of 34 studies and found 9 that contribute to our
analysis.

2) IDENTIFICATION OF STUDIES VIA OTHER METHODS
To include the grey literature in our analysis, we apply the
guidelines by V. Garousi et al. [22]. These guidelines provide

a practical process to incorporate the grey literature such as
white papers, reports and ensure high quality of selected grey
literature (See Appendix IX).We specify the search keywords
‘‘Zero Trust Migration,’’ ‘‘Zero Trust Implementation,’’ and
‘‘Zero Trust Migration white paper’’ to look for the ZTA
migration’s studies on the web.

We apply our search terms in Google Search Engine. Aswe
scope down our search for the first 10 pages of google for
each search term, we identify 330 relevant grey literature for
further screening. We review title and scan the text for the
search results. We exclude 187 studies that are not quali-
fied for further screening. Then, after reviewing 87 studies,
we eliminate 47 web articles and blogs since they do not
offer insightful information for the ZTA migration. Next,
we review 30 publications and exclude 10 studies that do
not contribute to the research questions. Finally, we identify
19 high-quality reports for our analysis.

C. FRAMEWORK DEVELOPMENT METHODOLOGY
To establish a comprehensive framework for the ZTA migra-
tion, we create framework development methodology as a
process to effectively develop our proposed ZTA migration
framework as shown in Fig. 2. The output of each process
is aimed at analyzing and improving the ZTA migration
processes. The methodology of developing a ZTA migration
framework comprises 5 steps as follows:
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FIGURE 2. The methodology of developing a ZTA migration framework.

1) STEP 1 – ANALYZE FINDINGS
After acquiring qualified studies from a systematic review,
we analyze them to understand the ZTA methods and
techniques. We then classify the studies discussing similar
concepts of migration into six main processes. Table 10
demonstrates details of obtained studies and categorizes the
studies into processes. Additionally, Table 11 summarizes
the main concepts of each obtained study (See Appendix -B,
Table 10 and Table 11).

2) STEP 2 – FORMULATE A DRAFT FRAMWORK FROM
FINDINGS
In this step, we formulate a draft framework from the analysis
results of the previous step to gain more details regarding the
methods and techniques of the migration.

3) STEP 3 – IDENTIFY OTHER FRAMEWORK GAPS
This step is to identify the gaps from other studies and deter-
mine what other frameworks are lacking in their migration
processes, as shown in Table 1. The ZTA-related migration
studies are given framework code and evaluate their studies
against main processes defined in step 2.

4) STEP 4 – OPTIMIZE A DRAFT FRAMEWORK
We plan to optimize a draft ZTA migration framework by
incorporating other technological migration methodologies,
such as cloud migration and DevOps methodology. This step

FIGURE 3. DevOps cycle.

will help enhance a draft framework to be more effective
for the ZTA migration. In this study, we utilize the DevOps
methodology to optimize the proposed framework, as shown
in Fig.3 and Fig. 4.
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TABLE 1. Identification of other migration framework gaps.

5) STEP 5 – EVALUATE A PROPOSED ZTA MIGRATION
FRAMEWORK
We develop evaluation criteria to evaluate a proposed ZTA
migration framework (See Table 2 and Table 3). This evalua-
tion framework is also used to evaluate other ZTA migration
frameworks that we obtained for our analysis to understand
the quality and effectiveness of each framework.

IV. PROPOSED FRAMEWORK
This section proposes a comprehensive framework for
migrating to ZTA based on our analysis and synthesis. The
importance of optimizing the proposed framework by incor-
porating DevOps methodology is described in sub-section A.
In addition, the main processes and sub-processes of the
migration are elaborated in sub-section B.

A. INCORPORATING DevOps METHODOLOGY
DevOps is a software development methodology that empha-
sizes collaboration, communication, continuous integration,
and software quality assurance. It aims to bridge the gap
between development and operations [23], [24]. Moreover,
it adds a more value-driven and customer-centered approach
to agile software development [23]. As DevOps intends
to remove boundaries between development and operation,
it helps an enterprise to achieve high service quality and
stability of performance. In addition, the lead time of product
delivery increases due to understanding customer needs by

receiving quick customer feedback [25]. As a result, the
quality and efficiency of the product will also increase.

DevOps consider the entire software development and
operations life cycle, as shown in Fig. 3. The main aspects
of DevOps include capabilities such as continuous planning,
continuous deployment and delivery, and continuous evalu-
ation and feedback [23], [24], [25]. Moreover, an enterprise
should ensure continuous operation to avoid disrupting end
users when managing software and hardware updates.

From our perspective, the DevOps paradigm and concepts
can be well adapted to optimize the ZTA migration as it
shares common aspects regarding the technology develop-
ment and migration cycle. For example, the migration of ZTA
requires a high collaboration of stakeholders. Furthermore,
the migration project is undertaken in iteration and extends
the migration to the phases after ensuring effective migration
methods from monitoring and feedback. Therefore, incorpo-
rating DevOps concepts with the ZTA migration framework
can increase effectiveness and create more value across the
migration process.

B. A PROPOSED COMPREHENSIVE ZTA MIGRATION
FRAMEWORK
According to the results of the synthesis and qualitative anal-
ysis of our obtained studies, we propose a comprehensive
framework for migrating to ZTA. This comprehensive frame-
work depicts the main processes and sub-processes to migrat-
ing to ZTA. It comprises six essential processes: strategize
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FIGURE 4. A proposed comprehensive framework for migrating to ZTA.

Zero Trust, context assessment, architect ZTA, Zero Trust
transformation, monitoring and maintenance, and optimize
ZTA security, as shown in Fig. 4 and 5.

A comprehensive framework for migrating to ZTA
incorporates the concepts of DevOps methodology to ensure
service delivery quality. In addition, the migration processes
take into account the Zero Trust ecosystem in which visi-
bility, analytics, automation, and orchestration are empha-
sized. Migrating to ZTA also needs to consider following best
practices and standards to ensure compliance with industry
standards and authoritative bodies.

There are six processes associated with sub-processes as
follows.

1) PROCESS I - STRATEGIZE ZERO TRUST
The first process in migrating to ZTA is to strategize Zero
Trust principles by creating Zero Trust strategies in an enter-
prise. Following the establishment of the strategies, key stake-
holders such as top management and users must buy-in to
support the decision to migrate to ZTA. In addition, Zero
Trust teams, which involve implementation teams and IT

decision makers, must be set up to support the transition.
The outcome of this process is a master plan for Zero Trust
migration which acts as a document for stakeholders to define
what they want for their ZTA, as demonstrated in Fig. 6.

a: CREATE ZERO TRUST STRATEGY
The initial step in migrating to ZTA is to define vision
and strategies and gain support from leadership and stake-
holders [26], [27], [28]. The main objective is to ensure
that stakeholders have seen common themes of the needs
for moving to ZTA, such as enhancing business agility and
managing complexity [8]. In addition, many enterprises use
some data or systems that must be regulated or complied with
regulatory requirements [20]. Therefore, an enterprise should
proactively engage with external stakeholders early, such as
governmental regulators, external auditors, or relevant third
parties, as they may lag behind new technologies and have
some concerns regarding the new Zero Trust solutions. The
enterprise should collaborate or educate them to ensure they
understand the enterprise’s direction to migrate to ZTA.
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FIGURE 5. The main processes and sub-processes of ZTA migration.

TABLE 2. Framework evaluation – generic criteria.

Furthermore, an enterprise must create a master plan or a
strategic plan for migrating to ZTA. This plan will help the
enterprise know the environment, the capabilities, and the
scope of implementation [16], [29]. It is essential to start
the ZT pilot project as soon as possible, even if there is an
initial limitation of scope [20]. In doing so, an enterprise can

FIGURE 6. Process 1 - Strategize Zero Trust.

define what they want for their Zero Trust architecture and
investigate available Zero trust solutions early.

b: SET UP ZERO TRUST TEAMS
Concerning the success of Zero Trust implementation, Zero
Trust teams are essential for the smooth transition of the Zero
Trust implementation projects. People involvewith ZT imple-
mentation must be cross-functional team of business and IT
decision makers [12], [30]. The teams can be established into
two groups as follows:

• The first group acts as key decision-makers to pro-
vide direction, review the plans and support the overall
project [20]. These are examples of the group of key
decision-makers.
Governance Board: Providing direction for the organi-
zation and making decisions regarding new initiatives
and technologies.
Architecture Review Board: The primary responsibility
is to review current technologies and define the enter-
prise architecture.
Change Management Board: The primary responsibility
is to promote Zero Trust solutions in a production envi-
ronment.

• The second group is a Zero Trust implementation team.
The team members should be appropriately selected and
be associated with these functions, namely application
and data security, network and infrastructure security,
and user and device identity [3], [30], [31]. It is essential
that people involving with ZT implementation must be
cross-functional team of business and decision makers.
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FIGURE 7. Process 2 - Context Assessment.

Furthermore, an enterprise should adequately communi-
cate the transitioning to ZTA, especially users. The main
reason is that inefficient communication can result in users’
confusion and inability to provide effective remediations. The
enterprise may have a communication plan or a campaign to
raise awareness and inform users early to gain users’ buy-
in [32]. A project champion can be established to commu-
nicate and empower users to reduce barriers. The techniques
that can be adopted to communicate may include in-person or
town hall meetings, email, newsletters, or videos and blogs.

2) PROCESS II - CONTEXT ASSESSMENT
The second process is to conduct a context assessment,
as shown in Fig. 7. This process helps an enterprise under-
stand its current security state. To evaluate the current security
state, it can be conducted through evaluating existing security
controls, performing a security risk assessment, and conduct-
ing a Zero Trust maturity risk assessment. In addition, to have
accurate views of resources in the enterprise, the enterprise
must perform resource discovery to identify data and business
process flows. The outcome of this process is to have the
blueprint of enterprise security architecture. This blueprint
serves as an enterprise’s baseline for setting the current and
desired Zero Trust maturity state.

a: ASSESS THE CURRENT STATES
This sub-process comprises three essential methods, namely
1). Evaluate current control 2). Perform Security Risk Assess-
ment, and 3). Perform Zero Trust Maturity Assessment.
These methods are important for an enterprise to have a
complete picture of an enterprise’s security state.

i) EVALUATE CURRENT CONTROLS
It is important to identify the enterprise’s existing security
capabilities. Hence, the enterprise should check and mon-
itor that the existing security policies and regulations are
compatible with the Zero Trust principle. After checking
existing security controls, a gap analysis should be executed
to evaluate the current state of the enterprise’s security and
identify security improvements [33]. Finally, as migrating to
ZTAmay cause problems or integration issues for the existing
systems, the migration team should have an appropriate plan
to evaluate the existing legacy systems and whether they can
integrate and work well in the ZT environment.

ii) PERFORM SECURITY RISK ASSESSMENT
An enterprise must continually analyze and assess the risks
associated with its assets and resources by identifying exter-
nal and internal threats as well as actual and potential risks.
Then, risk management should be planned to address the
identified risks. The results of a risk assessment can be used
to identify security patterns in the ZT ecosystem [3], [18].
Furthermore, performing a security risk assessment can assist
the enterprise in identifying actors and assets that must be
protected, as well as considering migration with low-risk
processes [13]. Risk assessment also helps the enterprise
design protections by minimizing access to resources based
on the principle of least privilege.

iii) PERFORM ZERO TRUST MATURITY ASSESSMENT
The enterprise can better understand the current security state
by conducting the Zero Trust maturity assessment. The Zero
Trust maturity stage can range from the traditional stage,
in which the enterprise has not started its Zero Trust journey.
The next stage is the advanced stage, where the enterprise
starts its Zero Trust journey andmakes some progress, such as
registering all devices and implementing network segmenta-
tion. The final stage is the optimal stage, where the enterprise
makes huge progress in security improvements, for example,
by utilizing AI intelligence to respond to access requests and
detect usual activities [7]. The enterprise should set desired
maturity state and identify critical success factors [26], [34].
In addition, the objectives and time frame that the enterprise
plans to achieve the target ZT maturity state need to be
defined.

b: PERFORM RESOURCE DISCOVERY
An enterprise must determine the protected surface and iden-
tify sensitive data, and business process flows to gain a com-
plete view of all resources [9], [10]. However, the enterprise
should understand that having complete visibility of every
data flow is unnecessary before beginning the ZT implemen-
tation [3], [35]. Instead, the enterprise may consider using
an observational approach to gather and analyze the data
network to ensure that the system does not interrupt user
productivity [20].

Before a Zero Trust deployment, an enterprise should
identify protecting surfaces by surveying assets and subjects
such as data, service accounts, devices, applications, services,
hardware, and configuration management [13]. In addition,
an enterprise must identify sensitive data and define business
process flows [9]. Finally, data discovery and classification
should be carried out to discover all the data processing
activities. For instance, the enterprise can set up an inventory
of data repositories to identify data protection levels.

The network should be segmented based on data classifica-
tion [10]. Furthermore, the business process flows should be
mapped with a protective surface to understand interdepen-
dencies and help develop security policies. Finally, the data
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FIGURE 8. Process 3 - Architect ZTA.

and business process workflows should appropriately design
who can access sensitive data in the enterprise [12].

3) PROCESS III - ARCHITECT ZTA
This process involves establishing a Zero Trust migration
plan that the enterprise will use as a plan for implement-
ing ZTA. Furthermore, an enterprise’s devices, users, and
network should be appropriately prepared for undertaking
ZTA implementation. Additionally, the Zero Trust policies
should properly be designed to provide effective security
controls when granting user access to resources. As a result,
the outcome of this process is establishing a target enterprise
security architecture that serves as a desired state of ZTA,
as illustrated in Fig. 8.

a: CREATE A ZTA MIGRATION PLAN
Before implementing ZTA in an enterprise, the available zero
trust solutions and technologies should be selected appropri-
ately [27]. The enterprise should select suitable vendors that
provide zero trust solutions that meet requirements. An enter-
prise must have a complete understanding of the technical
requirements of ZTA before buying ZT solutions from the
vendors. In addition, the enterprise should consider software
interoperability to avoid vendor lock-in effects. Service adap-
tation like QoS (quality of service) or SLA (service-level
agreement) negotiations is essential to prevent the vendor
lock-in issues. Moreover, an implementation plan should be
developed to divide tasks and prioritize these tasks for imple-
mentation [16]. Finally, test plans and performance measure-
ment plan for ZTA migration should be created to prepare for
evaluating the success and effectiveness of the migration. The
enterprise may use a use- case approach to initiate a project
that aim at solving specific problems. Thus, the enterprise can
see quick results by using a small team and small budget.

b: PREPARATION OF DEVICE, USER, AND NETWORK
To secure the devices, an enterprise should establish a Device
Inventory Database [4]. This database is used to register
devices and allows only managed devices to access an enter-
prise’s network [5], [7]. In addition, all devices should have
proper security controls and be continuously monitored to
detect potential risks [35]. The main objective of regis-
tering all devices, including corporate-owned devices and

personally owned devices, is to establish trust and security
controls over device management.

To securely identify users, an enterprise should create a
User Database to manage all users and the group of users’
memberships [5]. It is also necessary to ensure the least
privilege principle and have an acceptable user manage-
ment approach when setting appropriate roles for users. The
groups of users include business users, clients and partners
of the enterprise, and IT users who can modify user access
rights and other configurations. In addition, an enterprise
must ensure that redundant access permissions of users are
removed, and Multi-Factor Authentication (MFA) is imple-
mented [4], [7]. In addition, an enterprise should have
appropriate administrative controls, such as implementing
privileged identity management (PIM) [26].

All users and devices must be allocated to the proper
network to deploy an unprivileged network. The enterprise
should manage the micro-segmentation of sensitive data and
establish user access based on planned segmentation [10].
After understanding dependencies, the enterprise should
manage and put identified assets into logical groups accord-
ing to workflows and business processes. The enterprise must
be aware of not an over-segmenting or under-segmenting
network [36]. All traffic must pass through segmentation
gateways before reaching the protected resources. Further-
more, the enterprise must ensure that network asset visibility
and network security standard are implemented. The level of
access for a user should be granted on a per-request basis [5].

c: DESIGN ZERO TRUST POLICIES
When creating Zero Trust policies or security policies used
in the ZT environment, these policies should be appropriately
created, tested, and redefined based on resources and identi-
fied transaction flows [3], [28], [36]. One of the approaches to
creating the ZT policies can be based on the Kipling Method
that identifies the who, what, when, where, why, and how
users access the resources [11], [12]. Another approach to
designing access permissions is based on different factors
and the sensitivity of resources, such as data, users, devices,
threats, regulatory requirements, etc. [4]. Furthermore, these
policies should be ensured that they are correct, consistent,
minimal, and complete [30]. For example, an enterprise needs
to validate the ZT policies to ensure they are not duplicated
and redundant.

4) PROCESS IV - ZERO TRUST TRANSFORMATIONS
This process begins when an enterprise selects the candi-
date group for migration and launches the initial deploy-
ment. Then, the selected group of candidates is migrated
to the unprivileged network simulation for a certain period
until the migration team can ensure qualified traffic. This
group of candidates acts as the test group for the migration
team to ensure the success of the migration with a low-risk
strategy. After that, the migration team starts rolling out the
following groups of candidates. Finally, the measurement of

19496 VOLUME 11, 2023



P. Phiayura, S. Teerakanok: Comprehensive Framework for Migrating to Zero Trust Architecture

FIGURE 9. Process 4 - Zero Trust Transformations.

ZTA implementation should be undertaken to ensure that the
migration has proceeded as planned, as illustrated in Fig. 9.

a: A PILOT PROGRAM TO A FULL PRODUCTION MIGRATION
i) CANDIDATE GROUP IDENTIFICATION

A Zero Trust migration project should be implemented
in small-scale and manageable programs [20]. Therefore,
an enterprise should identify potential groups of candidates
and create the candidate workflows for the migration [3], [5].
For example, an enterprise may consider categorizing users
into three groups. The first group is the test group, in which
users are carefully selected to ensure low-risk migration.
The following groups are external users and internal users.
External users access the enterprise’s resources outside the
enterprise network. In contrast, internal users are users
who access the enterprise’s resources within the enterprise
network [4].

Some users may not yet be ready to switch to the Zero Trust
architecture. The migration team should provide solutions
or methods for users to request temporary exemptions for
the migration. These users should be listed in workflows
that were not yet qualified. When the workflow is qualified,
the users should be notified that they are eligible for the
migration [37].

i) MIGRATION METHODS
When migrating to Zero Trust, three primary phases need to
consider ensuring minor interruptions to users.

• Phase 1: Production Pilot
The pilot group of users for the migration should be

prepared for deployment to the Zero Trust platform or the
unprivileged network [5], [20]. In addition, all devices are
assigned to this network. The enterprise must ensure that
the applications meet the requirements of the access proxy
of the Zero Trust platform and that the applications use
supported protocols. All applications must run through the
access proxy [34], [38]. After most applications run through
the access proxy, users must be discouraged from using the
VPN. The VPN should only provide to users who need to
use it [5]. At this phase, the unprivileged network simulation
will simulate network behavior by monitoring the network
traffic of all user devices. The deployment should be deployed
with security controls or in audit mode so users can be
switched to the Zero Trust platform or rolled back to the old
systems [21].

• Phase 2: Validate Pilot Results
In this phase, those users will operate by the unprivileged

simulation in audit mode for a well-defined period to ensure
qualified traffic. Then, users and devices having qualified
traffic for a defined period can be activated and assigned to the
unprivileged network [5], [18]. The results from themigration
of the pilot program need to be validated to ensure that users
can successfully be migrated to the Zero Trust environment
or that the migration encounters any issues. If experiencing
issues, the migration team should switch back to the old
technologies and test the systems to ensure that the migration
of the pilot program can continue as planned [18], [20].

• Phase 3: Full Production Rollout
The migration team continues to deploy the remaining

groups of users. In this phase, the team prepares to transfer the
test environment to the production operations [3], [20]. When
the migration team ensures the functions, technologies, and
methods, they can start to decommission the old technologies
and solutions. Finally, the full enforcement of the ZT platform
can be turned on [18].

b: MEASURE IMPLEMENTATION SUCCESS & ERROR
REMEDIATION
The test plans and implementation metrics should be used to
measure the ZTA implementation success and the effective-
ness of the migrated ZTA. In addition, the enterprise should
provide methods or channels to handle error remediation if
there are error cases [6]. For example, an enterprise provides
a self-remediate channel for users to solve simple problems
or errors by following the remediation steps or manuals.
In addition, the enterprise may establish self-service help.
This service will answer common questions or send an auto-
matic email to inform users about the project’s timelines and
how the migration may impact users [37], [38].

For complex cases, the support team needs to be ready
to handle and troubleshoot and provide immediate actions
for helping users. Therefore, IT staff should be educated
and trained to help users affected by interruptions so that
users can get back to the normal stage as quickly as possi-
ble [35]. Once the migration team gains confidence with all
the functions and its Zero Trust components, the team should
promote the success of the migration project to gain support
and raise awareness of the Zero Trust strategy among all
stakeholders [12].

5) PROCESS V - MONITORING AND MAINTENANCE
After successfully migrating to ZTA, the enterprise must
monitor the ecosystem of ZTA to gain visibility of network
activity. The process to monitor ZTA helps the enterprise
ensure that all functions and components in ZTA work effec-
tively or require maintenance. In addition, user experience
and security effectiveness must be measured after implement-
ing ZTA. This process aims to acquire security monitoring
results and ensure that the zero trust components function
well. It also reflects user productivity and security improve-
ments gained from utilizing ZTA, as demonstrated in Fig. 10.
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FIGURE 10. Process 5 - Monitoring and Maintenance.

a: MONITOR ZERO TRUST ECOSYSTEM
An enterprise should inspect and log all traffic in the network
in real-time to gain visibility of users and network activities
[12], [35]. It is essential to monitor the availability of services
and network components for IT operation monitoring [11].
Furthermore, an enterprise should monitor all IT infrastruc-
ture components owned by the enterprise. As for compliance
monitoring, an enterprise must check and monitor security
baseline, vulnerability scanning, and data breach detection.

The enterprise must continuously monitor zero trust archi-
tecture with security analytics tools [9]. As a result, the enter-
prise should determine whether existing security analytics
tools can be utilized and ensure that those tools are appro-
priately placed in the logical architecture [10]. However,
if the enterprise requires upgrading security analytics tools,
it is essential to consider a vendor that can provide analytics
solutions that work well in the ZT ecosystem.

b: MEASURE SECURITY EFFECTIVENESS
An enterprise should measure security effectiveness after
successfully implementing ZTA. Regarding user experience,
frictions or interruptions causing bad user experience should
be measured [8]. It can be measured by checking security
interruptions in user workflow. For example, when users are
prompted to multifactor authentication or drop in application
usage because login fails. Additionally, the enterprise may
check the number of employees actively using MFA and
accessing applications.

Deploying Zero Trust architecture should provide better
security effectiveness. Therefore, security incidents should
be reduced in quantity and incident impacts. Furthermore,
Security effectiveness can be measured by the number of
security incidents or percentage of time IT users spend on
low-value activities such as password reset [8]. Furthermore,
it can be checked by the number of manual tasks in routine
workflows to investigate alerts and provide user remediations.

6) PROCESS VI - OPTIMIZE ZTA SECURITY
To optimize the security of ZTA after deploying zero-trust
solutions, an enterprise should assess the effectiveness of the
ZTA. After that, the enterprise should establish a plan to
upgrade the capabilities of ZTA as the business must adapt
and change. The desired Zero Trust capabilities should pro-
vide accurately automated actions and responses as much as

FIGURE 11. Process 6 - Optimize ZTA Security.

possible. Hence, integrating security automation and orches-
tration tools can improve the capabilities of ZT by making
it more automated and enabling it to detect threats more
accurately, as shown in Fig. 11.

a: ZERO TRUST PERFORMANCE UPGRADE PLAN
After zero trust solutions have been fully implemented, the
next stage considers upgrading its capabilities and matu-
rity [12], [34]. This is because business and technology
change over time. As a result, it is important to improve the
ZT capabilities and security controls. Hence, the enterprise
should consider creating a Zero Trust upgrade plan to assess
the security performances and set up plans to enhance the
Zero Trust performance to be more efficacious. This upgrade
plan should indicate the ZT maturity stage that the enterprise
aim to achieve. The most mature stage of the ZT maturity
model is when the enterprise can utilize automated threat
detection and responses to protect against advanced threats
in a timely manner [7].

b: ADOPTION OF SECURITY AUTOMATION AND
ORCHESTRATION
Zero Trust solutions should provide advanced automated
actions and responses [9]. Therefore, to improve the perfor-
mance of zero trust capabilities, the enterprise should assess
manual security operations and procedures and consider
translating those processes and procedures into technology
automation [10]. In addition, security automation and orches-
tration should be adopted to detect security risks quickly and
automatically.

The enterprise may consider integrating SOAR (security
orchestration, automation, and response) or security infor-
mation and event management (SIEM) tools to enhance the
efficiency of security operations [28], [35]. These tools can
enhance Zero Trust capabilities with a high level of automa-
tion and orchestration.

V. FRAMEWORK EVALUATION
We created an evaluation framework as criteria to eval-
uate other studies and a proposed ZTA migration frame-
work, as illustrated in Fig 12. This evaluation framework
will help ensure the quality, usability and effectiveness of a
proposed ZTA migration framework. Each framework from
other studies, including our proposed ZTA migration frame-
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FIGURE 12. Framework evaluation criteria.

work are assessed with specific questions for each criterion
(See Appendix C).

The proposed evaluation framework provides methods
to evaluate the obtained studies of the ZTA migration
frameworks. As a result, this helps us to understand,
characterize and give answers to our research objectives.
Furthermore, the evaluation framework comprises both
generic and ZTA-related criteria to evaluate the ZTA migra-
tion frameworks. Therefore, the evaluation criteria provide
a suitable and sufficient method to assess the ZTA migra-
tion frameworks. Moreover, the criteria are comprehensive
enough that we can use them to characterize the similarity
or differences among the ZTA migration frameworks.

The evaluation results of other ZTA migration frame-
works and the proposed framework are assessed based on the
degree of evidence found in the techniques and methods of
their migration practices. Moreover, the type of criteria for
evaluation includes scale, Boolean, and descriptive criteria,
as depicted in Table 7 and 8.

A. GENERIC CRITERIA FOR EVALUATION
As for generic criteria for evaluation, we applied the evalua-
tion framework of the cloud migration process by the study
of M. Fahmideh et al. [39]. The generic evaluation criteria
were well defined as they are synthesized by several existing
frameworks regarding software engineering (See Table 2).
For example, the process clarity criterion ensures that a pro-
posed ZTA migration framework can provide a clear and
comprehensive description of suggested processes. As for
the theoretical foundation, it is to evaluate that the proposed
framework has been developed based on the existing software

engineering practices. The description of each criterion is as
follows.

1) PROCESS CLARITY
Process clarity refers to specifying and clarifying the process
details or activities of ZTA migration. The comprehensive
and step-by-step guidance description is helpful for ZTA
implementors to follow on what action should be taken.

2) PROCEDURES & SUPPORTIVE TECHNIQUES
It is essential to elaborate clear procedures and supportive
techniques, such as examples to perform tasks or activities
to implement ZTA. For example, IT security risk assessment,
ZTA maturity assessment, and resource discovery are sup-
portive techniques that ZTA implementers can conduct when
migrating to ZTA.

3) TAILORABILITY
This criterion means the framework can be adapted or sup-
ported with various migration project situations. Moreover,
it should not be based on a one-fits-all assumption. For
instance, the frameworks may provide tools or techniques for
customizing migration requirements or activities.

4) DEVELOPMENT ROLES
This criterion wants to assess whether the framework defines
the roles, necessary skills and responsibilities of ZTA imple-
menters. It helps us understand the required expertise in
the ZTA migration process. ZTA implementers may include
business leaders, IT executives, enterprise architects, and
information security officers.

5) TRACABILITY
This criterion refers to the relationship in the overall process
model in which each process should connect and can be
traced back. In addition, the framework should provide trace-
ability between particular processes or activities. The ZTA
implementers must understand the linkage between the pre-
vious or subsequent work product throughout the lifecycle.

6) WORK PRODUCT
Work product is a crucial component of the migration lifecy-
cle for any methodology. Therefore, a recommended frame-
work should produce appropriate work products in each
migration process. In addition, the work product can help
an enterprise understand what will be delivered for the ZTA
migration process.

7) FORMALITY
This criterion is used to evaluate the framework or work prod-
ucts that provide precise and unambiguous mechanisms for
ZTA migration. Moreover, the frameworks clearly represent
the relationships between work products. For example, many
approaches offer low-risk migration process for migrating to
ZTA.
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TABLE 3. Framework evaluation – zero trust migration challenges criteria.

8) THEORETICAL FOUNDATION
The theoretical foundation criterion aims to understand
whether the ZTA migration frameworks apply theoretical
knowledge or methodology, such as information technology
and software engineering in their ZTA migration process.

9) SCALABILITY
Scalability refers to the applicability of the framework that
can support various sizes of ZTA migration projects. Some
frameworks may be suitable for large-size and complex
workloads of migrations, while others might be suitable
for simple and not complex migration sizes. We aim to
evaluate related migration processes and activities in which
the degree of interconnectivity of activities, workloads, sup-
ported tools, human resources, and applications are taken into
consideration.

10) DOMAIN APPLICABILITY
This criterion aims to understand the application domain the
ZTA migration framework has been established to imple-
ment. Some evaluated frameworks are designed to apply in

TABLE 4. Evaluation result – domain applicability criterion.

TABLE 5. Evaluation Result – Work Product Criterion.

TABLE 6. Evaluation result – scalability criterion.

various domains, including banking and insurance, supply
chain and logistics, and healthcare organizations.

11) TOOL SUPPORT
This criterion refers to supporting tools for ZTA migration
that are offered or recommended by the frameworks. The tool
support can be either the tools developed by the framework
or existing third-party tools in the market of the ZT solutions.
For example, the ZT platform, the unprivileged network sim-
ulation, SOAR, and SIEM.
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TABLE 7. Framework evaluation results – generic criteria.

B. ZTA-SPECIFIC CRITERIA FOR EVALUATION
For ZTA-specific criteria, we utilized the challenges of
migrating to ZTA identified by our analysis as criteria to eval-
uate other studies and our proposed ZTA migration frame-
work (See Table 3). The considerations of ZTA migration
challenges as criteria of evaluation can help assess that the
ZTA migration frameworks can address or consider the chal-
lenges of the migration in their practices.

VI. DISCUSSION
1) THE PRISMA SYSTEMATIC REVIEW RESULTS
Based on the systematic review, there are numerous databases
to choose relevant studies of ZTA migration. The PRISMA
method helps us to appropriately scope down and define
inclusion and exclusion criteria to acquire related published
studies.

Regarding identifying studies via academic databases,
we perform our literature search in six reputable databases,
namely IEEE Explore, ScienceDirect, ACM Digital Library,

Web of Science, JSTOR, and SpringerLink. As a result,
we found nine studies that significantly contribute to our
analysis. Hence, it can be inferred that there are currently very
few academic studies and scholars intensively investigating
and researching ZTAmigration. Therefore, migrating to ZTA
is an interesting area that scholars can study extensively.
As for the inclusion of the grey literature, we found numerous
studies frommany sources that are relevant to ZTAmigration,
such as blogs, web articles, and reports. Thus, it is evident that
the concepts of ZTA and its migration practices are gaining
popularity in the industry. However, obtaining high-quality
studies is essential for our study. Therefore, we utilize the
guidelines by V. Garousi et al. [22], which is advantageous
to acquire high-quality grey literature such as white papers
and reports for our analysis.

2) THE GAPS OF OTHER FRAMEWORKS
As is observed in Table 1, several studies focus on the pro-
cesses of strategize ZTA, context assessment and architect
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TABLE 8. Framework evaluation results – zero trust migration challenges criteria.

ZTA in their migration practices. These processes are essen-
tial as they are the core processes of establishing ZTA migra-
tion. An enterprise needs to have strategies to migrate to ZTA
and know the current state and gain visibility of resources
before migrating to ZTA.

Moreover, the enterprise should thoughtfully design and
architect ZTA. This process can help the enterprise design
suitable implementation plans for the target architecture.
Later, an enterprise starts to migrate the candidate group with
a low-risk migration strategy. In addition, it can be seen that
the processes of zero trust transformations, monitoring and
maintenance, and optimize ZTA security is not themain focus
points of many studies. However, to migrate successfully to
ZTA, the enterprise should consider comprehensive migra-
tion processes to ensure a smooth transition to ZTA.

3) THE EVALUATION RESULTS OF OTHER FRAMEWORKS
As for framework evaluation results of generic criteria (See
Table 7), it is noticeable that other studies explicitly lack spec-
ifying traceability or dependencies in their primary migra-
tion process. However, only some activities with some trace-
ability or dependencies are partially identified. In addition,
most frameworks provide customization of some process
components.

For instance, the studies [S5] and [S10] include a risk
assessment process to evaluate the current state assessment.
Furthermore, the study [S20] and [S28] recommend estab-
lishing ZT policies based on the Kipling method. However,
it is observed that many frameworks provide the tool support
for migration. For example, [S2] uses the Software Bill of
Materials (SBOM) to build their ZT solution. [S4] provides
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TABLE 9. Quality assessment checklist of grey literature for software engineering [22].

ZT network topology tool support. Moreover, [S11], [S19],
and [S25] develop ZT security platforms as tools to facilitate
ZTA migration.

Regarding the domain applicability criterion (See Table 4),
most frameworks are generally established to assist enterprise
planning in implementing ZTA. Some frameworks are specif-
ically designed to support particular domains such as supply
chain and logistics, banking and insurance, and healthcare
organization.

As for the work-product criterion, few obtained studies
produce work products relating to their ZTAmigration frame-
works. Many frameworks lack demonstrating ZTA-related
work products in their migration approaches, as shown in
Table 5.

For the scalability criterion (See Table 6), it is evident that
many obtained studies can support the scalability of their
ZTAmigration projects as they specify mechanisms to handle
various migration project sizes. In addition, most frameworks
identify the interconnectivity of activities, workloads, sup-
ported tools, human resources, or applications.

According to framework evaluation of ZTA-related criteria
(See Table 8), the results show that most frameworks lack
consideration of vendor lock-in issues. However, as many
obtained studies of our analysis are based on ZT providers,
it is understandable that they are less likely to address this
challenge in their migration methods. Furthermore, the chal-
lenge of user disruption during migration is overlooked in
most frameworks. This issue is crucial that enterprises plan-
ning to migrate to ZTA must consider having a remediation

service to support users when there is a service interruption
that may impact user productivity.

In addition, the challenge of political resistance is one of
the issues thatmost studies disregard. However, this challenge
is essential in the managerial side of migration. Therefore,
it is recommended to incorporate a change management plan
and strategy to handle political resistance in an enterprise.
To harness political resistance, an enterprise should try to
get a consensus on the core problem and ensure that negative
impacts have been managed appropriately [40].

4) THE EVALUATION RESULTS OF THE PROPOSED
FRAMEWORK
From the evaluation results, the proposed ZTA migration
framework can provide complete and comprehensive migra-
tion details. Overall, the proposed framework is more con-
sistent as it depicts the main processes and sub-processes of
migrating to ZTA. In addition, it is optimized by incorpo-
rating DevOps methodology, which concerns the whole life
cycle of migration in both technical and managerial aspects
of ZTA migration.

According to the ZTA-related criteria of framework evalu-
ation, the proposed framework can address all requirements,
such as process clarity, traceability, and tailorability. For
instance, as for traceability and process clarity criteria, the
proposed framework can address these issues as it shows
consistent main processes, subprocesses, and the output of
each process. In addition, the procedures and supportive
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TABLE 10. Studies obtained for final review.

techniques are also provided. The proposed framework offers
a low-risk migration strategy to migrate to ZTA in which
risk assessment and ZTA mutuality assessment are consid-
ered. Moreover, the proposed framework can address the
challenges of ZTA migration, as shown in Table 8. For
example, for vendor lock-in challenge, the consideration of
this issue is discussed in process III – Architect ZTA. Fur-
thermore, the proposed framework aims to solve the problems
of analysis paralysis, political resistance, and the discovery
of resources. These challenges are clearly elaborated in the
process I – Strategize Zero Trust and process II – Context
Assessment.

VII. LIMITATIONS
This study has some limitations, namely publication bias and
validating of framework, as described below.

1) PUBLICATION BIAS
The studies we found are based on our defined keywords and
inclusion and exclusion criteria. However, we only select the
studies published in English, which may lead to publication
bias. In addition, many studies are ZT vendors’ publications
to propose their ZTA solutions. Therefore, although many
studies provide comprehensive details of their migration
practices, they are not fairly neutral as they also offer their
ZT solutions for migration.

2) FRAMEWORK VALIDATION
At this stage, we do not have an experimental phase for
implementing the proposed ZTA migration framework to
validate it. In this research, the validation of the pro-
posed ZTA migration framework is evaluated based on the
framework evaluation criteria we developed to assess our
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TABLE 10. (Continued.) Studies obtained for final review.

VOLUME 11, 2023 19505



P. Phiayura, S. Teerakanok: Comprehensive Framework for Migrating to Zero Trust Architecture

TABLE 10. (Continued.) Studies obtained for final review.

proposed framework. Besides, the evaluation criteria are also
used to evaluate selected published studies from a systematic
review.

However, these criteria may not reflect all aspects of ZTA
migration, such as the effectiveness of functional components
or the efficacy of ZTA after post-migration.

VIII. POTENTIAL FUTURE WORKS
This section suggests potential future works, as described
below.

1) EXPERIMENTAL PHASE FOR FRAMEWORK VALIDATION
The present comprehensive ZTA migration framework can
be validated to make it more practical and effective by
implementing processes and sub-processes in a controlled
environment within an enterprise. In addition, a survey
regarding implementing the proposed framework can be
conducted further to gain insightful opinions and collect
information from experts, IT staff, and users. The costs of
implementing ZTA should also be surveyed to assess the costs
and benefits before making a decision to migrate to the ZT
environment.

2) TECHNICAL TECHNIQUES FOR DEPLOYING SECURITY
COMPONENTS IN ZTA
ZTA is an integrated security solution that provides dynamic
and contextual security controls. It is the coordination
and interoperability of essential security domains, includ-
ing identity, device, network, data, workloads, visibility
and analytics, and automation and orchestration. As for
potential future work, technical techniques for implement-
ing security components can be researched further to bet-
ter understand how to deploy security solutions in the ZT
environment, such as methods for implementing micro-
segmentation, authentication solutions, and access control
systems.

3) DEPLOYING ZTA WITH THE CLOUD ENVIRONMENT
Enterprise architectures are becoming more hybrid, with
infrastructure that combines cloud and on-premises services.
Their data, systems, or applications are hosted on cloud
infrastructure and services. However, the expansion of cloud
services poses challenges to security and privacy, such as
identity theft and data breaches. Therefore, the potential
future work can focus on the methods to deploy to ZTA
to work well with the cloud environment, for instance, the
execution of identity-centric and dynamic access controls for
granting access to resources residing in the cloud environ-
ment.

IX. CONCLUSION
In this paper, we develop a comprehensive framework for
migrating to ZTA. This framework considers an effective and
practical process-driven framework for migration. This pro-
posed framework is constructed based on a systematic review
by synthesizing and analyzing selected published studies rel-
evant to ZT migration methods and techniques. We present
six main processes which combine subprocess and essential
components for ZTAmigration. The proposed ZTAmigration
processes are 1) Strategize Zero Trust, 2) context assess-
ment, 3) Architect ZTA, 4) Zero Trust transformation, 5)
Monitoring and Maintenance, and 6) optimize ZTA security,
respectively. In addition, this proposed migration framework
also incorporates DevOps methodology that optimizes the
migration framework to be more effective.

We validate the proposed framework by utilizing the
framework evaluation criteria to assess the effectiveness and
usability of the proposed framework. The evaluation concerns
crucial criteria related to software engineering and ZTA-
related criteria. In addition, the evaluation criteria are also
used to evaluate other ZTA migration frameworks to under-
stand the effectiveness of ZTA migration techniques that
other studies propose. The evaluation results show that our
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TABLE 11. Main concepts of obtained studies.
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TABLE 11. (Continued.) Main concepts of obtained studies.

TABLE 12. Framework evaluation – generic criteria.

proposed ZTA migration framework can comprehensively
cover all the criteria of framework evaluation and provide
complete and consistent processes for migrating to ZTA.

Thus, the proposed comprehensive ZTA migration frame-
work can be used as a reference model for effective transi-
tioning to Zero Trust Architecture.

19508 VOLUME 11, 2023



P. Phiayura, S. Teerakanok: Comprehensive Framework for Migrating to Zero Trust Architecture

TABLE 13. Framework evaluation – zero trust migration challenges criteria.
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TABLE 13. (Continued.) Framework evaluation – zero trust migration challenges criteria.

APPENDIX A
QUALITY ASSESSMENT CHECKLIST OF GREY LITERATURE
FOR SOFTWARE ENGINEERING [22]
See Table 9.

APPENDIX B
A. IDENTIFICATION OF STUDIES VIA ACADEMIC DATABASE
See Table 10.

B. IDENTIFICATION OF STUDIES VIA OTHER METHODS
See Table 11.

APPENDIX C
This appendix shows framework evaluation criteria and eval-
uation results of the study. See Tables 12 and 13.
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