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ABSTRACT The effective spoofing detection can prevent GNSS receiver from providing erroneous position-
ing, velocity and timing information. Most of the available multi-antennas carrier phase double difference-
based spoofing detection methods, regardless of the aiding of inertial navigation system (INS), exploit the
divergence in carrier phase double differences derived from the direction of arrival (DOA) characteristics
of the authentic signal and spoofing signal. However, the traditional methods mainly implemented by dual-
antenna GNSS receivers has spatial ambiguity and lacks global detection performance analysis. Furthermore,
an INS-aided multi-antenna spoofing detection method is proposed without spatial ambiguity comparing the
predicted signal DOA by INS and the vectoral carrier phase double differences measured by multi antennas.
To analyze the influence of the antenna array baseline length and signal DOA on the detection performance,
a comprehensive numerical simulation was conducted. The dead zone of the proposed detection method is
revealed to assess the global spoofing detection performance. The effectiveness of the proposed method is
verified under the GNSS positioning scenarios. In the worst case, spoofing signals can be effectively detected
in 95.2% of the airspace under one time the wavelength antenna baseline configuration and in 99.3% of the
airspace under five times the wavelength antenna baseline configuration, respectively.

INDEX TERMS Inertial navigation system aiding, GNSS spoofing detection, carrier phase, multi-antenna.

I. INTRODUCTION

Global Navigation Satellite System (GNSS) can provide con-
tinuous and reliable positioning, velocity and timing services
in both military and civil fields [1], [2]. It has the charac-
teristics of global, all-weather and high accuracy. However,
the open structure and weak power of satellite signals have
made GNSS services vulnerable to various intentional and
unintentional interferences, seriously impairing the reliability
of GNSS applications [3], [4], [5], [6]. Among all kinds of
interferences, the jamming that destroys the signal receiving
capability of GNSS receiver by strong interference power
can be easily squelched by forming nulls filter in the direc-
tions of interference through antenna array [7], [8]. Unfor-
tunately, the spoofing is deliberately designed to mislead
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GNSS receivers by generating fabricated GNSS signals, for
which GNSS receivers cannot discriminate the spoofing and
authentic signals, resulting in the hazardously misleading
navigation solution [9]. Hence, the detection of spoofing
attacks has become a more general concern in recent years.
Several different GNSS spoofing detection methods have
been proposed, which can be categorized into three groups:
with cryptographic anti-spoofing, anti-spoofing with exter-
nal sources aiding, and anti-spoofing by extracting features
between spoofing and authentic signals [10], [11], [12], [13],
[14], [15]. Among the different spoofing detection methods,
the DOA defense is considered as one of the most effective
methods when the spoofing signals are broadcasted from a
single source. But it’s not well adapted to the situation where
the spoofing signals come from different directions [13], [16].
On the other hand, checking the consistency of the navigation
solutions with other reference sources is also an effective
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spoofing detection method [17], [18], [19]. More importantly,
it is theoretically unaffected by whether the spoofing signals
come from the same direction. In particular, the consistency
check of GNSS and INS has attracted increasingly atten-
tion with the complementary characteristics of these two
systems, where GNSS relies on external signals, but the
positioning error does not accumulate over time while INS
is just the opposite. For this reason, in a GNSS/INS inte-
gration system, as only GNSS measurements are potentially
erroneous due to spoofing, INS measurements can play the
role of integrity monitor to detect an attack [3]. Some of
the proposed GNSS-INS spoofing detection methods are as
follows: receiver autonomous integrity monitoring (RAIM)
based anti-spoofing [20], platform relative motion estimation
results comparison method [21], and integrated navigation
residuals monitoring method [22]. Meanwhile, the spoof-
ing detection method proposed in [23], [24], and [25] com-
bines DOA method and INS-aided method in a dual-antenna
receiver to detect the spoofing signals based on carrier phase
double differenced measurements [26], which needs no modi-
fications on the receiver or antennas configuration. It is a very
promising GNSS-INS consistent spoofing detection method.
However, it is obvious that there is a spatial ambiguity in
DOA when using a dual-antenna receiver for DOA detection.
In addition, the method cannot be directly generalized to
spoofing detection with more than two nonlinear antenna
arrays.

Herein, a spoofing detection approach based on INS-aided
nonlinear multi-antenna array receiver is proposed, which
can be applied to the spoofing detection of receivers using
more than two antennas. To detect a spoofing attack, the
proposed method calculates the DOA of an authentic signal
with the position and attitude provided by the INS. Com-
paring the DOA of calculated signal with the corresponding
signal obtained by the multi-antenna receiver through the car-
rier phase double-differences, a hypothesis test procedure is
implemented to discriminate the spoofing. Different from the
current INS-aided dual-antenna receiver spoofing detection
methods [23], [24], [25], the nonlinear multi-antennas array
receiver can eliminate the spatial ambiguity DOA. Eventu-
ally, comprehensively analysis on the corresponding detec-
tion performance is conducted by simulated experiments,
which are the main contribution of this paper.

Il. DUAL-ANTENNA CARRIER PHASE DOUBLE
DIFFERENCE

As shown in Figure 1, taking the dual-antenna receiver as
an example, the principle of the antenna array measuring the
signal DOA of satellite i is explained [27].

In Figure 1, S’ is the unit line of sight (LOS) vector to
satellite i in the east-north-up (ENU) coordinate frame, J
denotes the LOS vector to the spoofer transmitting antenna
in the ENU frame, b is the baseline vector between the
two antennas (in the body frame) in the units of wave-
length cycles. Herein, the carrier phase difference of the
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FIGURE 1. Schematic principle of the signal DOA measurement using
dual-antenna.

satellite i received by the two antennas is
d¢' =b"PS' + N + Q0 + y' 1)

where P is the direction cosine matrix to rotate vectors in the
ENU frame to the body frame, N' is the integer ambiguity for
satellite i, Q is a constant line bias or time varying delta-clock
term (depending on implementation), y? is the summation of
the carrier phase error terms for satellite i received by each
antenna.

It is noted that Q can be ignored after the calibration
which takes no effect on the subsequent double differences
constructed by the carrier phase difference. Therefore, Q and
the arbitrary integer ambiguity N’ can be neglected [24].
The expression b PS! should be recognized as the inner
product between vectors S’ and b. When the attitude of the
dual-antenna array is determined by INS [23], bTPS’ can be
converted to the scalar form ||b|| cos (¥*), where W' denotes
the incidence angle of satellite i in the body frame, as shown
in Figure 2.

Plane

FIGURE 2. Geometric relationship between wi . ¢i and 07,

Then, we have
dé' = ||b| cos (\Il) 4y )

Decomposing the incident angle W' into elevation ¢’ and
azimuth €' in the body frame plane, we have the geometric
relation:

cos(\I/i) = cos (goi) cos (Hi) 3)
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According to (3), equation (1) can be rearranged as
d¢' = |[b|l cos (<pf) cos (9") 4y (4)
Namely, the carrier phase difference of satellite i received
by the two antennas is determined by three factors:
the length of the antenna baseline, signal elevation and
azimuth.

In a similar manner, taking satellite j into consideration, the
carrier phase double difference can be formed as

Adp¥ = d¢' —d¢/

= bl [cos (4) cos (6) — cos (/) cos (¢/)] + (yS;

where y¥ = y! — y/. With or without INS aiding, the
dual-antenna carrier phase double difference in (5) is always
the basis for numerous spoofing detection methods [6], [23],
[24], [25].

FIGURE 3. Spatial ambiguity of dual-antennas.

However, as shown in Figure 3, when the signals incident
from the cone surface to the dual-antennas A and B, there are
almost identical carrier phase differences computed from (4).
It is implied that the signal DOA obtained by dual-antenna
has spatial ambiguity. This feature is adverse for spoofing
detection, which makes it difficult to evaluate detection per-
formance spatially.

Ill. PRINCIPLE OF INS-AIDED MULTI-ANTENNA
SPOOFING DETECTION

A. MULTI-ANTENNAS CARRIER PHASE DOUBLE
DIFFERENCE

1) MINIMUM NUMBER OF ANTENNAS REQUIRED TO
ELIMINATE SPATIAL AMBIGUITY

In the multi-antenna GNSS application system, it is a widely
used configuration that the number of antennas is greater
than two. Therefore, by deploying more antennas in detec-
tion, the spatial ambiguity of signal DOA can be eliminated
to achieve a more robust spoofing detection performance.
Taking a triple-antenna receiver as an example, the three
antennas, which is the least minimum number of required
antennas, are denoted as A, B and C, respectively. The x-axis
and the y-axis lie within the plane where the three antennas
are located. A is the origin to establish a Cartesian coordinate
system. The baseline direction of B is aligned with the y-
axis, the z-axis points along the zenith direction mutually
perpendicular to the plane, and the xyz-axis satisfies the right-
handed convention, as viewed in Figure 4.
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FIGURE 4. Signals DOA relationship under triple-antenna configuration.

The LOS vector of the satellite incident signal in the triple-
antenna coordinate system can be expressed as:

S = [xg, ¥s, zS]T = [cosgcosf, cospsing, singo]T (6)

It is noted that S can be transformed from S’ with the a
priori attitude information provided by INS, which is almost
unaffected by signal spoofing. The coordinates of the three
antennas are A=[0, 0, 0]T, B=[xg, 0, 0]T and C=[xc, yc, 0]T.
The corresponding antenna baseline vectors are bag, bac,
and bpc, respectively. Since the A, B and C coordinates can
be measured in advance, bag, bac, and bgc are also known
vectors. When the carrier phase measurement noise is absent,
applying (1) and (2) into (7) yields

bipS = dpas
bAcS = dac ©)
bpcS = d¢pe
The equation (7) can be rewritten in matrix form:
ES=c¢ (®)
where
bl xg 00
E=|bl =] x 0 ©)
b xc—xgycO
¢ = [dpap, ddac, dppc] (10)

When y, # 0, namely the three antennas are not arranged
in a line, it is concluded that rank(E)=2 by the elementary
matrix transformation. Then the augmented matrix U is

U=[Ec] (11)

The rank of U and E is identical, so the coefficient matrix
of (7) is not a full-rank. Consequently, the solution of the non-
linear equation is not unique, which means that the obtained
signal LOS vector S is also ambiguous.

However, considering that the elevation ¢ ranges from 0 to
/2, we have

zs =4/1 —cos?g

= \/1 — (cos? g cos? 6 + cos? ¢ sin” 0)

) (12)
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Then, we can see that in (7) only x5 and ys need to be solved,
so (7) can be rewritten as:

[ xpxs = d¢aB

(13)
xcxs + ycys = doac

Considering rank(U)=rank(E)=2, equation (13) has a
unique solution, which means that the LOS vector S of the
incident signal calculated from the carrier phase difference is
unique, then spatial ambiguity in the DOA is eliminated.

2) CARRIER PHASE DOUBLE DIFFERENCE VECTOR
Based on (4), the carrier phase differences of two satellites i
and j on baseline AB are as follows,

de' = xp cos ((pi) cos (Bi) +yig (14)
d¢’AB = XB COS ((p’) cos (Gj) + y/iB (15)

Similarly, we have the carrier phase difference on baseline
AC:

d¢'\c = xc cos ((pi) cos (Gi) + yc cos (‘Pi) sin (ei) +Vac
dd)//.\C = XC COoS ((p/) cos (Qj) + yc cos ((PI) sin (GJ) + in
17

Since the carrier phase differences of the three baselines
AB, AC, and BC are correlated, the carrier phase difference
on the BC baseline can be directly obtained from the carrier
phase difference on the AB and AC. Therefore, the corre-
sponding carrier phase difference on the BC baseline has no
contribution to the carrier phase double difference spoofing
detection.

Furthermore, the carrier phase difference of the same satel-
lite signal with respect to the two baselines AB and AC is
written as a vector form:

dd® =HA +Y’ (18)
d® =HAN +Y (19)
where
[ dok ] .
doF = | “TAB | k= 20
_d¢ff\c J (20)
= |0 ] @21)
| xc yc
B k k
kK cos(go)cos(@) L
A= | cos (¢*) sin (6%) k=i @2)
Lk
YE = /}CB]kzi,j (23)
L YaC

Subtracting (18) from (19) yields the carrier phase double
difference vector for satellites i and j,

Ad®Y = d®' — d®/
=H (A= &) + (Y - Y)
= HRY + y¥ (24)
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It can be seen that the probability density function (PDF)
of the carrier phase double difference vector is a two-
dimensional PDF, rather than a one-dimensional PDF when
using two antennas. It means that the spoofing detection
method of dual-antenna carrier phase double difference can-
not be directly used.

B. INS-AIDED MULTI-ANTENNA SPOOFING DETECTION
PROCESS

1) HYPOTHESIS TEST MODEL

With the triple-antenna configuration shown in Figure 4, the
INS-aided navigation system can precisely estimate its own
attitude and position. Furthermore, with the known attitude
and restored ephemeris, it is practicable to predict the DOA
of each tracked satellite signal by using the a priori antenna
baseline vector. For simplicity, a predicted satellite signal is
set as p, and the signal of the same satellite received by the
antennas is ¢. The incidence angles of p and ¢ are denoted
as WP and W', the corresponding elevations are ¢, ¢, and
the azimuths are 67, #'. Then, the carrier phase difference
between the predicted signal p and the received signal ¢ on
AB can be expressed as

dd)gB = xgcos¢’cost? (25)

d¢l g = xpcosp'cosd’ + yap (26)
where yip is the carrier phase difference noise of ¢
on AB.

Then, the carrier phase difference on AC takes the similar
expression,

d¢£c = xccosglcost? + yccosg?sinh? @27)
d¢lc = xceosg'cosd’ + yccosp'sind’ + yic (28)

Based on (18) and (19), the carrier phase difference of p
or 1 on AB and AC can be written as:

d®? = HA? + y? (29)
d®' = HA' +y' (30)

The corresponding carrier phase double difference vector
of p and ¢ follows

AdP" = d®’ —d P’
=H (A" = A') + (v" = V')
= HR” + o (31)

assuming that p has no measurement noise, i.e. y” = 0.

When ¢ is a spoofing signal, R # 0; When ¢ is an
authentic signal, R” = 0. It is assumed that the hypotheses
capture the spoofing signal. As a result, the carrier phase
double difference vector Ad®”" can be used for spoofing
detection. By using the principle of carrier phase double
difference detection, a binary hypothesis test for spoofing
detection is constructed as

Hy: R =0

Hi :RP £0 (32)

Ad®" = HR' + P! [
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The assumptions under Hy/H are:

(1) Hy: The received signal ¢ in the carrier phase double
difference detection is an authentic signal;

(2) Hy: The received signal ¢ in the carrier phase double
difference detection is a spoofing signal.

2) TEST STATISTIC

It is considered that the errors of the carrier phase mea-
surements of the same signal provided by A, B and C are
independent of each other. Assuming that they all follow a
zero-mean Gaussian distribution with a variance of o2, then
Yap and Yac obey a zero-mean Gaussian distribution with a
variance of 202, and n”" can be expressed as

Pt (P _ ) — AB | — AB 33
T (y y) [O_VZ\C Vac G

It is apparent that #”' follows the N(0, C) distribution,
where the covariance matrix C can be expressed as

C=E [n’” (n’”)T]
E[rhe)’]  El(is) (rho)]
E[(vio) vhe)]  E|(vh0)’]

=o2[fﬂ (34)

Furthermore,

L1253 —1y3
C —ﬁ[—1/3 2/3} (35)

If ¢ is an authentic signal, the distribution of the carrier
phase double difference vector satisfies

Ad®" = y” ~ N (0, C) (36)

If ¢ is a spoofing signal, the distribution of the carrier phase
double difference vector satisfies

Ad®" = y”' ~N (u,C), withp = HR” (37

It can be seen that Ad®”' is always a two-dimensional
Gaussian distribution under different assumptions, and the
probability distribution cannot be directly obtained as the
traditional dual-antennas method. Therefore, the quadratic
form of the Gaussian random variable is constructed by using
Ad ®"" under different assumptions respectively.

The detection statistic Tf,, which follows the X22 distri-
bution with 2 degrees of freedom under Hy is constructed
as

T, = (Ad®”)' C! (Ad®") ~ x3 (38)

The detection statistic T, , which follows the non-central
x” distribution with 2 degrees of freedom under Hy, can be
expressed as

Ty, = (Ad®™)T C7H(Ad®”) ~ " () (39)

VOLUME 11, 2023

where
A=p'Cp (40)

The detection statistics under Hp and H; can be universally
expressed as r = (Ad@”’)T C~! (Ad®P"), then the detec-
tion procedure is defined as follows,

(D) r < pm, Hop is accepted;

(2) r > pm, Hy is accepted.
where oy, denotes the detection threshold. It can be known
that the test statistics distribution under the H; condition
will vary with the decentralization parameter A, which makes
different signal DOA under the constant false alarm rate have
different detection performance.

3) DETECTION PROBABILITY CALCULATION

In this paper, the corresponding detection threshold is deter-
mined using a constant probability of false alarm. When
Prs is given, the spoofing signal detection threshold is
derived as

pin= Q3 (Pra) (41)
2

where Q;zl (+) is the inverse function of the right-tailed proba-
2

bility of a central 2 distribution with two degrees of freedom.
Using the threshold, the corresponding spoofing detection
probability reads

Pp =P {Tu, > pulH1} = Oy (3) (42)

where O, (1) (-) is the right-tail probability of a non-central
distribution x? with two degrees of freedom and a
non-centrality parameter A.

IV. SIMULATION

The performance of the proposed spoofing detection method
was evaluated through simulations include: (a) the impact
assessment of signal DOA and antenna array baseline length
on detection performance; (b) the global detection perfor-
mance evaluation; (c) the assessment of spoofing detection
in two classical positioning scenarios accounting for attitude
errors and antenna position errors. In our simulations, based
on the antenna array shown in Figure 4, we assume that the
received signal is GPS L1C/A code signal, whose carrier
wavelength is set to &. The antenna array baseline length b is
the integer multiples of carrier wavelength, and the receiver
carrier measurement noise variance o is set as 0.01& [28].
Furthermore, in order to simplify the calculation process, the
antenna array is set as an equilateral triangle array, namely

1 3
X = b,xc = b, ye = V3, (43)

2
A. DETECTION PERFORMANCE
According to (42), the baseline length b and the signal DOA
will directly affect H and R”’, thus changing the decentral-
ization parameter A under the condition of Hj, which results
the different spoofing detection performance.
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The effects of b and signal DOA on X obtained from (21),
(37) and (39) can be expressed as
A= uTC*I;L
b? [(cos @)%+ (cos 90’)2 —2cos P cos ¢’ cos (07 —Gt)]

202

(44)

Based on the properties of Qi »(A) () and Q 22 (), the increase
of A will increase the spoofing detection probability.

1) ANTENNA ARRAY BASELINE LENGTH

Equation (44) shows that the increase of b will increase the
A, thereby improving the detection performance. Assuming
that the azimuth/elevation of the predicted signal and received
signal are (20°,40°) and (121°,40°) respectively, the spoofing
detection ROC with different b can be presented in Figure 5.

09} J
08t o -
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06| ]

0.3 " J

02 —-
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0 I I " I L L I 1 I
0 0.1 0.2 0.3 04 05 06 07 08 0.9 1
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FIGURE 5. Carrier phase double difference spoofing detection ROC with
different b.

It can be seen that, given the DOA, the detection perfor-
mance is significantly improved with the increase of b.

2) DIRECTION OF ARRIVAL
The spoofing detection performance is not only nonlinearly
related to the elevations of the predicted signal, but also the
difference between the azimuths of them. We take the two
different groups of predicted signals and received signals
as an example. The simulation result is shown in Figure 6,
where the azimuth/elevation of the first group of signals are
(110°,35°), (110°,34°), the second are (10°,10°), (10°,9°).
In addition, the ROC is simulated at b = 5&. It can be seen
that the two groups of signals have a significant difference in
detection performance.

It is difficult to obtain intuitive analysis results for the
complex relationship between the detection performance and
DOA. Therefore, we set the predicted signal DOA, and then
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FIGURE 6. Carrier Phase Double Difference Detection ROC with
Different DOA.

within the entire azimuth/elevation range, traversal calcula-
tions can be performed according to a certain angular resolu-
tion. Under a fixed false alarm rate, the detection probability
distribution with the received signal coming from different
directions can be obtained to illustrate the detection perfor-
mance variation.

The azimuth/elevation of five predicted signals are
(40°,35°), (160°,20°), (240°,55°), (320°,70°) and (120°,70°),
respectively. The angular resolution is set to 1° and the
false alarm rate is fixed to 0.01. Under the condition of
b = &, the detection probability distribution on the case
that the reference signal DOA is fixed while spoofing signal
incident signal varies from different azimuth/elevation is
calculated, as shown in Figure 7. Figure 7a illustrates the
probability distribution of a single prediction signal.
Figure 7b illustrates the variation in detection probability as
the DOA changes.

From Figure 7, the spoofing detection probability around
the predicted signal drops remarkably. In addition, the pre-
dicted signals with different elevations present different
decreasing patterns of detection probability. Moreover, com-
paring the results among the same elevation (320°,70°) and
(120°,70°), it can be seen that the detection probability distri-
bution around the two signals are the same. These situations
are consistent with the influence characteristics of elevation
and azimuth on detection probability.

B. GLOBAL DETECTION PERFORMANCE EVALUATION

1) DETECTION DEAD ZONE

From the evaluation results of the detection performance at
different signal DOA, there is a region with a small detection
probability around the incident angle at each predicted signal.
This is because the spoofing detection performance drops sig-
nificantly when the spoofing signal is close to the predicted
signal. Especially when the spoofing signal and the predicted
signals come from the same direction, there will be A =0. So,
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FIGURE 7. Detection probability distribution with different DOA: (a) the

probability distribution of a single predicted signal; (b) the probability
distribution of five predicted signals.

the test statistic distributions under the Hy and H; are exactly
same. The detection probability is equal to the false alarm
probability.

Therefore, a detection probability threshold is set at a spe-
cific false alarm rate, and the area around the predicted signal,
in which detection probability smaller than the threshold is
defined as a detection dead zone. Under the condition of a
constant false alarm ratio, the false alarm rate of spoofing
detection is set to Pgy, and the area of detection probability
Pp < Pp,m around the predicted signal is the detection dead
zone.

As shown in Figure 7, under every predicted signal DOA,
the detection probability threshold Pp 4 = 0.99 is set when
the false alarm rate Pg4 = 0.01. When the detected signal is a
spoofing signal, the area around the predicted signals, which
have a worse detection probability than Pp s, are detection
dead zone.
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2) GLOBAL DETECTION PERFORMANCE

By defining the detection dead zone, the maximum size of
the detection dead zone of all possible predicted signals DOA
can be used as a reference for global detection performance
assessment. Under the condition where Pry = 0.01, and b =
&,b = 5¢ respectively, we use an azimuth/elevation of 5°
x 5° square block for the traversal simulation. When setting
the detection probability threshold to 0.99, the simulation can
give the detection dead zone size in the whole DOA range.
In the simulation, the middle angle of each block is taken as
the incident angle of the predicted signal. Additionally, the
angular resolution of the other incident signal from different
azimuth/elevation angles is set to 1°. The simulation results
are shown in Figure 8.

The size of the detection dead zone in Figure 8 is
represented by the number of azimuth/elevation blocks of
1° x 1°. From equation (44), it can be seen that when the
elevation angle is close to 90°, A tends to 0, which causes
the detection performance to drop sharply. Therefore, a more
detailed analysis of the size of the detection dead zone is
carried out for the area. The obtained maximum detection
dead zone is used as the maximum size of the detection dead
zone, so as to obtain the lower bound of the global spoofing
detection performance.

Supposing the elevation range in [85°,90°), and the
azimuth range in [0°,360°), we traverse the azimuth/elevation
angle blocks of 1° x 1° and calculate the distribution of detec-
tion dead zone within a limited area. The calculation results
show that the maximum detection dead zone is 1554 when
b = &, and the maximum detection dead zone size is reduced
to 232 when b = 5¢.

As for the azimuth/elevation block of 1° x 1°, the area
denotes as 1. Based on the analysis above, when b = £
or b = 5&, the maximum detection dead zone is no more
than 4.8% or 0.7% of the entire area, an excellent detection
performance outcome in most cases.

C. ANALYSIS OF SPOOFING DETECTION CAPABILITY
UNDER POSITIONING SCENARIOS

With the comparison of two different spoofing and posi-
tioning scenarios at two different locations, the proposed
INS-aided detection method is simulated and analyzed
accounting for attitude errors and antenna position errors.
Typical values are on the order of 0.05 deg [29] on all axes
in the simulation when a navigation grade INS (i.e., posi-
tion drifts of approximately 1 nmi/hr unaided) is equipped.
In addition, typical antenna installation error with 3 mm
uncertainty is added in the simulation. It is noted that the
predicted signals are calculated by simulated INS-derived
solutions and GNSS ephemeris. The detailed simulation con-
ditions are as follows:

(1) With antenna A as the origin, the positions are set
to Location 1 (30°N,120°E) and Location 2 (38°N,77°F),
as shown in Figure 9. Attitude is set to (0°,0°,0°).

(2) Scenario 1: The DOA of all the spoofing signals are
completely different. At 12:00 UTC, spoofing signals with
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PRN 3, 29 and 32 arrive at the receiver antennas with inci-
dent angle of (276°,24°), (60°,30°), (150°,23°), respectively;
Scenario 2: The DOA of all the spoofing signals are exactly
consistent. At 12:00 UTC, spoofing signals with PRN 2,
20 and 29 arrive at the receiver antennas at the incident angle
of (150°,23°). The specific incident angles of the spoofing
signals under the two scenarios are shown in Table 1.

(3) The x-axis is along the baseline direction of the array
element AB, lying in the east-west direction. With the assis-
tance of INS, the angle at which each visible satellite signal
reaches the antenna is predicted. After setting the satellite cut-
off angle to 10°, the sky plot of the corresponding predicted
satellite signal and spoofing signal are shown in Figure 10.

(4) Given carrier phase measurement noise variances are
0.01&, 50000 samples of carrier phase double differences are
generated using the Monte Carlo method;
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TABLE 1. Spoofing signal DOA setting.

No Scenario Jam No. Azim Elev
Jo3 276° 24°
1 Scenario 1 J29 60° 30°
J32 150° 23°
Scenario 2 Jam (3,29,32) 150° 30°
J02 276° 24°
) Scenario 1 J20 60° 30°
J29 150° 23°
Scenario 2 Jam (02,20,29) 150° 30°
-180° ~120° -60° 0 60° 1200 180°
60° 60°
A
30° WDBe P 30°
0 0°
~30 -30
0 km 10000 km
60" -60
-180° —120° —60* 0° 60° 120° 180°

FIGURE 9. Simulation location (Location 1: SHH, Location 2: WDC).

(b)

FIGURE 10. Sky plot of satellite signals and spoofing signals:
(a) Location 1; (b) Location 2. The left is under Scenario 1,
and the right is under Scenario 2.

(5) The false alarm probability Pr4 is 0.01 and the antenna
array baseline length is set to the carrier wavelength &.

As shown in Figure 10, both location 1 and location 2 can
receive G9 satellite signal. For each scene at Location 1 and
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FIGURE 11. Distribution of different PRNs test statistics at location 1:

(a) Scenario 1; (b) Scenario 2. The right panel represents the case
accounting for attitude and antenna position errors, and the left does not.

TABLE 2. Simulation results.

Predicted Signal Pp (%)
No  PRN Azim Elev Scenariol Scenario2
GO03 276° 22° 6.57/6.60/(6.49) 100/100(100)
1 G29 48° 21° 100/100(100) 100/100(100)
G32 148° 30° 97.4/97.7(97.6) 24.4/24.4(24.7)
G02 356° 67° 100/100(100) 100/100(100)
2 G20 233° 76° 100/100(100) 100/100(100)
G29 313° 12° 100/100(100) 100/100(100)

Location 2, the test statistics distribution of spoofing signals
is shown as follows.

Equations (41) and (42) indicate that we can calculate
the theoretical detection probability of each satellite. The
corresponding detection threshold is 9.21 when Pgy is 0.01.
The statistical results of the detection performance for each
satellite are shown in Table 2. It should be noted that the first,
before slash, denotes the detection probability accounting
for attitude errors and antenna position errors. The second
term without accounting for these errors is shown here for
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FIGURE 12. Distribution of different PRNs test statistics at location 2:
(a) Scenario 1; (b) Scenario 2. The right panel represents the case
accounting for attitude and antenna position errors, and the left does not.

comparison. It can be seen that the distributions of test
statistics have varied slightly before and after adding attitude
errors and antenna positions in the simulation case. But the
detection of each satellite is basically consistent with the
theoretical value (listed in brackets). As shown in Figure 11,
for location 1, the probability performance of GO3 is lower in
scenario 1. Nevertheless, higher detection performance can
be obtained in scenario 2, which can be seen from Figure 12.
This is because under scenario 1, the DOA of the spoofing
signal is relatively close to the predicted signal. The decreas-
ing decentralization parameter A leads to lower detection
performance. Similar experimental results can be seen for
G32.

In fact, it is rare for the spoofing signal to have a similar
incidence angle with the authentic satellite signal. Under the
case of spoofing signals from different directions, even if the
DOA of few spoofing signals are close to a corresponding
authentic signal, there is a high probability that it can be
detected and excluded by RAIM [20]. This process is feasible
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to perform in the case of spoofing signals coming from a same
direction. All the simulation results verify the effectiveness of
the proposed detection method.

V. CONCLUSION

A novel INS-aided multi-antenna carrier phase double dif-
ference spoofing detection method is developed and tested
in this contribution. Unlike the traditional dual-antenna car-
rier phase double difference spoofing detection methods, the
proposed method extends the carrier phase double differ-
enced spoofing detection model to a vector form by inducing
one more antenna, which eliminates the spatial ambiguity
of dual-antenna DOA detection. Then, in the absence of
spatial ambiguity, the influence of the antenna array baseline
length and signal DOA on the proposed detection method are
analyzed. Through the numerical simulation, the global eval-
uation of detection performance is comprehensively assessed
on the basis of detection dead zone. In the worst case,
spoofing signals can be effectively detected in 95.2% of
the airspace with A antenna baseline configuration and in
99.3% of the airspace with 5A antenna baseline configuration,
respectively. Simulation results have demonstrated that the
proposed method perform a good application prospect for
spoofing detection when applied to a system with both INS
and antenna array equipped GNSS receivers.

The current work of this paper focuses on the spoofing
detection procedure, including the detection probability cal-
culation method and the analysis of detection performance.
Further research will be conducted to deal with the influence
of INS errors, antenna configuration and other influencing
factors on the practical performance.
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