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ABSTRACT The fifth-generation (5G) technology-enabled vehicular network has been widely used in
intelligent transportation in recent years. Since messages shared among vehicles are always broadcasted by
openness environment’ nature, which is vulnerable to several privacy and security problems. To cope with
this issue, several researchers have proposed pseudonym authentication schemes for the 5G-enabled vehicu-
lar network. Nevertheless, these schemes applied complected and time-consumed operations. Therefore, this
paper proposes a fog computing-based pseudonym authentication (FC-PA) scheme to decrease the overhead
of performance in 5G-enabled vehicular networks. The FC-PA scheme applies only one scalar multiplication
operation of elliptic curve cryptography to prove information. A security analysis of our work explains that
our scheme satisfies privacy-preserving and pseudonym authentication, which are resilient against common
security attacks. With performance efficiency, our work can obtain better trade-offs between efficiency and

security than the well-known recent works.

INDEX TERMS Fog computing, vehicular networks, 5G, privacy-preserving, authentication.

I. INTRODUCTION

With the essential increase in vehicle ownership, a lot of
scholars have been done to assist passengers and drivers.
As a result, the significance of promoting traffic effi-
ciency and safety is more and more advertised [1], [2], [3].
Recently, the fifth-generation (5G) technology-enabled
vehicular network has paid attention from industry and
academic [4], [5], [6].

In general, an intelligent vehicle equipped with a wire-
less device called, an onboard unit (OBU) to share traffic
messages among others [7], [8]. This message includes road
conditions, traffic status, current time, speed, direction, and
so on. Thus, the 5G-enabled vehicular network provides the
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best solution and obtains better awareness of traffic data for
vehicles.

Direct connection between two mobile users in a cellular
network, bypassing the base station (BS) and the core net-
work, is referred to as device-to-device (D2D) communica-
tion [9], [10], [11]. Even if a device is within direct line of
sight (D2D) range, communications in a traditional cellular
network must first travel through the BS. Traditional low
data rate mobile services can make use of BS communication
because users are rarely in a position where they can directly
address one other. Mobile customers in modern mobile net-
works, however, make use of high data rate services even
though they may be out of direct communication range [12],
[13], [14]. As a result, D2D communication in this scenario
can significantly enhance the network’s spectral efficiency.
Beyond spectral efficiency, D2D communication benefits
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may also include enhanced throughput, energy efficiency,
latency, and fairness [15], [16], [17].

The limitations of current cloud computing methods
become apparent in situations where there is a significant
influx of data. The term ““fog computing” was first used in
the IoT context by Shi et al. [18], [19]. Industrial Internet of
Things (IoT) is just one latency-sensitive application space
where edge or fog computing is gaining traction and adop-
tion [7], [20]. Some typical cloud services can be moved to
the fog node of the network, which can have some beneficial
consequences such as improved offloading, lower latency,
and so on [21] and [22].

Messages are always broadcasted by openness environ-
ment’ nature and are vulnerable to several privacy and secu-
rity problems. Thus before to deployment of a promising
5G-enabled vehicular network, the privacy and security prob-
lems should be addressed [23], [24], [25].

Several research has proposed pseudonym authentication
schemes to address privacy and security problems for vehic-
ular networks. However, these schemes use the map-to-point
function, bilinear pair operation, and elliptic curve operation
(ECC), which these operations are considered complected
and time-consumed operations. Therefore, this paper pro-
poses a fog computing-based pseudonym authentication (FC-
PA) scheme in 5G-enabled vehicular networks. The major
contributions are as follows:

« In this paper, we propose an efficient FC-PA scheme by
utilizing elliptic curve cryptography and general hash
function to provide privacy-preserving and security.

o We present the security analysis of our work that the
ECDL problem is hardness in the random oracle model
to achieve security requirements in a 5G-enabled vehic-
ular network.

« We evaluate in detail the performance of the FC-PA
scheme concerning communication and computational
costs. We show that our work is more efficient in the
message signing and signature verification phases.

The remainder of this paper is arranged as follows.
In Section II, we present the most recent pseudonym authen-
tication schemes. The system model and design objectives
are provided in Section III. We propose an FC-PA scheme
for secure vehicular networks in Section IV. Section V pro-
vides security analysis while the performance efficiency is
described in Section VI. Lastly, Section VII introduces the
conclusions of this paper.

Il. RELATED WORK
In vehicular networks, privacy and security issues have
attracted vigorous research and insertion from academia and
industry. In recent years, lots of pseudonym authentica-
tion schemes for vehicular networks have been put forward
roughly to achieve privacy-preserving and security require-
ments as follows.

Pournaghi et al. [26] designed an authentication scheme
by preserving the system’s private key in each participated

18572

roadside unit (RSU). While Bayat et al. [27] designed a
practical authentication scheme by preserving the system’s
private key into each participated vehicle provided by the
RSU. Bayat et al. [28] constructed an authentication scheme
without using the tamper-proof device (TPD), signers group,
and online RSU. Ali and Li [29] designed a signature scheme
to support the batch verification process for reducing the
computational overhead on the RSU in high density with
traffic areas. Al-Shareeda et al. [30] constructed a pseudonym
authentication method to withstand impersonation attacks by
frequently updating the vehicle’s true identity. However, these
schemes [26], [27], [28], [29], [30] employ the bilinear pair
operations, which considers time-consuming and completed.
Additionally, these schemes [26], [27], [28] use the map-
to-point function to sign and verify messages. Thus, these
schemes [29], [30] use a general hash function rather than
a map-to-point function to reduce the overhead of the system
with regard to communications and computational costs.

To avoid utilizing the complected operation in terms of
map-to-point function and bilinear pair, several researchers
have proposed an authentication scheme by using elliptic
curve cryptography (ECC) and a general hash function to sign
and verify messages shared among vehicles. Cui et al. [31]
proposed a message authentication method according to the
reputation system for joining in the communication by testing
the reputation score of the vehicle. Cui et al. [12] designed a
content-sharing scheme to pick proxy vehicles to get saving
network traffic, valid hit ratio, and congestion of easing, and
minimize time delay during peak hours for 5G-enabled vehic-
ular networks. Zhang et al. [21] designed edge computing-
based authentication by using a fuzzy logic mathematical
method to authenticate between ordinary vehicles and edge
computing for 5G-enabled vehicular networks. Alshudukhi
et al. [32] designed a lightweight authentication scheme by
preserving the system’s master key in each TPD of RSU
rather than in the TPD of OBU to achieve privacy-preserving
and security properties. Al-Shareeda et al. [33] proposed an
authentication scheme to address password-guessing attacks
for 5G-enabled vehicular networks.

However, the existing schemes [12], [21], [31], [32], [33]
employ a large number of ECC operations (scalar oper-
ation) for signature verification operations, which causes
high computational costs, especially in high density with
traffic area. Since the computational process of OBU is
low than other rest of the participants, lightweight cryp-
tography operations should be used to sign and verify
messages.

To address the above issues, we propose a fog computing-
based pseudonym authentication (FC-PA) scheme in 5G-
enabled vehicular networks. This work uses ECC instead
of bilinear pair operation to address the communication
and computational costs issue in [26], [27], [28], [29],
and [30]. Besides, unlike the schemes in [12], [21], [31],
[32], and [33], the proposed FC-PA scheme uses only
one ECC-based operation to verify messages shared among
vehicles.
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Fog Sever

FIGURE 1. System Model of our Work for 5G-enabled Vehicular Fog
Computing.

lll. BACKGROUND

In this section, the background of our FC-PA work is provided
concerning the system model as well as design objectives as
the following.

A. SYSTEM MODEL

There are four participants included in 5G-enabled vehicular
fog computing. These participants are namely, 5SG-base sta-
tion (5G-BS), trusted authority (TA), fog server, and onboard
unit (OBU). Figure 1 depicts the system model of our work.

o Trusted Authority (TA): The TA is trustworthy with
capabilities of storage and major computation power
than the rest of the participants. The TA enrolls the
fog server and OBU joining the 5G-enabled vehicular
network as well as preloads public parameters to the
vehicle to secure communication.

o Fog Server: Based on our work, it supposes that the fog
server has capabilities of storage and some computation
of verification. The TA preserves its master key in the
fog server to validate the vehicles during joining steps
via 5G-BS.

o 5G-Base Station (5G-BS): The 5G-BS is a base station
equipped along the roadside that helps as intermediate
participants between the TA, fog server, and vehicles.
The 5G-BS does not do any computational and storage
operations.

e Onboard Unit (OBU): Each vehicle is installed in wire-
less devices, onboard Unit (OBU), to exchange informa-
tion about road status among vehicles.

B. DESIGN OBJECTIVES
The main aim of design objectives is that our work will be
archived the security requirements as the following steps.
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4.1. System Setup Phase
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4.3. Message Signing Phase 4.4. Signature Verification Phase

FIGURE 2. Phases of our Proposal.

o Authentication and Integrity: The receiver can verify
that the transmission has not been manipulated and that
the data was sent from a legitimate source.

« Conditionality: It is important to keep the vehicle’s gen-
uine identity hidden when transmitting to other vehicles
on the road. Their privacy will be protected, and no
outsider will be able to use their identities.

o Traceability: If a forged communication is created, the
source and authority behind it must be determined using
the TA.

« Resistance Against Security Attacks: Several distinct
types of assaults exist, including replay, impersonation,
modification, and man-in-the-middle.

IV. PROPOSED SCHEME

Our work comprises four phases namely, System Setup
Phase, Joining Phase, Message Signing Phase, and Signature
Verification Phase, as shown in Figure 2.

A. SYSTEM SETUP PHASE
The system’s parameters are partially provided by this stage.
TA must build the following procedures:
« TA constructs two large primes p and g. It defines a non-
singular elliptic curve as the following equation.

y2 =x>+ax + bmodp D

The above equation is over a prime field F,,, where a, b
€ k).

o TA selects a point P € E(F)) of order ¢ which is the
generator of the group based on additive cyclic which
includes all points according to E with the point at
infinity @.

o TA constructs three secure general hash functions
hi(-), hp(-) and h3(-) as hy : G — Z; hy : {0, 1}* x
{0, 1V x G — Z7 h3 : {0, 1}* — Z.

o TA constructs its private key s selecting randomly from
Z; and the corresponding public key as Pubry = s - P.
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« TA protects its private key s into each fog server secretly.

o Finally, TA transmits the system parameters {p, g, P,
G, Pubra, h1, hy, h3} to all fog servers and vehicles in
5G-enabled vehicular fog computing.

B. JOINING PHASE

This phase contributes to achieving a method of mutual
authentication between the vehicles and the TA over fog
servers. The 5G-BS is responsible to provide communication
between the fog server and vehicles, as shown in Figure 3.
This phase constructs the following steps:

o Vehicle: The vehicle v; constructs the private value p
selecting randomly from Z; and computes the public
pseudonym-IDs PPID; as the following equation, where
TID,; is the true identity of vehicle.

PPID; = (PPID}, PPID?)
PPID} = - P
PPID? = TID; & hi (it - Pubrs) )

o Vehicle — fog server: The vehicle v; sets and sends
the messages session {PPIDl.l, PPIDZ.Z, Ty, dyar} to fog
server Fogj, where 8yop = hy(PPID}||PPID?||
TID||T;) and T; is a freshness timestamp to avoid replay
attacks.

o Fog server: Upon receiving the messages joining
{PPID} , PPIDl.z, T1, Svar}, the fog server Fog; initially
tests the freshness of timestamp 7' as Equation 3, where
T, is the receiving time and A is the predefined time.
If Equation 3 holds, the fog server Fog; continues the
process; otherwise, the fog server Fog; discards the mes-
sage joining.

A=T -1 3)

« Fog server: The fog server Fog; uses TA’s private key s
to reveal the vehicle’s true identity TID; as the following
equation.

TID; = PPID? & h(s - PPID}) )

« Fog server: The fog server Fog; checks the integrity of
message joining {PPID} , PPID;, Ty, dyor} by matching
the signature as Equation 5. If Equation 5 holds, the
fog server Fog; continues the process; otherwise, the
message joining will be discarded.

_ ? ?
8y = Svar = ha(PPID}||PPID?||TID\||T})  (5)

« Fog server: The fog server Fog; tests the vehicle’s true
identity TID; on the certificate revocation list (CRL)
which is sent by TA to ensure that the vehicle is not
blocked.

o Fog server: Upon TID; is legal, the fog server Fog;
constructs o; = hy(PPID}||PPID?||Pub). Then the fog
server Fog; chooses randomly the value B; € Z; to com-
pute and broadcast its public key as Puby,, = (B;+o;)P.
Finally, the fog server Fog; computes the signature key
as SK; = @modq
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o Fog server — Vehicle: the fog server Fog; sends
{SK¢y, T, 6Fav} to the vehicle v;, where Sk., = SK; &
ho(TID1||T2) and 8oy = ho(SKen||T21TIDY).

o Vehicle: The vehicle v; initially tests the freshness of
timestamp 75. If it is valid, the vehicle v; computes
the signature key as SK; = Sk, ® ha(TID1||T>) and
checks the integrity of message as 8p,, = dpov =
ho(SKen||T2|TIDy).

C. MESSAGE SIGNING PHASE

This phase contributes to signing the message Msg;
exchanged among vehicles, as shown in Figure 4. This phase
constructs the following steps:

o The vehicle v; signs the message Msg; by calculat-
ing 0; = h3(PPID}||PPID;||Msgi|| Pubpog||Pubra || T)),
where T; is the time validity.

o The vehicle v; constructs randomly the value z; € Z;
and computes U; = z; - 0; - Pubs and R; = (Sk; +z; - 07)
mod q. Then the vehicle v; sets the signature as §; =
(Ri, Up).

« Finally, the vehicle v; transmits the tuple (PPID;, T;,
Msgi, ;) to the nearby vehicles in 5G-enabled vehicular
fog computing.

D. SIGNATURE VERIFICATION PHASE

This phase contributes to verifying the validity and authen-
ticity of the tuple (PPID;, T;, Msg;, §;) sent from vehicles in
5G-enabled vehicular fog computing. Two types of verifica-
tion can occur during this stage: single-signature verification
and batch-signature verification.

1) SINGLE-SIGNATURE VERIFICATION

It means that each vehicle in 5G-enabled vehicular fog com-
puting checks one signature at a time, as shown in Figure 4.
This method constructs the following steps:

o Upon receiving the tuple (PPID;, T;, Msg;, 8;) from
the vehicle v;, the verifier vehicle v; initially tests the
newness of the timestamp 7; as Equation 6, where T is
the receiving time and A is the predefined time.

A=T -1, (6)

o If T; is valid, then the vehicle v; can pass the authenti-
cation method further. The vehicle v; accepts the mes-
sage Msg;, if Equation 7 holds. Otherwise, the data is
discarded by the user v;.

R; - Pubts = (Ski + z; - 07) - Pubta
= Sk; - Pubtp + z; - 0 - Pubty

= %-Pubm +zi - 0; - Pubpa
= L-S-P-'-Zi'O’,"PMbTA
S

= (Bi+ai)-P+zi-0; Pubpy
= Pubpyg + z; - 0; - Pubpp
= Pubpy, + U; (N
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Vehicle
Generate PPID; = {PPID}, PPID?}
PPID! =u.P

PPID? =TID, @ h;(. Pubyy)

Compute Xy,¢=hy
(PPID}||PPID? ||Ty | ITID;)

Fog Server

Check A =T, — T,
Compute TID; = PPID? @ hy(s.PPID})

{PPID}, PPID?, Ty, Xy¢} Bi+

Test T,
Decrypt SKe,, = SK; @ h,(TID;||T,)

> Comute SK; = - mod g
Encrypt SK,,, = SK; @ h,(TID;||T,)

{SKen, T2, Xpav}

Verify «ppp= Xy

FIGURE 3. Joining Process.
Singer Verifier

= hy (PPID}||PPIDE||Msg||Pubyog||Pubyal|T))
U;=Z;.0,.Puby, Single-signature Verification

Ry=(SK; +Z;.0)modq AT, - T,
o = (R, U) Ry Pubry = Pubpog + U,
(PPID|| T;| I Msgil| vz )
Batch-signatures Verification

Uizt Ri) . Pubya = Bity Pubpog + Ximy Uy

FIGURE 4. Message Signing and Verification Process.

2) BATCH-SIGNATURES VERIFICATION
It means that is each vehicle in 5G-enabled vehicular
fog computing checks multiple signatures simultaneously,
as shown in Figure 4. Upon receiving the tuples (PPID;!, T;',
Msg;', 8;1), (PPID?, T2, Msgi?, 8;2), (PPID{, T3, Msg;>,
8),....(PPID{", T, Msg;", 8;") from the vehicles v;, where
i=1, 2, 3,...,n, this method constructs the following steps:
o The verifier vehicle v; firstly checks the newness of
timestamps as Equation 6 to avoid reply attacks.
« The vehicle v; accepts the message Msg;, if Equation 8
holds. Otherwise, the message is discarded by the vehi-
clev;.

(O Ri)- Pubry

i=1

= (O _(Ski+zi - 01)) - Pubry

i=1

n n
= O Ski) - Pubps + (D zi - 07) - Pubry

i=1 i=1

n ﬁ+a n
= =—) Pubgs + (O _zi - 07) - Pubyy
i=1

s :
i=1

= (ZﬂT'S'P)-F(ZZi'Ui)'PubTA
i=1

i=1

=OQ (Bi+a)) P+ (D zi0) Pubpy

i=1 i=1

n n
= ZpubFog + (ZZi - 0;) - Pubrp

i=1 i=1
n n
= > Pubpyg + »_ U ®)
i=1 i=1
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V. SECURITY ANALYSIS

This section analyzes the security of our work concerning
the random oracle model (ROM) and security requirements
as detailed in the following sections.

A. RANDOM ORACLE MODEL (ROM)
This section contributes to proving the security of our FC-PA
work for 5G-enabled vehicular fog computing.

Theorem 1: The FC-PA system is protected from existential
forgery under chosen message attack in the random oracle
model. According to negligible probability ¢, it there occur
a third party TP posting has queries gp, and g, to hy and
h3 oracle respectively, queries of key extraction g, and
queries of signature gs and resolve problem of ECDL in
time ¢~ such that t= < Ktqhzg%, where k = 12068 for
e10(gsk + D(qn, + qns» Grey + qsk)-

Proof: This paper uses the forking lemma [34] to show
the security inserting similar process utilized in the signature
authentication method proposed in [34]. The third party TP
tacks the problem of ECDL instances (P,nP) € G as a
challenge, where 1 € Z;. Note that the third party TP utilizes
challenger o as a subroutine to resolve the problem of ECDL
in the additive group G to calculate n with non-negligible
probability. This process is played among the third party TP
and the challenger . The third party 7P executes the queries
as follows.

o Setup: The challenger ¢ executes the Setup algorithm
to issue the global system parameters for generating the
private key s and the public key Pubry. These parameters
are transmitted to the third party TP.

o Oracle (hy): The challenger ¢ preserves a list Ly, to save
the tuple {PPID;, R;, o;, T;}. The third party TP posts the
queries on (PPID;, R;, T;) to hy oracle, the challenger
o finds the entry (PPID;, R;, T;) in the list Ly,, if it is
exist then o transmits the tuple {PPID;, R;, o;, T;} to
the third party 7P, otherwise selects randomly a value
o € Z{;‘ , insert this number and include the new tuple
{PPID;, R;, a;, T;} to Ly,.

e Oracle (h3): The challenger o preserves an another
list Ly, to save the tuple {PPID!, PPID?, Msg;, Pubpyg,
Pubty, T;}. Firstly it is empty. The third party TP posts
the queries on the tuple {PPIDl.l, PPID%, Msg;, Pubpyg,
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Pubty, T} to hs oracle. The challenger o finds the entry
in the list Ly, if it exists then ¢ transmits §; to TP,
otherwise selects randomly a hash value §; € Z; and
sends it to the third party 7P. Then the challenger o
updates the list Ly,

o Key extraction Oracle: The third party TP posts the
queries with public pseudonym-ID PPID; to the key
generation oracle. The challenger o selects randomly
value w; € Z; and calculates R; = w; - P and finds the
tuple {PPID;, R;, T;} in the list Ly,. If it does not exist,
then the challenger o discards the queries and returns
another message. Otherwise o calculates the public key
0; = R; + a; - Pubysy and the private key as u; =
w;+oismodgq. So the pair of keys issued as (6;, ;). Note
that, the third party TP does not return the private key u;
for the challenged public pseudonym-ID PPID; in the
posted query PPID; .

o Signing Oracle: The third party TP posts the queries
with public pseudonym-ID PPID; to the signing oracle
on the message Msg;, the challenger ¢ finds the entry
{PPID;, R;, a;, T;} in L, and returns «; and chooses ran-
domly value z; and sets d; = z;P. The challenger o calcu-
lates 6; = R; + «; - Pubga, Wi = z_l(x,- —yj))P and R; =
y;iP. Lastly, the result is the signature (R;, W, §;). The
verification can be executed by calculating the hashed
value h3(PPID}||PPID?||Msg;||Pubpog||Pubza||T;) and
matches with §; and the answer to the signing query is
true. The challenger o sends the signature §; = R;, W;, §;
to the third party TP. The challenger o inserts the tuple
{PPID}, PPID?, Msg;, Pubg,g, Pubra, T}}.

Therefore, the third party 7P can build a legal signature §;
on a chosen message Msg;, anytime. Adopting the forking
lemma, when the challenger o replies to the signing queries
with the same random value with distinct z; # z;, the third
party TP issues two distinct signature §; = R;", W,”, ;" and
8F =R, W, 8. So
R = wiz; + oimodq ®

1

R = iz’ + oimodq (10)

The challenger o resolves the problem of ECDL and
returns the private key u; from the given signatures R;” and
R?. Utilizing Equation 9 and 10, it can be concluded.

R, — R = (miz; — pzj)modq. This implies mu; =

.
I»‘—z’-‘l modq

Thus the challenger o can resolves the problem of ECDL
with the time 1~ < xr?2%5 where k = 12068 for
£10(gsk +1)(qn, + Gny» Grey +qsk). This game proves that the
problem of ECDL is infeasible to resolve. For this reason, our
solution satisfies the requirement of existential unforgeability
against the agreement assault.

B. SECURITY REQUIREMENTS
The FC-PA work should be achieved the essential security
requirements as follows.
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o Authentication and Integrity: To make sure that the

singer and validity of a message before accept-
ing it, the proposed FC-PA work checks the sig-
nature attached to the tuple sent and only accepts
the messages that achieve o, = o0;, where
o; is calculated by analyzing the hashed value
h3(PPID!||PPID?||Msg;||Pubpyg||Pubra||T;).  There-
fore, our work archives the authentication and integrity
requirements for 5G-enabled vehicular fog computing.
Confidentiality: To achieve confidentiality, our work
generates two random values s and u as Pubgy =5 - P
and PPIDI.1 = p - P, respectively. Once a third party
attempts to obtain the vehicle’s true identity 7ID; from
aid, he/she cannot do without these two random values
as TID; = PPID? & hy(s - PPID}). Thus, it becomes a
hardness problem. Therefore, our work archives the con-
fidentiality requirement for 5G-enabled vehicular fog
computing.

Traceability: The TA will be able to identify and then
shut down any maliciously registered vehicle that is
trying to send out forged messages or otherwise interfere
with the system’s normal operation. In response to the
forging message, the car communicates with the TA
through 5G-BS. The TA verifies its aid and if valid in
the list registration as TID; = PPID? & hy(s - PPID})
utilizing the private key s of the system. The TA can then
revoke access by incorporating the new list into all active
fog servers. Our research also documents the need for
auditability in vehicle fog computing provided by 5G.
Resistance Against Replay Attack: Our work can avert
replay attack by adopting timestamp 7; in the tuple
(PPID;, T;, Msg;, 6;). This indicates the departure time
of the message tuple. Let 7, and /\ are the receiving time
and the predefined time delay, respectively. The verifier
requires to test the /\ > T, — T;. If this is the case, then
there is no opportunity for a repeat assault. Because of
this, the vehicular fog computing we’ve developed using
5G is secure against replay attacks.

Resistance Against Impersonation Attack: Since it is
impossible for a third party to fake the signature tuple,
no one can pretend to be the legitimate vehicle broad-
casting the communication. The verifier checks the sig-
nature tuple by using the equation R;- Pubga = Pubp,s+
U;. In the absence of this, an impersonation assault
cannot occur. So, for vehicle fog computing provided
by 5G, our approach is secure against impersonation
attacks.

Resistance Against Modification Attack: Similar to
the forgery attack, it needs a third party to mod-
ify/impersonate a signature tuple that is checked
by calculating o, =  h3(PPID!||PPID?||Msgi||
Pubp,g||Pubts||T;). Then the verifier checks whether
o; = o;. Hence, our work is safe from modification
attacks for 5G-enabled vehicular fog computing.
Resistance Against Man-In-The-Middle Attack: Since
the vehicles are talking directly with one another, there
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TABLE 1. The Required Processing Time for Several Types of
Cryptographic Operations.

Abbr. Running Time
RTy, 5.811 ms
RIypm—pp  1.5654 ms
RTyq—bp 0.0106 ms
RTmitp 4.1724 ms
RTsm—ecc 0.6718 ms
RTpa—ecc  0.0031 ms

is no way for an outsider to launch a security attack of
that nature. Our solutions for 5G-enabled vehicle fog
computing are, thus, secure against MITM attacks.

VI. PERFORMANCE EFFICIENT

This section describes and compares the performance effi-
ciency of our work and the recent existing schemes concern-
ing computational and communication overheads as follows.

A. COMPUTATIONAL OVERHEAD

To convey how long it takes to execute various kinds of cryp-
tographic operations, this paper makes use of the following
notations.

e RTp,: Running time of a bilinear pairing.

e RTjm—pp: Running time of a multiplicative group

G based point multiplication.

e RT,, pp: Running time of an adaptive group G based

point addition.

¢ RT,,: Running time of a group G based map-to-point

function.

e RTgy_ecc: Running time of a group G based scalar point

multiplication.

e RTp4 ecc: Running time of a group G based point

addition.

In this paper, the running time of the general cryptographic
hash function has not been included due to its time-
consuming very negligible value of processing cost. For sat-
isfying the 80-bit security level, this work selects the bilinear
pairings e~ : G; X G; — G for pseudonym authentication
schemes [28], [29]. Where G; and G indicates multiplicative
group and cyclic additive group with the same size prime
order 160 bits with generator P. Where P is a point based on
the supersingular curve y*> = (x> + x)modp with embedded
degree 2, where the prime size P is 512 bits. Since our work
and existing pseudonym authentication schemes [21], [32],
[33] are lies on ECC. This work selects an adaptive cyclic
group G of order g with generator P. Where P is a point based
on an elliptic curve of non-super singular y> = x3 4 xmodp,
where both p and g are of equal size 160 bits and, a, b Zq* .
According to this setting, the running time of cryptographic
operations used is depicted in Table 3.

For simplicity, let MSP, SSV, and BSV indicate the mes-
sage signing phase, single signature verification, and batch
signature verification, respectively. The computation cost of
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existing schemes [28], [29] are based on bilinear pair as
follows. In Bayat et al.’scheme [28], it required 2 bilin-
ear pair operations, 4 scalar multiplication operations, 1
addition point operation, and 1 MapToPoint hash function;
thus, the entire cost of computation for MSP is 2RTy, +
4RTpm—bp + 1RTpq—pp + 1RTyy, ~ 22.067 ms. While the
process of SSV in the Bayat et al.’s scheme [28], it needed
1 bilinear pair operation, 4 scalar multiplication operations,
1 addition point operation, and 1 MapToPoint hash func-
tion; thus, the entire cost of computation for SSV process is
IRTy, + 4RTpp—pp + 1RTpy—pp + 1RTy =~ 16.256 ms.
While the process of BSV in Bayat et al.’s scheme [28],
it needed (44n) scalar multiplication operations, n addition
point operations, and n MapToPoint hash functions; hence,
the entire cost of computation for BSV process is (4 +
WRTpm—pp + nRTpq_pp + nRTyy, ~ 6.2616 + 5.7484 n ms.
In Ali and Li’ scheme [29], it needed 3 scalar multiplication
operations and 1 addition point operation; thus, the entire
cost of computation for MSP is 3RTpy—pp + 1RTpq—pp ~
4.7068 ms. While the process of SSV in the Ali and Li’
scheme [29], it required 1 bilinear pair operation, 1 scalar
multiplication operation; thus, the entire cost of computation
for SSV process is 1RTy, + 1RTpp—pp ~ 7.3764 ms. While
the process of BSV in Ali and Li’ scheme [29], it needed
1 bilinear pair operation, n scalar multiplication operations;
thus, the entire cost of computation for BSV process is
1RTy, + nRTpy—pp =~ 5.811 + 1.5654n ms

The computation cost of existing schemes [21], [32], [33]
are based on ECC as follows. In Zhang et al.” scheme [21],
it required 3 scalar point multiplication operations; thus, the
entire cost of computation for MSP process is 3RT sp—ecc ~
2.015 ms. While the process of SSV in Zhang et al’
scheme [21], it needed 2 scalar point multiplication opera-
tions; thus, the entire cost of computation for SSV process
1S 2RTgn—ecc =~ 1.3436 ms. While, the process of BSV
in Zhang et al.” scheme [21], (n+1) scalar point multipli-
cation operations; thus, the entire cost of computation for
BSV process is n + 1RTgp—ecc =~ 0.6718 + 0.6718n ms.
In Alshudukhi et al.” scheme [32], it required 2 scalar
multiplication operations; thus, the entire cost of computa-
tion for MSP process is 2RTgy—ecc ~ 1.3436 ms. While
the process of SSV in Alshudukhi et al’ scheme [32],
it needed 3 scalar point multiplication operations and 1 addi-
tion point operation; thus, the entire cost of computation
for SSV process is 3RTsp—ecc + 1RTpg—ecc ~ 2.026 ms.
While the process of BSV in Alshudukhi et al.” scheme [32],
(2+n) scalar point multiplication operations and n point addi-
tions; thus, the entire cost of computation for BSV process
is 2 4+ mRTg—ccc + NRTpy—ecc ~ 1.3436 + 0.6749 n ms.
In Al-Shareeda et al.” scheme [33], it required 2 scalar multi-
plication operations; thus, the entire cost of computation for
MSP process i 2RTg—ecc ~ 1.3436 ms. While the process
of SSV in Al-Shareeda et al.” scheme [33], it needed 2 scalar
point multiplication operations and 1 addition point opera-
tion; thus, the entire cost of computation for SSV process is
2RTgp—ecc + 1RTpq—ecc =~ 1.3467 ms. While the process
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TABLE 2. Overhead of Computational Comparison.

Schemes

M S P Process (ms)

SSV Process (ms)

BSYV Process (ms)

Bayat et al. [28]

Ali and Li [29]

Zhang et al. [21]
Alshudukhi et al. [32]
Al-Shareeda et al. [33]

Our FC-PA

2RTyp, + ARTpm_pp
].RTpa,bp + 1RTmtp

22.067

3RTpym—bp + 1RTpa—_pp
4.7068

3RTsm—eccc = 2.015

Q+

2RT sm—ecc =~ 1.3436
2RTsm—cce == 1.3436

IRTsmfecc + 1RTp(l*ECC ~
0.6749

TRTyp+ AR Ty bp+ 1R pa_pp+
1R mtp ~ 16.256

1RTyp + 1R Ty _pyp ~ 7.3764
2RT sy —ece =~ 1.3436
3RTum—ccet 1R pa—cce ~ 2.026
2RTum—cce + 1RTpa—cec W
1.3467

IRTSWL*ECC + IRTpafecc ~
0.6749

(4 +n)RTpm—pp + nRTpa—pp +
nRTmtp ~ 6.2616 + 5.7484n

1RTyp + nRTppm—pp = 5.811 +
1.5654n

n + 1RTsm—ecc
0.6718n
(2+n)RTsm—ecc+nRTpa—ecc ~
1.3436 + 0.6749n
(2+n)RTsmfecc+nRTpafecc ~
1.3436 + 0.6749n
RTsmfecc + nRTpafecc
0.6718 4 0.0031n

0.6718 +

~
=~

Q

TABLE 3. The Execution Time Required for Different Cryptographic Operations.

Schemes Tuple Format Items Single Size Batch Size
Bayat et al.” scheme  {V,m,r, T;1, T2, T3, PID;,ts; } (v, Ts1, Ty2,Ti3, PID; € 5-128+20+4=664  664n bytes
[28] G2), (r € Z3) bytes
Ali and Li’ scheme  {m;, PID;,0;,t;} (PID; 4, 0;,D; € 3-128420+2-4=  284nbytes
[29] G2), (PID; 1 € Z%)  284bytes
Zhangetal.” scheme {PIDj, M;,Y;,S;,T;} (PID; = 3.-64+20+4=216 216nbytes
[21] {PIDj’l,PIDjQ,}/]’ bytes
G}, (S5 € Z3)
Alshudukhi et al’  {PsID}, PsID? m;, TS;,om;}  (PsID} € G), 64+2-20+4=108 108nbytes
scheme [32] (PsID},om,; € Z;‘) bytes
Al-Shareeda et al” {AID;,R;,M;,T;,o;} (Ri, 04 S G), 2-64+20+4=152 152nbytes
scheme [33] (AID; € Z3) bytes
FA-PA {PPID;, T;, Msg;, 6;} (PID} € G), 64+3-20+4=128 128nbytes
(PID2,Ui,R; € ZZ)  bytes
of BSV in Al-Shareeda et al.” scheme [33], 2 scalar point B e
multiplication operations and (n+1) addition point opera- . -
tion; thus, the entire cost of computation for BSV process is ET £.256
(2 + WRTsm—ecc + nRTpg—ecc ~ 1.3436 + 0.6749 n ms. 215
While, in our FC-PA scheme, it required 1 scalar multipli- g -
cation operation and 1 point addition; thus, the entire cost of £ 47068 205 13436 o
. . g 5 0 u 0.674%
computation for MSP process is 1RTgn—ccc + 1RTpg—ecc = I z E.aLaE 13836 13267 g g7ag
| | —

0.6749 ms. While, the process of SSV in our FC-PA scheme, 0 b eta Avendl here e ol Al e Alraeet O Fepa
it needed 1 scalar point multiplication operation and 1 addi- al erdl.

tion point operation; thus, the entire cost of computation Authentication schemes

for SSV process is 1RTgn—ccc + 1RTpa—ecc ~ 0.6749 ms.
While, the process of BSV in our FC-PA scheme, 1 scalar
point multiplication operations, and n addition point opera-
tion; thus, the entire cost of computation for BSV process is
RTgn—ecc +nRTpg—ecc ~ 0.6718 4 0.0031n ms.

To conclude the above process, Table 2 summarizes the
overhead of computational comparison for existing works
and our proposal. Figure 5 shows the computational compari-
son for MSP and SSV processes, while Figure 6 summarizes
the overhead of computational comparison to verify multiple
messages.

W MSP Process 55V Process

FIGURE 5.
Processes.

Overhead of Computational Comparison for MSP and SSV

on ECC. To achieve an 80-bit security level, the size of p
is equal to 64 bytes and 20 bytes for the bilinear pair and
ECC, respectively. A point on E includes x, y coordinates,
in which the size of each item in G| and G are 128 bytes and
40 bytes, respectively. Additionally, the size of the timestamp
and hash function is 4 bytes and 20 bytes, respectively. This
work supposes that the size of the message is the same for
all the existing schemes. Consequently, this work takes into
consideration the size of the signature on the message with
the relevant public pseudonym-IDs.

B. COMMUNICATION OVERHEAD

This subsection reviews and compares the overhead of com-
munication of our work with the existing schemes [28], [29]
based on bilinear pair and that of [21], [32], and [33] based
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FIGURE 7. Overhead of Communication Comparison.

The communication cost of existing schemes [28], [29] are
based on bilinear pair as follows. In Bayat et al.” scheme [28],
the vehicle broadcasts {V,m,r, T, Tip, Ti3, PID;, ts;} to
other, (v, Tj1, T, T;3, PID; € G»), (r € Z;) and ts; is
a timestamp; thus, the entire cost of communication is 5 -
128 420 +4 = 664 bytes. In Ali and Li’ scheme [29], the
vehicle broadcasts {m;, PID;, o;, t;} to other, where (PID; =
PID,"V, PIDZ"T, Tiando; = 6;, D)), (PID,"V, 0;,D; € Gy),
(PID; T € Z;) and 2 timestamps (773, t;); thus, the entire cost
of communication is 3 - 128 +20 +2 - 4 = 284 bytes.

The communication cost of existing schemes [21], [32],
[33] are based on ECC as follows. In Zhang et al’
scheme [21], the vehicle broadcasts {PID;, M;, Y}, S;, T;} to
other, where (PID; = {PID; 1, PID;>,Y; € G}), (S; € Z;)
and 7} is timestamps; thus, the entire cost of communication is
3 .64 +20 + 4 =216 bytes. In Alshudukhi etal.” scheme [32],
the vehicle broadcasts {PsIDl.l, PsIDiZ, mj, TS;, o,y;} to other,
where (PsIDl.1 € G), (PsIDiz, Om; € Zq* ) and T is timestamp;
thus, the entire cost of communication is 64 +2 - 20 + 4 =
108 bytes. In Al-Shareeda et al.’ scheme [33], the vehi-
cle broadcasts {AID;, R;, M;, T;, o} to other, (R;,0; € G),
(AID; € Z;); thus, the entire cost of communication is 2 -
64 + 20 4+ 4 = 152 bytes. While, our FA-PA scheme, the
vehicle broadcasts {PPID;, T;, Msg;, §;} to other, (PID} € G),
(PID%, Ui,R; € Z;) and 7; is timestamp; thus, the entire cost
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of communication is 64 + 3 - 20 4+ 4 = 128 bytes. Figure 7
shows overhead of communication comparison.

VIl. CONCLUSION
In this work, we have proposed a fog computing-based
pseudonym authentication (FC-PA) scheme that sup-
ports batch signature verification, privacy-preserving, and
pseudonym authentication for the 5G-enabled vehicular net-
work. In order to verify data, the FC-PA system uses a
single scalar multiplication operation of elliptic curve cryp-
tography. The security analysis describes that our work is
secure under the random oracle model. Additionally, the
FC-PA scheme can withstand common security attacks like
replay, impersonation, modification, and man-in-the-middle
attacks. Finally, the FC-PA scheme can obtain better trade-
offs between efficiency and security than other recent works.
In future studies, we will focus on designing a scheme
with better scalability and compatibility that will be more
appropriate for the 5G-enabled vehicular network.
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