
Received 24 January 2023, accepted 12 February 2023, date of publication 20 February 2023, date of current version 24 February 2023.

Digital Object Identifier 10.1109/ACCESS.2023.3246471

LoRaline: A Critical Message Passing Line of
Communication for Anomaly Mapping
in IoV Systems
MICHAEL BIDOLLAHKHANI 1,2, OMAR DAKKAK 1,
ADNAN SAHER MOHAMMAD ALAJEELI 3, AND BYUNG-SEO KIM 4, (Senior Member, IEEE)
1Department of Computer Engineering, Karabük Üniversitesi, 78050 Karabük, Türkiye
2Sensitive and Critical Infrastructures, Gesellschaft für Wissenschaftliche Datenverarbeitung Göttingen, 37077 Göttingen, Germany
3Department of Computer Engineering Techniques, Imam Jaáfar Al-Sadiq University, Kirkuk 36001, Iraq
4Department of Software and Communications Engineering, Hongik University, Sejong City 32603, South Korea

Corresponding author: Byung-Seo Kim (jsnbs@hongik.ac.kr)

This work was supported by the National Research Foundation of Korea (NRF) Grant through the Korea Government [Ministry of Science
and ICT (MSIT)] under Grant 2022R1A2C1003549.

ABSTRACT The importance of road safety is felt nowadays more than ever, where various technologies,
including self-driving cars, have become abundant. Nowadays, it has more demand to build autonomous
and electrical vehicles with information retrieval systems within the received sensory data not only from the
local sensors but also the online and live streaming data over networks. To increase road safety dissemination
of critical information, including the possibility of an obstacle or danger being in the middle of the road,
automotive navigation and control systems are required. A novel method is proposed to make this critical
communication possible over a specially designed vehicular ad-hoc network, where natural or urban barriers
can prevent signal propagation. The network is implemented using the LoRaWAN interface and SX127x
LoRa Radio module. The SX1272MB2xAS is fitted with the SX1272 transceiver, which added to a high-
performance FSK/OOK RF transceiver modem. Additionally, LoRa long-range modem provides highly
power-efficient communication. For this aim, two newmechanisms have been proposed. The first mechanism
enables the nodes to receive data from a suggested communication link. While the second mechanism is
designed to extract vital information such as establishing the connection, closing the connection, successful
data transmission, errors, etc. The findings demonstrate that the proposed mechanisms have successfully
enabled LoRaWAN to operate in IoV environment. The evaluation reveals that metrics such as battery
consumption and covering range outperform similar technologies. Finally, this paper proposes a message-
passing strategy based on Belief Propagation (BP) which provides more accurate marginal probabilities to
overcome the low data rate as a foundation for our future work.

INDEX TERMS Internet of vehicles (IoV), LoRaline, LoRaWAN, vehicular ad-hoc networks, message
propagation, anomaly mapping.

I. INTRODUCTION
Artificial Intelligence (AI) allows systems and machines to
learn from experience, adapt to new inputs, and perform com-
plicated tasks, from chess-playing computers to self-driving
cars. The high speed of development and progress in artificial
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intelligence-based systems shows the rapid process of intel-
ligentization in all fields. Among the sectors affected is the
automotive industry. Today, automobile manufacturers have
introduced vehicles to the markets using automatic decision-
making systems equipped with artificial intelligence. Tools
such as obstacle detection, environmental light monitoring,
environmental humidity measurement, routing, rapid move-
ment control system around the vehicle, and others can be
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called among the gadgets used in today’s cars. Most of these
tools work dependently in a system, but to improve the out-
come, systems need to connect. This connection is for sharing
the environmental data for collective decision-making. Find-
ing a modeling pattern is crucial for the learning system used
in artificial intelligence. A link to share the data is demanded
to recognize patterns in the behavior of the surrounding
(nearby) vehicles and the environment (potential high-risk
areas or obstacles on-road). The demanded communication
is made by the internet of vehicles (IoV) network. This paper
proposes a new approach to provide a wide area network
stream that uses low power. Such a system might be particu-
larly useful to make an approximate kind of potential high-
risk area mapping. Therefore there’ll be a communication
link between vehicles’ autonomous systems based on mes-
sage propagation in a cooperative network with asynchronous
receptions. A Low Power Wide Area (LPWA) networking
protocol is designed to wirelessly connect battery-operated
‘‘things’’ to the internet in regional, national, or global net-
works. The newly proposed protocol targets key autonomous
systems requirements such as bi-directional communication
and end-to-end security. The main contributions of this paper
are:

1) Designing a layered architecture for universal and
especially IoV networks, as a heterogeneous network
to map the road, environmental errors, and obstacles
through sharing the vital data with other decision-
making vehicle systems.

2) Simulating an offline ad-hoc data link to share data
to the within-range nodes (vehicles). The simulation
was conducted with an open-source Mbed simulator
with the implementation of the system-embedded code
using c++ programming language.

3) The proposed system offers amaximum range coverage
supported by LoRaline technology compared with the
current IoV solutions, with decent saving power ability
and less energy consumption.

This paper proceeds as follows: Section II reviews the
related works. Section III presents the motivation to conduct
this study. Section IV introduces the proposed mechanisms
of LoRaline. Section V presents the possible scenarios for
LoRaline alongside the simulation settings. The network
model followed by implementation steps, findings, discus-
sions, and the proposed message-passing strategy are demon-
strated in Section VI. Finally, the paper concludes itself and
presents future work in Section VII.

II. RELATED WORKS
Designing a layered architecture for universal and especially
for IoV networks, as a heterogeneous network, can be daunt-
ing. The mechanism used in the proposed method has a
high potential to solve challenges, including the machine-
to-machine communication in IoV systems, where the
LoRaWAN communication protocol itself has an immense
role [1], also an off-line data link for environmental inference.

FIGURE 1. Data distribution time in P2P networks versus
client-server-based networks [20].

Today, most electronic driving systems, using artificial intel-
ligence and semi-autonomous decision-making systems [2],
[3], have the ability to detect obstacles and choose the best
path and method to prevent collisions with obstacles. But
collective decision-making and sharing of this vital data play
an important role in preventing car accidents or common
problems in driving vehicles common problems [4], [5].

A. CURRENT NETWORKING ON THE INTERNET OF
VEHICLES (IoV)
Current types of networks providing IoV connections use
the global system for mobile communication (GSM), which
has over five generations of mobile networking technolo-
gies. Vehicular Ad-hoc Networks (VANETs) architecture
using equipment related to Wireless Access Technology
(WAT) such as 802.11a/b/g and satellite communications
[6], [7], [8], [9]. Various protocols, together with WAVE
[10], C2C [11], and CALM [12], are endorsed to be used in
VANET-associated projects. Due to the existence of various
barriers in cities (buildings and concrete barriers, tunnels,
etc.) or non-urban areas (lack of proper access to Internet
services or the existence of natural barriers such as heights),
effective communication through the Internet is not possible.
The VANETs-based services may be suitable to make this
connection between vehicles locally possible. But, the lim-
itations of range-based techniques in vehicular environment
[9] and also in case of energy consumption, high amount of
electricity consumption are two serious issues for using these
techniques [13].

B. AD-HOC NETWORKING USING LoRaWAN FOR IoV
Establishing a connection among the nodes in the IoV envi-
ronment for long ranges would be challenging using the
traditional client-server model, which requires a solid infras-
tructure. The client-server model faces serious challenges in
a dynamic environment, such as in IoV. Therefore, the P2P
network, which is infrastructureless, would be the first choice
in such a scenario. The ad-hoc network enables vehicles
with LoRaWAN system to quickly exchange data with each
other without setting up any central networking equipment.
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FIGURE 2. A taxonomy for Inter-Vehicle Communication (IVC)
applications.

The P2P paradigm is especially useful for a small group of
vehicles where these vehicles should be able to share files
without accessing any central wireless network or in remote
regions. Figure 1 above shows that the response of the P2P
networks after increasing the number of peers concerning
distribution time for getting the data has a better performance
in comparisonwith client-server-based networks, which leads
to the fact that P2P networking is more suitable option to
apply in the current approach.

The ultimate purpose of coordinating the communication
is to send messages to the intended recipient groups as
quickly as possible. To enhance speed and preserve network
resources, groups should specify feasible margins or select
the right interconnection topology for the cause of the dynam-
icity structure of the nodes. Selecting the right technology
is as important as developing the application and models
to control. In this special type of network, the message’s
creator does not remain in a certain location to ensure that
the message is continually propagated. In another example,
in crashes where a disabled vehicle acts as a repeater, a mes-
sage propagation node may sometimes exist or alert about the
road condition, which comes from passing vehicles. Hence,
a network with a dynamic structure is needed, and therefore a
repeater cannot be used as a static point, while every vehicle
should act as a message propagator.

C. OVERVIEW OF CURRENT APPLICATIONS
The importance of the Road Safety approach, Anomaly Map-
ping, and the effectiveness of the methods made a massive
competition in making new applications for vehicles. The
need for inter-communication between applications made
engineers and scientists targeting for the most reliable, effec-
tive, and secure way of message distribution. Information
services often distribute messages to vehicle groups within an
area or throughout the network. The ability to create groups
to organize nodes for more efficient multi-cast or broadcast
communication or to give sources a way to subscribe to the

vehicles of common interest has led to being categorized the
applications as Figure 2 shows.
In other recent studies, the use of effective communication

methods to connect to the car and build a secure network
to transfer data retrieved by cars from their environment
has already been done, known as the Internet of Vehicles
(IoV). Among the areas for improvement of these methods
are the use of high-cost communication technologies in terms
of electronics, lack of proper coverage, the need for algo-
rithms, and complex software and algorithmic methods for
implementation [24]. Also, lack of possibility to use most
of the security protocols in the existing methods to ensure
privacy, security, and end-to-end communication and data
exchange [25], [26].

The work presented in [28] investigated new methods that
provide secure communication methods for IoV networks
using the LoRa technology. Among the limitations of these
methods is the lack of proper communication services for
locating vehicles connected to the network, which is esti-
mated by the Time Difference of Arrival (TDoA) of sig-
nals that not all devices gateways can provide an accurate
value [28]. In addition, the communication method and the
protocols used are not clarified [29]. Furthermore, no evalua-
tion has been conducted against the well- known and existing
communication methods [30].

Proposing a flexible system that performs well in different
scenarios and environments was the main motivation to focus
on diversification in cloud platforms. In [27], authors have
proposed adding such diversity to support a variety of IoT and
IoV platforms to increase flexibility. The proposed system is
valid and well-covered. However, different and new network
protocols for further optimal performance should have been
considered. Additionally, a central antenna is implemented,
which establishes the communication relying on a specific
point, limiting the mobilization of nodes compared to ad-hoc
networks.

III. LoRaWAN FOR IoV
Electric vehicles will shape the future of our transport system.
Although lithium-ion batteries are used as energy storage
systems, batteries and energy saving are crucial for all-
electric vehicles, plug-in Hybrid Electric Vehicles (PHEVs),
and Hybrid Electric Vehicles (HEVs). Hence, the existence
of a technology that connects electric vehicles with reliable
communication, and a low power consumption rate, is a very
significant and powerful gadget to be included in electric
vehicles.

LoRaWAN covers all the previous features and even more.
According to LoRAWAN Alliance, 2015’’ LoRaWAN out-
performs its rival ‘‘SIGFOX’’ (SIGFOX was designed for
outdoor environment to cover long distance as the case in
LoRaWAN) in terms of battery lifetime by 15 weeks for
2000 mAh battery, security, interference immunity, max mes-
sages per day, mobility/localization, and coexistence [31].
In the IoV environment, close distance between electric vehi-
cles is not guaranteed, electric battery consumption power
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FIGURE 3. The simplicity of LoRa system installation.

is crucial, and interference immunity is so important due
to the dynamic driving conditions. Therefore, all the afore-
mentioned features have motivated us to adopt LoRa in IoV
environment due to its few cons and many pros as follows:

• LoRa is empowered by the ISM band 868MHz/915MHz
available worldwide. This maximizes the battery life as
well as the overall capacity of the LoRa network.

• It is widely implemented and optimized for M2M/IoT
applications.

• Powerful CSS modulation is applied.
• It uses 6 SFs (spread factor) from SF 7 to 12. This allows
orthogonal transmission with different data rates.

• LoRa supports three different device types.
• LoRa supports fast and secure data transmission meth-
ods with the advantage of being compatible with almost
all communication media security protocols.

Up to our knowledge and after going through the most recent
state of the art in this domain, we haven’t encountered a
mapping protocol that supports a LoRaWAN-based network
as an Ad-hoc topology. Whereas in this research, we came up
with two newly proposed mechanisms. The first mechanism
enables the nodes to receive data from a suggested communi-
cation link. In contrast, the second mechanism is designed to
extract vital information such as establishing the connection,
closing the connection, successful data transmission, errors,
etc. Figure 3 presents the simplicity of the LoRa system
versus other technologies.

IV. MECHANISM OF THE LORALINE
The proposed LoRaWan-based network uses Ad-hoc topol-
ogy to provide a P2P line of communication between nodes.
Each device sends its package of data to another device
with the strongest signal value in the network. This package
includes the following components:

The data package shared in the network for the reachable
nodes includes sections labeled as Header, Identifier, and
Data Package sections (Data and Checksum). The structure
implementation will be applied in the application layer of
the network model. Every receiver device will modify the
header section based on their identification data. Then add
their environmental retrieved data into the package (FILO

FIGURE 4. Data packet format.

stack) before passing it to the next device with the most
suitable situation. Each item in the data package is filled using
the FILO stack method with flags of the surrounding points’
status based on this structure. The status flags are (00) for no
risk detected, (01) for risk of obstacle nearby, (10) for moving
obstacle distanced, and (11) for static obstacle distanced.
LoRaWAN protocol specifies varieties of mechanisms that
ensure reliable and secure communication. Here the proposed
mechanism for communication of IoV systems over ad-hoc
network topology is described. Figure 4 presents the format
for the data packets structure based on 51 bytes of data.

A. NETWORK MODEL
Design teams faced challenges implementing the electrical
network’s physical layer - the hardware implementation of
the network’s architecture, topology, and interconnects. The
main objective of analyzing the physical layer is to iden-
tify and evaluate signal integrity issues for the network.
Physical layer verification requires that design teams check
the transmission and receiving waveform against the system
specification are valid enough. Design teams must ensure
that the physical layer allows safe and secure protocol data
transmission. Any problems related to the physical layer
will impact the entire communication system, slow down the
network performance, or cause errors in the control system
behavior. If these problems persist, network reliability will
be compromised.

• Data-Packets (Message) Propagation Method:
Figure 5 demonstrates a partial communication between
nodes. The communication will be established based
on the signal range and quality of the communication
line. Here, Vehicle x is starting to share critical data
about obstacles in the path. The message packet journey
goes through some preprocessing steps first. The system
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FIGURE 5. Schematic of the method in action highlighting the anomaly.

FIGURE 6. A real traffic scenario in IoV using LoRaline.

will look for common items in newly propagated and
old message packets as predicted box mask accuracy is
applied. Also, a summarized version of the messages
model will be extracted from a sequence of messages
to determine the stress of reporting critical messages
in the processing messages step. This process will help
to propagate the critical data about obstacles or dis-
asters faster between the ad-hoc network nodes. The
messages passed in the network will be ranked based on
three factorsO (optimizedmessage packet), x (estimated
GPS-free locational data based on the signal, movement,
and sensory data), and E (estimated critical factors).
The proposed vehicle safety information service sharing
point is a context-specific procedure for extracting the
safety alert from the normal data. Finding the potential

dangers or abnormal situations needs to make a model
and only pass the changes in the data packets. Figure 5
demonstrates from top to bottom, vehicle (x) finds an
immediate obstacle, it will share the Message Packet
with the vehicle (x + 1), which is in the back with a
distance, no ability to see the obstacle. There’s a mech-
anism to find out the common content between message
packets which may end up with a model for the normal
situation of the road, to find out the anomaly and warn
the autonomous control system of the vehicle (x + 1)
about the possibility of immediate speed changes due
to the obstacle observance by next vehicles. Figure 6
demonstrates how vehicles using LoRaline communi-
cate via an Ad-hoc network. Routing in Ad-hoc is based
on the availability of throughput and ping. VehiclePfirst
checks its communication status with the other vehicles
in the communication range by estimating two variables:
ping and throughput. Device C , with the ability to con-
nect to the Internet and communicate with an external
secure server for data exchange, is selected due to its
low ping and high throughput relatively compared to
other nearby devices. In this case, all other vehicles may
access the network via P if located within its signal
range. In case a vehicle such V2 is located out of the
coverage, connecting to the network is feasible via vehi-
cle V3.

B. IMPLEMENTATION
The LoRa module is a functional wireless transceiver mod-
ule based on the SX1272 chip and built at a frequency
of 433 MHz. These modules are suitable for long-range
and wide-range communications and simultaneously have
low power consumption. The LoRa module is very easy to
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connect and set up, and the proposed technology can be easily
implemented using a suitable power supply and a suitable
long-range antenna. In the software section, the use of the
Lora.h library is considered, based on which the designed
function is also based.

The designed method was evaluated after selecting the
desired board and modules according to their outputs and
efficiency in a simulated environment. In order to opti-
mize and ensure the outputs, the simulation was conducted
in the JavaScript environment using the ‘‘Mbed’’ simula-
tion environment infrastructure. C++ programming language
was used to implement the main functions of the proposed
method. Then, by analyzing the existing method’s outputs
in the implementation of the IoV, the performance of the
proposed method was evaluated based on board outputs such
as link budget, RF output power, and maximum throughput.
In light of what was noted above, the performance of the
proposed method depends on the module, board features, and
limitations as well.

The selected board and module for this study are sup-
portable with various components, such as Ultralow power
P-NUCLEO-LRWAN1 (NUCLEO-L073RZ), which sup-
ports the expansion board model SX1262MBDAS. For
instance, RPSReal LoRa Arduino and RPSReal LoRa Rasp-
berry pi modules are available to implement the LoRa board
programs in Raspberry Pi and Arduino environments.

• Module and Platform:
The development board is based on the ASR6501 main
chip with the internal core of ARM Cortex M0 and IC
LoRa SX1272 designed by LoRa development board
and can be connected by SPI protocol. With these fea-
tures, this board is suitable for applications such as the
Internet of Things, smart home, security systems, etc.,
with low power consumption and a small current of
about 3.5 micro-amps during sleep.

• Hardware Programming:
The module sends a data package as linked values
(only for testing data transferring) over LoRaWANusing
STM32WL supported by Mbed OS LaRaWAN stack.

The function is designed to follow the sequence in a loop
to receive the data from the proposed communication link,
then follow the protocol by calling the vehicle’s control unit to
process the data and fill the buffer using retrieved sensory data
provided by the system. Then, it’ll follow up the sequence by
calling out the other connected (nearby) vehicles using the
communication link. Here is how Mechanism (1) operates.
Making the communication possible through a bi-directional
(full duplex) chirp spread spectrum of LoRaWAN ad-hoc
network needs a loop setup that indicates the Pass in, Call,
and Pass out, along with the event handling section. Data will
be sent on a stream, so LoRaWAN header file functions will
be used to retrievewhat’s spreading on the dedicated port. The
stream size is coming as a buffer size, which we may agree
on based on making a standard (Mechanism 1- line 2). For

Listing. 1. The prototype function for LORALINE communication loop
setup.
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instance, in this research, we used 51 bytes of the data pack-
age for every node to send/receive, which contains critical
data about obstacles and possible errors. So, it takes 102 bytes
to make communication between two nodes possible. Pass
in section defines a situation in which the program cycle
passes the data packages, element by element, to a variable
for the next actions, based on the first in last out queue system
(Mechanism 1- lines 8, 9, 10). For every switch-case section,
an error-catching method is deployed to avoid any fatal errors
which make the loop stop. Correspondingly, it does send the
error using a friendly defined event handler message to the
console to log everything (Mechanism 1- lines 4, 5, 17). The
actual code for mechanism 1 is shown above.

The event Handler function (Mechanism 2) is to make
the report extraction simpler for the user interface. Every
callback from the lora API will be monitored and described
to the users in the console system. Therefore, event han-
dling is necessary to ensure that communication and logging
information are clear and valid. The raised event will be
received from lora_event_t class, which will be coded like
‘‘RX_DONE’’ (Mechanism 2: line 1). Using the switch
case command, the different events will return a user-
friendly message to the console to be logged or shown
(Mechanism 2: line 2). Here, 12 events are determined
as the lora_event_t messages, including ‘‘CONNECTED,’’
‘‘DISCONNECTED,’’ ‘‘TX_DONE,’’ ‘‘TX_TIMEOUT,’’
‘‘TX_ERROR,’’ ‘‘TX_CRYPTO_ERROR,’’ ‘‘TX_
SCHEDULING_ERROR,’’ ‘‘RX_DONE,’’ ‘‘RX_
TIMEOUT,’’‘‘RX_ERROR,’’‘‘JOIN_FAILURE,’’‘‘MBED_
ASSERT.’’ The mentioned events are defined as: ‘‘CON-
NECTED’’:When the connection is complete (Mechanism 2:
line 31). ‘‘DISCONNECTED’’: When the protocol is shut
down in response to the disconnect command (Mechanism 2:
line 5). ‘‘TX_DONE’’: When a packet is transmitted
(Mechanism 2: line 8). ‘‘TX_TIMEOUT’’: When the stack
is unable to send a packet in the TX window (Mechanism 2:
line 10). ‘‘TX_ERROR’’: A general TX error shows an error
occurred while transmitting packets due to carrier errors
(duplex mismatch, faulty cable), FIFO (First In, First Out)
errors, heartbeat errors, and window errors. (Mechanism 2:
line 11). ‘‘TX_CRYPTO_ERROR’’: If Message Integrity
Code (MIC check) fails or any other crypto-related error
(Mechanism 2: line 12). ‘‘TX_SCHEDULING_ERROR’’:
When the stack cannot schedule a packet (Mechanism 2:
line 13). ‘‘RX_DONE’’: When a packet is received (Mecha-
nism 2: line 15). ‘‘RX_TIMEOUT’’:When the stack is unable
to send a packet in the TX window (Mechanism 2: line 18).
‘‘RX_ERROR’’: A general RX (receiving packets success
error) (Mechanism 2: line 19). ‘‘JOIN_FAILURE’’: OTAA
(Over the Air Authentication) failure and entered identifi-
cation keys should be rechecked (Mechanism 2: line 21).
‘‘MBED_ASSERT’’: Stands for an unknown error (Mecha-
nism 2: line 24). The actual code corresponds to mechanism 2
is shown next, while Figure 7 demonstrates exchanging data
in the proposed system.

Listing. 2. Event Handler to make the report extraction simpler for the
user interface.
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FIGURE 7. Exchanging data between vehicles using LoRaWAN module.

C. CAPACITY AND NETWORK SIZE LIMITATIONS
The LoRaWAN network scale concerning the proposed tech-
nology data rate throughput per channel is up to 150 bps. This
rate enables each vehicle to have a full-duplex data package
transmission every 2.79 nanoseconds based on the 51bytes
structured packages. The maximum network coverage range
of up to 100 km means the network size and coverage are
enough to map the vehicles on the longest street in the
world, Yonge Street in Ontario, Canada. The technology over
ad-hoc enables each device to transmit the data packages
between 120 other end devices. Data transmission timestamp
over maximum supported distance with a spreading factor of
12 shows the performance of the network data transmission
is rarely affected by obstacle barriers or other variables. The
average transmission time for each data package is estimated
to be 2.8 nanoseconds with LoRa modulation at different
distances.

D. RELIABILITY AND FEATURES OF THE NETWORK
In this section, the reliability of LoRaline is introduced under
specified conditions, such as circumstances of different dis-
tances and speeds of vehicles, for a specified time (i.e.,
battery durability performance to run the components using
the proposed method). The key features of using LoRa-
based networking technologies are: • Long-range: >15 km /
9 mi Range. • Low-power: 5-10 years expected battery
lifetime. • Low-cost: from end-node sensor cost to upfront
infrastructure investment. • Secure: with embedded end-to-
end AES-128 encryption of data. • Geo-location: enables
indoor/outdoor tracking without GPS. The range and band-
width comparison limits in this technology compared to the
other mentioned ones are demonstrated below. The results
of using the proposed technology have a positive impact on
improving the performance of sending information services
data between vehicles. Figure 8 illustrates the superiority
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FIGURE 8. LoRa technology features versus other technologies [21].

of the LoRa technology in terms of distance coverage and
bandwidth.

V. SIMULATION SCENARIOS AND SETTINGS
This Section presents four possible scenarios for the proposed
LoRaline method. The first scenario introduces the connec-
tivity among the nodes in the presence of urban places or
landforms, which is the main goal of this study. The second
scenario covers low power consumption when power outages
which is the main advantage of using LoRaWAN in our
proposed method. The third scenario, when network sniffing
occurs, while the last scenario is applicable but has yet to be
covered in this paper (futuristic scenario) proposed in VI-C.
First Scenario: In the case of establishing communica-

tion, due to the dynamicity of the surrounding environment,
connecting these nodes in IoV environment using the event
handler, sending and receiving messages will be applied as
mentioned in IV-B. Therefore, LoRaWAN uses Chirp Spread
Spectrum modulation. In this case, the interference, multi-
path propagation, and fading will not affect nodes’ connec-
tivity due to the applied Chirp Spread Spectrum modulation
and various phase-shifted frequencies.
Second Scenario: When power outages occur due to car

breakdowns, accidents, or parking, the computing mech-
anism operates using low power consumption modularity.
LoRaWAN technology is one of the lowest power commu-
tations. The battery life is up to 10 years. The method pro-
poses real-time computing software, which can also be used
for safety-critical applications to share critical data between
vehicles and IoV mobile components.
Third Scenario: Suppose network deception or sniffing

traffic in the network is detected. In such cases, LoRaWAN
messages are encrypted and signed using an AES-128 key,
providing strong protection against deception, data sniffing,
and data breach in transit.
Fourth Scenario: This scenario currently applies to the

proposed LoRaline method but has yet to be covered in
this study. The GPS-free tracking and navigation system has
a long range (1 to 10 KM), low interface communication,
and modular software implementation. The method also sup-
ports a modular range of applications that can run through

TABLE 1. Experiments setup settings.

FIGURE 9. Mbed simulator terminal output.

the synchronized board by the internal clock. IoV ad-hoc
dynamic servers will have pre-configured position mapping
as beacons to trace the location of the other vehicle systems.
Hence, if a vehicle doesn’t have any GPS or GSM system,
it can be monitored using the proposed system. Mbed simu-
lation settings are shown in Table 1, and a summary of the
discussed scenarios are listed in Table 2.

VI. RESULTS AND DISCUSSION
The LoRaline software core code is designed for maximum
flexibility through the use of embedded C++ libraries. Imple-
menting code to send the proposed data package includes
both message buffering and port handling. Through the offi-
cial MBed (development software kit tools for boards design
and programming based on Arm Cortex processors and
micro-controllers (https://mbed.com/#lorawan)) C++ meta-
template development board is used to simulate both per-
formance and stability of the system over a million iter-
ations. The LoRaline core code can also be run in either
serial or parallel. The fluid algorithm allows the developers
to adjust the data package size using the third-party com-
pression methods and algorithms developed and incorporated
into the code. A similar console output of simulation for
the communication through the LoRaWAN with proposed
method interactions is presented. The results of using the
proposed technology have a positive impact on improving the
performance of sending information services data between
vehicles. Figure 9 displays the serial terminal output for
successful data transmission between two systems in several
iterations.
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TABLE 2. Summary of scenarios.

FIGURE 10. Maximum range coverage comparison based on (km).

A. MAXIMUM RANGE COVERAGE AND BATTERY
CONSUMPTION
In Figure 10, the comparison of the maximum range coverage
in the well-known technologies in inter-vehicle commu-
nication and IoV demonstrates the efficiency of the pro-
posed technology. It is evident that Bluetooth 5, WiFi-5,
and ZigBee can’t compete with Cellular 5G and LoRaline
for maximum coverage. Cellular 5G has better maximum
coverage but not enough to overcome LoRaline, which has
more coverage range with a massive power consumption
advantage.

The comparison of power consumption shown in Figure 11
is conclusive evidence with the maximum range supported
by LoRaline technology. This efficient power consumption
and energy savings level is suitable and particularly useful
in electric and battery-based vehicles with a limited energy
source.

FIGURE 11. Battery consumption comparison based on (mA).

B. SIGNAL RATE, SHORT AND LONG RATE DISTANCES
Figure 12 presents the signal elements transmitted per second.
After calculating the amount of power reduction and the
degree of impact from the free space environment, it can be
observed that the signal throughput rate by LoRaWAN is up to
700 km while 5G wouldn’t exceed 100 km. IoV is a network
of vehicles equippedwith sensors, software, and intermediary
technology between them, intended to connect and exchange
data over network media according to agreed standards. Crit-
ical messaging applications that require low-latency, near-
real-time communication over the wireless medium are the
next frontier in data communications. 5G and LoRaWAN
offer more opportunities to build stable and secure networks
with significantly longer ranges.

The coverage of the proposed technology is compared
with 5G technology, which is obtained by calculating the
amount of signal loss using the free space path loss factor
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FIGURE 12. Signal rate comparison based on (km).

FIGURE 13. Short range coverage based on (m).

estimation method. This comparison has been made in two
modes which are: short and long-range coverage for more
in-depth evaluation. By examining the results obtained for
a short-range scale, it can be concluded that the amount of
signal loss in short distances using the proposed technology is
between 10 to 15 dB less than 5G technology. For long-range
distance, 5G coverage is completely overwhelmed by the cov-
erage provided by LoRaWAN as shown in Figures 13 and 14,
respectively.

Using Equation 1 below, the evaluation between Cellular
5G and LoRaWAN enabled in IoV by the proposed method
LoRaline is conducted. The signal fades due to the amount of
energy lost in free space over a distance between Tx and Rx
known as path loss. The farther away Tx is from Rx , the lower
the energy is. Path loss has been calculated using via widely
used logarithmic formula for free-space attenuation:

1FSPL(dB) = 20 log 10(d) + 20 log 10(f)

+ 20 log 10
4π
C

− Gt − Gr (1)

where FSPL is Free Space Path Loss, d is the distance
between Tx andRx in meters and f is the frequency in Hz,C is
the speed of light in vacuum,Gt is the gain of the transmitting
antenna, and Gr is the gain of the receiving antenna. The
frequency for Cellular 5G is 850Mhz, and the gain for Tx and
Rx is 14 dB, whereas the frequency for LoRaWAN is 868Mhz
and the gain for Tx and Rx is 22 dB.

FIGURE 14. Long range coverage based on (km).

C. OVERCOMING THE LOW DATA RATE
LoRaWAN struggles in terms of data rate. This limitation is
one of the few disadvantages of this technology. To overcome
this issue, this discussion is paving the way for our next future
work. There are two methods to be tested and the method that
provides better performance will be considered.

The first method is based on effectively reducing the meta-
data stack to allocate most of the throughput exceedingly for
exchanging the actual data. The current method of mapping
and determining the position of each of the nodes involved in
an ad-hoc network requires the need to use the metadata in
the package received from the node or to connect positioning
sensors. This method increases the amount of data sent and
demands the system to require more sensor devices. The
proposed idea is to cope with the allocation of distributed
digital navigation systems (control nodes) by implementing
Belief Propagation (BP), as an inference set of rules that
has currently sparked by message passing system within
the network [22], [23]. For instance, each neighborhood
and worldwide collection of digital vehicles’ sensory system
parameters can be distinct as much as unknown similarity due
to the variety of devices and software standards, which calls
for iterative reparameterizations using the BP application.
BP equation for this example is addressed as follows: mv1 →

v2. Applying the BP equation for the given example yields:

b5 = k [φ4]
[
mv1 → mp → mv3

]
(2)

where b5 is the belief propagation equation with 5 nodes,
k is a normalization constant and m is message appending
to the current status messages. For security concerns, it is
worthmentioning that the presentedmethod supports security
protocols that include AES-128 and other IEEE protocols that
maintain privacy and integrity.

The second method is based on graph-based neural net-
work, such as Graph Convolutional Networks alongside with
Gated Recurrent Unit (GCN-GRU), where the algorithm has
to be trained for IoV network traffic data set. However, fur-
ther investigation is required since the Ad-hoc environment
is dynamic which affects the accuracy of network graph.
Table 3 Summarizes the evaluation between the top four most
common technologies attributes used in IoV communication
systems versus the proposed technology.
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TABLE 3. Summary of evaluation between the top four most common technologies attributes [8], [14] [15], [16] [17], [18] versus LoRaline.

VII. CONCLUSION AND FUTURE WORKS
Due to the daily growing range of IoT sensors installed on
vehicles and other safety tools, it’s a matter of time till vehi-
cle technology companies, manufacturers, and road safety
administrators would reconsider the standards for transporta-
tion protocols to connect every vehicle and safety control
system over a secure, long-range, and optimized power con-
sumption network. This research was motivated due to the
versatility of LoRaWAN, such as cost, battery lifetime, coex-
istence, and interference immunity.

This paper presents a LoRaline technology with low power
consumption as the key point for IoV systems. For enabling
LoRaline adaptation in IoV, two mechanisms have been
developed. The first mechanism is to receive and send the
data. This is achieved by following the sequence in a loop
to receive the data from a candidate link, then processing the
data by calling the vehicle’s control unit and filling buffer
space. The second mechanism is to handle the main events to
obtain the required crucial information by developing Event
Handler function, which is designed to extract the reports for
the user interface in simple manner. Every callback from the
lora API will be displayed and described to the users in the
console system. Therefore, event handling is crucial to ensure
having clear communication and valid logging information.

The proposed method will ensure the connectivity range
between different devices in different environments with civic
obstacles or natural ones. Moreover, this paper introduces
two more possible scenarios for the proposed LoRaline in
IoV systems to handle power outages and sniffing traffic
or network deception in addition to the main aim (goal)
scenario. The fourth scenario is a futuristic one and not
implemented yet in this study. This work was implemented
via SX12672 chip, empowered by LoRaWAN features such
as Chirp Spread Spectrum modulation using Mbed simulator.

The performance of LoRaline was evaluated againstWi-Fi,
ZigBee, Bluetooth, and 5G. The simulations revealed that
LoRaline outperformed all the aforementioned technologies
with respect to maximum range, battery consumption, long
and short rates coverage, and signal rates. Furthermore, the
LoRaline security, with the use ofWSN resources, makes this
communication line more secure against noise and external
inference. Examining the performance concerning the cost
and consumption of the devices shows the high efficiency
of the method. The main drawback of the proposed method
is related to the throughput limitation. Nevertheless, over-
coming this issue for the current time can be solved by
relying on network data compression and other optimization
methods.
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For our future work, this study will take a step forward to
avoid the low data rate in LoRaWAN. The main idea is to
eliminate most of the metadata to make every bit count for
transferring the data. When implementing BP, iterative repa-
rameterizations are called because sensory system parameters
are well-defined, while devices and software standards vary.
Another LoRaline use case is enabling the transport systems
to allocate assets without global positioning systems. The
allocationwill be based on vehicle license or digital ID, which
is shared using LoRaline. The positioning systemwill provide
a dynamic simultaneous localization to map the assets in the
network using the vehicle plat or LoRaline ID.

ACKNOWLEDGMENT
The authors sincere condolences to the victims and bereaved
families due to the devastating earthquake in Türkiye and
Syria. They thoughts are with those who lost their lives, those
injured, those whowere trapped and with all rescuers who did
their utmost to save lives.

REFERENCES
[1] A. Lavric and A. I. Petrariu, ‘‘LoRaWAN communication protocol: The

new era of IoT,’’ in Proc. Int. Conf. Develop. Appl. Syst. (DAS), Suceava,
Romania, May 2018, pp. 74–77.

[2] H. A. Ignatious and M. Khan, ‘‘An overview of sensors in autonomous
vehicles,’’ Proc. Comput. Sci., vol. 198, pp. 736–741, Dec. 2021.

[3] H.-H. Jebamikyous and R. Kashef, ‘‘Autonomous vehicles perception
(AVP) using deep learning: Modeling, assessment, and challenges,’’ IEEE
Access, vol. 10, pp. 10523–10535, 2022.

[4] A. Mahmood, S. A. Siddiqui, Q. Z. Sheng, W. E. Zhang, H. Suzuki,
and W. Ni, ‘‘Trust on wheels: Towards secure and resource efficient IoV
networks,’’ Int. J. Comput., vol. 104, no. 6, pp. 1–22, 2022.

[5] L. Dong, H. Gao, W. Wu, Q. Gong, N. C. Dechasa, and Y. Liu,
‘‘Dependence-aware edge intelligent function offloading for 6G-based
IoV,’’ IEEE Trans. Intell. Transp. Syst., vol. 24, no. 2, pp. 1–10, 2022.

[6] M. N. Sadiku, M. Tembely, and S. M. Musa, ‘‘Internet of Vehicles: An
introduction,’’ Int. J. Adv. Res. Comput. Sci. Softw. Eng., vol. 1, no. 11,
p. 8, 2018.

[7] B. Ji, X. Zhang, S. Mumtaz, C. Han, C. Li, H. Wen, and D. Wang, ‘‘Survey
on the Internet of Vehicles: Network architectures and applications,’’ IEEE
Commun. Standards Mag., vol. 4, no. 1, pp. 34–41, Mar. 2020.

[8] J. Contreras-Castillo, S. Zeadally, and J. A. Guerrero-Ibañez, ‘‘Internet of
Vehicles: Architecture, protocols, and security,’’ IEEE Internet Things J.,
vol. 5, no. 5, pp. 3701–3709, Oct. 2018.

[9] O. Kaiwartya, A. H. Abdullah, Y. Cao, A. Altameem, M. Prasad, C. T. Lin,
and X. Liu, ‘‘Internet of Vehicles: Motivation, layered architecture,
network model, challenges, and future aspects,’’ IEEE Access, vol. 4,
pp. 5356–5373, 2016.

[10] UDO Transportation. (2013). Family of Standards for Wireless Access
in Vehicular Environments (WAVE). [Online]. Available: https://www.
standards.its.dot.gov/Factsheets/Factsheet/80

[11] R. Baldessari, B. Bödekker, A. Brakemeier, M. Deegener, A. Festag,
W. Franz, A. Hiller, C. Kellum, T. Kosch, A. Kovacs, andM. Lenardi, ‘‘Car
2 car communication consortium manifesto, version 1.1,’’ in Proc. IEEE
Vehiclular Technol. Conf., Aug. 2007, pp. 1–94.

[12] B. Richard and B. Roberto, ‘‘European ITS communication architecture:
Overall framework-proof of concept implementation,’’ Eur. Commission
Joint Res. Centre, Ispra, Italy, Tech. Rep. EUR 28776 EN, 2017.

[13] A. Mulla, J. Baviskar, S. Khare, and F. Kazi, ‘‘The wireless technologies
for smart grid communication: A review,’’ in Proc. 5th Int. Conf. Commun.
Syst. Netw. Technol., Apr. 2015, pp. 442–447.

[14] P. M. Mendes and T. Jamal, ‘‘802.11 medium access control in MiXiM,’’
SITILabs, St. Petersburg, Russia, Tech. Rep., SITI-TR-13-02, 2013.

[15] M. J. Booysen, S. Zeadally, andG.-J. van Rooyen, ‘‘Survey ofmedia access
control protocols for vehicular ad hoc networks,’’ IET Commun., vol. 5,
no. 11, pp. 1619–1631, Jul. 2011.

[16] O. O. Kazeem, O. O. Akintade, and L. O. Kehinde, ‘‘Comparative study of
communication interfaces for sensors and actuators in the cloud of Internet
of Things,’’ Int. J. Internet Things, vol. 6, no. 1, pp. 9–13, Jun. 2017.

[17] M. Yan, C. Chan, A. Gygax, J. Yan, L. Campbell, A. Nirmalathas, and
C. Leckie, ‘‘Modeling the total energy consumption of mobile network
services and applications,’’ Energies, vol. 12, no. 1, p. 184, Jan. 2019.

[18] K. Leonhard, ‘‘WiMAX and WLAN Network Design, Optimization and
Performance Analysis. Hoboken, NJ, USA: Wiley, 2011.

[19] L. T. Willke, P. Tientrakool, and F. N. Maxemchuk, ‘‘A survey of inter-
vehicle communication protocols and their applications,’’ IEEE Commun.
Surveys Tuts., vol. 11, no. 2, pp. 3–20, 2nd Quart., 2009.

[20] M. Ghareeb, S. Rouibia, B. Parrein, M. Raad, and C. Thareau, ‘‘P2PWeb:
A client/server and P2P hybrid architecture for content delivery over
internet,’’ inProc. 3rd Int. Conf. Commun. Inf. Technol. (ICCIT), Jun. 2013,
pp. 162–166.

[21] P. Barro, M. Zennaro, J. Degila, and E. Pietrosemoli, ‘‘A smart cities
LoRaWAN network based on autonomous base stations (BS) for some
countries with limited internet access,’’ Future Internet, vol. 11, no. 4,
p. 93, Apr. 2019.

[22] D. Devarajan and R. J. Radke, ‘‘Calibrating distributed camera networks
using belief propagation, EURASIP J. Adv. Signal Process., vol. 2007,
pp. 1–10, Dec. 2006.

[23] S. Sanghavi, D. Malioutov, and A. Willsky, ‘‘Networking sensors using
belief propagation,’’ in Proc. 46th Annu. Allerton Conf. Commun., Control,
Comput., Sep. 2008, pp. 384–391.

[24] A. Tahat, A. Said, F. Jaouni, and W. Qadamani, ‘‘Android-based universal
vehicle diagnostic and tracking system,’’ in Proc. IEEE 16th Int. Symp.
Consum. Electron., Jun. 2012, pp. 137–143.

[25] L.-B. Chen, H.-Y. Li, W.-J. Chang, J.-J. Tang, and K. Shu-Min Li,
‘‘An intelligent vehicular telematics platform for vehicle driving safety
supporting system,’’ in Proc. Int. Conf. Connected Vehicles Expo (ICCVE),
Oct. 2015, pp. 210–211.

[26] M. Amarasinghe, S. Kottegoda, A. L. Arachchi, S. Muramudalige,
H. M. N. D. Bandara, and A. Azeez, ‘‘Cloud-based driver monitoring and
vehicle diagnostic with OBD 2 telematics,’’ in Proc. 15th Int. Conf. Adv.
ICT Emerg. Regions (ICTer), Aug. 2015, pp. 243–249.

[27] P. Ferrari, E. Sisinni, P. Bellagente, D. F. Carvalho, A. Depari,
A. Flammini,M. Pasetti, S. Rinaldi, and I. Silva, ‘‘On the use of LoRaWAN
and cloud platforms for diversification of mobility-as-a-service infrastruc-
ture in smart city scenarios,’’ IEEE Trans. Instrum. Meas., vol. 71, pp. 1–9,
2022.

[28] P. Manzoni, C. T. Calafate, J. C. Cano, and E. Hernández-Orallo, ‘‘Indoor
vehicles geolocalization using LoRaWAN,’’ Future Internet, vol. 11, no. 6,
p. 124, 2019.

[29] J. Haxhibeqiri, E. De Poorter, I. Moerman, and J. Hoebeke, ‘‘Survey of
LoRaWAN for IoT: From technology to application, Sensors, vol. 18,
no. 11, p. 3995, 2018.

[30] Y.-S. Chou, Y.-C. Mo, J.-P. Su, W.-J. Chang, L.-B. Chen, J.-J. Tang, and
C.-T. Yu, ‘‘I-car system: A LoRa-based low power wide area networks
vehicle diagnostic system for driving safety,’’ in Proc. Int. Conf. Appl. Syst.
Innov. (ICASI), May 2017, pp. 789–791.

[31] G. G. L. Ribeiro, L. F. D. Lima, L. Oliveira, J. J. P. C. Rodrigues,
C. N. M. Marins, and G. A. B. Marcondes, ‘‘An outdoor localization sys-
tem based on SigFox,’’ in Proc. IEEE 87th Veh. Technol. Conf. (VTC
Spring), Jun. 2018, pp. 1–5.

MICHAEL BIDOLLAHKHANI received the B.S.
degree in computer engineering from the Ahrar
Institute of Technology and Higher Education,
Guilan, Iran, in 2017, and the M.Eng. degree in
artificial intelligence from the K. N. Toosi Univer-
sity of Technology, Tehran, Iran. He is pursuing the
M.Sc. degree from the Department of Computer
Engineering, Karabük University, Türkiye. He is
currently a Sensitive and Critical Infrastructures
Researcher with the Computing Centre, Georg-

August-Universität Göttingen, Germany. He works and researches as a free-
lance machine intelligence specialist and engineer with more than six years
of experience in software engineering and education systems. His research
interests include scalable AI systems, cyber physical systems, and infor-
mation theory developing high-performance computing systems. He was
cited as Iranian chosen Young Scientist by the YSF (under the supervision
of the Presidential Scientific and Research Deputy of I.R. Iran), in 2017.
He has been a member of the National Elites Foundation, since 2015, under
the supervision of the presidency of I.R. of IRAN and the International
Association for Computing Machinery (ACM), since 2019.

VOLUME 11, 2023 18119



M. Bidollahkhani et al.: LoRaline: A Critical Message Passing Line of Communication for Anomaly Mapping in IoV Systems

OMAR DAKKAK received the B.E. degree in
telecommunication engineering from Ittihad Uni-
versity, Syria, and the M.Sc. and Ph.D. (computer
science) degrees from Universiti Utara Malaysia
(UUM). In his Ph.D., he worked on schedul-
ing problems in grid computing, analyzing the
performance of the scheduling policies based
on real workloads for better Quality of Service
(QoS) criteria and building scheduling mecha-
nisms considering High-Performance Computing

(HPC) applications through simulation approach using real workloads. He is
currently anAssistant Professor with the Faculty of Engineering, Department
of Computer Engineering, Karabük University, Türkiye. His research inter-
ests include scheduling algorithms, performance evaluation, optimization in
scheduling, and analyzing date-sets on HPC platforms. He conducted several
studies in other research areas, such as cloud computing, LTE, and MANET.

ADNAN SAHER MOHAMMAD ALAJEELI was
born in Kirkuk, Iraq, in 1977. He received the
B.S. degree from the Engineering Technical Col-
lege of Mosul, Northern Technical University,
Mosul-Iraq, in 1999, the M.S. degree in com-
puter engineering from the College of Graduate
Studies, Universiti Tenaga Nasional, Malaysia,
and the Ph.D. degree in computer engineering
fromAnkara YildirimBeyazit University, Türkiye,
in 2017. From 2000 to 2007, he was an Engi-

neer with the Office of Engineering Affairs, Baghdad, Iraq, then he
worked at Engineering Department of Salah Eldeen Governorate-Iraq,
from 2007 to 2013. From February 2020 to 2022, he was an Assistant
Professor at the Department of Computer Engineering, Karabük University,
Türkiye. Since September 2022, he is an Assistant Professor with the Depart-
ment of Computer Engineering Techniques, Imam Jaáfar Al-Sadiq Univer-
sity. He is the author of two books and more than 20 articles. His research
interests include computer algorithms and networks and applications, data
structure, and innovative artificial intelligence applications.

BYUNG-SEO KIM (Senior Member, IEEE)
received the B.S. degree in electrical engineer-
ing from Inha University, Incheon, South Korea,
in 1998, and the M.S. and Ph.D. degrees in electri-
cal and computer engineering from the University
of Florida, Gainesville, FL, USA, in 2001 and
2004, respectively. His Ph.D. studywas supervised
by Dr. Yuguang Fang.

From 1997 to 1999, he worked as a Computer
Integrated Manufacturing (CIM) Engineer at the

Advanced Technology Research and Development (ATR&D), Motorola
Korea Ltd., Paju, South Korea. From January 2005 to August 2007,
he worked for Motorola Inc., Schaumburg, IL, USA, as a Senior Soft-
ware Engineer of networks and enterprises. From 2012 to 2014, he was
the Chairperson with the Department of Software and Communications
Engineering, Hongik University, South Korea, where he is currently a Pro-
fessor. His work has appeared in around 167 publications and 22 patents.
In Motorola Inc., his research focuses were designing protocol and net-
work architecture of wireless broadband mission critical communications.
His research interests include design and development of efficient wire-
less/wired networks, including link-adaptable/ cross-layer-based protocols,
multi-protocol structures, wireless CCNs/NDNs, mobile edge computing,
physical layer design for broadband PLC, and resource allocation algorithms
for wireless networks. He was also served as the member of the Sejong-
city Construction Review Committee and the Ansan-city Design Advisory
Board. He served as the General Chair for 3rd IWWCN 2017, and a TPC
Member for the IEEE VTC 2014-Spring, the EAI FUTURE 2016, and the
ICGHIC in 2016 and 2019 conferences. He served as a Guest Editor for
Special Issues of the International Journal of Distributed Sensor Networks
(SAGE), IEEE ACCESS, and the Journal of the Institute of Electronics and
Information Engineers. He is an Associative Editor of IEEE ACCESS.

18120 VOLUME 11, 2023


